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AV —lZElEsnE T, BIEOCH TEENH 256, DAP BYESELINET,
ASA IZRDNEFF ClEMEZ#EH L E7,

1. ASA E® DAP EME : N—T 3 2 8.0Q2) CEAINZZOEMIX, Lo EOEMEL D LE
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ERRINET, ZHL6DOBMAE. ASA DT —H /L AAA T —F X— 2 T4 D2 —F —
ICHRESNTWBENE (ASDM O2—H— T A b)) EREILARANVEIICLTLEE
A%

3. ASATCREINTWVWBZNL—T R ¥ — : RADIUS Y — "— 5 2 —%—|Z% L TRADIUS
CLASS J& £ IETF-Class-25 (OU=group-policy) OB IR 723545, ASAIZE D2 —H—
ZRICARIO V=R —IZREL, ZTOIN—T R —DREMED S B, P—r—
MHRS NN D& LET,

LDAP ¥ —R—TiL, fLFEDOBEBU L ZHERA L Ty a v DI NV—TF R) o —%RETE
F9. ASA RITEEINT- LDAP Bt~ v 712X - T, LDAP B2 Cisco J@ 1
IETF-Radius-Class |Z~ v B> 7 & E 1,

4, i Ta 7740 (CLITIE Thoxn Z0—7) IR ET) ICk-oTEIV Y THA
T2 N—T R — BT 0 T 7 A VT, R OFERRENEG ENTWDHIEN, REE
A=Y —IZ#EHEINDT 74NV DT N—T R o—NEFENTWET, ASA T8
HLTWETRTCO2—Y =T, BN DT NV—TIZFBLET, 2O/ N—7 T,
DAP, H—N"—Mnbi RSN a2 —F—E, 2—F—ZEV LY TonNTWnDH I L—T K

ZixeWEEnRit s E T,

5. ASA CEIW Y CToHbni=T 74NV DI )NV—7 K — (DtGrpPolicy) : ¥ AT LADT
7 3V NEPEX, DAP, a—H—@E, I —7 R o—, HET e 7 7 A LV TRELT
WAHIEA SR L E 7,

5 ER AAA H—N\—F AT EEDHA K514

ERGLEAE

ASA IZ, BED ID Tid/e < B4 I E ST LDAP B4 /A L4, RADIUS B, 4
A CIEAa< BB ID Ik CGEAsnET,

ASDM /X— 3 7.0 D LDAP B 121X, ¢VPN3000 7'V 7 v 7 ANEENTWEJ, ASDM
N—T g T1UBETIE., 207V 7 0 v 7 AFHIBRESATHET,

LDAP J&:i%. RADIUS DE(ZFH STV 5 RADIUS BEDY 7€~ F T,
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R TEET,
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ug Zix~ //nE%iCE:L“"H‘%EE%E (if_ iZOO):L**ﬁ‘ HE%%) 75\‘\‘,[\4\?

A—PF—ZDHEFAN T 4 —/L R TlE, 2OHD (:L*"*j:*‘) SERHED 7 ¢ — L RAfiEAT L,
AAA B L UGFIAEZRGERE OB CLIBED AAAFRFEICERT5 2 &3 TxFEd, 7T A4~V
LB ) DO SGFOFEMANOZ—F—41X, W7 ITAT 2 MPbRELIZ22HD (22—
P—) FEAENLREINE T,

9.14(1) LARE, ASA Ti, BEGEAERGEZHE L, Bl 72I3dFalic e — Y —Z OFRIA T
F7va VEMHT AGAIC. 774”\7)&—47L %%i@\kﬁ/&)i—‘&—%%ﬂi%ﬁ‘é
AEEZEE CE T, FEIC OV, G EL -V -4 0ORE (3 X—Y) 2R
LTLEEN,

%Eéﬁnﬂ:‘% EA}EHET i 20@nﬂ£%£ﬁ)ubuméhi‘a— 77/])7/ }‘75 ’5 'f;:u LtZ’DEO) (:l‘—‘
P—) FEHEIT, FRIANB L OGEHER RO 22— —H DT T4~V BLIPEH F ) 22—
P—RI K DT RS CT,

SAML |2 X 5 HGEHERFE DX ETE 7,
E%T?@mmﬁwebvpn)a i %Eﬁnﬂ:%%ﬁ?ni@j—7 =] /{/Eu &)%) J: 9 ﬁ%éﬂi‘i

tunnel-group <name> webvpn-attributes
authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa |
saml] | saml [certificate | multiple-certificate]}

BEGEAEFGETIL, £ OEFRITERGET 2 72O SN ZFEED 7 1 — /L RIZHES W
TR —REZITH) ZENTEET, BHGEHEREFICZ 74T M oZE LI —
‘W.ﬁiﬁv}wﬂ)ﬂﬁiiDAP’DwFéib REED 7 4 — L RIZESWTARY v—%

BETHIENTEET, T2 T E RIS T AL L ERETZHLHIITH AT
\/777ﬁxf)/—(m@)%ﬁﬁbf@ﬁ&%%ﬁ&%ﬁ%?é i%X. [ASA VPN
ASDM Configuration Guide] ®i#8172 Y UV — A @ [AddMultiple Certifi cateAuthentlcation to DAP|
EZRLTLIEEN,

EIRAE D —H—ZDEKTE

ASA 9.14(1) Ti, AEE T O T T4 v a—HF—LB IO o XV a—F—4 L L
T ASA THEHT 2 XENH LFEEFELRET DD OF Lna~vy R EASNE L, @R
REETITFFRINT A — X 2B T 572912, SSL £7/21L IKE THE SN~ gE#E (1o
HOEAE) 2 T, 72747 Mnboa—Y—iEHE Q SHOGERE) 24 H7
DINERETEET, ZOF T ad, ¥ A 7 (aaa. certificate, E721%
multiple-certificate) IZBRZ2 <, EED o RV TN —F B L ORRETEET, 272
L. FERIE. EEGEEEGE (multlplecertlflcateitiaaamultlplecertlflcate) IRLToO
HANEIRD ET, ZOFT Y a UPNEHGEREFRIECEH SR WAL, 2 DHOFERE
DT 74 ke UTRREE ZIEFFIcfE R S E 7,
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1OHDOFEAEFEL 2OHDFERED EHL LD T T4 ~ ) a—Y =2 2T 20 E2HELET,

user name-from-certificate-choice {fir st-certificate | second-certificate}

1 DHOFEHE L 2OHDFEAEFED EL LD N 7 ) a— =LA EHT20E2BELET,

secondary-user name-from-certificate-choice {fir st-certificate | second-certificate}

1

tunnel-group tgl webvpn-attributes

authentication aaa multiple-certificate

pre-fill-username client

secondary-pre-fill-username client

tunnel-group tgl type remote-access

tunnel-group tgl general-attributes
secondary-authentication-server-group LOCAL
username-from-certificate-choice first-certificate
secondary-username-from-certificate-choice first-certificate

VPN @ LDAP 5] D% TE

FIE

&

VPN 7 7 £ AD 1D LDAP fBFED T % & . ASA 13 LDAP J& % IX " LDAP ¥—/3—(C
LTy —&ETLET, W@HINLORIEICIE, VPNE Yy v a A S 3BT —
INEENET,

*@%T%ﬁ“fbki%@ﬁﬁéﬁT%HMP?4V7FUﬁ%N%#%W%Té’kﬁ
VERGENS Y 3, 728 20E, FRAECSDI £/ FFEHES — =2 H L TV 554, R
AERIIR SN ET AL, ZOHAE, 22—V =B TIL, FIEORNBRIZLDAPT 4 L7 R U O

2 ) —%FZTT DD, BEEERAIL2 DDA T v 7 TITbivET,

LDAP #fEfH L7z VPN = —H —FFr 2R ET DI, WOFNEEFITLET,

AAA Y — "= T —T EAER L £ T,
aaa-server server_group protocol {ldap | nt | radius| sdi | tacacs+}

&1

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)
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AT w72 remotegrp L \WNIARID IPsec VE—F 727 E8A b I —T%2ERLET,
tunnel-group groupname

&1

hostname (config) # tunnel-group remotegrp

ATV T3 == T N—T L bR TN— T BEAT £,
tunnel-group groupname gener al-attributes

1 -

hostname (config) # tunnel-group remotegrp general-attributes

ATy T84 DRIMER LIZRBRED T2 D AAA Hh—3— T L—T1TH LW b v 7 0—7 %810 4 TF
j—o
authorization-server-group group-tag

51

hostname (config-general) # authorization-server-group ldap dir 1

1

RIZ, LDAP #fEH L2 —H—FFriz AT o a~y RoflzmLET, 2O
TlX., RAVPN E WO ARTD IPsec VE— bk 77 A b Z—T%{ER L, 7
TIHERL L TH DFF A H D LDAP AAA Hr—/N— T )L—TIZZDHF L h RV 7 —
TEED YT TNET,

hostname
hostname
hostname
hostname

config)# tunnel-group RAVPN type remote-access

config) # tunnel-group RAVPN general-attributes
config-general)# authorization-server-group (inside) LDAP
config-general) #

COBENET Lib, KOavY FEANLT, FALI b R2AT—F, Fqb
7 WY BEOWIAA, T4 Lo U RROFIR L, EMO LDAP FAST A — 5 %
BETEET,

hostname
hostname
hostname

config) # aaa-server LDAP protocol ldap

config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
config-aaa-server-host)# ldap-base-dn DC=AD,DC=LAB,DC=COM
config-aaa-server-host)# ldap-group-base-dn DC=AD,DC=LAB,DC=COM
config-aaa-server-host)# ldap-scope subtree
config-aaa-server-host)# ldap-login-dn AD\cisco
config-aaa-server-host)# ldap-login-password ciscol23
config-aaa-server-host)# ldap-over-ssl enable

hostname
hostname
hostname
hostname
hostname
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hostname (config-aaa-server-host) # server-type microsoft

ASA LDAP R D E
ZDE Vv a T, LDAP AV-pair BYED L % v 7 ADEZEFEICOVWTHBHLET, &
DIEBRBEENTVET,
* LDAP FF P CTH A — h ATV 5 Cisco JEME (6 =—)
s Cisco-AV-Pair BHEDOHEL (19 X—)

e Cisco-AV-Pair ® ACL ffl (20 ~2—<°)

)
GE)  ASA L. BUED ID T3 B4 ICESW T LDAP EBIEEEH LE T, — 7. RADIUS B
Wik, AT TRl ID MEA SN £,

AT, HERFEZIIEEAEHIT 270 222B L Ed, BiabF /2GRy — =L 1L T
EFRESNTWD LDAP —— %, HEREZITENE GRESNTWVWDLIES) A LET,

ASDM /38— 5 o 7.0 D LDAP EMEIZIX. cVPN3000 'L 7 4 v 7 ARG ENTWET, V7
KT 27 N—=a v 71 BETIE, 2077 4 v 7 23RS TOET,

LDAP ¥Rl THR— kSN TLV5 Cisco BT

Zot s 3 Tl ASA 5500, VPN3000 =k hL—% 3 LUNPIX 500 & U — X ASA
THEHINLI®RMEDOY A M2 R LET, ZTORIZIE, VPN3000 2 R L—FBILUPIX
500 U —XASA COREMYF— MEROEENTWHET, T, ZDOLIRT A 2D
HEDEEFHATEE Y NV =7 2R ETHDITHELLET,

= 1:ASA D LDAPEFR] THR— 3 % Cisco Bk

DUULE

=E<ILF
B4 VPN 3000 | ASA PIX B4 7 |E AMGE
Access-Hours Y Y i pc2| vV | time-range D4 |

(Business-Hours 72 &)
AllowNetwork Extersion- | Y Y i 7—)L YU 0=F 4 =T
Mode N .
l=A4Xx—7 )

Authenticated- User-Idle- | Y Y PSS LS 7 |1~ 35791394 4y
Timeout
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LDAP SB[ TH7k— h ShTLV5 Cisco Bt ]

DUTIVE
f=IE<ILF
B4 VPN 3000 | ASA PIX BX/247 |E BEaiziE
Authorization-Required | 5/, #x UL 0= L
1=7%
Authorization-Type | 5% L1 &g U o=
1 =RADIUS
2=LDAP
Bannerl Y Y SR b2l N |\ 75 A4T 2 NV ASSLVPN, 7 54
7 >k SSLVPN, BX O IPSec 7 7
AT ¥ NONF—IFF,
Banner2 Y Y pSIn prac=l YU | 2FA4T R ASSLVPN, 7 74
7>k SSL VPN, X IPSec 7 7
AT > RO F =T,
Cisco-AV-Pair Y Y PN SR [wvF WOEXDA 2 7 > F3LF5
(Multi) ] [Prefix] [Action] [Protocol] [Source]
[ Source Wildcard Mask] [ Destination]
[ Destination Wi dcard Mask]
[ Established] [Log] [Operator] [Port]
FEAMZOWTIE,  [Cisco AV X7 &
Mooy 7 X)) Ok va %k
ZIL T3,
Cisco-IP-Phone-Bypass | Y Y PN B YT 0=TFT 4 B—T
=14 %—7 /L
Cisco-LEAP-Bypass | Y Y st DSk U | 0=F 4 E—T L
l=AF—=7
Client-Intercept-DHCP- | Y Y st 7 — TN |0=T 4 B—T N
Configure-Msg . .
l=A4x—7T)
Clert Rype Vasond imiing | Y Y % i pe TN |IPsec VPN A T v hDO/X—V 3
T kg LTS
Confidence-Interval | Y Y PN B > |10 ~ 300 7
DHCP-Network-Scope | Y %t LA v |[IPT RLA

VPN D5+ &R AAA H—/X—DEETE .
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SUNE
=lE<ILF
B4 VPN 3000 | ASA PIX Bx/447 |E B3EME
DN-Field Y Y *Fi pac=l U7 | FEhE - UID. OU, O. CN. L.
SP, C, EA, T. N, GN, SN, I,
GENQ. DNQ. SER,
use-entire-name,
Firewall-ACL-In Y st bl U |\ 7' AURARID
Firewall-ACL-Out Y KN CFF Yo | T8 AUALID
Group-Policy Y st bl o | VE—KMTIZ7EAVPNEY 3
DIN—F R —ZHELET,
N—3 g 82 LI T,
IETF-Radius-Class Db D IZZ D
WEFEHLET, KO3 O>OERD
W EFEHTEET,
o« JN—T IR —4
QU= L—7 R v —4
QU= NV—TF KUY —4 .
IE-Proxy-Bypass-Local 7—)L TN 0=F 4 k8—T
l=A4%—T v
IE-Proxy-Exception-List a2l L7 |IDNS RAL DY AR, = MUIE
AT —4 A (\n) TRRYIS
VERH Y £97,
IE-Proxy-Method |Y Y PSS L2y U 1= a X UREERLEELRN
2= X TEMEH LN
3= HEhkH
A=ASAREEMEHT S
IE-Proxy-Server |Y Y %t et U |IPT RL A
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UTLFE
=X ILF
B4 VPN 3000 | ASA PIX BX/247 |E BEaiziE
IETF-Radius-Class | Y Y %t v | VE—KNTIV7EAVPNEY VI

DIN—F R —%RELET,
N— g 82 LI TIT
[ETF-Radius-Class DXV 22 DE
MWEFEHLET, RO 3 S>OEXD
W EFEHTE £,

«c TN—T RY —4%

« QU= V)L —7 R o —4

COU= Z—TF KU o4 -

IETF-Radius-Filter-Id | Y Y KNS a2l U |ASA TEESINEZT Z7EAD A B
%, ZIUHOFREIX, VPN UE— |k
TIOR3 A4T b, IPSec 7 T
AT BERSSLZ 747 b
DR ETHEA SN ET,

ETFRad shamedPAdes | Y Y s peil SN |[IPT RLRA, ZhbOFEIX. VPN
VE—RNT 78R IZIA4T 2,
IPSec 7 7 A 7> h, BELWSSL 7
TA TV NOBREICHEASINET,

ElFRed shmedPNaek | Y Y It pad] UL |IPTRLASRY, ZNHDHRE
¥, VRN UE—F 7272 754
T b, IPSecZ7 747 b, BLY
SSL 7 747> FOEREIZHEA I

£7,
[ETFRadusdde-Timeaut | Y Y %t A > 7L | Seconds
[ETFRadusSarvice Type | Y Y %t B > 7 |1=Login

2 = Framed

5=VF—hF TR
6 = Administrative

7=NAS Va7 k

[ETFRadisSeson Timeait | Y Y PO et > 7L | Seconds
IKE-Keep-Alives |Y Y %t 7 — TN 0=T =T
l=A%—7L
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BtEs

VPN 3000

ASA

PIX

wx/547

DUTLVE
=l1E<ILF
&

BRGE

IPssc-Allow-Passwd-Store

Y

IO

7—L

T

0= 4k&—7 /L

l=A4%—7JL

IPsec-Authentication

Y

PIpTA

LI

T

0=72L

1 =RADIUS
2=LDAP (GBF D7)
3=NT RA AV
4=SDI (RSA)
5=

6 = RADIUS with Expiry
7 = Active Directory

IPsec-Auth-On-Rekey

PIpTA

7 —)v

%

0= 4k—7L
l=A4F%—T )V

IPsec-Backup-Server-List

IO

pa=ll

T

PR T RL R (A= R K]
D)

I[Psec-Backup-Servers

PIpTA

pa 2l

T

1= 94T FRRELIZY A M
EHT 2
2=0FAT M IVANET 4 &—
T LTHET S

3=y 7T P—R—J X%
EHT %

IPsec-Client-Firewall-Filter-
Name

PIIIN

pas2 Tl

T

TIAT VM7 7A T I+ —L KR
Vo—L LTBETAZ 4 VH DA
AiEfEELET,

IPsoo-ClientFirewalHFilter-
Optional

B

D%

0=W7H
l=A47vayv

IPsec-Default-Domain

PIPIN

pe=ll

T

TIAT v MIEETH1ODOT 7
NV RAAL A ERBELET 1~
255 30F)

PeoBetdAhOnRdey

PIpTA

padl

%

padl
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SUTLVE
=I1E<ILF
B4 VPN 3000 | ASA PIX Bx/447 |E BuiE
IPsecIKEPeerID-Check | Y Y X hea s NIV 1 =478

2= TREHETYHR— FEND5E
3=F=zv7 LN

IPsec-IP-Compression | Y Y Kb Hp U 0=F 4 k=T
l=A4F3%—7 )b
IPsec-Mode-Config | Y Y st 7 —) TN 0=T 4—T
l=A4%—7
[Psec-Over-UDP  |Y Y FIN 7—)L YU 0=F 4 B—T
l=A4%—7L
IPsec-Over-UDP-Port | Y Y ESIn B U0 14001 ~49151, T 7 4V i 10000,
ReRaekhfiondCptly | Y Y X Gie o U 0=

1=V %F— b FW Are-You-There
(AYT) CTEFRINTNDHRY v—

2 = Policy pushed CPP
4= —R—=InHDRY —

IPsec-Sec-Association | % jit SCEH| TN | EXa T4 T m— g D
i}

TPsec-Split DNS-Names | Y Y SO vl TN NI TAT Y MR ET XY
RAAL DY A MEEELET (1
~ 255 F) .

TPsoc-Spl TunnelingPolicy | Y Y it B VTN |0=FTRTE IRV T

1=A7Y s horxU s
2=1—H/LLAN Z#n]

IPsec-Split-Tunnel-List | Y Y st P2l N (AT Uy b RO EEY A N
Wk L7=ry NU—T F7213T7 7
A YA NDARTERELET,

IPsec-Tunnel-Type | Y Y Xt A > 7' |1 =LAN-to-LAN
2=UF—=h T 7R
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UTLE
f=lE<ILF
e VPN 3000 | ASA PIX BX/247 |E BIGE
L2TP-Encryption | st LS U By by
1 = B2 A BE
2=40t v b
4=128 & K
8= AT — F L ANME
15=40/128 v h CTHF5AL/ AT — b
L AN
L2TPMPPCCompresion | % 1 B TN 0=T 4 =T
l=A =7V
MS-Client-SubnetMask | Y st el YN |IPT KL A
PFS-Required Y Y S 7 —)v U 0= LA
1=7%
Port-Forwarding-Name | Y et peeil TN | ARIOTTE] (I
[Corporate-Apps] )
PPTP-Encryption ||\ DSk U By by
1 =g s B
2=40 Ev I
4=128 £ K
8= AT — F L AN WLE
il
15=40/128 v h CHF 5t/ A7 — |
U AR B
PPTPMPPCConpression | 56 i I TN 0=T 4 =T
l=AF—7 N
Primary-DNS Y Y PN pe2] v |IPT RLA
Primary-WINS Y Y i b=l o) |[IPT KL A
Privilege-Level R VTN | 2= DA 0~ 15
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PN 3
=< ILF
B4 VPN 3000 | ASA PIX Bx/247 |E AulE
Required-Client- |Y Y X s L& 7 |1=3 A3 (Cisco Integrated Client %
Firewall-Vendor-Code &)
2 =Zone Labs

3 = NetworkICE
4 = Sygate

5= A2 (Cisco Intrusion Prevention
Security Agent % f# )

Requited-Client-Firewall- | Y Y st &=l UL | —
Description
Required-ClientFirewall- | Y Y i B TN | R Al

Product-Code . . . .
1 = Cisco Intrusion Prevention Security

Agent F 721 Cisco Integrated Client
(CIC)

Zone Labs B/ :

1 =Zone Alarm

2 =Zone AlarmPro

3 =Zone Labs Integrity
NetworkICE # i :

1 = Blacklce Defender/Agent
Sygate B/ -

1 = Personal Firewall

2 = Personal Firewall Pro

3 = Security Agent

Require HW-Client-Auth | Y Y shis 7—L TN |0=T 4 =T
l=A43—7 L
RoquieindvidalUseAuh | Y Y PN I YU | 0=F 4 B—T
l=A%—7L
Secondary-DNS  |Y Y st &=l U |[IPT KL A
Secondary-WINS |Y Y st pas=| v |[IPT RLA
SEP-Card-Assignment e U KRR

VPN D 41&B AAA H—/\—DE&TE .



VPN D588 ARA H—\—0EE |
B war Ty R— P AT S Cisco it

DUTNE
=X ILF
B4 VPN 3000 | ASA PIX BX/247 |{E BMEfE
Simultaneous-Logins | Y Y P Sy TV |0 ~2147483647
Strip-Realm Y Y st 7= TN |0=T 4 B—=T N
=4 x%—7)b
TACACS-Authtype | Y Y *F i GiEee ST | —
TACACS Privilege L evel | Y Y K hix B TN | —
Tunnel-Group-Lock Y St b=l DA/ roxv ZA—7F0O4ETE 71X
Imone
Tunneling-Protocols | Y Y s e 7 |1 =PPTP
2=12TP

4 =1PSec (IKEvl)

8 = L2TP/IPSec

16 = WebVPN.

32=SVC

64 =IPsec (IKEv2)

8 33 L OV 4 13 H Pk

(0~11, 16~27, 32~43, 48~59
LB .

Use-Client-Address | i 7= TN 0=T 4 B—T N

l=Ax%—7 )b
User-Auth-Server-Name | s i pa==l VTN |IPT RLRAIRA M
User-Auth-Server-Port | Y Y xthis B UL = R—= T a halOR—  ES
User-Auth-Server-Sectet | 5}t CFH VTN PN RAT— R
WebVPN-ACL-Filters SR Pl V7 |[Webtype 77 A U A R
WOVPNAAQ etk | Y % s B YUV 0=T 4 =TV

l=A4%—7L

N— 32 8.0 LIETIX, Z0EME
ITMNETIEID Y 5 A,
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LDAP

HATHHR— FEh TS Cisco @it ]

DUTNE
=X ILF
B4 VPN 3000 | ASA PIX BX/247 |{E BMEfE
WHVENCGireSypotite | Y PP ki VIV |0=T 4 =T
l=A4%—7L
W= a2 80 LTI, ZoRMk
ITMETIEH D £ A,
WebVPNEneble-inctiors L2 v (R (BELR)
WbVPNExchergeSaver- pe=ll v MR L (BELLR)
Address
WebVPNExdhngeSaner: Pl v MER LA (BELLR)
NETBIOS-Name
WebVPNFeAwesFrebe | Y PSP e YN |0=TFT 4 =T
l=43—7 L
WoVINHSraBorghite | Y KFIE L YN |0=T 4 =T
l=A%—7L
WebVPNFe SeverFntry- | Y T hin LiLg e YU 0=TFT 4 =TV
Enable . )
l=A4x—7/
WebVPNForwardedPorts PPN Pl YUV | AR— MNEEY X R
WebVPN-Homepage | Y It prei] /v |URL (=& z20E
http://www.example.com)
WHVINVioSibiidel | Y PSIIN pe 2 Yo7 BICOWTIE, RO URLICH D
[SSL VPN Deployment Guide] % %
LTI ZEN,
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn
deployment guide/deploy.html
WHVINMaeS b e | Y S pa=ll Y7 I BIZOWTIE, RO URL IZH D
[SSL VPN Deployment Guide] %%
LTS,
http://www.cisco.com/en/US/docs/
security/asa/asa80/asdm60/ssl_vpn_
deployment_guide/deploy.html
WebVPNPotFawadng: | Y S 7L YTV 0=T 4 =T
Auto-Download-Enable

l=A43—7 )L

VPN D 41&B AAA H—/\—DE&TE .


http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html

VPN D588 ARA H—\—0EE |
B war Ty R— P AT S Cisco it

DUTLE
=< ILF
Bt VPN 3000 | ASA PIX /247 |{E AMiE
WebVPNPatFawadng | Y SR 7 —)L TN 0=T 4 —T
Enable N .
l=AR—7 )
WebVPNPatFawading: | Y xF s 7= TN 0=F4k—T L
Exchange-Proxy-Enable . .
l=A4x—7)
WebVANPatFowadng | Y st T YU 0=T 4 k=T
HTTP-Proxy-Enable N .
1=A4%—7 )L
WebVPNSingleSignOn- | Y o Tl TN |0=F 4 =T
Server-Name N .
l=A4X—7 )
WHVENSVCCirtDPD | Y S 7 — TN 0=TFT =T
l=Ax%—7 )b
WHVPNSVCConpessin | Y FOpm 7 —L TN 0=T k=T
l=A4%—7L
WebVPN-SVC-Enable | Y S 7= TN 0=T =T
l=A%—7 L
WHVENSVCGeaayDID | Y PO #x U | 0=F 4 k—T 0
n=7 v FETHIEMHE (30 ~ 3600
)
WebVPN-SVCKeepelive | Y T hin LiLg e YT 0=TFT 4 =TV
n=%—77 747 (15~600F)
WHVPNSVCKapht | Y I B YT 0=TFT 4 =T
l=Ax%—7 )b
WHVENSVCRdeMHd | Y T hin GiEe e UL o=
1=SSL
2=l koo
3={EE (SSL IZF%7E)
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acL coi—rEnz Rt s 47 [l

SUTLE
f=IE<ILF
B4 VPN 3000 | ASA PIX BX/247 |E BNGIE
WHVINSVCRdeyPand & s iy YT |0=T 4 =T
n = 4y BAL O BT IR
(4 ~10080 43)
WHVPNSVC Rt % s B YUV |0=T 4 =TV
l=A3—7
WebVPNURL A yHebe % i B YUV 0=TFT 4 =TV
l=A3%—7
WebVPN-URL-List SR pac=l v |URL U A M4

ACL THR—FENBURLEZ AT
URL /T 0HI72 URL THNEWET A, Flo, ==K TUA LI — KL, R— R

GELTOTHNENERA,

RO URL Z A T3 AR— S THET,
4T URL https:// post:// ssh://
cifs:// ica:// rdp:// telnet://
citrix:/ imap4:// rdp2:// vnc://
citrixs:// ftp:// smart-tunnel://
http:/ pop3:// smtp://

Cisco-AV-Pair (ACL) SERHD A K514 >

« UE— |k IPsec b /L3 L OVSSL VPN Client (SVC) byl 7 7 & Z U A K%
T 5HITIE, Cisco-AV-Pair = F V27 L7 4 v 7 A ipiinacl# B L THEHA L T 72X

Uy,

*SSLVPN 7 5A4 T FL A (T 7HPE—NR)

kT 78 A U R NE#EHT S

I%. Cisco-AV-Pair = h V|27 L7 1 v 7 A webvpniinacl# Z BN L CTHEH L T 72 &0,

» Webtype ACL Tlid, ASA NEEILE 25720, HEETEFE LRV TL E S0,
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B ciscoav-pair (acL) EROAA ES1

K2:ASATHR—rShB =0

VPN D588 ARA H—\—0EE |

r—5

BXO74—IL
N

Bl

ip:inacl# Num=

AL A
)

(ZZC, NumiZ—BOEHETT) TXTD AV T 7 7 & X
Y A NEBBLET, UE— FIPsec b2 kL& SSLVPN (SVC)
rozMzr 782 U A NEBEHALET,

webvpn:inacl# Num=

47 Lo Gl
¥)

(ZZ2T, NUMiZ—BDEHTT) ¥ T 7 I714 7 ML ASSL
AT T 72 ARIEY A NEBBLET, 74T MR (T

FUYPE—R) FrRUCT 7R VA RNEZEHLET,

deny T ay TrvarEELSLET, (TT7HLDE)

Gl T vay T vareiral LET,

icmp 7'a han A —Fy Ml A v&—Y 71 ka2 (ICMP)

1 “a han A2 =3y Ml A v E—2 7 m Fan (ICMP)

P 7'a kan A vH—%v k7uabkan (IP)

0 7a k3 A B —Fy ~7a ha (IP)

[TCP] AN =% Rk~ = k= (TCP)

[6] 7w kA Rk~ 2 k= (TCP)

UDP AR =7 User Datagram Protocol (UDP)

17 7'r kan User Datagram Protocol (UDP)

=y BRARFR—L | TRTORR ML= ZEHALET,

host RARR—L | BR MR T ERDOIET TS,

log =574 ARV EBRAETDHE, T4V E 0T Ayt —UNRKRRINE
9, (permit and log E 721 deny and log DA & [FEE)

It AT EX/hEn

gt e ik v K&

eq T EEELY

neq G e L <R

range S ZO#PICEEND, range DEIZ 2 SDEEFIT T,

. VPN D 4188 AAA H—/\—DE&E
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Cisco-AV-Pair B4 DX

Cisco-AV-Pair B D .

Cisco Attribute Value (AV) X7 (ID &5 26/9/1) i+ 25L, 7272 U A K% RADIUS
P—s3— (7= & Z1E Cisco ACS) 7>5, F721Z LDAP ¥—/3—2 05 LDAP @i~ » 7 H Tl

MTEET,

Cisco-AV-Pair /L — /)L OESTIIR D L B Y T,

[Prefix] [Action] [Protocol] [Source] [ Source Wildcard Mask] [ Destination] [ Destination Wl dcard
Mask] [Established] [Log] [Operator] [ Port]

% 3: AV-Pair BHEDEXXIL—IL

TJ4—ILF

5 BA

oul

R

N— BT DHAICFEITTHT 7 v a v (deny 7213 permit)

Bt (Destination)

NRry bVeZET 523y hI—Z FEFARA S, IPT RLA, RA M, £
7% —U—FRany THELET, IPT RLAZMHT 5845, %l T Source
Wildcard Mask Zf8ET D ERH Y £,

Destination Wildcard Mask

SEAET RLVAICHEHSIND VANV RI—R <vRA 7,

=274 FILTER 2 7 A v —U % AR L ET, ERELLIDA X MEAERKT D
WX, ZOXF—U—REFEHTILERSH D 7,
FE T PR 1 © greater than, less than, equal to. not equal to,

[R—F (Port) ]

TCP £721% UDP R— FDF 5 (0 ~ 65535) ,

[FV7 ¢ v 27 A (Prefix) ]

AV X7 OEAF A, (B ipiinacl#l= (BEHET 72 U A ) £720%
webvpniinacl#t (7 7 A4 7 FLASSLVPNT 72 A VA RH) ) ., ZD7 14—
JVRIE, ZANVERAV LT E L TERE SNTERAICE TR RENE T,

A=E =)V

IP 70 b a/LDFFEITLAT, 0~255DEE, E7=1Zicmp. igmp. ip.
tep. udp ONWFNNADF—TU— K,

v — 2 (Source)

Nry VeRETHIRY NI FEFARA S, IPT RLA, KA M, £
k¥ —U—FRany THREL £, IPT7 RLAZHERAT 584, Kl T Source
Wildcard Mask Z45E T 2 M ENH VD £, ASANRNY —RAFiE7 ax ok
BlaRfl=d 7, ZO7 4 —)VRiZZ 747> kLA SSL VPN (213 FH S
FHA,

Source Wildcard Mask

EETLT RLRICEHRHENA VANV IR — R ~<~A7, ASABNY—AFETT
0% ORENEREZTZD, 207 4 —/LKiZZ T4 T F L ASSLVPN (Z
I S EE A,
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B cisco-av-pair o> AcL

Cisco-AV-Pair @ ACL 31

VPN D588 ARA H—\—0EE |

IO 7 v a T, CiscoAVRT OflZER L, ZOREOFF A EIXESOT 7 v a izo
WTHB L £,

\)

=)

inacl# D ACL# 1 XEA THIVLENRH Y £3, 727201,

1. 2, 3. 4) BEFHV EHA, 7oL 2IE 5, 45, 135 THREVERA,

= 4:Cisco AVRT EZDT Y L a VEFRIAES D

Cisco-AV-Pair Ml

7oA DFAFELIFER

ip:inacl#l=deny ip 10.155.10.0
0.0.0.255 10.159.2.0 0.0.0.255 1log

TV R RV IPsec £721ESSLVPN 7 94 7 bR L=, 2 2D 7F A M
DIP VT 747 5HFALET,

ip:inacl#2=permit TCP any host
10.160.0.1 eqg 80 log

TV R RV IPsec £721ESSLVPN 7 S A4 7 oA EFEHA LZ, TXTO
RRANNOEEDRARNDOR—KBO~DTCP FT77 4 v 7 ZHALET,

webvpn:inacl#l=permit url
http://www.example.comwebvpn: inacl#2=deny|
url
smtp://serverwebvpn:inacl#3=permit
url cifs://server/share

FEEURL ~DZ FA T L ASSLVPN T 7 (v 7 ZFA L., HrEd—
N—=~DSMTP b7 7 4 v 7 ZHE L, FBEV——~DT7 7 A NIHFT I
v A (CIFS) Z##FrfLET,

webvpn:inacl#l=permit tcp 10.86.1.2
eq 2222 logwebvpn:inacl#2=deny tcp
10.86.1.2 eq 2323 log

77 A7 ML ASSLVPNIZDOWT, FET 741 b AA— b 2323 3811002222
TTelnet 7 7w AZEAKL, SSHT 7 B AZHFALET, ZhHbHDR— %
HHALCEET o7 7Y r—vay T 74 w7 bREBRICH £ 721340
HLET,

webvpn:inacl#l=permit url
ssh://10.86.1.2webvpn:inacl#35=permit
tcp 10.86.1.5 eq 22
logwebvpn:inacl#48=deny url
telnet://10.86.1.2webvpn:inacl#100=deny]|

tcp 10.86.1.6 eq 23

74T MU ASSLVPN TOF 7 4/ s IR— k22 ~D SSH 7 7 & A % &
AL, A—hr23~DTelnet 7 7 EAZELHELET, ZOHNI, ZiHD ACL
THEH SN D Telnet £721L SSHJava 77 /' A VAHEH L TWD Z & ZHiE L
=

Active Directory/LDAPVPN !) E— +k 7Vt X

el DB

Z DIETIE, Microsoft Active Directory h—/3—Z ] L TV %5 ASA THGER L UG8 Al 25X E
TLHODOFEOF ZRLET, ST 2HAITRO LB TT,

e 2 —HF— R—2DBHEORY —EH (21 2—)

XTI ITIAT N NURAVDAXT 47 IPT RLRAE Y B TOEMH (23 2—)

o B A YIA VR EIIIIESET 7 B ADHEHA

(25 =—2)

o 1 74 W5 & Time-of-Day /L—/L D3 (27 ~—)

. VPN D 4188 AAA H—/\—DE&E
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1—y—~—zoEtoRy L —ER

Z DA DR ERFNZ DUV TIL, Cisco.com (ZHDKDT 7 =J1/v ) — FEZRLTITEE 0,
+ [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login/J]

A—H—RN—ADEEDRY) L —EA

ZOFITIE, 22— =1 DR S N —E KRR LT, HEAED LDAP B Z BE O X —[E
Bt (VSA) i<y ¥ 79505 E 1 2L ED LDAP B % 1 LI E® Cisco LDAP BT
v T THHEERLET, IPsec VPN 7 A T2 M REF 2T 77347 ek, Yo
i A ZIcbEA s E 9,

AD LDAP #r—"— ETRE SN2 —F =I5\ F— %@ H 3 2 121%. [General] # 7 D
[Office] 7 4 —/V REFHL TN —TFTF A2 AN LET, ZD7 4 —)L FTiE,
physicalDeliveryOfficeName & V9 R D @M A #H L £ 9, ASA T, physicalDeliveryOfficeName
% Cisco J&: Bannerl (2~ v B 7T 2@~y 7 2EK L T,

FRRERF, ASA [XH—/ 3= physicalDeliveryOfficeName Ol & it L, & D% Cisco B
Bannerl |IZv v B 7 L Ca—H =i\ F—Z2F R LET,

FIE

AT TN a—W—Z%427 1V 27 LT, [Properties] ¥ A 7 127 R > 7 AD [General] ¥ 7 % B &, AD/LDAP
J&ME physicalDeliveryOfficeName % {# 9~ % [Office] 7 4 —/L NI/ — TF A &2 AN L F
—éﬂo

VPN D 41&B AAA H—/\—DE&TE .


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008089149d.shtml
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00808d1a7c.shtml

VPN D588 ARA H—\—0EE |

B =+ ~—zomtorys—am

Userl Properties = llﬂ
— Terminal Services Profls | COM+ | Ewchange General

e x =
e e e ol
€ Ble  Adion  View Window Hel Member OF | Digkin | Erwiorment | Sessiors | Femote contiol
| T g T g : Eaere]
o= Bm 5| XE m%l@l"*ﬂﬂh? ﬁm&l'lﬁd&ms|m:mﬂ] Frofils | Telephorss | Digarization
<) Aative Divectocy Lsss. and Comiites [Users 31 objects ﬁ e
-] Saved Gueries e G =
= iﬁ Em;iLm'cum EDnstdaneFr... Security Grou [

B n

-] Computers i i Eirst name; {Usen Initats: |

monmain{:um... Securiby Grou
L3 Domak

i} ‘ﬁl 5 & Cunh:nlllarl: 1 m[)nmain Cont... Securiby Grou Last name: I
G o o §Dnmaiﬂ Guests  Security Grou ;

=
s Domain Users  Security Grou Digplay name: iLlsurT
Enterprise A...  Security Grou Wis
€0 changs Do, Securby Gy DSsErElion |
mExchangs En... Security Groug

gl;mq: Paolicy ... Seourity Grou RS I e LA *

Guest User
HelpServices.,.  Security Grou §
s wes o Qther..
£ 1=r_poC User E-alt [
€ IWaAM_PDC  User
Marketing Security Grow Weh pags: I Othes...,
%RAS and 145 .., Security Grou
Sales Security 5rou
€5 schema fdmns  Security Grou
€ SUPPORT_38... User [ ok | concel | ooy | el |
ﬁTulnutChnls Security & Ol e T
7 Usert Lser
|4 ’ | ._'..i ﬁwms Usess Security Group .., Members whio have visw-,., =

AT 72 ASA TLDAP B~ v 7 H{ER LT,
Banner &\ 9 ~ v 7 Z/ER L. AD/LDAP J&¥% physicalDeliveryOfficeName % Cisco J&14: Bannerl
W~y B LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

ATv 73 LDAP Bt~ > 7% AAA H— —CEEfHT £,

AAA P —/3— Z )L =7 MS_LDAP DA A F 10.1.1.2 D AAAY—/"— KA b a7 4 F a2 b—
Ta v E— Fablia L, BLEIER L7z @t~ » 7 Banner Z BT £ 77,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

ATV T4 NF—OEMAET AN LET,

330370
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t£21T7H54F b brrLORET v 7 ELREYEToER [

TX1TI9TATUF PORILDREITAVIIPT7FLREIYHT

o1& A

FIE

ATy T

ZOHIE, IPsecZ T AT 2 FRSSLVPN Y T AT " EDTN R RV T TAT 2 NI
AEnEd,

ABT AT ¥FXaT I IAT L AET 4y 7 IPEIVETEEMT HIE, EF2T7 277
ATV ha—H—Webl ZAXZT 4 v 7 IPT RLVAZZETHLIIICREL T, TDOT R
A% ADLDAP H— =D [# A ¥ /LA (Dialin) | X7 D[AXT 4 v 7IPT KL ADEY Y
T (Assign Static IP Address) | 7 4 —/V' K (Z® 7 1 —/b KT msRADIUSFramedIPAddress &4
MMEHEINS) AL, ZDOEME% Cisco JE 14 IETF-Radius-Framed-IP-Address (2~ > £ 7
TR~y TEERLET,

SRIEREIZ . ASA IV —/3—25 msRADIUSFramedIPAddress DfE & i L, & DfE % Cisco &
P IETF-Radius-Framed-IP-Address {Z~ v B> 7 LT, Userl ICAXT 4 v 7 T KLV AZELF
b@‘o

a—Y—Z%H7 Vv LT, [Propetties] ¥ A 7 &2 7R v 7 AP [Dial-in] ¥ 7 % B & | [Assign
Static IP Address] F= v 7R v 7 A& A2 LT, 10112 ¢ WHIPT FLAE AN LET,

VPN D 41&B AAA H—/\—DE&TE .
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B 52795470 botL0REF 09 P7 RLREIY L TOER

ATy T2

ATvT3

ATv74

£ asctre g et Properties 2]

ﬂ &dmaniskrator User - -
M Cest Publishers . Teminal Services Profle I COmM+ I Exchange General
mDHCF Administrators Secu E-mail Addresses l Exchange Features ! Exchange Advanced
DHCP Lisars Secy  Beneral | Addiess | Account | Profile | Telephones | Organization
DnsAdins Secu  MemberOf  DisHn | Enviorment | Sessions | Remote contiol
mDrlsLbdateF‘ery Seru L e b [Diakin or WPH] !
thmain Adriins Secul
Domain Cormputers Secul " Allow access
Domain Contraliers Secul " Deny access
ﬁDumain Guests Secul : et
Domain Users Secul g St i ¥
Enterprise Admins Secul -
Exchange Domain Servers Secul L Yerky Caller-ID: I
Exchange Enterprise Servers Secu [ Callback Options
Group Policy Crestor Owners Secul {* NoCalback

G 1 ;
R e | ¢ Set by Caller [Rouling and Remote Access Service only)

BEHMHEE0a5E

Group2 Secul
Guest User  Always Callback toc |
HelpSeryicesGroup SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
£} 1usk_POC Lser ;
3 1wam_PDC User |1 Appb Static Foutes
gmmmng Secu | Define routes to ensble for this Diskin
RAS and 1AS Servers Secul connection.
EESdes Secul
ESthema Adrnins Secul
SUPPORT_36094520 User e
mTehetChents Secul -
ﬂ Useri User
ﬁ VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 Liser
leNS Usiers Security Group ... Members who have view-...

BICRTLDAP 2 7 4 X¥ab—a v OEM~ vy 72 ER LET,
[Static Address] 7 « —/L R CTEH &4 %5 AD J&: msRADIUSFramedIPAddress % Cisco J& '
IETF-Radius-Framed-IP-Address |2~ v B> 7 L £ 7,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP Bt~ v 7% AAA ¥ — S —ICBIEATHT £
AAA Yr—/3— 7 —T" MS_LDAP DR A b 10.1.1.2 1% LT AAA r—/3— RA h a7 ¢
Falb—rarE®—RFeBMnbL, 1B LB~ v 7 static_address Z B Af 1T £ 47,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZFEET D K I ITRESNTWDHINE I 0 a R T 5
72D, a7 4 X2l —a Dl EERLET,

330373
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hostname (config) # show run all vpn-addr-assign

vpn-addr-assign aaa

no vpn-addr-assign dhcp
vpn-addr-assign local
hostname (config) #

ATy TH

g4 x4 vaEtiEE7 o 20EA |

<< Make sure this is configured >>

ASA & BXaT 74T h EORESEAMNLLET, F—"—TRESN., ASAIZw vy

TEINTEIPT RVAZ2—Y—NZETDH 2R LET,

ATvT6

VAR L ET,

hostname# show vpn-sessiondb svc

Session Type:

Username
Assigned IP
Protocol
Encryption
Bytes Tx

Group Policy :

Login Time
Duration

NAC Result
VLAN Mapping

SvC

: webl Index

: 10.1.1.2 Public IP

: Clientless SSL-Tunnel DTLS-Tunnel
: RC4 AES128 Hashing

: 304140 Bytes Rx

VPN_User_Group

VLAN

FANILA VHERIFIFEE TV £ ADERA

ZOBITIE, =Pl Lo THAIIND bRV 7 7a harzEET 5 LDAPEME~ v
7' a2 B LE T, [Dialin] ¥ 7 OFFR] T 7 B A LESRT 7B AOFE % Cisco @M
Tunneling-Protocol {2~ > B> 7 LET, ZOREMEITIKROE Yy M~y FflE2Y R —FLET,

show vpn-sessiondb svc =~ RZEH LTy a v oiffiaRrL, BI04 Tonizr K

¢ 31
: 10.86.181.70

: SHAL

: 470506
Tunnel Group :
: 11:13:05 UTC Tue Aug 28 2007
: Oh:01lm:48s
: Unknown

: N/A

Groupl TunnelGroup

¢ none

[ foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 7747 L ASSL

32 SSLZ AT v h:8¥aT 7 T47T b £I2I1XSSLVPN 7
747k

64 IPsec (IKEv2)

1

A E 720 £,

(1) IPsec & L2TP over IPsec IZ[AIFFICIZ YR — M ENFHA, DD, fH4 & 81T
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B s« vnqomazrEET s L 20ERA

1) w1 EBE,

ZoRMEEMH LT, 71 b 3o [Allow Access] (TRUE) % 721% [Deny Access] (FALSE)
DOEMEER L, 22—V =BT 7w 2AZFNEIND HEEZ#EHA LT,

BAXNA HFRT 7 AEIHES T 7  A0@EMAICET 2 omofliconTik, 77 =
J1/v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] ZZH L T 7ZE 0,

FIE

AT TN a—HF—4%4H27 Y v LT, [Properties] ¥4 7 1 7 7R 7 AD [Dial-in] ¥ 7 %[, [Allow
Access| A7 v ar RE U EI Y v LET,

20

Teminal Services Profile I COM+ | Exchange General
E-mail Addresses | Exchange Festures | Exchange Advanced
General | Address | Account i Profile | Telephones | Organization
Member Of  Diakin | Envionment | Sessions | Remote control |

~ Remote Access Permizsion [Diakin or WPHN]

* Allow access

" Deny access

= i S oywhonbesfogion |

" Control access through Remate Access Policy

™ Verify CallerD:
Callback Options
' No Callback
(" Set by Caller [Routing and Remate Access Service only]
" Always Calback to: |

I Assign a Static IP Address I
Apply Static Routes

Define routes to enable for this Dialin Clah A btes |
connection. S LatIC- FrOWes ..

330376

GE)
[Control access through the Remote Access Policy] A7 3 a > #BIN L 725615, — 1= 5O 1fE
PIESHT, A SN DHERIE ASA ONE 7 L —7 R =R BRSO TIRESNET,
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ATy T2

ATvT3

ATy T4

0474 2 B8 & Time-of-Day JL— )L D& .

IPsec & EF a7 7 7472~ OWGOHERw AT 5T, 7747 b L ASSL R
AT 2B~y T EERR L £,
a) ~ 7 tunneling protocols Z {Fk L £ 77,

hostname (config)# ldap attribute-map tunneling protocols

b) [Allow Access] 7% & Cffi | 415 AD J&: msNPAllowDialin % Cisco J&£ Tunneling-Protocols
vy B LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

o Wy 7EAEZBEMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP Bt~ v 7% AAA B — — T BENT T £,
a) AAAP—— 7 )L—FMS LDAP THA K 10.1.12 D AAA Y —/S— KAk a7 4 ¥ a
L—y gy B—RE#HBLET,

hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) 1ERk L7-JE@PE~ ~ 7 tunneling protocols % BEHAF 1T+ 5,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TINERIE LT L BV ITHKRET 5 2 L 2l L £

JIAT 2 FUVASSLEMA L CERERAE T, =—F—I2iF, FISITWARWERA D
S RLNERORKBDORENTH D Z En@mmInEd, Psec 7 74 7 > bOEEFITRS LE
T, ZhiE. B~y SIS TIPsec i b px Y v 7 7Fa ha LB Eans-HTd,

04 74 > B & Time-of-Day JL—)L D& A

ROFITIE, 7747 FLASSL a—H— (Jo& 2 FEVRA N—FF—) [Zxy FPU—
J~DT Ve AEFFAIT AR AR E L CEAT 2 HEE R LET,

AD % —/3— [T, [Office] 7 4 —/V REFERAL T/~ N —DO4HIZANLET, ZO7 11—
JL RCIZ, physicalDeliveryOfficeName JEMENFEH S E T, RIZ, ASA TR~ » 7 Z{ERK
L. ZDJEME% Cisco JBYE Access-Hours (2~ v B> 7 L E 9, FBAERFIZ, ASA X
physicalDeliveryOfficeName D1 & /5 L T Access-Hours (2~ > B> 7 L E T,
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B oo mra e Time-of-Day L—L0iEF

FIE

ATy T 22— —%8IR LT, [Properties] #4577 YV v 7 L. [General] ¥ 7 &Pl & £,

T 1 — =10 x
e e 7[R a1l 54
| Bl ftion  Miew Window Heb | | | | =181 =]
| e, - 1 Memben OF Dialin Envitonment Seszion: Aemabe control z |
o [+ | #
aadiing @lmlxﬂxg'alﬁ'hmh? Taminal Sarvicas Frohls | COMs Exchangs Ganeral
= Acthe Directory Users and Computer | Users 33 cbjecks E-mail Addresses Exchange Features Exchange Advanced
-0 Sewed Queries Genersl | Addess | Accourt | Profle | Telephenes | Diganization -]
=3 @ demia. cisco. com
[ [ Buitin i
-] Computers g il
(3] Domein Cankroliers
[#- (L1 Foreigns scurityPrincipals }
Users Eiist name: TS Inials:
e Entwriscﬂ.d'rins [
mEx:hunuc Doman Servers Last name: |
€T Excharge Entarprise Sarvers
Gru.p Policy Creator Cwners Digplay name: 1UH'1
Guest Desipt
ngpmrucesGrmp Lot |
s _wes Oifica: [Patner
£ w=r_poc
£ twam_poC
€7iRAs and 145 Sarvers Telaphons nunbes: | i
ﬂs-:hema Adiring
SUPPORT_385345a E-mai: |Useri@demo cisca,com
TenerClents
vsert Web paoe | _Otw._ |
n wgers
ﬁ WPN_User _Group
£ st
| | 3 RIS Users Ok ] Conos goy | e | =

ATwT2 @it~y PEERLET,

JEME~ 7 access_hours Z{ERK L, [Office] 7+ —/L N T &5 AD B
physicalDeliveryOfficeName % Cisco &1 Access-Hours (v v B 27 L E T,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

ATv T3 LDAP Bt~ > 7% AAA S — " —CBEf T £,

AAA Y—/N— JL—7" MS LDAP DK A b 10.1.12 2% LT AAA —/"— KA f 237 ¢
Xalb—arE— RNEHKL, 1ER LB~ v 7 access_hours % BHLfT 1T &£ 7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map access_hours

AT T8 FHECH— A= THFA SN RHEA 2 30E L E T,
N—= b= T 7 AR 2 AW 2D &0 H O 9 K bR S FFICRE L £

hostname (config) # time-range Partner

330379
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04 # L iR & Time-of-Day JL—/L (D& .

hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



