BEAN—ZAD7T 7 A HH

JBIEITRRETHHAT IR~ RENT=Fy hT—7 A7V F T, Cisco ASA iRiE
T. VMware vCenter D&%t VMware ESXi BeEE D 1 UL LD~ o BT H 15
N7 490 % 74 NEY U TT5H0IC, BEEERUEHACTEET, BIEICED, 1 2L
roEMEXET OB~ DI N—TNED T 7 4 v 7R —%E Y THT /&
A ayha— Y AL (ACL) 2EFTDHIENTEET, ESXiBBENOEE~ > 2@
ZE ) MCT, HTTPS ZffH L C vCenter £7-1% 1 DD ESXi 5 A MI#HT 5., Bt —Y =
VEERELET, ==Y ME DT TIA <V IP T FLAICHEEDEMEICE
WS 1O EDOAS T 4 o T HERBIOERE L £,

BER—207 7 2HENL, TXTON—RU =T FT7v b7 —2s &, ESXi. KVWMF7=
IZ HyperV /A /RN— A P TEHET DT XTASABFEDO T T > N 73— A THR—FEE
T BYEX, BESXi A =g H ETENET DR~ U b DA TE £ T,
cBHENR—Z2DR Y NI =2 F T2 bOTA RTA Y (13—=)
s BHER—20OT7 7w AHIBEOFRE 2 2—=)
e BMNR—2ADFR Y NT— FT V2 FOE=HY T (10 %—)
e BMER—2DT 7 AfEHOBRE (11 _—)

BUYAR—ADRY cT—=0F T2z FDHA K4V

IPV6DHA K51
«IPv6 7 KL A%, vCenter TiZ, mA DI LTIy E LTHR— N TWERA,

fIPV6 X, (R~ DT FGA<UIPT RLANIPV6 7 KL A TH LM~ DA
FTHHR— b ShET,

ZTDOMOAA F54 2 EFHIRER

e NF AT HA N T NIV AR—-FENRNFERA, BER—ZRDOR Y NU—F ATV
7 M, v NE—FR arT XA NTORYER—FINET,
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BHEA—2OT 7 R4 |
B =ir—zo7sexsmons

s BHER—ADR Yy NT—7 ATV x7 ME, A~ DT T A< T RLASDNA
VROBZBEYR—NLET, H—DOFEE~YT Y EOBEED VNIC ~D 3 A > RigHR— K
INFEH A,

e BMENR—2ADR Y NI = FT V=l NI TV RBRA ITA—TERATHAT V=7 b
IZDOBBRETEET, ZOMOEEE (NAT 2 F) OO0 Ry NU—27 A7V =7 M
PR—hENhEHEA,

evCenter (IZ7 7 A4~V IPT RLAZMETH7=0I120%. IKE~ >0 VMware Y —/L % #E
ITLCWDRERH Y F7, BEOERIX, vCenter A~ D IP T KL A% H- T
WAEETRWE . ASA TSN EE A, ZHL, vCenter DFFIEHIE T,

e BMNR—2DRy NT—F ATV =7 ML, Amazon Web Services (AWS) % 72 1% Microsoft
Azure D/XT7 V) v 7 757 FBE TR — S EHA,

BEN—ZADT U £ AHHDERE

WOTFNEIE., VMware ESXi BREEN OB R ZOEIE~ v ETRMER—ADT 7 & AH|# % 5
1T 57200 B2zl LE7,

FIE

ATV T BHHBOEE~ T A NCH AL LDBMESZ A T LEEZE Y Y TEJ, vCenter AR~ DJE
PEORE Q2—) 2B LTI EEN,

AT T2 vCenter V' —/S—F 72T ESXi R A M THZODEHT—V 20 FERELET, VMJE
Mo — e FOBRE 4~—) ZHBLTLIEE,

ATY T3 BEAF—LAIHLERBEER—ADR Yy N —7 7V 27 F2RELET, BEX—20D
Py hT =7 F 727 PORIE (6—) ZBRLTLIEEN,

ATFYT4 7R arybo—L JRAREAL—LERELET, BUEX—2ADOF%y NU—7 727
MR LT 72 AHIEORE (8 —V) 2R LTIEIN,

vCenter (RET VDEMEDRTE

BRAE~ S NI AZ DRSS A T LEEZEI VLT, ZNOOREEERYy NV =0 F TV
MZBEMTET, 58, TNOLDORMER—ZADFRy NU—7 A7 V=7 AL T, #
WOL—V —EEORKMAEFE S HEOME~ Y VICACLZEAT A2 ENTEET, &%
X, BAREVPEE L~ BT AN UnBRELIZY, v 27 m Y27 B &
WERIIBHCINA—AE L2052 ENTEET, ASABRBEMAHEH L T~ %
F=H—T&EDHEIHICTHITIE, vCenter DEEKGDOFIE~ oL EMEZISETEH L)
T HHERHY ET, 9T 5HI21E, vCenter DIAR~ T > @ [Summary] ~X— 12 & % [Notes]
T4 —NVRIZT7 =~y hENTETFAN 77 A NVEHFALET,
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[Notes] 7 4 —/L FIZOWTIE, ROEESRRL T 2SIV,

1:vCenter DRFET > > @ [Summary] 3 T

Gefting Starled = Summary  Momber  Marage Related Obcts

= WM Hardwars
¢ CPU 1 CPLUs), O MHE imad

¥ Memory L 40048 MB_ 81 MB used
#  Hand dick 1 40,00 GB

¢ Hebwork adaphes 1 WA WLAN 328 [

e COVDVD devwe 1 Dusconnesched v.

= VM Storage Policies

VM Siorage Poloes
WM Siorage Policy Complance

Last Chascload Dhale

veenter 2w > o oEt0HE [

3 Flogpy drred 1

¢ Video casd

O

Compabbility

Advanced Configuration
EVC Mode MA

wApp Details

Adkdkbonal Hardwang

» Tags -

This k=t 12 eemiply

*  Related Objects

AL LEMEEEET 5121, @7 +—~ > h L2 XML 7 7 A V& {F8~ 2 @ [Notes]
T4 = RZav—LEd, 77 A NVOFRITKRDOEEY TY,

<CustomAttributes>
<Attribute type='attribute-type' value='attribute-value'/>

;}éustomAttributes>
FEO2ITRAZBEVIRT &, B~y NIEBROBEZ ERT AN TE LT, K17
12X, —BORMEZ A TEH1IDOULIEETERWVWIZ LIZHEENMKLETT, RUBHY A TE2HE
BOBHMETERETDL L., TOHE, YORBMEZY A TONRL U KT v 7T — Mok, 20
BIOMEN EEX INET,
LFHOBHEEIZOWTIE, A7 V=7 FEFRICEEMTON TV AEIL, <~ D
vCenter [IZHE IN DM EZERIZ—H L TWAMERHY 3, =& xiE, JBEMAE BuildMachine
WX, A~ DT )T —3 a3 UMETH B buildmachinelZiZ—H LEH A, ZOEHEIZHONT
I%. host-map [Z/31 > RABEMESNDZ &1TH 0 A,

1 o077 ANVCEADBIES A T EEERTHZ LN TEET,
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B weEiz-—v:romE

FIE

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

vCenter f > X2 N INBARB~ AR L 9,

ZOEME~ @ [Summary] ¥ 7% 27 U w7 LET,

[Notes] 7+ —/L K C, [Edit] V> 27 %27 Vv 7 LET,

[Edit Notes] N > 7 ANZH A X DBMEDOT XA N 77 A NVEREOHITET, 7FA N 7741
3. XML 7 7 L= D7 =~y MIE> TWDHRERH Y £77,

51

<CustomAttributes>
<Attribute type='attribute-type' value='attribute-value'/>

</CustomAttributes>

[OK] %7 Vw7 LET,

1

WOFNL,  Trole] 3L lproject] 2R LTHARZ AEMEEFRT D, KA~
O AN PN 7 +—~ v SN XML 7 ¥R b 77 A V&R LET,

<CustomAttributes>
<Attribute type='role' value='Developer'/>
<Attribute type='project' value='Alpha'/>
</CustomAttributes>

VMEHMI—x ) FOERTE

vCenter L7 [TH.—~D ESXi h A M EHET 5720, VMOEEOT=—Y = MEFETELET,
VMware BRIEEN O~ > AZBEREID ¥ Tond &, BEZ—T =2 MIL EORBENE
E SN0 ERT A vE—T % vCenter IZ1E{5 L, vCenter |, —ET 2 BMES A T NEE S
TWATRTOFEMB~ T T I, R T v 7T —FCRELET,

VM Bt — x> & vCenter (X, XAV R 7 v 75— hORZHEZRD X HIZITWET,

TV MR LWEMY A T2 ETe) 7 A N EFITT D L&, vCenter 1L, EDJEME
A TRRESNTWVETRTCORIB~ S VT I, R Ty T — &L =E
T, TR, BYENBMELIZIEETEIND &, vCenter DAHDHT LUV A o KEFLT
LET,

s B —XHGORMEN 1| DL EOE~ Y v ETETR IR E, XA U R Ty 7T —h

A=V NZEINET, MU A yb—UiL, BEEEZREST <D
IP7 RLARICL >TSS ET,
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cHEDBMEN T DO —V =2 ML TE=X—SXNTWAEAE, 1HEOARL LV R T v
TTF— MBI~ DT R TCDE=F — R EEOBREOENEGEENET,

TV MIESTE=ZA—SHNTWBREDBMEN, HOHEE~ T ANIRESINT
WARRWGA . T~ AZOW TR, A1 2 R0 BEEREENET,

c HLOFEH~ T ANTE=F —HBORBIENE ST KRIE SN TWZRWIEGA . vCenter (3731
YR T v FF— b ERELEE AL

ZRMET— 2 ME, 1 D0 vCenter F/2IXESXi R A FEFEIFBELET, 1 DD ASA I
TEEDOREET—V 2 FEERTE, TNENE RS vCenter &R I D 0, /21T #H
¥Rz — 2 F&ZFEU vCenter LIBEI VDI ENTEET,

FIE

AT F1 vCenter LIBETH720D VM EMT—Y = b &/ER L £9°, attributesource-group agent-name
type agent-type

1 -

hostname (config) # attribute source-group VMAgent type esxi

agent-name 5| 8%, VM BE——> = FOARIZIRE L ET, type sl HUE, BHEz—T =
cDF AT TT,

B

GE) BUE, YR—FENDZ=—V =2 b A FIXESXi DA T,

RT9 T2 vCenter RA L 7 LT v /L aFRELET, hottip-address username ESXi-username passwor d
ESXi-password

B :

hostname (config-attr)# host 10.122.202.217 user admin password Ciscol23

AT 9 T3 vCenter G DX —7T 7 A Ti%E4 X E LE7 : keepaliveretry-interval interval retry-count
count

B -

hostname (config-attr) # keepalive retry-timer 10 retry-count 3

TI7ANENDOX—TT T4 7 XA ~—fElE, 30 R TORRIT3ETT,

ATy T4 VM B ETZ—Y = MREZ R L £, show attribute source-group agent-name
i -
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B cic—z0ryro—s 4700 toRE

ATy TH

BUEA—ADAY bIT—=0 FTVx

FIE

ATy

ATy T2

hostname (config-attr)# sh attribute source-group VMAgent

Attribute agent VMAgent
Agent type: ESXi

Agent state: Inactive
Connection state: Connected
Host Address: 10.122.202.217
Retry interval: 30 seconds
Retry count: 3

[AgentState] I, X NV—7 A7 V=V AR EL, £2OAF 7T =7 FERBEMITT 5720
DEMAIRETL2ETT 774 7120 £/ A,

Bz 74 X2l — gy B— REKRTLEY, exit
5 -

hostname (config-attr) # exit

N =JL ==

7 FDEXRTE

JBER—Z2AD%y NU—27 7V x7 ME., VMware ESXi BREEN® 1 DLl FORE~ > iz
AT ONTWBBHEGCTC I 74w 2T 4 NZ )T LES, T/ Aay ba—
VU AL (ACL) ZEZRTIUL, 1 DU LORBEA AT B~ I v—T 6D T
T4y TR —HIBETEXET,

7= & 21X, engineering B A Fro~ T ikt L Ceng lab @tha o~ v ~D7 7 v A% FF
A[THT 7 EAN—NVERECEET, Xy NT—VEBHENRZ L V=T VT vk
AP — =% - HIRTEL—FHT, EXx2 V7 4 FHEIC Lo TEHIND X2V T ¢
R —E, 77 BANV—NZFETEHR LR TS HBWICET Skl £5,

FT 2T N TN—TORBEAINCLET,
Bl -

obj ect-group-sear ch access-control

hostname (config) # object-group-search access-control
BENR—ADRy NU—2 FT7 V=7 FaRRET HITIEL. object-group-search & H T T D W
bV £,

T2l "NEEHERALTC, BUESN—2ADOFRy NU—7 A7V FEERELIIRELE
9", object network object-id

1 -
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ATvT3

Biir—z0%y k7—5 #9014 roiE ]

hostname (config) # object network dev

FT7V s MM ==V b BEY AT BROBMHEELAIEE L £, attribute
agent-name attribute-type attribute-value
£

hostname (config-network-object) # attribute VMAgent custom.role Developer

agent-name [, VM EBME=— = MEFEEL 7, <XREF>ZZM L T &0, FEZI
TWRWEET—Y = FEEAT AL ICBER—ADR Yy NI =7 A7 V=7 FEBREL
Ta, JVT vy ARl TIANNDXF—T T FTA TEEFFOT L —AKRNE =—
Yy MRHBMICERSNET, o= ME, hostV T a<wr REHEHLTHRA |k
JVT UV NAREZIONEET, [T LTy VERARR ] ORENSHE £7,

F 72, attribute-type & attribute-value D7 1L, —EHOBMEEAER L ET, attribute-type (L5
DICFHIT, custom. EWIH T L7 4 v 7 ANREENTNWDRERHY £3, FUBEEY A7
EEBORBMEE CHEERIERT DL, RRICERSNTETEORIOMENS EEXINET,

il

WOBITIE, BAFHE 7 V—7%F L, [Developer] &9 B —/LEZFDOBMES—AD
Iy NI —7 FT7Vx7 b, dev B21ER L CWET, VM JEMET— = > M vCenter
LaBfE L., customrole & W) BRI T AT _RTOEE~ NS FEIRLE

-g‘o

hostname (config) # object network dev
hostname (config-network-object) # attribute VMAgent custom.role Developer

WOBTIE, TA M ZA—7%FL, [Automation] &) a—/LEEFFOEMEN—X
DFxy NT—=T 77 b, testZER LTV ET, VMEMET— = > b vCenter
LiEfE L. customrole W) BHEIC—EHT AT R TOHEE~ O, U RERLE
T, 2T, AROBEF AR~ v DU A R THDHZ EITEBE LTI EE N,

hostname (config) # object network test
hostname (config-network-object) # attribute VMAgent custom.role Automation

WOBITIX, ey b ZA—7%FK L, [Alphal &5 r—/L&FFOREME~R—
ADRy NT—27 F7V =2 b, project Z/ER L TWET, VM BT —Y = MT
vCenter & {5 L, customproject &\ 9 B —ET 5T X TOEB~ > DA R
FRLET, —HOT NEHOBENEREL TVWDHZ LICEREL T EEN,

hostname (config) # object network project
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B Eitr—20xy ro—5s 4TS FEERALET Y £ RHBORE

hostname (config-network-object) # attribute VMAgent custom.project Alpha

ROBNL, T 27T 4 TIRRETRMEY 7 =2 FBRETO VM B —2 = > b &R
L/iﬁ—o

hostname (config-attr) # show attribute source-group VMAgent

Attribute agent VMAgent

Agent type: ESXi

Agent state: Active

Connection state: Connected

Host Address: 10.122.202.217

Retry interval: 30 seconds

Retry count: 3

Attribute requests pending:
'custom.project'
'custom.role'

BHER—ZADRY cT—0FTx) FEFERLET Y £ XHIEDEE

E

FIE

ATy

BYEN—2D%y T —27 F TV NI, 1 DU Lo BEERIE T A~ D S —T
MWD RNT 7 4o 7K LTTZ7EA arybe—n AL (ACL) 2EH£ETALXIEHT
XFET, TI7ER VAN, 1 2FIFEHOT 78X 2 br— = hU (ACE) TH
HENEd, ACEIZ7 7 A UANDHE—~ s T, L= LOFAEITHES (X7 v b
DEREFEIL ey 7)) ZRELET, @F., FAEIESLV—VOEAXISRIX, 7a b=
oy EETXEBIOSEHOIP 7 KL AE IRy hU—27 T, SLEIS L TEFETE X 0%k
A— MIEH SN ET,

BHER—2ADORy NT—2 A7 V=7 T L, FMELEITSEDIP T RLAZZ
NEOAT Vel MIBEHZ DI ENTEET, KB~ URNEA, BE), EREFELESN
HE, B~ EORBMHIIEH SNETA, Y ToNT 7B AHIEARY —1%, BE
AR LR THIR LM TE £,

ACL 2R RE 723 RTCOA T > g oW TIE, ACL OB EESH L TLEE 0,

BYMR—2ADR Yy NT—27 A7 V=7 A LT, #EACL = MY (ACE) Z1EAds &
UGXE LE£7, accesslist access list_name extended {deny | permit} protocol_argument object
source_object_name object dest_object_name

1 -

hostname (config) # access-list lab-access extended permit ip object dev object test
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| BER—Z07 524l
BHA—20%y kT—0 70z reEALET R HE0RE [

B

GE) AU —ITRERZIFEYIELET,

WDOA T arnbh ET,

« access list_name : Fr#l £ 72 13BEAF D ACL D44,
FFATETZITES cdeny ¥ — VU — REfRET D &, ST B LIEGAEIC T vy EBES
FLIFRBRENET, parmit X —U— REZHEET D& FHFIC—BLIELGAEIT Ty IR
PRl E T EE S NET,

7'v k@b : protocol_argument TlE, IP 7’1 b2 L ZHE L £7,

sname 721X number : v F A VOAFTEZIIFE S EEBELET, ipBEHEETD L.
TRTCHOT e baVicEfsngd,

« object-group protocol_grp_id : object-group protocol =~ > R&fH L CIER S /=~
B hav ATl N I—TEEELET,

EIETLA TV =7 b : object (2%, objectnetwork =~ > R & L CIERR S vz @i~ —
ADHy NT—7 F 7V xr NetRE L ET, source_object_name (ZiX, /37 > hDEE
ATV NERRELET,

5S4 T =7 b : object (213, object network =< R&2E L CTIERR S iz @k~ —
ADRy NI =2 FT V=2 bEIFEELET, dest_object namelZid, /7 v b DE[ESE
FTV s NEEELET,

RT9T2 ACL%Z 1 DDA U H—T A AINA U KT D0, 7 a— U2 LES, access-group
access list_name {in interfaceinterface name| global}

1 -

hostname (config) # access-group lab-access in interface inside

AV B —T 2 A RAEHEDOT 7B A T A—TOEESE. WOFIEEFITLET,

HEACLAZIEELET, A2 F—T 2 A ATEDACLE A 7 Z L1210 access-group
AT RERETETET,

ciNF—U—NRIZE-T, ACLREE N 74 w7 AN ET,
sinterface 4 #fHTEL F 7,

7Ta—VT IR A T N—TOEAIE, global ¥ —TU— RFZEELT, TXTOA[ ¥ —T =
A ADFERFINHEGE ACL Z M L £,
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B 20ty ro—s 4700 r0EZRYLY

il
ROPITIZ, JEIEN—ADYLIR ACL & 70— )W 2 ka2 R LET,

hostname (config) # access-list lab-access extended permit ip object dev object test
hostname (config) # access-group lab-access global
hostname (config) # show access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300
access-list lab-access; 1 elements; name hash: 0x62b4790b
access-list lab-access line 1 extended permit ip object dev object test (hitcnt=0)
0x64albe76
access-list lab-access line 1 extended permit ip object dev(2) object test(3) (hitcnt=0)
0x64albe76

BEYER—ZADRy cT—0 Tz bDEZZYDT
BHR—ADR Yy NT—7 ATV x ) beT=X—FT5HI20F, kOa~vr FEAJLET,
» show attribute host-map
fBESNEEEO=—Y 2 b 247 BIOMEICET D @M1 FERRLET,
« show attribute object-map
object-to-attribute /N1 R&ZF/R L E7,
« show attribute source-group

RESNTZ VM Bz — 2 MRFRTRENE T,

il

KIZ. host-to-attribute /XA > KD~ v 7 OW %R LE T,

hostname# show attribute host-map /all
IP Address-Attribute Bindings Information

Source/Attribute Value

VMAgent.custom.project 'Alpha'’
10.15.28.34
10.15.28.32
10.15.28.31
10.15.28.33

VMAgent.custom.role 'Automation’
10.15.27.133
10.15.27.135
10.15.27.134

VMAgent.custom.role 'Developer’
10.15.28.34
10.15.28.12
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10.15.28.31
10.15.28.13

Btir—z07 s e250BE [

IZ. object-to-attribute /XA > RO~ v 7 OHE R LET,

hostname# show attribute object-map /all
Network Object-Attribute Bindings Information

Object
Source/Attribute Value

dev

VMAgent.custom.role 'Developer’
test

VMAgent.custom.role 'Automation’
project

VMAgent.custom.project 'Alpha'’

Rz, BT — = FOREGIZRLET,

hostname# show attribute source-group
Attribute agent VMAgent
Agent type: ESXi
Agent state: Active

Connection state:
Host Address:
Retry interval:

Retry count: 3
Attributes being monitored:
'custom.role' (2)

Connected
10.122.202.217
30 seconds

BEN—ADT 7t AHHHODERE

TS5y b TH—
HERER L)) —=x Bl
BHER—2D%y NT—27 37 = |9.7.(1) BIE. v hI—27 77 BAOHMNZIE. IPT LA, 7rm

7 b OHHR—k

cas, R—rREDUERDOFR Yy MU —7 BT A, (A8~
UoDRMLERT A ENTEET, A~ U E. VMware
ESXi BREEICHAEL TWAMLENH Y F4,

ROa~xr REBANLE L,

object network attribute

attribute agent-name attribute-type attribute-value

attribute sour ce-group agent-name type agent-type

host ip-address user name ESXi-username passwor d ESXi-password

keepaliveretry-interval interval retry-count count
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T3y bT4—
HEes L) —R SR BA
ASA 5506-X (&FFIL) | 9.10(1) ASA 5506-X (& EF V) | 5508-X. 5512-X. 5516-X 77 v k
5508-X. 5512-X, 5516-X 7»H VM T —ALTiE, VMBHER—2ADA TV =7 FMEHTE AL
BYERX—ADRy NU—I 4TV B FEL,
7 bV ER—FERALET,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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