Network Address Translation (NAT)

ZIZTE, Xy hT—27 T RLUALEH (NAT) & ZOFREHFECHOWTHBHALET,

« NAT OfgE (1 ~—2)

* NAT DR (2 ~X—2)

*NATDOHA RZ7A v (83—)

« XA F v NAT (18 2—)

« B AF w7 PAT (26 —)

s AXT 47 NAT (41 _—7)

cTAT T 47 4 NAT (53 *X—7)

eNAT DE=Z VU 7 (58 <2—Y)

* NAT OJERE (59 ~—)

NAT D 8E

NAT CiZ, 774 X—=FIPT RLAZXRT Vw7 IPT7T RLAZEZHZ D LIZXY, 75
AR=FIP Ry NT—TNA X —Fy MR TEHEOICLET, NATIE, Xy hTU—
I RRIZKH LTI OO T Y v 77 RUARET IR HRNRIZT RN A XG5 & TN
Uo7 RLRAZEIRNLET,
TS5A4R—KIP7 FLRADEH

PRy NU—JRADIFEAEDT A RZIE, TTA4X—HKPT FLARED Y ToHNET,
TDEIRTNNA AT, RNT Y I IPvAT RLANRRELTWAES, t¥xy hU—74
\ZV—T 4 7 TEEH A, RFC 1918 TiX, IMBIZT RARZ A XSINBNTTAX—KIPT
N U ZAEPHNERSALTVET,

* 10.0.0.0 ~ 10.255.255.255
*172.16.0.0 ~ 172.31.255.255

* 192.168.0.0 ~ 192.168.255.255
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Network Address Translation (NAT) |
B vwrozs

NAT O E/RERED | DI, 7 TAX—FIP T KL AZBIENTL—T 4 > T R[EER/RT Y v
77%vx IEHL, TTAR—FIP XY NT—IBRA L H—Fy NIT 7 RBATES LD
WZT528ETY, 207 —FTiE, vy b= BRI LTE—DONT Y v 77 FLA
DIHHT RNREZAZXTHLIIINATZRETE L0, N7V v 7 IPT RUABRHIKINLE
7

NAT OOMEREICIZ. ROBY T,
s X2 UT 4 cNERIP T FUAZRE R L, EERELHILELET,
s IPNLV—T 4TV a—ay BETDHIPT NLAEBEEGRAELET,

« RV PO RADANTY v I T RV RAZEEEGATIC, WEIP T FLy v
HREEETEET,

«IPv4 & IPV6 DA (L—F v RE— D) : IPv4 & IPv6 DL Z YR — L, &
ALy b= 2 A TEOMEERZ REIZ L £,

B

GE) mw&ﬁfyayf¢ B DWEIZ NAT DEREINTWARWES ., Z0@EREHRINE
AR, BEOEX2VT 4R —DXRITRD 7,

Z 2Tk, NAT OERIZOWTHBALET,

O~ T VT, OBEEFEHALCOONET,

s EHEEDOT RLRAIKRA NPy NI—T /0 F—Tx A A EEOT FLALIZ, "A KT
ERXINTND, BHATOT FLATT, WXy NT—2 P27 7B ATH L X
Wk NU—27 28925 &0 o R 722 NAT O+ U ATk, NEry hU—27 R
(RO Xy NU—2IZ7e 0 EF, Wiy N —27 71T Tl T3 AEERE S
TWAEEDOR Yy NU—7 1 ’/Ti‘ﬁfé“%.’)’ ICEBELTLEZ N, LER-T, AT K
VAGREWT DX O ICNAT A HE L% MEEED ) X, MRy N U — 27 BN R >
bvw&KT&tthk%®%ﬂz/b9w7%%Li¢o

T T RLVAIRAMNEYy NU—J /B —T xR =TT RULA &
FEEEOT RUANEBINDLT RLATY, WEixry NU—20306NBICT 7R 5 & &
WCNTE R Y N U — 7 BT 5 & ) BRI 72 NAT O 2 U A Tid, Aty T —7
NI~y 7] 2y NU—=2720 £,
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nat 547 |

B

GE) T RLVROEHT, TNRA R A H—T x4 RITHRESTZIP
T RUVAREBRINET A,

« IR DBRIG : AXT (7 NAT Ti, WEMICERZGTEET, 2FD, "X b
SO L R A ML OO T R TE £,

« BHEIEB L OSSO NAT : [EE D7y MZOWT, BEILIPT KL A L5EHRIPT KL
ADM T a NAT b— L Ll U, 1 DFEIdl F 2 L85, FE;mLR2n &n
TXFET, A¥T 4 v 7 NAT DS, V—UINHFHTH A0, =& 213, KEDOH
Bens 15e) 7 RUADNLRAETHHAETH, ZOHA RE@ELTOa~vy REB IO
Tix REEI] BEO 5] DMEHINTWD Z LICEELTLEE N,

NAT 2 A4 7

NAT (%, ROFGEZFEM L CEETEET,
e HAF I VI NAT : EBEDOIPT RLAD T —70, (@EIL. LW/hEW) v v B
TIPT RVAD I NVN—TIHEIB Ty 7 ENET, BEOKRA N0 @E %5
WBTEFET, 4TI v 7 NAT (182—2) ML TLZEW,

XA F 7 K= T RUALEH (PAT)  EEOIP 7 KL AD T L—T73, 150 IP
T RLRRZ= v B 7ENET, ZOIPT RLAO—FOEETAR— MMEAINET,
A F I w7 PAT (26 2—) ZBRL T &N,

c AXT 4 NAT : EFEOIP T KL AL~y BT IPT RLALEDMTO—E Lz~
v s, MEMICBE#BBTEET, AXT 4 v 7 NAT (41 <—2) 2BRL T
S,

T AT T 4T 4 NAT : BEEDOT RLUANRE—T RLRAZAZT 4 v 7 ICEHBEN, &
ABNZNAT A RNZALET, KEBART RLAD I V—F 2T 55 D0D, /hEN
7 RLZADOY Ty MIGRERTA5EA1E. NATRZ ZOFETHRETEET, 74707 4
7 4 NAT (53 ~X—3) ZZHL TSV,

2y RIT—9ATS 4 k NAT £ &L U twice NAT

Network Object NAT 35 X OV twice NAT &9 2 FEFED HETT KL AL Ha s I TE 9,

twice NAT 2323 2 B MERE 2 22 & L7255 13, Network Object NAT Z i35 Z & %
BEI®H L E 7, Network Object NAT [T EA S T, Voice over IP (VoIP) 72 &ED7 7 /r—
va VCIHEBEMEREWEE R H Y T, (VoIP TlE, A—A TS T\ ATV =7
FOWTIIZH B I RWEEET RLADEBRPNKRBT L2 EnHY ET) .
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Yy bTD—9ATTxY kNAT

twice NAT

Fy NI =T T2l NORT A =2 L UTCHESNTNDTRTONAT L—/LiE, Network
Object NAT L— L L g EsnEd, Zhid, Ry NU—27 7V =7 MINAT #XET DT
OORENSTHE/RTTETT, L, JA—TFT7 V=7 MIRLTINS DL —LE2ERK
TAHZEIITEERA,

Xy NO—0F T2V VeRETHE, TOF T2 "D~ BT T RLREA VT4
VT RLARELT, FRIFROX Y NI — 03T hRXy NI = F T =7 T —
TELTCHB Tk £9,

WNFy NInA B —T oA AZAD E, BETLIPT RUAR LGP T R L AD )5 75 Network
ObjectNAT /L—/L L IBEG SN E T, [HRIOMEMTON %G, N7y NANOEELT RLA
ST RLAE, RO — I X TEHBRTEET, ZbD/—/ud, MHAISHEOM T
BN TWERTA, N7 74271000 T, BARMEAEDEDL— LV EMHFHTEET,

JL— IV RT N7 B Z L 1E72 VDT, sourceA/destinationA T sourceA/destinationB & 1B D25 #a
PATOND EIICHETHZ LT TEEFA, ZOFEOKREIZIE, twice NAT ZfEH+25 2 &
T, 1 OOV —/LTEETLT FLABIO%ET FL AT £,

twice NAT TlE. 1 DDONL— /L CREETLT RL A L5E5ET KL ADMF X £4, %E
LT RUA LT RUADW HFEFTET S L. sourceA/destinationA C sourceA/destinationB &
WERIOEBI TS X O IR ETE £,

B

GE)

ABT 4 7 NAT OhH, V= VIZR G R TH L7280, 7=k 21, FEOHERN 5k 7
RUADLRATHHATH, ZOHA REELTOa~vy REBLUOMHATIE IEEFrT Bk
O 13658 DMEAINTWAZEITEELTLLEIY, 2, A—F 7 FLUAEHEFH
THAZT 4 v 7 NAT % E L, HEEILT KU A% Telnet — & L THRET 55412,
Telnet Y —/SZ[AIN DT _XTCD N T 7 4 v 7 DR— k% 2323 /v 5 23 ([CEBT 5121, s
HEFIEAR— N (EEE: 23, v v B 7 :2323) #IEETHLENRH Y £9, Telnet h— 37
RURZEREELT RLRALE LTHEELTWATED, FOEETLR— N EEELET,

SEHET KL A AT v a T3, 57 RLABZEETAEE. L7 L A2 A5 I~ v v
YITTBEN (TAT T 4T 4 NAT) | BIOT LRIy B 7 TEEd, mbvv ey
T, BIWCAXT 47 =y BT TT,

2y bIJ—9AF T x5 k NAT & twice NAT O LEER
H#E) NAT & FH) NAT O R\ VL, RO EBY TY,

« KT RLADERFIE,

Xy NT—F ATV INAT : 2y NU—T F TVl FDORTA—=H L LT
NAT#EFLET, Ry NT—2 A7V x2 ME, IPRA M, &, 3 7%y
FDOARTZTEET DD, EBEOIP 7 RLATIIARLS NATa 7 4 Falb—g
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NAT L—ILDJEF .

VNOA TV 2 MefERATEET, Xy NU—T ATV FDIPT FL AT
ET RFLAL L THRELE T, ZOFHETIL, REDMDERS T?f_ﬁ%éMTw
HHDTH->ThH, Fv NUV—27 FT7 V=7 MIHICNAT ZEBINTx £9,

s twice NAT : EFEDOT KL AL~ BT T RLVADWM DRy NI—I7 4TV
NEFIERY NT—2 A7V b IA—T %A LET, Z0O%E. NAT T3 v
NTO—2 T2 NONRIFIA—=FTIEIHY A, XYy NI—7 T2V bE
7T N—T N, NAT RED/NT A =2 L) 9, EEOT FLAOR Y T —
I AT N ITN—TEHEHTE DI LI, twiceNATIRE D A —F 7L ThD
TEEEWHLET,

o K508 L O%ESE NAT O SEEE 1k,
e Xy NT—2 47V FNAT : &L— LT, &y NOEELE-ITFmEEONWT
NNNCHEATEEST, 20D, BHELIPT RV A, FEEIP T FLAIZERLEFNR L
OFTO, FH2O00NL—ANMEAINLLELHVET, 20X 2 00— % 1
DITHEA L, EEILAB TR U CTREDE W Z 58T 5 Z LIZTE XA,

* twice NAT : 1 DD/ —/WZ KV FETL LSO TN EHRINET, 1 DDy b
X1 OO — 2 UL—EwT, UBEOL— T TF = 7 SNEFA, T aD
SESET RLAZRELRVWEATH, ~vF 73537y M, 1 DD twice NAT
N—NTEFIC—B L ET, FELB L UOSLITHAICHKEOIT 6D 72D, HEErxe
SESEDMAGORIIE U T, BiasBadHcE £, & xX, EIE7T A%k
A DORXTIIE, BEIC ABEYE B OXT L3R A A TE £,

« NAT /L — L DA,
* Xy PT—2 AT =2 b NAT : NAT 7 —7 /L THEIMICIERFA T ShvEd,

« twice NAT : NAT 7 — 7 /L CFHE) CIEFAHT LE T (Network Object NAT /L—/L DR
F13) .

NAT JL—ILDIER

Sy NT—27F 7= 7  NAT B L O twice NAT /L— L3, 300)'!27/3/_/\$'Jé2}”b5
1 2OT —TNWIRGFEINET, PICEZ a1 O—, KRITET Va2, &&IZ
7varv3eEnd o, B AO»AETIEFZICHEAINET, 7-& 2. “127/3/1
T—HRROMSTZHE, B a2t svar3diMishEzdi, koK, K7
varHNOL—LDIEF27RLET,

B

G ®Z7varobdb, ZokvrvaAlid, VAT LAMEHATH-OICER S D NAT L—
ABEENTHET, ZNHOL—UE, OTXTOL—L I bEREINET, ZhbHD
= E AT ATEBIZER S L, BRBEISC Cxlate X7 V7 EET, B2 300
TiX, v—/v DB, W, ERREETTE A,
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B w-roEs

R1:NAT)L—)L F—T L

F—JILDO+
g av —ILB2AT o arvHDIL—ILDIER
w273 a1 |twice NAT BREICRG T DRI, RO —B_—ATHEAINET,

BHIO—ENEAIND -0, — &7 — L ORI E
BHONL—LINkD L H1 ﬁébgﬂﬁbiﬁo%obﬁ
WS, BEAOL— LV EHIRFE B0 IS T X 2RV ATRE
HERHY £9, 7 74/ FTIL, twice NAT L—/Lid&
Jvav IiZBlEnNET,

[EAHOL—LVEFIZ] EiF, ROZEEZERLET,

o RO L— VBN L — LV ORNICELE T 2 LB B Y
F9,

o GRS A G L — UL EEITLEBD LD L — )L
OFNCEET A LERH Y £,

BETCT RUAEFSEET P L RITEESHTEEO L —
SV SN D ATREMEN B 5 BT DL — L AR T &
RVGEEIL. AL OHERFIRIZHE S K O ITRFICIER L
TLEEY,

FROHEREIHICHE DR WERIL, vy B ENnET
RFLUAMNE LWNATL— U2 —#T 5 X 9 ICIEME/ L —
%ﬁ‘ﬁﬁﬁiﬂéﬂfb\é — k %HE;‘LA\Lij‘O

v ar2 | Ry = FT | B a1 T—HBROMNLRWEES, B2 ar2
vx 7 K~ NAT DOIL—)L IR DNEFE T S £,

1. AEZ T4 w7 )L—)b

2. AAFI v —)b

FZIL—ILRATTlE. ROIEFHA FSA4 o FERASH
ij—o

1. FEBEOIPT FLAOEE /MO ROIE, 7-& %
X, TRLARIHOAT V=7 ME, 7 RLANR
104727 FED BEICFHMIESNET,

2. HENFLBRESIZIZ. IPT FLAES (/D
KET) »™MEHINET, 728 2, 10.1.1.0 1%,
11.1.1.0 £ 0 bAeIZRMi & E 9,

3 FUIPT FLANMERENLSGEG, Xy NU—2 F
TV NOARINT NT 7 Xy METHEH I E
9, 7= & 21X, abracadabra iX catwoman £ ¥ JGIZEE
i SivET,
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NaT 1> 5—7z42 [

F—TILD+E
A IL—ILBAT a3 vHDIL—ILDIERE
v 273 33 |twice NAT FEE—BRRONLRWEGEA, B a3 D —Rn

AT 4 X2 b—a VCBRGTDIEIC, BHD—E—
ATHAINET, Z20®T7 v allid, &b —KHR
N—NEEDLMENRHY T, Z0kv7 v a ik n
TH, — RN —VORNZEADOL— L0 KD L H I
THULERHY 9, 9 LanEE, &l Lr—iu
DA SN ET,

e ziEErvar 20— TR, Xy NT—27 7V 27 PRIZEBZESINTWAKRD IP
T RUVARHDELET,

©192.168.1.024 (AXT 4 v )
©192.168.1.024 (XA F I v 7)
«10.1.1.024 (A&7 14> 7)
©192.168.1.1/32 (A¥ T 4 v )
©172.16.1.024 (XA F v 7)) (7Y =2 | def)
©172.16.1.024 (¥4 F v 7)) (7T =2 | abe)

ZOfER, FHINDIEFIFRO EEBY T,
©192.168.1.1/32 (RAZT 4 v )

«10.1.1.024 (AF¥T 4 v 7)
*192.168.1.024 (AXT 4 v )

< 172.16.1.024 (¥ A4 F v 7)) (A7T =2 | abe)
«172.16.1.024 (¥ A F v 7)) (7Y =7 | def)
©192.168.1.024 (¥ A F I v 7)

NATA B2 —T x4 R

TV TN—T ANR—= A B =T 2 A AEREMANLEDA L H—T A A (DFD, T
RTCDA B —T A R) ITHEHASNANATLV—LEHRELTY . FEOEEDOA ¥ —T =
AR TAVE—T oA AEFHHI LT TEXET, EEOT FLRAIULEEDA ¥ —
T RAEEL, v ELTA B —T oA RAEEDA L HZ—T oA AERETHZ LD
T, ZOWHAFETT,

e z2iE, BEOA L —T 2 A ATRUTTAX—"T FLAEFEHL, ME~DT 7R
BRCIX T R_RTCDA v H—T =2 A AR LT 0 —rL F—)UIEHT D56, EBEOT FL |2

Network Address Translation (NAT) .



B wosqrsay

NAT DA 4

Network Address Translation (NAT) |

FEEDA v E—T oA AFEEL, v L7 7 RLXZZoutside £ ¥ — 7 = A AEFEE
L/\i‘é—(]

1:EBDA B —T T4 ADIEE

T e

((Outside\‘)
///frﬁi SR

10.1.2.0—>» 209.165.201.1 :xxxXx ‘
Security
@_ Appliance
Y
i
10.1.2.0 10.1.2.0 10.1.2.0
r/_._/' '\.,\ (,_._r’__""h__ /_._, ~—
any| ( Eng ) € Mkg 5 HR\P
\"\.__/—'/ \M_F\h—— \\'—’\,__,—/

72i2L, MEE] DA H—T=2A ZADORIE, TV vy I —T A N— [ H—T A
AiFEA SN EHA, EE) O X —T=2A AZBETHE, TXTOT Y v J—
TRAUNR— A B =T 2 AN ENFET, ZDOD, TV v T N—TF AL R—|[ZNAT
EHEATHITE, A=A U E =T oA ZAZRETOLLENH Y T, ZOKE, 1204
VHE—=T 2 A ADBPEIRDFERRDO NV — VAR SN D Z IR £, 7V v IARAEA
VHE—=T x4 A (BVD) BERIZNAT ZXETHZ LITTET, A=A F—T A R|T
DHNAT ZHETEET,

R 7

TIZTIE NAT ZEBET A0 DOHA RT A4 ATHOWTEEICHAL 3,

NATD D747 24— ILE—FDHA FSA Y

NAT X, V—TFT v RE—KRKLE T UVART LU N 77 AT U4 —)LE— RKTHR—-FINT
WEJ,
27120, TV T N—T A N—=DA A =T 2 A A (TP TN—TBA o —T =
AAD—FTHDA v F—T7 A A, BVID) TO NAT ZEIITKOEHIRZH Y £5,
e TV oV TN—TDAUN—|INAT ZRETDHICIE, A=A H—T = AEFRE
LET, NAT2 7Y v I —F f 2 —T oA % (BVD) BEICERET A LIZTE
¥ A,

TV oD TN—T A N—=DA B —T =4 AW TNAT #E/T74 2 & &2, EEOR
IO~ v BV ENET FLRABIRETHALERDHY T, A2 F—T 2 R2L LT T
B AEETAHLIITEEYA,

A UH =T 2 A ATHERENLTWDHIPT FLARRW=D, v~ v B 7 EN=T FL &
NT) oD TN —T A N_"—DA A —T 2 A A THIHBEE. A F—T7 A XPAT %
RETHZLITTEEE A,
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s NAT 07 4 k51> [

CEEITA HE—T A AREFA =T 2 A ADRRI LT v T N—T DA NRN—TH
HYE . IPvA 2y RU—27 L IPv6 v hU—7 (NAT64/46) [Fl 522425 = LILTX
FHA, AXT 17 NAT/PAT 44/66, %A T v 7 NAT44/66, BLORNE A+ v 7
PAT44 DAHPFF R SIVTWDFIETH Y, ¥ AT v 7 PAT66 [TV A — FZivEH A,
7270, BTV v IN—TDAN—[RL, F2E3T7Y) v TN—TDRA R~
GEETL) EHEML—T v RA VX —T oA A (58%E) ORI TIEINAT64/46 21T 5 Z &M
TEET,

IPVe NATDHA K541 >

NAT TlZ. IPv6 DY R— MDD HA KT A4 EHIEBENET,

AEHED N —FT v R E—RDA L Z—T = A ZADOHAIT, IPvd & IPv6 & D THLEHTX
i‘g—o

cFLTV Y TN—=T DAL N—=ToHDHA X —TxA ATE, IPv4 & IPv6 DDA
ILTEEHA, 220D IPv6 F v NT—JRIE 21T 2 DD IPv4 F v U — 7 [ TO R
TEFET, ZOHIRIZ, A F—T2A ARRRD TV v TN—T DAL NR—=ThH DY
By FF TV Y IN—T DR N— EFER IR —T y R A U F—T = ZADRIZ
TS LEEA,

cRCTYV I N—TNDA B —T =2 AW TEMRT D551, IPVoHED X A F X v
7 PAT (NAT66) IfEHTCEEHA, ZOHIRIX. A1 > F—T = A ANRRDHTY v
TN—=TDANR—=THDHGE. TV v TNA—T DA L N— L BN 72V —T >
RAVE—T A ZADOBNITREY LEE A,

« ABTF 4 w7 NAT DEAIE. /64 ETOIPV6e V7 3y FEHRETEET, ZHED HK
EWH TRy NI FR—FINFEHA,

« FTP % NAT46 & & H I HT 28581, IPVAFTP 7 7 A 7 b3 IPv6 FTP H— Tk
THLEXI, VT4 T2 MIPEERRYy T — K (EPSV) F7/23WEER—F £—F
(EPRT) #4204 NH Y £4, PASV 2~ REB LU PORT =2~ RiL IPv6 Tl
TR—bFEINFEHA,

IPv6 NAT DR R TS5 H T4 R

NAT 45 L, IPv6 kv hT—Z7[, EHICIPVABIOIPV6 %y T — 7 O TEHT
xFT MW—TFT v RE—FDHR) , RORXAKNTIF37T 4 AZHRELFET,

« NAT66 (IPv6-to-IPv6) : AXT 4 v 7 NAT i+ 52 L A2HRLES, ¥4 FI v 7
NAT F72X PAT ZfEFH TE £33, IPv6 7 KL RAIIKEIZH D=0, XA F I v 7 NAT
PREATIVNERH Y FHA, VE—2 " T T4 v 7 BT LRWGEARIT. AXT 40
NAT L—/LZE—FEIZTE £7  (twice NAT DH)

e NAT46 (IPv4-to-IPv6) : AZ 5 4 v 7 NAT AT A2 L 2HIEL E9, IPv6 7 KL X
ET. VH—2 FF T4 v I EFALARCEAE, AXT 1 v 7 NAT L—/L & i
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B wozotons ks

IZCEET (twiceNATDA) , IPv6H 7 % v MIEHT H5E (96LLTF) | fERO~ >
BT T RVARET 740 N TIPVAOIAZIPV6 7 KL A LD E5, ZDOT RLAT
1Z. IPVAT7 RLZAD 32 E Y FRIPVv6 S L7 v 7 ZADBIZEDIAENTWET, 2L %
WE.IPV6E T LT 4w T AN T LT 4w 7 ADEE, IPVAT KL AL, 7 L ADOKHE
D32y MIBMENET, =& 2iE, 201b::0/96 12 192.168.1.024 2~ v ¥ 7+ 5
Ay 192.168.1.4 1% 201b::0.192.168.1.4 I~ v B 7S E T (REEFLTER) , /6472
EL K0T LT 4 v 7 ADYE, IPVAT RLART LT 4 v 7 ADOKITIBINS 1L,
P74 AD0s N IPv4 T RLADORKRITBMSNET, /2, BT, *v MEOT K
VAZEBRTEET, ZOHEE. AIDOIPv6 T KL AIZIRAIDIPv4 T KL A, 2% H IPv6
T RUVARIZ2EFEHDIPVA T RL A, OXHIc~vv 7 LET,

NAT64 (IPv6-to-IPv4) : IPv6 7 KL ZADEITKHIETE D158 IPvd 7 R L AR 200
BEnHN T3, KEDIPv4 BHEIRAET H72DI124 A F I v 7 PAT 7—NV2EHAT 5
TEEHERLET,

NAT D ZDMDHA 54>

¢ NAT /V—/ Vi, T3 A& BT 5BEICO &M A S, RADIUSFRREZR &, 7 /31 X|Z
FoTRRBEhr@EICTER S NEE A,

TN TN—=T DA NR—THDIA L EZ—T oA ADEHIF, A A— A X —T =
AAHDONAT V=N &R LET, 7V v UREA o H—T7 A4 A (BVD) BIKICHTS
NAT /L— /L3t T FH A,

e A FE VPN THRH SN b A X —T = A A (VT) O NAT L—/VIFER
TEXFEHA, VIIDEETA v F—T = A ADN—)LE2ERKT 5 & NAT I VPN ko
MIZHEH SNERTA, VIITh R 7SN VPN R T 7 ¢ v 7125 &5 NAT
N—NVEERT DI, A v F—T = AL LT lany] ZHEHTI2HLERNHD £, 1
B =T A 2L EPRIINCHEET 2 Z LIXTE EHA,

s Ry PU—=I AT V=7 ENAT DR) , FEDAT V=7 MK LT 150D NAT b—
NETEERTEET, 7V 7 ML THEED NAT V— VAR ET 2561, [
CIPT RLVRZHET DRRDIAAOERDOA TV =7 NAFRT 20ERH Y £,
ez ATV H Ry FT—2 00j-1010.10.1-01, TP bRy kT—2
0bj-10.10.10.1-02 72 & T,

e AU H—T 2 A ATVPNNERZINTWEEE, FOA L Z—T A ADFHFEEESP b7
74y ZITIENAT V—VidEH S EF A, AT AlE, BESLHEHO VPN b RV %E
LCOBRESP bT7 7 4 w7 &FFa L, BEFED b RVCEEMS T B TW W T 7 4
xRy 7snEd, ZoflFiL, ESP B X OVUDP AR — k 500 & 4500 (25 FH S vk
7T

XA F v PAT WM T 57 A ADEH%RDT /3A A (VPN UDP AR— | 500 & 4500
IFFEBICEH SN DR — N TEZRY) THA ME VPN 2E#% L7254, PAT 734 AD
BWRIZH DT NA ADLERZGT HIHLERHY £9, ELWFR— FESRDLML RN
720, VARV ZiFEX2 T4 7Yz —r a3y (SA) #EBTEEHEA,
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2

NAT Dz Dt 74 k54> [

NAT 2> 7 4 X al—a 2B RELEEXC, BBFOEBNY A LT 7 325 E TFF
TEFTICHLWNAT 27 f Fab—a VEMHTEDL L 9ICT 21T, 7731 A CLI
Tdearxlatea~> REEH L TCEHBT—T L2 HMELET, 27 L, BT —7 1%
LT oL, BHEMSEH L CODBUEOERN T X TOkrshvET,

BEF O (VPN h o 72 8) IC#EHT 58 LW NAT V— L 2B T 554514, clear

connZ (il L CHHi A T A0 ENRH Y £3, TO%, HkazEmrLLy> 95 L,
NAT /L— VA3 &, B 1E L < NAT B2# s E 7,

GE)

2 AF I w7 NAT 7213 PAT L — L2 HIR L, BB L7-v—L
WEENDT RLREEHTHY Y EL I T RLAZEREH LW
=V B BN 5 L B S — VI EEAT T H -4 R T
DN L A LT 7 b3 57, clear xlate £ 7213 clear conn =~
VREFEHALTZ VT ENDET, LWL VIEH S EE
b ZOFHFBEORBNT T, RUT FLABPERDOR A MMIE
DETHNBRNEIITTEET,

*SCTP N7 7 4 v 7 B BWT DAL, AFT 47 Fy NI—0 72 h NAT D
HEMHLET, XA T v 27 NAT/PAT IFFFr s ivEH A, AXT 4 v 7 Twice NAT %
RETEETN, SCTP T Vo — 3 DS D FARa PR R TH L0, D
Lo RBREFHRE I ET A,

NAT THEHENAZA TV 2V "BLOAF TV N I NA—T 2 REFRICTHZ LILTE
FHA, IPT RLRAZEDLIVLERHY 9,

1 ODF TV N II—TFITIPv4 L IPV6 DT DT RL AZEDH I LI TEXER
o T2 N ITN—=T120F, 1DDFATDT RLADHREEGDDLENH D £,

o (twice NATD#) , NAT L—/ /L Cik(Ex7 RL AL LCany #7544, lany) i@
FEoEE (IPv4 & IPv6) [T/—/UIC K-> THEZRY £7, ASA DT v MIxF LT NAT &
FATT DRI, 23T R DY IPV6-to-IPv6 F721% IPv4-to-IPv4 THLLERHV £3, Z D
ARSI TIE. ASA X, NAT L—/L D any DEERETEE7, =& xiE. lTany) 5
IPv6 = N"A~DN— L EFHELTEY, 2OV —"RNIPvdT RLANLY v BT &
TWAHEE, anylx MEEDIPV6 N7 7 ¢ v 7 | ZEHRLET, "any" 225 "any" ~D/L—
NWERELTEY, BHEILEA L F—T oA AIPVAT RLARIZY vy B 7T 055, v
BT A =T oA ADT RV RIS THIILEHIPVE TH DL Z ENRINDHTZH, any
X MEBEDOIPVE N7 7 4 v 7] ZEWRLET,

R~y T ATy NN —TE D NAT V— )L CEHTE £4,
vy BEUITIPT RLA =L, ROT RLAZEHHZ LT TEEE A,

BT AU H =T 2 ADIPT KL A, — LT lany] A ¥ —7 =1 A%ff
ETDHE, TRTOA L HF—T A ADIPT FLABNESSNET, /1 ¥4 —T =
A APAT =7 v RE—RKDH) OGHEIT, A 4 —T A A7 FLAORDVIC
AUE =T AL ERELET,
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T ANF == A F =T 2 ADIPT KL A,
e (PG AT LU RE—FR, ) HIPT FL A,

o (XA FIvZ NAT, ) VPNOREIRGEIX, AZ AL A H—T 24 ADIPT
FL =,

e BEfFD VPN 7'—/L DT KL A,

CABZT A4 I BIOFATFTI v I NATRY O—TTIZEET FLAZFEH L2V T EE
W, 722X BEET FLRAEERTSLE, PPTP OO X VEERNZ A F I v 7 xlate
TR AZT 4 w712 v N LT24E . PPTPHER ORESLIZ T A ATREMEDN B D £,

NAT L—/VDEETLT RLALVE—RT Z7EAVPNT FLAF—LOEBET FL A%
A TE £ A,

*NATRPAT IZfED 77V r— a UIREDHIBRIZOWTIE, T 74V f VAT 3
VL NAT IZEHT 2R FHREEZSR L TS EIN,

s TATUT AT A NAT DT 7 4/ FEHET, 7B ARPIZANI/R->TEY, o
FINAT L—L e —F L Ed, KEISUTFa XY ARP 2N TE £4, 5o
TIE. NAT X7y bO—F 4 7B LT E &,

« arp permit-nonconnected =~ > RZ2HNITHE, v~ v B 7 ENTT RUARER I
TWLHH TRy hO—ETIERS, Lrb, vy B Z73INTNIA F—T o Af A%
NAT V— VIZHRE Lieno7c (0F 0, Tany) A v F—T7 = 2ZELR) HAEIC
AT AL ARP ERIZISE LER A, T OMEE RIS 211, ?/t/ﬁéhﬁ%/
A —T A AERELET,

L=V THA VA —T 2 A AEIRET D E, V=T 4 T T =T N TI— ERRESH
HDOTIFRL, ZEOA L Z =T =2 AABHNA L F—T oA X LTHERSNES, 7272
L. TAT T 47 4 NAT OAIE, ROVICV—bM Vo o2 T o7 E2ERHT LA TV a
UWHYET,

e NFS P — "=~ DG H 415 SunRPC b7 7 4 v 7 T PAT i+ 584, PAT
DORBEIRDR— N 1024 L0 HRKEWE | NFS — =035 2 559 2 alREME N &
HZLITHEELTLEE W, NFSH— 3—DF 7 3/ bR ETIE, 1024 LV HRE VKR —
B OBEFRITEGINET, =7 — A vE—, @7 [Permission Denied (HEFR2MHE
HEINELE) | TF, TMLOFR— PR TERWGEIC T77 y MNP 47> a v
ZERALTRERR—FESEHEHATLE, 1024 L0 E REVFR— FO~ v B 70334
THAREMERH Y £ (FRCT7 T v MRFHIC TLOR— b2 EHDIA T a U ERIRL T
WRWEE) o PAT 7 — /LD — MAPHIZ THRIFE AR — b (1—1023) 25547 3
VEBIRLWEA, 1024 L0 L REWVWR— DOy BV IIRRELET, ZOREER
BET BT, TXTOR— FEZEFH AT DHEIICNFS —"—DEREEE L ET,

NAT X, B T 7 4 v 7 ICOAHRBEAINET, VAT AL TEKEINZBET
NAT ORI T,

NATDO RF ¥ I varyaly b BT AEERATLIE, VAT LONRT p—< L AL[E
FEMEZ M ESED 2 ENTEET, FEMCOWTIEL, —RARBERTE T A RO T
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I Network Address Translation (NAT)

NAT Dz Dt 74 k54> [

DEHE B L TL 72 &V, asp rule-enginetransactional-commit nat =~ > K& L &
R

Iy NT = F Ty NEFRIZTNA—T D PAT 7 — U2l KICFEE /N FE S
OEELAFIEM T RN TL XN,

BEmA T a AIFECTAMEBRIZESTHY, XTOT e b a/)LTHEEET S & IER
DERA, T2E X, SIPTIE, NAT 2 L TSIP ~y ¥ —%2EHT 572927 a ba
AV ARY g UGBTI, BHAEBEFRICT S E ZOMBEIIIThuEY A,

Protocol Independent Multicast (PIM) L ¥ 2 Z ODNER~RA m— K TNAT 32 Z &%
TEEHA,

(twice NAT) T =27/ ISPA v Z—T =24 A vy h T v 7 Ob—TF 4 VIR ETY—E
ALV T TV =AU M T 774~ VA B—T oA RERNY I T T A F—
7 A R) ODNATV—/VEERT 235613, V— L CHERMELIRE LT E &0,
TIA=VA L E =T 2 ADV—=IVWNR I T T A LB —=T 2 ZAD)L—LE D HE]
WZhHDHZEEMRLTLIIEIN, ZHUCKY, 7L RE, 774~V ISPHRFIHTE 2
WIREIZ, BUUEDL—F ¢ ZREEICE SV TIE LW NAT 56561 o F— 7 = A A& RN
TEET, kA 7oy VEBETDHE. NAT Lb— LiE, F8E LARWIEAICITEET
BA—NDTFA<V A H—T =2 A FITERLET,

AUV B =T 2 ATEZSNIZNAT Lb—L & —F LR ET 7 4 v 72OV TASP R

= - 7B nat-no-xlate-to-pat-pool 3R S DG EIL, HEEZITDL N T T4 v I DT AT
YTATANAT V=V Z@E LT, 774 vy 7 PEBRSNTIZEBTELEIICLE
ﬁ—o

GRE b R/ RIRA LV PONAT ZRETDHHAEIL. =V FRA LV N THR—TT 54
THEEINITAHLENRDH D T, I LW E, PR EBHELTEEYA, =0 FK
A MI, =TT IATETLOT RLRIZEREFELET,

DHCP & BOOTP (74— bk UDP/67 ~ 68 Z 34 L £9, BOOTP (FFEILEZNTWNHT=8,
DHCP % E17 L TW 554, BOOTP " — h ® NAT L— /L &2 ERkT % &R — FEID 4 To
RIEN AT AAREERDHY £, Fv b =287 A MEITDHCP EsR &2 EET 54
A, fROVICDHCP V L—%2 325 Z E2RF LT EE0,

FhUT, BEFOZEH (xlate) ZEHA L7ZRV@EE (F— "0 b7 T4 7 8) B, [

2 b (ConnectionEvents) JIWZHLW7r—¢ LTHESINDIZ LB £, T,
TIAT v "B ETTICKTLTEY, Y—_=0R80O 7y NERETDH &, Bl
DT L xlate DHIFROBOEWEIRETTF AL ZCEELET (L DBEE, 77V r—
a Y OEEZIZTCP 2 X v 7 D7 UV —2T v 7NEK) o T3 R A HIR L
72 DI xlate ZHIFRT B 72, xlate N ETZFAEL TWBRBIZY— =23 o REL
AREMER BV 3, AR N UBRRONLRNWGEAE, TS AF—KTHT
Z ay ha—/ R —ORANZESWOCTHIORR A X hEu ZICieek L £7,
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Network Address Translation (NAT) |
B <o r7rL24900 k0RO —0 4TS s FNATOSHA KSA >

IVEVY ZPRLRARATVOHO MOy FID—9 AT x5 ~NAT
DAA R4
HAFT I w7 NAT DFEIL, ~ v BT ENET RLRAIZH L TA T V=7 hERIT TV —
TERERTALERNHY ET, DX A 7O NAT OBRAIE, 7= " ERIZIN—T %
ERTHZ¢H, AV IA L TRLAEHHATHZELTEET, Xy NI—F TV
kN Z—71%, IEEGARIP T R L ADOFIPHF 72I1TEEO KR A M7 %y hTHER SIS

2B T T RURAEIERT DGEIZHFIZMEHR T, object network =< K & object-group
network 2~ R&EFEH LA 7 V=7 FE{ERRLET,

VBT T RVADET V=7 N EERT 25AIE. ROTA RITA 2B E LTS
AN

1 ODFRy NT—F FT V=l b Z—T12F, IPvd 7 KL AL IPv6 7 KL ADWNT L
N—HDOAET =l hRA LV TAY T RVAEZEANDZ ENTEET, IPV4T KL R L
IPv6 7 RV ADWE & T NV—TIZ AND Z LT TEEHA, 1 OOXA TETNEENT
WAHMEIMNH D £,

HELEENAYYELYZIPT RLRIZOWTIL, NAT DFDOMD T A RF4 > (10 ~=2—
V) BEERLTLLIEZ N,

e Xy NTU—IF TVl NEIITIL—T O PAT 7 —UIZIE, KILFE LN LFEZ LS
DOEELAFIEM T RN TL SN,

e XA F w7 NAT :
A VTAV T RVAIIMERATEERA, Xy NUV—7 TPy bERIFIN—T
HRETAMENRDH Y F7,

ATVl NERIIITN—ITE, TRy bEEDDLZLIITEERA, ATV
7 MI, #HEZERTLHILENRHY £3, F—7100F, AR M EFPHEZDDH &
MNTEFET,

sy BT ENTEF Yy NI ATV MCHEIPHE R A NPT RV ADM TR E
FNTWBEE, ®HIZZ AT 2 v 7 NAT IR &, A R IP 7 R L AL PAT
DT F =Ny 7 L LTHAESNET, A7V NIRRT RLANTOLIE
FNTOWRWEET, T PAT I SN E T,

« XA F v 7 PAT (FRifk)

I TV FEFERTARDIZ, FETA U TA L HRARNT RLRAEZFRET DD,
FEEFALE—T oA AT RLASZEBETXET,

eI TVl VERATIHGRE. ATV NERIIIA—TICY T Ry FEEDD
ZLIETEERA, ATV MEL 1 ODKRA M, FI3EH (PAT S —L D
B) FEFRTAVLENRHYET, 1 —7F (PAT S —LDEA) 2%, B DKRA -
CHEIPHE GO DL Z ENTEET,

¢« AXT 4 v NAT 7213 — NEBREFEFAT DAY T 4 v 7 NAT :
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I Network Address Translation (NAT)
FBOT LA TUTH bEEURVELY 7 ELR ATV +O Twice NAT0H A E51> [l

ATV FEMATARDYIZ, AT T RLRERET D, FhEA
H—T 2 A AT RVAZEECEET (R— MNEWREMEHAT LAY T 1 v 7 NAT O

o

F TVl NEFRTAEEIE., ATV FERIIIA—FITHEA N, &, £
Y72y 2 ANDZ ENRTEET,

« T AT T 4T 4 NAT
ATVl bEMATARDVIZ, A T4 T RVAEZRETEET,

cFTVx s FEERT ISR, ATV NI BT AEROT RLR L
BLENHY ET,

EEOT7RKLRAA TSz FELEUVITVYELT FRLR AT Y
kD Twice NATDHA KS4 >

NAT L— LT &2, RICET2%y NV —0 T V=27 bEFRIFIIN—T%2 4 OFETHREL
F9,

o &1

I

TLDEEEDOT RLA

ol

T~V T T KL A

o

o 2&f
«GRIEDREEDT N LA

FEDV LT T R A

TRTCORNTIT T 4w 7 %R T any ¥ —T— R A T4, FLEF—EDOHX A 7D NAT O%H
ZA v Z—T A AT RLAZF T interface ¥ — 7V — RZHEELRWEEIZ, A7V =7 IR
VETY, 2y NI —2 A7 V=27 b Z—71%, EEFRIP T KL AOHIPHE 721385
DHEA R T Xy NTHREND~ vy B 7 T RLAZERT DHEICHICERNTJ, object
network =~ K & object-group network =2~ > REEH L CTAH 7 V=7 M E{ER L ET,

Twice NAT DA 7V = 7 b EVERT DAL, ROBVA RTA4 0 E2FBEB LTI EEN,

1Ry NT—F FT V=7 b ZJ—T12F, IPvd 7 KL AL IPv6 7 KL ADWNT i
M—FHDOFT =) A TAY T RLAEAND I ENTEET, IPAT RL AL
IPv6 7 RV ADW & 7 NV—TIZ AND Z I TEEHA, 120X TETNEENT
WDMERH Y 7,

HERINAET BT IPT RLRIZOWTIE, NATDZEDIMDO T A KZ A4 (10 _—
V) BEZBLTLLEE N,

e Xy NU—IF TV NEIZT V=T D PAT 7—VIZIE, RIUFE/INTFEEE
DRETLAFIE TN TLIEE0,

« XfFEILH AT I v 7 NAT :
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B =07 L2470 hBEURYELT FRLRA A TO Y +O Twice NATDFHA K54 >

GHEIT. EEOT FLADOKEXWIT L —TWNENWIT L —F I B 7 Ens k5
WCRRELET,

Y BE VT EINTA TV 2 NERIFIT AT, PRy FEEHDH I LIETE
FHh, AT V=7 NI #@HEZERT OXLENDHY T, Z—T1E, FAME
HHEEZODLZENTEET,

BT ENERY NI =7 ATV MIHFIPHERA NPT KL ADM G NE
FNTWBEA, ®HITZZ AT I v 7 NATIZHEHA S, A R IP 7 R L AL PAT

DT F—N "y LTHASNET, #7227 MIHEART RLARIOLNE
FNTWARWEAIE, TN PAT IR S ET,

« KEIEF AT I v 7 PAT (Rl

ATVl FEFEHATARERIF. ATV NERIIITN—TIY TRy N EEDD

TEIITEEFERA, ATV MEL L ODOKRRA N, FEHEAE (PAT S — LD
B) FERTAHAVLERHY ET, Zr—7F PAT 7 —LDOEA) 1Zid. B DKk A
LHIPHAE GO D ENTEET,

cEETLAXT 4 v NAT £7213R— NEBAERE LTZ-AX T 4 v 7 NAT :

VBT ENEA TV NERIFTNA—TITIE, RA N, #@il, FE TRy
FNeBDHI ENTEET,

CARAT 4w o BUTIE, BEIN1I T, Lo T, EBEOT FL AL
U7 T RLAOEIIREI U TY, 72720, HEIS U TRRIRICTDH N TEFE
‘j‘o

CEETLT AT T 4T 4 NAT
CEHEDOF TVl M~ BT ENTEA T2 PR BT HLERHY F9, W

HERCAT V=7 baEATLZEL, RLIPT FLARGENLSMERIOAT Y =
7 MEERTHZ B TEET,

CSEIEAX T 4 v 7 NAT F7213R— NEBERE LT AXT v 7 NAT (FifcOEHITE
WCAZT 47 TF)

o Twice NAT O E72EREIT. S85CIP 7 RL A& S H D 2 L TN, %67 RL i34
Fra T, sET FLRAZEELESSG. 2OT RLVRIZAZT 1 v 7 B ER
ETEXD0, MICTAT T 47 4 NAT &£, %687 FLAZFEHET
|2 Twice NAT Zi%E L C, EBEOT KL Ak TE2FRy NI—2 A7V b 7
N—TOFEREIZILFE TON—VONEFAT T Z 5 Te, Twice NAT OO RFE DO —
PIEAT A2 N TEET, FEMIHOVWTIE, Ry hU—2 47V 7 F NAT &
twice NAT Ol (4 _X—) 2L T &V,

cTAT T 4T 4 NAT Tld, EBEOAT V=7 MNe~vo BT ENTA TV =T b
M= HVENRDHY 3, MACRILA7 V=7 FalT2286, ACIPT
RUANEENDBHOAFT V=7 FEERTHZ &b TEET,
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FoON 014 K54 > [

AT 4w v EUIE, BEIX1ITT, LEER-sT, EBEOT KL At~y
YT T RLVAOEIIFEILTY, 7272 L, LBISUTERLIERICTHIENTEE
‘a—O

e AR—FE#H L—TFT v RE—ROHR) BERESNTZAZT 4T A F—T xR
NAT Cid, v BV T T RLVRADRYy NT—F FT V=7 NI A—TTiEi<,
interface ¥ — 7V — R &5 ETE 9,

» www.example.com 72 E DR RER KA A 4%, RSN (vy B 7 &)

sde e LT TE £9, FMIc oW TIL, FQDN #file A K74 > (17 ~4—
V) EZRLTLLEEN,

FODN EEEEDHA K54 >

IP7 RLAORD Y IZFLMEM KA A >4 (FQDN) Ry hT—2 47 =2 ML T,
twice NAT /b—/ /W Z Mg 7 (v B ) sidefiE C& £, 72L& 21, www.example.com
Web Y —"—%550 D5 8T 7 4 v ZIZHESW TN — LV EERRN TE £97,

FQDN Z {35 &, v A7 AEDNS R A TG L, IRESN72T R L AIZHE-SWT NAT L—
N EZALFET, BEHDODNS h— "= N —TEEH L THDLEAEIE. 74 VZ RAAL
DB S, 7 A NAIESNTHEY R T V—T 05T RUARER SN ET, DNSH— 13—
NOHBHOT RUAZRET 556, HHINST FLRAZKROBERICESZET,

CHBELIEA A =T 24 RAEE LY T2y b EIZT RLVARHIHEEIL. TDT FLAN
ERHENET, WU TRy MIIEELZWEAIE., BRNGEINZT RUAMEHRA S
i‘g—o

« BHEDOEE T E BB DOSEIHRDOIP XA T IF—H LTV DIRBERH Y T3, =& xIE,

WG DEETTT RLANIPV6 DA, FQDNA 7Y =27 MEIT KL AZ A 7L LTIPVG
ZIRETLOMENH Y £, BEEOFEEILH IPvd DA, FQDN A7 =7 MIT R
LAZAT L LTIPVA ZRETHHERDH Y 77,

FE)NAT 50 E I ESN DRy NU—2 ZL—TFICFQDN A7 V=7 NagH b 2 L3 T
FH A, NAT Tlik, 1 DD50EHR A FETNZDH A 7D NAT L—/LZH L TV B 728,
FQDN 47 ¥ =7 MIBEMTHEMATLILNERH D 7,

FQDN % IP 7 K L AR TE 20 G4A . DNSHRIEDSEG SN D & CU— WTHSRE L 8 A,

EREOR—bBEUVITVELY T R—FDY—EXF TV FD
Twice NATD HA K54 >
MEIZEU T, ROV —EA AT V=7 NEBHETEET,
cEETDEBEOR—F (RET14vIDH) 2T EDERDODR— F
cEETXDIVET R—F (RETA4VIDH) FLTREDIVELT K—F
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B sr=vonar

object service Z~v > RZMHH L TAH7 V=2 FEEKRL ET,
Twice NAT DA 7 ¥ = 7 b EAELT 25 G5, ROTA RTA4 0 E2BELTIEI 0,

« NAT /X, TCP, UDP, BLUSCTP DHZEHKR— kL ET, AN— bE2EHRT LA, FEE
DYV —EAFT V=l bOFr bart<wy 7 =R AT V=7 O v han
O GFEFECICLET (2L 2IEM A E S TCPIZLET) . SCTP R— hDfEkEZ G X
2T 47 Twice NAT L — LV ERETE LT3, SCTP 7V v — a D3SO b
Ao PRARHATH D20, ZHIEHERESNERA, SCTPICH L TROVICAZT 4 v
F 77 b NAT ZH L £9,

« Inotequal (L <72\ | (neq) HEEFIEHA— RSN TWEREA,

TATUT AT 4 A= ME#TIE, EEOR— e~y BT K= FOmFIZHE LY —
A FT V=7 FPEATEET,

cEETLEAT I v NAT : IKETLH AT 2 v 7 NAT Tlit, A— FEHIVR—FENE
A,

B FEIAA T v PAT (Bl  BEIXHAF I v PAT Tit, A— MEHIT VR —
FENnEEA,

« EFEILAXT 4 v I NAT, R— NEMERELIZAXT 4 v 7 NAT, £E7 AT 7T+«
T4 NAT : h—ERX A7 V=7 M, #HELR— R EskER— MOl FEEDHI L
NTEET, 2L, BMHFOYV—EAAT V=7 M, FETLAR— b FELFBAER— D
WD ERET DML ERHY T3, THHOT 7Y r—a UREEDOEF LR — &
HHT 255G (—#0o DNS $— =72 &) [ZEETLAR— M X O%ELER— O 5 %15
ETHHENDY T8, BEEDOEEILTAR— MIvosIcEHEINERA, & 2, &
FETRAA PDOR—= b Z2EHRT AT, B ETI—ERAEZRELET,

CSLIHAZT 47 NAT 7013 — NEBARIE LT AZ T 4 v 7 NAT (SiieDEHITHE
WCAXT 4 w7 TT) AT T 4 v 7 728578 NAT Tl %8 TOHRR— NE#HAEFE
1TCEET, = RAAT V=7 MUTEE LA — N ESEER— FNOM G E2EDH Z LN
TEETH, ZOHAE, R — FOBMEHISNLET, HETLR—FEHEELLEY
A, BlHENnET,

A4+ v NAT

ZIZTIE, FA4F 07 NAT & Z OB IEFIECHOWTEHLET,

SA4F v NATIZDUNT

XA F w7 NAT Tlid, EBEOT RLADO I NV—T1L, 568%ry hIT—2 L Chr—FT 47
T%ﬁ7/5/77FVﬂ®7~W’W@éhi¢ vy BV INET—MH BT KL A
X, EmE, BEOIAV—T X000 T, BEHRORA Mk ry N =277
TATHE, NATIE, v v BT ENEZT AN LIPT RLAZZORA MIED B TET,
UL, EFEOR A SRS ABE LT & XTI ER SN E T, B L T\

. Network Address Translation (NAT)
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s4+zvonatizonT ]

M7ZTANTHY, BN LZA LTI THE, ZO2—FIEFELCIP 7 FLAZEFLEE
No LTZWRHST, 77 HRAN—INTEOEGNHAI SN TVDIHETH, 5By hU—27 0
a—HL, XA T I v 7 NAT 2T H R A b ~OMELRBEG 2B TEEEA,

B

GE) BRI/ L TS, 7278 A L— L THASHTWIUE, U E— b AR MIEREK
A R~OERHEHBTEET, 7 RLAITHIARARETH D720, RA S ~OBR ML S
FHA, FEL. ZOESE. TZ7HAL—ADOEX2 YT (IKGECTEXET, VE—FER
N B DRI T D &, BT A RArdA4~—nVty hEnET,

WO, — IR ZAF I I NAT DV T VA ZRLET, EEOKRA NEZTNNAT & v
va v EERTE, INEBENTFRIENET,
K 2:54+ 32 v NAT

Security
Appliance ;
10.1.11 . / 209.165.201.1
; >
10.1.1.2 209.165.201.2

Inside /Outside

WO, = v BT T R ANOERHEEZHRATHND Y E—FRANERLET, ZOT
KU A%, B R TSl T — 7 izinWizd, X7y M Fae vy 7EnE4,

3:RYEVYT T RLA~NOERRBERATVOSUE—F KX+

Web Server
www.example.com

[=]

—

( QOutside
(o

209.165.201.2

209.165.201.10

Security
Appliance *
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B s rzvonarorsens

BALFIVvINATOREEF A
XA F I w7 NAT IZiE, RORENRH Y F97,

Iy BT ENTE T MIHDT RUAREBRO 7 V—T X0 /D nGE. TR EIZ R
TT7 40T INENE, T RLARRETDAREMENRH Y F97,

PAT TiX, 1 2DO7 RLADOR— F &AL T 64,000 B2 5EMENHTE B2,
DA Ry S BEICRAET DA, PAT 2721 PAT D7 +—A "y 7 R &AL £
j—o

XY BEU T ENT TNV TIIN—T 4 VT AR T R R E ST 20NN B D D
W, =T 4 VT ARER T FL RIS HAETERWEALH D £3,

HAF v 7 NAT OF I, —8D7 1 b a2V PAT Z A TE R nWE W) Z 2T, =&
ZIX, PAT 3R OGAIIHEE L £/ A,

*GREN—Yar 0REDEIC, A—"—u—RFTHDDOR— bR R2NIP 78 kol
TIItERE L £ A,

s —H DN TF AT AT T IV r—2a2EDLHT, 120K —h EZTFT—% 2 MY —
LEFDH, BIOR—F EICH#IARRZ2REL, 4A—7 0 AZ X — RTlEenwWr 7Y r—
varChEELERA,

FAFTIVI 2y bI—=9 T2y ~ NAT DERE

TOWETIH, FAFTIVINATDORY T —2 7= FNAT ZHET B HFEIZHONT
FAL £,

FIE

ARTYT1 vy 7 7 RLRICARA MEIFEHOR Yy N —27 A7 =7 I (object network ==~ >/
R) . £y hU—2 TP Zv—7 (object-group network =~ > K) Z{ERL L
£7

ATVl NERIIITNV—TZE, TRy hEEDHILIETEERHA, A7V b
X, BHEAEETHVLERHLY ET, ZL—FI0F, FA N EHBEESDLI LN TEE
T

VBT ENTEFR Y U= ATV 27 MCHEPHERANIP T RLADOBGREEN
TWAEE, #iIEX A I v 7 NAT IZHHSHL, BAA NPT RLAIXPAT D7 4 —
Ny LTHEHENET, A7 V=2 MZARART RLARTIOLMEEN TR
BAE, TN PAT IS E T,

ATV T2 NATERETHHFY NI—2 ATV =7 b aEREZIIMRE L £7, object network obj_name
1 -
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hostname (config) # object network my-host-objl

AT T3 (ELWT RLARHLIA TV =7 bERETIHEIIAS Y 7 T5) Bt 5FEEED IPva
71X IPv6 7 KL AZEELET,

« host {IPv4_address|IPv6_address} : Hi— MDA A R D IPv4 £721XIPv6 7 R LA, =& 21X,
10.1.1.1 F£721% 2001:DB8::0DB8:800:200C:417A,

» subnet {IPv4_address|Pv4_mask|IPv6_address/IPv6_prefix} : *~v N7 —27 D7 KL A, IPv4
7Ry FOLAE, 10.0.0.0255.000D L HIT, AR—ADEAIIT AT BEOHET, IPv6
DA, 2001:DB8:0:CD30::/60 DXL H1Z, T RLVALETF VLT 4 v 7 ABBE—Da2=>y | (X
N—=272L) LLTEOET,

« range start_addressend _address : 7 R L A DO#ilfl, IPv4 L7213 IPv6 O#HiHZI5E T %
To SATERIT VT 4 v 7 AEGORNTIIZEN,

1 -

hostname (config-network-object)# host 10.2.2.2

RFYTE ATV NPT RLADSEAF T v NAT 2 ELETF, BEOFTT Vs Mot LT 1
SO NAT V— VTR R ERTEET,

nat [(real_ifc,mapped_ifc)] dynamic mapped_obj [interface [ipv6]] [dns]
FNEFNOBBITIRD L B0 TT,

A BTz AR (TN T ITN—T A R—=DA U HF—T = ATNE) EEOA
VH =T x4 A (rea_ifc) BLW~v T A2 —T A A (mapped_ifc) #EE L E
To WHyaZEOLIMERHYET, V=T v RE—RTIE, EEOS X —T =R
BLOv oy BT A =T 2 A ZAERELRVGEIE, TXTOA v Z—T = A AWME
HainEd, £72. (anyoutside) DL INZA U F—T = A ADNT I ETITH FIZH—
U—Rany ZEETH EHTEET, 2L, anyiZT7 VU v FTA—T DAL A
A —T7 A RTIFEH I EE A,

VBV ITIPT RLA =T IPT RLARGENDS XY NU— TV =7 M E
723Xy NU— AT N I —TERELET,

e AU H—T A APATD 7 +—L v 7 . ({EE) interfacex—U— RNit, /1 F—7 =

AAPAT D7 4 — N Ny VA FZ—TNMILET, v ELTIPT RLAEBEOEET
L. RO A =T A ZADIPT RUANEH SN ET, ipv6 ZI5ETH L. A
VE—=T A ADIPV6 T RLVABMERHINE T, ZOA 7T 3 o Tldk, mapped_ifc IZFF
EDA LB —T 2 A RERETIVLERNDY ET, (o TSN F—T AR
NI oY Th—TF A= L XL, interface #FEE T FHA)

*DNS: ({EE) dnsF¥—7U— Ki%, DNS A EH L E T, DNS A VAT g iAo
=T NI 5 TNAZ L HER LTSN (F 740 FTIEA X—7 N TT) , M
WZOWTIE, NAT A L7ZDNS 7= U LISEoEXWZ | 2L T EEV,
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B s rzv0x9ro—v 300 NaTORE

1 :

hostname (config-network-object) # nat (inside,outside) dynamic MAPPED IPS interface

1

WOFITIX, AT R L% 10.2.2.1 ~ 10.2.2.10 O#PHDOEH1Z 192.168.2.0 % v h T —
T EBTHAAFTI v I NAT #RELET,

hostname (config) # object network my-range-obj

hostname (config-network-object) # range 10.2.2.1 10.2.2.10

hostname (config) # object network my-inside-net

hostname (config-network-object) # subnet 192.168.2.0 255.255.255.0

hostname (config-network-object) # nat (inside,outside) dynamic my-range-obj

WOBITIE, XA FTI VT PAT RNy 7T v T HRELIZZ AT I v 7 NAT &%

9, *v hU—710.76.11.0 NOK A hE, £ natrangel 7 —/L (10.10.10.10~
10.10.10.20) 2~ > B> 7 EHET, natrangel 7 —/LINDOTXTOT RLANED Y
THLZ B, pat-ipl 7 R A (10.10.10.21) ZEH L TH A I v 7 PAT BFEITSH
F9, H—, PATERL TR THEASNTLESTHAIR, NS v F—T =AM AT
RURAZMBHLTHEAF I 7 PAT WETINET,

hostname (config) # object network nat-rangel
hostname (config-network-object)# range 10.10.10.10 10.10.10.20

hostname (config-network-object)# object network pat-ipl
hostname (config-network-object)# host 10.10.10.21

hostname (config-network-object)# object-group network nat-pat-grp
hostname (config-network-object) # network-object object nat-rangel
hostname (config-network-object) # network-object object pat-ipl

hostname (config-network-object) # object network my net obj5
hostname (config-network-object)# subnet 10.76.11.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic nat-pat-grp interface

ROFITIEZ, AT IV I NAT XA F v 7 PAT Ny 7T v 7 &ML TIPv6 &
A N IPVAIZEHT 2 KO ICRRE L ET, WExR > bV —2 2001:DB8::/96 D7 A
MIFHOIZ, IPvd NAT RANGE 7 —/L (209.165.201.30 ~ 209.165.201.1) (I~ v &'
7 E3ET, IPvd NAT RANGE 7' —/VINOTXTOT RLARE Y {TH%IT
IPv4 PAT 7 F LV A (209.165.201.31) ZfEH L TH A F I v 7 PAT BNFEITSNET,
PAT b T X CTHEH SN T LE -G AIE, MBS v F—T A XA T RL A&
LTCHEAF v PAT NFETENET,

hostname (config) # object network IPv4 NAT RANGE
hostname (config-network-object)# range 209.165.201.1 209.165.201.30

hostname (config-network-object) # object network IPv4 PAT
hostname (config-network-object)# host 209.165.201.31
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hostname (config-network-object) # object-group network IPv4 GROUP
hostname (config-network-object) # network-object object IPv4 NAT RANGE
hostname (config-network-object) # network-object object IPv4 PAT

hostname (config-network-object) # object network my net obj5
hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object) # nat (inside,outside) dynamic IPv4 GROUP interface

S A+ = w4 Twice NAT DERTE

ZOIETIE, AT v 7 NAT O Twice NAT # R ET D HIEICOWTHAL 9,
FIE

ATV TN FETLXDOEEDOT FUA, RHMETXTOYy BT T RLA SEEDERDOT FL A BLO%EE
DO~y BT T RLAZ, FANERITEBEOR Yy NI —2 47 =2 b (object network =
<~V R) . FRERY NI ATV =7 |k JL—7 (object-group network T~ R) % A{E
MLET, BEOVyE LT T RVAIZFQDN Xy NV —7 A7 V=7 baflif+5Z8b
TEET,
T RTOFEIL N T T 4 v 7 BT L5656, BETOEROT FLATHT 247V
7 FOBEMNMEAF 7 LT, RDVIZ, nat 2~ RiZany F—TU— F&fRETE £,

e R— NEHARZRE LTS DAL T 4 v A H—T x4 ANAT DL ERETHHEE
X, 58D~y BT RLRACHT LA TV 27 FOBMEAX Y 7 LT, bYic,
nat =~ RiZinterface ¥ — 7V — R&RETX £,

FTV 2 FEAERT 25 E1E, ROTA RTA o HZE L TIIEEN,

GEEIL. EEOT FLADOKEWT IL—TRN/NEWIT V=T IZ~w o B 7 EN5 L O
Ebiﬁqo

ATV PELBFINV=TIZE, T FRy b eEH s LIETEERA, AT V=T b
X, fiHAEERTHIMLERDY £7, Z7—TI2F, RA N EHFHHAZEDLENTEE
ﬁqo

BT ENTEFR Y NI =T ATV MIHIFHERA NPT RLADEERE EN
TWAEE, #iIEF AT v 7 NAT IZHER SHL, BAA NPT RLAIXPAT D7 4 —
Ny 7L THERASNET, A7 V=2 MZAART RLARTOLMEEN TR
LEk, TN PAT I S E T,

ATv T2 (EE) sEDOEREOR—FBIWEEO~ v B 7 R—MIYV—Y A 47V =7 b EERK
LET,

ZAFT Iy 7 NAT DG, 5 TR— MERO L ZFITTEET, Y—EAFT7 V=7 MZ
TRETCAR— R L3R — FOMGE2EZDL ZENTEETR, ZOHEIE, sk — 2T
PERSNET, FELR— MEEE LGS, BlIhE T,
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ATYT3 FAFTITYY NAT ZRELET,
nat [(real_ifc,mapped_ifc)] [line| {after-auto [line]}] source dynamic {real_obj | any} {mapped_obj
[interface[ipv6]]} [destination static {mapped_obj | interface [ipv6]} real_obj] [service
mapped_dest_svc_obj real_dest_svc_obj] [dns] [unidirectional] [inactive] [description desc]
FNENOBMBIIRD LB TT,

AV B =T A A (TN T TN—T AN—=DA U H—T o ANE) REEDA
vHE—T A A (red_ifc) BXW~v b7 A4 F—7 x4 A (mapped_ifc) ZFEE L F
T, WA v azEDLM0ERHY ET, V—T v RE—FRTIL, EBEOAS X —T A A
B~ o BT A H—T 2 AERELLBWEAIEL, T XTOA X —T = A ADME
Hahxd, £72. (anyoutside) DL IITA U F—T oA ZADWTIUNETILI HIZF—
J—FRany #HETHZ L TEET, 2L, anyiZ7 Vv FA—T DA LN A
H—T oA AITHEH S EE A,

e/ varBLOYT: ({EE) T 740 b T, NAT HANX, NAT 7—7vD& 7 v =
V1 ORRBIEMSNET (NAT L—ADJEF (5_—) #58R) . /a1 T
7, B2y ar3 (Ry hU—27 A7V x27 FNAT V=L D#%A) ([ZV—V%B
T 5446, after-auto ¥ —U— R&2HA L E T, A—/Uid, lines|& &AL T, @72
v a VOEEOSGINICHATE £,

s EETLT FLA

e EBEOT RV A Xy NI—7 AT V=y b, F—7 Fizidany ¥—V— K%
RELET,

Y B S T RLAARARY NI =Y ATV NERIFIV—TERELE
T, MEISUT, ROT =Ny 7 FREZRETEE7,

e AU H—T 2 A APAT D7 —/L w7+ (EE) interface ¥—7U— %, A
VHE—T 2 A APAT DT 4 — NNy T A RX—TNMILET, v ETIPT
RLUAZEWNRZTE, ~ o BT A =T 24 ADIPT FLAMEA SN
F9, ipve EIRETHE, A F—T A ADIPv6 7 RL AN S ET,
ZOF T a rTiE, mapped ifciZRFEDA v H —T oA AEHET HLERD
DET, (v TENEAE—T oA ANT Y ¥ T—TF AL R—|Z
o TWAhE XL, interface ZFEETEEHA)

5T FL A ((EE) -

Y BV T T RLVA Ry NI =0 ATV VERIEII V=T HBELET, R—
NEMANRESNIZAZT 4 v 7 A2 —T A ANAT IZ[RY | interface ¥ — 7 —
FEELET, ipv6 ZHETH L, A X —T A ADIPv6 7 FLANERH SN
9, interface Z8E T HH AL, KT service ¥ —UV—FRbRELET, 247
va T, real ifc iZfFEDA X —T 2 A AERETHLERDH Y 9, FHMIIC
ONWTIEL, [R—=MEWMAERELIEAZT 4 v 7 NAT (42 X—) | #8RLTL
720,
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CEBOT KL A Xy NIT—I ATV bEREFINV—TEHRELET, TAT
T 4T 4 NAT TlE. EBEOT7T KL A< 7 7 RLAOMFICHICFE UAT
Tl NERIIIN—T AL T,

SR — b ([BE) vy BTSN — XA A7 V=7 PBROEREOYY—E X F
TVx7 FEEbIT, servie¥—U—RNERELET, TAT T 47 4 R— AT
I, EEEOR— e~y BV R=FOWMGIZFE LY —EA AT V=2 haHLET,

«DNS: (F&E. BETICOREHINHL—1L) dnsd—T — RiL. DNSIGE A EH L F
T DNSA VAR g VA X—T N> TWDH I EEHERLTLLZEWN (T 740
FNCEHA RXR—T N TT) , 3BET NLAZFRETHHE, dnsF— 7 — NI E T ¢
Mo FERIIZOWTIEL, INAT ZfH L7 DNS 7 = U LnEoEEXHZ | 2R LTLE
YN

BT (EE) 58T RUAREETLT RLAND b T 7 4 v 7 BB TE 20 K91
4 %1%, unidirectional Z#5E L ¥ 1.

T T 4T (EE) avy REHIBRTZ2MERLS ZOBRNEIET 77 4 712351
1. inactivex—U— R&EHEHLET, HET 77 0 7{bd 51214, inactive¥—VU — K%
frCa~y ReRz2EHEALET,

« il : (fEE) description ¥ —U— RZEH LT, &K 200 XFOHHE AT LET,
1 -

hostname (config) # nat (inside,outside) source dynamic MyInsNet NAT POOL
destination static Serverl mapped Serverl service MAPPED SVC REAL SVC

1

WIZ. 209.165.201.127 % v N U —27 OF——F 110 203.0.113.024 % N T—27 D
P —=R—ZT 7 AT EHHEONEF Y bU—710.1.1.024 DZ A F I v 7 NAT &%
ET 5P RLET,

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname (config)# object network MAPPED 1
hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object) # range 209.165.202.129 209.165.200.158

hostname (config) # object network SERVERS 1
hostname (config-network-object) # subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 1
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B 5rzvoem

5A4F=
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destination static SERVERS 1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 2
destination static SERVERS 2 SERVERS 2

WIZ . TPv4 209.165.201.127 % > R U —27 OH—,"—F5 110 203.0.113.024 %~ U —
T DY ——ZT 7B AT BHHED IPv6 NERF ~ b U —7 2001:DBS:AAAA::/96 DX
A F Iy NAT #RETHH 2~ LET,

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED 1
hostname (config-network-object)# range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object) # range 209.165.202.129 209.165.200.158

hostname (config) # object network SERVERS 1
hostname (config-network-object) # subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED_ 1
destination static SERVERS_1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED_ 2
destination static SERVERS_ 2 SERVERS 2

v 7 PAT

WD RE Y7 TlX, A4 F v 7 PATIZOWCEALET,

B4+ vyY PATIZDVT

HAF w7 PAT TlE, EBEDOT FLABIOEETR— IR 12D~ v BT T RLAE
FOBEBADOR— MIEBINDZ LIZL-> T, BEROEEOT KLAR 1 DO~y B 7 1P
T RLRICEBEISNET,

EEITEAR— MR LI A7), FERICIINOE Y v v a URKETT, Tk
ﬁ\wlUJMSL@\NLMJM6EH%@%@ﬁ%ET70

WORIE, XA F I 7 PAT D— R F ) A 2R LET, BEDOFRA NN NAT & v
a UEERTE, INEEENTTEINET, vy BV I T RL A EOLEHTHIE L TY
N, =R EAFI v 7IZEVEToENET,
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s4+svoemmoxseis

H4: 514+ 3y PAT

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021
»
10.1.1.2:1025 Z 209.165.201.1:2022

>

Inside /Outside

BHAHERGE L CWBR, 77 B A L — L THA SN TR, s88ry NV —27 Eo Y E— |
RA MIEWE R A S~OEREZRGTEE T, EEOR—FT7 FLABL O~y EL S
A—=FT7 FLRAFIELLLTFRIARETH D7D, BA M~OERIIMLSNETA, 7277
L. 2OBEIE. T7EAL—NLOEX2 VT ¢ ITIKGETXET,

B OFMIRENGIND &, RN— AR IR Y £5, v /LTt v a »PAT Tl
PAT DX A LT (F740 T30 MEHENET, By a8 @ PAT Tit.
xlate 23772 BIZHIBR S U E T,

B

GE)

A H—T 2 A AT EIZRRDPAT 77—V E2HEHTAHZ L E2RBEID LET, DA Z—
TxA A, FFIZ Tany] £ X2 —T =4 AR LT —NVEFEATEE, T—ABTITHB L,
HLWEHIEH TE 2R— F 2L 20 £,

T4+ 2y PATORRAEFRA

HAFI w7 PAT T, 1 DO~y BT T RLAZEHTELH28, V—TF 4 7 A[fER
T RUARERENET, S5, ASAAN LV Z—T A ZADIPT RLAZPAT T FL AL L

THEHTEEY,

FLT7 VoY TN—THNDOA B —T A A TEBT D5E1L. IPVOXMILDF AT I v
PAT (NAT66) I TE £t A, ZOHIRIL, A X =T 2 A ZARERDLTY v T N—F
DAUNR=THHEE, F12TITV P TN—T DA L R— LBV —T v K A L H—
7oA ADMITITFEY LEH A,

XA T w7 PAT 1L, #fHIANRALIIRR2 DT —% AN —AERO—O~YVTF AT 4T 7
TUr—a o TIEIHERE L £ A, NAT B8 XL PAT O R— hOFEMICSOWTIEL, 77 4 /L
AV AR a L NAT IZBT S HIRFH 22 L T a0,

AAFI v 7 PATIZE T, B—DIPT RLANLEE SN LI ICRZ D55 < oBkn
EREND Z EnH Y 3, Z0HA, ZOEEIEY— 3T DoS W& L L TR S L5 AlHE
HRHYET, TRLADPAT 7N ERELT, PATT RLADT U R b E) YT
EHERTHE, ZORWERMTEET,
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B rwvo—ntsozsrorarsay

PAT =LA T2z bDHAFZA4

PAT 7—NVD3 >y NT—27 A7V =7 NelERT 2581E. IROTA KT A4 N> TL
Sy,

PAT 7—ILDHE

o IN— ML, 1024 — 65535 OEPADOFE A FRE/R AR — MN~v v B 7S Ed, LEITGLT,
1024 ZHERGEDO THIR— M2 EH T, R— MHEKREZBIEHRT b TEET,

7T AL TINMETHEE. T RLVAZLICSRBEOR— DT a vy 7N T AEDRA
NR=ZBY Y THN, ZNHOR— T ryIJNTY Yy EV I M TbhEd, 7uvrE
DUTHADZ LTESHAE, 7 ay 780 BT A X > TR— b3S nE T, =
DT 74NV RHS512TT, 77 AZ—a2=y FOHIR (7 TAX—DHARX) 2ELT 5
BAIE, xlate 27 VT 950, TNA AZFHEIB LT, PAT /'~ V% T TALX—2=y
MIBEENZHEHY B TTEA 912 LTL &N,

*PAT 7/ —/MZx LT ry 7R Y TEHENIT 256, A— 71y 27131024~ 65535
DHEHPFATOLFND B TENET, ZDD, 77V r—2 3 UM ISWAR— I ES (1~
1023) Z#MEET DL, WRELRWAREERH Y £9, =& 2L RA— K22 (SSH)
BEERT LT TV — 3 0%, 1024 ~ 65535 OFPHN T, FA MZEIV Y THRET
2y JNDO, v~ BT IR NERGLET,

cFUPAT /=N ATVl "N 2O00RNAINL—LOECHEHATIES T, TR U4
Ta v EZENL—IVHRELTLIEE W, 72& 20E, 1 2O — )L CILIE PAT BMEE S 1
DHEEIE. b —FDONAL— /L THILR PAT NIEESNDILERH Y 7,

« RA MIBEFEOER N HHEEIT. FOFRA MO OLUKBOEEHIFE U PATIP 7 KL%
EHEALET, SHTRERR— FBRRWIES, Sl onsaEEnd o £4, 2o
REA RS 51C1E, v Raeerd 7o g U2 AL £,

e RT3 —< U AEHERITTHITIE. PAT 7—/LHNOIP 7 KL 2D % 10,000 (ZHIR L =
‘j‘o

PAT 77— L D153k PAT Di5&

L DT TV —ay AV AR a TR, EEPAT I3 R — FENTWEHA,
PR— "IN DA AR g DEE—EIZONWTINE, T ANV A AT g
VL NAT IZEHT 2R HEEZSR L TS EIN,

o XA F I w7 PAT L— UIZ%kF L CHRIR PAT %2 A X —T WIZT B6, PAT 7—1LDO7T R
LA%, R—h TV AL =33y b=V EREOBDAXT 427 NAT D PAT 7 KL
AL LTHBHEHATLZZ EIxTEEEA, 28 2L PAT 7—/LIZ 10111 BREENTWD
e, PAT7 RL AL LTI101.11 2T 25, A—hK FF7 AL —T a2 b— L&
DAHXT 4 v NAT (IMERRCTE 8 A,

ePAT 7— N %EFEHA L, 74 —N Ry I DA H—T x4 AERET D56, LR PAT %
AT EE A,
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g4+290 2 ra—s 470z rearoxE |

+ ICE %7213 TURN %7 % VoIP BlE CTix., $EE PAT 2 L2V T &, ICER
L OYTURN (., T RTOFEICH L TR L TH D 72D PAT /31 5 4 ZITHEIEL T
WET,

« VT AEND=y NTIIEPAT 2T L IXTEER A,
LR PAT 1L, T /3 ATOAE VKRN L £,

PAT 7—IILDSH > FOEVARDES

e RA MZEZEDOHESEN B A B AT, FORA M OLIFEOBRIZFE U PATIP 7 KL X
ZHEHLET (K= IBMEHRETHLIELAE) o 72720, 20 DEEME X, 72—
F—=N—=NREAET L LERDNET, TXAANT 2=V F—R_"—=F 5L TAINPLDE
FEDEERGE TITIRA D IP 7 RUAPMER SN2 WGERH Y 5,

ePAT 7/—/L )L—)L/TF 7 Rub b—Lb A B —T A APATL—ANBELA X —
TxA A LETIRBIELTWS &, IPT RLAD THF#EN] b BLZ I ET, BELEA v
H—T 2 A ZACPAT —VFEIIA v Z—T =4 A PAT DWTHMNEZRIRLET, B4
T 2% PAT /L— WEERC L 72T 72 &0,

s 7 Rr BT, FRICHEIRE PAT LA S DY AIZ, REDAEY NHESNE
T, NAT V=M~ B 7 Ens 7 e haV/IP 7 KL A/R— MG Z S ITER SN b
=, 72 Fu b TIEE < DRIFNAT 77— A AMER S, AE Y MER S ET,
JEBE PAT TiX, S 5H12% < OEEE NAT 7 — A MER SV E 7,

BAFIV Ry MI—D AT +PAT DERE

COHETIH, FAFTIVIPATORY hU—27 727 b NAT iR ET D HFIEIZHOW T
ALET,

FIE

AT 1 (EE) ~ v b7 T RLAZKRAR MERFFEHOFR Y NU—27 47 Y= | (object network
av U R) | FRERY NU—T ATV~ 72— (object-group network =< > R)
ZERLET,

ATV PEEATOIRDYIC, ERTA Y TA Y BANT FLAZRET S, %
T3 =T 2 A AT FLAZEETE LT,

e ATVl VEFEHTAEEE. ATV FEFRIFINVN—TICY T Ry FEAND D &
WX TEERA, 727 MI, 1 DOKRA M, F23HPE (PAT 77—V DOBE) 2 EFHE
TAHXLERSHY 3, FL—7 (PAT7/— L DOBEEL) 121k, BHEOFA N L&Es AnD
ZEMTEET,

ATV T2 NATE2RET D3y NI —2 A7V =7 NaVERETI13MmE L E 7. object network obj_name
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B srzv0xvro—v 30y reaTORE

1 :

hostname (config) # object network my-host-objl

ATYT3 (ELWT RLARGHIZAT V=7 FaRETIHRRIFIAT Y 7T 5) BT 5FEEED IPv4
71T IPv6 7T FL AR EHELET,

* host {IPv4_address|IPv6_address! : H.— DA NDIPv4 £/ IPve 7 KL R, 7= & 213,
10.1.1.1 £ 7213 2001:DB8::0DB8:800:200C:417A,

» subnet {IPv4_addressIPv4_mask|IPv6_address/IPv6_prefix} : % T —27 D7 KL A, IPv4
P7 Ry FOBE. 10.0.0.0255.0.0.0 D Xk 91T, AR—ADHBAICY AT BEDET, IPv6
DA, 2001:DB8:0:CD30:/60 DL H12, T RLAL TV T 4 v AZBE D=y | (R
NR—=27pL) LLTEDET,

« range start_addressend address : 7 K L A DO#ilfl, IPv4 £7-13 IPv6 O#HiPHZIETE T %
To YRIZERITZT VT 4 v 7 RAEEFDRNTIEE N,

&1

hostname (config-network-object)# range 10.1.1.1 10.1.1.90

ARTYTE ATV MIPT RLADEAF I VY PAT ZRELET, HEDOFT V=7 MIx LTI
DD NAT V— T EERTEET,

nat [(real_ifc,mapped_ifc)] dynamic {mapped _inline_host_ip | mapped_obj | pat-pool mapped-obj
[round-robin] [extended] [include-reserve] [block-allocation] | interface [ipv6]} [interface [ipv6]]

TNTNOHRPFITRD LBV TT,

A UHE =T 2 A A (TV T TN—T XA N—=DA B —T = A ATNE) FEEEDA
VH—T x4 A (real_ifc) BLN~v T A2 —T A4 A (mapped_ifc) #HEELE
T, AWy T ZEOIZMERHY ET, V—T v RE—FRTlX, BEEOS v H—T AR
BLO~v oy BT A F—T oA AEBELRVGEE, TXTOA v Z—T = A AWME
HannEd, £72. (anyoutside) DL INZA U F—T 2 A ZADWT I EIZITMH T IZF—
U—Rany #EETHIEHTEET, 272 L, anyiZ7 U v ¥ ZTA—T DAL N A
H—T A ATITWAINEEA,

RYEUTIPT LA Ry BT IPT RLAZROLOE LTRETE £
e mapped_inline_host_ip: 1 > 714 R"A K 7 KL A,
emapped Obj : IRA KN 7 RL AL LTCERIND Iy NI—F AT V=7 b,

« pat-pool mapped-obj : #HE DT KL AZ G Xy NIV—7 A7V =l NEZIZT NV —
7

sinterfacefipv6] : v~ v B TSN A U F —T 2 ADIPT RLVARS BT T R
VAL LTHERENET, ip6 2fBELTHAE, A V¥ —7 A ADIPv6 7 KL A
PERENET, ZOF T a o Tidk, mapped ifclZfFEDA & —7 = A ZA&FE
THLENRDHYET, (BT ENTAE—T A ART N v T)—T R
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g4+290 2 ra—s 470z rearoxE |

UR—D & XL, intafaceBIEETEERA) ZOF—TU—FF, A Z—T A A
DIP7 FLAZFEHT L EXIFEHTHIMLERHVET, 1 T4 T, £2i3A4
TV FELTANTAZ LITTEERA,

¢ PAT 7—LIZHOWT, RO ard 1 DL EEIEETEET,

eround-robin : PAT 77—/ ®OF 7 Kb 7 RLRAED Y T2 A x—T VI LET,
TR rERELRTIUE, 774V FTPAT 7 FLADTRTOKR— M
WO PAT 7 RUANMER SNARNICEID Y ToNET, JV v Rrber X THE,

WD T RVAIZRE > THWMEHAINDRNZ, 2ZHDOT NL A, £toke, 7—
ANDEPAT 7 RLAMWLT RLA/R— MRE DY THNET,

« extended : §L3E PAT % A 2 —7/WIC L £, JL5E PAT Tix, BHIEHROSELET KL
AELR—=bE2EFO, IPT FLAZTETEHRS, =R T LIT65535F DR — hH3l
HEhEd, @H, PATEMBOERFFIZSEER— N &7 FLRAIIEBE I NN\,
PAT 7 RLA®HT=Y 65535 HDO KR — MIHIRINET, 7=& 21, 55 PAT % {F
LT, 192.168.1.7:23 (21879 & 10.1.1.1:1027 DZEH, 38 L1 192.168.1.7:80 (2 [f]
A0 10.1.1.1:1027 OE#HAVER TE 97,

sincludereserve : 7 KL AEHIIMHH TE 28— FO®EICTHREAR— K (1 —
1023) #2850 FET, ZOF T a rEHBELRWGAS. 7 KLA1X 1024 — 65535 O
FPHNDOR— SO EBm SN E T,

« block-allocation : I"R—k 7w Z7EY B TE AL RX—T NV LET, F¥IUT 7 L—F
F VI RHUE PAT 51X, NAT IZ— B2 1 DT DR — MEHRZE D Y TIH 51K
DPVIZ, ERARNOR—F DTy 7 52EVLBTCHZLERTEET, F—hDT Y
JHEEIVYTHE, RAMNLDZDOHOPERTIE, 70 v 7HNDOT o F LRI E
NHH LA — IMERHEINET, MBS E T, FAMBRITOT B v 7 NOTRT
DOR—NMIBELTT 77 ¢ 7B e FFoualBMmo 7 e v 7 3EH 0 Y ToivE

T, A— Ty 7, 1024 ~ 65535 OFEPHTOHLEID B THNET, R—FrD7
2y 7B Y4 Tid round-robin & AHAVERH D 923, extended 47 m U EFEHT
LHZLlITEEYA, Tl AV F—T A APAT DT —)L 8y 7 2+ 5 2

L TEEHA,

e A UH—T 2 A APAT D7 +—V Xv 7 . ({LE) interface[ipv6] ¥—7— NiX, 77

A~UPAT 7 RLADRIZANENTZEZICA X —T 2 A APAT D7 4 — NNy T %
AFZ—TNMILET, 7IA~VPATT RL A& E-TLE, ~v B A 2 —T =
AAZADIPT RUAMEHENET, ipv6 & fEELT2HE., A1 v F—T7 A ZADIPv6 T K
VAMEHESNE T, 2047 a2 Tk, mapped ifclZREDA V¥ —7 = A AEFRE
THOVLERHDET, (Fy T ENTAE—T 2 A ART IV T T)—TF A 3—
DL XL, interface #FETE EHA)

1 -

hostname (config-network-object)# nat (any,outside) dynamic interface
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&
iy

B 5395 wicerarn

il

WOFITIX, 7 FLZ 10222 OEHIT192.1682.0 %> NV — I Z@BTHE A FI v 7
PAT #3%EL ¥ T,

hostname (config) # object network my-inside-net
hostname (config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic 10.2.2.2

WOBI T, WA v 2 —T =24 AT KL ADEHIZ192.1682.0 % v T — 2 &[Stk
TEHEXAFI VI PAT ZHELFT,

hostname (config) # object network my-inside-net
hostname (config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic interface

WOEITIE, XA F I 27 PAT & PAT 7— /L&A L THE IPv6 % v kU —7 %4k
HIPVA Ry U — 7\ ZEWT 5 LI ELET,

hostname (config) # object network IPv4 POOL

hostname (config-network-object) # range 203.0.113.1 203.0.113.254

hostname (config) # object network IPv6 INSIDE

hostname (config-network-object)# subnet 2001:DB8::/96

hostname (config-network-object)# nat (inside,outside) dynamic pat-pool IPv4 POOL

A4+ = w4 Twice PAT DEETE

ZOHETIE., XA F 3 v 7 PAT @ Twice NAT R ET 5 HIEICHOWTEI LET,
Flig

ATy T FHMELOEBEDT FLAL EEXOVy BT T FLA, SiDEBEDOT FL A BLU%EE
DO~y BT T RLVAIZ, AANELIFHIEOR Yy NU—27 727 | (object network
av o R) | FREFRY NY—2 ATV = b 72— (object-group network = 2 )
ZERLET, skeD~y 7 7 RUVAIZEQDN %y U —27 A7V =7 b&EHAT5 2
LHTEETS,

e T RXRTCDOEEIL N T 74 v 7 ZEWT A6, EREILOEEOT RLRAIZHT A4 7V =
7 FDBMMEAF 7 LT, RDVIZ, nat 2~ RiZany F— TV — F&fRETE £,
A UH—T 2 A AT FLAZ< o7 7T RLRELTHERTHAIL. BHETO~ Y
VLT T RLVRRKTAAT V=7 bOBENMEAX Y7 LT, OV, nat 2= RiZ
interface ¥ — 7V — R&ZEETE £,
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ATy T2

ATvT3

4+ = v % Twice PAT DR E .

o R— NEMAERE LTSI DAL T 4 v 7 A B —T = A ANAT DB ERET D856
I, SO~ B ST RLAICHT DA T V27 FOBEMEAF v 7 LT, b,
nat =< RiZinterface ¥— UV — R&EEBEETXET,

F T2 NREATABEEIE. ATVl PRIV T Ry hEEDDH I EIET
XFEVA, A7V ME. 1 OOFRA N, E£THE (PAT 7 —VOBE) 2 EHRT HMLE
NHYFEI, F—7F (PAT 77—V DEE) 121, BEOKRA N EHPHEEDLZ ENTEE
—g—o

(EE) SLEDEBEOR— B IO ED~ vy By R—MIH—E R FT V=7 M afEl
LE7,

A AF v 7 NAT DA, 5 TR— "NEWD K ZFITTE LT, Y—ERXA 4T V=7 hC
TR ETTAR— R EFER— DM G E2EDBZ ENTEEI N, ZOHEAEIL. sdhedh— 2T
MEHINET, BELR—FE2HRELELGA. EBRINET,

BALF Iy PAT ZRELET,

nat [(real_ifc,mapped_ifc)] [line| after-auto [line]] source dynamic {real-obj | any} {mapped_obj
[interface[ipv6]] | pat-pool mapped-obj [round-robin] [extended] [include-reserve] [block-allocation]
[interface[ipv6]] | interface [ipv6]} [destination static {mapped_obj | interface [ipv6]} real_obj]
[service mapped dest svc _obj real_dest_svc_obj] [unidirectional] [inactive] [description description]

FTNENORBIZKR D LB TT,

A BT AR (TVyT ITN—=T AN=DA U F—T = A ATLE) EEDOA
vH—T7 x4 Z (rea_ifc) BLO~ v Y (2 —T=A 2 (mapped_ifc) ##E L%
T, AWy T ZEOIZLERHY ET, V—T v RE—RKTlX, BEEOS X —T AR
BIO~o BT A F =T oA AEBELRWEAIE, TXTOA U F—T = A AN
AEnEd, 72, (anyoutside) DL A ¥ —T A ADNT N ETIEH HFIZF—
TJ—Rany ZHETHIEHTEET, HHEL, anyiZT7 Vv ¥ I A—T DAL N A v
2 —T A ATEH SN ER A,

eI arBIOYT: (|EE) T 74/0 b T, NAT HANZ, NAT T —7 LDk 7 29
V1 ORBITEMENFET NAT L—ADJEF (52—) 2B8H) , /a2 1T
372K, B2 ar3 (xy b= A7V K NAT L—/LD#%A) 1Z)V—)L & BN
T 554, after-auto F—U— R&2EHA L FET, L—id, line5|#&#H LT, @t/
v/ g L OEEDOEFICEATE ET,
c EEILT FL A

cEPEOT FLVA Xy NI—I A7 V=l b, INA—7 Flzldany ¥—V— K%

BELET, EBEOA L X —T 2 A ANLY v BV T ENTA V H—T 2 A A~DT

RCDNTF T 4 v 7 BT HGE, any ¥ —U— RE2FEHALET,

Y BT T RLA : ROWVTNNERTELET,

cFy N0 AT V= b i RARNT RLAEEDRF Y NU—2 A7 V=7 b,

« pat-pool mapped-obj : HE DT KL A%&&Glery NI —2 ATV =7 hEITT
=",
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e interfacefipv6] : (UL—FT v RE—FKD&H, ) v~ v EL T AL H—T = A ADIP

T RUVANRS BT T RLVAR (L H—T A APAT) & L CHEAESNET,
ipv6 45 E LT BE. A v F—T A ADIPv6 7 FLABMER ShES, Z0
A7 a Tk, mapped ifclZBEEDA X —T = A AERET HLENRDH Y F
T, (RYBEYTINTA L E =T oA ANRT Y T TN—T A RN—DL X
1. interface #IEETXFHA) PAT P— L FEHIIXy NT—27 ATV b
TIDOXF—T—KREHEETDHE, AV X —T A APAT D7 4+ — VN I PNH
70 E9, PATIP T RLAZFEWRET L v~ v BT A ¥ —T xR
DIPT RUANMEHASNET,

PAT 7—ZHOWT, IROFT T arD 1 DL EEEETEET,

e round-robin : PAT 7—/L®OF > Raby 7 RLRAE Y ¥ CTr A4 R—T 2L
79, TR U ERELRZTIUX, T 74V N TPAT 7 RLADTRT
DOFR— MIKOPAT 7 RUARFEHENHANCEH VY TonET, JU Ke
YR TIE, BHIOT RUAIZE S THOMEHA SNDHHIZ, 2FEDOT RLA,|
FIFOWRE, T—IVHADKZPAT 7 RLAMNLT RLA/R— MRED L THR
£7,

« extended : §L3E PAT %A % — 7 WIZ LE 7, JE5E PAT CTi, BHIEFHROFEET
RLRALER—=FZ2ED, IPT7T FLAZLETIERL, = AT LI 65535 fHD
A— IBMER SN ET, B, PATEROMERFHIS AR — LT FLAITEE
SN, PAT 7 L AHT210 65535 D R— MIHIRESNET, 7-& %
X, 598 PAT &4 ] LT, 192.168.1.7:23 (215> 9 A D 10.1.1.1:1027 DZEHa,
BEON192.168.1.7:80 (210175 9 H5 A 10.1.1.1:1027 DZEHa A VERK TE £,

eincludereserve : 7 RL AZLHUFEHTE AR — FOBHICTRELA—F (1—
1023) #@Z0Ed, ZOF T a rE2EELRWES. 7 F L A131024 — 65535
DOHEHPFANDO R — FDOIRITEB I NET,

s block-allocation : I"—h 7 v Z7EID Y TE A X —T W LET, F¥ VT
L— REZII R PAT OBA1E, NAT IZ—FEIC 1| Dol — NEHAZE Y Y
TEELZRDVIC, BRAPDOR— DTy 7 2E VS TEHZENTEET,
R—=rDOT7ao 755N YBTELE, RAMNLDZOHOEHRETIL, 7uv /N
DT EMMIBRINDOFT LA — FMEHESNET, HEITISLT, AA MR
TEDT 1y 7 NOTRTOR—MIBELTT 7T 4 7Bk 2 RoBA 1B no
Tay 7 NEDYTHERET, AT ey 7, 1024 ~ 65535 OHIPHTOAHHE
DU THNET, A— b7 1y Z7E Y TiXround-robin & AEMENRH Y F9
M, extended 47 a L EMEATLIZEIETEEYRA, Flo, AV F—T A A
PAT D7 4 — Ry 7 2FEHTHZ L TEERA,

FELET FL A (BE) -

VBV I T RLRA Xy N =0 F TVl FEFRIZINV—THRIBELE T, R—
FNEBARELIZAXT 4 v 7 A X —T = ANATIZIRY GETY v 7 —F
DA AU H—=T oA ADH) | interface ¥ —T7— REFEELE7, ipv6 2 HE
LT-Ba, A2 —T A4 ZDIPv6 7 RLAMEH SLE T, interface #$5E 7T 5
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5443 v wice PAT0EE [

BaE, B servicex—U— RLEELET, 2047 > a T, real_ifc (TFFE
DA VHE—T 2 A AEFRETIHILENDY T3, FFIZOVTR, THR— FEHE R
ELIEAZT (w7 NAT (42 2—3) | 28R LTLIFEN,

CEBEDT RLVA Ry MU= 37Vl bEFRIIIN—T2RELET, TAT
T 4T 4 NAT TiL, EBEOT KL AL~ BT 7 RLADMFICRICFE AT
Pl NERIFIN—TEFERLET,

BUEAR— b (ER) vy ENEY—EA ATV FEBIOEROY—E R 4
TV bEEBIT, savieeFX—U—RFEEELET, TAT T 47 4 R— FEWT
X, BEEOR— e~y B 7 R=FOWMGIZFA LY —EA AT V=2 el LET,

HFm : (EE) T FUAREEILT RLA~D N T 7 4 v 7 BB TE 2K 91
4 %12iZ. unidirectional Z¥5E L ¥,

cHET T 4T (LEE) a~vr REHIRTAMLERS ZONV—NVEIET VT 4 72T DI
1. inactivex—U— RF&EHHLET, HET 77 1 7{b+ 51214, inactive¥—VU — K%
LW Ca~vwr FekzmATLET,

il o (fEE) description ¥ — U — & LT, K200 XFORHEZ AN LET,

1

hostname (config) # nat (inside,outside) source dynamic MyInsNet interface
destination static Serverl Serverl
description Interface PAT for inside addresses when going to server 1

1

WIZ ., AN Telnet H—/3— 209.165.201.23 ~D7T 7 B ARFHZINE Ry hT—2
192.168.1.024 DA ¥ —7 = A APAT Z#%E L. 203.0.113.024 v U —7 EDOH—
IN—= DT 7 ARFIZPAT =NV EFEH L THX AT I 07 PAT R ET HH%ZR L
i‘j‘o

hostname (config) # object network INSIDE NW
hostname (config-network-object) # subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT POOL
hostname (config-network-object)# range 209.165.200.225 209.165.200.254

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 209.165.201.23

hostname (config) # object service TELNET
hostname (config-service-object)# service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object) # subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW interface
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B & r+onvsavucizszraronE

destination static TELNET SVR TELNET SVR service TELNET TELNET
hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool PAT POOL
destination static SERVERS SERVERS

WRIZ, AR5 TPv6 Telnet V-—/3— 2001:DB8::23 ~D 7T 7 & ABFIZNE X v b T — 72
192.168.1.0/24 DA > # —7 = A A PAT Zi%E L. 2001:DB8:AAAA::/96 F* v T —7
DOV — R~ DT 7 AR PAT P — L E2 L TCH A F I v 7 PAT 2R ET D
Flamrm L ET,

hostname (config) # object network INSIDE NW
hostname (config-network-object) # subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT POOL
hostname (config-network-object)# range 2001:DB8:AAAA::1 2001:DB8:AAAA::200

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 2001:DB8::23

hostname (config) # object service TELNET
hostname (config-service-object)# service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # nat (inside,outside) source dynamic INSIDE NW interface ipvé
destination static TELNET SVR TELNET SVR service TELNET TELNET

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool PAT POOL
destination static SERVERS SERVERS

R—bk TRy JEYHTIZKS PAT DERTE

Fx U7 7 L— RELIIRHEPAT TiX, NATIZ 1 EIC 1 SDOR— MEHEZE Y Y TEHED
DOTIERLS, BERANMIA— b DT a7 2EDYTHZ LN TEET (RFC6888 5L
TLEEY) , A= b7 av 7 ZEDYETCH L, FAMDPOLOZOROER T, 7uy’
WOT U FNTRIREINDFHLWVA— "B EET, HEIZSLT, AR MBIEOT 7y
JNOTXTOR—MIBELTTY 77 ¢ 7 a FOBa Mo 7 e v 7 350 4 ToHh
T, Ty I OR— M ERTLIEED xlate NHIESND &, T oy 7 BERESNET,

R—k 7 ry 7280 4 THERBRIL, B X Z7OMi/M T, A=k 7uy 7080 4T
NRigkSh, B SnE I8, A— bk 7 e v 7 N TER Sz xlate lIiig kS EH A,
—J., aZ oML 0 R 9,

R—=FrD7 17131024 ~ 65535 DFAFHTOAREID K THiLES, TCP, UDP, I NICMP
BHHOEROT vy 7 083HY, Znb0T7ay 7 IXEETIHEERHY 9, TOD, T
TV r—ra NS OVER— hEE (1~1023) 208 E325 L X%, BEREL e WATREMEN &
V&S, ExiE, A—F22 (SSH) ZERT L7 7Y r— 3 0%, 1024 ~ 65535 D#iPH
WT, FAMIEHVYTOENTET vy 7N, v~y B ENeR—MERELET, K
A= B EEFERATLT 7V r—ya i LT ey 7810 B CTEHER L2RVMER] O NAT
JL— L EVERR CTE £9, Twice NAT DS I1E. L—BfEEICT o v 7EH ) Y T/L—/LOFRIIC
kDXl LET,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
f—t ovosyucizssraroxE [

1R BHIIZ
NAT L— /L DOfEH EOIEE :

s round-robin ¥—U — R3&H 5 Z LIETE £7 3, extended. includereserve, F7-1%
interface (f v H—7 2 A APAT 7+ — RN 7 H) 2552 LIXTTEERTA, TDh
DFEETL/FHDT R A LR — MERLFFTSINET,

BEFDON—NEEZRZ D5E1E, NAT A AL T 53T _XTOr— X LAk, BEX#z 5
N—VIZBHET D xlate #7 UV 7T AMLERH Y 3, Ziud, FrLwr— L z2gcd
H1DICMETT, TNOEVIRIIZZ VT T80, ERITHICHA LTV MNIRDHET
FHET, 2L, 772 —TET 256, 2=y M7y 72 ELLEMATED
L2 IR —% ) u—RTHLERH Y F£7,

B

GE)  BEOPAT L—/L 7y 7E)HTPAT V=LAV X5
Y&, A7 Y =2 FNAT TliE, £ — L ZHIERL TH 5 xlate
VT THRMERDY ET, £O%, LA 7T =2 FNAT
N—VEERTE EF, £ 95 LAgnE, showaspdrop HihiC
pat-port-block-state-mismatch N2 v 723K RS VE T,

« il ) — RiZ72 5T 34 A2 PAT 7 — NV EMHT HEEFED NAT R U > —2 b 57
AL —HT HE, PATAR— F7ay ZEADIE L IS en &#%Di#
HilfE , — RixAR— b7 v v 7 2 £ 7213583, show nat pool cluster summary =~
VRIFTRTDI FAHF— ) — RTTRXTCOR— T v 7% RESERVED & £~ d 5%
EMHY ET,

o 7 T AL —FT HRNC, $lf#H ) — RIZ/2 5T /34 A6 PAT 7 — V&5

BEfEDO NAT R o —%BIBRLET, 77 AZ—DENET Lz, NATRY v—
PHRELTERLET,

IV TAL =PI TSN TEY . T XTOR— 71y 773 RESEERVED & £oR
ENTVDLEAT, BEEZZTHNATRY O —ZHIBRL T ERLZEELET,
D%, KUY —%FfER L TR L %7, shownat pool cluster summary =2~ > K
EEHALT, A= Tav B3N 728 —) = REEIZELISBINTNDLZ L%
B LET,

« FEED PAT 7' —iZxt L, £ S =LV ZEHT 5T XToOL—Zxt LT 7 ry 7 &
BVCTERETSD (FRIFHEELRY) LERAHD ET, | DOL— T ay 7 &80 Y
THZEIFETET, BIOL—ZEHV Y THZ L TEERA, EET D PAT 7—L
Fny 7B Y CHREZBESTLZLIITEERA, T2, A= EHL—LE 5T
ABZT 47 NAT L — VA EMEIELZ LIFTEEEA,
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B o« roovomvaccszmione

FIE

ATy T

ATy T2

ATvT3

ATy T4

(A7vay) 7oy 780 YCH A XEHRELET, ZHUTIEKE T2 v 7 OFR— METY,
xlate block-allocation size value

FEPHIL 32 ~4096 TT, 7 74 /L MES12TT, T 74/ MEIZETIZIE, noBXAHH L E
K

T 70 S EERLRWEESIE, BN U721 X 64,512 1B HEI L TWA Z L 2R L

F9 (1024 ~65535 DFEH DR — b)) . HEREBD &, HHATERWEAR—FREALET,
7l x1E 100 235ET 5L, REOKRFHR—F RHY 9,

ER) FARNZTLICEHVETCHZ LR TEDIRRT ey 7 BEHRELET,

xlate block-allocation maximum-per-host number

FIRRIZ 7w Fa L ZEICRESNLOT, HIR T4) 1%, AA T & O LR 450 UDP 7
By, 4OOTCP 7y 7, BIUOY4ODICMP 7y 7 ThhHZ EaEWLET, BET
EDMEOHAIZ1I~8 T, 774N MI4TY, 7740 MECETIZIE, noBXEMHL E
j‘o

(A7 a ) BE syslog DA Z A X —T VI LET,

xlate block-allocation pba-interim-logging seconds

T 74N R T, A— bk 71 v 7 OfERREB LOHIFRFIZ S AT LT syslog A v 2— U0 ERL
SINFET, WERF L T E2AX—TNCTLHE, BELLCHRTRDO A vy —UNERINE
T, AvE—VIE, TORETHYI Y TONTWETRTCOT VT 47 R—h Ty sl
AR—hL%ET (Fu b= (ICMP, TCP, UDP) ., EETLB LA v F—T = A A, IP
T RUVA K=k Tav7izEte) . HEIX 21600 ~ 604800 72 (6 Rif2~5 7 HE) Zf57E
THIEATEET,

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped_interface:mapped_ip_address/start_port_num-end_port_num

i -
ciscoasa(config)# xlate block-allocation pba-interim-logging 21600

PAT 7= D7 1y 710 B TEEMT 2 NAT b—/L 2B L£7,
+ AT K PAT,
nat [(real_ifc,mapped_ifc)] dynamic pat-pool mapped-obj block-allocation
il

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src host
host 10.111.10.15
object network src host
nat (inside,outside) dynamic

. Network Address Translation (NAT)



I Network Address Translation (NAT)
Per-Session PAT 3 = (% Multi-Session PAT0 3= [

pat-pool mapped-pat-pool block-allocation

» Twice PAT,

nat [(real_ifc,mapped _ifc)] [line| after-auto [line]] source dynamic real_obj pat-pool mapped-obj
block-allocation

il

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src_network
subnet 10.100.10.0 255.255.255.0
nat (inside,outside) 1 source dynamic src_network
pat-pool mapped-pat-pool block-allocation

Per-Session PAT = 7= (% Multi-Session PATOD %

T 74NV E T, TXTOTCPPAT 77 4 v 7 BXOTRXTHOUDPDNS b7 7 4 v 7R
Per-Session PAT ZfifH L ¥4, » 7 7 4 v 7T Multi-Session PAT Z i fi3" 521X, Per-Session
PAT N —/V&FHE L F9, #Fa]/L— LT Per-Session PAT Z {1l L. 547/ — /1 C Multi-Session
PAT M L %7,

Per-session PAT {2 X > C PAT DHEiEMERR E L, 7 T AZ ) U T OEHEITKEA L /N—a2=y
MZAME O PAT #fi 2 TX % L 9127e Y £7°, Multi-Session PAT #&fcix, Hlfl—=v b
WCHIRE L CHlfll =y FEFTERE L TDOXLENH Y £7, Per-Session PAT 7 v ¥ 3 DL THF
2. ASA B U &y MABEE S, HIEIZ xlate BHIBRSNE T, 20V Ey MILoT, =
v R — RIZEVE S B 2 fif it L. TIME WAIT JRFEZ [A18E U £ 47, XfFRAYIZ, Multi-Session
PAT Ti&, PAT #A A7 U FMMEHENET (F 741 FTIE308)

HTTP°HTTPS 72 8D Tk v v KT T 7 4 v 7 OFA, Per-Session PAT iZ, 12D
T RLRIZE o THAR— F NG RE KIBICHESCT Z E N TE EJ, Per-Session PAT % fiff
HLZ2WGEEIE, FFEDIP 7’1 b a/uZktd 5 17 R b AD R KREERRITH 2000/F0 T,
Per-Session PAT Z i T 2 3541%, BFEDIP 71 F 2 U2k 5 17 R L 2D ER1T 65535/
FHITA 7 54 BTT

Multi-SessionPAT D A U v NEIEHTEXA NI 7 4 v 7 7= & 21X H.323, SIP, Skinny (Zxf L
T Per-session PAT %7 1 &—7 /WIZF H121%, Per-session fE5 /L —/V&{ERR L3, 72721,
henFa ba/L TS UDP R— Mot vy a VAL PAT HEMT 284813, £h
DIZFFR N — VAR T DR H D 7,

IR&H HEIIZ
F7 4 PN TIE, RONL—INBA VA F—LINFET,

xlate per-session permit tcp any4 any4
xlate per-session permit tcp any4 anyé6
xlate per-session permit tcp any6 any4
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[ Por-session PAT % - 13 Multi-Session PATO 852

FIE

xlate per-session permit tcp any6 anyé

xlate per-session permit udp any4 any4 eq domain
xlate per-session permit udp any4 any6 eq domain
xlate per-session permit udp any6 any4 eq domain
xlate per-session permit udp any6 any6 eq domain

INLDOL—FHIBRTEER A, 2SO —EEIC. FEMER ST — L D% TETE
LET, V= VFEFIGGHME SIS DT, T 74/ M — 1V EEhcd b2 EnTEET, 7=
EZIE, INLDONA— NV EREIINESE DL, ROBLOEZBMLET,

xlate per-session deny tcp any4 any4
xlate per-session deny tcp any4 any6
xlate per-session deny tcp any6 anyé
xlate per-session deny tcp any6 any6
xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain

Per-session PAT OFF ] £ 7213 ES NV — LV ZAER L ET, ZONL—UIT 7 3Lk )b—LD BT
ENINETN, MOFEER SN L—L X 0ITZF T, —WInd, @A 2 NER CTIER
LTLIEEN,

xlate per-session {permit | deny} {tcp | udp} source_ip [operator src_port] destination_ip [operator
dest_port]

BHIE L BHBIED P 7 R L AZONTIE, RO K I ICRETE LT,
« host ip_address : IPv4 £ 721X IPv6 " A b 7 KL AZFREL 7,
«ip_addressmask : IPv4 v hU—2 7 FLABLIOY TRy b w227 2HELET,
« ipv6-address/prefix-length : IPv6 % T —2 7 RL AL T VLT 4 v 7 AEBELET,

cany4d B Nany6 : anyd (X IPvd N7 7 4 v 7 EEFRELET, any6itany6 N T 7 1 v
7 ERELET,

operator Tlx, BT F I ETHA SN IR — v EFOLREEZEELET, T 744 b
T, TRTOR—ITT, HHTEXIEA X, KOEEBY TT,

clt: Tv/hsn
egt: ORIV
ceq: FLW
*neq : F L2
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2551y NaT |

e range : fEO TSR LEPH, OB TEZHEHAT 25 A1, 220K — "NESEZHELET
(%5 : range 100 200) .

1

WOFITIL, H323 T 7 4 v 7 DD ENL—LVEERLET, ZONT 7 1>
712 % Multi-Session PAT ¥MEH SN D L 91T 5720 T,

hostname (config) # xlate per-session deny tcp any4 209.165.201.7 eq 1720
hostname (config) # xlate per-session deny udp any4 209.165.201.7 range 1718 1719

WIZ, SIPUDP R— hMIt v a VHIO PAT 2 T5HZ LT, ZTAZDA LN
fCo SIP Oy #EFNCT 0% ~x LET, SIPTCP &R— hTldt v a VHEALO
PAT T 7 4V s TH DD, T 74NV FON—)VEEE LISEEERE, TCPIZ

J—VEEH D FH A,

hostname (config) # xlate per-session permit udp any4 any4 eq sip

AZ2T 492 NAT

T, AXT 4 v 7 NAT & FDOFREFIEIZOWTHA L E1,

AT 492 NATIZDULVT

ABT 4 v 7 NAT Tld, EEOT RLANL v BT T RUANDBEELBRIMER I E
T, Yy BT T RUARERTHEEHECRICTH DD, AXT v 7 NAT Tlix, WF
M OHERE (R A MO & R A R OEERHIOM ;) ZRMTEET ERaFl 577t
A = VINFIET DHA) o — . AT v 7 NAT BELOPAT TlE, %4 A LD
BRI L TR DT RVAE IR — F2#ERAT 5720, WEFMOBRMGITYR—FShEtd
Moo

WOBRNZ, —fRHIRAZT 4 v 7 NAT DYV dE - LET, ZOBHIIFICT 7T 47T
BB, EBEORANLEVE—F KA OB FREREZRBETEET,
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B o« rzmeaeLrze570 00 NAT

HK5:257F4v%9 NAT

Security

Appliance
10.1.1.1 E 209.165.201.1
< '

10.1.1.2 ; 209.165.201.2

< ; '
Inside / Outside

B

GE #MEISLT, WHMET 4 =T /I TEET,

— FEMAERE LR E2T 1299 NAT

R— MEBERE LIZAZT v 7 NAT Tlid, ZEO7o halBIOR— w7
éﬂt7mﬁ:wk;of%béﬁﬁfgi¢o

ABT 47 NAT A L CAR— b EHRETIHE. A—bEIZIP 7 FL A% [FE UfAEIC
<o U TTEN, BIOMIC~ Yy B ST A RIRTE £,
WO, RN— FNEWRRES NI —RIRAZT 4 v 7 NAT DY F VA2 R-LET, BH
K7y5/7LtT FE. BIOMEIC~ Yy B T LR — FOWE 2~ L TWET, WIo
r—2Z2TH, IPT7 RLARIFROEIC v B 7T E3NTWET, ZOEBIIEIZT 7747 THh
Dz, BHINTZFRA ML VE—F SR MO REREZBRGTE E9,
R6:K— FEREBRELLRZ T4 v NATO—RRRIESF Y F

Security
Appliance /
10.1.1.1:23 209.165.201.1:23
< 7
10.1.1.2:8080 ; 209.165.201.2:80
< Z >

Inside /Outside

N— NN — NV ERELTZAZT 4 v 7 NAT 1%, FRESNTZAR— RSP T KL ADH
2T 7B RAEHIBRLET, NAT L— LRI DRIDOR— N THEP 7 KL AT Z7EAL L
FETHE BN T ey EnET, 51T, twice NAT DA, NAT L— LD %(E L IP
T RUVAEEH LN NI T 4 v I B0 IP T KL AL 8T 2848, 5o — MIBRZ
< ReyPE&NFET, LaR-oT, $EEIP T RLAICKH LTHAENLHMDOTXTH T
T4y ZIGEIM— NV EBNT HMERH Y £9, X, A—FEREETICIPT R
ANWCABET 47 NAT L— L ZHREL, A— "L — L OBAICFNEZERE TEE7,
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—sgnz57+ 5 NAT [

B

CE) EBH L HFNVFXNDT TV lr—2a A VAT a URERT YU r—3 3 (FTP,
VoIP 72 &) 1Z2oWTidk, NAT WEHEMICED  F U R— 2Bl L$7,

WIT, R— " EHEFRELTZAZT 4 v 7 NAT OFOMOE GO —FH %25~ L E T,
TATUTATAR—bERERELZAZT 4 v NAT

WD Y —A~DINRT 7 B A Z MBI TEET, e, BARHrHR— T —b 2%
3% 3 SOEROH— 3 (FTP, HTTP, SMTP72 &) 3H 551X, b o¥—bE
AT VB AT EHLDDE—~DIP T FLAENB—F IRt cx x4, 2%, 74
TUTAT A R—MNEBREFRELIZAZT 4 v I NATEREL, 77EALELHIELT
WAHR—FMZESNWT, H—DAEIP T FLAEZEYS—_R—DELWIPT FLAIZ< Y
vy TEET, A" IEEOR— N (21, 80, BLU25) AHEHL T
L1, RN— FNEEETLHXENTH Y FHA, ZOBIOREIEZ OV TIX, FTP, HTTP,
BLOSMTP OH—7 KL A (R— NEBERELIZAX T 4 v 7 NAT) 2L TL
72 &0,

BEUNDKR— FDR— FEBRERELIZRAE2T 1YY NAT

RN— NEMAERELIZAZT 47 NAT 2T 56&, UL ) U R— M BEEREDL
DR — F DLW, ZOWOERLIATTEET, =& 2IE, WNEEWeb P — 303K —
k8080 ZfEM T 254, A— h80ICHNT 5 Z L &SN —FIZFFRI L, £ Dk, At
ZILOR— K 8080 [T T Z &N TEET, [AERIC, X2V T 4 22 HICm®DDITIE,
Web = —FITAEHELIAN DR — bk 6785 (8t T 5 L D IR L. 2D, ZH#izR— |k 80
WCRTZEnTEET,

R—FEBRERELEREI T4V 4123 —T 4 ANAT

AZT 47 NATIE, EBEOT KL REA L H—T A AT RLA LR — FOHAED
By B 7T RICRETEET, LT T ADINEA o F—T = A A
D Telnet 7 7 B AZNIHHAA MU XA L7 FT 556, WElAA RO IP T KL A/KR—
N23EANHA L H—T 2 AT RLA/KR— K 23wy B TEET,

—XNEDRAZT 1497 NAT

WH., AFT A NATIZ IR 1O~y B TRELET, LL, BElIck-oTd 1
ODEBEDOT RLAEZBEE DO~ v B 7 T RLAICERETHZENHY £+ (1 x%) . 1%t
ZDALRT 47 NAT HRET HE%E. EREOFRA NPRBEEEZFBT L &, IR0~y
BT RUABMERESNET, UL, AR MIET CHRBSNEZBREOSHA. FEDO~ Y
LT RLANDBEXZRBTE, 1 DOEBEOT FLAIIIEHRINEE A,

WO, — R 1 KIZDRET 47 NAT > F U Fa Rk LET, EEEOR A BB
LHEWIIERIO~ v B TT RUABMEREND 720, EEOKRA N IPERYIO~ v BT
IP OZEHL, FRERAICII T 0 #A D 2 0MTho £,
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B to~<versorur Gegsm

7:—REDREZT 1499 NAT

Security
Appliance

209.165.201.3

>

209.165.201.4

209.165.201.5

Inside / Outside

72 ZIE, 101227120 — RARZ U RFEET L ELET, BREINS URLIZISELT, bT
T4 I HEELWOWeb b=V XA L7 FLFET, ZOFIOREFECHOHTIR, B0
v BT T RLVR (ARXT 4 w7 NAT, 1 &%) ZEF oW — RN XT3 28 LT

720,
8 IRBEDRAT 14 v NAT DHI

Undo Translation
209.165.201.3 > 10.1.2.27

Undo Translation
209.165.201.4 > 10.1.2.27

Host
—
@tside Undo Translation
209.165.201.5 > 10.1.2.27

Load Balancer

vy ELTIF UL (FFHER)

Web Servers

NATIZHE, 1R L IS IZT TR, D, 230, ZX 12 EEEORED AL T 4
Iy BT TV FEEHTEDLE VI FZHMERH Y £7, Ik 1~y TERITIXZE
YV ITRETEERTAZEEBEIO LET, ZNbDMo~y BT AT g iE, T
LZ2WRER DB AET D alRetEn dH 0 £,
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I Network Address Translation (NAT)
tovversorut G |

BERERITIE, DRIZIZIH L LRUTT, 7277 L. REVDEHICRY , EREO~ > B 7 B0
EHTHOLMNIRLRWARESERH A7, LB LETHEEOXKT R AR L TIXEZ 0%
EERERT D22 aBEIO LET, &L DRZDOTFT VA TIE, PEOEREOT FLx
NEBDO~ vy 7T RLAZIERIC vy 78 NET (A%l BiZ2, Clx3) . +C
DEBEOT RLARS v BT ENEL, ROy BT T RUARRYDEBREDT KL AT
vy BT EN, TRTCOV BV T T RULART v BV 7 EINDETHRITSNET (A
4, BIX5, Clix6) ., ZORR, EBEOXKT RLRAZK L THEHEO~ vy B 7T R L ANFE
THZLIZRVET, I RHEORED LI, RO~y B TIEFHRRGFRTHY , LED
vy BT TR, EBOFANA~DNT 7 4 v 7 BB TEETN, EEOKRA MDD T R
TDOII7 74y 7iE BEILORNDO~ Yy 7 T RVALRTE2ENTEET,

WDKK, —f&HII2 DR ZD AR T 47 NAT > V) A &Rk L ET,
RI:DRHEDRET 494 NAT

Security
Appliance
10.1.2.27 / 209.165.201.3

< '
‘1 0.1.2.28 7 209.165.201.4
(1 0.1.2.27 7 209.165.201.5
<1 0.1.2.28 7 209.165.201.6
<1 0.1.2.27 2 209.165.201.7

Inside /Outside

ZRDEITZH1IORETIE, v~ v ELVITT RLAID BLELSDEBROT FUARGFELE
T, EBEOT RUARRET DRI, v~ v EV I T RUARRRELET, WHH OB ZEL
TELHDX, BIOFEBEDOIP T RL ALy BT T — LD Ty vy B T EiTolz b X
7P TCT, OO EMOEBEOT RLAI NI 74 v 7 2B TEETE, ZnNH~D T
T4 I ERMTEEEA, B0V X —2 NI T 4 v X, HEROEADS  >OEH (EE
JCIP, 3656 IP, PHMETCAR— R, 585ER— K, 71 han) [Tk THYRERDOT FLAIC
Rk S NE T,

=

GE)  ZxpDE7213% %t 1 O NAT X PAT TiEdH D FH A, 2 DOEEOKRA MME UiEELA— b
T2 L CR UM — "B X O U TCP4E5e R — MM T 7 B AT 58A1%, WHOK
ZMEICIPT RLRIZEEND L, T RLADESNH D 5ODF FIN—ETRW)
Tesh, W OEREN Y By FEivET,

WO, —fRBI72 S DDA ZT 47 NAT > F U A% RLET,
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. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

10: 2 VDRET 1499 NAT

Security

Appliance
10.1.2.27 / 209.165.201.3

< >

10.1.2.28 7 209.165.201.4 >
10.1.2.29 7 209.165.201.3 >
10.1.2.30 7 209.165.201.4 >
10.1.2.31 Z 209.165.201.3 >

Inside ; Qutside

TOEICAZT 4o I = VEFEHTHOTIERL, RGRORGEVLEELETE N T 7 4y
TIWZIR 1D —NVEER L, O DT RLAZEZAFTI v I —NEERTDHZEE2BED
L/i‘j—o

ARETA4VI 2y bT—=0 T2 FNAT FllER— FEHRE S
ELRAZT 149 NAT DEETE

ZOWETHEH, Xy hI—7 47727 PNAT ZFEHLTAXT 4 v 7 NAT V— L EZRET
2B DWW T L E1,

FIE

ATFY 1 (EE) v~ v EVI T RLRACRy hU—27 A7 =7 & (objectnetwork =2~ > F) F7-0%
Xy hNU—27 A7V =7 ks 7 —7 (object-group network =2~ R) ZA{ERR L £,

cF TVl AT ARDVIZ, A TA L T RLVAERET DN, 720134 X —
TxA AT RLAZRETEEYST (K= EBEZERATIR22T 1 v 7 NAT OHEH)

ATVl NEHERTHEAIE, ATV NERIEII VTR A b, #iH, EEY
Txy hEANDZENTEET,
ATY T2 NATERETDHHFY NI—2 ATV =7 b aEREIIME L £7, object network obj_name
i

hostname (config) # object network my-host-objl

AT T3 (ELWT RLARHLIA TV =7 bERETIHEIIAS Y 7 T5) BT 5FEEED IPvd
F7IXIPV6 7 FL AR ERLET,

» host {IPv4_address|IPv6_address} : B.— DR A D IPv4 721X IPv6 7 KL &, 7= & 212,
10.1.1.1 F£721% 2001:DB8::0DB8:800:200C:417A,

» subnet {IPv4_address|Pv4_mask|IPv6_address/IPv6_prefix} : *~v N7 —27 D7 KL X, IPv4
P 7 x v FOHA, 10.0.0.0255000D L HIC, AR—ADEAHIZY AT EEDET, IPv6
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ATvT4

RBFA9Y Ry RT—H A TS b NAT EER— FERERE LR 274 v o NAT0EE |

DA 2001:DB8:0:CD30::/60 DXL HIZ, T RLARAETF LT 4w 7 2 E—Da=y s (&
N—272L) ELTEDET,

« range start_addressend address : 7 K L A DO#ilHl, IPv4 £7-13 IPv6 O#HiPHZIEE T %
To YRIZERITT VT 4 v 7 REEFDRNTIIEE N,

&1

hostname (config-network-object) # subnet 10.2.1.0 255.255.255.0

F T2 FIPT RLADRET 49 NAT R ELET, BEOA TV =7 MIXLTI1
SO NAT V— VTP R ERTEET,

nat[(real_ifc,mapped_ifc)] static {mapped _inline_host_ip | mapped_obj |interface [ipv6]} [net-to-net]
[dns| service {tcp | udp | sctp} real_port mapped_port] [no-proxy-arp]

TNTNOHRPFITRD LBV TT,

A UHE =T 2 A A (TV T TN—T XA N—=DA B —T = A ATNE) FEEEDA
VH—T x4 A (real_ifc) BLIR~v v T A2 —T A4 A (mapped_ifc) #HEELE
T, AW v azEOLHERHY £, b—T v FE—FTIE, EEOA L H—T A A
BIO~o B T A H—T 2 AERELRWEAIE, TXTOA VF—T = A ADMHE
HannEd, £72. (anyoutside) DL INIA U F—T 2 A ZADNT I EIZIIMH T IZF—
J—FRany ZHETHIEHTEET, 2L, anyiZ7 Vv T A—T DAL N A
H—T A ATITWEAINEEA,

Ty EVITIPT RLAR =BT IPT RLRAZROWT N E LTHRETEEY, @
WX 1Oy BT TR, EBEOT RLALRIUEDO~Y BT 7 RURAERELE
T, LU, 7 RLVRAOEDR—ELBWGAELHV ET, A¥T 1 v 7 NAT (41 ~—
V) BB LTLIIEEN,

» mapped_inline host ip: 1> 74 ARARNIPT RLA, ZHICED, FAMETT V=
7 M1 1O~y B IpiiisinEd, 371y bAT7 V27 FOBEIE, AV
FTAVKRART RLRIZKIL TR LRy h~AZBMER &, v~ v B 731>
FALURARDY T Xy FNOT RLAICK LT L1 OB T £4, &4
TVl POEGAIE, v v BT EINET RLRIDE, @A TV 27 MZhHDHRELT
BORANNEGEEN, TNHIE~Y Y E VT EINTZEFANT RLANGMBEY 3, 72
xR, EBEOT FLAMR10.1.1.1 ~ 10.1.1.6 OFPHE L CTEFK S, 172.20.1.1 %
Yy BT T RLRAE LTHRET %6, ~ v B Z#iHICIE, 172.20.1.1 ~172.20.1.6
WEFENET, NAT46 £ X NAT66 AHiTliX, IPv6 £ hU—2 7 RLAZIFET
xFT,

mapped_obj : BEfFDOF v hU—2 AT P =7 NERIZZNA—T, IP T KL 2D
11O~y BT 2T, FCEOT RLAZGh#il 25472 =7 b
BRI ET,

interface: (RN— FEERELIZAZT 4 v INATDH) v~ v BT A H—T =
AADIPT RLARY v BT 7T RLAELTERENET, ipv6 ZfHET D &
AE—=T A ADIPv6T RUANEHINET, ZOA 7T 3 - Tld, mapped_ ifc
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B o As7 00 %0 b7—0 4TS s FNAT E 1R~ FERERE LR 2T 1 v 5 NATORE

Xy
[FZS
V=

DF—

* DNS :
— TR TWAZ L EHER LTI (FI7 40 FTIEAX—7 A TE) o 2

*
)

o7j'\9»——

B
. 7OI:[
=T

WCHFEDA VX —T 2 A AERETHLENSHD ET, (o773l ¥—
T2 A ANT N v FI—F A "—D L XL, interface Z4HETE EHA) 20D
XF—U— R, A X—Tx2AADIPT FVAZMERTL L EIHEATLILERS
DNET, A1V TFTALT, FHRIEFIATV2I7 FELTANTDHZ LT TEERA, service
F—U— LM THELET

MY —%v b1 ({E&E) NAT 46 D4, net-to-net 28T T 5 &, PO IPv4 7 R
DERAIOIPV6 7 RL A, 2FBEM2FBIC, LWIH KH Ikl EshES, o7
VERE LRWEATE, IPvA DAL AN EH S ET, 1361 BHROBAIT, =
U — REFERATHILERH D 7,

({EE) dnsF— 7 — RNiX, DNS & EZLH L FF, DNS A VAT 3 VA

WTIE, INAT 2 L7 DNS 7 = LIREDEEHZ ] 2B L T 7EE0,

NE#H . (R— "NEWEZRT LIZAXT 4 v 7 NAT DH) 2T 27 0 hajL F—
REFEBOR—FBLIR~ v B R—bhE b serviceZ5ELET, A— bE
TIEFPRIFERR— FDO4RT (http 72 &) OWIF Nz AN TEET,

FUARPZL ¢ ((ER) vy EUZIPT RLRIZERB LTy hOT 7% ARP
4 B—T7UIZT HIZIE, no-proxy-arp ZfEELET, FBF T ARP OT 4 E—T L

{EIUBEL 725 FIREMEDS & DRSOV T, ¥y BV T T KL AL =T 4 v 7 2B

LT

&1

<&,

hostname (config-network-object) #
(inside, outside) static MAPPED IPS service tcp 80 8080

nat

1

WOFITIL, NEIZH D EEEDORZ - 10.1.1.1 D, DNS U T A bdA X —TIVITERE
SHNTAERICH D 10222 ~DAZT v 7 NAT #RELET,

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object) # nat (inside,outside) static 10.2.2.2 dns

Y/ <LINS
EHT A 5 10222 ~DAZT 47 NAT #RTELF T,

T, NEICHLEEOFRA 10111 D, v~ v BTSN F-F 7V 7 %

hostname (config) # object network my-mapped-obj
hostname (config-network-object)# host 10.2.2.2

hostname (config-network-object) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
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AB T 4% Twice NAT Ff=zlE/R— FEBRFRE LA E T 1 v NAT DRE .

hostname (config-network-object) # nat (inside,outside) static my-mapped-obj

WOHITIE, 10111 DTCPAR— K21 D, HEiA X —T = A ADKR— k2121 ~D,
A= FNEBERE LT-AXT 4 v 7 NAT & ELE T,

hostname (config) # object network my-ftp-server

hostname (config-network-object)# host 10.1.1.1

hostname (config-network-object) # nat (inside,outside) static interface service tcp 21
2121

WOHITIE, NEFIPvA £ hU—7 ZHWEIPV6 Ry T —J 12wy BT LET,

hostname (config) # object network inside v4 vé6
hostname (config-network-object) # subnet 10.1.1.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) static 2001:DB8::/96

WOHITIE, NEFIPv6 £ hU—27 ZHNEIPV6 Ry NI —2 2wy BT LET,

hostname (config) # object network inside v6
hostname (config-network-object)# subnet 2001:DB8:AAAA::/96
hostname (config-network-object)# nat (inside,outside) static 2001:DB8:BBBB::/96

A2 T4y Twice NAT £ /= FHR— FEBREZERTEL-R I T4 v
NAT D& E
ZOHETIE, Twice NAT 2L TAX T 4 v 7 NAT V— /L &R ET D FIEIZOWTHA L
ESc

FIE

RATYT1 FHELOFEREDOT KL A, HELO~ v BT T RLA SEEOEBEOT RLUA, BLU%EE
D~y BT T RUAIL, AANERF#EBEOR Y NUV—27 47 Y= 7 I (object network =
~UR) | FEFRY NI ATV =T k7 —7 (object-group network 1~ K) ZA{E
RLET, IO~V LT T RLVAIZFQDN * v NU—7 A7V =7 FaEHTLZE b
TXET,

« R— NEMERIE LIZREILD AT T 4 v 7 A F—T =A ANAT DHZHET 25E
X, BEEIXEO~ Y BT T RLRZHT 547 V=7 FOBMEAX Y7 LT, b)Y
2. nat =< FiZ interface ¥ — U — R&fEECT& £7,

o« R— NEBERE LTGER DAL T 4 v I A B —T = A ANAT DHERET D5E
X, D~y BT T RLAICHT HAT V=7 hOBMEAS 7 LT, bViZ,
nat =~ > K{Z interface ¥ — 7V — RZHEETE £7,

FT V= FERERT D5 EIE. IROTA RTA 2 ZBLTIZEN,
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B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

ATy T2

ATvT3

e BT EINTEA T2 FEIFIN—TTiE, AR M, &, FREY TRy M
GHHTLINTEET,

CAEZT 4w BT, BELIN1ITYT, LERo T, EEOT LAy S
T RLAOEIZIR LT, 72720, BBEIUSUTEARZEICTDHZENTETET, FHHIC
DNTIL, [REFT 4 v 7 NAT (41 =) | #BRLTLIEE N,

(F7Fvay) RO —ERA L7277 FEERLET,
o EFILE IS DEBEDO R — b
cEETELIISEDT BT A—

P—EAFT V= ML, EEILR—FESER—FOWMEZEO5Z LN TEETN, M
FOWV—EAF TVl MIEFILEAR— FELIFIER— FOWTNNERET HLERH D
F9, ZHHOT TV r—a UBREEOKEETLAR— FEEHT 225G (—HODNS r—r3—
72E) WTHETLAR— PR LU EAR— FOM G ZEET D HERH Y £308, FEDHEET
A= RMIDoTIEHINETA, 722X, HELFA NOR— LT 5615, #E
T —ERERELET,

AT 499 NAT Z#HELET,

nat [(real_ifc,mapped_ifc)] [line| {after-object [line]}] source static real_ob [mapped_obj | interface
[ipv6]] [destination static {mapped_obj | interface [ipv6]} real_obj] [service

real_src_mapped_dest_svc_obj mapped _src_real_dest_svc_obj] [net-to-net] [dns] [unidirectional |
no-proxy-arp] [inactive] [description desc]

FTNENOERBEIZKR D LB T,

A H—T 2 A A (TV oY TN—T A N—=DA L H—T = A ATHE) EEDOA
vHE—TxA A (red_ifc) BL W~y 7 A% —T A4 A (mapped_ifc) ZfEEL E
T, AWy I ZEOIZMERHY T, V—T v RE—RKTlX, BEEOS X —T AR
B~y BT A 0 H—T 24 ARBELBWVGEAIX, TXCOA X —7 = A AME
HathEd, £/, (anyoutside) DI A v F—T = A ADOWTIETILTFIZF—
U—FRany ZfETHZ L TEET, 2L, any 37V oY FA—TDRA LR A
H—T A AZFEAINERA,

ekt varBIWMT: (EE) 7740 b T, NAT HAIX, NAT 7 —7vo® 7 v =
V1OREBICEBMENET NAT L—DlEF (55—) #8R) , EZ73 31T
<, 827y ar3 (Ry NU—27 A7V =7 FNAT b—LD#%A) (20— LZ&800
T 5546, after-auto ¥—U— R&EMHALE T, A—/id, lines|#EEH LT, @72
7 a VOMEEOEICFHEATE £7,

« EfFILT FLA .
e EBEDOT RLVA Xy NI—I AT V=) NERBFIN—THR/ELET, TAT
T AT 4 NAT 2R END any F—T— REZHHA LRNTL ZE0,

BV T RLVAR ARy NI—F ATV FNERFIN—TERRELE
Ty, "= PMEWMEBRELILAX T v A X —T x4 ANATIZFRY | interface
F—U—RFEEETEET, Ip6ZfEET DL, A7 =T = ADIPV6 T FLA
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R85 4 v Y Twice NAT 13— FEBRERELER 27 ¢ v NATORE

MMEHRSNET, interfaceZ5ET 255, serviceXx— TV — R ELET (DY
Gy VA ATVl NIERIEA— T 2ELMERH ET) , 204
v a ik, mapped ifclCHFEDA v H —T 2 A AEFRETHLERDHV T, (vv
BT ENTA v E—T 2 A ARTV v T—TF A= & XL, interface &
BETEEHA) I VWL, [HR— NEBERTE LAY T ¢ v 7 NAT (42
N=Y) | ZBRLTLIIZE N,

<57 LA ((EE) -

BV T RLA Xy NT—I 3TVl VETIIITN—THRELET, A—

NEBRRESNT-AZT 4 v 7 4B —7 A ANATIZFRY . interface ¥ — 7 —
REHELET, ipv6 ZHETH L. A X —T A ADIPv6 7 FLANER SN
*9, interface ZHET HHE. L ¥ servicex—UV— RFLERELET (Z0HE.
P —bERAF TVl NIFEER— NG EEOCLERHV ET) . ZOF TS 3T
I, rea_ifc ICRFEDA v X —T 2 A AERETDIHLERHV T, (vyEUTFX
NeA B =T 2 A AZANT Y vP T—T A _"—D & XX, interface 215 TX
FHA)

cEBEOT RL A Fy NI—2 4T V= MR NA—TEIEELET, TA T
T 4T 4 NAT Tl, EEOT KL A<= 7 RLRADOWGICHIZFE U AT
Vxl NERIEIA—TEHERALET,

cAR—F . (BB EEOV—ER ATV FEBIV vy B ENEY—E XA TV
7 hELBIT, savicex—U— RERELET, BEILA— NEHBROLGE, A7 V=7 b
IRETI—ERAZHRETLILERH Y T, BER— NEBROa~ RNOT—E R
F 7Y =2 FOIEFIL, servicereal _obj mapped obj T, 5iSeAR— FNEMDLE, 4T
Tl NI —ERAEEETOILENDHY £, AR — MEBROY—E A AT V=
7 M OJERK-IL, servicemapped objreal_obj T3, A7 V=V FTHEETLKR— b E5ELAR—

FNOWHEIEETHZLITIEEAEDY FEAN, ZOHEITIE. B0 —E R 47

Ul MIEBORETR— M~y B 7 EN5R— I RaEnEd, 22000 —
EAAT Vs ML, vy BT SRR ETER— MNEBOSER— FREENET,
TATUT AT 4 A— MNEWMOLEIX, EREOR— e~y 7 R—bFOWMG (2>
TA4X2L—2 g ST, BEIXEA— b, seER— b, EHEZOmE) IR CY—
A ATV N ERT S0 T,

Fv Y —F v b ({EE) NAT 46 O4 . net-to-net ZHET H &, PO IPv4 7 R

VAPRMIOIPVG 7 RL A, 2FEN2EBIC, LW KHcEBmanEd, o4
va VERELRWEAIE, P EOIALZGARMER SN ET, i 1 BRoBAIE. 2
DF—U— RE2EHT 208N H 0 £,

+DNS : ({FE. BETICOLBERHINDL—) dnst—7 — RKit. DNSILE AL F
G, DNSA VAT 2 a U NAR—T IR o TWDLZ EZMRLTLEZEW (F7 41

FTEAR=TITY) , 5BET FLAEZRETH5E, dnsF—U— NIRETE £HE

Ao FEHIICOWTIX. INATZH L7 DNS 7=V Ls&nEX#HZ | 28R L T
éb\o
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B <5710 Twice NAT E1-5K— FEBRERE LI R8T 1 v NAT OBE

cHFGM . (BE) 5T RLAREEILTT RLA~D T 7 4 v 7 BB TE WL DT
+ %121, unidirectional Z35E L7,

« 7OXFTARPRL : (FE) v~ v VU IPT RLRAICHER LNy b7 1% ARP
T 4 B—=T T HITIE, no-proxy-arp ZFEE L E T, FEMICOVWTIE, vy
T RLVRENLN—TFT 4 7] EBRRLTIEEN,

HET T 4T (ER) 2~ FEHIRTAMNERLS ZORAEIET 77 4 72T 51T
1. inactivex—U— RF&EHALET, HBET 77 1 7{bT 5214, inactive¥—U — K%
frvCa~vy RekzZH A LET,

« W . (fEE) description ¥— U — RAMEH L T, &K 200 XFOFHE AT LET,

1 -

hostname (config) # nat (inside,dmz) source static MyInsNet MyInsNet mapped
destination static Serverl Serverl service REAL SRC SVC MAPPED SRC SVC

1

Wi, R— NEBREFEHT DAL T 4 v 7 L2 —T x4 ANAT OERFIZRLE
T, AMERIZ B B AR A RS, sESEAR— b 65000 ~ 65004 ZHEE L CHEA v H—T = A
ZIPT RUVRIZEEHRET 52 &Ik, WEIZH D FTP Y —"—IZT7 7 BALE T, b
Z 7 4 w71, 192.168.10.100:6500 ~ 65004 DN FTP — N — I SN EH A,
O RCHRELZFETLT RLALER— v 2EHRT D20, y—EX 4TV b
\IZEE oA — MEaPH (BEseR— FTlEe<) Z2HETDZ LICHEELTIEE N,
sEJeAR— ME Tany] T3, A¥T 4 v 7 NAT IR R CTHDH720, [EEx) BX
O g AL TR~y RE—U—FR2®HH2 b0 THY, /X7 RO
EEORE TR LOEBEOLHROT FLALR— KL, 7y hEEETIHRA M
Ko TRV EF, ZORITIE, I LNTIA~OERNIEEL TWDHT2H, FTPY—
N—=p EEIL] 7 RUAER— M, EBRICIIRETL Sy FATIESEET FLR
ER— MY ET,

hostname (config) # object service FTP_PASV_PORT_RANGE
hostname (config-service-object)# service tcp source range 65000 65004

hostname (config) # object network HOST FTP_SERVER
hostname (config-network-object)# host 192.168.10.100

hostname (config) # nat (inside,outside) source static HOST_FTP_SERVER interface
service FTP PASV PORT RANGE FTP PASV PORT RANGE

WIZ, IPV6 Ry T =T ~DT 7B AREDH 5 IPv6 D HHID IPV6 ~DAZX T 4 > 7

I, BEORIPVA Ry NT—27 ~DT 7 & ZAEED [Pv4 PAT S — L ~DEAF I v 7
PAT DW= R L £7,

hostname (config) # object network INSIDE NW
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I Network Address Translation (NAT)

<71 nat |}

\I
S

hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED IPv6 NW
hostname (config-network-object)# subnet 2001:DB8:BBBB::/96

hostname (config) # object network OUTSIDE IPv6 NW
hostname (config-network-object)# subnet 2001:DB8:CCCC::/96

hostname (config) # object network OUTSIDE IPv4 NW
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname (config) # object network MAPPED IPv4 POOL
hostname (config-network-object)# range 10.1.2.1 10.1.2.254

hostname (config) # nat (inside,outside) source static INSIDE NW MAPPED IPv6 NW
destination static OUTSIDE IPv6 NW OUTSIDE IPv6 NW

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool MAPPED IPv4 POOL
destination static OUTSIDE IPv4 NW OUTSIDE IPv4 NW

7AT>2T 47T 4 NAT

NAT RETIL, IP 7 RV AZAHICEBT HMLERNHLGENHY £7, 2L 21X, 7T
DF > NT—VIZNAT 2T A R#i7e L — L EERR L, 1 DDOFRy NU—27 % NAT )5
LTS, AFT 4 v 7 NAT V=V ZER L CTED Ry NU—J ZHHICE#RT 5 &
MWCTEET, TATUTATANATIE, 774728 77 47 % NAT ORIV 24
BEDHHYE—K T 7 LA VPN OEAICHNETT,

ROBNZ, —iI72eT AT T 47 4 NAT O F VA ZRLET,

M:7AT>T4T4 NAT

Security

Apg!iance;
209.165.201.1 209.165.201.1
< >

< 209.165.201.2 ; 209.165.201.2

' 2

Inside /Outside

ZITIE, TAT T 4T 4 NAT OFREFIEICHOWTEHA L ET,
TFATUOTATA 2y NI—9 AT ~NAT DERTE

ZOHETE, Xy NIV—2 A7V MNATZERHLCT AT 7 47 4 NAT b— /L% 5%
ET L HEICONTHIALET,
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B 7752000 FT0zs FNTOBE

FIE

ATy T

ATy T2

ATvT3

ATy T4

EE) ~v 7T RLVRICRYy NT—27 A7 V=7 | (objectnetwork =2~ > R) F721%
Fv "NU—27 3TV =r b 77— (object-group network =~ > K) Z{ERL £7,

ATV PEMATARDYIC, AT Y T FLARRETEET,

c ATV 20 VEFERTAHEE, ATV M, BT 2EBOT KL L858
EndH E£7,

NAT Z#RETHH Y bU—7 A7V =7 FaERlEZITmm%E L £ 3, object network obj_name

ATV bDALrT YRR THLIMBENDLHBETH, A7 V=7 MIxvy B 77
RV ORNE L TR R LA TV =7 MCTHRERH Y £7,

1 -

hostname (config) # object network my-host-objl

(IELWT RLARBDIAT V=7 NelRETIHEFAT Yy 7 95) BT 5FEED IPvd
71T IPv6 7T FL AR ERLET,

* host {IPv4_address|IPv6_address} : F.— DR A NDIPv4 £721XIPv6 7 KL A, 7= & 213,
10.1.1.1 £ 7213 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_addressI|Pv4_mask|IPv6_address/IPv6_prefix} : *~ hU—27 D7 KL A, IPv4

BT Ry FOBE. 10.0.0.0255.0.00 D XK 91T, AR—ADHBAICY AT BEDET, IPv6
DA, 2001:DB8:0:CD30::/60 DL 512, T RLAL T VT 4 v 7 AZBE D=y | (R
R—=272L) LLTEDET,

« range start_addressend address : 7 K L A DO#ilfl, IPv4 £7-13 IPv6 O#HiPHZI5E T %
To YR ERITT VT 4 v 7 RAEEFDRNTIIES N,
i

hostname (config-network-object)# subnet 10.2.1.0 255.255.255.0

F T2 FIPT RLADTATUT 4 T4 NAT R ELET, BEOA TV 7 MIkL
T1OONAT V— AT EERTXET,

nat [(real_ifc,mapped _ifc)] static {mapped _inline_host_ip| mapped_obj} [no-proxy-arp] [route-lookup]
ZNENOFMIIKRDO LBV TT,

A H—=T 2 AR (TVT ITN—T A RN=DA U F—T = ATNE) EEOA

VA =T x4 A (rea ifc) BLO~ oS A2 —T 24 A (mapped_ifc) ZfRE L E

T, WAy azEFDLMERHY 3, V—TFT v RE—RFTIE, EEOAS X —T AR

BLO~v oy BT A H—T oA AEBELRVGEIE, TXTCOA 0 F—T = A AWME
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FA4FvFa54 2y ko—s A7y rnaToiE [l

fAlanEd, £72. (anyoutside) DL A U F—T = A ADWT I EIZITH T IZHF—
U—FRany Z5ETHEHLTEET, HEL, anyiZ7 U oV TA—T DAL R A
B —T7 A RIFEH SN EE A,

VI IPTRLVA v BT T RLVALEEEDODT RLADWFIZECIP T KL A
ERETHEIICLTLLKEZIY, ROWTEHEHLET,

» mapped_inline host_ip: A >4 RANIPT RVA, RAMFT V=7 bOHE
X, L7 RLRAZBELET, #4727 hOGAIR, EEOHMIZHIT 55
WOT RVAZELET @EHNORIUEOT FLAPMERENET) . 7 xy
N7V FOGEIEL, EEOV 7Ry NNICHMEEDT RLAERBELET

(72 NHOTRTOT FLAREHEINET) |

emapped obj : EEOA TP =7 FERILT RLAZEGLeRy NU—7 A7 V=7 b E
f:&\iy\‘/l/‘_‘joo

« 7BXUARPRL ¢ ((FE) v v ELUIIPT RLAICERE LNy hDO7 1% ARP
BT A E—T T DX, no-proxy-arp ZHEELET, YRFTARP OT 4 E—T L
(LR EE L 22 D RTREMEN & D IRPUCDONWTIE, v v BT T RLREV—T 4 T a5
LTL7EEn,

=+t NI TS Q=T RE—FRDH, A HF—T A AZFEE) NAT 2~
RIZEE LA v E—T = A ZA&EHT 50V, v— by 2T 7 2EHLTHA
AU B =T oA AZPET HITIE, routelookup ZHEE L E4, sEMICHOWTIE, THA
AVE—=T oA ADRE] ZZRLTILEEN,

1 -

hostname (config-network-object)# nat (inside,outside) static MAPPED_IPS

451
WOFTIE, A TA D=y T T RLAEZFEH LT, AA T RLAZHHIC
v BT LFET,

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static 10.1.1.1

WOFITIE, Xy NI—2 AT P27 bEMFHALT, FAMT RLAZEBHIZT v E
VI LET,

hostname (config) # object network my-host-objl-identity
hostname (config-network-object)# host 10.1.1.1

hostname (config-network-object) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
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B 77257« wicenaT D

hostname (config-network-object)# nat (inside,outside) static my-host-objl-identity

7AT>2T 4T« Twice NAT DEETE

FIE

ATy T

ATy T2

ATvT3

ZDIETIE, Twice NAT 2 LCT AT T 47 4 NAT b— LV Z R ET B IFEICHOV TR
Eyq L/iﬁ‘o

EEILOEREDT FLA (@, FELOY Yy LI T RLRACRALAT V=7 MEEM) |
SEAEDFEBEDOT FL A, BIOSEED~ vy B 77 KL AL, RAMERITEHBEOR Yy T —
7 A7V =7 b (object network =~ R) | E£lFRXy NI—27 AT V=T kN T A—T
(object-group network =~ > F) ZERL L £9, %D~y B 27 7 R ZAIZFQDN * v k
U= A7V N+ b TEET,

e FTRTDOT RLAICKLTT AT T 47 4 NAT 2 FEITT 55815, BETLOERDOT
RLADAT V=7 FOIEREAF 7 LT, b VIiZ, nat =2~ K Tanyany ¥— 7 —
REMHEHLET,

e R— NEMARE LTS EDALT 4 v 7 A Z—T =4 ANAT DR EHRET HBHE
I, D~y BT T RLRIZHTHAT V=7 hOBMEAX Y7 LT, bViz,
nat =~ > R(Z interface ¥ — 7V — RZEETE £,

FT 2l NEAERT DAL, ROTA RTA4 0 #EBEBE LT IEE,
BT ENTEA TV NEIIIV—ITE, AR N, #iH, £ TRy
GOLHLENTEET,

CKBEDOAT V2 Py BTSN E AT V= PR BT OMENRD Y £,
WHICFACAT V=27 baHT2528b6, RALUIPT FLABRFENLMBIOAT Y =
7 FEAERTHZ LB TEET,

UEE) OYP—E 2 F 7V =7 FEERLET,

s EEILE IS D EBEDO R — b

cXERELII D~ Yy BT R— b
Y—bERAAFT Uy ML, BEILR— R — P OB 2SO LN TEETN, &
OV —EAFTVx7 MIEETR— M ERIIEER— FOWTNNEHEETANENRDH Y
9, THEHOT IV r—a UREEOXE LA — b EFEHT LI5S (—E O DNS —3—
) WCEETAR— P BIO% AR — FOWFERETHILERDH Y 328, BHEDEEIT
A= hMEOomifEH SN ERA, & 21X, FEILRA NOR— EERT 561, &5
T —ERAEZRELET,

FATUTA4T4 NAT ZRELET,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
74727 17 ¢ TwiceNAT0EE [

nat [(real_ifc,mapped_ifc)] [line| {after-object [line]}] source static {nw_obj nw_obj | any any}
[destination static {mapped_obj | interface [ipv6]} real_obj] [service real_src_mapped_dest_svc_obj
mapped_src_real_dest_svc_obj] [no-proxy-arp] [route-lookup] [inactive] [description desc]

TNENOHPFITRD LBV TT,

AV HE =T xR (TN TN—=T AN —=DA U H—T = ANE) DA
vHE—T AR (red_ifc) BIW~v b7 A7 —7 x4 A (mapped_ifc) ZF8E L F
T, WDy azEOLLERHY ET, V=T v RE—RFTlE, EEOAS X —T = A R
B~y BT A E—T 2 A AEHBELBRWEGESIEL, TXTOA X —T = A ADBHE
Hahxd, £72. (anyoutside) DL A U F—T = A ZADWTIUNETILI HFIZF—
J—FRany ZfETHZ L TEET, 2L, any 37V v Y I A—T DAL N A
H—T oA ATITHAINEEA,

e/ varBLOYT: ((EE) T 740 b T, NAT HANX, NAT 7—7vD& 7 v =
Y1 OREBIEMENET NAT V=L DlEF (55—) #8MR) , EZ73 21T
72, B2y av3 (Ry hU—27 A7V x27 FNAT V=L D#HA) ([ZV—V%BI
T 546, after-auto ¥ —U— K& LE 3, A—/Uid, lines|&&HH LT, @72
7 a VOEBEOEICHEATE £7,

CEETLT RLA 1 EHEDOT FLRE~y BT T RUVADHFICR Yy NI —7 T V=
7 b, IN—T7, Flidany X —U—FEfEELET,

ST RLA (EE)

WYV T T RLVA Ry NI = ATV NERIIINAN—TRBELET, F—
FNEHINRESNTIZAZT 4 v A B —T7 A ANAT IZ[RY . interface ¥ — U —
RERRELET, ipv6 ZfRETDHE. A v F—T A ZADIPV6 7 RLANFH S
£, interface Z#HEET DA, KNP serviceF—U— FHRELET (ZDHEA.
=R ATV MIFEEFR— MNET 2B ERHY ET) . ZOF T a T
&, rea_ifclZEDA v H—T 2 A AERETHMLENRD Y £3,  (EBEOA ¥ —
T A ANT YV wY T)—T A N"—=ThoA, interface #I5ETH T LIXTE
ES)

cEBEOT LR Xy NT—I AT V= NETFIN—TEHEELET, TAT
747 4 NAT Tlt, EBROT FLAL~y Y 7 RLAOMGICHEICH AT
Vxl NERIEIIA—T A LET,

e R—F: (BB EBEOV—ERXF TVl FBLO v LS ENEY—E R AT V=
7 hE LB, savicex—VU— RERELET, #MEXTHR— NEBOLE, 7= b
FEE L —CAZEETHAHLERH Y £, HELA— MO a~y RROH—E X
F 7Y =2 FOIEFIL. servicereal _obj mapped obj T, siSeR— FEMDLEA . AT
P/ MISEY—EAZEETHALERDH Y £, AR — NEHBROI— 2 4TV =
7 M OJEFFIL, servicemapped objreal_obj T3, A7 Y=/ N THEEILAR— N &5ELEAR—
FNOW G ZIEETDHZLIFIEEAEHY FEAN, ZOBEEITIE. IO —E R 47
UVl MIEBOREITR— Ny B ENmbirR— bREENnET, 22000 % —
EAF TV 7 ML, vy B INFEILR— NEBEOSIER— MR EENET,
TATYT 4T 4 B— NEBROBEIZ, BEEOR—FE~y BT R— il (v
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TA4X 2= a R LT, FEIXAR— B, sikeR— b, FHRIEZOMSG) IR CY—
A ATV 27 NEEAT AT T,

« 7uF L ARP/L ¢ (EE) ~ v BV JIPT RLAICHEE L7 v hOF 1% ARP
T 4 B—=T T HITIE, no-proxy-arp ZHEE LE T, FEMICOVWTIE, vy
T RVREN=FT 7] ZBRLTIIZSN,

N— RNy Ty (BE, V=T v RE—FROH, A2 —T x4 A%FEE) NAT
A NRE LA V=T = A A &M R0V, V=77 vy T EREAL
THHA v Z—T = A Z&PET DT, routelookup #4657 L9, ZEMICHOWTIL,

A 2 =T 2 A ZADHRE] ZBRLTITEIN,

HET T 4T (ER) 2w FEHIRTA2MERLS ZORAEIET 77 4 72T DI
1. inactivex—U— RF&EHALET, HBET 77 4 7{bT 5214, inactive¥—VU — K%
fryCa~vy RefEZ2H A LET,

« Wl . (A7 3 ) description ¥ —U— R&fEH LT, &K200 CFOFHE AT LE
ﬁqo

1 -

hostname (config) # nat (inside,outside) source static MyInsNet MyInsNet
destination static Serverl Serverl

NATDE=ARY>Y

NAT #E=F—3 5|21, ROoa~v>r REfEHALET,

* show nat
% NAT L—/L Dt v hEET NAT O#HERZF R LT,

« show nat pool
HOHTHONLT FLRERZ b, BROEID L TEEZET, NAT 7 —/L OHEFHE )
ERRILET,

+ show running-config nat
NAT 27 4 F a2 b— 3 2K R LET, show running-config object Z i/ L TA~
VxZ PNAT V=V EFRT 5 LT TEEHA, Effi1%H5E 72 show running-config
avy REFEHTHE NAT L —AREENDLAT V=7 R 2EIRRINET, &)
ICHEART FLAREEL L HIT, ZO%, RIETNAT L—/LE L HITAT V=7 FRERR
NFET, BELAT V=V MI. TRLRAENAT L—LE Ehila=y b & LTER
SNER A,

+ show xlate

BIEO NAT & v v a VEREFRLET,
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NAT O & &

Nt oEE |

F3v b
TH+—L1)
Hees J—=x EBA
Fy NU—27 77 b NAT 8.3(1) Iy NT—27 F 77 FOIPT R ZAD NAT % 3%
ELET,
nat (A7 Ry hU—2Z a7 X2l —33
v %®—F) . shownat, show xlate, show nat pool =~
VERNEAFEIIEEINE L,
Twice NAT 8.3(1) Twice NAT Tlt. 1 DDL—LTEETT RLAB IO

ST RV ADM ;T Ei# B TE £,

nat, show nat, show xlate, show nat pool =~ > K723 Z
BEZITEASNE L,
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B wors
73wk
TH—L4LY
HEER IJ—2 e

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— P} Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U — AT, 7a¥x
VARPIIT 4 =T M EN, A VA —T = A R
DOWEIIEFIZN— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q2)
LIBs, 74T 2T 4T 4 NAT OF 7 4 /L NEIEIZMO
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNE Lz, Zhucky, 77401
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFRITLLTEETL, @A *—7
NEREIT A =TT HEHTEET, BEDOA
2T 4 v I NATOTF xS ARPET 4 B—7 NIt 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT kR
JL—/L (natOaccess-list =~ F) OBITICIE, 1%
YV ARP T 4 £—7 WIZT HF— T — R no-proxy-arp
BIONV—=F VoI T v T a2l T5%F—U—F
route-lookup 23% 0 £9°, 8.3(2) B L 8.4(1) ~DFEAT
(A &7z unidirectional & — 7 — RiL, BITICfE A
SN0 E LI, 83(1). 83(2). 8.4(1) 75 8.4(2)
Ty I 7= T 5L, B R T 5720,
RCDTAT T ATANAT 2L T 4 Falb—Ta s
(\Z no-proxy-arp % — Y — K & route-lookup ¥—7— R
NEEND XI5 TWET, unidirectional ¥ — 17—
RIZHIBR SV E LT,

nat static [no-proxy-arp] [route-lookup] =~ > RN ET I
* L7,
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nat oEE

HaE

iy

TS5y bk
T4 —L
y—2

B

PAT ’—VEBLORTZ v Rrey 7 RLXA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5 f8
ETEDX T E Lz, £72, A7 3T, PAT
7 RLVADOTRTOR—FEHEHLTOHL T —LNOK
DT RVAEERTZDOTIZZRL, PATT KLAD T
TR EIY Y CEALS R—TNMITHIELTEE
T, ZHDHOKEEIX. 1 DD PAT 7 FL A TEH D
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERBIETADICENLLET, I 0REICLY, £
BDOPAT 7 LA ZfHHICERETE ET,

nat dynamic [pat-pool mapped_object [round-robin]] =<

> R L O nat source dynamic [pat-pool mapped_object
[round-robin]] =< RBREEINE L7,

I Re by PAT F—/LE 0 YT, BE 8.403) ST Re b EY S TTPAT — VA HT 5 L %
ZORARNDRLCIP T RLAEEHT 5 I, BA MIBEGFOERRN O D56, TOHRA SNLOD
"Bt OERTIE, A— FMEHTHE THILIXFE U PAT
IP7 FLAREHINET,
EBREIN-a~<r NIdbhEEA,
Z OREREIT. 85(1) £721% 8.6(1) TIXFH TE EH A,
PAT 7 —/L @ PAT "— N D7 5 v o |8.40) EATE 256, EEORETR—  EENR~ vy BT

AR—MIFLTERAINET, 2L, EEOR— A
FERTERWERIE. T74/V T, vy BT R—
MIEBEOR— FEE LR UA— MG (0~511, 512
~ 1023, BLU1024 ~ 65535) MHBREINET, £
D=, 1024 £ H TFOFR— M, /NE WV PAT 7'—
NDOBRBRHY FT,

TALAR— NG EERT 2 N7 7 4 v I BB H DY
Bl PAT 7= ZfEHT 5 L &0, A AR D
3ODBOMRDLYICT Ty MR — M AEHT 5 &
INHRETE ET, 1024 ~ 65535 £721F 1 ~ 65535 C
o

nat dynamic [pat-pool mapped_object [flat
[include-reserve]]] =~ > ¥ & TF nat source dynamic

[pat-pool mapped_object [flat [include-reserve]]] =~
MEEIINE LT,

Z OBEREIX. 85(1) £7-1%8.6(1) TIXEHTE A,
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B wors
TS5y bk
T4 —LY
HERER )—2 ELE)
PAT 7 — /L D HLEE PAT 8.4(3) % PATIP 7 R L A TlE, K 65535 DA — k2 H]

TE X1, 65535(HD AR — h TEHN AR5 78E81T,
PAT 7 — %t L CTHEIR PAT 2 A X — 7 /LI T H 2 L
NTEET, JEIE PAT Tix, BHEHROEET KA
EIR—IEED, IPT RLATETIERL, H—E X
T LIz 65535 fHOR— FAMERH SNET,

nat dynamic [pat-pool mapped_object [extended]] =~ >~
3 & TF nat source dynamic [pat-pool mapped object
[extended]] =~ > RREH S E L,

Z ORI, 85(1) £721%8.6(1) TIXEHTE E£H A,
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nat oEE

TS5y bk
TA—L1Y)

HaE )—R

iy

B

VPN ET7TDOr—H/LIP T L AZZH L T |8403)
BT DOEBED P 7 R L AT H#) NAT
JL— )

Fhiz, WEkxry hU—27 T, Bl Y Conlze—hu
IP7 RLATIZRL, VPNETOEEDIPT KL A%
AT 2HBE1/HY £4, VPN Tld@s. WNEx > b
U— T 78 AT R0, BoYToni-a—nb1
IP7 RLABRETICHEESNET, 2721, N —
NR=BIOFRy b= X2V T 4 NET DEED
IP7 RLRIZESL G2 EIL, a—A/VIP T KL A
EEHBLTCETOEBEDOARTY v 7 IPT KL AZRET
BENRHY F9,

ZOBEREIX, hU RV TA—T T LT DDA U H—
Tz A ATAR—=TMITHIENTEET, VPNEY
Va UNESLETIRUII S NS & AT Y27 R NAT
JL—LISENIZIE NG K OHIBR SV E T, /b—/bidshow
nat 2> REMHL TR RTEET,

N—T 4 T DORIEDTS, T OFREN ML TRV
X, ZOMREOBMITHER LA, THEHOX Y b
T — 7 L OMERED AN A ffEi8 3 51TI1E, Cisco TAC I
BREWELELIZEI W, ROFIRFHEZMRL T LS
AN

*CiscolPsec BX DR X7 734 T~ ODHNY
A—hrZNET,

*NAT RV —BLIOVPNRY >—REHINS L

AN, XTI IPT RLVA~NDY X —2 bT
T4 TIZASACNV—T 4 VT EINDEVLENH Y
T,

e — FKRT Uy IF Y AR—-FahEEAL Ob—
T4 T OMEDD)

e —30F (N7 VI IPER) IV R—FEN
FH A,

nat-assigned-to-public-ipinterface =~ > K (k> 1 7
/l/\—70¥ﬁ§)§'r$:l 74 3’\':1_ Lr—32 F— }\) ﬁ)gr‘
AShFE LT
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HaE

iy

TS5y bk
T4 —L
y—2

B

IPv6 1D NAT DR — k

9.0(1)

NAT 23 1Pv6 87 7 4 v 7 & HR— R T 5L 512720,
IPv4 & IPv6 ORIOZEH G AR — hSivEd, IPv4 &
IPv6 DREIOZE# L, FTF AT L kN F— R TIEH
A—hSHNERA,

nat (global and object network configuration modes), show
nat. show nat pool, show xlate D% =~ > RRZEH S
F L7z,

WiB| X DNS/Ly 7 7 v T H O NAT O H 7R —
~

9.0(1)

NAT L—/)L 3 A F—T T ENTZDNS A » A7 v 3
VAT B IPv4 NAT, IPv6 NAT., B X TUNNAT64 %
T 5% 6. NAT X5/ & DNS /Ly 7 7 v 7HO
DNSPTIR Vo — ROE#EYFR— N T5 L9120 F
L7,

Per-Session PAT

9.0(1)

Per-session PAT ¥EBEIZ L > T PAT OHLIEMED M) L,
T IGABY) T DOEEITE A N —2 =y MNIME D
PAT #&fe 2 T& 5 X 91272V £4°, Multi-Session
PAT #fici%, #ilfEl~= > Mzt L CHlfEl2=v b %
FTEEETDHMNENSHY £7, Per-SessionPAT v =
CORTRHZ, ASA S Y &y MG S i, RIEIC
xlate BHIBRENE T, 2OV Y MZLo>T, =R
J— RIXRNE B 2 fi# it L. TIME_ WAIT IR HE % [A]hE
LE9, XFREAYIZ. Multi-Session PAT T, PAT Z A
LT MBMERENET (F 74 FTIE300) .
by by KTV RT 74w, T2& ZIZHTTPR
HTTPS D4 1%. Per-session HREIC L > T, 1 7 FL A
THR— N INDERRDKRIEIENT L2 E08HD £
J, Per-session #§REA EH L 72 WE1E, FFED IP 7
b ICRT D 17 R b A DR REEGERITHY 2000/F)
C9, Per-session e Z 3 2551%. FFEDIP 7
0 R 3UCRT S 17 R L2 DOEHERIT 65535/ 455 A
THA LTT,

T 74/ M TIE, TRTOTCP F7 7 v 7 B XOUDP
DNS k5 7 ¢ w7 73, Per-session PAT xlate Z i L &
9, Multi-SessionPAT 2 BT DH T 74w 7 T2k
Z ¥ H.323, SIP, Skinny {Z%} L T Per-session PAT %7 1
=T T B ITIL, Per-session fE 15 /L — /L& ERL L F
e

xlate per-session, show nat pool M%< > RAE A X
nWE LT,
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nat oEE

TS5y bk
TA—L1Y)

HaE )—R

iy

B

NAT V—)L =D 7 %7 g a(93(])
v hET

A FZ—TINDOEPA . NAT L— /LD EHFITL—/L 2%
ANDFETHRICEH S, V—IVRBEDNT y—< R
B R RIFTZL1IH Y FHEA,

asp rule-enginetransactional-commit, show running-config
asp rule-enginetransactional-commit, clear configureasp
rule-enginetransactional-commit 4 =2~ > F{Z nat &% —
U— R BEMSE L,

[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] il NAT 25BN EE L,

Xx U7 7 b— FEITKRBUE PAT TiX, NAT T1 &
W1 2OR— MEWEFID B THOTIERL, HFA R
WCAHR— b7y 7 2B YK THZ ENTEET (RFC
6888 B L TL72& W)

xlate block-allocation size 35 & TF xlate block-allocation
maximum-per-host =~ > R2VEI &S E L7z,
block-allocation & — 7 — K3 nat =2~ > RIZBIMSNE
L7,

Xy UT 7L — K NAT OyLiE 9.5(1)
SCTP (Zxt4 % NAT A — b 9.5(2)

ABT 4w Xy NT—7 ATV =7 K NAT L—/LIZ
SCTPAR— hZFRETEH LIV E LIz, AFT 4>
2 Twice NAT T? SCTP DfE IR I EHA, ¥
A F 3 v 7 NAT/PAT |% SCTP Z ¥R — F L T+
oo

natstatica~ > KWEZEINELE FT7V=7 B)

NAT OFR— k 7 v 7 E ) Y4 Ti2xd 58 |9.12(1)
Enr

NATDHR— k7 vy 7 DEY Y TEFMNTDE, R—
~7a w7 OFERE L OHIBRHIZ S AT A Tsyslog A v
t—UNERISNET, BER 7 ORREE AT D
L HEELEMBTA vE—305017 M ER SN £,
AvE—UF, TOREETED B THENATHDTRTO
TIT4 7 R"—bhT7ay LA —FLET (Fr |k
=/l (ICMP, TCP, UDP) | *{Eitd KL U%EdEA v ¥ —
TxA A IPT RLA, R—k Tavyrzgie) ,

xlate block-allocation pba-interim-logging seconds =~
Y RpEmMEnE L,
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B woe=
AN
T —L
HEER 1) —X BEL]

JIGARZY T TOPAT 7 KL AEY 4C
DEEE, PAT F— 1D flaa 7 3 VidT
T AN NTHEBIRY, RETERIRDE
L7,

9.15(1)

PAT 7 RLANRT T AL DA L X— TG &N D5 7k
NEFINFET, VAN, 7 RV RIZTZ TAZD A
N—IZEA ST W22, PAT ' —)UZid T T A X
A= b 1 2OT7 RUVARMETL
7o Ml => MIFK PAT 77—/ 7 FL ZZH LY
ARXDR— T a7 8L, ENbET TAZ AL
N=ZEAATH LD E LTz, FA =i, [A
CPAT7 RLADR— T av 73 b0 £, Lo
T, J#F PAT (SR HEE & (TG UC, PAT 7' —/L D
B A XE 1 ODIPT RLAKETHOLT I ENTEFE
9, N— b7 vy ZiE, 1024~ 65535 OHFIPHTS512 R—
co7wvy 7 BEMTHYYTONET, A7 a T,
PAT 7 — WL —VERETHEXIZ, 20Ty 7E
DY TICFRIR—=F1—1023 %505 2 ENTEET,
72 ziE, B~/ —RTIXPAT 77—V IP T KL A&H 7=
0 65535 HOBHGT X CEMET LD L, 4/ —FK
JIAZTIH, K/ — NI RBoOTa v 7 285 L.
PAT 7—/VIP 7 R L 2720 16384 Dkt 2 WLt ¢
xFET,

IOEFEO—RELT, AX L RTarFl3r TAHX
WCTOEMEICEIDV 72, T XTD VAT LADPAT 7' —
VL, 7T MR — MEPH 1023 — 65535 i T&
HE DT F LI, LENL, flat 72 3 % PAT

TN NN EDDHZ LT, 77 v N E A
varCERATEELE, flaaF—U— KiZ¥R— K&
N0 EL, PAT 7—/VITEIC T T v M2 D

¥, includereserve ¥ —7 — K%, LLEIE flat %7
F—U— RTLZA, PAT 7 — LN O L 72 % —
J—RIZRVELE, ZOFTFvarz2Eif+se.

PAT 7 —/LNIZ 1 — 1023 DR — MEHZ G D H Z &N
TEET,

A= 7oy 7EYYTEEET S (block-allocation
PAT 7—nNA7ar) &, T 745D 512 HK8—h
Tuy 7 T, EOT ey Z7EY Y TH A XM
AEnEd, £/2. 79 RAXZHNDY AT LD PAT F—
JVIZPEBR PAT R ET H Z &1L TE £ A,

PR Suf-a< > F @ nat. show nat pool
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natoEE

TS5y bk
TA—L1Y)

HaE )—R

iy

B

AT AEFLD NAT L— /L OFT L7 9.16(1)

a0,

FLnvkZ >3 08 NAT b— LT — 7 VZBINS
Flc, ZokBZ v aid, VAT LOMERICRES R
FT, VAT ANEFITHEET 272D E R T TO
NAT/L—/LNZ D7 v a AZBmEh, Zhboi—
JUFIERC Lo — v K0 e S E T, DalE, v &
TAEFRDONL—NLNE T v a v BN E, 22— —
EFDN—)VINT AT KDWY BERE & 15T 2 "TRe Mt
HOVELE, BZY a3 000 —V%B0, HWE, /-
WEHIBRT 5 Z 1 TE ALY, show nat detail =~ >
NHICR R ESNET,

Bt (v 7tk) Ok L LToEaEs|9.17(1)
KAA %4 (FQDN) 47 =2 h® Twice
NAT #74— k.

www.example.com Zf5E % FQDN * v U —27 A7
T x/ FE. TwiceNAT /L— /L OB (= 71%) O
ST L AL LT TEET, A7 A TIE, DNS
P R—HIRINZIP 7 KL AIZE SN TL— R
BRESIVET,
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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