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Ay —VEBBEETEILIREINTZIPT FLATHDIEWHI Z LT ETF v 7 LET,

B

GE)

GPRS %A X—7 /WIZLTCRADIUS T H DV T 4 > T A VAR a v &EHT5E, ASA
X7 BT T 4 v T HERD STOP A vt —C 3GPP-Session-Stop-Indicator 2 F = > 7 LT,

T HHZUPDP 2T HFAMEIELSAFE L9, BARAYICIZ. ASA TIX. 7TAH 7T 4~
THEROKT A =V Na—F—t v a rBLXOBET LT XRCOBRE KT I DRI,
A v —|Z 3GPP-SGSN-Address JEMEN B ENDHMLENRH Y £F, —HOY— R X—F 1 D
GGSN (X, ZOREMEEZT 7 4V FTHEE LWEARH Y £77,

ENAIL Y FT—Y TJAFIWNA VARG I VD

e e S

DT ~hanrdA AT g AT, IROFBICTHEEHEINTWDE T A B ANNETT,

* GTP

* SCTP,
» Diameter

* M3UA

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY

e 12y vavnF7rt |

ETIL

SAtEUREHR

ASA AR (=TT V)

Xy VT T4V A (TT7HNFTIEART—T V)

Cisco Secure Firewall 3100

Y U7 T4 RA

Firepower 4100 XY VUT7T 94 A
Firepower 9300 vy UT T4 EA
oI+ ~_XToOET IV XX VT IA BV AIMMOET LV TIIEATEEFA, 20T han

ITRAETE FH A,

GTP A/ VARG 3 DT IAIL K

GTPA Y AT v a NET 7 4 b THEA F—T > T0WERFA, FFEL, 22—V —HF
DAVART gy TEREETICA F—TNCT D E, ROWEEITOT 74NV b~
TR ENET, vy T ERET DLEND LD, BARDENLEREEDHTT,

s T — IR ENFEH A,
o BR D KB 200 T,
o NNV DOEREIT500TT, ZHiF, PDPaT X2 L (my RBRA 2 M) OBICHY

Liﬁ‘o

cGTP =Y RARA L DX A LT T ME304TT, =2 RARA > MZIEX, GSN (GTPv0,1)
BLUSGW/PGW (GTPv2) BEENn T\,

*PDP 27T FAMDHA LT D MI3045TT, GTPV2 TlX, ZiUIXT I7- a7 F A
kN ZALT T RTT,

cBLRDZA LT U ME 14 TT,
TV T A LT T MNE305TT,

« RV T DEA LT T ME T,
s T3ISEH A LT 7 ME 20 T,

« RBAZR A v —VIDAFFA] &N E T, matchmessageviiv2idrange =~ R&FRE L T,

FR— R ERNTOARN Iy RSN TRV K Fey 7 LY, 8 2o
FEL7Z0 TEFET, RERDOA v E—VRVAT ATHR— FENTWRWNGTP U U —
ATERINIEZA v E—VIIAHE RSN E T,
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ENALRY bT=ODA VAR Y3y |
B = rxvro—vaozrovavoms

ENAILRYRT—D A VART I VDETE

ENRA N Fy NT—T THERAINA T haldA v AT a 3T 74V N THRIZR >
TWERHA, TSNV Ry FT—7 2V R—FT5120%, FNOERETIHLNERHY £9°,

FIE

ATFYT1 (EE) GTPA v A7 v ary R — <oy 7ORE (12—) |
ATFvFT2 (AT =ay) SCTPA VAT vary R v— <y TORE (175—) ,
AFv T3 (FFa) Diameter f v A7 gy R — < TOHFE (19 2—)
VT MU =7 TEELEYR— F SN TOWRWEMEEST (AVP) T7 4 V& U 732555

IZ. Diameter f V' A7 g R — <o P THEHATEIH AL AL AVP ZER CE£4, B
A 4 2 Diameter BVEE~RT (AVP) OERR (24 X—) BB LT &0,

ATy T4 ((EE) K5t SN 7z Diameter TCP/TLS b7 7 ¢ v 7 A9 28541, ROBIIZHE-> T,
VB2 TLS e X 2 E L ET, Kok &7z Diameter & v 23 VOfA (25 ~—)

ATy TE (FEE) MUAA AT v gy R v— <oy 7OHRE (382—)

ATYT6 TENRNANL Ry NT—T AL AXT gD —ERA R —DOFKE 42 3—)

ATy F1 (AT ay) RADIUSTAT LT AV T A VAT a VORE (44 3—2)
RADIUS 7D T 4 7 AV ART va i, mREEGSREEN SH#E L £,

GTP’f:/7“<f7i'3I/7ﬁlJi~—'?ﬁyjﬁD§Qﬁ§

GIP FT7 7 4 v 7 CTIBIDNRTG A—F—5FITTHEICT 74V b = T R=— Xl S
VAT, GTP ~ v P2 ERk L. REL £,

1R BRI

—MDONT T 4 IVREF T T a rTIE, BEOLDICERERZHEALET, b7
=7 D1 OEFEHATIHEAT. ROICERZRELIFZEREHDO I A v 7 HERLE
ﬁqo

FIE

ATV TN GTP A VAT gy R v— <y 7 &ER L E9, policy-map typeinspect gtp
policy_map_name
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policy map_namelZix, RV v —~ v 7OARIEZHEELET, CLIIRY v —~vv T a7 4
Xal—varyE—FIAYET,

ATFvF2 (LB #iHZR) v— <y 7B L EF, description string
ATFYT3 —H LT T4 2T 7y a My, ROFIEZEITLET,
a) WOWTHrOmatcha~vy REFEHLT, 773 ar 2R T35 8770 v 7 #EEL
F4, matchnot =~ R&MHT 5 &, matchnot =< ROFEHEIZ—FH LARWNWTTD
N7 42 T aryBNEASnET,

« match [not] apn regex {regex_name| classclass name} : f5€ L 7= IEBIEIH F 7213 EHFE
B2 Z A2k 5 Access Point Name (APN) (Z—E L ¥,

» match [not] message {v1|v2} id {message id | rangemessage id 1 message id 2} : X v
T—YID (1~255) #BALET, 1 >OID EIXID OFPFEZIEETEET, A v
B—U GTPvO/L FH (vD) 22 GTPv2 I (v2) D EFRET H2XMERH Y £7,

« match [not] message length min bytes max bytes : UDP ~3f & — K (GTP ~v ¥ — & %
WDAyE—Y) ORIPERAMEL FRMOM (1~ 65536) THDHAvyE—VaH
aLET,

match [not] msisdn regex {regex_name| classclass name} : PDP =1 > 7 & 2 MEREK,
Ty va UERER, BEORT 7 —EHITEDA vE—VNOENA VAT — 3
VEBEY T AT T A NEREE S (MSISDN) EHRERZIEE L2 ERRBLE T ES
KBV FALBAELET, EHRITIE, FFED MSISDN F 7213 MSISDN O %
HAD X HHZFESWTERBITE £9°, MSISDN 7 4 /L& U > 713 GTPv] 3 L INGTPv2
DHTHHR—FINTWVET,

match [not] selection-mode mode value : PDP =t 7 % 2 MMERLEE RN O EIRE— R
FMEREZRELET, BIRE— T, AvE—VITZ7EAFRA > M4 (APN)
DOFEIERELETH, KOWTINIZRD ET, BRE—R 740 0F2 Y T3,
GTPvl BL U GTPV2 DA THAR— R I TWVET,

e 0 MEFRF I, APNIZENSANL ATF—2arFidxy NU—21Ck o THES
NTEY, Y727 VP a o ERINTWET,

el ENRNAINAT— gy, APNIZERS L AT —2 g ickoTHRESNTE
D, 7270 F g NIERINTOERA,

¢ 2:Fy FT—Z7, APNIZX Y NU—Z ko THREENTRBY, 727 U7
Va VFHERINTWER A,

« 3 TRIEA CREEM)
» match [not] version {version_id | rangeversion id_1 version_id 2} : 0 ~ 255 OV T 41
DGTP A=V a VN LET, 1 OONR—=Va VERIFIA—V g VO#PFEZIEET
TET,

b) ROa~Yy FOWTNNZANLT, —HTD T 74 v 7T LTIATT LT 7 a
ZHRELET,
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edrop[log] : —ET AT _THONry h2 Ray 7 LET, YATL 00 Ay —
HLEETHITIE. logF—T— R&BMLET,

e rate-limit message rate: A vt —Y DL — bEFHIRLET, 20479 T,
messageid D] TE £,

R —<v 7 TliE, DO match 2~ FEFEETE £9, match a2~ ROJERFIZD
WTIE, O NT 7 4 v 7T 2D TEZBRBL T EE W,

ARTYTE ALV ARXT a2 D UNBOH /3T A= B ET DL, ROFNEEFITLET,
a) NIA—HF ar7 4 Xal—arET—FEBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFLFEHDNRTA—FEFRELET, ROF S aEZRETEET, A7V ayv
EF =TT AIE. 2w FOnoEREAHEHE L T E I,

« anti-replay[window _size] : GTP-U A vt —YDATA T 4 7 U4 RUERET S
ZEILEST, TUF VT VLABAF—TNVILET, ATAT AT T4 RUD
A XIA v E—VOETHY, 128, 256, 512, F721£1024 12720 £, A X%
BELRWE, 774/ RTSRICBRVET, AOIRAvE—IUBRERRIND &,
T4 RUEH LW =T U AREFIIBITLET, v —7 v AFEIL 0~ 65535 Dfi
HTHY, RKEICETLET v TINET, £, TRHIEFPDPa T A K
TEI—ETY, Avt—UlF, U ABEN T 4 RUNTHIUTES & 7
INFET, ToF VT LA N I—MNGIPT—% 7y haxy7F v L, &
NHxEYZLATHEEIIRAETIARERD L2y g AUy v 7L DoS K
BA OIS B E 1,

[permit errors] : #E2h72 GTP /X7 > MPBIOHIETHfT SN D & Fry Fans 3
TOXRTy hEFAILET, 7y hME, RV v—~v P TERLET Vv a ik
DT Fr Yy 7 TEET,

request-queue max_requests : ¥ = — TIGEFRFH N TE 5 GTP ERB DO KE A3 E L
£, T4/ MEI200 TT, ZOERIGELEZBZBICH LWERNEE TS L, &b
FEWEFR % = —IZ Ao TW 2 BR D HIBR S 41E T, [ErrorIndication] . [VersionNot
Supported] 33 LT [SGSN Context Acknowledge] &9 A »vE—p%, Bk L RS
NZpNW=D, IEBFHLEROF 2 —IZ AN NFERA,

tunnel-limit max_tunnels : A SND T 7 7 4 772 GTP b v RNV D KE AR E L £
T, ZHUL, PDPa T HF A MEFRITZ U RRA LV OIS LES, T 744k
12500 9, ZDa~r RTHRELZ b RVEICETDE, FILWVWESRIEI Ra v
SnET,

timeout {endpoint | pdp-context | request | signaling | t3-response| tunnel} time : f57E L7
P—EADTA KV HA LT T rEHRELET hmm:ss X)) . ¥4 LT 0 &
BELRWGAEIL, BHIC0ZRELET, Z0avwr RE, #4577 RZEIC
B2 AT UET,

. ENALRYRT—=IDA VARG 3y
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«endpoint : GTP = RARA » F D EIBRIND £ TOIET 7 7 1 7 IR D die KA,

« pdp-context : GTP >+ 2 > @ PDP 27 X A M &HIRT 2L TOIHT 77 4
TR O R KA, GTPv2 TiX, ZHERT 77— ar7F A FTT,

srequest : ZRF 2 — N HERDVHIREND ETOIRT 77 4 THH OB KIE, R
0y FENTCERA~DRBGEOINEDS Ry T ENET,

esignaling : GTP 7V U 7 HHIBRS LD £ TOIET 7 7 1 7R O Fe KA,
* t3-response : #fi & brET D ANCIGE & Rt 9 2 e KR,
stunnel : GTP F U FABEIK S D ETOIET 7 7 4 7 IEE O i KA,

ATFYTE RIGA—H a7 4 Fal— g F—RZRoTWAMIZ, PXry heTUvFRT—T 4
VK LT GTP-UF = 7 #RELET,

otp-u-header-check[anti-spoofing [gtpv2-dhcp-bypass | gtpv2-dhcp-drop]]

F—U—REHEELRWVWE, Z0a<wr NI GTP F—4% N7y hORNERA a0 — RBF
PNy RCTHDIMWEIDEIHER L, P~ X —BBI5RITED A ry h& Fay 7L
\iﬁqo

72, anti-spoofing ¥ —TV— REEHLE, NEA B —RDIP ~y X —HNDOENA )L 22—
PF—IP7 FLARGTPHIIEI A vt —Y (Byva AEUGERLE) ICTHIV L TEIPTY FLX
EHLTODENEI D EME L, IPT RLUABR—FHLRWEEIEGTP-UA v —T% Ra vy
TLET, TOF v 7 T, IPv4, IPv6, B L NIPv4v6 PDN # 4 73R — h ST E
9, ENA A DHCP 2 H L TEDOT FLAZFET 584, GTPv2 TOxT Y Ka—
PF—DIP 7 KL A1%0.0.0.0 (IPv4) F7-1F prefix:0 (IPv6) (2720 9, TDOHFA, VAT A
IENER Ny R TTRIBLIZEROIOIP 7 RLAZFHL oy Ra—W—IP 7 FLAZFH L
EFT, ROF—U—FEMHHL T, DHCPTHEE LT RLADT 7 4 /v N OEIWEEZZEH TX
£,
« gtpv2-dhcp-bypass : 0.0.0.0 F 7= 1 prefix:0 7 KL AZEH LR2NTLZEW, ZofbY
2, T Ra—HF—D 1P 7 KL A1 0.0.0.0 £ 7213 prefix:0 DEAIT/ N v b EFFA L E
T, IP7 RLAOEMIZDHCP 235 &, 20X T a3 7 v FATS =T 407
Frxy T ENRNANRNZLET,
« gtpv2-dhcp-drop : 0.0.0.0 £ 72T prefix:0 7 RLAZFH L EHA, TONRDVIC, =K
22— =D IP 7 KL A% 0.0.0.0 F721F prefix:0 OFEITTXTONRTry b2 Ray 7L
£, ZOF T a s iF, IP T RLUAORMSIZ DHCP 23 52— —~D7 7 & X
ZHEET,

ATFYT6 HEIS LT, NIA—HF a7 4F¥al—rarEB—RCA>TOWSREIZ, IMSIZ LT ¢ v
JATANEY T EFRELET,
mcc country_code mnc network _code

drop mcc country_code mnc network_code
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ATy 17

ATvT8

av s RIEIRMBEREEAN LT, =57y F&725T_XTDMCCMNC T ZHEETEET
N, R =<y THNOTRTOa~r Ridmee £/zid dropmec THLMLERHY 9, =
NoOavy FeflhabEs ZLidTE LA,

T 74N NTIHE, GTP A Y AT a3 ix, Ah7eExf V1 R a— K (MCC) LEAN
AN Fy hU—7 a—F (MNC) OlAaEbE¥sF v/ LEHA, IMSI LT 4 w7 A
TANEY T B ETDHE, ZIE37 >y PO IMSI O MCC & MNC 23, #&7E & 7= MCC &
MNC OfiASbi L SN E T, K2, a~vy RIZESHTEROWTALOT 7 23 Ui
FITSNET,

emecc aAv Ly R —HLARWEE, Ny MIkryZaEnEd,

edropmec =2~ K —&HT 256, 7y MIFry 7SN ET,

ENAN AR a—=RF0UADIHTOETT, IMTEII2ifiofEO T L7 4w 7 AL L
Ton™BEMENET, BN Xy hT—7 a— NI 2HEIE 3O ETT,

FFAEZII R v 75T _XTOMCC & MNC OAEDEEZBINLET, 5740 hTiL,
ASA [ MNC & MCC OMAGDENRFENTHINE I DET = v 7 L=, RE LT
HEDENENTHLINE I DEHERT HLENH D £9, MCCIEELUMNC 22— FOFEMIC
SWTIE, ITU E.212 #)45 [ldentification Plan for Land Mobile Sations] ZZ& M L TL &y,

PBIZIE LT, NFA—F a7 4FXa2l—ay T— ROBICEFTOaX s 752592 L
F9,

location-logging [cell-id]

TT R FANRNOYFTE 0 ZIZRER L, T VRO OER 2B L ET, HITOERE
BT S L. RERR—I U UREREHNNT DDIRNELE T, B0 72 G T 5
&, VA7 Al International Mobile Subscriber Identity (IMSI) Z & IZH LWy (A »&—17324010)
BATE I3 ERE SN (X vEB—324011) HETO syslog A v E—V 24K L ET,

=P —RBUERFEINTNDEELID ZR T X vE—VIZED 5541, cdl-id /87 A—%
ZIEELET, BAIDIE, B 7 — Ubih] (CGID %7213 E-UTRAN /L 71— 3Lk
Bl (ECGD 2ot S ivE 7,

MG U T, NIA—HF a7 4 Fal—r gy T— A>T DHREIZ, GSN £721%
PGW 7— U > V5B ELET,
per mit-response to-object-group SGSN-SGW_name from-obj ect-group GSN-PGW_pool

ASA N GTP A Y AT v a U EFEITTH%E. 7 74/0 N TASA L, GTP ZRTHE S
TV GSN £721L PGW 2250 GTP L& % Re vy 7 LET, Tk, GSN £721X PGW @
T Tar— RNRT U T EFERA LT, GPRS DR EAF—FE VT 42 EHDTND &
XWIWELET,

GSN/PGW 7'—V V7 HREL., u— K XT3 T a2V R— 157D, GSN/PGW T
RRA LV NERET DRy NU—7 AT V=7 b I NA—TEER L, Z % from-object-group
NT A= THRELET, FERIZ, SGSN/SSGW D7Dty NI—0 A7V =/ b I —7
ZAER L, to-object-group /X7 A —& L L CEIRL E3, InE%1T 5 GSN/PGW 7% GTP Zxk

DEEFGSNPGW LA LA T V=7 F Z—TIZBLTEY ., &L TWD GSN/PGW (2 L
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5 GTPISEDEENTF I ENTNAEDF TV =7 b 7 —71Z SGSN/SGW 23 & 553 A 12,
ASA TILENFFR S NET,

Fy NT—0 F T2 F I A—FF, = RBRA L bEFARN 7T RVAERITT Y RERA
Y hEEDLY TRy MbiBTEE T,

1 :

WIZ, GSN/PGW 77—V 7Ol R LET, 7T ACFRy hT—7 2KH GSN/PGW 7' — /L
ELTEREINTWVWETN, *y NV—I72ERERET SV I, #EO@EOIP T KL
A% network-object =~ R T 1 DT OfETEET, ZOFITIE, &wiZ, 7—hrb
SGSN/SgW ~DJGEZH AT 5L 91, GTPA VAT vay ~ v T EEHLET,

hostname (config) # object-group network gsnpool32

hostname (config-network) # network-object 192.168.100.0 255.255.255.0
hostname (config) # object-group network sgsn32

hostname (config-network) # network-object host 192.168.50.100

hostname (config) # policy-map type inspect gtp gtp-policy
hostname (config-pmap) # parameters

hostname (config-pmap-p) # permit-response to-object-group sgsn32
from-object-group gsnpool32

il
WOBNE, Xy NT—7 D b XV EHIRT 2 HEEZ R L TOET,

hostname (config) # policy-map type inspect gtp gmap
hostname (config-pmap) # parameters
hostname (config-pmap-p) # tunnel-limit 3000

hostname (config) # policy-map global policy
hostname (config-pmap) # class inspection default

hostname (config-pmap-c) # inspect gtp gmap

hostname (config) # service-policy global policy global

RDBERY

< T EERTAEODL AR a R V=R ETEL LRV FELE, AL
F NT—=0 AV AR g DY —ER R —0OFRE @2 —) ZHERLTLEE
AN

SCTP A VAR O3 RYO— Ty TDHTE
L— MR EDT Y r— g VEAEDNA a— K 7a fa,ID (PPID) (235 T SCTP

N7 4w 7IRET 7 v a2l T5100%, P—EARY —THEH I SSCTPA > A
Ry var R — <y T EERLET,
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B scrroxxovasRys—<yTomE

B

GE)  PPIDIXT —H#DO0=E 0 OFIZH Y, FFED Ty MIEROT —% Fx o 77213150
T v > 7 RO EMTEET, Ny M1 OOHIETF ¥ o 7 E3EEOT —F F v
VIMEENTWAEA, Bl Y TonzTr7yarNiny STy 37y MIikay >
SNFERHA, L ZIX PPID26% Ky P T5SCTPA VAR a R v— <y TEFH
ET D&, PPID26 57— 4 F v > 7 1%, Diameter PPID 5 —# F ¥ o 7 o7 v MMTHEE
Eh, TRy MEIRey 7S EdEA,

FIE

ATFwT1 SCTP A A7 v a v R v— <7 %{ER L %7, policy-map typeinspect sctp
policy_map_name

policy map_namelZix, RV v —~ v 7DOL4RIEEELET, CLIIRY v —~vvy T a7 4
Fal—varE—RNIAYET,
ATvF2 (TR #HERY v— ~ v 7IBMLET, desription string

ATFY T3 SCTPT—& F¥ o Z7DPPIDICHSNT, NF 74w s & FRuy 7, L— MiIE, £/2ida
TIZieeR L ET,

a) PPIDIZHEASWT T 74 w7 2B LET,
match[not] ppid ppid_1 [ppid_2]

ppid_1 % PPID &+ (0 ~ 4294967295) F 72134 A1 TT (M AEE/R 4 AIIZ- DUV T CLI
VT EBRLUTLZE) , PPID OHFIFALZRET 212iE, 2FE (LY KREW) O
PPID. ppid 2 # &85 Z LN T& £9, match not ppid Zf# L C PPID % 7=/ #aPHIC—
BLBWE T 70w 7 2RELET,

SCTP PPID OEED U A k%
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CHEES

TEET,
b) —E L7y MIHLTETTLT 7 v a v 2HELET,
edrop: =T 29T XTONTy b Ry FEiTu ZICisk L7,
slog: VAT L BT AyE—UEEELET,
ratelimitrate: A vy —YOL—FEHIRLET, L—ME FrEy M (kbps)
HAL T,

c) BIRPIIZAE T 2 XTD PPID #5335 FE T, 7t A&EYiRLET,
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| EXqLrybo—oDA02R Y3y
Diameter f VAR 23V K — Ty TOHRE .

il

WOBITIE, KEIDYETODPPID (Z DFIOIERFESATREID YU T) 2Ry 7L,
PPID 32 ~ 40 % L — bR L. Diameter PPID % 1 7250k 24 LV A7 ¥ g v iR
Vo— <o 75 ERLET, 2OV —t 2Ky —|T, §XTHOSCTP T 7 47
% A9 % inspection default 7 7 AZA VAT v a v LET,

policy-map type inspect sctp sctp-pmap
match ppid 58 4294967295
drop
match ppid 26
drop
match ppid 49
drop
match ppid 32 40
rate-limit 1000
match ppid diameter
log

policy-map global policy
class inspection default
inspect sctp sctp-pmap
|

service-policy global policy global

RDZRY

v T EBFEHTAIEDODAL AR v a R U= ERETE AL FE L, EAAL
2y NT—0 LV AR g DY —ERARY —0ORE A2 X—) 2BBLTLEX
Uy,

Diameter f VARSI 3 R — Iy TDHRE
X F &7 Diameter 7’11 NI VBERTT 4 VHZ Y 7T 5728 Diameter A AT g

R ==y TE2ERTEET, TOR, BERALERIC e v 7EIn ZICREETE £
RS

Diameter * vt — 74 W Z U 7 EFRET HITIE, 65070 b a/LEFRIERFC B LD
HIFERRCTER SN TODHDO T, TNLDOERIZOWVWTHELWARRZ > TV ARLERH Y F
¥, 7= & ZiX. IETFIZiX, http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml {2
RYBRERFEHRT TV r—ay, avry Ra— R BROBMHESTOU R 3H D £95,
Diameter { > A7 2 g »TIZY A RSN TVWHTRTOHEHEZ YR — L TWEEA, HifF
HEARIZ DUV TIEL, 3GPP Web 1 RAZHL T 7Z& W,

48 HHEIIZ

—¥BDNT T4 v IVREF TV a T, BEDEDICERERZHEHLET, b7/
=701 OEFHT L2581, RONCEREZRELIERERDO I T A ~ v 7 E2ERL F
j—o
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ENALRY bT=ODA VAR Y3y |

B oviemeter 1o zxRxH a0 KL — <y ToRE

FIE

ATy T

EE) WOFNEIZHE - T, Diameter f > A7 a>D7 FA <y FEERLED,

IR TITEBEDO N T 7 4 v 7 EOWEE V- LET, F72iE, matcha~r K%
EHARY = vy JTIHETEET, VIR Ty TRERTLIE LA VAT v ar R
VT I T4y EOREEFEREERT DI EOEWL, 7 TR vy STIIEMER
WERELERTE, /77 Ay TEHAHTEL L NS 2 & TT,

7 IARy T ERE LRV T T 4 v 7 Z4RET 121X, matchnot 2~ > F&2fH] L £,
72 & 21X, match not =~ > RCXFH| lexample.com| #f5ET H L. [lexample.com) 25
FNDTRTON T T4 v T IF 7 TA Sy T EREINERA,

TDITARYTTHRETDAN I 74 w7 LTI, A v A~ gy R — <y T
o747 LTCETTHT 7 ar2BELET,

matcha~> RTLICE R LT 7 v a v 23738856, RV v—~yICEEN T 74 v 7
EREETHAMLENRH Y 9,

a) 77 A~y 7 a{ERMLET, classmap typeinspect diameter [match-all | match-any]
class map_name

class map_name(Zlx, 7 7 A v v 7 O4RI#IEE L £ 7, match-all ¥—U— RNZ7T 7+
NVETT, T4 I BT TRy T E—HTBHI2E, TRTORAEL T D M)
HHZ EERELET, match-any X — 7V — R, FT77 1 v 7030 7:< & H 120 match
AF—RhALV N —HK LBV TA vy T —HTHLHEEELET, CLINY T A
~yFar74X¥al—arEF—RICAY, 1 DOl EOmatch 2~ REZANTE E
7

b) (EE) 77 A~y FICHZEML £9, description string
string I2i%, 7 7 A v > 7O A 200 SLFLUNTHE L £,
) WOWFTNLOmacha~vy REFEHLT, 773 arv 2 T35 8770 v 7 #EEL

%9, matchnot =~ > K& 2% &, matchnot =~ > ROEHEIZ—F LW T_TD
N7 47T 7 varyBPlEHEhET,

« match [not] application-id app_id [app_id 2] : 77V 77— a Vilkhll+Z2RAE L £,
app_id (X Diameter 7 7" U 77— 3 U OARTE 2 I1ZE S (0~ 4294967295) T9, WG
THWGER T ENTET TV r—2 a COHBERH LT, 2EBDOIDEED D
ZEMTEET, 7V = a OARERLIIEZINCHHAZ ERTE, H1IDEB
FOHE2ID OEOT R TOFFICTHEMA S NET,

INGOT IV rr—a VIFTIANA BRI NE T, ROaT 77V r—a Ry
R—FENFETN, o7 TV r—a b 7 A AXABTXES, 77Uy —3 3
VDY A MIOWTIL, CLINV 2SR TL N,

« 3gpp-rx-ts29214  (16777236)
« 3gpp-sba  (16777251)

. ENALRYRT—=IDA VARG 3y
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Diameter f VARV L3V RY — 7w TDHE .

* 3gpp-s9 (16777267)

e common-message (0) , (J&A Diameter 7’1 | =1/L)

« match [not] command-code code[code 2] : ==~ K =2— KZMA L %9, code i
Diameter =~ > K 22— ROARTE72ITE S (0~ 4294967295) T, %Aﬁéﬁﬁ
TR avy K a— RFOEEAPHHLGEE. 2FEHOa— K255 LN T
TEY, av P a— FOARTELZIESIICHAZERLTE, B1a—FBIOE
23— ROMOTRTOFFICHEA S NET,
7= & 21X, D =< RiZ, Capability Exchange Request/Answer 2~ > K 21— RN % [
ALZET,

match command-code cer-cea

o BYEE~T (AVP) G LET,

BIEIC L > TOHR AVP Z2ET 2I121E, ROTFIRZFEITLET,
match[not] avp = — RN[code 2] [vendor-id id_number]
BIEDIZFESNT AVP 2 RET D54

match[not] avp = — R[ vendor-id id_number]{&
ZNENOHFAITKRDO LB Y TT,

e code : BMEERT DLBITETZITEFE S (1 ~ 4294967295) , HwAID 2 — RITHOWT
1L, 1A% A AVP, RFC %7213 3GPP £ fEARIC B ER ST D AVP, BV
TR 2T CHEHBEYR—FENTWS AVP OLHTZEE TE £, $rE 0#iH
DAVP ZRETHEEIT. 200 a—RF2FFOLTHRELET, EHIZE-T
AVP 2B ET DAL, 2 2BEOa— RZBETEEHA, AVPAD U A MO
WTIE, CLINV T BT &N,

«vendor-idid_number : (fEE) XU F—DIDE S (0~ 4294967295) HLIRA L £
¥, /=& zIE, 3GPP X & —ID 1% 10415, IETF 1% 0,

-value AVP DIEDESY, ZhiZ. AVP O F—% 4 A4 TP R— SN TW55

(2D I Ef%i? e ZIE, TRVAT—=H2 XA TRHLHAVPOIP T K
I/X%H ETEFET, RIZ, YR—FEINTWDBET—H XA TDfEA T 3D
FEEDOH LR LET,

+ [Diameter Identity], [Diameter URI], [Octet String] : ZALH DT —4% XA 7D
TIXIEBRERELITIEREKRS S JA 47027 VA LET,

{regex regex_name | class regex_class}

* [Address] : FRAT 2 IPv4 £7213IPv6 7 RLAEZFRELET, =& 2L,
10.100.10.10 = 721% 2001:DB8::0DB8:800:200C:417A,

* [Time] : AR AR ST HFZ4EE L ET, MG ET OLENRH D £,
Wpf]id 24 RpE A CHRE L £ 7,

AR E AN Z SV PEVE |
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B oviemeter 1o zxRxH a0 KL — <y ToRE

ATy T2

ATvT73
RATv74

date year month day time hh:mm:ss date year month day time hh: mm:ss

I &R L ET,

date 2015 feb 5 time 12:00:00 date 2015 mar 9 time 12:00:00

* [Numeric] : HF B O#FHEZIEE L F7,

range number_1 number_2

AFZORMAL, 7T—% ZA ST TRRD 77,
* Integer32 : -2147483647 ~ 2147483647
* Integer64 : -9223372036854775807 ~ 9223372036854775807
* Unsigned32 : 0 ~ 4294967295
* Unsigned64 : 0 ~ 18446744073709551615
* Float32 : 8 HrD/NEUR KB

« Float64 : 16 #7F5EE D /NI R FD

d 77A~vy7 ar74F¥al—varE—Re&T921CF, Texit) EATLET,

Diameter 1 ' A7 25 WY v— <~y 7 & fERl L £ ¥, policy-map typeinspect diameter
policy_map_name

policy map_namelZix, RV v —~ v 7OL4RIEZBELET, CLIIRY v —~vv T a7 4
Fal—grET—RIZAYET,

(EE) $iHERY v— ~ v 7B L %9, description string

—HLE T T w7 v a v EEAT ST ROFIEEZFEITLET,

a) WOWTNHDOFEEERLT, 7273 ava2F 735877 4w 7 2BELET,

* Diameter 7 7 A ¥ v T HAER L2 G1X, ROa~vr Re AW L TERERELE
7, classclass_ map_name

e Diameter 7 7 A~ v 7 THA I TWD match =2~ RKoWFhnz LT, &Y
Vv ICEE N T T v I ERELE T,
b) KO~y ROWTNLEANLT, —BETHMNT 74 v 7 IR LTEITTHT 7V a
EHRELET,
edrop: —HTHTXTCORTFry hE Ry LET,
« drop-connection : /X7 > & K v 7L, #iaA U ET,
slog: VAT A BT AyE—UEFELET,
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Diameter f VARV L3V RY — 7w TDHE .

R v — <o 7L, BEddass 2~ KE/-id match 2~ REHEETE £4, cass
o< K& match 2~ ROIEFIZOWTCIR, HEO N T 7 4 v 7 77 ADONHE FiEES
LT &0,

&1

hostname (config) # policy-map type inspect diameter diameter-map
hostname (config-pmap) # class diameter-class-map

hostname (config-pmap-c) # drop

hostname (config-pmap-c) # match command-code cer-cea

hostname (config-pmap-c) # log

RATYTE A VAR a2V UNEBOH DT A= ERET HITE, ROFIEEZFATLET,

a)

b)

1

RGA—F a7 4 FXal—varyE— BB LET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

1 DFERITEBEDONRT A= ERELET, ROL T v a R ETEET, A7V a v
ETF A4 =TT BT, a2 RO no BN AHERH LTI,

« unsupported {application-id |command-code [avp} actionlog : 7 ¥ 7 &% KR— kI
TWARWERERIIH LT, 2= M LET, ThbH0A T a Tk, Y7 b

V=7 CHEYR— S TWRWT 7 r—a 1D, avy Fa—F BIO
AVPREESNET, T 74/ b T, B X 7R L CEERFAISLTVWET, =
~  RE3FEIANLT, IRTCOEFEORX L T EFHIITEET,

. strict-diameter {state|session} : Diameter 7’17 k =1L RFC 6733 ~O gk 72 HEHL % A
F—=T W LET, T T 4N BFTIE, A AT 29 2 K-> T, Diameter O 7 L —
LAPRFCIZHEILL TWH Z LB SNE T, 2~ RE2RANTHZ LT, date
<~V UMREE 2T session B A B — P OREE, HDHWITZF DO T A BINTE 97,

1 -

hostname
hostname
hostname
hostname
hostname
hostname

config-pmap) # parameters

config-pmap-p) # unsupported application-id action log
config-pmap-p) # unsupported command-code action log
config-pmap-p) # unsupported avp action log
config-pmap-p) # strict-diameter state

config-pmap-p) # strict-diameter session

wOFNL, —HoOT 7 r—arru il BEOIPT RL A&7 ay 74
DIEERLTONET,

class-map type inspect diameter match-any log app

AR E AN Z SV PEVE |
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ENALRY bT=ODA VAR Y3y |

51 X4 L\ Diameter BEER T (AVP) DYERL

match application-id 3gpp-s6a
match application-id 3gpp-s13

class-map type inspect diameter match-all block ip
match command-code cer-cea
match avp host-ip-address 1.1.1.1

policy-map type inspect diameter diameter map
parameters
unsupported application-id log
class log_app
log
class block_ip
drop-connection

policy-map global policy
class inspection default

inspect diameter diameter map

service-policy global policy global

RDHBERY

2 T ERFERT AL AR g R —ERETELLIICRDE L, EAL
F NI =0 AL AR g DY —ER R —0OFRE @2 —2) ZERLTLEE
Uy,

$1 X2 L Diameter ETHEIENT (AVP) DIERK

FIE

HLWEMEEST (AVP) BNEFEIN., B b &, B A X A Diameter AVP & {Ef% L T,
Diameter f > A7 v a R or—<oFAFNOHEZER L, HFHITHZ N TEFEJ, RFC
FIFZAVP ZERTDHEFDOMD Y — 25 AVP OIERIC LB ER A TS L E T,

B AKX NAVP L. AVPIBA A Diameter f > A7 gy R o— <o FXEFIFTTA Ty
FTHERTHEARIC DR, TERRL £,

3 A % I Diameter AVP #1ERk L FE 97,

diameter avpname code value data-type type [ vendor-id id_number] [ description text]
ENENOFPAITRO L BY T,

ename : {ER L CTWAB T AKX I AVP OA4HT (K 32 3CF) . Diameter A > A7 23 v
RV == 7 FEETI T A<y 7 TOmatchavp 2~ RTIOLHIZZR L ET,

s codevalue: 7 A% I AVP 21— R (256 ~ 4294967295) ., ¥ AT ATCEZRFHDa— R
ERUH—ID OMBEDLEEANTDHZ EIETEEEA,

. data-typetype : AVP DF —H% % A 7. IROWT MO T AVP # EFKTXET, HLW
AVP BRIOTIDBE1X, FDRIDH 2% I AVP IZER TE £H A,
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B5{t &Ntz Diameter £ v v 3o 0BE [

caddress: IP 7 R L ZDHE,
« diameter-identity : Diameter D7 A T > T 47 4 T —X,
» diameter-uri : Diameter @ Uniform Resource Identifier (URI) ,
- float32 : 32 &' MR#/ IR,
- float64 : 64 & > MFE/ NS,
«int32: 32 &'y MY,
«int64 : 64 £ MEEH,
. octetstring : 47 7 v XTI,
« time : B OfHE,
+uint32 : 32 By hOFFE 7 LEE
e uint64 : 64 £ N O E 7R LEEHL
« vendor-id id_number : ({£&) AVP ZEF L7720 X —D 0~ 4294967295 D ID &5, 7=
& 21X, 3GPP X ¥ —ID % 10415, IETF {0,

e descriptiontext :  (fTi) AVP OFil] (K80 LF) . AXN—REZEDLHLEIL, iz
SR CHAE T,

=54t S 7- Diameter v 3 D DEE

Diameter 7 7' U 77— 2 23 TCP L CHs b ST —# 2EHT 256, A1 v A7 v a3
IR =TT ANE Y T NV BET B0y NNEERT A EITTEE
11“/\/ L7=NoT, ZA4NF VT A—LEERL, TNOERBILEINZTCP F 77 4 v
WCHHEAT 25/, TLS 7 eX v aRETILENHY $9, Bk o747
Tﬁ&&7DhZW% EATAI2E, YeX b B TY, ZOKEIXSCTP/DTLS b7 7 1 v
T SN EEA,

TLS 7’ ¥ 3HE L LT LET, 2oFuxid, "7 10 v 753t L. BEL
TOLHERZ L, BROSEEIZEELET, Lan> T, #ioilifl] (Diameter —/N—
& Diameter 7 7 A 72 F) X ASA ZEFEHT HHLERH V) | #Nf@%%ﬁﬁzgﬁﬁ%%%
RALTVWDLIXERDHY £9, TLS Vv X 2FET 5121, 7V XNAGEHEL +H5ICBE L
TEBLIMERHY £9, ASA BRFETNA ROTFT VX NVEAZEICETIEELZSML TLIEE
AR

WD, Diameter D27 T A4 7 2 B LW — 3—L ASA OB OGRS, [EHEEHNY.T 57
OOREEMEZRLET, ZOFTT/LTIiL, Diameter 7 741 7> MIMME (FEE V74 <
F—VAVNET 4T 1) THY, = Ra—HF—TlIbh A, V7 DOEMDCAFE
HEIL, Vo7 ORKHUIOFGEHEOZAIEHAINDG LD TY, =& 21X, ASA7' 7 F T TLS
H—N— CA FERA L, Diameter/TLS 7 74 7 > FEHEOEL IHEH SN L O TT,

AR E AN Z SV PEVE |



B ==ishi Diameter v 3 v oBE

2:Diameter TLS A VAR 3>

ENALRY bT=ODA VAR Y3y |

—_—

Diameter TLS 7 514 7 >+ (MME)
e 7547 IDIFAE
« ASATLS v H—/—0D

ID FEFAEDBAICEHIND
CA FFHAE

ASA 7' m % TLS #—/3—
o« Br—/—ID GEHIE

e Diameter TLS 7 7 A 7 > @D 1D
FERAEDBEAIEH S ND CA
FERH

ASA 7uaxT TLS 7 747 b

« JTAT LV NID (REZT (7
721X LDC) FiFE

* Diameter TLS H—/3X—® 1D zEBH

EOBELIMHH SN D CAFEH
=

=]

Diameter TLS #—/3— (7L 71
V)
« %—"— 1D GEHIE
cASAT' B XL TLSZ T4 7 b

DIDAEAEDELIZFEH SIS
CA FFF &=

Diameter TCP ¥—/3— (TLS %7
7— K)

Diameter f ' AX7 2 a VDO TLS 7 a X 2RET HITIE, ROFT T arndhv £9,

« 7JLTLS 7 ¥ : ASA B O Diameter 7 71 7 > b & ASA 1 X O Diameter —/3—
IO T 74 v 7 a3t LET, TLS Y — — L OEHEBEREMEN T 5121, koA
varnbnET,

CRBT 4w TR IITALT N NTANKRA Y FEHEHLET, ASA X,
Diameter —/N— L OB(EIFZ, §°XTO Diameter 7 7 4 7 > MMZE UFEAEEZR L
F 9, Diameter —/—IlL > TEIZTA TV MBRILELIICRADZDT, 7747
VRTEIEINEY — B R RMET S Z LIETEEYA, ., ZOF T v a iR

LDC 5LV L EE T,

s —ANHFAF Iy IiEE (LDC) ZHEHLET, o4 7 a2l T5H L.
ASA X Diameter ¥-—/3— & OIBEWEIZ, Diameter 7 7 A 7 > F T &I —E DIEHE
ZaRLET, LDCIE, AT —& ASA ML OB LWEBAERE, ZIELEZ 94T
V NIDFEAENL DT XTOT 4 — /)L RE2RFELET, ZDHFETIE, Diameter —
N—TITAT N NT 747 OfHERR EL, 7547 > MEHZEORMICIH
DSNTEINE —ERAZ R TEH L IR £,
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Diameter 7 51 7> k &£ 04— i—f=tEERozE [

«TLSA 71— K : ASA & Diameter 7 7 A 7> MNMED T 7 ¢ v 7 #REEAL L 345, ASA
& Diameter ' ——[ T U 7 7% X MEREAZEH LET, ZOF 7T a idk, T894 X
MO KT 7 4 v 7 DMEESNIGETLEEN D Z L0320 RS LTV A 35A12. Diameter
P—=N—IRASA LRILT—Z B X —ICHIITFATARETT, TLS A7 u— REHT
b, VEREESAIEENRDL DT, N7 44— AR EIELENTEET, =
nix, A7 a v OHRTERIETYT, Diameter ——{F, 7 IF7A4 T DIPT RLAD
RZFESWTEIE Y — A2 TEE T,

30T _RTDOA T 3%, ASA & Diameter 7 7 A 7 o MEOEHEBARIZ T L TR Uk E &
ALET,

B

GE)  TLS 7B FINITLSVIO~12ZMHLET, TLS D=V g UV EEEALS — FEARETEE

B

KOIETIL, Diameter £ > A7 a3 VDO TLS P u XL 2 ETHHIEICOWTIHH LE
ﬁ—o

Diameter 7 54 7> FEDH—/N\—EHEBEZRDHRTE

FIE

ASA X, Diameter 7 7 A4 7 > MMIXLTTLS 7%y —_—L U THREL 9, HHEEE
B 2 WL T BT

o ASA O — R—FEAEA~DEBELIMHEH SNZFGER (CA) FEAE % Diameter 7 74 7
MZAVR=FTH0ENRHY ET, ZiUL, 7747 PO CAGEHER T E2id”
FAT v NBMERTAMOBGATNIRFE SN TWAEGEERH Y £, EHEOHEHOFEMIC
DNWTIE, 774 TV FORF2 A MEBRLTIIZE N,

CASANR T TAT v FAEEEHTE S X 512, Diameter TLS 7 74 7 > h DFHFBHE~DE4 |
FEHENZ CAFSEFAELZ A VR — T A0ERDH Y F9,

RDOTFNETIL, Diameter 7 741 7 > b OFEHE~OEBLIZHEH SN CAGFIAES A VR —k
L. ASATLS 7% —N_—THHATHIDIEHEL A VKR — b T 5 HECHOWTHRHALE
T, IDFEHEZ A VAR — T 50 VIZ, ASA THOLEAMHEZERTEET,

AT w71 Diameter 7 74 7 > FDFEHE~DELITHEH SN TS CAFEFELZ ASA N7 A FiRA

MZA vAR—hLET,
ZOFNEIZ L > T, ASA 73 Diameter 7 7 A 7 > b EFHETE T,
a) Diameter 7 7 A7 MHD M T A MARA M EER L ET,

Z OB, enrollment terminal 1%, FEAEZ CLIICRV D Z 2 RLTCWET, b
Z A MARA > MiX diameter-clients & FEIEVE T,

AR E AN Z SV PEVE |
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&
iy

. Diameter 7 5 4 7 > b & DY —/N\—{S3EE KD

ciscoasa(config)# crypto ca trustpoint diameter-clients
ciscoasa(ca-trustpoint)# revocation-check none
ciscoasa(ca-trustpoint)# enrollment terminal

b) REMEZIBINL 9,

ciscoasa(config)# crypto ca authenticate diameter-clients

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[certificate data omitted]

/T7QEM8izy0EOTSErKu7Nd76jwf5edqttkQ==

quit
INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 5431699 8d490d34

Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

ATV T2 GEAEFEEA VAR—F L, ASAT7 XY = N—DIDIEAFEL L OF—XTHD N7 2 FARA
Y hEERLET,
ZOFMEIZ L > T, Diameter 7 7 A 7 2 b ASA ZEHTE £,
a) pkesl2 B TREEZ A AR— M LET,
OB TIL, tisproxy-server-tp 28 7 A R A > 4T, “123” BEENA 7L —XT
To MED R A MRS FABIOANRA 70— %A LET,
ciscoasa (config)# crypto ca import tls-proxy-server-tp pkcsl2 "123"
Enter the base 64 encoded pkcsl2.
End with a blank line or the word "quit" on a line by itself:
[PKCS12 data omitted]
quit
INFO: Import PKCS12 operation completed successfully

ciscoasa (config)#
b) FTARKRAL FERELET,

ciscoasa(config)# crypto ca trustpoint tls-proxy-server-tp
ciscoasa (ca-trustpoint)# revocation-check none
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Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

Diameter f Y ARY O I VDR EATA VI V54T FIEBAZEIZKBTITIS 7O+

40,

19—

a3 ;&

FIE

&

Diameter —/ 3= FT X TD Y T4 7 > MIX L TR CFEAEZZITAND Z LR TE D55
I%. Diameter —/N\—Ll{ET 5 L EXIMEHTHASAHORE T 4 v 7 7747 MiEE
ERETEET,

ZOFRETIE. ASA L7 547 Ml (Diameter 7 A 7> k& DY — R—{ZHEBZD

U

A AE

27 =) THMHIN TS XEH1T) . BELWASA & Diameter V—/N—FIZFH A DOIEHE
B EZHENI T AMENH Y F7. ASA & Diameter F— N—DEEEMITRD LBV T,

* Diameter —/3—® ID fEFAE~DO B IZHEH SN2 CAFEAEEZ A R — N T A0 ENRN
HDHDT, ASAE, TLS N Ry =A ZHIZY— =D ID FEAEEZRFIETE 7,

e Diameter ' — N—HEHEH L TWA Y T A4 72 FEFAEZ A VAR— FTALERH Y 97,
Diameter " — S—NFZ5EHEZEHEH L TWWRWEEAIE, TOELICHHENS CAFEH
EEYP—NR—ZA R —F LET, FEMIZOWTIL, Diameter —X—D RF¥F a2 A &

ZRLTESW,

Diameter Y —/N—DFEAE~DBFLIHEHA I N TWD CAFEHAELZ ASA hT A MR A » T
AR —hKLET,

ZDOFNEIZ X 5T, ASA 75 Diameter — N— A EHTX £,

a)

b)

Diameter ¥ —/X—H®D kT A MR A M EAERR L E T,

Z OFITHE, enrollment terminal 1%, FEFAEZ CLIWEV T A Z L& RLTWET,

A URL #fH LT, CA Lo HENESE (SCEP) 2 ETHI &L TEET,

ARA > MiX diameter-server & FEIZIVE T,

ciscoasa(config)# crypto ca trustpoint diameter-server
ciscoasa(ca-trustpoint)# revocation-check none
ciscoasa(ca-trustpoint)# enrollment terminal

AEAE 2B L £

ciscoasa(config)# crypto ca authenticate diameter-server

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[certificate data omitted]

/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 5431699 8d490d34
Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

FZ7 A b
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B oviemcter 12 XRG LI RORETF A VY HSAT L MERBICE B TS TOFLOR

% Certificate successfully imported

ATFwT2 GFHEEZ A AR—FL, ASATaX2 75347 POIDIEHEB LI OF—THD FF X b
RA L MEERLET,

Z OFNEIC L - T, Diameter —/3—73 ASA Z{EHH TX £9°,

a)

b)

pkes12 TG CREHEZ A AR — M LET,

WROBITIX, tlsproxy-client-tp 23 7 A hARA o M T, “123” BNEH /A 7 L—XT
To MED R AMRA L MABIOANR 7L =X 2 LET,

ciscoasa (config)# crypto ca import tls-proxy-client-tp pkcsl2 "123"

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:

[PKCS12 data omitted]

quit

INFO: Import PKCS12 operation completed successfully

ciscoasa (config)#
FNIANRA L FEFRELET,

ciscoasa(config)# crypto ca trustpoint tls-proxy-client-tp
ciscoasa (ca-trustpoint)# revocation-check none

ATV T3 TLS 7ux T 2R ELET,

a)

b)

B

TLS ' r X INZA4BI AT, TLS 7 uexy a7 X2 lb—3yarE— R&EBBLET,

tls-proxy name

ASA 73 Diameter 7 7 A 7 b E DERIZEB W T s —_—L L THRET S & X 1T
FEHEND FT A RRA L FEFERMIL £,

server trust-point trustpoint_name

6=

d)

T A FABMOEE. £7-EDiameter 7 74 7 b EEEHTE 5 LHEE L TWAEAIZ, Z0F
EZ 2%~ 7 LT, TLS 7uX% 227 ¥ o L—3 3 2 nosarver authenticate-client =~
VREEDBHZENTEET,

ASA 75 Diameter —/S— L ORRIZBWT T aXxy 7547 e L THRET S & X (T
EHEND FT A RRA L FEFBHILET,

client trust-point name

ER) 7947 pifERTE oS Tz ERLET,
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Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

client cipher-suite cipher-list
Z Z°C, cipher-list iZiX, ROMEEDOMAEDLEEZD DL ENTEET,
» 3des-shal
* aes128-shal
» aes256-shal
* des-shal
« null-shal
* rcd-shal

BEOA T a NIAR—=Z TR Y £,

TLS 7ua X v CEATE S IR A ER LR NE, Y%y — —|T «d cipher =~
VRICE o TERSINZ 0 — N AU SAAL — e LES, 774V FTlX, Zua—
2V S L~ i medium T, -2 F W, NULL-SHA, DES-CBC-SHA, # X O'RC4-MD5
ZRRS T RCOB S FRABEHATEET, ASATRICHHAARER D EIXRR DAL —
k2T B 8A DA, client cipher-suite =~ > RZ&HE L £7,

ASA EDFTRTDSSL 7 T4 7 v "MEGICE/DN TLS N— g VAR ET LA,
client-version =< > REZZBMR LT 7Z&VW, T 74/ ME TLSv1.0 TY,

e) (EE) VY—"—NHTE s AEERZLET,

server cipher-suite cipher-list

Z 2T, cipher-list iZiX, ROEEDOMAGOEEEHDLZENTEET,
* 3des-shal
» aes128-shal
* aes256-shal
» des-shal
* null-shal
* rc4-shal

BEOF T 3 T AR—ZATRE Y F3,

TLS 7 X v CEHATE AR XA ER LRV E, Y%y ——|T d cipher =1~
VRIZE o TER SN0 — UG AAL— R LET, 7740V MTlE, 7/ r—
FSUE SR L~ T medium T9, D% Y| NULL-SHA, DES-CBC-SHA, 5 JT*RC4-MD5
RS ITRCORESHRDMMEHCTE £9, ASA T RICHEHAFRER LD L ITRRD A A —
k& 5 8AIC DI, server cipher-suite =< > RZ2$EE L 7,

ASA DT _TD SSL r— "—EHIlR/NTLS N—V a VERET 55413,
server-version 2> KRR LT 7ZE&V, T 74/ MEITLSv1.0 T1,

1 -
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B viemeter 1 2 RH LAV BOO—HL FAF S v HTRBICE B TS TOFLORE

ciscoasa(config)# tls-proxy diameter-tls-static-proxy
ciscoasa(config-tlsp)# server trust-point tls-proxy-server-tp
ciscoasa(config-tlsp)# client trust-point tls-proxy-client-tp

RDEZRY

Diameter f ' AX7 2 a  CTILS 7o x v EFHTEL K510 ELE, ENAL Ry b
D=0 A VAR a DY —ERA R —DOFE 422—) 2L TLIEEN,

Diameter 1 ARSI O a3 VAOO—AIL A F IV URAEIZLS LTS 70X D

o)

ax &

FIE

ATy T

Diameter ' —/3—T2Z T4 7 T EIC—EBEOFEHAENLERIGEILZ. e—I NV XA FI v D
FEAAE (LDC) AT DL IICASAZRETH I ENTEET, ZNHOFERAEX, 75
ATV B L TWDOHFEL, TORIIMIEINET,

ZOFRETIE, ASA £V 747 M (Diameter 7 7 A 7> b & DOV — X—ZHEHERDORTE
(27 X—) THEHAINTNDHEH1T) . BLUASA & Diameter H— S —HIZHH A DG4
BR A TSI T A MENRNH Y £, iREIT Diameter f VAT a VH{ORET 407 754
7y RREHEIZL D TV TLS R ¥ L ORGE (29 X—) TaHT 260 L FEKTTA,
Diameter 7 7 A 7 > FaEEFEZ A VAR —F 50O VIZASA ETLDC 2y M7 v 7T 55
NHE72 Y £9°, ASA & Diameter — N—DEFHEHIIRO LB TT,

* Diameter Y—/3—® ID GEBE~DBEAXITMHH S 72 CAGEAZEZ A AR — M D030
HDHDOT, ASAIE, TLS N> Ry =A 7 HIZH—"—D ID FEHEZRFETE £9°,
«LDC F 7 A MARA > b EIERTHLENDH Y £9, LDC ——0D CAFEHAEE T A
A— kL. Diameter —/N—{ZA VR — " TIHIMLENRHY £, =7 AKR— FREITRD
BTt FHED A VAR — FOFEAIZ DWW TIL, Diameter—X—D R¥x a2 A &
ZRLTLEEN,

Diameter ¥ —/N—DFEHFE DB IZHEA SN TS CAREHEZL ASA 7 A hARA > hC
A AR =FLET

ZDOFNAIZ L - T, ASA 23 Diameter V— N—%FHETX £ 7,
a) Diameter —/N—HD K7 A MARA » N EERLET,

ZOHITHE, enrollment terminal 1%, FEAAEZ CLIWCEVFHITD Z EARLTWET, &
$RFH URL #fH L C, CA Lt OHBENEE (SCEP) 2ETH2 L TEET, T AL
ARNA 2 M diameter-server & EIEHVE T,

ciscoasa(config)# crypto ca trustpoint diameter-server
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b)

Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

ciscoasa(ca-trustpoint)# revocation-check none
ciscoasa(ca-trustpoint)# enrollment terminal

AEAE 2B L £,

ciscoasa(config)# crypto ca authenticate diameter-server

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[certificate data omitted]

/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 5431699 8d490d34
Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

% Certificate successfully imported

ATYv T2 u—h X A4F v 7iEHE (LDC) [ZE4 T 50—V CA Z/ER L £7,

a)

b)

c)

7 A RKRA > D RSA F—_T7 2B L 7,
ZOBITIE, F—XT 41 Ilde-signer-key T,

ciscoasa(config) # crypto key generate rsa label ldc-signer-key
INFO: The name for the keys will be: ldc-signer-key

Keypair generation process

ciscoasa (config) #

LDC AT7D M7 A FARA > b &AL Ed,

ZOHITIZ. FTARKRA Y MAITIde-server T, ERR TR SN2 —~XT7 0MEH Z 4.

H OB WA OBENEE SN ET (enrollment self, ZHITMETT) . ASA DILiE4

V727 FELTEENTWOET, Diameter 7 7V r— a L7V =7 M
BT 2EADOEMENH L0 E ) DEHERLET,

proxy-ldc-issuer =~ > Rix, TLS 7B XL DX A F 2 v Z7FEHEEZRITTL T 2 FRA
YRz, v—A1L CA DEFZEFRLET,

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# crypto ca trustpoint ldc-server
ca-trustpoint)# keypair ldc-signer-key
ca-trustpoint)# subject-name CN=asa3
ca-trustpoint)# enrollment self
ca-trustpoint) # proxy-ldc-issuer
ca-trustpoint) # exit

N7 ARRA L M EBRERLET,

ciscoasa(config)# crypto ca enroll ldc-server
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B viemcter 1o xR LI ROD—HL A F Y HHREICEL S TS TOFLORE

ATV T3 TLS 7uxT 2HELET,

a)

b)

B

TLS 7 u X NZARTEfHT, TLS Yuxs a7 Xzl —a B — FREBBLET,

tls-proxy name

ASA 3 Diameter 7 7 A 7 > h EDFURICBW T — =L UTHIGET 5 & EIFEH SN
HEFTARKA L NEEBILET,

server trust-point trustpoint_name

GE)

d)

f)

TANBRIDOEE., £/~ 1IDiameter 7 A 72 FNEEHETEALHELTWAEAIZ. Z0F
EZ 2% 7 LT, TLS 7u¥x> a7 4 ¥ o L—3 3 |2 noserver authenticate-client =~
VREEDHZIENTEET,

ASAREAF X v 7 GEW#E A FE4T L, Diameter —/3— L OBURICBNTZ 74 7> b &
LCHRET D L X I SN 5 LDC R T 2 A~ b &I L £,

client Idc issuer name

LDC F—~_7 %A LEd, LDC hT A FRA LV P TEHEINTWIELF—FFEEL
F7,

client Idc key-pair name
(EE) 72747 FMEATE O SR EERLET,

client cipher-suite cipher-list

Z 2T, cipher-list iZiX, ROEEDOMAGOEEEODHZENTEET,
* 3des-shal
» aes128-shal
* aes256-shal
* des-shal
* null-shal
* rc4-shal

BEOF T 3 T AR—ZATRE Y F3,

TLS 7 XV CEHATE AR XA ER LRV E, Y%y P —3—|T d cipher =1~
VRIZE o TER SN0 — UG AAL— e LET, 7740V MTlE, T r—
FSUEB SR LU T medium ©9°, 2% ¥, NULL-SHA, DES-CBC-SHA, # J U'RC4-MD5
BRI RCOM S HFRNEHTEE T, ASATRICHEHATEER LD EIXRRD A A —
k& 5 8AIZ DA, client cipher-suite =~ > RZ2$EE L 7,

ASA LDFTRTDSSL 7 54 7 > MMEFIZHR/INTLS X—T a VERET D561,
client-version =< > KEZZR LT 7ZE&W, T 7%/ MEZ TLSv1.0 TY,

ER) V== TE o5 T N ELELET,
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ATy T4

Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

server cipher-suite cipher-list
Z Z°C, cipher-list iZiX, ROMEEDOMAEDLEEZD DL ENTEET,
» 3des-shal
* aes128-shal
» aes256-shal
* des-shal
« null-shal
* rcd-shal

BEOA T a NIAR—=Z TR Y £,

TLS 7ua X v CEATE S IR A ER LR NE, Y%y — —|T «d cipher =~
VRICE o TERSINZ 0 — N AU SAAL — e LES, 774V FTlX, Zua—
2V S L~ i medium T, -2 F W, NULL-SHA, DES-CBC-SHA, # X O'RC4-MD5
ZRRS T RCOB S FRABEHATEET, ASATRICHHAARER D EIXRR DAL —
k& B A DI, server cipher-suite =~ > R&FEE L 9,

ASA EDFT_TD SSL — N—HEHFEICR/INTLS N—Va VEARETHEAIT.
server-version 2~ REZHZB L TLFEV, F7 4/ MITLSv1.0 TT,

51

ciscoasa(config)# tls-proxy diameter-tls-ldc-proxy

(
ciscoasa(config-tlsp)# server trust-point tls-proxy-server-tp
ciscoasa(config-tlsp)# client ldc issuer ldc-server
ciscoasa(config-tlsp)# client ldc key-pair ldc-signer-key

LDC CA fEF#EA =27 ZA4— k L, Diameter #—/3—{ZA R —FLET,

a) AEAFELTZI AR—FLET,
KOBITIEL, LDC k7 A RAA > bidlde-server TJ, MEADLDC k7 A hRA v "Ma %
HELET,
ciscoasa(config) # crypto ca export ldc-server identity-certificate
MIIDbDCCA1SgAwWIBAgIQfWOQVGFpP]j7hCCB49+kS4CjANBgkghkiGOwOBAQUFADAT
MREwDwYDVQQODEwhIdW5ueUJ1ZTAeFwOxMzA2MjUWMTESMzJaFw00ODA2MJUWMT IS

...[data omitted]...
1JZ48NoI64RgfGC/KHUsOQ==

b) SFHEF — X2 att™— 1L, 77 A VITREFELET,

Z X T, Diameter %—/_3—|Z A R — FTEE 9, FIEIZ OV TIE, Diameter —/3—®
REF2 XA 2SR LTLEEN, T—XIBaset4 A THDH Z LITHEE LTI ZEN,
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ERAL Y RT=IDA AR vay |
B viemeter 1 o 2RxY 3L AO TS A TE— RICEBTIS TOF L OBE

PR =2 F VA FE 7213 DER AN LB 256 1%, OpenSSL > — /L2l L TE
R LB HL0EN DY £,

RDBERY

Diameter f ' AX7 2 a o CTILS Vax v aHFHTE K510 EL, EANAL Ry b
U= f VAT g DY —E AR —0RTE @A23—) 2BRLTLITEIN,

Diameter 1 VARG I VHADTIS A T7A—KFIZLBTLS 7AX L DHTE

ASA & Diameter ¥ — =[O R v 8T —27 NRANEZETHD EHEL TV DH5E1X, ASA &
P —R—lOT — X Zh 5t T H T 4 —~v A AR EEBETCEES, TLSA 77— K%
5L, TLS 7 L Diameter 7 74 7 > k& ASA DEIDOY v 3 a v &R S5{b/E 51k
L ¥9 7, Diameter VY —/X—TIZZ7 V7 TF A 2R L E£9,

-

ZORETIE, ASA LT TA T FMEIOHITHEOEHBR AL T D LERH Y . Tl X
DRENERALSNET, ROFNEEZFEITT SHE0C, Diameter 7 74 7> b & OH— " —(ZHH
BEfRoBE 27 ~—Y) OFMEEZET LET,

FIE

ATFYT1 TLS A7 —RIZTLS 7u X 2R ELET,
a) TLS 7’ x4 HIZMMIT, TLS Y ud a7 4 FXal—i g B— REBBLET,
tls-proxy name
b) ASA 7% Diameter 7 74 7> b E OBRICBWTH —— L L THEET D L S ICH S
LT ARKRA Y NEBIILET,

server trust-point trustpoint_name

B

GE) T A NBRIDOEE., £7-1EDiameter 7 7 A 7V M EEFETE DL EHIEL TWABEEILZ. ZOF
EAZ 2% LT, TLS 72X 227 4 ¥ o b—3 3 2 nosarver authenticate-client ==~
VREEDDHILENTEET,

) (UEE) —r~"—2HTE 25 e ERLET,
server cipher-suite cipher-list
Z ZC, cipher-listiZiX, ROALEDOMAELEEEHDH I ENTEET,
* 3des-shal
» aes128-shal
» aes?256-shal
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ATvT2

Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

« des-shal
« null-shal
* rcd-shal

BEOA T a ANIAL— A TR £,

TLS 7e X v CHEHTX a5 A ER LW E, ey ¥—3—|F s cipher =+
YRiZkoTERESNZZ/ B — S AL— e LET, 774V FTIE, 7 u—
7RSS A UL medium ©F, D% ¥, NULL-SHA, DES-CBC-SHA, 35 L TU'RC4-MD5
RS TRTCORSHFADMFEHCTEXET, ASA T RIZHEHFER LD L ITRD A A —
k&2 B 8AIC DI, server cipher-suite =~ > R&FEE L %9,

ASA EDFTRTOD SSL r— "—GRIZHR/INTLS N—Ta VERET D541,
server-version 2~ RE 2R LT EZEW, T 74/ MITLSv1.0 TY,

d) ASA & Diameter — —[DOBEENZ VT THFANTITONAZEEBELET, 20
H1CiE. ASA IZ Diameter V—X—D 7 T4 7 & L THEREL £97,

client clear-text

1 -

ciscoasa(config)# tls-proxy diameter-tls-offload-proxy
ciscoasa(config-tlsp)# server trust-point tls-proxy-server-tp
ciscoasa(config-tlsp)# client clear-text

Diameter 78— ~ L TCP & TLS Ti3#72 5728, Diameter V' —/X—nH 7 7 A4 T b~D T
7 4 v 7% LTI, TCP AR— b % TLS "R — MIZEHAT 5 NAT L— /L &5 E L E T,

£ Diameter ' — _X—HDOA 7 V=27 F NAT L — A EERLET, AL —VITLL T E2ETTS
VERH Y £,

* Diameter V—/3— 7 RV RIZAXT 4 7 TAT T 474 NAT #FE(TLET, oF
D, 77 FNDOIPT FL A X, NAT VL—LNOBHEINT-7 FLALRIUTHAH
VBENRH Y F9,

s EEEOR— 1 3868 (ZhUET 7 4/ b @ Diameter TCP A" — &5 T9) % 5868 (77 +
/L k@ Diameter TLS "— h & &) 1T L £,

EETCA v H — T = A AL, Diameter — N—{ZEHGE L TV D L O TRITIUEZR BT, 56
YA B —T x A AL, Diameter 7 7 A 72 ML TWA DO TRITHIZIAD 4
Ao

WOFITiE, 10.29.29.29 Diameter H— 3= BHEA X — T = A ATHEETHHR— | 3868
FDOTCP T 7 4 v 7 ZBNERA v B —T = A ZADHR— |k 5868 I L £,

ciscoasa(config)# object network diameter-client
ciscoasa(config-network-object)# host 10.29.29.29
ciscoasa (config-network-object)# nat (outside,inside) static 10.29.29.29
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ENALRY bT=ODA VAR Y3y |

service tcp 3868 5868

RDEZRY

Diameter f ' AX7 2 a CTTILS X v EFHTEL K510 ELE, ENAL Ry b
D=0 A VAR a DY —ERA R —DFE 422—) 2L TLIEEN,

M3UAA VARV RYS— Ty TDERTE

FIE

ATy T

ATy T2
ATvT3

M3UAA VAR v ary R vr— <72 FERHLT, AA 2 b a—RZESL T 7 RHF#H
ERELET, o, 7 I7ARXA TN A vE—V% Ry 7B X0V — MR TE £,
T 7 ANV hDORA vk 2= FRRXITU T, BIOBXEHEA L TS558, K -~
TTERINHIENEEBELE T,

RA N a—REZITIA =Y 7T RITESHNTRY —Z2FH LAWEAIE., M3UA R
Vo— vy 7T EHRETHLEEXOHY EHA, v TRLTA VARV a v EANITEE
7,

M3UA A > A7 v a v R — <y 7 %2Ef LET, policy-map typeinspect m3ua
policy_map_name

policy map_name(Zix, RV v —~ v 7O4RIZHEELET, CLIIRY v —~vv T a7 ¢
Xzl —TgryET—RIAYET,

(ER) @A RY v— ~ v FIZBM L £, description string
—HE LI T T4 22T 7 v a rEEAT AR, ROFIEEZFATLET,

a) OWTHOmatcha~> REFEHLT, 7273 a v 2877568774 v 7 #EEL
¥4, matchnot =~ > R4 2% &, matchnot =~ ROIEAEZ—FH L2\ XTO
N T4 T a BN EHENET,

+ match [not] messageclassclass id[id message id] : M3UA A v —V DI TR X AT
ZRAELET, RORIZ, FHAERELZRLET, ZILHDA v E—VOFMIID
WTIE, M3UADRFCBLIORF2 AT —2a 28R LTS,

M3UA A vt—C 95 R Ayt—TIDERAT
0 (BHAvE—) 0~ 1
1 (EEAvE—) 1

2 STV T F VT Xy NU—Z7EE |1 ~6
A vt—)
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M3UA A ytE—2 935X AytE—TIDEAT

3 (ASPIRIEA VT F o2 AvE—) [1~6

4 (ASP T 7490 AUTF U AR Ay |1 ~4
—3)

9 NV—TFT 47 F—EHA vkt —) 1~4

« match[notjopccode : 7—# A v E—VNORERA L Fa—R, 2FV T 71>
7 DRETERAELET, AA 2 b 22— FiE zoneregion-sp AT, FEF I
REZ2fEIX SS7T NU 7 v M ko TR £97,

ITU : RA Vb a— R 3-8-3 XD 14 vy METT, EOFFHIL,
[0-7]-[0-255]-[0-7] T,

«ANSl : A > b a2 — R 8-8-8 D 24 vy METY, [HOHPHIL,
[0-255]-[0-255]-[0-255] T3,

«Japan : ARA v b a— RE 547D 16 £y METT, EOFIPHIL,
[0-31]-[0-15]-[0-127] T,

«China: A1 > b 22— RIE8-8-8 WA 24 &'y METT, HOHLHHIL,
[0-255]-[0-255]-[0-255] T,
« match[not]dpccode : 7—# A »vE—UNOZEEARA > N a—RFREBRAELET, FA
> b == RiE, matchopc lZ oW THBI L TW5 &80, zoneregion-sp JEA T,

« match [not] service-indicator number : —tE A A P —FFEEZRELET (0~
15) o ERARERY—ERA L V=X FRO LBV T, ZNLHLDOY—ER 1
Dl — B2 OFMICOWTIE, MBUARFCEB LU RF a2 2 FESH LTI ZE0,

0 TFVT Ry NTU—TEHRA -

VT TV T Ry T TANBIOA VTV A A=
2: VTV T Ry M= TANBIOA T T U ARIA v =D
3 : SCCP

o4 BEF——

5 : ISDN . — 4 —3f

$6: T —4 2—P—I (2B LOEHREED 2 v & —)

e 77— =P EMOBREBLOF ¥ L A yE—D)

«8 : MTP 7 A b a—H —ERIZ FHIF A

«9: 71— KN RISDN . —H—f

¢ 10 : 771 b ISDN 2 —H—#
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<11 PRIFE A

12 AAL XA T2V T F VT

< 130 T T — IR AF 2 — LI

4 = U =AHlET e kA
< 15 PRI+

b) ROa~y FOWTNLrZANLT, —EHTDH T 74 v 7T LTITTLT 7 a s
ERELET,

edropflog] : —ET 53 XTONTry b Fry 7 LET, EET, YATALARBT Ay
t—VERELET,

e rate-limit message rate: A vE—Y DL — FEHIRLET, ZDA 7T 3 % match
message class CO A HATRE T,

KUY — = TlE, BEO match 2~ NEEETXET, match 2~ ROJEFIZD
W, BEO N T 7 4y 7T ZADOMBEE BB LT &N,

RTYTE A ARG v a DV NIBEOBH /X7 A—H ERET DI, ROTFIEEZFEITLET,
a) NTIA—HF ar7 4 Xal— gy ET—FEMHBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 2FRFEHDONRTA—ZEFHELET, ROF TV a ZRETEEST, A7 vav
EF A4 =TT AT, avr FOonoEREFEHAL T FE I,

« message-tag-validation {dupu |error |notify} : FFiED 7 ¢ —/L FOWNEPHER I 1L, $5
ELIEA =D Z A TRBGEESNVE T, BRECEKE LR oAy E—Tid ke Yy
TENET, BEEEA vV XA TICL - THRRY $7,

cFIHTE Vi —Y—{ (DUPU) : 22—V —/FIH 7 4 —/V ROFEEL, A
EEB I N2 —Y— a—RFOLERGENTWAIRLERH Y £97,

e T —  TNTDOMHEAT 4 —/b F‘7b§ﬁfb\ A ENTEOLNBEEN TV BN
ERHNFT, F=F— AvE—IITiF. FOTT— a— RKOMET 4 —/L K
NEENTWDHXLIENRH D £,

N L AT =X AXATEBIOAT X ZIHERT 4 —V NIZiE, ] SN2 Eo
BNEENTVDHLENRH Y £,

« ss7variant {ITU|ANSI |JAPAN |CHINA} : *~ hU—Z7 N THH ST\ 5 SS7T D
NUT U REFELET, 20T T ailloT, R"A v kha— ROFRELHN
PELET, A7 a VAR ELTMUARY —%EALZ%IT, R —2 Yk
LEWRD AT X TEERFA, T 74 bDOANY T2 MIITU TT,
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. strict-asp-state: 77V A —3 a v —N— Tt R (ASP) REEDMKEEA EIT L E
T, VAT LT MIUA By g D ASP OARBEAMERF L. MEERE I E ST ASP
Avt—V% Fay 7 ULET, ASP ORI INEERGELZ BT 5 &, 3T ASP
A=V PREINTICEmESNET, BERASP OAT— K F= v 7 NHLER
DX, AT — 7N T 2= VA —"=0DRERGE 70037 7 A ZNTO;MER L
BRBRATY, 1277 L, BB/ ASP DAT— K Fx v 7, FEXE—FTOLE)
fEL, =Ry =7 V7 EET e — FEy 2 b E— FTHETL TV L5138
LEFA (RFC4666 LV) . A A7 aFk, T RARA L FITEITASP AN 1
ORETHDHERELET,

- timeout endpoint time : M3UA = KR A > s OFEFHERZHIBRT 27 A KV 2 A A
7o heeELET (hhmmiss TBR) . A4 AT U R EAHTRWVIGAEIL, 0 2 EL
TLIZE, T 74 /L ME3045 (0:30:00) T,

» timeout sessiontime : % 72 ASPIRREDHERE A AN L TV DHIGHED, M3UAE Y v =
CEHIBRTDTEHDOT A RV Z A L7 7~ (hhmmiss DIER) . A L7 7 M&AFT
ROEAIE, 0FEELTLESV, 7744 ME304r (0:30:00) TH, ZDFA A
T NI TDEE, R LTty a v OHIBREIETE £,

151
wix, M3 UARY V— <o 7 BLIO0Y—E R R —DFTT,

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config)# policy-map type inspect m3ua m3ua-map
config-pmap) # match message class 2 id 6
config-pmap-c)# drop

config-pmap-c)# match message class 9
config-pmap-c)# drop

config-pmap-c)# match dpc 1-5-1
config-pmap-c)# drop log

config-pmap-c)# parameters

config-pmap-p) # ss7 variant ITU
config-pmap-p) # timeout endpoint 00:45:00

hostname (config) # policy-map global policy
hostname (config-pmap) # class inspection default
hostname (config-pmap-c) # inspect m3ua m3ua-map

hostname (config) # service-policy global policy global

RDBRY

~ T EFEHTAEEODA AR a AR = ERETEDHEIITRDE L, A
Iy NI =7 f AR g DY —E AR —OHFE A2 3—) ZBERLTLIEE
W,
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B = rxobo—vaozrsvav09—Ex Ky o—0RE

ENAILFTYRT—D LA VARG I UDY—ER KR O—DETE

FIE

ATy T

ATy T2

ATvT3

FERA N TRy MU= TCHEAEINATE haldA AT a0t T 740 DA v AR
7 vary R U—TIEENNIRS>TORNDT, ZNHDA VAR g UINLERIGSITE
T AUERBVET, TIAAL DT O — N f VAT gy B —ERET 577
T, INHDA AR a U EBINTCEET, £700F, 2T F—T7 =4 AFEAD
RY =728 VEISLTH LW —ERA RY —2ERTH2 b TEET,

WBEIRGAIE, L34 TR~y THERL T, A VAR v a v B#ATHI NI 74000 %
WA LES,

class-map name
match parameter

&1

hostname (config) # class-map mobile class map
hostname (config-cmap) # match access-1list mobile

T 74Nk Fa—sVL R 2 —@ inspection_default 7 7 A < v FX, TRTDOA AT g
Y AATDT T N b W= b aEURR7 72 < 7T (match
default-inspection-traffic) , ZDO~v 7% T 74NV F R —FFH LW —E AR v —
THHATHAIE. ZOAT v FE2EKTEET,

BERT— A MZOWTIE, BB N7 74 v 7 HO VA Y 3/4 7 TR <y TOMERK 25
BLTIEEN,

JIANyT NI T 4w TRTTDHT 72 arvieZETHRY v— ~ v 7 &BINE 13w
£ L F9, policy-map name

&1

hostname (config) # policy-map global policy

T 7 4V REEE TIL, global policy R v — < v FITXRTOA U H—T = A AT a—/3)L
IZEID B THRET, global policy ZiMET 2 551L. AR Y —4 & LT global_policy & A7)
LET,

AR g ANEAT D L34 7 T A~y T EFEELET, cassname
Bl -

hostname (config-pmap) # class inspection default
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ATy T4

EAAL Y bD—8 A V2R L2 D9—ER KU v—0&E [

T 74N MR —ERET DA, E03H LR Y o — THERIZR inspection_default 7 7 A
~ v P EM AT 584 1%. name & LT inspection_default Z4#57E L £9., TSN DEEIL,
ZOTFIETTTI/ER LY 7 AR ELET,

AVANRT Vg A XTI LET,

WDa<wy KT, f VAT vary R v—<=v 34 7va Ty, f VAT av
BHNAL A RXTHIZOIZZNGDY y TONTINEER LTZGEIL, @lea~y R T4
HiZ+E L £9, Diameter TiL, TLS 7 ua XL #fEEL T, BE{fbENni-AvE—VDA 2
Ry varvERPNTLH L TEET,

« inspect gtp [map_name] : GTP A > A~V v a A F—T W LET,
« inspect sctp[map_name] : SCTP 1 v A7 v a A F—7 LI L£T,

» inspect diameter [map_name] [tls-proxy proxy_name] : Diameter { > A7 2 g V& A R—
T LET,

GE)  Diameter f > A7 3 Y HD TLS 7 u X3 %5%E L. Diameter

P—=N—= " T T 4 TIINAT A= VEA LT avzidAL
%A (2L 21X, A— b 5868 725 3868 ([ZH— "— KT 7 ¢ v
7HVFAAVY FT5H7RE) X, ZTa—ni, ALY
B—=T 2 ADPHBTA VAR arEBRELET, HA
B—T 2 A AIA VAT v a U EAT D L. NATed Diameter
N7 493, AN a AN RALET,

« inspect m3ua [map_name] : M3UA A > AT v a L a A X —T7 W LET,
11

hostname (config-class

( inspect gtp
hostname (config-class

(

(

inspect sctp
inspect diameter
inspect m3ua

hostname (config-class
hostname (config-class

HH FH = H

)
)
)
)

B

G¥)

MDA AT ar R) =<y T E2EHT L7207 740 s 77— R v— (F
X T _RTOMHTORY >—) ZiFEETL561E. 2~ RO noinspect 73— = 2 ]
LCA VAT v a v EHIBRLTHL, HILWWA VAT v a vy R v— <y TOARTTH
BIMLET, 2E21E GTPORY v— <~ T HEFT 5100

hostname (config-class)# no inspect gtp
hostname (config-class)# inspect gtp gtp-map
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B rows7roosvs1ozRsvavomE

AT TS BEFEOV—E R R — (7= 21, global policy E W) ZRIDT 7 4V~ Za— 3L K
=) ERREL TV DHEIE, BLETRT T, £hIADHER 1 >E 38O 2 —
T2AATKRI =~y T a7 77 471 LET,

service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global F¥—U— KiIHR Y o — =T E2T_XTCOA[ X —T7 = RZ@HA L. interface XAV

V=1 ODAUE—T oA AZEHALET, Fr— L KUY —Z 1oL TE R
ho A VE—Tx2AADTO—N)L R =L, ZDOA L F =Tz A —ERA R v—
EEATHZETCEEETEET, FAF—T oA AL, RV ¥—=v 7 &2 12720
TEET,

RADUS 7H 0T 42T A VARYD D I UDERTE
RADIUS T H U T A v T A VAT a 03T 7 4V FTlEA X —T N R > TWHWER A,
RADIUS 7TA UL T AT A VAR g URRBBERBESITREL TSN,

FIE

ATFYT1 RADIUS TH I T 4o T A AR gy RY— <y FOHRE (44 2—) |
ATY T2 RADIUS 7H DI T A4 T A AT g DY —E X R —DHE (46 2—)

RADUS 7H OV T A4 A VARG 3y RYS— Ty TOHRTE

BRI B AR ET ARADIUS T H T 4 v T A VAR gy RY— <y Tk
ERL L £,

FIE

RTYT1 RADIUS T H U VT 4 v T A VAR v ay R v— <y 7 a{ERk LE7, policy-map type
inspect radius-accounting policy_map_name

policy map_namelZix, RV v —~ v 7 OARIEZHBELET, CLIIIRY v —~vv T a7 4
Fal—varyET—RIADET,

ATvF2 (TR #HERY >— <y 7IBMLET, desription string
RTFYT3 NI A—HF av7 4 Fal—varET—RERKBLET,
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hostname (config-pmap) # parameters
hostname (config-pmap-p) #

ATV TG 1 OFRITEEDONRTA—FERELET, ROA T aBRETCEXET, A7 varveT g
=TT BRI, avr FonoBRXAEFEH LT X,

« send response : Accounting-Request @ Start 33 X OV Stop A v E—T %, ENHDA vE—Y
DFEETE (host 2~ FNTHBI SN TVWET) ~FET D5 L9 ASAITHRLET,

« enablegprs : GPRS i EGE R OR#EL FE L EF, A Z U PDP 27X A b &#Y)IC
EEF 2% 728, ASA X, Accounting-Request ® Stop 33 2 OY Disconnect A = —3® 3GPP
VSA26-10415 @A T = v 7 LET, ZORMENSEFEET D256, ASA X, REA ¥ —
T2 A ADAZ—PF—IP T FLAZ—ET LY —Z P ZFFOT X COHR LTI L ET,

« validate-attribute number : Accounting-Request Start A vt — U ZZ(FT 5, = —H— 7
N bDOT =T NVEAEKT 2 AT DIBMIEE, T b ORMEE. ASAD A
U 208 9 NERET 25A I B E T,

RFET 2 B INEM 2 E L2V EA X, FramedIP 7 RLZAJBMED IP 7 R L ADHRIZHES
WTIREESNET, BIMEMEZRE L. ASAVRBABHINTWAET RLAZETeN, £
DOMOWGEST D BWENRR DT H T T 4 LV TBIEA v —VaZETH L. HWEEE
AL CRBAT AT X COERIL, IPT FLABRHF LWL —F—IZFE Y YTz
IRMHET, OIS ET,

EOHFPHIT 1 ~191 T, Zoa<y NFIEEEANTEET, BEESBLICHHADY 2
MZDUNTIX, http://www.iana.org/assignments/radius-types & Z M L T 7230,

* host ip_address [key secret] : RADIUS #—/3—F 72X GGSN D IP 7 KL A T9, ASA N
AvE—VEFATEDLL), FETHEX—ZFDDLENTEET, F—07R0NY
H.IPT RLAEFNF = v 7 SNET, EHD RADIUS & GGSN D7k & ~&#AIT %
720, ZOoa<wy Ry LETTEET, ASAIE, ZNHDKRA M5 RADIUS 7
T 4T Ayb—UDabt’ —E%ELET,

s timeout userstime : = —H%—D7 A KV XA L7 0 &% E LET (hh: mm: ss IEHX)
HA LT T NEMTRWEEIE, 00:00:00 ZHE LTS EEN, 7740 ME 1 KT
9,

1

policy-map type inspect radius-accounting radius-acct-pmap
parameters
send response
enable gprs
validate-attribute 31
host 10.2.2.2 key 123456789
host 10.1.1.1 key 12345
class-map type management radius-class
match port udp eq radius-acct
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B reows7roo5 05 4 o2RI LI OY—ER KY L—0%

policy-map global policy
class radius-class
inspect radius-accounting radius-acct-pmap

RADIUS 7HO T AT AVARG LI VDY—ERRY O—DERTE

FIRr

ATy T

ATy T2

ATvT3

TIANV DA LAY g R —TlE, RADIUSTH OV T 47 4V ART gy
A X—T NI ENTRWZD, ZOREDLELRGEITA *—7 /W2 LET, RADIUST %
DT AT AVART L a NI ASAD N T T 4 v 7 IR SNETOT, EHEL—LT
FeL, BHEA AR g — L LTRELTLEEN,

BEAEHTD NI 74y 7 E2HBATHED LA~ AL N 7T A~y FREHRL, —
HTHINT 740 v 7 EFHAILET,

class-map type management name
match {port | access-list} parameter

1 :

hostname (config) # class-map type management radius-class-map
hostname (config-cmap) # match port udp eq radius-acct

ZoHTIE, —lTradiusacct UDP R — k (1646) T3, R— L O#iPH (matchportudprange
number 1 number2) = 7-1% match access-list acl_name & ACL %#f# > TR/ 5" — hEZfEETE

=7,

JITARYT NI T4 v I TCEITTDHT 7V arzZ2RETIHRI — ~ v 7 HBINE IR
£ L F£J, policy-map name
1 -

hostname (config) # policy-map global policy

T 7 # )V REEE TIL, global policy R v — < v FIT_XTOA U H—T = A AT a—/3L
IZEID Y THNET, global _policy Z#wET 261X, RN Y > —4 & LT global_policy Z A7)
LET,

RADIUS 7AW LT 4 v T AV ART L a VERTA LA EE I SR v P EHELE
9, classname

B -

hostname (config-pmap) # class radius-class-map
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ATFY T8 RADIUS TH T VT 4T A VAT v a o &HFELET, inspect
radius-accounting[radius-accounting_policy _map]
radius_accounting_policy map [XRADIUS 7 W V> T 4 7 AV AXRT g s R v— < v/
DFE (44 =) THERLZRADIUS T H U VT 4 VT A VAT v ay R v— <y
7 TIPS,
1 -

hostname (config-class)# no inspect radius-accounting
hostname (config-class)# inspect radius-accounting radius-class-map

B

GE) BloAf AT var R v— vy T 2T LOIERTORY o —%2HET 255,
noinspect radius-accounting =~ K CRADIUS T hH U T 4 7 A VAR va v EHIBRL
TB, LA VAT gy R v— <y 7OL4RTCHEBMLET,

AT TS BEFEOV—E R R — (7=& 21, global policy E\WHIZLRIDT 7 4V~ Z/a—s3 L K
V) ERELTWAEAIE. LETR T T, ZnLANOSEEIL, | DEIFEEOA 2 —
T2AATRI =~y T a7 07T 4 7IZLET,

service-policy policymap_name {global | interface interface_name}
i -

hostname (config) # service-policy global policy global

global ¥ — 7 — RiFHRY v — <o 7T XTOA ¥ —7 =4 RZ#H L. interface 1RV
V=& 1DODA L H =Tz A AZHALET, Fe— VR =T 1 oUEHTEEYE
No AVE—=T 2 AADT =V RY —L, TDOA L EZ—T 2 A A —ERARY ¥ —
EMAT AL TEEXTEET, S F—T oA AT, RV v—~< v &2 1o T
TEET,

ENAILRY R T—D A VARG IVDEZR) VY
TITIEE, BN Ry NI A AT a v mT= A ) ST ECONTHAL
GTP A VAR aVDE=ZZ) Y

GTP 2> 7 4 ¥ a L — 3 U ERRT HITIEL, FibE EXEC & — R T show service-policy inspect
gtp A~ R AJLET,

show service-policy inspect gtp statistics =~ > K& LT, GTP A > A7 ¥ 3 » OffHE
WEFRRLET, RICY I ERLET,
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firewall (config) # show service-policy inspect gtp statistics

GPRS GTP Statistics:

version not support 0
unknown_msg 0
unexpected data msg 0
mandatory ie missing 0
optional ie incorrect 0
ie out of order 0
total forwarded 67
signalling msg dropped 1
signalling msg forwarded 67
total created pdp 33
total created pdpmcb 31
total dup sig mcbinfo 0
no_new_sgw_sig mcbinfo 0
pdp_non_existent 1

msg_too_short 0
unexpected sig msg 0
ie duplicated 0
mandatory ie incorrect 0
ie_unknown 0
ie unexpected 0
total dropped 1
data msg_dropped 0
data msg forwarded 0
total deleted pdp 3
total deleted pdpmcb 3
total dup data mcbinfo 0
no_new_sgw_data mcbinfo 0

show service-policy inspect gtp statisticsip_address =~ > KIZIP 7 KL A& AN+ 5 L, KE
D GTP = FARA v b OFFHERZ TG TE £,

firewall (config)# show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00

GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter O
Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
Total Messages Received 1
Signalling Messages Data Messages
total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context =~ > RKZ{EH LT, PDP =27 % A MIBT 51
WhEFERLET, GTPV2 DA, ZIUIRT 7— a7 XA M TF, RICHIZRLET,

ciscoasa(config)# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe%6:eec,
SGSN Addr 10.0.203.22, Idle 0:52:01, Timeout 3:00:00, APN ssenoauthl46

Version v2, TID 0505420121517056, MS Addr 100.100.100.102,
SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenoauthl46
Version v2, TID 0505420121517057, MS Addr 100.100.100.103,
SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenoauthl46
Version v2, TID 0505420121517055, MS Addr 100.100.100.101,
SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenoauthl46

ciscoasa(config) # show service-policy inspect gtp pdp-context detail
1 in use, 1 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,
SGSN Addr 10.0.203.22, Idle 0:06:14, Timeout 3:00:00, APN ssenocauthl46
(IMSI): 50502410121507 MS address:
linked nsapi: 5
sgsn is Remote

user name 2005:200::250:56ff:fe9%6:ecec
nsapi: 5

primary pdp: Y
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sgsn_addr_signal: 10.0.203.22 sgsn_addr_data: 10.0.203.22
ggsn_addr_signal: 10.0.202.22 ggsn_addr_data: 10.0.202.22

sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready

PDP £ 72137 77— a7 % A MM, IMSI & NSAPI (GTPv0-1) F 721X IMSI & EBI (GTPv2)
DEOHAEHLETHD o x/VID (TID) IZX-> TikBlENET, GTP oLk, #h?
NEMED GSN £ 721X SGW/PGW / — RiZh 5, 2 OOHET a0 T HF A MIL - TERS

1,

RV IDIZ L > TEBIENET, GTP hoxUid, ATy y hF—F 2y T —27

LENRANYTRTFT 43 (MS) 22— —L DB Ty M EERET DHRICHLETT,

SCTPOE=4)

9

Woa<y REfEHALT, SCTP 2 E=4—T& %7,

show service-policy inspect sctp

SCTP A > A7 ¥ a » OfteHEm &2+ L £, sctp-drop-override &7 7 > # (%, PPID 7%
Key 777 v a Al—BT 5NN U ETR, 237y MIEPPID A 57 —4
DONTZFEVREENTHNZOTry M Fey 7 EnEHA, RICHZRLET,

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

show sctp [detail]

HAED SCTP Cookie BEX X7 Vo —y g v BFRRLET, SCTPT Vv o—3 g Il
T AR E FRT AL, detail F—TU— RFZEBMLET, FFlE—12%, <L F
K= 7, BEOAR) =LA, BEXORT7 T 7 A2 FEHERICETAHERbFRENE
@—O

ciscoasa# show sctp

AssocID: 7ladebl5

Local: 192.168.107.12/50001 (ESTABLISHED)

Remote: 192.168.108.122/2905 (ESTABLISHED)

Secondary Conn List:
192.168.108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
192.168.107.122(192.168.107.122) :50001 to 192.168.108.12(192.168.108.12):2905
192.168.108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

192.168.107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905
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192.168.108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12):50001
192.168.107.12(192.168.107.12) :50001 to 192.168.108.12(192.168.108.12):2905

« show conn protocol sctp
BUED SCTP #ftl B DM FR L £,
» show local-host [connection sctp start[-end]]

A BE =T 2 A AT LT, ASAZH L TSCTPHEGZ1T 9 R A2 M+ A BEHMAFRL
T3, BEEOEE 72 ITHFPH O SCTP Bkt 2 Ff o7k 2 DA% £ 5|21E, connection sctp
F—U—RFEBIMLET,

« show traffic

sysopt traffic detailed-statistics =~ > FAZHEZ L TWDGAIE, A v —T = A AT L
D SCTP #ft & A v AT v a v OMFHERNE RSN E T,

Diameter D E=42 1) 4
WD a~< R&fH LT, Diameter # =% —TX£7,

« show service-policy inspect diameter

Diameter { ' A7 ¥ a Y OMEHEREF R LET, WITHZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
Class-map: log_app
Log: 5849
Class-map: block ip
drop-connection: 2

 show diameter

% Diameter #tD AT — X AMEM AT LET, WIZHERLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

« show conn detail

BEfelE A £x UEd, Diameter #5fitlE, Q 7V 7 7 &AL C~—27 &hE1,
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« show tls-proxy

TLS 7' 1 % % Diameter f » A-XJ v a » CHEHATLIHAIL. 2070 XU IIET 5 1FHR
BDERRINET,

M3UADE=H1) 4

kDA REMH LT, M3UAZE=4—T& £,
» show service-policy inspect m3ua drops
M3UA A Y AR 2 a AR D Fu y 7O Rz #R~ LET,
« show service-policy inspect m3ua endpoint [IP_address]

M3UA = RARA > hORKEHERZFRLET, TV KA FDOIPT RLAZHEL
T, FFEOZY RARA Y MIBETAEREFRRTEET, M TA TV T 72137
FAFNENTZ VAT AT, MetE#T2=y FZ IS, ==y FE TR X
NEFA, WIZHZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

show service-policy inspect m3ua session

BE T 7 r—va v == Frmk A (ASP) IREEOMER AL AT D & M3UA
tyva VBT AERARRINET, R FELT Y2 —va v ID, By
Ay N TNVETIIE T NANNT ORI TH D, £le, 7 TAZOEEILT TAE
F—F—tviarbRNw Ty a O THLIPNGEENET, 350 E
D=y NeFfO7 TAXTIE, 2=y BRI FAENLIRITTZRIZESTRDIGE, &
Wy 7T oy ra b RNEREINDIENHDVET, ZNHEOEHFWE Y v 3 13,

vy alr BALT Y REESHIZL T RTIUX, A4 L7 U MFICHIBRSNVE T,

Ciscoasa# show service-policy inspect m3ua session
0 in use, 0 most used
Flags: o - cluster owner session, b - cluster backup session
d - double exchange , s - single exchange
AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

« show service-policy inspect m3uatable
DENL—NVEELT A LMUAA VAT v ay T—T NV ERRFLET,

» show conn detail
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B = srxvro—s 1021003 08E

P A TR LET, M3UABEREX, v 7772 H L CT~v—27 & E7,

ENAIL Y bT—=D A VARG L 3 VDERE
teE

GTPV2 A A7 L g 2 & GTPVO/L A > A3 [9.5(1) GTP A A7 2 a T GIPV2 R TEX 5 L 91Tk
7 oa v OGE DNFELE, 7. T_RTONAR—T 3 2 DGTPA Vo ARY
2a TIPV6 T RLANYR—FEINB L7 EL
776

iy

)= - LA

match messageid =~ > K75 match message {v1]|v2}id
message id (ZAHE I E L7z, timeoutgsn =< > K3
timeout endpoint |Zi& Z#ix H41E L7, clear/show
service-policy inspect gtp statistics 2~ > K225 gsn % —
U— FPHIBREN, = RARAL Y M ID 2 AT 570
TINDHOMEFEREMREIIZZ VT TEL LT
D E£ L7z, clear/show service-policy inspect gtp request 33
X O'pdpmeb =~ > RiZversion F— U — RANBEHI X4,
FREDGTP =Y a NI T LR ERTTEDH LI
7m0 E L,

SCTP A Y AT v g v 9.5(2) ~NAfu—F7r havID (PPID) (IZESWTT 7 v g
VEMAT O, T = a VA v A
@ % Stream Control Transmission Protocol (SCTP) F
T4 v ZICHEATEDLE I E L,

clear conn protocol sctp, inspect sctp. match ppid,
policy-map typeinspect sctp. show conn protocol sctp,
show local-host connection sctp,  show service-policy inspect
sctp DF A~y RPBMELIFELEINE LT,

Diameter { > AXJ g 9.5(2) TV —g g A AT Vg % Diameter b T
T4 ZICEATEL LR, T = a
ID, 2w Ra— R, BIXOEMEEST (AVP) O 7 ¢
NEY L TZIFEASNTCT IV va vz TEsL517%
nE L7,

classsmap typeinspect diameter, diameter, inspect
diameter, match application-id, match avp, match
command-code, policy-map typeinspect diameter, show
conn detail, show diameter, show service-policy inspect
diameter, unsupported O 2~ RQNBME T IFEE
SNFE L,
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TCP/TLS F T 7 4 v 7 E® Diameter ¥4 L. B2 7
o ha VT = 7 B L, 7 T A% E— K TSCTP
E® Diameter ZHETE D L D270 F LT,

client clear-text, inspect diameter, strict-diameter D4 =
<~ RBBIERIIAEEINE L,

JFAHK EF—RTDOSCTP AT — K7/ A
VAR Vg v

9.6(1)

SCTP AT — R IV AL AXRT L a V)N TAX E—FR
TEMET 2L 212V ELE, /2, V7 7AXE—KT
SCTP AT — h TV A VARG g v A NRAEHET
HZrbTEET,

MAFFIILERESN-a~r RiEdb ¥ A,

MTP3 User Adaptation (M3UA) A > A7
val,

9.6(2)

M3UART 7 4 v 7 ZBABETE LR IRV ELEL,
oo RAVF a—K, =R AL VFr—%, BIW
A=V DITREZALATIZHESNTT 7 v a il
AT&ELE2ICRRVELL,

clear service-policy inspect m3ua {drops| endpoint
[IP_address]}. inspect m3ua, match dpc, match opc,
match service-indicator, policy-map type inspect m3ua,
show asp table classify domain inspect-m3ua, show conn
detail, show service-policy inspect m3ua {drops| endpoint
[IP_address]}. ss7variant, timeout endpoint D% =2~ >
R2VGBINETZITEE IR E LT,

SCTP v /LF A RN) = T DW~_FEz LV
TRV TINV, BLEORTZ I T AT —2arD
YR — bk, SCTP = RRA > M D IP
T RLUADREE I SCTP v /L FH—=3I
T OV HR— b,

9.7(1)

DOV AT A, SCTP v /L F A FY—3 o IO~
Z. VTRV TL, BEXORT I T A T—v a5 s
WY HR—=FLTEY, ZHUIZLYSCTIP 774 v 71IZ
%14 % Diameter 3 X ONM3UA A v A7 ¥ a VOER)
MERBEESNTHET, TOVAT AL, F= RFRA
VRTHEBDOIP T R ARERE SN2 SCTP v /L Fik—
R YAR—FLTWET, AT EHR—I 7T
T T YT RLVRICKERE VR — V& VAT LW
DT, ATV T FLRAZHATLHZHODT 7 A
N— N —F—PERETLHLETH Y FHA, SCTP
TV RARA > ME, ZREN3IDDOIPT KL A ZHIRY
LZMERDH Y FT,

show sctp detail =~ > RO B ERE S E LT,
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9.7(1)

M3UAA VART v a i, AT—F7NV T xz—)LA—
N PG TAZ YT BB~V TFHR—I 7
EYR—bTBHL90ELE, £, 77V r—
var —_— Fuk R (ASP) DIRBED FE 72 HFE
R, SFESERA VORI LR ETE £, ASP
RIEED BRI MGEL, AT — 7V 72— )L ——L
JIGARY U TIWCMETT,

DA<y RPBBIMEZIIETINE Lz, dear
service-policy inspect m3ua session [assocl D id], match
port sctp, message-tag-validation, show service-policy
inspect m3ua drop. show service-policy inspect m3ua
endpoint, show service-policy inspect m3uasession, show
service-policy ingpect m3uatable, strict-asp-state, timeout
session,

TLS 7'm % & % — =D SSL W75 A A — b
DFEESH— |k

9.8(1)

ASANTLS 7 & ¥ Hh—n_—L LTEEL TV DA
L. SSLIFHE AL — hERETETDHL IR E LI,
Pfiix, sdcipher =<2 REZEH L7 ASA D7 o —nN
JVERTE DI INFRET LTz,

WO~ RPNEASIVE L7z, server cipher-suite

MSISDN B L ON&IRE— D7 4L H 1V
7. TrFIVTA BLOR2—H— AT —
T4 TIREIIKRT D GTP A AR Vg
 DEEREYLIR,

9.10(1)

EFEANAN AT =y a VEBEY T A T4 NEEE S
(MSISDN) 72 I1H&RE— RIZHESWTPDP 27 %
A NDIERRA vE—V % Ry 795X 9ICGTPA A
R avERETCEDLIIICRVELLE, 72, TV
FV T A ba—W—RTS—T o 7 {RGELFETEE
7

anti-replay. gtp-u-header-check, match msisdn, match
selection-mode D& =~ > B EE L,

GTPvl U U —210.12 ¥R — |k

9.12(1)

CATFATGTPVI VU —R2 10208 FR—FrEN5 LD
e £ Lz, BAnE, VU —R61 08P —FanT
WE L7z, FrLnR— hTlE, 2540 GTPvl A vt —
B LO66 EDOIERIEFE ORI BIMENTWET,

oI, BMEOEELH Y 9, RHZRA -V ID
T W W s N AL/ 1= B i J A 112 S N = A o S
=V Rey &, e IS TnE L,

BINELIEAREINCa~x Yy NEdH Y £ A,
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ENRA VRO Oa X7 (GTPA A
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9.13(1)

GTP A VAT T a VERETDHE, AL NVEGRDY)
HOLGHET & ZNLBEOEFTOEE 2 1 JICisk T £
T, BATOERZ BT DL, RERu—I 2 75k%E
R D DI DG ERH Y F T,

location-logging =~ > R2MiBIN&EE L7,

GTPv2 B L OYGTPvl U U — A 15 39— b
ENTHET,

9.13(1)

2 AT 1 TGTPV23GPP29.274VIS5.0 N Y- R— k&b
X912 £ L7, GTPvl ®#4 . 3GPP 29.060 V15.2.0
FTHR—FLTWET, HLWTAR—FTIL, 240
Avt—UBIOS3 HOFRER ORI EMS T
WET,

BINERIIEFEESN-a~ 2 RiZb Y 8 A,

GIPA VAT g TRa vy 7E5 IMSI
TVT 4w AERET HHERETT,

9.16(1)

GTP A A7 3 3 U Cl&, #F[7 % Mobile Country
Code/Mobile Network Code (MCC/MNC) DflAG ot %
AT AT, IMSL LT 4 VAT AR T
ERETEET, Fr vy 7925 MCC/MNC DFEAEG HHE
WK LTIMSI 7 4 V2 ) o T HEITTEDLLDITRY
Fliz, 2k, EELLAWVHAEGDEEZ Y X b
LT, T 74V F THOT R CTOMAE Y ZFFAT
HIENRTEET,

dropmcc =~ RAGBIMEE LT,

¥y U7 T4 % AD Secure Firewall 3100 -
A=k

9.18(1)

¥+ U7 A% AL, Diameter, GTP/GPRS, SCTP ¥
BEEBHIMZLET,

FR/EF SN2~ R featurecarrier
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