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TIZRRAKKLIZELTH, ZNHDOHBIZL»TCarvta—T 47 ) Y — 25 HE
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EAXBHBRE M HEROKE

FIE

ATy T

EARBBMHEREHERIZ. T 74/ TARX—T IR TWET, ToE—7icd52 L
b, ET 4T NCLEHEHEAX—TNMITHZ ELTEET,

EAREZBBBRERHGERE A 2=V LET (T 48— NI R>TWEEHEE)
threat-detection basic-threat
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hostname (config) # threat-detection basic-threat
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BEABBBRIEL., T 740V N TAZ—T NI R>TWET, ZhaET 4 B—7 2T 5121
no threat-detection basic-threat Z £/ L £ 7,

(ER) AR N FATOT 74NV EREEZEELET,
threat-detection rate {acl-drop | bad-packet-drop | conn-limit-drop | dos-drop | fw-drop | icmp-drop
| inspect-drop | interface-drop | scanning-threat | syn-attack } rate-interval rate_interval average-rate
av_rate burst-rate burst_rate
HA Y b FATORPTONTIE, EARBERIEFHER (-8 | 2BRLTL
7230,
scanning-threat ¥ — 7 — F&fEE LTI Da~r REEHT 5 L. A% v U BBMHEEETS
Zoawr RBMERINET, EAREERHEZEE LRWEATH, scanning-threat — 7 —
REHELCZDa~vy REEHL, A%y VBB TOL— MIlREZRE TE £,
ARV N EATTE, Blb— MEREZ 3 DEFTHETE £,
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hostname (config) # threat-detection rate dos-drop rate-interval 600 average-rate 60
burst-rate 100
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JNE7R R E M A INET D2 L OICASA ZRETHZENTEET, T 74/ F Tk, ACL D
HRHEBIIA R —T N2> TWET, MOFFHERE A *F—7 T 512iF, RO TFIEE E
TTLET,

(EE) T XTOMEHEHwE A R—7 MIZLET,
threat-detection statistics

FEDREHEMIZT A F—7 W T 2121, (ZOFIETRITRT) HHaHE®R S A 7ITxt
LCZDavwry FEANL, A7V a v E2RBELRNWTavry REAN LWL I LET,
threat-detectionstatisticsz (fff H 47> a U EFEE L72\WT) AN L%, MattEmEs o4
7> a v (7= & z13 threat-detection statistics host number-of-rate2) ZfEEL Ta~y R&E A
NT %2 LT, FFEOHGHEHE I A X~ A X TXF7, threat-detectiontatisticsz  (fi & 4
TrarERELRWT) AN LEE#, FREOHEHERD a2~ RE | HEHEREG DA~
varERELBZVWTANLESGAIR. 7 TIAR—T MR >TNADT, £Oa<w RiZ
LRI ML FH A,

Zoa~xr RO noBERE ASTH L, TXTO threat-detection statistics =~ > RWHIBRE
£, ZHITIE. T 7 FV R TA RX—T L7 B threat-detection statistics access-list =~ > K
bEENET,
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hostname (config) # threat-detection statistics

(fEE) ACL OfatHE#REZA X —T NI LET (T 42— Mo TWDEHE)
threat-detection statistics access-list

ACL D#ERHERIT, T 7 4L b TA F—T Wi > TV ET, ACL #HatE#IZ, show
threat-detection top access-list 7~ > K& H LGS T R RINET,

&1

hostname (config) # threat-detection statistics access-list

(EE) AA DN (host ¥—U— 1K) | TCP B L UDP FA— |k (port ¥—U—F) | F73dk
TCP/UDPIP 7’1 k =2/l (protocol ¥—T — F) OMFHEREZREL £,
threat-detection statistics {host | port | protocol} [number-of-rate {1] 2| 3}]
number-of-rate ¥ — 7 — NiX, MEHERTHRIFTH L — MEROKEZZFRELE T, T 74/ K
OL— MNHREOEIZLITYT, AEVOEHELZRSIMZET, LvEZ<oLr— MNiREEERT

T, A2 2 FEEBICHRELET, Tm& X, A 3ITRET D &, EATD 1 REfH], 8 K

M, BLO2UFKHOT =2 NERENET, ZOF—UV—REZLIIRELESGE (T 741
M) EbBEW L — MNERBFEHE R AR SN E T, BE 2ICRET D L. ’iﬂb\jﬂb)% 2
SO R SN ET

RANNRT 7T 47Ty AF% Y VEBARA N T =2 RXR=ZANICHFEETHRY . KA MEEHER
TBREENET, SA NI, HET 7T 4 7o THD 10 5HBICT — 2 X—Z2MLHIBRS
£+ HEHERLZ V7 ENET)
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hostname (config) # threat-detection statistics host number-of-rate 2
hostname (config) # threat-detection statistics port number-of-rate 2

hostname (config) # threat-detection statistics protocol number-of-rate 3

(A7 var) TCPRATZAEIC L » TRITRIE SN LK BEDOKGHERZHE L £7,

threat-detection statistics tcp-intercept [rate-interval minutes] [burst-rate attacks per_sec]
[average-rate attacks per_sec]

ZTNENOBFITKRDO LY TY,

sratesinterval 1%, BREE=Z V7 T4 ROV A X%, 1~ 1440 55 OFFATHRE L F
T, T 74 ME3045TT, ZOMBORIZ, ASAIZHEDOEEZ30EY 7Y 7 LE
ﬁqo

s burst-rate (%, syslog A vt — RO LEVMEL 25 ~ 2147483647 OFFAN THE L F
T, T 74 MI 1400 T, N—A N L— BRI NEBZD E. syslog A vE—
¥ 733104 BERR SN ET,
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- average-ratelX, syslog A »vE—AERROYEE L — K LEVWMEZ, 25~ 2147483647 D i
TRELET, 774/ MI1TBEIZ 200 BITY, FHL— IR INE#BLD L. syslog
A w— 733105 ARSI NET,

TCP fRATZAE 2 AN T 2I21E. SYN 7T » N DoS BN b DY — " —Dfki# (TCP AT
#) 2BHLTIEEN,

B

GE) ZOa< Rk, o threat-detection 2~ R E(THRARY, <~ F aTF A b —FKTH
BEaInTnET,

i

hostname (config) # threat-detection statistics tcp-intercept rate-interval 60
burst-rate 800 average-rate 600

Ax v UBBREDERE

WEEZHHI L, LB CTHRT 2720, A% v VBB ZRE TS £,

WBHIIETLVAT L n T Ayt —VaRETLHEICASAZRETCEET, £721X. B
A A NEHRCEET, 7740 T, FAMBHEZF L L GRIISND &, VAT
Ll Ayt—U730100 DEKREINET, FAMDPOLREDA v E—URNEEINDZ LN
FTRINDGET, 7 RLRAEZYBERNOERIAT DL 21 L T EI, =& 21X, Pluggable
Interface Module (PIM) ~ /LT ¥ ¥ A &GN L7125 G. PIMAL—X £721LPIM X v —
Ny 7rsnEd,

FIE

ATV TN Axy VBB RHEA F—T7 M LET,

threat-detection scanning-threat [shun [except {ip-addressip_address mask | object-group
network_object_group_id}]]

FTT7 /N ETiEH, RAMRKBETHL EHBIIEND L, VAT A BT A vyE—733101 R
ERREnET, Zoavr REERRIAD L, H#HOPT RV RAERITRY NV—27 37V
7 IN—TwREE L CERS RN LT ET,

51

hostname (config) # threat-detection scanning-threat shun except
ip-address 10.1.1.0 255.255.255.0

ATvT2 ((TE) WEILOFRA MR 2253 E LET,
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threat-detection scanning-threat shun duration seconds
1

hostname (config) # threat-detection scanning-threat shun duration 2000

ATYT3 (LE) ASANRA MERBEFITY—F v b e LTHAT2HEOT 740 b A2 b
HIRRZZEH L £,
threat-detection rate scanning-threat rate-interval rate interval average-rateav_rate burst-rate
burst_rate
Zoawy FREREERE a7 4 X2 —2arO—E LTTTICHRESN TS
By ENOORETAF v BRI IEERE T H I S, AR & A% v &R T
RN L — hE2RETDHZ LT TEEFA, Z0Oa~r FEFALTL— FMERELRVES
%, BB RS & A% v CEBHREEREDO I S TT 7 v MEMEH S ET, R
avy REANTHZET, b L — MiREZ 3 DETHETEET,

1 -

hostname (config) # threat-detection rate scanning-threat rate-interval 1200
average-rate 10 burst-rate 20

hostname (config) # threat-detection rate scanning-threat rate-interval 2400
average-rate 10 burst-rate 20

N R = |
VPN H—EXDEBRIBDETE

VPN H —E 2B EZGNT LT, IPvAT RLZANELDH—E ZE (DoS) HEAE[FH

TENTEET, ROXA TORBIMFEHTEXH@BOF—EARNHD £9°,
s UE— R T 27 EAVPN B J A UFBGERBREN, "AT— RRATF L —W8&Ta /A B AT
PRV IR UBAMET 5 2 & CRRGFERITIERHEND ) V— 22 HE L, EHO2—P—R
VPN IR T A o TERL RDAREENRH Y £77,
7 TAT 2 MM, HEEITE —DORA P BYE—FT A VPN Ny R
R~DOFEHEAIT ARV K LB L ETH, ET LEFA, NATV— RRAT L —L8 L [FEk
W, TOBEFTY Y —RAEHEE L, A7 —Y—2 VPN I[Z8i T 72 < 72 2 AlHetER
HvET,
« )72 VPN F—E R D OV NEHMEHER—ERICERL LS L LET, ZoER%x
BADIP T RU AL, el bicEBREnE T,

INHOH—EREZFENICTLHE, VAT AT LEWVELZBR AR N & HERVICHRR L T,
ZHNLLEORITENRNE I LET, 7 RLAICKH L Tnoshun =2~ > RAMH LT, HEBx
ZFHTHIFRTE £7,
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ven 4—ExngEgtnzE ]

Y= RAOh T EZEFEHTOZY By 9521, clear threat-detection service =~ K%
ERLET,

1R BRI

WO AR —/V RE D AL LEVMEZIET 25513, BB TO NAT Off A st L T< 72

SV, PATZHEHALT, RILIP T RLADRLEEOEREZEEFETELLIICTL25A1F. &

AL E 7 T AT FBIMEY—ERADfEERKE L LT, A a—Y =08k a e T 50I
TR AR CTED LT EHERH Y 3, & 2E, 2L OBFHENIEFIHE VR
MBS 2R D R T L7 T,

JE— h7 7t A VPN RBIERROEBmHE /N LET,

threat-detection service remote-access-authentication hold-down minutes threshold count
ZTNENOBMBIZKRD LB Y TT,

« hold-downminutesi, &EZ DKL DOAR—/L REZ T U HIMA2ERZL £+, WERE D IPv4
7 RURAOHERRZ N Y T —F 25121%, milEIOKIE DOFR— K& 7 BRI 8 R D
LEVWEL T b _iﬁ“éz%ﬁ#&‘o@ 9, 2L xE A=V RE TR 1045 TL
EVMENI20 T, H—0DTIPv4 7 KL ANS Ol U7Z3BFERKN 20 EH D . 2 >0k L
TR DX A DASN B0 53 B2 I2WGE . BEILIPvE 7 R L RIFHER S E T,
1 ~ 1440 5y ORFE A FRECE £ 7,

o threshold count 1%, $E&% NV T —F 5 7=I2h— RZ 7 U HIBRNICRAET S NER D
LRITORBEAER LET, 1 ~100 D LEVWMEEZFRETE E9,
P —EREMHTHIE, ROa~r REFHLET,
no threat-detection service remote-access-authentication

B -
WOFITIE, 205N 10 [BIORKO A N v 7 2R ELET,

ciscoasa(config) # threat-detection service remote-access-authentication
hold-down 10 threshold 20

VE— 7 Z7EBAVPN 7 47 v GO EBMEEZGNLET,
threat-detection service remote-access-client-initiations hold-down minutes threshold count
FNFNOBMBAIIRD EBY TT,

« hold-down minutes /. fﬁ@ﬁaﬁﬁAﬁ>5@‘J‘*—/V1\§ oW EERLEST, 794 T b
DIPvA 7 RV ADOHERRA N U H—F 2121, RO E DR —v K20 CHIRNIC
T DBBO LEWES TV b :‘%a‘éz%ﬁi DET, LI A= RE T
A 10 3 TLEVMEA 20 T, HE—D IPvd 7 R L A5 Ok L7-BIAEA 20 [0 | 2
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OOEE LTZBRAEM D Z A DA RN 103 % B2 WA, 5157 IPvd 7 R L A 1386
SINFET, 1~ 1440 O EEETE £,

e threshold count 1%, HER%Z N Y H—F 572k —L RE T VHIBNICRAET A VLERH
LEMOMAEER LET, 5~100 D L XVWMEAFEETE X7,

P—EREMHT BIZME, Kkoa<w REERALET,

no threat-detection service remote-access-client-initiations

B -
OB TIL, 20 LA 10 IOBEDO A R v 7 2R ELET,

ciscoasa(config)# threat-detection service remote-access-client-initiations
hold-down 10 threshold 20

)72 VPN H— B 2~ D T OB B H &2 A2 L E T,
threat-detection service invalid-vpn-access

PR BT 52T, RO~ FefHLET,

no threat-detection serviceinvalid-vpn-access

i -
R OFITIL, Invalid VPN Access '—E R ZHFZMZ L TWET,

ciscoasa(config)# threat-detection service invalid-vpn-access

ERBEHOE=2Y) T

RO MYy 7 TE BEBEOE=2V 7L s T 74 v 7EHEREFRRT 27 EEZHI L
£,

ERERBREREIRROE=21) Y

wDa~ R LT, EAEEMEHEHERZFR L ET,

show threat-detection rate [min-display-rate min_display_rate] [acl-drop | bad-packet-drop |
conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop | scanning-threat |
syn-attack]

min-display-rate min_display rate 51402 L 0 . @ H72 Y OFR/NFER L — BT D HEHE
WICFRANEZIRE L E£9, min_display rate (X, 0~ 2147483647 OfEIZFRE TE £3,

o5 EFEHT D E. FFEOH T TVICEREHRTE T, KA X0 kXA TOFRAICD
WL, AR EREHER Q=) 2L TIEEN,

B zZeot
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masstmitEgoz=—2v>7 |

HIZIE, ERTO 10 73 L ERTO 1 R OEE S vz 2 BIficBs T 5 L —F (X2 MY
) BERRINET, Flo, HERITKE T L= MR CEHLV— MEREO 1/30 £7213 10
BooH, ELLMREVIED) IZBTLIEDNS—Z b L—F (X2 M) | b—F
N LR (B A= LR | BLOZOHMOGEA X MibRRSNLET,

ASA IE, B AN—A MIHOKDVIZH D P EERFELE T, BFFT 30 B0 N—X LR
ERAFLET, BUEEITTORT T/N—A MERRIZ, L — MIEENERFA, T2 & 2R,
EE L — MERRAS 20 53 DA S— A MERIE 20 B2 £, &EDO/N— R FEFED
3:00:00 ~ 3:00:20 T, 3:00:25 2 show =~ REFEHTH L, KEZEO SHMEIZHNICEENE
A,

ZDON—MTBT DME—DOBIIMNT, BRI NV MERRET 2 L EIT, RET AR MEED
ARy MEDE b A=A MR (B0 E) OA X2 MEE VT TICE S Ro TV 5EE
TY, ZOHE. ASA IR, BB 29 HOZET R THEA Ny MEZFFE L, TORRTO
RIFET /A=A MHROA Ny MEMFELET, ZOBBMIED | A~ MO KRIEZREINZ
UTPNEA LNTE=F—TXET,

clear threat-detectionrate =~ K& L THEFHEREZEETE £,
&Iz, show threat-detection rate =~ > RO 15l %=~ LE T,

hostname# show threat-detection rate

Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
l-hour ACL drop: 0 0 0 112
l-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
l-hour Scanning: 106 0 10 384776
l-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
l-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l-hour Interface: 88 0 0 318225

HeRERREREHIRHROE=2 1 2

EEB R EEHERE T =X —3 51003, ROFRIRTa~r REFEHALEST, T AT L
A OH I, ROBFBWBPFRRENET,

« EESNIZBIR O L— b (N2 M)

KT LTt DN — R MEIRRIZEBIT DBIEDO/R—A N L—F (A XV Nyfp) . N—2A
FERRIE, L — FERDO 130 & 10D B, EBLLMRKEWIEH ORHR

cL— FEBBLEER (Fay &N RT 7 4 v 7 OWEHBEROEEIZED)
cBESH-HBICBIT DA No&EE

ASA 13, A=A MIFOKDVIZH Y M ERAF LET, &FFT 30 m5 03— HEk
ERAFLET, BUEETTORTE T =2 MiRREIZ, FHL—MIEEREEA, L 2F,

ggogt I
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B rssssesstEgoz=—4y oy

S — MRS 20 3 DA, N— A MERRIE 20 220 9, &EBEOAS—X MNEEDS
3:00:00 ~ 3:00:20 T. 3:00:25 {2 show 2~ R&fHA4 5 &, &HHEO SHEITHENICEENE
A,

ZON— BT HME—DRFINE, AR XU MEEFET S L X, RETAA—Z MNEFEDO
ARy MR RSV N2 NER (130 EH) OA X2 MLV T TICZL o TV DHEE
TY, ZO8%A. ASAIL, KED 29 RIOSE TR CERA XV MEEZFHA L, ZOREETO
RFETN—A MEBROA XY MEEMAE L ET, ZOFISMIE D, X2 MO KIg/ 8%
VT NEA LTE=FZ—TCEET,

avyU kR

=)

show threat-detection statistics [min-display-rate| ©-fir 10 fEOFEEHEHE L7 LET, 473 2 2% A LARVEA,

min_display_rate] top [[access-list | host | BT AN BETO AL 10 FORFHERMAF RSN ET,
port-protocol] [rate-1| rate-2 | rate-3] |
tcp-intercept [all] detail]] min-display-rate min_display rate 5|22 &V . M H 720 OF/NERR

L— M3 5 HEHERICR TINA ZRE L £ 7, min_display_rate
IX. 0~ 2147483647 DEIZRETE £,

WOATIX, A7V ary ¥—U—FRERLET,

show threat-detection statistics [min-display-rate| # =] ACE & #i7y ACE DWW &2 &H., /47 v MI—E+ 2% kA7 10
min_display_rate] top access-list [rate-1|rate-2| | ;) ACE # #/53 %IC1%, accesslit ¥ — 7 — R&MHHLET, ZoF

rate-3]

RCIEFFRAI SN N T 74 v 7 LIESESNTZ N T 7 4 v 7 BRBIS 1
FH A, threat-detection basic-threat =~ > & ] U CTHAZE
HE A 32— T 2546 1L. show threat-detection rate acl-drop =
<~V REFEHALT, ACLICXAHEZBHFC& £,

ratel ¥ —U— R&fEETH &, R TE DH/bEE L— MEREOK
FHEBRNFR R I N, rate2#BET 5 L RICKE 2 L— MERORE
HHRPERINET, 3 OOMBENERIINL TV DLLEITIE, rate3
EHET SRRV — MROFEERNZRINET, =& 23,
T A AT VAIZHEATO 1R, 8 REfE, 35 K OV 24 REE O FEFHE H A3
FREIND ELET, ratel ¥—U— FERET D &, ASA L1 HEH]
DOIFERZ T E2FRLET,

show threat-detection statistics [min-display-rate| 7 2 hfEahiE #7212 #59 21213, host ¥—U— &AL £T,
min_display_rate] top host [rate-1|rate-2|rate-3] | sx - BRRET LI Y R LT, Teo—d—r— Y s L

AF—h VI OMBEDLEE L THERAEND A v Z—T = A A%
FAE10HO R A MZERENDZERH D F9, 2T TFHEN
BETHY, ERENHIPT FLATERTEET,

B zZeot
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Az rorEgbsiERoFE [

avy kR

=)

show threat-detection statistics[min-display-rate | ;<
min_display_rate] top port-protocol [rate-1|rate-2
| rate-3]

— B IO e N a L OREHERE R AT HITIE. port-protocol
fr U — RZfEH L£9, port-protocol F¥—U— R&fRETH L.
R—hr&7v ha Lol ORFHERPF RSN (FRT DI ﬁ
FNA F—=TVIZEESINTWDHENRHY £9) . TCP/UDP 7~
%kminh:w&47%ﬁﬁébﬁtmﬁ%$ﬂiﬁéﬂiﬁo
TCP (Fm k= 6) & UDP (Fm h=av17) &, IP 71 ha/Ld

FRIZITEENTWERAD, TCPAR— K& UDP AR— MMIAR— LD
FHRIZEENTOVWET, oD E AT (R—FEHIZ7F e han)

D1 ODKEHERZ T oA F—TNMIT DL A F—T NI ENT5
FHERIE TN RINFET,

show threat-detection statistics [min-display-rate
min_display_rate] top tcp-intercept [all] detail]]

TCP RATEAG ORFHE M 1T 2 £ R T HI21E, tep-intercept ¥ — 7 —

REFEHLET, #RICE, XBE2ZT CTRES N B2 10 —3—
NEENET, al F—T—RiE, FL—RAENTWVLETRTOH—
N—DJERET — & %#FrLET, detail ¥—7— RNix, BEY TV
VI F =R LET, ASATL— MEIRROBIZEEDH A 30 [H]
FTY T T LOT, T 74N O30 2R TR, 60T LI
FHEBMAIE S ILE T,

show threat-detection statistics [min-display-rate
min_display rate] host [ip_address [mask]]

FTRTOFA P, BEOFA M, EEIEEOY TRy K
EFRRLET,

show threat-detection statistics [min-display-rate
min_display_rate] port [start_port[-end_port]]

FTRTOR— b, BEOR— ., EEIHEDOKR— MOFHOKEHHR
EFRRLET,

show threat-detection statistics [min-display-rate
min_display _rate] protocol [protocol _number |
protocol]

TRTCOIP 7 harEIBED 7 a b a v OFeHFHREFR R L
ij‘o

protocol_number 51451, 0 ~ 255 DT, T F o5

IX. ah, eigrp. esp. gre, icmp, icmp6, igmp. igrp. ip.
ipinip, ipsec, nos, ospf, pcp. pim. pptp. snp. tcp, udp D
FTHNEEETEET,

KRR ~DEBREHREFERD

i

&Iz, show threat-detection statisticshost =~ > RO H I Z R LET,

hostname# show threat-detection statistics host

Host:10.0.0.1:

Sent
Sent
Sent
Sent

l1-hour
8-hour
24-hour
l1-hour

byte:
byte:
byte:
pkts:

Average (eps) Current (eps) Trigger Total events

tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

2938 0 0 10580308
367 0 0 10580308
122 0 0 10580308

28 0 0 104043

ggogt I
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8-hour Sent
24-hour Sent
20-min Sent
l-hour Sent
l-hour Recv
8-hour Recv
24-hour Recv
l-hour Recv
8-hour Recv
24-hour Recv
20-min Recv
l-hour Recv
Host:10.0.0.0:
l-hour Sent
8-hour Sent
24-hour Sent
l-hour Sent
8-hour Sent
24-hour Sent
20-min Sent
l-hour Sent
l-hour Recv
8-hour Recv
24-hour Recv
l-hour Recv

zRoBRH |

pkts: 3 0 0 104043
pkts: 1 0 0 104043
drop: 9 0 1 10851
drop: 3 0 1 10851
byte: 2697 0 0 9712670
byte: 337 0 0 9712670
byte: 112 0 0 9712670
pkts: 29 0 0 104846
pkts: 3 0 0 104846
pkts: 1 0 0 104846
drop: 42 0 3 50567
drop: 14 0 1 50567
tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
byte: 0 0 0 614
byte: 0 0 0 614
byte: 0 0 0 614
pkts: 0 0 0 6
pkts: 0 0 0 6
pkts: 0 0 0 6
drop: 0 0 0 4
drop: 0 0 0 4
byte: 0 0 0 706
byte: 0 0 0 706
byte: 0 0 0 706
pkts: 0 0 0 7

WOFEITHEIZOWTRLTWET,

3 3:show threat-detection statistics host

J4—ILFK

i

A A (Host)

BRARDIP T R A,

tot-ses

>a U

RAMNT —=FR=REMENTLURED, ZORANTOEHE Y

act-ses

RANDBBEBBRLTWAT 77 4 Tt v a oA,

fw-drop

Tr7AT U= Fay 7O, 7747 U+—)b Fay7Fd EK
BEMRHCTERSNTZTRTOT7 7 AT U+ —/VEED/ N7 v F Re vy
TEEUHMAAEDEL— T, ZHIZiE, ACLTOHESR, RE/ 7y
b HEEHIR O IE, DoS WHE/ T > K|
TCPSYNBEE A v b, BIWRERY T —% 72 LUDPBHE Ny M b
WEENET, A F—T =/ ZAOWERT, TV r—ar A%
XY a VTCAREDONT y N Axy VIRBORMRE, 7oA T
T A= VIZBEE L2V b Fe vy g ER TV ERA,

B LW ICMP X7 b

insp-drop

TV — gy AV ART Y g NIREKITIR T2 R v 7
SNy M

null-ses

XLy aro, XLy ait, 3BMOZAL LT T NHIC
SET L7 TCPSYN v ay, BLOWE Y a VBGED 3 ##%
F T —R=NE T = REEINREN-/7-UDP Yy 3 »TT,

B zZeot
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Az rorEgbsiERoFE [

J4—ILF

A A

bad-acc

AL BITDRIED R A O R — MIXT A ARIERT 7 & 2ADOFATHIEL,
R—=FIBX LBy arlHBrEns & (null-ses 7 4 —/L ROFA%Z
ZMH) | AA MOFR— FOREEIX HOST PORT CLOSE [ZREE SV E
Ty TOFRARDR—NMITI7EBALELDI ETEHITAT 2 MIT R
T, FALT Y FERFEZTICTSARET 78R E LTHESNET,

Average(eps)

FHBICRBT 2L —F (1~ MU

ASA 1T, HEARA—Z MIBOKDYVICH T M EERTELET, AFT
30 [B15y D 83— 2 NEREZ R L ET, BUEETHORE T/3—2 MM
fRlL, EHL— MIEERETA, 72&2F, FEL— MERRE 20 5
DA, N—A MERRIF2081272 0 9, HKFEO/N—Z FEFEL 3:00:00
~ 3:00:20 T, 3:00:25 (2 show =~ RZMEH4 25 &, &ED 5 PREIE
HOIZEENERE A,

ZON— BT HME—DORIIMNE, GRSV MEEHFET S L X,
HRIET /A=A MEFROA X2 MRS v I—2 MiEkg (13018 H)
DARY MEEDTTIZEL o TV BHATT, ZOHA. ASAIL,
%D 29 FIOE TR CHEFA Ny MIEFHE L, ZORETORTE
TA—A MNEROA XY MEEMELET, ZofMNcLD, A
NGO KIEZRBEMAE ) T VA A L TE=H—TEXET,

Current(eps)

BT LTERBEON—Z MNERRIZEB T H2BIEDONN—Z N L— K (X
NMUED) o AN—Z MERRIEL, SFEL— FERD 1730 £ 108D 5 5,

ELHMNREVIE D ORER, Average(eps) D] Tr I 7=B DA
BE L — ME3:19:30 ~ 3:20:00 O L — k TT,

Trigger

Re vy 7FENT7e Xy b Lb— F O IRMEZ i U7z B, 852453
Ny NOITTRESNTEADIR N T 7 4 v 7 OGE, ZOffEIX
WIC0TY, 2T, BRI 74 v 7% N T—35L— MR
BIRNTZD T,

Total events

% L— MEBRIZE T 24 X2 FOAFH, BEEITHORET N—A
MEREIL, ARV M RICEENER A, ZON— BT B ME—
OBIFME, BFtA Ny MEFFET D & X, RET/A—R MR
ARy MRV S—2 MERR (130 H) o4~ Mk
TIZEL o TWAEATT, ZO4E. ASAIL, BHED29E DT
M CARIA XU MEEFHE L, ZORETORSE T/3—A RO
AR MEEMRELET, ZOFIMNILY . A X2 MO RIEZ2EEN
EUTNVEALLATE=Z—TEET,

ggogt I
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J4—I)LFK SBA

20-min. 1-hour, INHOEE LV — MABOKEE#, &1 — 2 kic, UT%
8-hour, B L RLET,

24-hour

s [Sent byte] : A M IEFIZEE ST A1 M,
* [Sent pkts] : AR A R B IEFIZER ST v ML

* [Sentdrop] : IR A FMNHFESNTo, AF v P HEBEO—HTH T
OIZ Rar y TEN "y N

* [Recv byte] : AR A M WZAF LT IEF 72314 ML,
* [Recv pkts] : A8 A F 3T LI IEH 7237 v M,

s [Recvdrop] : IR A RBZAZE LIy ROHFT, AF¥y L HEBED—
HThHoTelowlT Fry T ENT Ty M

AExYy VEBREOHBRINIARX M, HEE, 23— v bOE=4
)
A% CBERHOPR SR A b, KR, 5 — 4 F T =5 — 5 L OEET 5123,

Woa<wry REFHLET, Zhbna~vy N, Ay U EEmHEHTHY . o —b
A S EE A,

« show threat-detection shun
BEER SN TWDAERA 2R R LET, RICHEZRLET,

hostname# show threat-detection shun
Shunned Host List:

(outside) src-ip=10.0.0.13 255.255.255.255
(inside) src-ip=10.0.0.13 255.255.255.255

« clear threat-detection shun [ip_address [mask]]

BRANEERESRNOERLET, IPT RLVAZIEELRWGAIL, T X TOARA Ml
Wr) 2 bnb 7 V7 SnET,

7= & 20, 10.1.1.6 ODFR A D EERT HI21E, koa<>r RE AL LET,

hostname# clear threat-detection shun 10.1.1.6

» show threat-detection scanning-threat [attacker | target]

ASAPHBERE (W) 2 FORA MaETe) LHETLEARZ N, BRXOKEOX—5 >y |k
WCSNTEARA NERRLET, A7 a B AN LRWERIL, WBFHEELZ—7 > O
TDORAMRFRINET, WITHFIZRLET,

B zZeot
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hostname# show threat-detection scanning-threat
Latest Target Host & Subnet List:
192.168.1.0 (121)
192.168.1.249 (121)
Latest Attacker Host & Subnet List:
192.168.10.234 (outside)

192.168.10.0 (outside)
192.168.10.2 (outside)
192.168.10.3 (outside)
192.168.10.4 (outside)
192.168.10.5 (outside)
192.168.10.6 (outside)
192.168.10.7 (outside)
192.168.10.8 (outside)
192.168.10.9 (outside)

VPN H—EXDEBREDE=42Y) VY

WD NE w7 THIT 5 X 12, syslog B L Wshow =2~ REMH LT, VPN —ERDH
B s e =2 —TxE7,

VPN H—EXDZBEHEL D Syslog E=42 1) > 5
INHOY—E R ZEETBHKD syslog A v E—TUNERRINDIGELHD 7,
* %ASA-6-733200: Threat-detection Info: message
ZDA =R, BEREICET S RN RA N FERE LET,

* %ASA-4-733201: Threat-detection: Service[service] Peer[peer]: threshold of threshold-value was
exceeded. Adding shun to interface interface Additional_message

ZOAyE—=V WESNZY—CADRERT 77 4 ©F 4 BEK T, BB —
EANIP T RVAZHBRLTZZ L A2/RLTCVET, A v =TI BIMMERNE ENT
WOHLENRHY T, 7oL 2T RAVPNZ 74 7 Mlba T o846, BinfEei TSSL
(F721FIKEV2) : RABEEIZRZ T4 7 FRAGRER (SSL (or IKEv2): RA excessive client
initiation requests.) ] DX 972D 3,
showshun =< > REZFEH LT, #BRENTZFAFDY A NE2RRTEET, IPT KL X
DEEZ TIIRNZ EDRDr> TWAHEAITEL, noshun =2~ > R L CTHEBRZ HIBR T
TET,

VPN H—EXDEFHZRED show a7 FIZKBE=ZR Y Y
Wpa~<y REFHALT, VPN Y —E2ROEBRI O EREFRRLET,
show threat-detection service[service] [entries| details]

VIR U T, BEDY—E R (remote-access-authentication. remote-access-client-initiations,
F7ziZinvalid-vpn-access) IZE = —ZHIRTEET, RONRTFA—=FZBINTHZLT, Ba—
ZIOICHIETEET,

| ggogt I
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B vy —crozRmmoshowaT o RIzEBEZS Y LY

&L‘L

centries : JBIIIEROT L MY DB EFERLET, 72 20E, FRERITICRLZIP 7 R
L ATY,

edetails: y—EROFEME Y —bv A NV Ol FEFERLET,

BIRLToA T v a AHESNT, T4 AT LA HTIRROER N F R INE T,
o —E 2 D4 HT
o —ERADRKE - R EITES)
« =B AR—)L RE T URIE
e P—E AL VVEHRE
c P—ERT 7 g UikEHER
o (R (Failed) ]: & SN2 AEONBPICEENEAELE L,

s [7r X7 (Blocking) ]: W& INZFHAETF— L R CHHANTHY, LE
VMEIZIZE L 7ol U E L, ZORER, —EXL, RERET 27 vy 7357
DOPERE BBICA A b= LE LT,

o [fe#k (Recording) ] : #iE SNIZRENK—IL RE T VIS TH L0, LEWEIZ
BELZEELE L, ZORR, h—E A TRALTELET,

o [PAR— FXEZH (Unsupported) | : #E S/ %41, BUERBEHREZ PR —FL T
WERA,

* [#%) (Disabled) ]: FAENHESNE L, 2EL, $—ERTEHITR->TE
R

il

ROFITIE, TRTOF—EAREM//R->TEY, VE— T 7 EARBRES —ERIZONT
BER R BB B STV ET,

ciscoasa# show threat-detection service
Service: invalid-vpn-access
State : Enabled
Hold-down : 1 minutes
Threshold : 1
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: O
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed : 0

O O O o o

B zZeot
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ven —EzaricaRshgross [

blocking
recording
unsupported
disabled
Total entries: 3
Name: remote-access-client-initiations
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported
disabled
Total entries: 0

o O b

O O O O o

&Iz, show threat-detection serviceentries =~ > ROFZR L E9,

ciscoasa# show threat-detection service remote-access-authentication entries
Service: remote-access-authentication
Total entries: 2

Idx Source Interface Count Age Hold-down
1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114

Total number of IPv4 entries: 2

NOTE: Age is in seconds since last reported. Hold-down is in seconds remaining.

KIZ . show threat-detection service details =~ > RKOH| 2R LE T,

ciscoasa# show threat-detection service remote-access-authentication details
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported
disabled
Total entries: 2

o O B> = O

Idx Source Interface Count Age Hold-down

1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114
Total number of IPv4 entries: 2

NOTE: Age is in seconds since last reported. Hold-down is in seconds remaining.

VPN 4 — E R ERIZEA S M= HEBRDOHIBR

WoDa<y REHFEHALT, VPN —ERIZEA SN HrE2E=4%— L. REzHIBRCcE
4, VPNV —EXO& BRI L > ClfA S 58E61%. showthreat-detectionshun =< > K
ICIEETREINARNI LICEBE LT EE Y, Zoa<vy N, 2FX ¥ U BEBREICOL58 &
nEd,

ggogt I
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« show shun [ip_address ]

VPN % —EXAOBBRBIC L > CEHEBIMICHERR SN ZA A b, Eizid shun =<2 K&
HALTCTFEHCHERESNT-F A M2ET, JranzdsA vaERLET, LEIILUT,
BELEIPT RLAICE 2—%FIR X F9,

e noshun ip_address[interfaceif _name]

FBELEIPT FLADSDOLHREZEIRLET, 7 RLARERDOA v —T = A4 AT
PEBR S L, — 38D A v X —T = A ATHREZOEFIZLTBLEAIE, A7 a3 THE
BROA X —T 2 f AL ERETETET,

« clear shun

TRTOIPT RLADLPERRZHIRR L £9,

ZEAR DBl

WOBITIE, FEARZER R EREZZRT L, DOSHBEL — NORELEELCWET, T
TOPERE MR HFFHERIZIA X —T7 A THY , FA MREHERO L — FEREII 2 125D &
NTHWET, TCPRITZEDOL— FMERBL I AL~ ZENTVWET, A% ¥ UEBREITA
F—T7 VT, 10.1.1.024 R TRXTOT KL AZ HERER LEd, A%y &L — NEE
EH AL~ A RENTWET,

threat-detection basic-threat

threat-detection rate dos-drop rate-interval 600 average-rate 60 burst-rate 100
threat-detection statistics

threat-detection statistics host number-of-rate 2

threat-detection statistics tcp-intercept rate-interval 60 burst-rate 800 average-rate
600

threat-detection scanning-threat shun except ip-address 10.1.1.0 255.255.255.0
threat-detection rate scanning-threat rate-interval 1200 average-rate 10 burst-rate 20
threat-detection rate scanning-threat rate-interval 2400 average-rate 10 burst-rate 20

B zZeot
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ZERE DB

grrtorE [

HRES PN Bl
TH+—L4LY
IJ—Z
HARTS K OMEIRE B AR HE . A% v > |8.002) R L OMESRA AR HRGEHE . A % v BB H 2

Bt

BAINE L,

WD a~r RPNEASILE L7z : threat-detection
basic-threat, threat-detectionrate, show threat-detection
rate, clear threat-detection rate, hreat-detection
gtatistics, show threat-detection statistics, threat-detection
scanning-threat, threat-detection rate scanning-threat .,
show threat-detection scanning-threat, show
threat-detection shun, clear threat-detection shun,

HEBRIIE]

8.0(4)/8.1(2)

PEBREAR 2R ETEx D2 LI L,

threat-detection scanning-threat shun duration =< > 73
BAINELE,

TCP fRATZAE DFLFHE

8.0(4)/8.1(2)

TCP fRATRAR ORERHEHR P EASE LT,

threat-detection statistics tcp-intercept, show
threat-detection statisticstop tcp-intercept, clear
threat-detection statistics 2~ > RAEF F - (XTEA XN
F L7,

RA MREHER L — RO 22 ~4 X [8.1(2) HEHERNINE S ND L— MNEROE I A X~ A AT
X5k ELE, T4/ MO L— NI, 3
O lLICERESINE LT,
threat-detection statisticshost number-of-rates =~ > K73
EEINE L

NR—Z bk L— MERRAEE L — o 1/30 12 8.2(1) PRIO Y Y —A T, FHL— D160 TLZ, AEY

EHEINE L, PIRKRIRIHERT 5720, o7 T RIEN L —
r DORNZ 30 NS SvE LTz,
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