TOETIL., ASA ZRMET AN, E7001%. ASA FSESC L T A MG T Ok AR E
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EHRRESA T
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cEXFEITFEHTOPANDTOA—INILEALT Ik : T_RTDOTa—)VA A LT U MNMIT
TH MERH Y F9, BENCERN KON AIGEIZOR, T 74V MEEEFE L TL 2
éb\o

cb;ITAVT VSATEDEREALT O : =R R =2 LT, FFEDH
ATDLT T4 DT a—=rVIA LT Y e EEETEEY, $XTCORT T 4 v 7
IITADEA LT Y MIT 74N MERH DT, TNODEERET HLEITHY £
/\Jo

cEGEFIRE TCPRRITRIE : 7 7 4 /L hTIE, ASA 2T 25 (F70i3sdc &3 2)
OBICHIRIZH Y A, —ERARY — L — L% LT, ¥BEOWEYZ T ADH|R
%ﬁﬁbiﬁo:ntib\#~Ex%%(mﬁ)W%¢%%~N~ﬁ%£éni¢o%

W2y AR (TCP N> Ry oA 7 &5 T LW WoiiEs) ICHIR2RETE 7,
ZHUTED, SYNT T T 4 TR LHRESNE T, UIERORIREZ B2 D, 7
2X L An Yy MV LT TCPIAITZE Y R—R BT 77 4 712720
F9,
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« Dead Connection Detection (DCD; 7w FiEfEt&EE)  ATH O RN 67T A RVIREEIC
725 ZE MMV KEEN TR B DA X, DCD 28N LET, T4 RAZA LT D
FNEEEZBZHE, ZNOLOERMPHALONDZENHY £7, DCD TiE, 74 Kk
RETIEH DL bOOFNREREHEL, 74 KAV AA~—%2 )y b TDHZETENLD
Pt AR LE T, T A AR 2B 2 5 7= 0NS, DCD IO mMIC 7 v —7 % 5(5
LT, BB EDNTHLZ LEMMTAEELTWANE ) 2R LET, show
service-policy =~ RO NIZIZ, DCD WL DT 7T 4 BT 4 BERTIZODH T X
NEFENET, showconndetail =~ REFHT D &, BEMEZEROFBEHRL L0
n—7 DEERELZRGTEET,

TCP—4 2V ADS VA LI : TN D TCP #K:121% 2 DD ISN (1> — 4 o 23K
) NEVBTHEATEY, ZOILD1DF7 T4 T FTEBRSN., b9 1203 —
N—=THERENET, T 74V FTIE, ASAIL. HE & BIEOM M T+ % TCPSNY
DISN T AL LET, T LI XD BORENH LWL S b ko
ISNZTFHILTH LWy a2 A Yy vy 7T 20%MIELES, 72720, TCP ¥ —
U ADT X AMEIL, TCP SACK GRIRWIMERRINE) ZFEMHEELET, 7947
VDRI D U AB TR AN RRET A bD L B 57T, NIRRT
T, NI 7497 ITARTEIZT X MMM T o ENTEET,

TCPIE#RIE : TCP / —~ T A Vix, BELR A7y b oR#ELET, — DX A T DR
fro WEBE A NT T 4w 7T ATUHT B HEEARETE £,

TCPRT—RINA IR : x>y NU—V TN —T 4 T EEHTHNE I DETF =
795 TCP AT — R/ XA NATEET,

SCTP X7 — k7\A 78R : Stream Control Transmission Protocol (SCTP) 7'& b = /LRRFEN
VBT IE, SCTP DAT— R IV L VAT Vv a v ENANRATEET,

J20—0A70—F: 7e—,n3NICEK T EX SN lE#E R ICAH 77— Nand
NZT7 4w 7 &L CERINTEEd, 70— FRiZkoT, KEETY 7 A VOERIER
E. F—HER/RT SV r—a DR T —<v U AEA ESHH N TEXET,

IPsec 7O0—MA 70—k : IPsec A P VPN £721ZVE— 727 EBAXA VPN EH =2
T4 TV vxE—ar (SA) OWHIERER. PsecB#fitlIT A ADT7 4 — ) K Fu /3
~ TN —=KT LA (FPGA) (A 70— REINDHT2D, T/ AD/NT —~ 2 AW
FLES, ZOHEEYFR—F 277y b7+ —LATIE, T 74V N THEIIZR->TW
*7,

BefellR, %A L7 w7 b, TCPIEHUL, TCPI—4 > AD T & MMl THke TREFER] (TTL)
DF 7V AL MIE, FEAEDX Y NU—ZIZEURT 740 MERSH Y £9°, Zh b
BEDRENMIEL DD, MEOBEHERSHY . Xy N —JIFED XA TOREN S HY5
B, FRIZREHOT A KV 24 LT 7 MK DEREREGUENIEAE LTESGE DR T,
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ATvT3

ATv74

ATy T5

ATvT6

ATvIT1

ATvT8

smozz [

Z DM OPEHG BRI LN > TWET, ZNHD—E R, — et —e L LT
TR, FEDO NI 747 7 TRACORRELET, ZNUOOEREIZITRO L DONEEN
TWEJ : TCPRAT(E. TCP A7 — bk /XA XX Dead Connection Detection (DCD; 7 v K2
iRt . SCTP A7 — h NA /R 7ua—F7a— R,

KO—EINRFNTI, £2 50D TS TOBEOREIT OV THEA L E T, BEICH U TE
BT BRELBA T S0,

1R BHHEIIZ

T KIZTNARIAD E, T7AT U —MTETT 7 & AL —/L 3 L OVNAT %7
LT, By N ZERTARLERLENE I MEHMLET, #himo UL, x7 A
FRyZHO ARP =2 R U BNFET D0 E ) DICBRRIER SN E T, 2oz, #EHn
FELTYH, ZOERHEENO 7 v RRT AL A2 EBRTHZEE2ERTI2H0TELHY £
Th, TA RVEALT D N EOBRORE L, RERPERNPIKS TV AT LY VY —R% 5
HLERWESIZLET,

Ta—\)L B A LTI RORE 42—=) , ZTNHOREIX. T, Az@iad 59T
DI T7 497 L TEESERTT NaAaLDT IAN DT A KA XA LT 7 NEEFL
9, BHIOX A LT 7 MZEY Uty bENZBEFICHER S HHEIE. T 70— ¥
ALT T RNEERELTLEIN,

SYN 77 v K DoS B 6 O — "—Dfi# (TCP R17%(5) (6—) ., ZOFIE%E
EALT, TCPRITZBEEZHXELET,

B2 TCP 7 NLELD ) A X~ A X (TCP~ > 7. TCP / —~F A4 H) (9 2—)
EEDNT T 4 v T 7 TFAZHDONTT 744 D TCP EHALOEEA EFH T A4 .
HXFN—T 4 TDTCP AT — b F v 7 DA (TCP AT — kXA X)) (14 2—
D) (ZDOEATDON—T 4 VITEENDHEE) .

TCP > —7 v AD T X MO (18 X—7) (T 7 4/ DT & LMEDNFEE DO
F—BEAT ST L TNBES) |

K7 o—n47a—F Q0X—) (arvta—T7 4 JTENRIOT—2 22—
T =~V A RETHILENDDEHE)

FEDRNT T 47 7T ADPRROHKE (TXTOH—ER) (28 X—) , i, Bk
OFREAOWHAFIETT, ZNOHOREIL. Y—ERA RV — —AEEHALT, FED
FITAvT TITADTa—NVDT 7 v Mixk EEXTEET, ZNOHDOL—LEMAL
T, TCP /) —~FA VDB AL~ A X, TCPL—r L ADT v Z IMEDOEFE, 47y hOEGR
FREFOT 7 U A b, BEXOFOMDOA TV a UHEREDEELITVET,

TCP A7 a > Ok (34 X—) (hOFEAERZ: TCPEIEZ V &y N ERIZET T 5458
BHDHIEHE)
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B /o sqrryroms

JB—NIL B3A LTI FDEE

FIRr

N EXEARTE FANOBEA D Y F EERA R N DS RS T A R ZA BT M
MARETE £, IRELET A FABMOMA 1y FSHA SHAN > 5BE, U Y —2
N

Ta—N)V BALT T NEETTHE, =X R —IC LD TEDO N T 7 4 v Tu—
A FEETEDIZH LT 74V DXL LT U FRREESNET,

BEDODXA LT U MR ETERWTa haj)l (GREARY) Tik, 74 KX A LT 0 M2
T,

timeout =~ RZMFEHA LT, Za— L AL LT hERELET,

TRTCOZA LT U MEOEAIT hhimmess T, FARBIMITIZE A L OHE 1193:0:0 TT, 7
RTCOAA LT Y NeT 740 MAIZY &> N3 25121%, clear configuretimeout =~ > R & ff
HALET, HIZ1 20X A ~—%2T 74V MNMZU Yy b DAL, ZORED timeout 2~
YRETFT 7 ANV MEE EBICATILET,

HA=—%T 4 B—T/MZTBITIE, BIZ0EFHALET,
WRDOTa—N)L A LT T NEHERTXET,

« timeout conn hh:mmiss : #2525 £ TOT A RAVEER (0:5:0 ~ 1193:0:0) , 5 7 4/
MZ 1B (1:0:0) T,

« timeout half-closed hh:mm:ss : TCP /~—7 7 u — X 2 U5 £ TO T A VIR, FIN
& FIN-ACK O3 @t Sty #ktid—7 7 m— XKL RS ET, FIN
DB SN EAIT, B@E O conn 2 A L7 7 MR EHINET, S/MEIZ30HT
T T 74/ ME 10 43T,

« timeout udp hh:mm:ss : UDP ##5i 2 P U5 £ TO T A RAVEER], Z oI 1 5Ll kicd
LHVENHY ET, T 74 MI 25 TT,

« timeout icmp hh:mm:ss : ICMP O 7 A R/VEER] (0:0:2 ~ 1193:0:0) . 7 7 4/L NI 2
(0:0:2) T,

« timeout icmp-error hh:mmss : ASA 73 ICMP = 21— 5437 v R &25(5 LT 5 ICMP #
BeaHIBRT 5 ETOT A RAKEET, 0:0:0 225 0:1:0 DO#, F 721 timeout icmp fED VT
NIMENGT T, T74LME0 (Fav—T) T, ZOXA LT FRNERT,
ICMP A Y ART v a AT HE. ASA Tld, =a—ItB&N"ZEEND L3I
ICMP ## # HIBR L £ 3, L7=A->TED (FTIZAL L) #AICAER ST
TOICMP =7 —([IfFEESNET, ZOXA LT 7 MIICMP #EOHIRZELE 5 D
T, BERICMP =7 —% %[5 T& £ 7,

« timeout sunrpchh:mm:ss : SunRPC A &2 v MBS ILD ETOT A RAVRER, Z OMEIT
LU EIZT 20 ERHY £, 774/ ML 1043 T,
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« timeout H323 hh:mm:ss : H.245 (TCP) XL ('H.323 (UDP) A7 4« T a5 ETD
T A RVEER] (0:0:0 ~ 1193:0:0) , T 7 # /L biE 547 (0:5:0) T9, H.245 & H.323 D
THDOAT 4 THHRIZOE Ut 7 7 VDR E STV D=8, H245 (TCP) Hikil:
H.323 (RTP B LURTCP) AT 4 THee L 7 A RV 2 A LT U MG LET,

« timeout h225hh:mmess : H225 37U 7 U B a B U2 £ TDO T A RVERR], H.225 0
FT7 I ZALT 7 M ER (1:0:00) T, T XTORCHLAZ U7 EN=%IC
P a9 Il n—X345120%, lHE 1/ (0:0:1) (2752 L a2H5E L F9,

« timeout mgep hh:mm:ss : MGCP A 7 ¢ 7 #fe A HIBR 35 £ TDO 7 A RVEEfE] (0:0:0 ~
1193:0:0) . 7 7 #/L ~iE, 543 (0:5:0) T,

« timeout mgcp-pat hh:mm:ss : MGCP PAT Z#i 2 HIER 42 £ Tkt fElE (0:0:0 ~
1193:0:0) . 7 74 /L ML 54y (0:5:0) TY, Fe/REEIE 30 T,

+ timeout sctp hh:mm:ss : Stream Control Transmission Protocol (SCTP) #ia#H LB ETHOT
A ROVEER (0:1:0 ~ 1193:0:0) ., 7 74V MiX 243 (0:2:0) T,

« timeout sip hh:mm:ss : SIP ‘/77‘) V7 R— MNMEREPA LD ETOT A FOVEER (0:5:0 ~
1193:0:0) . 7 7 #/V MZE. 304 (0:30:0) T,

« sip-callinit-timeout hh:mm:ss : Call_Init = —/LIREED SIP & > o 3 U2 (RWIOBFEA
TV DOZER) HIBREND ETOT A RAKRE (OFVIEEEZE LR T285A)
0:0:1~1193:0:0 DFEPFHTHEE L ET, 7 74/ MaIZ 32 # (0:00:32) TT,

« timeout sSip_mediahh:mmiss : SIP A5 ¢ 7 R— MMEHEZH LD E TOT A FAKR, Zo0
HIRNZ 1 L EICT 2 0ENHY £, T 74V ME25 T, SIPAT AT XA ~—
X, SIPUDP A7 47 /37w M5 5 SIPRTP/RTCP C, UDP 3T V7 47 XA A

OV IZER S ET,

« timeout sip-provisional-media hh:mm:ss : SIP B[ & A 5« T DX A L7 7 ME (0:1:0 ~
0:30:0) , T 7 A/ ME 25 TT,

« timeout sip-invitehh:mmess : WEINEDOE L R —1E AT 4 T xlate ZFAC D ETOT A K
JVBER] (0:1:0 ~ 00:30:0) . T 7 #/V MiE, 34 (0:3:00 T,

« timeout sip-disconnect hh:mm:ss : CANCEL A v & —Y$ 721X BYE X v &—C2000K %
EELE#OﬁE*V\$FEVVHV%W%¢6ET@74FWﬁ%(mm~w&m®o
F7 4 ME 24 (0:2:00 T,

« timeout uath hh:mm:ss {absolute | inactivity} : FFEB KO X v v a2 F A LT U b
L., — P23 K[EEEGNC FRRRES B & 72 2 F TR (0:0:0 ~1193:0:0) , 7
74V ME55 (0:5:0) T, 774/ DX A ~—|Tabsolute TJ, inactivity ¥ —7 —
REANTDE, FET 7T 4 7o T —EOMMBZIZHA LT U MR ETDHED
WZCRRE T E £, uvauth ML, xlate Ml K D B CBRETDHENH Y £,
%k//:%74ﬁ TIAZT HITIE, 0ICRE L ET, BfICZ®HFTP A A LT\ 5

. FE 721X Web GRAEIC virtual http =2~ > RZEH L TWAHEIE, 0 A L2 T<
f_éb‘o
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« timeout xlate hh:mmiss : Z2H#iA1 » MRS ILD ETDT A RV, Zo#IE 1 4
PLEICT 20N H Y E£3, 7 74/ ME 3 KEHETT,

« timeout pat-xlatehh:mm:ss : PAT 22t 2 10 MBS D FETOT A RVEERE (0:0:30 ~
0:5:0) o 774N MI30BTY, BIOBEHNRT v T A MY —5 T30 2 THEfHEE N
TWAAREMEN S D720, B S PAT R — N EEHT 28 L2 T v 7 A R U —
A NV—FPNERT DA, ZOXA LT U MEHEST I ENTEET,

« timeout tcp-proxy-reassembly hhimmiss: U 7227 U D728 v 7 7 N THE L TV 5 /%
o e Ry FTHETOTA RV ZA LT TR (0:0:10 ~1193:0:0) , 57 4/ k
I, 143 (0:1:0) T,

« timeout floating-connhh:mmess : [/l U > bV — 27 ~OEEO L — MBFEEL, TRERA
U w7 BRI D5EIE. ASA ITHHRESLRF A TA MU v 7 NiREOL— FEMIH L E
T KV @GR — RBMERFREIC /A o o AIE. ZOXA LT U M X o THERH T
LNHOT, ZOHE)eN— N afH L TEE B CEET, 774/ MI0TT
I Z A LT T FLERA) o FVBRBVWL—FEEATELXL92T 21213, #A A4
7 U MHEZ 0:0:30 ~ 1193:0:0 DETRE L E T,

« timeout conn-holddown hh:mmiss : ##5t THEH STV D — ERE I FEL TV, &
TIET 7T 4 Tl o iz & X2, VAT AR RFT AN, ZOFR—L ¥ T
NIV — "7 77 4 TR bnGE, SRl hEd, #iir— L Fx o
HA<—DOHME, V= R EELTCTIZ U T HARERH AL, V—F 7
T T OEBERLTILETT, — FDOIEAR b - ERLSBETD LI ITHA—LF
By A< —%MOT I ENTEET, 774V MIISHTT, BETE HHEMHIX
00:00:00 ~ 00:00:15 T,

- timeout igp stale-route hh:mm:ss : v\ b— k% /L— & OFEHAS— A0 B HIBRT 5 AR EF
THE, 25D — MIOSPF EORNIT — sy =A 7 ha/VHTY, T 74V
M 70 (00:01:10) T, FHETZ DEiFHIT 00:00:10 ~ 00:01:40 T,

SYN 75 v KDoS IREMN L DY —/\—D{RE (TCP K1TZ(E)

WEEHN—HD SYN X7y FERAMIEETLE, SYNT T vT 4 07— RIE
(DoS) KENFEAELET, ZNOHDO/7y NI, A7 —7 47 EN7IPT RLAND
BEENET, SYINXT Y DT T T 4 VINEFHINCA TS &L SYN F 2 —RN k7R
HARWAFE X . EH 2 — =D O ERICK L T —E R 2T 7220 £,

SYNZ 7 v7 4 ¥ VB T- DI e HIR T £9, wiEk & 13, XErnes
DO THEIZRDBN Ry =2 7 B2 T LTWRWEERERO Z & TT,

B OB LS WMEEZB 2D L. ASA [TV —"—D 7 X L LTEEL, ZDERHMN
HZ—2Fy FIRA RO SYN F 2 —IZBIMES 20K 912, SYN Cookie T ZFHLTZ 747
> b SYN ZRIZxT 2D SYN-ACK Ju& 2 A LET, SYN 7 v —i%, HAMITHE 2 1EK
THEDIT, MSS, A LAZ T BIOZTOMOIER OEFHI Ny anbIEREINS
SYN-ACK TIREND MDY —7  AFK5TT, ASAIL, [ELW—7 o ZAEK S THERIK
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ATy T

ATvT2

SYN 75 K DoS Bsehh 5 D —i— g (Tep k72 |

BT 4 RURNIZT TA TV R BIRENTZACK ZZETEE, 7947V "R TH S
TEHRFTREL, YDA TEET, XU EETTLHIa R —R 2 M,
TCP ATZ1E & I F 9,

SYN 75 v RIKBENS Y — R—2 R #ET A0 RV —x o R ot 2 Tk, #EH IR
EHEL,. TCPRATZEDOREIESREA R—T NI L., EREEFT=F —TALERH Y F7,

1R BHHIIZ

AT DY —R—=D TCPSYN Ny 7 11 7 % 2 — L DKW IR HIR 2% E LT\ 5 2
EEMERLET, ZNLYBWHIIEEHIRERET DL, AR T4 T RA, SYN
BB — 2T 7B ATE 2L 720 4, Bk HIRICEY) 2l 2 RE T 51
X, —"—DOFE, *v hT—27 F—_"—OFHRNAE NSO LTSN,

« ASA ET/V LD CPU 2 7T Ko T, [RIReEERE X OWIHIBE R O e KRB, & =712
LD OB T ENFEE T, RESNTWAIREBZLIBEARNHY £, HREOBRA,
ASA TR n-1 OB L ORI A7 LET, 22T, nida 7Ty, =
EXIE ET M40 TRHY . 6 SO EIRFEI L OV 4 SOWIMEEE A R E LT
HlX, KX A T TIo0BENMEREZHHATEET, THHAOET VO a7 HEHERT HIC
%, showcpucore =~ RE AN LET,

L3/L4 27 T A~y THER LT, i 52— "—2#hlLEd, 77 8RAU R b —EZzfiH
LET,

class-map name
match parameter

1 -

hostname
hostname
hostname
hostname

config)# access-list servers extended permit tcp any host 10.1.1.5 eqg http
config)# access-list servers extended permit tcp any host 10.1.1.6 eg http
config)# class-map protected-servers

config-cmap) # match access-list servers

U522y NT T 4w I TIETTDBT I a v ERETHRY —~ v FEBNE - IIRE
LT, V7R~ HEELET,

policy-map name
class name

&1

hostname (config) # policy-map global policy
hostname (config-pmap) # class protected-servers

wmmne W
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77 4V FRIETIE. global policy RY ¥ — <= v FIF_NTDA 2 —T = A AT m—3L
WZEID Y THET, global policy T 25E1X. AU > —4 & LT global_policy & A7)
LET, 77 A~y 7 O8E, ZOFETTTIER LY 7 AZEELET,

AT v 73 FIEEHEHIR AR E L ET,
« set connection embryonic-conn-max n : 7 A3 % [FIEE TCP #I#I Rt O i K E (0 ~
2000000) , 77 A/L NI 0 T, ZOHEITEHENHIRS L EEA,

» set connection per-client-embryonic-max n : #7935 [FlIF TCP #IiEEkiD 7 724 7 N2
& DI REL (0~2000000) . 77 4/L MEO0 T, ZOGEAIIEGEDBFHIRINLETA,

« set connection syn-cookie-mss BRI FRIC 2 L7z & & ZHIEIEEED SYN cookie % 4E
T DT DY—=N—DFRE 7 AL M A X (MSS) (48 ~ 65535) . 7 7 4/L I
1380 C9, Z DFXEIX. sat connection embryonic-conn-max % 72 1% per-client-embr yonic-max
ERET 2HANCOBEHTT,

1 -

hostname (config-pmap-c) # set connection embryonic-conn-max 1000
hostname (config-pmap-c)# set connection per-client-embryonic-max 50

ATy T4 WHEOV—E R KR — (global policy & WIAHIDT 7 4Lk Za—sUL KR —7a b)
EmE L TWDIGEIE, 2OXAT v 7H2EKTCEET, TN OLEIX. 1 >E7I3EHD
AN B—=T 2 A ATRI) S — =TT 7T 4 7IZLET,
service-policy policymap_name {global | interface interface_name}

51

hostname (config) # service-policy global policy global

global ¥ —7U— RNIHRY v — v 7 E2TXTOA U F—T A AZ@EA L., interface 1377 Y
V=% 1ODA L H =T 24 AZHALET, Fe—UL R =1 oULEATEEYE
ho AV B—T A AZADT =L R —F, TDA L EZ—T =2 A AP —ERRY —
ZEMATHIETEEETEET, FA X T2 AT, RV v—~v T & 127 HEH
TEET,

AT v T5 TCP RATZAFIC L » TIRATEAE SN DB BO BB HEREHE LET,
threat-detection statisticstcp-intercept[ rate-interval minutes] [ bur st-rate attacks per_sec] [
aver age-r ate attacks_per_sec]
FNENOBBIIKRD LB Y TT,
e rate-interval minutes |£, BEE=4 VU7 U4 RUDY A X% 1~ 1440 77 D& T

RELET, 774/ MI305TT, ZOMBEOMIZ., ASAIFHEOH A 30V 7))
VI LET,

g
Xa
il
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KEGTCP 7y MUBOHRATA X TPy T, TP/ —<5144) |

« burst-rateattacks per_sec (. syslog A vt —ERKOD L& UMEZ 25 ~ 2147483647 D#iPH
WTRELET, T 74/ MI1BMIZ400 T, X—2A L L— BRI NEB2S &,
syslog A v &—3 733104 BNAERINE T,

- average-rate attacks per_sec (%, syslog A v B —UAROFEE L — N LEVMEE, 25 ~
2147483647 DHIPHCRRE L £9, 7 74 /v MI1IBREIC200E T, FHL— bR ZE
Bz 5 &, syslog A v— 733105 ARSI ET,

&1

hostname (config) # threat-detection statistics tcp-intercept

AT T6 WOa~vy e L GEReE=2—LF7,

« show threat-detection statistics top tcp-intercept [all | detail] : B8 % 52 17 TR S 7= B4
10 —R_"—=%2FRRLET, al F—T— NI, FL—ZAINTWLTXTOF—1"—0DJE
BT —4%%FK R LET, detall ¥—U—RiE, BEY TV T2 EFRLET,
ASA TV — MERROBICKBE DR A 307 ) 75 5DT, 7740 D305 IR
TIE, 60 B Z & ICHFHEIRAIE SN ET,

« clear threat-detection statisticstcp-intercept : TCP {41752/ OfFHERZHEL 7,
1 -

hostname (config) # show threat-detection statistics top tcp-intercept
Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

EELTCP /X7y MUEBEOHRETAX (TCPYyJ, TCP/ —< 5
1)

TCP / —~F A Wi, BH 72y FEFBILET, ik, ASAIZ X D2MHRs e (o3
vy "EFFR, Fay ', £72E32707) S¥L T ENRTEET, TCP EHkIZ. WEENMD
ASA ZRFET HDITHEN DL ET, TCP EHULITFIZA R—T7 Wil > TWET D, D —
ESOEEE DAL~ A A TEET,

FTIFNE ary7 4 Xalb—a I, ROBENEGENET,
no check-retransmission
no checksum-verification

exceed-mss allow
queue-limit 0 timeout 4
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B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

reserved-bits allow

syn-data allow

synack-data drop

invalid-ack drop
seg-past-window drop
tcp-options range 6 7 clear
tcp-options range 9 18 clear
tcp-options range 20 255 clear
tcp-options md5 allow
tcp-options mss allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
ttl-evasion-protection
urgent-flag clear
window-variation allow-connection

TCP ) —~ T AV EIAF <A XTHIZF, T, TCPwy 7ML CHRELERLET,
WIZ, —EARYV O —ZFHLT, BRI NT 74 v ISR~y TEEHATEET,

FIE

ATy 1 HERT D TCP EHMLEEMEA R ET D7D TCP ~ v 7% 1ERk L £9°, tcp-map tcp-map-name
RATF9T2 KO1OUEDa~ REANLTTCP ~ v 7HEEZZRELET, AN LAana~wr Ridix
T7AN IPERISNET, REZENETHIE, a7 FOnoBXEHEH L ET,

» check-retransmission : —EMED 72\ TCP X2 HIELET, Zoa~ i, 77+
IVRTTF 4 B—T IR 5>TWET,

« checksum-verification : TCP ¥ = v 7 % A& RGFE L, KEEICKM L7y &2 Fr vy
LET, Z0a~vr KL, 574V ETT 4 B—7 > TWET,

- exceed-mss {allow |drop} : T— X ENTCP {x K&/ Ay b A XEH2 537 v N&EFF
AELE Ry 7 LET, 7740 FTiE, N7y MEFATLET,

- invalid-ack {allow |drop} : #%h72 ACK & e/ Ny A EiZ ey 7 LET, 7
TANBETEH, Ny bERry T LET Oy RIS D WAAS B A FR<) &
WD X5 RG-S e ACK MRt S FHEEN H Y 57,

« TCP #5575 SYN-ACK-received 27— & A Tlx, {5 L7 TCP %4~ v F® ACK FH=
DIRD TCP /X7y NEED Y —r VA% F LA U TRWEA, £ 0O ACK 1384 T
‘3‘0

« ZAE LI TCP /34 v b D ACK B EKD TCP /347 v MR DY — 4 v A& L) K
XWEAITEIC, F D ACK ITES T,

+ queue-limit pkt_num [timeout seconds] : /N 7 7 2K L C TCP it D IE L WIIEFIZERE

TED, BFERATy NORKBERE LET, 1~2507 > b TT, 7744 MED
01, ZORENT A E—TNLTHY, NTT7 47 DEAFIUECTET 7+ FDOT A
T Fa—HIRMEHNINDZEEZEKRLET,

| iR
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BEGTCP /v MUEOHRETA X TPy T, TP/ —35144) |

TV r—var A AT v ay (ingpect 2w R) L BEXOITCP A v A~
v a EEE (TCP <~ w7 check-retransmission =< > K) D7=d DG D ¥ = —ifil
RiZ, 337y P T, ASADBRRRD T 42 RU H A XD TCP 7w b axfE LT
BalE, 7T IRNFARENTEREE BT DL Fa—HIENL A F I v 7 IZEE
SNET,

LD TCP e DAL, RELR ATy MIFOEFEB L F7,

quevelimit =~ R 1 LEICRE LTSS, T XTOTCP M7 7 ¢ v 71Tk LTI
SNDEFE Ty POEIT, ZOREE—BLES, X 7V r—varAr
AT g, BIONTCP check-retransmission D k7 7 ¢~ 7 OpE . TCP /X7 > bk
T RRY A XISV T R TCORENF1—HIRRELEL L T, BHINET, ToMo
TCP F 77 4 v ZIZHOWTIL, BERATy MINy 7 7SN T, £OFE T
HOTIERL, ELWERFICRESNET,

timeout seconds 5 [ £i%, HH 2T B3Ny 77 WICH £ 5 2 L3 TE DR RREH 2 5%
ELET, RECTZDMEIL1~20TT, A L7 7 MAIBIWNIZIE LWIERFIZHRE S L
THEINh>Te Ty MI ke y 7ESnET, 7740 ME 4R TT, pkt_num 5| %%
OICHELIELAIE, EONT T4 v I DEA LT T FHERTEERA, timeout F—

U — &AM HITiE, HIREZ 1 UL EICRET D LERH Y £17,

reserved-bits {allow | clear |drop} : TCP ~> ¥ —DO TRy MIKT 57 72 a9 VAR E
LET, N7y FEFRIT50 (By FE2EFEETID) ( By &2 UFLT Ty M
AT o0, EFry bR RFRY T TEET,

seg-past-window {allow |drop} : /XA MY ¢ KD L—b U AFESE G/ T v MK
L7 7varERELET, 2FV ., ZELEZTCP Xry KO —4 v AFFH, TCP
ZET 4 RUOARL D KEWEATT, quenelimit a~> RE20 (T 4E—7 1) I
RIELIZHEIZDIH, N7y MR CEEd, 7740 TR, Ny haeFry 7L
E3 N

synack-data {allow |drop} : 7 —# %% ¢e TCP SYNACK /X7 v h&FFA[ £ ke v 7 L
¥9. 774N NI ATy FO Ry T TT,

syn-data {allow|drop} : 7—# % &Te SYN /X v h&FFAIEZIZ ke vy 7 LET, T 74
JVRTIE, RT Y REFAILET,

tcp-options {md5 |mss|selective-ack |timestamp |window-scale| range lowerupper} action : TCP
AT a v EERL TRy hOT 7 v a v ERELET, ZRHOF 7T 3 2idmds,
mss, sdectiveack (EERAUFEGRILE A 1 =X L) | timestamp, ¥ L O'window-scale (7 ¢
VR R A= ADL) WD ARIN N TNET, ZOMOF T 3 Tk, range
F—U— FTHEMEZHEN L TAHT v a rE2fRELET, BHOHRIZ6 ~7. 9~ 18, 20
~255CF, BFHNCH—FT v argd s —5y MITHI2iE, L TFOFBICHE CHET 4%
ANLET, v 7 Tavy REEHFEIATITHZ LT, R —2REERTEET,
TCP #fi % A » A v a 4 D86, REICERAR MSS A7 3 o &R A e
P (SACK) A7 v arvzkE, ¥_XTOLTarns V7 SnEd, BINAGERT 7
Tarvik, kOEEBY TT,
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BELTCP /Ny FMUEBDHRETAX (TCP YT, TCP / — 54 ¥)

| iR

«alow[multiple] : 2D % A TOH—F 7 g Z2ate 4y hEFTLET, Zhi
TRCOLFMNEA T a DT 74V T, A7 a DA AZ U ANERE
FNTHNTH Ny MEFFAIT 58541, multipley—U— R&2EBMLET, (multiple
¥ —U— Fidrange CIdfEATE ¥ A, )

s maximumlimit : mssO &, JRE7 Ay YA XefERINTHIRICRELET (68
~ 65535) ., 7 74/ ~® TCP MSS (%, sysopt connection tcpmss =~ > K TEFR S
NET,

scear : TOXATDOF T arvE~y A —00HIBRL, X7y NEHFALET, I
E, TRCOBFGEA TS a v DF T4 FCF, ZA DAZLTH TV 3 %1l
£45 &, PAWS & RTT T 4 B—T 2720 £97,

sdrop: ZOF T arvEgEe/\ry e ey LET, 2077 v a i, mdsks
L O'range COAEHAIRETT,

WAID TCP /N> Ry oA 7 HIZH A DAR T H T a INMFET DA, TCP / —~
FTAWIIIA BDAZ L TT—=HRX—=RA%MFFLET, YA LARAK U TOMIL, 7747
e —NR—DE A LAE T F T a L DZWIZ L > TR Y £, BEXy v 7N
HAHE . FRITV— =L BRE A LAZ LTI T g o DOFEERBE LT8G . PAWS
(T Ty —lr VARBICKT HR#) Ty T T —DRBAETLAEREERDH Y £5,
PAWS F = v 7 BWRIT D &, ASA Iy Me Ray 7L, BEOX A LA T E
Zaie ACK ZHFMNCIEE L ET,

ttl-evasion-protection : £t D K TTL Z A0 /3%7 > R TTTLIZ X > TIRESEE T,
#Bifoe X7 O TTLIZHIE T 308, LT 28I TEERFA, VAT AE, TIL %
Z O OLRTIOR/NTILIZ Y Yy S LET, Tk > T, TTL Z[BllE L 7= 58# 5
RELET, T 740 M TIE, TTLERBHE#ENA R —T N2> TWNBTd, Zha<wy
FD noEX%E ATIT 5721 TT,

7me 2, WEEIITTIL 2EFEICELS LTRY v—42@il+ 57 v hERETE £,
TILEril7ebd s, ASAL Ty RARA vV FOBOA—F T 7y vE Fe vy 7 LET,
ZORRT, KBFIITIL 2R LEEEOH Ly FERETEET, 2o Ty
NI, ASAIZE > THEEOLIICR A D0, @ LES, —FH, =V FFRA 2 b &
APMTESTIE, 2Oy MRBBEIZ L > TRIESNTZRKIDO/ Ny MY 97,
Zo%E, WEBEHITEX 2V T IR BEON 2% T T, WRICKII L ET,

urgent-flag {allow|clear} : URG 7 7 7 & &te /Ny NMIkT D77 v a v 2% ELET,
Ny NEEFRIT 50, 777 )TFT LNy Ne@FFRTEET, 7740 N Tl
7o 7% 707 LET,

URG7 7 71%. ANV —LHOMOT =2 X0 T T4 F VT 0 OEVERND Z D)7
MZEENTNDZ EERTDICMALET, TCPRFC Tk, URG 7 7 7 O I/ fi#
RAHBEIC SN TWERA, TDD, i/F/XTAiﬁ_ﬁ7ﬁ/%%éiéi&ﬁ
ETHRELTCEY . ZAPBBICKT HMEsathici s 2 EndH 0 7,

« window-variation {allow|drop} : THIETICT 1 > R U YA ANEE ST 27 £
i Rey 7 LEY, T740 TR, EREadFTLET,
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DAY R YA R AN AL E ST, TCPIFRERT 4 RO ET RARNZ AL XTE,
FWNT, WEIREOT —X 22T ANTIZ, TN SRT 4 RUET RANZ A XT
TET, TCPHEARIC LY, TU 0> RUDHIN 13 lET 5 2 &R I TOET,
ZOEERBH SNIEHAIC, Bikih Fae y S TE T,

ATV T3 =t AR —%FHL T, TCP~y 7% " T 74 v 7T R Z@ALET,

a)

b)

LA FA=y T HFEHL TN I 74 v 7 VT ARERL, TO~Vy TR v—<v
FIEMLET,

class-map name
match parameter
policy-map name
class name

1 -

hostname (config) # class-map normalization

hostname (config-cmap) # match any

hostname (config) # policy-map global policy
hostname (config-pmap) # class normalization

T 7 4V RERETIX, global_policy RV ¥ — <y FETXTOA v F—T =2 AT 1n—
ZZEID Y THAVET, global_policy Z#atE T 25 & 1%, R Y 2 —44 & LT global_policy
EANNLET, 77 Ay TOREAT — R A FOFEMIZOWTIE, @i ~T7 7 47
FADOLAY3/4 7 TR~y TOERESRLTLIIEEND,

TCP ~ v 7 % L ¥ 7 : set connection advanced-options tcp-map-name
11

hostname (config-pmap-c) # set connection advanced-options tcp mapl

BEfF O —E A KR v— (=& 2, global policy & WO ZEIDT 7 4Lk 7 a— 3L
RY =) ZRELTOLIHEIE. UETKRT T, ThIUAOHAIE 1 DE T
DAVE—=T A ATRY) =T E2T T4 7ICLET,
service-policy policymap_name {global | interface interface_name}

1 :

hostname (config) # service-policy global policy global

global ¥ —7V—RiZARY o —~v v 7% T XTOA ¥ —T7 =1 AZi@A L, interface R
Vo—% 1200 X =T AZHEHLET, Z7r— UL RV —F 1 >L#EH T
EFHA, A VE =Tz A XD =V R =L, DA F—T = A AT —EX
RV —%EMT 52 TEEETEET, S F—T = AE, RV —~v T %
1 ST TEET,
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B ot —7 o TD TP 27— FF T v I DA SR (TCP RF— ks34 /$R)

il

7= L 21, BESEO FTP 5 — & R— b & Telnet " — h DD TCP AR — MEPHIZE(E &
NATRTCDRIN I T4V TREBT I T LREZLT 78y b Xy NEHFRT 51213,
woa<r FeEATTLET,

hostname (config) # tcp-map tmap

hostname (config-tcp-map) # urgent-flag allow

hostname (config-tcp-map) # class-map urg-class

hostname (config-cmap) # match port tcp range ftp-data telnet
hostname (config-cmap) # policy-map pmap

hostname (config-pmap) # class urg-class

hostname (config-pmap-c)# set connection advanced-options tmap
hostname (config-pmap-c) # service-policy pmap global

ERFIL—T 4 VITDTCP R T—rF T VI D/INA /XA (TCP R T—

AL TAV.S

TCP A7 — "RARAZfERAT S &, BEIZASATANA A TAT— IV A AT g
F xRN, NRATEET,

BADEEEIA

Iy NT =RV —T 4 V TBRER DY, FEOHEROT 7 My F7a—L A N
T RT7a—N 2 0DRIRD ASA T AL A BB\ TE DG, BEBEZ T HEEICRT S
TCP A7 — hNRANRAZEATHMERH Y 77,

7272L, TCPAT— " NRANRRZE2THRy MU= DX )T 4 BRHIR LT H720, FH
ICFEHNCIRE S NZW@E Y T ATHRA N AL AT ALEND Y £,

EXRAMIL—T 4 > T DFEIRE

| iR

XN —T 4 T OREIT, BERORVEENT 7 MR R@EE MO 77 A4 T 74—
NEBIRT DA ELET, ZOHLE. Ny MIEEASAT —T LV OBEF Ok
Y —FH LW, Fay7anEd,

BIEREBELEER/NRHE

F 740 T, ASAITHEIA Y X2 VT 4 7T ALEFEH LTI TOBEGEEHRAELE
T, ASA X, EX 2T 4R —IZESWCGRIEZHFT TS5 Fa vy 7 LE7d, ASA %,
Koy FOAREE CHT UOEERE £ 713N ST 85kt) 2MER T2 280X, 77 AT Ut —
NWNDINT —< U A KIBETEDET, FHTLWERESYN N7y hEtE vy v g VERLIX
W2, BB SN A ml N AL, U CREIZRRE NS By Neay hr— LT L —
VORRIZEID B TET,

ASA 1T, BEFOBRIC—ET A TCP X7 v bR X2 VT 4R —DH 525 HDEHBAE
BT AZ ERLSEEARAEN L CEBETAZEZH A LET, ZoiEICED ., XT3 —<
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VANEELET, 72720, @SR FRUR, FEL—T 4 V) a—va TR
TAHRREMERH Y £+, ZOFRTIXSYN X7y bZ2HH L, TCP > —47 v AZ ML &
DF =y 7 BEITLET, #HOT U IR RTa—b A"y R7a—0m iR E T
ASA FA A& BT REND Y £T,

FERAFI—T 2T FIF

2R, AT LWER X2 VT 4 T IAT A LIZEETDHELET,
SYN/XTy NIty va VEBARZXZEE L, #iox 2 N BEHEASR T —7 1
BMESnET, ZOEGROKB Ty R EX2 VT4 T I7A4T A1 Zi@im L
BE. BEAZROZY NI THDOTIORry MIEESNET, 770,
Bl DTy N X2 VT AT FIAT U A2ICEFETDHE, SNy kit y
Ta VEBESZAEZEE L TV RWEDID, mEANAZITEOE RO N R
X2 VT 4TI ITAT A2y M Ry 7 LET, ROMIX, FEXSHL—
T4 T OFERLIZEDT, TURMD Y RN T4 TIFA NI R ENTT 4w
7 LIX B2 D ASA i L QL ET,

B 1L —TF 12

Security
appliance 1

/ Security
appliance 2
Outbound?Traffic

3
Return?Traffic ' Inside
. network J
S bt

251155

7y T ANY = A= ZZIERIFRL—T 4 T RRRE SN TR Y | WEN 2 D0 ASA
TNA AR T 52 ENRD LA, FREOBEFIZH L TTCP A7 — k3 /X2 %
RETEET, TCPAT— b A NRL, MEHANATOE Y v g VO EEZ T
L. BlHASADA AR Va2 b LET, ZOMEETIL, UDP#ERE LA U X
I TCP W ENUHE SN ET, FHESNTX Yy hT—27 &L —&L7HESYN 7 v K
DASAT NA RNZ A TR R TEIE/SN A R U BFEE LR WA, El S A Tt
HBHENIT D702, TNy Mityva VEBARZRZEBRLET, Wolz EE
RRICABE, NT T4 TZIEEENADA LV ART 5 o EANALRALET,
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TCP RT— NN ANNRADHA FS54 2 EFHIBEIR
TCP R T— FINA INRTHR— kSR UVEEEE
TCP A7 — bRA NRRAEERT S & &1L, ROBEIZVR— SN EHEA,

TN — g A VARI Gy A VAR g TR, BIENT T v ERIE D
T 747 OEGNEL ASA @B T AMLERNH DD, A4 AR g i TCP A
T—=h RNANRA ST T 4o ZIZHEAINERE A,

CAAA T v gy a—HF—2HDH ASA THRIESN LS. D ASARHBHTRES
T4 v TiE, FDOASA TL—VF =033 ES N TV RNz, HEINET,

« TCPRATAE . I RWIHIEEREHIIR, TCP Y —4 v ZAF ST & LMb + ASATITHER D RRE
NBHF SN2, b OBEITET S EE A,

« TCP EHUL : TCP /) —~ T A FIZT 4 & —T NV TT,

TCPRAT— kNNAI/IXAD NAT fiA4 K54 >

Tt v a NxT A A Z LIRS S LD T8, TCP AT — K NA XA T 7 4y
I HRIZHE T DT INA ATART 4 v 7 NAT X ETHMLERHY £7, ¥4I v NAT %
FHTHE, TARATITOEY Va VB RENDT RLAIL, T4 A2 TORy 3>
WIS AT RV AR LIZELRY 9,

TCP R T— k N /INRDETE

XN —T 4V TBEETTCP A7 — N = v 7 N\A RRATHIT1E, HEEEZTHHRA
FEIRY NI =V ORI TH T 7 4 v 7 7 T ABFERRSERZL T H, P—E AR
Vy—%FEALTCRNTI 747 7 TATTCP AT — hNANRNRAERFHIZLET, /A 3R
FoTHRYy NI DX VT A WNMET T2, TOT 7V r—ra i TEHE0HR
LET,

JR 8O HHIIZ

FEEDOBRCIZ 2 M N7 7 4 v 7 B GE, BRixZ A AT U N LET, ZOT 74/ b
X, set connection timeout idle 2~ K% TCP A7 — h XA RXRA W T T 4w T 7T Al
HAd 2B A —n_"—F 4 RTxFT, BHED TCPHERIT. T 74/ b T605HBIZKAZA LT T B
LET,

FIRr

ATy T LAY T A~y TEER LT, TCPAT — b XA RREZVELTHRA MNEHILET, 7
A VAN —FKEFEHLT, BETEMEEDRA NE#LET,

class-map name
match parameter
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1 :

hostname (config) # access-1list bypass extended permit tcp host 10.1.1.1 host 10.2.2.2
hostname (config) # class-map bypass-class
hostname (config-cmap) # match access-list bypass

JIARy T NT T4y I CHEATT DT IV varaigEd 2R r—~ v 7 &8I E I idimE
LT, 77 A=y 7 2RELET,

policy-map name
class name

51

hostname (config) # policy-map global policy
hostname (config-pmap) # class bypass-class

T 7 4V FEETETIL, global policy R Y v — < v T 3T _XTOA F—T =4 AT u—3)L
(2D THALVET, global_policy kT 256 1E, AU v —4 & LT global_policy & AJ)
LET. 77 A~y 708G, ZOFMMTT TR LIZY 7 AEHEL T

77 ATTCP AT — b XA NAZAZNZ L £ : set connection advanced-optionstcp-state-bypass
BEFOV—E A KR v— (=& 2, global policy & WD 4RFIDT 7 4/ b Za—r3L K
) EFREL TV O AT, BETRT T, ThIADLEI. 1 >EIFERO A 2 —
To2AATCRHRI) =T %7 7T 47 LET,

service-policy policymap_name {global | interface interface _name}

51 -

hostname (config) # service-policy global policy global

global ¥—7U— RiFARY v — <o 72T _XCOA ¥ —7 =4 AZ#H L. interface 1RV
V= 1 ODAUE—T oA RAZHEHALET, Fr— UL R —F 1oL T EH
oo AVE—=T A ADT =NV R —F, ZOA L H—T A AT —ERRY —
AT HZE TEEXTEET, S ¥ —T oA AT, RV —~y 7 E 12T HA
T&ET,

451
TCP A5 — b A NRADOEEFEZRIKLET,

hostname (config) # access-list tcp bypass extended permit tcp 10.1.1.0 255.255.255.224
any

hostname (config) # class-map tcp_bypass

hostname (config-cmap) # description "TCP traffic that bypasses stateful firewall"
hostname (config-cmap) # match access-list tcp bypass
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hostname (config-cmap) # policy-map tcp bypass policy
hostname (config-pmap) # class tcp_bypass
hostname (config-pmap-c)# set connection advanced-options tcp-state-bypass

hostname (config-pmap-c) # service-policy tcp bypass policy interface outside

TCP > —4 U RAM S U3 LIEDESHE

£ TCP #:#2121%. 7 947 P TAEMREZILD ISN & — "—THARZIL 5 ISN D 2 2D ISN
NdHYFET, ASAIT., HIEELFIEOW S TiHIEmT 5 TCPSNY D ISN 2 F v X 2k LE 7,

RAERRDORFANDISNE T X MMETH T EICK Y, WBERH LWEERIEH Sk
ISNZTHILTHLWEYy Y arva MYy 7 3T50%MIELES, 275L, TCPY—7
AD T o LM, TCP SACK (BERAMERRICE) ZFEMICHELES, 7 747 F#
T DY —r v AF TN — =3 uﬁkﬁﬂé HD &ﬁziﬁét&)f?

e 2iR, TENAT T T NENDTZD, BHEGUTTCP Il —47 v ABEFTT &
2MEEE T DR TEET, RICHERLET,
cRBIDEIEFE SN 7 AT VA= THIH L — 7V AEFRN T X M E ., T

T4 TS L3N OO0, MO T7 7 AT U+ — VT OEWEEZFEITT D
gz)\iﬁb\bﬁljo

*«ASA TeBGP /L F Ry 7HFHALTEYD, eBGP 7 TMD5 ZfEH L TWAHE, T
VEMBIZEY, MD5 F = v 7 AISREINET,

* ASA TERD L — 2 A% T 0 A2 LN DT DHEEDNH D WAAS T /31 R & fif
ﬁﬁ—a—éﬁlﬂo

¢ ISA 3000 D/"— R =7 NARZEHNZLET, ISA 3000 NF —XF NAD—EH T/ <
HE, TCPHHGRII R vy FENET,

I

\

B

CE) 2792 FV I EMERATAIESIE. TCPY—7 v ADT U MEEENCT 52 L3RS
FHA, SYNACK X7 v R Ry P ENAAHEMERH B2, —HD TCP & v a v
SEENTRWATREMED B D F 9,

FIE

ATV TN L34V TA~ v TZ2ER LT, TCPY—7 v AF 2T A LME LR N T 7 v 7 Zik5
LEYS, Z77A~v71E, TCP 77 4 v 7 HIZLEY, TCP A— b —E%E1T 5 FrE DK A
NERREI L2 (ACLZEMALT) EED RN T 74w 7 EBAELTIEVTHZENTEET,

class-map name

| ELE
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ATv74

TP o—4 o205 v seommit [

match parameter

51

hostname (config) # access-list preserve-sg-no extended permit tcp any host 10.2.2.2
hostname (config) # class-map no-tcp-random
hostname (config-cmap) # match access-list preserve-sg-no

IGAR T NT T 4w I TCEITT AT 7 a BB ETHRY —~ v FhBINE 3R E
LT, 7I7A=y 7T EEELET,

policy-map name
class name

1 -

hostname (config) # policy-map global policy
hostname (config-pmap) # class no-tcp-random

F 7 4V FERETIE, global policy RV v —~ v P IT_RCDOA v H—T = A AT m—r3L
WZEID Y THALET, global policy T 256 1E. AU 2 —44 & LT global_policy & A7)
LET, 772~y 7T OGS, ZOFIETT TIMERLIEY FAZBELET,

7 FACTTCP V= UV AFGT VA MMuET =T M LET,

set connection random-sequence-number disable

#TAU RIS, [disable) % enable IZfE & #x £

BEfFoH—v A R v— (=& 21X, global policy & W24 RIDT 740 b Za—s3L K
) EREL TV D HEIT. BETRT T, £hIADHEIR 1 OEITEROA( 27—
TxAATCKR) V=~ T &T 7T 4 7ICLET,

service-policy policymap_name {global | interfaceinterface_name}

&1

hostname (config) # service-policy global policy global

global ¥ —U — RIHRY o — v 7% T XTOA U F—T A AZ@A L, interface |77 Y
V=& 1 ODA U E =T A RTEHALES, Ze— UL R = F 1o LEHTE Y
ho A VE—T A ADT =L RY —iE, TOA L F—T A A —ERXRY —
AT TCEEETEET, KA X —T =2 AT, R v—~v 7% 1270 HAH
TEET,
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KIFEIJO—DA 70— F

F=HY L HZ—DPR—FENTNDET /A A L TCiscoASA % BT 2 A%, Bl 2
A7 —RTHNT 747 %@L T, N7 74 ZMBNICAY TAL vFrT7Ihbd L
INCTEFET, A7 —KIZkoT, RERBT7 7 A NVDERER Y, T—HEKNT 7Y Ir—
arONRT = AEALESEDHTENTEET,

e NANRT =< A Ea—T 47 (HPC) fHEY A b, T2 T, ASAIZA ML —
viEarvtva—T 47 AT7T—va sMTEBENET, 1 DOFFEY A DS NFS &
HOFTP 7 7 A MIZEE 2T 7 7 A NVREFEH L TRy 7 7T v 7275 L. REDT —
HNT T4 TBASA EDOTRTOa L THAMIEELHE 2 F3, NFS %35 FTP
T 7 ANEBEB IO 7 7 A NVREHOA 70— RizkoT, D NT 7 4 v 7 ~OFBINEE

WINET,
c BT T4 T A BRI T 415 High Frequency Trading (HFT) o ?_ Z Tld. ASA
XV — 27 A7 —3 3 > & Exchange I CRE SN ET, X =V 7 ¢ X@F IXREICIEA

DEEAD, BIEITRE 2ETT,

F7u— RENDENT, ASA TG DRESLIFIC T 78 2 L—)LoA VAT g 7 ¥ D
WO )T AUHERYNICHEALET, ASAOE Yy avrblillfranxd, =721, —H
BN SND E, 7 a— RFSNHEEBHNIT, S 525 0H) ASA TiE7Z2 < NIC T
1IThivkd,

Frn—rRanz7oe—g, BRWNRTCP 77 7 A7 varoF=vr, RELEHAI

IF = v 7 LM ED, ?E'JBEM/LKX7 RN A AN Vg L EE LT £,

VAT MIMBINE U TESRDUID DI T 7 A T U 4 —IV T AT h~DRT -y b B3R
AT Z ENTEET,

F7 = NIRRT — AR BT, T u— AT a— K BRI 5 — %
Y v A=V EAERLE T, —5F 57— 2Ok, ROKFEHLTHOCET n— K
ShET,

¢ IPv4 7 R L XD,
« TCP. UDP, GRE D7,
 AEWEF 7212 802.1Q X Ut E A —H KXy N T L — LD,

e (R VAT LUV BNE—FRDRH, ) A EZ—T A AE2DFFELTY v JL—
TONTFXY AR Tr—,

F7un—REniz7a—D) =X 7a—yF 77— RKInEd,
J20—F 70— FEADHKIKEIE
TN R(Z &K B HIR

ZOHREIX. UTFOT AR, ZATHR— I TWHET,
« Cisco Secure Firewall 3100 (FH9 D7)

| iR
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* Cisco Secure Firewall 4200 (B9 7x)
* Firepower 4100/9300

Z7a—KTEHLnNnoo—
wo7a—2 AT Fr7a—RLEYELARNTL N,
cIPV6 7 RLw vy IPvAaT RLy v TR FER LN T B —,

« TCP. UDP. GRE U7 u Fajizxt+ b7 a—,

B

G PPTP GRE ##tld4 7 rn— R CTExEHA,

c A VAR v a U RIRER T r—, FIPREBEAICE > T, ar br—A F v xuids
Ta— FCEERANEN S ) F—4 FrxidA7n— FTEET,

o TNA ATHIET D IPsec 8 L O TLS/DTLS VPN #5#t,

e —TFT v RE—FRDOS/ILFHR¥ A h 70—,

3OLULDA LB =T 2 A ARHDT I v ITN—FIHT DN T AT L N E—F
DODZNVTFFXY AR 78—,

eTCP A v HZ—%& 7 7u—,

e TCP AT — XA X270 —, MU T7 4wl 7a—F70—K& TCP A7 — kX
ANRABERETHZLIITEEEA,

cAAA By R ANL—TuF T a—,

 Vpath, VXLAN B#ED 7 17—,

e X2 VT 4 IN—TTHITFHTFENTZT7 v —,

o 7T AR =TI T7 o —NRELELGEICMA T, Oy 7 A% — 7 — Fnbigksi
HYNR—=ZAT780—,

VI RAANDO—TfbENT- T e — (Za—Dd—F =2l =y hTRWIES) .

ZTDDOFHIREIE
Zu—F7n— NEEAT 2HAIL, ROEMA EOBRFHEEEL T ZEW,

s 7u—F7n—K&FTy NERHRE (DCD) IXABMERH Y A, A7 — RRTE 58
I DCD Z#RE LN TL I2E0,

s T7u—47n— RFHI—KTH2EEO 7 a—», ~N— U =7 EOR CHATICRER A
78— RT5F 22— A TWAGE, RIIO7a—0hL A 7a— RFahET, tho~

gwnzE B
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—TEE BV INET, I a ) Yar () EWVWWET, ZOARMORK
qu%?,'%T?ZJ 1Z. CLI T show flow-offload flow =~ > R&MHH L F 3,

e T7u— RENFE 7 —IFIFXOSA v Z—T =4 AZ BB LETH, THOHD T2 —DH
FHIGRBET NS AL H =T o AZFFRRENTEHA, LTzRN-T, GET A A1 v
H—=Tx A ADIT L HZENNFry BL—RZiE, A7e— a7 e —3xsh s
Ao

A o20—FZENZTH5FH

Ju—RnNFT7a— RKEhizth, 7a—KNO7ry MIROSB T/ 774 T U4 —
WV FRL—F 4 T VAT ATIEEN., SHICAEINET,

e AALARBLTLUSND TCP A7 a UBNEENT NS,

c 7T A MEERTWD,

s INBITEEa A N v LF R (ECMP) V—F 4 T OXMETHY . A7y MIl1o
DA LE—=T 2 A AMBEIDOA L E—T A AZKEET 5,

N—T AT T =T N~DEER 7 —CEAINET, HrLWL— FERET L0
NIy RINT A ATIRENE T,

JO—#A70—KFDHRTE

FIE

ATy T

| iR

Tr—F 70— REFRETHITIE, P—EREZAX—=T I LT, F7u— RT 555~
7747 T o — AR =BT O ENR DY £, Firepower4100/9300 D55
B BN —ERAEENCT D LT, BEETILNERDHY 7,

Ja— 47— R Y —EREA FX—T M LET,

flow-offload enable

Firepower 4100/9300 D565 : AN —EREZGRICT 5 L %, HEBT2LERH Y F

KR

Jo— RNMNELREGA,. By hVARE—REEEZITHIICIE, 7 T7AXFRE T =2— A —

IN—=RTIZE L TRHCBE T REEMRH Y 7,
IV TGRAV Y HEINCHIE ) — R TCa~r RE AT LTS, §l /) — e <icy
T— LWV TLTEEN, bYiz, 7 I7220% ) —F& ) 7—FLThb, Hl#
J—RIZRE->TUZ—hFLET, KIZ, HHl /) —FETAH7r— Ky —EARY o —%FF%
H/E_‘I_/i‘é‘o
o Tx— )V —NR— GHINT VT 4T 2=y b ETa~<~ REANLETR, 77747
2=y bETSIZI T — LN TLEEWN, b2, AX 2=y & T—}



J0—#70—FOERE .

LCmb, 72747 2=y b&Y 7= FLET, KIS, 72747 2=y b ETHT
p— R HY—Ex Y - ERELET,

YNANFArTHFANE—RTIE, 7u—F7v— REANELITEDICTLE, X3To=
VTXRANDTu—FT7u— KRFEELIIENIRDET, arTXFA NI LICRRBEE
HEHTAZ LT TEE YA,

1 -

ciscoasa(config)# flow-offload enable

WARNING: This command will take effect after the running-config is
saved and the system has been rebooted.

ciscoasa(config) # write memory
ciscoasa(config)# reload

ARTY T2 70 —FTD548D T 7 4 v 7 @+ —E A RY — b— L EERR L7,
a) 7u—F 77— ROMRERDNT T4 v BN T D L34 7 A~y T EERLE
T, 778 A VAR MERIIAR— MCEBBAITERD XL 7Y a2 TY,

class-map name
match parameter

B -

hostname (config) # access-list offload permit tcp 10.1.1.0 255.255.255.224 any
hostname (config) # class-map flow_offload
hostname (config-cmap) # match access-list offload

by VIANYY T NI T 4w I TCHEITTHT /v a v aRETHRY V—~ v 7 aBINERIX
WMELT, /77A~y7E2MBELET,

policy-map name
class name

1 -

hostname (config) # policy-map offload policy
hostname (config-pmap) # class flow offload

F 7 4 v FRETIL, global policy KU v — < v FIXT_XTDOA v F—T = A AT 01—
FSZEID B THIVET, global_policy Z Rtk T~ 25 & 1%, R Y 2 —44 & LT global_policy
EANNLET, 77 A~y T7OgE. ZOFIETT TIERLEY 7T AZEELET,

c) ZITARIXL, Z7r—FT7u— K& Fx—T/MILFET, setconnection advanced-options
flow-offload

wmmne W
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. IPSec 7A—MDA 70— F

d) BEfFOV—tv A KU v— (=& xi, global policy & WD £EIDT 7 4Lk Za— 3L
RY =) ZRELTOLEEIE, LLETRT T, ThUADHEIE, 1 >E 238K
DAVE—=T 2 A ATRY) =T &7 7T 47ICLET,

service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy offload policy interface outside

global ¥ —7V—KRiFARY o —~v v 7T XTOA ¥ —T7 =1 AZ@A L, interfacedR
Vo—% 120 F—TxA AZHEHLET, 7/a— LR — X1 DL#EHTE
FHA, AVF—T A ADT =)L R —F, FOA L H—T = A AP —E R
RV —ZBEMT 52 TEEETEET, S F—T = AE, RV —~v T %
1 D72 TEHTEET,

1

RIZ, 10.1.1.0255.255255.224 97 % > bmBEDT_XTCOTCP b T 7 4 vV A 70—
R%fgE LTHEL, RU—2NE A o F—T 2 A AT X v F T 500 LET,

hostname (config) # access-list offload permit tcp 10.1.1.0 255.255.255.224 any
hostname (config) # class-map flow offload

hostname (config-cmap) # match access-list offload

hostname (config) # policy-map offload policy

hostname (config-pmap) # class flow offload

hostname (config-pmap-c) # set connection advanced-options flow-offload
hostname (config) # service-policy offload policy interface outside

IPSec 7O0—NDA 70— F

| iR

IPsec 7 1 —A4 7 m— Fix, RO K D X7 4 —~ 0 ARGEILEETT,

Wy VT TR T 4=V KT T T~ TN — T LA (FPGA) DEHEHAD/ N—FK
U7 Ay R—3% MI IPsec ¥ A 72— KL%,

e N— RT =7 CHEAIES, B, FaikEs{b, B bABEZIT) ZLIckY, T34 2D
R p—< A%l EITET,

e PIR— TN ZRETNTT 74/ N THMZIR > TNWD LFRIFFIZ, YATAY 7 hUx
THRHNE 7o —tX2 T 4R —Z B TEE LI LFET,

IPsec 7 O—#4 70— K4S

IPsec A P VPN £/21ZVE— T 27 BAVPNEF2 T 4 7TV — 32 (SA) OFf)
Wty N7 v 7%, IPsechtlIT NA ADT 4 —)V Rl F~T )L —kK T LA (FPGA)



| #Ese
IPsec 7 0—# 70— FOFIREE .

WA 7r—RINET, ZO7vvRZLY, T ADONRT 4 —< U ANM ELET, Secure
Firewall 1200 & U — X TlX, T/ ZAD/T 4 —~v 2 A% h LS 572912, Psec H2fiEnd
Marvell Cryptographic Accelerator (CPT) (247 r— FIiLE 7,

F7m— FEEICIE, AR TOERESB I OESUENGEENE S, VAT LAY 7 MU=
T, W7 e —RNOBEICEF2 VTRV —2@EA LE T,

IPsec 7R —A 70— &, WOT A AZAFIZHEHSNET,
* Cisco Secure Firewall 1200
* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200

IPsec 7u—F4 70— RN, TXA ZADVTINV—T RNy 7 4B —T A ANFHZR>TWN
DA ERINET,

IPsec 7O0—#4 70— FOFIREIE

F7u—RENRWIPsec 7 2 —IIRD EFBY TT,

«IKEvl h> b, IKEV2 b RADHNAT7a— RENET, IKEV2 X, KV iiemssE
P R—FLTWET,

e ARV 22— AR—ADF—FAERPREINTWND 70—,
JEEAREENTWD 7o —,
cTRARNT G T AT —a URRESNLTWVWA T —,

T UFIVTVA T4 RUFAZXN64E Y hTIEL, ToF U LA BB/ T
W a—,

« AHE, ESP 721X NAT-T ERXOALB Y HR— I EzT,
c T AT U F—IVT A IVEDEDI o TND T i —,
cET— ko

c FTUAR—FE—ROTR—, FURALE—RDTB—DORNFT7r— FIE
‘g—o

e wINTaALTFHFARMNE—LR,

IPsec 7O0—A 70— FDERTE

IPsec 7 —DA 7 — RiZ, ZOMEZYVR—F T2 N—KFKY=27 77 N7+ —ALTIET
T4V N THENNI o TWET, 7272 L, HAOREIZT 7 40 TIEEDT /> Tz
WD, ZOMBENVELRIGEIIHR T HALENRH Y £,

| gwnzE B
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B osesteroes—vay

FIE

ATy T

ATy T2

1R BHHEIIZ

IPsec 7 — A4 70— NI o — LIl EnEd, BIRLZMT7 740 v7 7 —I1Z% LT
RETHZ LIXTEERA,

ZOMREEA N T AL, Zoavy RO no X AEHH LET,
BEDORTEIRIEE F/RT 5 121%, show flow-offload ipsecinfo =~ > &M L £,

IPsec 7o — A4 70— REFHMILET,

flow-offload-ipsec

WL Z AN THI LT, T A REL LT, B— RV T —DNRT 33—~
YA EESEET,

flow-offload-ipsec egress-optimization

b ORERIE, 7 — A7 — R&3HITY, 2720, HhkEbZzARICLTH,

IPsec 72— A7 — RN LARNWNE Y IEEIR TS, HOGELIZT 7 44 N TIEER)
272> TWER A

DTLS St 7 o5 L—>3a Y

ASA X, FFED T 74 7 U 4 — /L& T /LD Datagram Transport Layer Security (DTLS) H575{k7
7T b—varEdaR—brLET, ZOBRICEY . IPv4IE(E & IPv6 iB{5 )7 D DTLS T
LB L OESINBEOANL—T"y R ELE T, ASAIL, BIEZHET D202,
AW by hOERGEILSFATLE T, T—F " R&x gk LT, B—hrx1r7m—0
NI == A bESEET, ELLOMELT 74V FTAICZR->TEHY, DILS12T
DHENEL £,

HYR—rEhBETIL

* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

ST V5 L—% DM

Cisco Secure Firewall 3100 3 X 14200 TlX. FPGA B LW Nitrox VIEEALT 7T L — & H
DTLS b7 7T 1L — a2 R— K LET,

| RS
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pswet7sEsL—var ||

DILSEES{E7 oS L—>a Y

F 74 hTliE, DTLS BT 72T L—3 g I ENT > TWOET, B U CES)
WIZCTEET,

Cisco ASA IF. ATORMETTIEDILS Wi 5fkT7 78T L—a V2 FTLEREA,
« 72— DTLS 1.0 £33 » MEMEER L TS,
* DTLS F—2"HER STV D,
c JTARZN T ERITvNT I TFHFARNE— R,

FIE

ATYT1 TNRAATDTILS Wb T7 7T L —a v LET,
no flow-offload-dtls

51

ciscoasa(config)# no flow-offload-dtls

HOHEZT 5I121%. flow-offload-dtls =~ > R&EH L ET,

RATv T2 MONEFA Ty FOR#ELEZEDC L, BEASELET,
no flow-offload-dtls egress-optimization

1 :

ciscoasa(config)# flow-offload-dtls egress-optimization

HOEZNCT 5L, flow-offload-dtls egress-optimization =~ > RZ&2H L £,

DILSEEJIET7 VS L—2avDE=ZRYLY

DTLSK;5ALT 72T L—3y a v L AR BAL X » b OfGEbE R L CTE=4 —3 5121,
Threat Defense /XA A CCLI a2~ R&2fEH L £9,

*DTLS W5 AL T 7 BT L— a3 v E IR LN v N OFREIED AT — X 2R &g T %
IZiX, koo~ REHLET,

ciscoasa# show flow-offload-dtls info
DTLS offload : Enabled
Egress Optimization: Enabled

*DILSKEEALT 78T L—y a U OMEE2FERTHIZIE, ROa~vy REFEHLET,

| gwnzE B
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ciscoasa# show flow-offload-dtls statistics
Packet stats of Pipe 0O
Rx Packet count : 975638666
Tx Packet count : 975638666
Error Packet count : 0
Drop Packet count : O

CAM stats of Pipe O
Option ID Table CAM Hit Count : 1145314723
Option ID Table CAM Miss Count : 0
Tunnel Table CAM Hit Count : 0
Tunnel Table CAM Miss Count : 0

6-Tuple CAM Hit Count : 975638666

6-Tuple CAM Miss Count : 169676057

NOTE: The counters displayed are cumulative counters

for all offload applications and indicates the total packets
offloaded

+ Secure Firewall 3100 35 X 1Y 4200 (ZDW T, T34 AD Nitrox VIEE{LT 787 L—X D
WHEZERT AL, kOa<wr FEHEALET,

ciscoasa# show crypto accelerator statistics

Crypto Accelerator Status

<snip>

[Offloaded SSL Input statistics, Pipe 0]
Input packets: 290593023
Input bytes: 147049729714
Decrypted packets: 290593023
Decrypted bytes: 147049729714

[Offloaded SSL Output statistics, Pipe 0]

Output packets: 254271808
Output bytes: 136352952720
Encrypted packets: 254271808
Encrypted bytes: 136352952720

BEDLSI 7499 V53 ADEHEDHRE (T RXTOY—EX)

P—EA RV =2 LT WED T T 4 v 7 7T AT LTI E S ERERDOBRE L
ToZ2&mTEET, =X RV —2A LT, KONEELFITLET,

*DoS WL SYN 7T v 7 o VBB LIRS D O S 45 Hefeil IR & Hefoe 2 A L
TN AL~ A X LET,

o T A RWVIRRETH AR 7285t 2 #EFF9 5 £ 912, Dead Connection Detection (DCD; 7 » K
Pepimi) 2 FEELET,

*TCP ¥ — 7 v AFK T T LV E MUMARBEBRGEES, TheaT =7z LET,
s TCP / —~TF A ¥R E72 TCP X7y "D iR#ET D HFEE I A~ A XA LET,




| #Ese
BED ST 190 9520EHEDEE (TATtoy—tR) ||

RN —T 4 VT DORRBRTHDH DT T 4 v ZIZKLTTCP AT — hSA /SR EEAL
FT, NANRR BT T 4 o ZIEA L ART T a OMERIZ Y E A

*SCTP AT — h 7/ A L ANRT 2 a & 712 %HITIE, Stream Control Transmission Protocol
(SCTP) AT — k /XA /SAZFUE L £,

e IR— M IERBDON—RU 2T 7T b7 =D T p—< A%A EIEHIT0F, 7
n—A7n— REEELFET,

cASAMMN FL—R b— MHAICERREND L O, X7y bOLFREATRERER] (TTL) %25
7UARLET,

B

GE) Xy MEgiFR] (TTL) 2727V A v 325 L, TTL 3 1 X
Ty MIRR Yy SR ETN, HERICTTILA LY KEvwWw sy b
ablHESNS Yy a T, BN ET, OSPF
hello /37 > N ED—ED /3~ MITIL=1 CTEEINLHT
W, FTLUART LY hE—FRD ASA T34 ATlE, 37 v b
fFfeif 2T 7 U A2 b3 2 & TR L2V R 54T 5 rIEENE
NV ET, ASABL—T v RE— RTEIEL TWAEEAIL,
&/%ﬁ%%ﬁwﬁﬁ%f&)x/FLT%OWF®7DtXK
B2 EHA,

R TE22WTCP 27— F SA R L TCP /) —~FA VDI AR~ A Xhlhx, HiE
DINT T 47 TR L TCINODOREDEEOHAEDEEZHRETEET,

@)

Eh ZOFEIL, ASAZBBRTALEN I 7T 4 v DY —EART v—ZxLET, B (tothebox)
N7 7 4w 71Tx L CER DR R E IR DR R AR ET HZ &b TEET,

1R BRI

TCP / —~ T AV E AL~ A ZTHEEIL. T T DRICHE TCP ~ » 7 & {ERk L T<
7230,

Z ZTlE, setconnection =¥ N (BEEHIRE TCP > — 7 v A5 T X MMED) & st
connectiontimeout =< RIZOWT/RT A —# T LIZEBNCHA L £ 9, 2720, 12017
D av L REANTEES, b a~vy RE[EBMICAN LSS, 1 o0a<wy R
LLlTCarr7sXal—ya lFREnxd,

FIE

ATV TN LA T A~y THEAER LT, BHROBREENAL~ARTDHNT 7 4 v 7 Bl LET,

wmmne W
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ATy T2

ATvT3
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class-map name
match parameter

1 -

hostname (config) # class-map CONNS
hostname (config-cmap) # match any

MAEAT =AY MZOWTIE, B N7 74 v 7 HOVA Y347 T A~y TOIEE S MK
LTL7Z&EW,

JIAR YT NI T4y CEITTDHT Vv arzikiEdT DR —~ v 7 EBINE - I3RE
LT, 77 A~y 7ERELET,

policy-map name
class name

1 -

hostname (config) # policy-map global policy
hostname (config-pmap) # class CONNS

T 7 4V REEETIL, global policy NV v — < v FIT_XTOA U H—T = A AT v —/3L
WZEID B THRET, global policy ZiET 25 A L. AR Y L —4 & LT global_policy % A7)
LES, 77 Ay 7ORE, ZOFBETTTIHERLEY 7 A2EELET,

PRI E TCP & —r v 2/ E T v ¥ MuEBE LE T, (TCP RITEZ(F)

T 74V T, BEEHIRIISH D FHA, fIREFEETD L VAT AFENDS OB BRLA
TALENHY ET, ZHUTE Y, CPUE ATY OFERZENREM L., KTy T A X Clim At
PPN T2 AT MIEME EORENRBAT A REERH D 9,

« set connection conn-max n : (TCP, UDP. SCTP) , 7 T AR T &N 5 [RIFEG O
A% (0~ 2000000) , 77 4/L ME0 T, ZOHAFEGRENAHIRSNETA, TCP
B OBE . IS SN RO EA S E T,

ARG 2T T X9 I220D P — R—RNREINTWDEE, BEHIREIT, &
EINTWNDEY— =T & 2@ S E T,

HIBAN 7 T ACHEH SN D720, | DOBWERA MINTRCOREFRLAZHEWVREZL, 7
T AT HMORA FOFEHTE RN R R AREENRH Y 9,

« set connection per-client-maxn : (TCP, UDP, SCTP) , 7 7 A 7> b Z LIZFFAT B IH

RpREfot D e KA (0 ~ 2000000) . 7 7 A4 /L MME 0 T, ZOHAITHEREHIR S EH
No ZOBIETIE, 7 7 AC—EKT HEHB A MIFFA S D [RIRFEE I KBS HIBR S 4L E
o TCPHERE DY, ZAUTIIHESLHE rfoe. N— T A —T U Hfe, ~N—7 7 v — ki
MEENTNET,


asa-922-firewall-config_chapter11.pdf#nameddest=unique_273
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« set connection embryonic-conn-max n : §F A7 &4 2 [RIREFIH] TCP B O fie KE (0 ~

2000000) ., 7 7 4/L MIO0 T, ZOEEITEGHDFEIRINET A, 0LUSOHIIREZRE
THZ LT, TCPIATZEEZANILET, ATZEICL > T, TCPSYN N7 v h&ff
MLTA L E =T oA AET T T 4 7T HDSHENONE T AT LERELET,
Flo, VI9AT7 L NTEDA T a v ERELT, SYNT T T 4 U TIDIRELET,

« set connection per-client-embryonic-maxn: 7 74 7 > h Z L IZFF Al S5 [RIRER)E] TCP
BEft DIk E (0~2000000) . 7 7 A4/V ME0 T, ZOGEAEIFEGHEDHIR I EE A,

« set connection syn-cookie-mss ] HI#EEREEHIBRIZ 12 L 72 & I HI#EKED SYN cookie % 4=
T DT DY— =D K7 A A X (MSS) (48 ~65535) . 7 7 4/L ME
1380 CT9, ZDFXEIX. sat connection embryonic-conn-max & 7= 1% per-client-embr yonic-max
ERET BHAI OB TS

» set connection random-sequence-number {enable| disable} : TCP > —%7 v A &KHF T X A
b2 AR—=TNELIZT 4 B—TMTT20E I, T 740 MTIR, 7 ¥ AbnA
=T IR > TVET,

1 :

hostname (config-pmap-c)# set connection conn-max 256 random-sequence-number disable

AT T8 X A LT 7 kL Dead Connection Detection (DCD; 7 v R#ghiiiH) #REL £,

WIS 5T 7 40 MEE, timeout 2~ REHEHA LTINS DEED 70— L DT 7
NVMEZZET L CWRWZ L ERHEE LTWET, o — vDF 7 4/ MEIZZ Z CHA9
HEa EEELET, BHEAFAA LTI RLARZVWEIIZ, 0O AN L THAS~—2T 1 &—7
U LET,

« set connection timeout embryonic hhimm:ss : TCP #J#i (N—7A4—7>) Bz U5 %
TOXA LT 7 MR (0:0:5 ~ 1193:00:00) . 7 7 A4 /V M X 0:0:30 TH,

« set connection timeout idle hh:mmiss[reset] : W0 7' 1 b = )L ORENT S =855 3 B
CTmbEDT A K XA L7 7 MR (0:0:1 205 1193:0:0) . 7 7 # /L MEIX 1:0:0 T
T TCP N7 7 4 v 7 DA, resst ¥— T — REFETH L, #hiD ¥ A LT U MEFIC
Uty b 7287y RRTCP =2 RARA > MCEEESNET,

FIZHN b0 udp TA RV ZA LT 7 MI25TE, T 74/ hDiemp 74 KV 2 A
LT RNI2HWTT, 7740 DespBLTha7 A KV XA LT D MI30OHTT, £
DT _XTOFae haLTIE, TI7+VLV DT A RV EALLT 7 MI2H5TT,

« set connection timeout half-closed hh:mmiss : N—7 7 b0 — X2 H U2 E TOT A Kb
H A LT T AR (9.1(1) BARTOH AL 0:5:0 ~ 1193:0:0, 9.1(2) LABEDHE1E 0:0:30 ~
1193:0: 0) . 7 7 4/L MiIX 0:10:0 T9, N—7 7 17— XOHfiiL DCD OEE =T+
Hh, £lo, ASAIE, N—7 7 u—REERAZOT 5L 22 By FERMELEEA,

« set connection timeout dcd [retry-interval [max_retries]] : Dead Connection Detection (DCD;
Ty FERiR) A4 R—7 M LET, TA NAEGROBIRATIN SR, ASAILT
RARA M B =T ZKE L THEERPADN THL0E D a2 M LES, MAFDRR M2

| gwnzE B
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B s=z0r57/v5 v35208808E FTRTOF—ER)

ATy TH

ATvT6

| iR

ISE LTe S aE, B R S E T, NS OSEIT, BsfisnES, T
AXT VY N 77 AT VA —)LE— RTEELTWAEE, = RARA YV MIAZT 4 v
J N— NERETHVLENRSHY FT4, 70— RE{Th 54861213 DCD # R ETX A
W7z, DCD &7 —F7u— RO 77 4w 7 7 TAREHLE LRI HIICLTLILEE
VN, FEEM L ZEMITCREE S L7 DCD 7 v — 7 OfE% A B9 5 121X, show conn detail
avr REFHLET,

retry-interval (21X, DCD 7' 1 — 7B N WGEIZH O 7 0 — 7 %= 5T 5 £ THR% T
DR 2, hhommessHE T, 0:0:1 205 24:0:0 OFPHCTHRE L £3, T 7 + /L MMEIX0:0:15
TJ, max-retries (21, PHEAEIRENREETH D L B ST 5 £ TIZRIT 5 DCD D
FRATES A HRE LET, RAMEIX 1 BKREIL255 T, 7740 MISHTT,

7T A2 E TG AT AR TENEL TWD T AT AT, MRE 14 (0:1:0) RimilZik
ELRNT 2R L E4, #hia s A7 AR TREI T 20 EN D 56, BEREFIC
(330 BLL LD D | BEMTONLANZHERSHIR SN D5 ERH D £7,

51

hostname (config-pmap-c) # set connection timeout idle 2:0:0 embryonic 0:40:0
half-closed 0:20:0 dcd

7T AN—ET B8 S OTFERE TRERE (TTL) 25 27 U A b L9 : set connection
decrement-ttl

Zoawr R, BLWicmpunreachable 2~ RN, ASA%Z Ky 7D 1oL L THERTDHASA
& O traceroute & FIRE & T2 72 OIZME T,

1 -

config)# class-map global-policy

config-cmap) # match any

config-cmap) # exit

config) # policy-map global policy

config-pmap) # class global-policy

config-pmap-c)# set connection decrement-ttl
config-pmap-c) # exit

config)# icmp unreachable rate-limit 50 burst-size 6

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

it~ v a VERELET,

FEIA T Y 3 E EEORW TEARERERRHAEORETT, ZNHDOF T a id, st
connection advanced-options =~ > R&fH L TREL £,

« set connection advanced-optionstcp_map_name : TCP ~ v 7' %2535 Z & T, TCP / —
Y TAFOIEE I A S~ A A LET, FEMIZOWTIE, RER TCP /N7y MAEE DT
2B A X (TCP~ v/ TCP /) —~T7A4 %) (9=—=) ZZRLTIZEW,

« set connection advanced-optionstcp-state-bypass : TCP A7 — bk /SA N A LML £4, 3
AZONWTIX, FERHL—T 4 7D TCP AT — N F = v 7 D3, /RA (TCP A7 — k
INANRRA) (14X—=2) ZHRLTLITEIN,
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BED ST 190 9520EHEDEE (TATtoy—tR) ||

« set connection advanced-options sctp-state-bypass : SCTP A7 — k /A /XA ZSEEE L T,
SCTP A7 — 7V A Y AXRY v a yEHHICLET, FFEMICoVWTIE, SCTP 27— |
TN AVANRNT v arESRLTLIEIND,

« set connection advanced-options flow-offload :  (Firepower 4100/9300 > ¥ —3 @ ASA.
FXOS .13 LD A, ) 7a—0A7u— K&F#ELET, 7ue—23 NIC AETH Y &
2 ONDHBEHANAZA T — RSN 58T 77 1 v 2, flow-offload enable =~ >
F (TP —EZXA R o—D—#HTIEH Y FHA) bATTLHLERHD £,

51

hostname (config-pmap-c) # set connection advanced-options tcp mapl

BEfFOH—E A R v— (=& 21X, global policy & W24 RIDT 74 /0 b Za—s3L K
) EREL TV D HEIT. BETRT T, £hIADLEIR. 1 OEITEROA( 27—
TxARATCKR) V=~ T &T 7T 4 7ICLET,

service-policy policymap_name {global | interfaceinterface_name}

&1

hostname (config) # service-policy global policy global

global ¥ —U — RIHRY o — v 7 E2TXTOAL U F—T7 A AZ@A L, interface |77 Y

V=& 1 ODA U E =T A RTEHALES, Ze— UL R = F 1o LEHTE Y
ho AV E—T 2 A ADT— L RY —iE, TOA L F—T A A —ERXRY —
AT TCEEETEET, KA VX —T =2 AT, R v—~v 7% 1270 HAH
TEET,

1

ROFITIE, TXTD T T 4 v 7% U TEROHIRMEE A L7 0 F&2RE LT
b\iﬁ—o

hostname (config) # class-map CONNS

hostname (config-cmap) # match any

hostname (config-cmap) # policy-map CONNS

hostname (config-pmap) # class CONNS

hostname (config-pmap-c)# set connection conn-max 1000 embryonic-conn-max 3000
hostname (config-pmap-c)# set connection timeout idle 2:0:0 embryonic 0:40:0
half-closed 0:20:0 dcd

hostname (config-pmap-c) # service-policy CONNS interface outside

D /NT A — & ZffiH LT set connection =2~ RE AT HN, KFRTA—F%

BlrxDa<wr RELTANTEET, ASAIE, a~r FEFETary7 4 Xal—g
VINTITICHALET, 22T, 79X ar 74 X¥al—i g B— RTRD?2
oODaAv REANTHELET,

gwnzE B
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hostname (config-pmap-c) # set connection conn-max 600
hostname (config-pmap-c)# set connection embryonic-conn-max 50

show running-config policy-map =~ > ROHIZIE, 2 2D a3~ ROFERNE—D
fifa~vr e LTHRREINET,

set connection conn-max 600 embryonic-conn-max 50

TCP A 7 a3 > DR

EFEA T a U EREE LT, TCPBEOW S OflEZ#HIE TxEd, NEDO/EDT
T MEIZ, IZEAEDRY PU—Z 2L TWET,

FIE

XFwF1 (CLI) TCP Ut v FEHMEZHERL £,

service { resetinbound [ interfaceinterface name ] | resetoutbound [ interfaceinterface name
] | resetoutside }

s resetinbound 26 L CEGNZTHZ N TEET, ASAFEEZRAL, T7®8AY A b
FIXAAARTEIZFE SO TASAIZ L > THEE SN TR TOHFEFETCPE v ¥ 5 IZTCP
Uy 2R ELET, ASAIL, 7T7EBAV A MEIFAAAICL > THAIEINTEH, BE
FOYHRIZB L TEBOLT, AT — IV T 7 AT U4 — M Lo THEGINZNT > D
VY FEELET, AILEXFa2V T4 L_XADA L F—T oA ABONF 7 4 v 7 %
WELEZTET, ZOF T a kA R—T NI LR HBE. ASA TS S8
o haeMbBMmETICEELET, /X —T oA AZRELRWVWES. ZOREFT
NRCDA v E—T oA AZEHENET,

s resetoutbound i L CTHEZNZ T2 2 LM TEET, ASA DBIRERA, 77 EAY X
NEIXAAA BREICHE SV TASA I L > THEREEINZTRTORE TCP v v a i
TCP UVt FEFELET, ASAIL., 77EB AV A MEFITAAA L > THATENT
b, BEFEOERICBLTELT, ATF— M7 77 A4 T T4 — T Lo THEAEINR
Ty bty FHEELET, RILEXF2UT 4 LD F—T oA AWO + T
T4 T BB ESTITET, TOF T a kA X —T N Lo T A . ASAITIES
SNy MefbEMmETICEELEST, 2047V a i, 7740 NTHEBT
T, 2 zE. T T 4 v A N—LAREZ CPU OAMEBRINT 272072 EICREY &y
NeT 4 =T NI TEET,

s resetoutsidez i L CHEZNC T2 2 N TEET, bEX=2UT 4 LULDRNA v
H—T 2 A ATHEGL, 7278 AY A PNEFRIZAAAREIZIE SO TASAIZ L > THE S
NIZTCP Xy DU tvy haAR—T NI LET, ASAIL. 77t ARAU X ME2IX

AAAIZE > TEFFAIEN TS, BEFOERICB L T, AT — b IV T 7 AT Ut —

| iR
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ATvT4

gwox=42u>7 |

MZESTER SN ATy FO Uy FBEELET, ZOFTva e x—T7 1
Lo o6 ASAIMER SN Ty M fb@mEFIcREEL £,

AL HF—T A APAT T, ZOF T arafilT22 2B LEST, 20473
CERFHT AL, AMELSMTP £ 721X FTP 3—/3—225 @ IDENT % ASA TR TE £9°,
INSOERET 7T 471y hTAZEICL 5T, 30D XA LT 7 N IRAE % A8
‘(“% iﬁ‘o

WE T 7 4 v I DIRKTCP B AL b A ANRELIZMEEBZ 2L 1L, FBELE
P A AR/ HIRNE DT DHITIE, TCPMSS & ELET,

Sysopt connection tcpmss [ minimum ] bytes

minimum ¥ —Y — K72 L, R KTCPEZ A2 k¥ A XEA NEMLCTRELET W~TE
DEKRE) o 77 4/4 MEIZ 1380 N1 R T, ZOREELZT 1 B—7 /W DITIL, bytes &
0 IZExELET,

minimumZ A L CTHENZ T2 2 LN TEET, KRB AV M A X& LEEL, BELE

NA B (48 ~ 65535 /3 b)) RWICARLARVEIICLET, ZOKEIE, 77+ FTT 4
12“47“/1/*(:\—?— (O &:%i) o

TCP &t DML 2R E L £ 7

sysopt connection timewait

Zoavwy REMFEHTDE, & TCPH#FICB W T, REDBEFH D TCP 7 0 — XX 0 v —7r
VADKIZ, M £ h 15 BV TIME WAIT SREESIEHIFICHER S NET, = KA X
N7 TV =2 a DT 74V N TCP T v —7 U ANREZ n—XThHEHIT, O
RREZEHT L L 2HEL £,

TCP R 7 A v hORKEERELE T,

Sysopt connection tcp-max-unprocessed-seg segments

TCP RAUBE 7 A v F DR KA 6 ~24 ITRELE T, 774/ MEIT 6 TH., SIP Ealikk

73 Call Manager |ZH26¢ L CUWVRWZ E 2B LoD, RAHD TCP &7 A > b O Kk % 1Y
RTIENRTEET,

EwRox=42)>2T

MDA~y R LT, #iat=F —TE LT,
* show conn [detail ]

BEEMAE R R LET, SHERIT. 77 7280 L TR g0t 2 R LE, -
EziE. To) 79 70%, TCPAT— b XA NRADORMBTHDH T 74 v 7 R-xLET,
detail ¥ — U — R&EMHT 5 L. 7 v Nk (DCD) 7'm—7 OIFRNFRINET,
ZOBEHIT. BREMNEISENCEEN Y a—T INEHEES R LET, =& 21F. DCD
St DGR IR D X 212720 £,

gwnzE B
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TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

« show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}

BRI AT — 5 AE#, A7 r— RO CPUMAR, A7n—R&hiz7n—0%L i
M, Ar7en—Rahle7e—fEHERE e, 7r—0F 77— NCBETLEHRETLE
7

* show service-policy
Dead Connection Detection (DCD; 7~ REEfifai) OftitE#Rs L — A R o—b
WMEHEMAE R L ET,

« show threat-detection statisticstop tcp-intercept [all | detail]
BBAZ T TRESINZ AL 10 b —"—Z2FRLET, al ¥F—U— &, Fv—R&h
TWLTRTOY—N"—DEET —F 2K L ET, detail ¥—7— Nix, EEF 7Y
VI T=EERRFLET, ASAIZL— MERROMICKBEDOR A 30T Y 7T LD
T, T 74 O30 5 TIE, 60 I L ICHEHERAINE S ET,

=

GE) Cisco ASARTETIX, #1HiEHG QG UaA NV Ry Y T ARNELTET L TR W
FoR) I CIBLLN, 77T AT TNAARAEARAZ U NAT AL A TCTRMlENEHA, =
DOFFHZEY, HAV AT LOMRLX 2V T 4 BERSNET, 2D, lilid Cisco
ASA TEHIEWRE LD RN H Y T30, I PRSND Z LT,

BELER E DD IR FEE

TS5y bhI4—
HRES L) ) —R i EA
TCP AT — b /A /XA 8.2(1) Z ORERENE A S E L7z, set connection advanced-options
tcp-state-bypass =~ > R2ZVEA I E LT,
FTRTOTa O S A LT |8.2(2) TARNVEALT T ML, TCPEIF T, ¥_XCH7 1 b
A VAT H LI ICERSNE L,
set connection timeout =~ > RRE T S E L7z,

L
I
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W P T ART 47 )b— |k
AT D8O X A LT T b

8.2(5)/8.4(2)

FILCAY NI ~OEBDAZT 47 v— FDFELT
BY, ZNFENANY v 7 BRI DAL, ASA (3RS
B CA MY v 7 DN BOL—F2EALET, LA
Jo— EBMERFREIC R S T2 BT, 20X A LT 7 MZE-T
BHEPPA L OND DT, ZOHEU L — Nl L CEREH
WL CEET, T 74N MIOTT BERIIF A LT 7 MLE
HA) . ZOBREEZFEHAT DL, XA LT T MEH LUWMEIZ
EELET,

timeout floating-conn =~ > RREFE I E L7,

PAT xlate (2%} 9 2% E[HE/R X A
AT TR

8.4(3)

PAT xlate 3% A4 L7 7 b L (T 74/ F TIE 30 %) . ASA
D LWEBAICAR— M FEHT L, —HoT v 72 K
U— A b—H %, BIOEEGNT v T AU —h T34 AT
RELTHWTWAHEEMER S D720, ZOH LW A S
#5%A#%Di¢ PAT xlate D&% A LT 7 N4, 30 fh~
SOFPANDIEICRETE H L 20 L7,

timeout pat-xlate =~ > R2VEA I E L7,
Z OKEREIE. 85(1) £7213 8.6(1) TIHHATE EH A,

P—t AR >— L— )LD KEE
etk os5l & B

9.0(1)

=R R = =L D KRN 65535 726 2000000
ZHlE EIFbhE L,
set connection conn-max, Set connection embryonic-conn-max.

set connection per-client-embryonic-max, set connection
per-client-max % a2~ RBREL I E Lz,

IN=T Ja—RX A A LT Mg/
% 30 FVIZHITE

9.1(2)

Ta—r )V HA LT T SBIOEERS A LT 7 OO/ N—
7 Ia—A R ZA LT Y NOR/MER, XY ENT DoS IR
PR A0 5 500 30 ICEM SN E Lz,

set connection timeout half-closed, timeout half-closed D421~
VRBREEINE L,

Jb— N OIRIZ T D e —L K
A BA LT b,

9.4(3)
9.6(2)

BTSN TOWDL— b3 E D fFEEL TRV, £721339E
TIT 4 TNl olz b EIT, VAT N3 2 R D B &
WETEDLLIICRVE L, ZOFR—/VRZ T HRNIZ
= RN T I T 4 Tl Bl WGA . BRI S vE T,
J— R DOPERA E BRI THOND LA — L RE T
AA~—%ffET b N TEET, EL \i&hsz
NT—27TlE, =D T7 T T EBIET D207 7
b R D15 BEG)I T,

timeout conn-holddown =< > R2NEMENE L7z,

gwnzE B
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SCTP7 A KV ZA LT U7 FBLW
SCTP A7 — h /XA /XA

9.5(2)

SCTP #ft DT A KV XA LT U M ERETEET, Fiz,
SCTP AT — b NANRZAZHANNILT, NI T 42T DT T A
TSCTP AT —h 7N A VAT v a vkt 72 TEET,
WD a~ 2 RPBINEITZEELE I VE LIz, timeout sctp, set
connection advanced-options sctp-state-bypass,

Firepower 9300 £ ASA © 71—
F7u—K,

9.5(2.1)

ASA B A 71— K&, (Firepower 9300 10>) NIC |2 #
P2 SNAMLERHL 7o —2BETEXET, UK
D, 7= EZ—DXYVKRXIT—F 70 —D/RT —=
VAMNEELET,

Z OREBEICIE., FXOS 1.1.3 DNLE T,

WDa<y RPWBIMELIIERINE L7, dear flow-offload,
flow-offload enable, set-connection advanced-options
flow-offload, show conn detail. show flow-offload,

Firepower 4100 ' J — X L@ ASA
O7a—FT7a— KOV ER—k,

9.6(1)

ASA /b A7 m— R &4, Firepower 4100 U — X @ NIC T
BRI RX DMENDDL 7 — L RETEET,

Z ORERETIX, FXOS 1.1.4 SLBETY,

ZOMEREIZIL., B~ FE-IXASDM BHEIZH Y £8
A/o

o AT L N B— RRTO~
ILFFy A MEGEO 7O —F 70—
FoOHR— b,

9.6(2)

kZ 2 AXRT L b FE— RO Firepower 4100 35 X 189300 2V —
R FRA AT, NICIZEET DX 6D~ /LT X v A ME
HaA 7 —RTELL2CRVELE, v VFHFyr AN A
Tu— R, A H =T A ZAE20FEGLT) v I —
TIERTEET,

ZOMEREIZIX., B~ FE/-IXASDM BHEIZH Y £8
A/o

| RS
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T35y bT4—
HERESR L) )—R SR BA
TCP 473 a VLB DT, 9.6(2) TCP ~ v 7 ZHRTET AR/ v~ b D TCP ~v #—PHN® TCP

MSSBLUMDS 47> a T 57 7y arZRETE5
LI FELE, EHI1Z, MSS, XA LAREZ LT U4 R
U YA X BLOERNERICE S 7> a v OFT 74 D
RPENETINE Lo, HNE, ZbDF 7y a ik, ~y
BT EDEA TDF T a B2 B ABETHIFA
SNTWE L7, BRI, Ty MZREDZ A TDOF T =
VIR2OLLEBENTWDIGE, Oy NMIT 74V T
Fay7snEd, &z, BEiX2 20X A LAZ T
FFa i’y MIFFRTSAVTWE L7eA, BRI R
02y FINET,

MDS5, MSS, BIRWFEBINE, XA LAZ T BLOU (v
R YA Rkt L, MUZA TOBEEDF T a2 HNC
THDDTCP ~y FHHETEET, MDS A7 a0l
By UHIOT 740V N TEA T arBNs U7 S0kt
L. BIfEOT 7 4V FTIEFFAI SN E T, £/, MDSA 7=
VEGELASR Ty N Ry 588 TEET, MSS AT
varyDEEIE, TCP~y Tk K7 AL b %4 XEE
TxET (N7 7427 7T7ATEID) , MOTRTO TCP
AT a DT 7N NIERIIHY A, ZNHITZ T
ShET,

WDa<y RPEFINE L7z, timeout igp stale-route,

W7 —hD A 7 baLdil
W—hDZA LT T b

9.7(1)

OSPF 2 EOWNERF— 7= A 71 b asdiuvb— k& HIkR
TDEEDODIA LT NEFRETCEDLLID E L,

timeout igp stale-route =~ > RAEBMINE L7,

ICMP—F—MO 7 a— )L ZA LT
AN

9.8(1)

ASA N ICMP = 22— 537 v b &S5 L THh 6 ICMP #:5
HIBR T2 ETOTA R ZRETEH LI £ LT,
CDEALT T SHBES) (F 750 ) T, ICMP A » AY
A VINENCEE SN TV DA, ASA T a— & %%
5T 5 T ICTICMP#E i ZHIBRL E7, L7=->T, #&TL
TWDZE ORI R L TAR SN2 TR TOICMP = 7 — (3
FEINET, ZOXA LT U MIICMPHEROHIFRZE S5
DT, BERICMP =T —% %575 Z L NAREICR D £7,

WD a~<r KBS E L7z, timeout icmp-error

TCP A7 — h A RADT 7 )b
FOTA RVEALLT TR

9.10(1)

TCP A7 — h WA NRREERGDT 7 AN FOT A KV XA LT
7 MI LTI L, 20027 £ LA,

wmmne W
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7 v R (DCD) O35
BILOISEMOER, BLOZ TR
HNOD DCD DY AR— b,

9.13(1)

7 v Rt (DCD) ZH 0 L7=8481%. show conn detail
g REEH LU CREREISZANCET 2 IEH A2 G TE £
T T v NI ZERT D L, FET 7T 1 7 7ok A HERE
T&F7, showeconn DHHIF, =2 RRA » "R T r—T7 X
NE-SEENRENET, IHIC, DCD R7 7 A X THR— K

INBEHTHRYFEL

HLWEBIN/-a~2 K showeonn (1D )

TGO RRE 7 A ML X
(MSS) Z#&RELET,

9.16(1)

Y—ERARD =2 E LT, WIHERHIRICE L7z & S 124
HIBEKE D SYN cookie Z AN T B 72O DY — _R—Dig Kt 7 X
v h A X (MSS) ZERETEET, Jiuk, mARUIHIEREK
LRET HH—ERARY O—DHREICE®RNRH Y £,

BINEIFEE S N7-a~ > R 1 st connection syn-cookie-mss,

SIP Call Init ®7 A K/ 7 ma—s3L
HA LT T NDORE

9.16(x)

Call_Init =—/LIRFED SIP & v > 3 U2 (RAIOWFEA vt —
POZIER) BIRENDLETOT A R (0F 0 IS&E 4%
FLRNoT28BE) %, 0:0:1 ~ 1193:0:0 O#FIPHITRETE %
T, T 7 4L MEIZ 328 (0:00:32) T,

IPsec 72 —MNA 70— RINE
j—o

9.18(1)

Cisco Secure Firewall 3100 Ti%, IPsec 7 @ —|X5 7 /L b TA
77— RFaEd, IPsec A FEJVPNEZIZVE— T2 &
AVPN X2 UT 4 7TYxm—3 3 (SA) DHIHRER,
IPsec i 13T S ADT 4 — )V R FalI<T L rF—F 7L
A (FPGA) IZA 7 u— RSN bH7ed, T3 AD/RT —~<
20mEELET,

WD a~<r RpBMEE L7, cear flow-offload-ipsec,
flow-offload-ipsec. show flow-offload-ipsec

DTLS KB4 T7 7 &1L — g v

9.22(1)

Cisco Secure Firewall 4200 33 & TV3100 U — XX, DTLS K5
twrrsesr—varEziR—rLET, »N— KU =T IDILS
b L H Bk &2 EIT L, DTLSK5{b h 77 ¢ » 27 & DTLS
WEILRNT 74 v 7 DANV—TF v FEAESEES, ~N—F
U =T d, BIEASGET D0, AR L v b O
bbb FEITLET,

HR/ETE Shza~ 2 R flow-offload-dtls, flow-offload-dtls
egress-optimization
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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