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PERSND, T74V FORY —=RE B THRET, HEDOT /1 Z|Z[A U Umbrella

R =B B THZENTEET, R —Z2RETIHRE. ZETEH731 ZIDIIR
U —ZfRE LR I BET 5 ID 13 R A0 £9,

. Cisco Umbrella



| Cisco Umbrella

Cisco Umbrella Connector D5 1 2 > R E 4 .

Cisco Umbrella Connector D S5 1 t > X E 4

Cisco Umbrella Connector Z{# A4 5121%, 3DES 7A BV ANMETY, Av—h TR
EHALTWAEEIR. 7O vy TR L AEEREE A X — T NI T HRERH Y
\iﬁqo

Cisco Umbrella /R — ¥ WiZiE, BIOT A B AEHERH Y 7,

CiscoUmbrella D A4 K54 > L FHIREIR
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BAEICOBRERNTT RENDHIPT RLABWebY A MHTHD=0) ., FEHTTP/HTTPS
BT oy 737 SN T RUR T, KT A0 FIETETLET,
el ziE, 7 vy 7 S FQDN @ ping #5179 % &, CiscoUmbrella 7 77 KD 7 1 v
U=V A N % — 8 —2xt LC ping 2 FEITLET,
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«EDNS L 22— R|{Zi%, IPv4 & IPv6 DifHFDRA N T RLABREGENE T,
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=L ==

Cisco Umbrella Connector M % 7E

FIE
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AR X2 T 4 DEEEM AL 4 (FQDN) RV v—Z@ALEd, BEEOHDH T
T4 I ERITRDLON T 7 4 v 7 IZBWTE, 22— =00 A b7 a7 Snbo,
757 RR=ZDRY —ICHESWTCURL 74NV EZ ) v T 52FTTHA TV b 7 m
TNV EA VT FERET,
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FALET,

1R BHEIIZ

~NVF 2T HF AN E— FTlL, CiscoUmbrella Z#E T 530N EOHL58tF2 )T 4 20T
FRANCTZORIEEFITLET,
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B ciscoumbrella 54—/ —t 50 CAEEHED A VR F—L

ATvT3

ATy T4
ATy TH
ATvT6

FNA ZADBEETITHTTPS ZH L E 4, ULV — FEARBEZ A VA =T 5 K9
WCERENET,

AF—T W72 > TOWRWEETX, DNS —R"—%2E L TA ¥ —7 = A LETDNS Ly
IT T =T M LET,
B DOV —"—%2fH+25Z &, CiscoUmbrella — N—%RETHIEHLTEET, D
P —R—ZHETHHETEH., DNSA AT g 12 L o T CiscoUmbrella V V' /L3~ H )
YV XA L7 FEaEnET,

* 208.67.220.220

* 208.67.222.222

*2620:119:53::53

©2620:119:35::35
% -

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

Umbrella Connector D 7 @ —/N)LiRE (7 ~X—)
DNS A vV A7 v a v iR — < v 7 TO Umbrella DA % —7 4k (9 <—) |
Umbrella OB EEfED (11 ~—)

Cisco Umbrella Z8xH—/\—HM 50D CASIBAZ DA VX —)L

FIE

ATy T

Cisco Umbrella %@k ¥ —/3— & OH] THTTPS 85t & ML 2 72T, — FEAFEEZ A R —
FFOMERDY TF, VAT ANE T AERET D L X, HTTPSEfe A L £7,
Cisco Umbrella T, [ER] (Deployments) ]>[#/ (Configuration) ]>[JL— rEEBAE (Root
Certificate) ] #3841 L. ZEEZ ¥ w0 —RLES,

1R BRI

Umbrella ¥REBAEAZ EH T 2581E. FTLWGEAEZ X o — RT3 08 RHV F3, L—
FEFRAEL LT INIEERH Y T, ELVWWL— REEFAERT vy 7o — &N TWAZ L%
ML ET,

FEAEZFE T 58415, Umbrella Z LI L T HEFBINCTHA2LER’HY £9, =
LD, VAT AEFH LOGEAEZ TS L, Umbrella (Z1E L < BEk S E T,

Cisco Umbrella kY — X—D h T 2 FARA v FEER L ET,
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crypto ca trustpoint name

NT A RRA M, &K 128 LFOEEOAHT (ctx] or £ 7213 umbrella_server 72 &) Zfifi
HTEx7,

1 -

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint) #

ATv T2 iU, GEPIEEZM ST TR CORBRT 5L AR L TVET,

enrollment terminal

&1

ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint) #

RT9 T3 GEHEEZ A VR — M LET,
crypto ca authenticate name
ZOFEAEFE TR L7 F T A FARA » FOARTEZ A LET, FERICHEV, base64 T2 a1 —

R ENTZEAEZ AL O M £, BE Y A1) 2EEAEIC1X,. BEGIN CERTIFICATE 474 £ OEND
CERTIFICATE 17 % & ) 72 TL 72 &0,
ciscoasa (config-ca-trustpoint)# crypto ca authenticate ctxl

Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

Umbrella Connector ® % A —/\)LEXE

Umbrella 7' 2 — LR EIL. EIZ. CiscoUmbrella (2T 3 A 2B E5T A 7= OB APT —
J U EERLET,

Ja— LR ED Umbrella Z G T 272D+ TEH Y ¥ A, DNS A VAT g v
ARY — <7 TO Umbrella DA F—7 L (9 ~X—2) OFEAIZHES T, DNS A > A
7ary R y— <7 Th Unmbrella 2 A F— 7 NVIZT BLERH Y 97,

1R BRI

* CiscoUmbrella % v kU —2 T34 2 ¥ v = 78— R (https://login.umbrella.com/) (22 7
AL, #FROWUERDFX Y U= F /AL ZADAPI h—7 VEFIGLET, b—7 i,
16 #E D5, 7= & 21X, AABBAS9AOBDEI485C912AFE (2720 £4, itk x v b
U— 7534 AD APl ¥ —% Umbrella # v > 2R — K HAERKLFE T,

* Cisco Umbrella &gk — N—DFFAEL 4 A b —/L L E T,
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. Umbrella Connector ® %' O0—/\JLERTE

FIE

ATy T

ATvT2

ATvT3

ATy T4

Umbrella =7 4 X2l — 3 F— RZHEBELET,
umbrella-global
51 :

ciscoasa(config) # umbrella-global
ciscoasa (config-umbrella) #

Cisco Umbrella ~DEEXIZ LB 72 API h—27 U ERELET,
token api-token
Bl -

ciscoasa(config) # umbrella-global

ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

(fE&) DNS A v A7 v a3 R Y v— ~ v 7 TDNSerypt 4 F—7 MITH5E1EL, &
FG U CREZEDOMFEIZ DNScrypt 7' 231 X —D AT —2RETCEET, F—ZREL
RONEAIE, BUERAA SN TNDT 7 40 OABF— GRS S E 7,

public-key hex_key

F—1E 32 1 PO 16 ERETT, 2314 T & Icam  TRYI- 72 ASCI @ 16 HEE % A
JILET, F—FI1L79 %1 N T, ZDF—I|% Cisco Umbrella 7> 5 5 L £,

T 74k F—lX
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79 T
—éqo

T 7 4V hOABF—OMEAIZETIZIE. no publickey E AN LET, RELEF—1X. &
452t d, avr FOnoAA—Ya U CBEMNTHZEETEET,

B -

ciscoasa (config-umbrella) # public-key
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

EE) 74 VXA LT 0 MERELET, TOFEMPRIET L FE TH— =05 DREN
RWRE. 7947 oD Umbrella — R —~O#RHITHIR S NV E T,

timeout edns hh:mm:ss
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ATy TH

ATvT6

DNS f Y RRH <3y KY Y— 2 FT0 Umbrella o« x—T it ]

A 57 v biX hours:minutes:seconds DT, 0:0:0 ~ 1193:0:0 O CIHRE T £, T
7 4V FiE 0:02:00 (24y) T,

1 -

ciscoasa(config-umbrella)# timeout edns 00:01:00

({£E) Umbrella D XA RACHE RO —H)V RAAL VA ERELET,

Cisco Umbrella & /XA /XA T HMEDH S DNS ERTa—h/)L RAAL 2R EL, fAhviz
RIEFE 2D DNS »— N —|CHEHEBEIT 5 Z N TEET, 28 20, TXTONEER T
T XNDZEEMEL T, WELDNS — S—THHED KA A v Z DT XRTOLF E I TX
i—a_o

O—H)L RAAL VA EREHSANTEE T, HEIS U TATIZ ERTOERFRA2ER L. K
WCERER I JA <~y 7E2ERLCKRODa~< RCTRELET,

local-domain-bypass {regular_expression | regex class regex classmap}

% -

ciscoasa(config) # umbrella-global
ciscoasa (config-umbrella)# local-domain-bypass example.com

(EE) 4 2 DNS Bk &2 fifh4 5. 5 7 4 /v b LS D Cisco Umbrella DNS Y —/X—D 7
FLAEBELET.

resolver {ipv4 | ipv6} ip_address

o< FEEBICASI LT, T 7%/ FoA® Unmbrella U V' /L3D IPv4 3 L N IPv6 7 K LA
ETEFECTEET,

&1

ciscoasa (config-umbrella)# resolver ipv4 208.67.222.222
ciscoasa (config-umbrella)# resolver ipvé 2620:119:35::35

DNS 4/ VAR 3 R S— < TTOH Umbrella D1 —TJ )Lt

7' —/3)L Umbrella 3% E DAL, T35 ADOBEB L ODNS Ly 7 77 UX AL LT "D
HIMEIZEBNT S TIEIHY 8 A, 77T 4 TRDNSA AT 3 g O—F L LT Umbrella
BT ALENRHY 9,

Umbrella % preset_dns map DNS f > A7 vz v R o—< v FIZEBIMLT, 77— 12
AFX—=TNVIZTHZENTEET,

P22, WAL A RENTEDNS A VAT va VEEHL T, BR5 4 Ay va vy R
Vo= =y HRBRD 770y r 77 AT 5561X. Unbrella 2 — B 2 &2 23 L
T20TATLIA R =T NMCT DUEND Y £7,

Cisco Umbrella .



Cisco Umbrella |

B oons o xxsoas kUL — <9 TTO Umbrella D4 F—T L1

FIE

&

ATy T2

ATvT3

WOFNETIE, Umbrellaz 7 0 — )UIZEIEET L HIEICOWTHHALET, P AX~A XX
72-DNS ARV o — =7 0NHHEEIL. DNSA VAT v ary R v— <y T7ORE 5
LTLEEY,

preset dns map A VAN L a R V= TEFHEL, NTA—FREE—FEANLE
D

ciscoasa (config) # policy-map type inspect dns preset_dns_map
ciscoasa(config-pmap) # parameters
ciscoasa (config-pmap-p) #

Umbrella %4 % —7 W2 L, HEIZG U TT /34 AZ@# 9 5 Cisco Umbrella DR Y o —4 %
Belxd,

umbrella [tag umbrella_policy] [fail-open]

& 7%, Cisco Umbrella TEFINT-RY > —DL4RTTY, BELFIT Cisco Umbrella 12 &L - T
TARAZIRY = E B ToNET (R —ABFHETL2H5E) « R —24EELR
WA, T 740 RO ACL 2N S E T,

Umbrella DNS H$—/N—3Mi fl C X 72 5412 DNS fRik 2 @ fE S & % (21X, fail-open ¥—7 —
REZEBMLET, 7x—/L F—7F L DIRHEET Cisco Umbrella DNS #— S— 73 ] T X 72 WV
AL, ZORY — < v 7T Umbrella BIKRT 4 B—7 /02720 DNS ZER%E A7 A LI
BRIE ST DNS H— 13— (FET25E) ICBEITE 5L 91272V £7, Umbrella DNS
T N—RHEFHEICRD L, R o=~ T IEENLOMHAZERLES, o4
T a UINEENTORWES . DNS ZRIZEZEARFED Umbrella V V' VS~ #) L) 2 DT,
ISEITREG SN EE A,

1 -

ciscoasa (config-pmap-p)# umbrella fail-open

(f£7&) DNScrypt & A F—7 /LT L TTF /31 A & Cisco Umbrella B O F4f5¢ & B 5L L £ 9,
dnscrypt

DNScrypt ZH %235 &, Umbrella Y LR DF—HA L v ROBBENE T, F—5&
iz Ly Rid, 1L I ANREDNANY R oA 7 H2FITL, BTLWREHETT S
ZHHT L £, DNScrypt TIZUDP/M443 ZfEi I+ 2720, £DOR—FBDNSA AT g
WERTD7 A~y FICEENTWD I EAHMRTINERNDH D FET, T 74NV FDA A
gy 7T RAITIEDNS A AR g T UDP/M443 T TICE TN TV E T,

1 -
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ciscoasa (config-pmap-p) # dnscrypt

1

ciscoasa (config) # policy-map type inspect dns preset_dns_map
config-pmap) # parameters
config-pmap-p) # umbrella fail-open

config-pmap-p) # dnscrypt

ciscoasa
ciscoasa

ciscoasa

Umbrella O & §%7EE

Umbrella D 7' 10—/ )VEREZFIT L, DNS A A7 3 9 > C Umbrella % A % —7 /L2 L7z
5. T /3A A5 Cisco Umbrella (28t L CEER AT H LENRH Y £9°, Cisco Umbrella |27
NAAIDPRESNTWDINE I DEMRTDHZET, BENEFICE T LENE S e
Frv 7 TEET,

BONZH—E R R Y o —DMaHE M 2 MR L. Umbrella DX EREFRARE LEd, Z 2L,
Cisco Umbrella (2 K> ClH INZAR Y v— (¥ 7)) | 8O HITP A7 —Z Aa— K, BX
OF AL A D BDRENFET,

HTTP A7 —# A2 200 (&%) THOIMLERHV ET, =7 —a3— NIKRZRLTWET .
401 1Z API b—27 U NIELL W L &R L, 409 X7 34 A7 Cisco Umbrella (29 TIZTELE
THZEERLTWVET,

Umbrella® U Y W NEFRTIE, UV NAAREIEE THDL L E2RT LI TEERA, WL
DOEBEIT, T 7 BAHBERY > —TZHHDIP T R A %9 % DNS BENBENTNS Z &

%’fﬁﬁwbi?‘o ZAVUT R 2R LD FTREME S B D FT, L—T 4 VT OREZ R LTV D
GEbdH FT,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset _dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop 0
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53
Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
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. Umbrella Connector 4§

DNScrypt: Certificate Update: completion 10, failure 1

F-. Efiar 7 4FXal—Tay (RY—~<v 7 TOT 4 VAN LR TXET, K
Vy— <y 7 Oumbrella 2~ REEH LT, M AIDERRLET, ZOavw RaeAg
F—T ML ThH, A AID ZEEXETHZ LI TETERTA, ROBIT, HAOZEmEL
THET HERER T LET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760fdd6d3
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map

Umbrella Connector 0) 45|

WD k¥ > 7 T, Umbrella Connector DX EIZET AHZ R L £ 7,

5l - 5 O—/\JLDNSA Y ARY L3 UR1) —TDOUmbrellad) A —
7Lt

WORFITIL, Umbrella &7 72— )UZA F—T MIT 5 HEERLET, ZTORETIE, 7
7 v NOABF—%EH L TDNSerypt # A X —7 /W LET, T 7 #/L kO Cisco Umbrella
TUH=TTA R X2 T4 R —%E Y TET,

2

(GE)  ZofITIE, DigiCert 7' v — 3bb— bk G2 GEHEZ M L E 3, 1E LW FEFIEIXR Of%E
LEBITERIND T2, Umbrella o M THEF SN D EHON— FMEAEFELZ XY Vo m— L
TLEE, 2RI REAFRFICT T EE A,

ciscoasa (config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIDjjCCAnagAwIBAgIQAzrx5qcRqaC7KGSxHQONn65TANBgkqhkiGOwOBAQsFADBh
MQOswCQYDVQQGEwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBH
MjAeFw0xMzA4MDExMjAwMDBaFw0zODAXMTUXMjAwMDBaMGExXCzAJBgNVBAYTAL1VT
MRUWEwWYDVQQOKEwxXEaWdpQ2VydCBJbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC57
b20xIDAeBgNVBAMTFORpZ21DZXJ0IEdsb2JhbCBSb290IEcyMIIBI jANBgkghkiG
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Bl: HRELA VARG a2y RYD—EFERALIA V82 —T 24 X LTOH Umbrella D1 ~—J)L{t .

9wOBAQEFAAOCAQ8AMI IBCgKCAQEAUz fNNNx7a8myaJCtSnX/RrohCgiN9R1Uyful)64GxJUTFy8bJZ91
8rGOmaFvE7FBcf6IKshPECBV1/MUReXgRPTqh5Uykw7+U0b6LJ3/iyK5S9kJRaTe
pLiaWNObfVKfjllDiIGknibVb63dDcY3fe0Dkhv1d1927jyNxF1WW6LZZm6zNTEl
MryY=

quit

Do you accept this certificate? [yes/no]: yes

)

% Certificate successfully imported
ciscoasa (config) #

ciscoasa (config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config) # umbrella-global

ciscoasa(config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

ciscoasa (config) # policy-map type inspect dns preset_dns_map
config-pmap) # parameters

config-pmap-p) # umbrella

config-pmap-p) # dnscrypt

ciscoasa
ciscoasa
ciscoasa

Bl : hARZALA VARG 3 R O—%#FRALIA 23 —T A
X ET® Umbrella 1 12— JJL{L

WIZ, BFED T 7 4 v 277 AT Umbrella 4 21— /WIZT 56]% /R LET, Umbrella |
DNS/UDP D +F 7 4 v 7 DWNIEA v 2 —T = A A TDIHA X—7 W72 £, DNScrypt 3
AR=T IR >TWDTed, T 7 47 7T A2 UDP/A43 Z8INT 2 LR H Y £,
Mypolicy] (Cisco Umbrella TEE) L WIHARDZ L H—TF7A X tX2 VT 4 R —
DA S ET,

B

GE)  ZofITiE, DigiCert 7 v — bb— kN G2 REZE A L9, 1E LWGEREIXR R 0%
EEBITERINDTZD, Umbrellah A FTHEH SN D H&FONL— FMEAZEZ XY 7 om— L
TS, IR REAFIIFIC T £ A,
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. Bl: HRELA VARG 3 RYD—EEALIA 22 —T 24 X LTOH Umbrella D1 *— T )L{k

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIDjjCCAnagAwIBAgIQAzrx5qcRqaC7KGSxHQNn65TANBgkqhkiGOwOBAQsFADBh
MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBH
MjAeFw0xMzA4MDExMjAwMDBaFw0zODAXMTUxMjAwMDBaMGExCzAJBgNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBJbmMxGTAXBgNVBAsSTEHd3dy5kaWdpY2VydC53
b20xIDAeBgNVBAMTFORpZ21DZXJ0IEdsb2JhbCBSb290IECYMIIBIjANBgkghkiG
9wOBAQEFAAOCAQS8AMI IBCgKCAQEAuz fNNNx7a8myaJCtSnX/RrohCgiN9R1Uyful
2/0u8jqIkTx65qsGGmvPrC3oXgkkRLpimn7Wo6h+4FR1IAWsSULecYxpsMNzaHxmx
1x7e/dfgy5SDN67sHONO3Xss0rOupS/kgbitOtSZpLY16ZtrAGCSYPIPIUkY92eQ
g2EGnI/yuum06ZIya7XzV+hdG82MHauVBJVJI8zUtluNJbd134/tJS7SsVQepj5Wz
tCO7TG1F8PapspUwtP1MVYwnS1cUfIKdzX0S0xZKBgyMUNGPHgm+F6HmIcr9g+UQ
vIO1lCsRnKPZzFBQIRnbDhxSJITRNrw9FDKZJobq7nMWxM4MphQIDAQABoOIWQDAP
BgNVHRMBAf8EBTADAQH/MA4GA1UdDWEB/wQEAwWIBh jAdBgNVHQ4EFgQUTiJUIBiV
5uNu5g/6+rkS7QYXjzkwDQYJKoZIhvcNAQELBQADggEBAGBnKJRvDkhj6zHd6mcY
1Y19PMWLSn/pvtsrF9+wX3N3KjITOYFnQoQj8kVnNeyIv/iPsSGEMNKSuIEyExtv4
NeF22d+mQrvHRAiGfzZ0JFrabAOUWTW98kndth/JswlHKj2ZL7tcu7XUIOGZX1NG
Fdtom/DzMNU+MeKNhJ7jitralj41E6VE8P1wUHBHQRFXGU7Aj64GxJUTFy8bJZ91
8rGOmaFvE7FBcf6IKshPECBV1/MUReXgRPTqh5Uykw7+U0b6LJ3/iyK5S9kJRaTe
pLiaWNObfVKfjl1lDiIGknibVb63dDcY3fe0Dkhv1d1927jyNXxF1WW6LZZm6zNTE1
MrY=

quit

Do you accept this certificate? [yes/no]: yes

[

% Certificate successfully imported
ciscoasa(confiqg) #

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config) # dns name-server 208.67.220.220

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

ciscoasa(config)# policy-map type inspect dns umbrella-policy
ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# umbrella tag mypolicy

ciscoasa (config-pmap-p)# dnscrypt

ciscoasa(config) # object-group service umbrella-service-object
ciscoasa (config-service-object-group) # service-object udp destination eq domain
ciscoasa(config-service-object-group)# service-object udp destination eq 443

ciscoasa(config) # access-list umbrella-acl extended permit
object-group umbrella-service-object any any

ciscoasa(config) # class-map dns-umbrella
ciscoasa (config-cmap) # match access-list umbrella-acl

ciscoasa(config) # policy-map inside-policy

ciscoasa (config-pmap) # class dns-umbrella
ciscoasa (config-pmap-c)# inspect dns umbrella-policy
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1 : Umbrella 1 > DEEDRR FEfldRy kT—s0ra— ikt ]

ciscoasa (config) # service-policy inside-policy interface inside

5] : Umbrella ™5 DETFEDHRRA FEEIERY FDO—o 05 O—/N\ILTE

x5t

FIR

ATy I

ATy T2

ATvT3

RTv74

BEDKRANEZIFER Y PV —27 % Unmbrella THEHA LWL IICTEIXNERHY, A X —
Tz AR—ATIE72 7 e =V EBRIRT 61X, 72— UVDNS A VAT v a vk
HIFR L. Umbrellaf > A0 > g U ZGRAIEZITED DO D7 T A% ERETE £,

wIZ, 192.168.1.024 D%~ U —2 % Umbrella THEA LAWNWE 70— 3L f 27
var R v—EETTLHHERLET,
1R BHEIIZ

Z OfFITIEL, 9 TIZ Domain Name System (DNS) ZH#0Z L TH Y . Umbrella 7 7 —/3LE%
EZITo> TS Z Lzhifges LTVET,

Ja—s )T 7 )L N DNS A AT Vg U EHIBRLET,

ciscoasa (config) # policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa(config-pmap-c)# no inspect dns

Umbrella ZH #1235 DNS K U v —~ v T H{ER L £ T,
ZOFITHE, R —= v T OL4HIIE umbrella-policy T,
ciscoasa(config)# policy-map type inspect dns umbrella-policy

ciscoasa(config-pmap) # parameters
ciscoasa(config-pmap-p) # umbrella tag mypolicy

AN SNT- "N T T4 I DT T 4T TAEERLET,
WIZ, ACL Z#fEH LT, 192.168.1.024 D3> T —27 5D UDP/S3 b T 7 4 v 7 Zi5I4
B R LET,

ciscoasa (config)# access-list Umb_Exclude permit udp 192.168.1.0 255.255.255.0 any eq
53

ciscoasa (config) # class-map Umbrella Exclude

ciscoasa (config-cmap) # match access-list Umb_Exclude

Umbrella Z 4T AMNERNHDLEA DN T T 4 w7 7T AERLET,
KOFITIX, EEDOEETHODOUDP/S3 N7 7 4 v 7 #RELET,

ciscoasa (config)# class-map Umbrella Include
ciscoasa(config-cmap) # match port udp eq 53

Cisco Umbrella .
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Cisco Umbrella |

ATYTS Ja— s A AR a RN =% TH L, WUl DNSKY —< v FE2EHLT, b

ST 49T T FADDNS A VAT a BRI LET,

ciscoasa (config) # policy-map global policy

ciscoasa (config-pmap)# class Umbrella Exclude
ciscoasa (config-pmap-c)# inspect dns

ciscoasa (config-pmap)# class Umbrella Include
ciscoasa(config-pmap-c)# inspect dns umbrella-policy

Umbrella Connector D E—=42 1) >4

Z ZTi. Umbrella Connector Z & =% — 9 5 FIEICHOWTHH L £,

Umbrella 4 —E X 7R o—D#FEHBEHRDOE=42") 25

Umbrella Z# 1A 2 —7/WLIZT 5 L. DNS A AT L g o OMEEHEF RO & 25/l 42 W 7 2R

TEET,
show service-policy inspect dns [detail]

detail ¥ — U — F&2FEH L7V E, TXTOEKRFLRDNS A AT g v w2 H L Unbrella
DREERDPFTRENET, AT —F R 7 —/L RIZ, AT AT CiscoUmbrella ~0D &gk %

BITTA720ODHTTP AT —HF A a— REZFEELET,

U Y e E#E, AT O Umbrella —/N—Z /R LET, THHOEFBRIZE > T, H—r3—
DIREELMNE I D, FTBUEY — =D EHENE I DT 572D AT AT

== Ta—ThENnE I NN £4, 72— F—7 2 F— RO

VAT LT

DNS Z RN SO DNS — 13— (REINTWAEE) IIBEILES, ThlstoT—

RDOYA . Umbrella H—/N—23MERZA O 13 DNS ZUR CINE 2 IS T&E 8 A,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default

Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop 0
nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status:

device-id: 010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject O

local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1
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Umbrella 4 —E 2 K1) o —ogitEgoz=421>7 |

FEMZR 71 ClL, DNScrypt #aHEHR EFEH SN D F—NRRINET,

asa (config) # show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop 0O, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 1500, drop O
dns-guard,
protocol-enforcement, drop O
nat-rewrite, count O
Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,

device-id:

010af97
Umbrella
Umbrella

Umbrella:
local-domain-bypass 10

Umbrella
Umbrella
Umbrella
Umbrella
Umbrella
Umbrella
Umbrella

count 3

abf89%abc3, retry O
ipv4 resolver: 208.67.220.220
ipv6 resolver: 2620:119:53::53
bypass 0, req inject 6 - sent 6, res recv 6 - inject 6

app-id fail, count O

flow alloc fail, count O
block alloc fail, count 0
client flow expired, count O
server flow expired, count O
request drop, count O
response drop, count O

DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6

DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt

DNScrypt:

240B:11B7:

48DD:E6D3:

DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
Last Suc
Magic DN
Query Ma
Start Ti
End Time
Server P
ADO2:FAC
Client S
C058:D06
Client P

length error, count O

add padding error, count O

encryption error, count 0

magic mismatch error, count 0

disabled, count 0

flow error, count 0

nonce error, count O

Certificate Update: completion 1, failure 1
Receive internal drop count 0O

Receive on wrong channel drop count 0

Receive cannot queue drop count O

No memory to create channel count 0

Send no output interface count 1

Send open channel failed count 0

Send no handle count 0O

Send dupb failure count 0

Create cert update no memory count O

Store cert no memory count 0

Certificate invalid length count 0

Certificate invalid magic count 0

Certificate invalid major version count O
Certificate invalid minor version count O
Certificate invalid signature count O

cessful: 01:42:29 UTC May 2 2018, Last Failed: None
SC, Major Version 0x0001, Minor Version 0x0000,
gic 0x714e7a696d657555, Serial Number 1517943461,
me 1517943461 (18:57:41 UTC Feb 6 2018)
1549479461 (18:57:41 UTC Feb 6 2019)

ublic Key
0:6285:1E88:6EAA:44E7:AES5B:AD2F:921F:9577:514D:E226:D552:6836
ecret Key Hash
3:1098:C6B4:BA6F:D8AT7:FO0F8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE
ublic key

6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7TEC:A0B6:1A58
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. Umbrella @ syslog A v £t—CDE=2 Y25

NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog A v &—TDE=Z21 Y
K@ Umbrella BIHE D syslog A v — T % E=F—TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella h—/3—~DLb— "PFIETHZ &, BEOHIA v Z—T = A4 ARFRINE
FICHERE L TV D Z & 2 L T 728V, £72, DNScrypt HICERE S AT AR F— 23
ELWZ & BFER L TL &V, Cisco Umbrella 7> 58 LW — 2 B5T 2 LERA L S
BaEndH Y E7,

« [%ASA-3-339002: Umbrella device registration failed with error code error_code. |
FxrT— a—RFOWNEIT, koEEH TT,

2400 : EROEXFE T2 o T o VICHERH Y 3, b—2 UNETI D50, B
LTWABAREENRHY £, F—2 v Umbrella® v 2R — RO h—27 & —F L
TWAZ EEMRLTLSTESN,

©401 : API F—7 VBRI TWER AL, P77 VEFRTE L TLZ XV, Umbrella
KoL alm—RO =7 EB/HTH5581E, LTHLWE—7 U ZFHL TS
AN

© 409 : TNA A ID BRIOHME & BEE L TWET, MEORNEIZ DOV T Umbrella & #
FITHER L TL 72 &y,

500 : N —— =T —, BEONEIZ-DOUVT Umbrella HEZ TR L T2
AN
+ [%ASA-6-339003: Umbrella device registration was successful. |
+ [%ASA-3-339004: Umbrella device registration failed due to missing token.

Cisco Umbrella 2>% API b—72 > ZHif5 L, Umbrella ® 7 10— N)LERE CTRET 5 LEN
HYFET,

+ [%ASA-3-339005: Umbrella device registration failed after number retries. |
syslog 339002 A v E— TV EER L, BIETHMNEOH LT —%RELET,
« [%ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect. |

DA yE—UiE, VAT APEELERIEEL TWAZ EE2RLET, TDD, L
IIEH D A,

+ [%ASA-3-339007: Umbrella resolver IP_addressis unresponsive and fail-close mode used, starting
probe to resolver. |

Trx—)L s —X ET— REEHA L TWAS72%H, Umbrella DNS —X—NF 2 T 4 TR
% FE T DNS ERIZHT DI0E TG TE FH A, RENRERL2WESIL, AT L0
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Cisco Umbrella Connector 0 /& FE .

5 Umbrella v —"—~D/)b— b DMFEETDH 2 L, BLXOT 7B RFHI#IRY o —THh—s3—
~DDNS b7 74 v I DRHFAINTNDAZ EEERLTITEEN,

Cisco Umbrella Connector O & &

TS5y b TH—
L)Y—=R Bt

HaE

iy

Cisco Umbrella 7" — k, 9.10(1) Cisco Umbrella TEZSINTWDL =X —F T4 X &Fa Y
T4 R v—Fa——EICEH TX 5 X 912 DNS #xk &
Cisco Umbrella ~U A L7 s 5 X IIT A ABRETE
F7, FQDNIZEDSWTHERH AT AT LT 7y 7 TEET,
F721%, Bk L FQDN O #5413 Cisco Umbrella f > 7 VU ¥ =
Yh el —H—%U XA L7 RLTURL 7 4 L4V
V7 HFELTTE £, Umbrella D% EIL, DNSA v A7 L g
VARV EENTVET,

umbrella, umbrella-global, token, public-key, timeout edns,
dnscrypt. show service-policy inspect dns detail D4 =<2
R2ONBINEZIIERESINE LT,

Cisco Umbrella @ 384L; 9.12(1) Cisco Umbrella Z /NA /RATAMENRNH DT —)V KA A U4
FRHETEDLICRDELE, ZNHD RAA D DNS
sKiZ. Umbrella % ALFEH4" DNS U — R —|CEBEEE SNV E T,
F 72, DNS ZROMERIZAE T2 Umbrella %—/3— L FEE T
X519 FELS, X512, Unbrella— "— 2 T
RWEEATE, DNS ERN T 1 v 7 &K 912, Umbrella
AR gy R =T =)L =T UCERETH
EMTEZET,

local-domain-bypass, resolver, umbrellafail-open % =~ >
R2ONBINEZIIERESINE LT,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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