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B racornosm

ATFYT3 ASADEXF2UT 4 N —TZBMNMLET, (BEXa2VT 4 ZA—F1L, Fa—LThHY,
ASA ICEATIZH Y FHA) .

ISE (%, # 7 % L T [Security Groups] Tx=> b U Z{ERk L £ 7,

AT w74 [Security Group Access] fHI T, ASA DT NAAID VLT vy VEBLUORAT— REHEL
£

PAC 7 71 LD HERX

PAC 7 7 A V&S BI21E, WOFIEEFEITLET,

B

GE)  PAC 7 7 A VICiE, ASA BIWISE NZF D THRAT S RADIUS T ¥ 7o g v wp#T
XHEFEF—DEENTWET, 207D, BT IO —Z2ZRIZASAIHRIFEL TS ZEW,

FIE

ATy F1 ISElcu s 4 LET,

AT 72 [Administration] > [Network Resources] > [Network Devices] & 3R L 9,

RTFYTI TNRALADY A RNPE ASA BRI L £,

AT v 74 [Security Group Access (SGA)] C. [Generate PAC] %27 U v 7 L ¥ 7,

RATYT5 PAC 7 7 A VERFALT 2121E, "RAV—=FEZ AN LET,
PAC 7 7 A WaBG AL T D12 DIC AT /AT — R (FRE35F—) X, 74 2 7 L
T XNO—E LTISE TRE LT/ AY— R LZBRd Y £ A,

ISEIZPAC 7 7 A VEAEKLET, ASAIL, 77 v =, E7ZIXTFTP, FTP, HTTP, HTTPS,
SMBZNWLTYE—F V==L PAC 7 7 ANV EA L R—+T&FET, PACT7 7 AV
WX, A VAR —=FEHICASA 77 v ¥ 2B I TWAXLEETH Y FHA) |

Cisco TrustSec D1 F54 >

Z Z T, Cisco TrustSec i €9 2 AR T DUEDH DT A R T A B L OHIRFIHEIZ
DWTHHLET,

Jx—I)LA—i—

T ITFATITITF A TBEOT I TF 4 TIAZ N, AT 4 Fal—a Dl T
ASADEFX2 VT 4 TN—TR=ZADRY —EFHETEET,

. ASA § & U Cisco TrustSec
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Cisco TrustSec DA K51 > .

CASANT = — VI —N—FEDO—HTHDHE. 774~V ASAT /SA AIZPAC T 71
WA VR— b TEULERHYET, F72. TT7A4~) TS ATRET — 22T HT 5
VELH D F9,

cASA X, N T_AFE VT 4 (HA) FICERESINZISE tBlETx$£9,

« ASA CITHEHEDISEY —N"—ZRETEET, HAOT——NEZERROLE., 7l &
X2 ZBLUBEOY — =t e A E T, 2E L, — 33— U X K23 Cisco TrustSec B
BF—20—fE LAy ra— RENEHEE, TOU R MIERINET,

CISEmH AT a— RENTZPAC 7 7 A V73 ASA THIREIN & 720 . ASA DNEHFT Sz
X2 VT4 IN—T T—TNE X7 ru— RTERVWEE, ASARNEHSNEZT—7
NEXyra— RTLHET, REICFVya—Ranlexa 70 IA—7F7—T )
WCESWTEX2 )T 0 RY v—%w@H Lt £,

DS5R%E

CASANT T AKX Y U ITHERO—ETH HEE, filill==> MIPAC 7 7 A /L&A R —
FNT2AUERHD ET,

*ASAY T ALY Y THERO—HTH LA, filfflz=y b CRET — 2 2 8T 5 0%
NV ET,

IPv6

ASA 1L, IPv6 & IPV6 %Ity hU—2 T34 ZHIZSXP #HAR— b LET, AAA I —/3—
IXIPv4 7 FLRAZFERHTOLERNH Y 7,

LAY 2SGT A >R a3y

WA B —T A A, T B —T A A, TLEA L H—7 A A, EtherChannel A
VH—=T A A, BIORTOLYER—FEINFET,

B LA —T oA AF IR —T 24 A2 (BVI 2 E) TiIZYR—FEnFEH
}\/o

¢ SAP XA =— 3 VB XU MACsec 2 L7 V7B B{Lid AR — b &N TV ER
}\/0

o 7 x—)LF—N— YT R—FINFEHA,
« VT ALK v T AR— FINFER A,

«SGT AEFEEINTH, ASAIFEFO 7 o —2FH0E L8 A, LAETO SGT IZHSWTHT
PNTERY —IZBTDWREN, 7u—DTA 7V A I ITbizo Tl ST £,
7277 L. ASA L, 737w RRLETO SGT IZESWTHEIN- 7 e —IZ/B LTV ThH,
SGT OEHENEZ 137 v MZHEBICKBETE £7,

s Firepower 1010 A A v FHR— F B L VLAN A VX —T7 = A A, LA ¥2&Fx=VUT 4
TN—T" BT ARV arzhiR—rLTHEREA,

ASA £ & U Cisco TrustSec .



ASA # & U Cisco TrustSec |
. Cisco TrustSec D HA K54 >

ZOMDHA FS 4 >

e ASA I, SXP S—T 3 v 3 K= K LTWET, ASA IE. &F SF747 SXP RS F v b
U= FALADSXP A=V a v EFRAvE— R LET,

e ASAIZX. Cisco TrustSec (CTS) BREETFT —Z OIWA[ZEHE (CoA) ZHR—FLTWWEFA,

« SXP X A ~—DHIRNYUINT- L XX 2 VT 4 INV—T T—TNERHTH LD
ICASAZRECTEET, ¥Xa2 VT4 V=T T—TMIA T~ R THE U a—F
TEXET, ASADEXF2UT 4 F—F T—TUNISENSEHEISNIZHEE., ZOLEHE
DL X2 VT 0 AU —ICKBESNET,

e Cisco TrustSec I, > 7N arTHFAF T—FKRBLOALF a0 TFAF — K (&
AT A aTXA R ET— F&2R<) T Smart Call Home #$EZ VR — s L TW\WET,

e ASA |, Hi— Cisco TrustSec KA A > TCOLFAIEHT AL IICHETEET,

cASA L. TRAADSCTLD~V YL TDAETF 47 a7 4 FXal—a v
AR—FLTWWEHRA,

e NATIXSXP XA v —VTHR—FENETA,

cSXPIEFR Yy NU—I DL T —AA L N RA L MZIP-SGT v B 7 a2 Bl LT,
TIEAVLAY AL v TFNTUTH—AA L N KA FERRDNAT RAAL ITEL
TWDHA, 7Ty 7e— KT 5IP-SGT~ v SN TH Y . FIT77 /31 A% 5 IP-SGT
Yy BT TR ARBEN AN R EGED ZLILTEEE A, FORERE, ASA
FFEATT A ACEX 2T 0 Z—TRbExF 2 VT 4 RV —2@WHATEEEA,

o SXP I T A ASAICT 7 4L b NATU— RERET A, T/ AT— R
ALZ2WESICLET, 7L, BEA/SAT— NI SXP BT TR —bhanEtd
Mo BREZSNIZT 74V h SXP/RAT—RIFEARy hT—7 2K T—ELTVWDHHLE
DDV ET, PHEEA AT —RERET DL, HERNKITDREERH Y | EEX v
t—UNERENET, TIAN I RAT—REMHAL TR Z%E L THHRESNTY
WG E . ERIZSAT— R L TR 2k LI-5A R T TT,

* ASA % SXP EEHEFZIIZEE. HOWIZFOM L L TRETEET, 7272 L. SXP
BHGONL—T1X, T RZET ~OMGFROER N H D56, 12137 3 ART A
ADHEF AN SN2 T == O THLIHGEICRELET, (ASAIL, T—F% &
B—=DT I A LATYNEDY VY —ADIP-SGT~ v B &8 TcxE£9, ASAIL. =
NEDOETHFT AN =5 TN, AT H2LERH L5508 HY £9) . SXP
Begi—FI2 Lo T, SXP A v B —VHREDO T LAWEENEAT S A REMENH Y £
T, ASA PEEEBLOZEE L LTHESNTWDEA, SXP #i/L—7 034 L,
SXP 75— X NEWNCZE DT —H B RE LT TRESNDLAREENH Y 7,
cASADR—HVIPT FLAZERTIHHAIT., TXTOSXPETTET UA MREHS

NTWNDZEEWRTINENDY ET, IHIZ, SXPETNEDIP T RLAEEFET
HEAIT, BENASAIIKBEIN TS Z 2R TAHILENRD D 9,

cHEIPAC 77 AL 7RV a = 3R —FENEHA, ASA EHEIL, ISE FH A
VHE—T 2 A ADPAC 77 A NEERL, TN%& ASAICA VA= T HHLERHD F
T,
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Cisco TrustSec &#i& 9 7= D ASA DERFE .

PAC 7 7 A WIZITHHIRR H O 97, BIFED PAC 7 7 A VS HAREIALIZ 72 2 Bl 5T
SENTZPAC 77 ANEAHR— T HZHERHY T, THLARNE, ASA FBREET —
ZDOEFERETEEEA, ISENBA 70— RKEN7ZPAC 7 7 A /LA ASA THIRY)
NERY, ASARER SNzt X2 VT 4 IN—TF T—TNEX T ra— RTXW
By ASAREH SINT—T N EX D a— RT5FET, KBV e— a3kt
Fa2VT 4 IN—T T—=TMIESNWTEF2 VT 0 RN o—2@EHA LT £9,

X2 VT 0 ZV—7WNISE TER I (BARTEE, HIBRZRE) HE. ASA X, £BF
EnteXa T4 IA—TICBEMTONTESCT £t Xa VT4 VT4 %55
DASAEX2 VT 4 RV —DAT—XRAEERB LERA, EL, ASAIX, ZNLHD
X2 VT4 R —DEFINTZZ L ERT syslog A vE—T&AKLET,

NN F Xy AN XA FILISELO TIEHAR—FINTWHERA,

SXP #5813, IROBNZART I H1Z, ASAIC L > THAEER SN2 >0 SXP 7 [ TH)
HIKIRRED E £ & 720 5,

(SXP peer A) - - - - (ASA) - - - (SXP peer B)

L7223 - T, Cisco TrustSec EHAT DL I IZASA ZRETHHAIT. SXPEHREZHRET
572012, ASA T, no-NAT, no-SEQ-RAND, MDS5-AUTHENTICATION TCP 4+~ = o
A X—T AT DMENH Y 3, SXP BT H D SXP AR— ~ TCP 64999 56 CTD k&
T4 7K L CTCPARIE NS A RA R —%ER L4, £ LT, @R ¥ —7 =
ARIZRY) o—m@ALET,

7ol ziX, Roa<wr Ry MI, TCPIRIENA RARY 2 —0D ASA DFRTEHFIEEZRL
Tb\i*ﬂ

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-1list SXP-MD5-ACL

policy-map type inspect dns preset dns_map
parameters
message-length maximum 512
policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global

Cisco TrustSec L& 9 57-60D ASA DELTE

Cisco TrustSec & #HAT D L IIC ASA ZRETHITIE, ROZXZ A7 #FEITLET,

ASA £ & U Cisco TrustSec .
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B

. Cisco TrustSec &L #i5 3 51=H®D AAA H—/\—DEKTE

15D HHEIIC
Cisco TrustSec & #EHT5 & 912 ASA R ET DA, ISE TRD X A7 & FATT HMERH
nET,
* ISE ~D ASA DXk
< ISETOEF =2V T 4 Z—T DMK
(10 ~—)

(9 =)
(9 =)

* PAC 7 7 A VDAL

Fig
AT w1 Cisco TrustSec AT H7-8DD AAA — —DKE (14 2—2)
ZAFv T2 PACT7ANDALFE—F (16 2—3)
AT w73 Security Exchange Protocol D% E (18 ~<—)
TOX AT TIE, SXPDF 7 AN MEEENZ L, BELET,
ATFw T4 SXPEFEOEYT OBM (20 =2—7)
ATv TS BET—ZOEH (21 2—)
PVEWSE L TCINEFEITLTLEEN,
ATYT6 X274 R —0RE (223—)
RTFYT1 LA¥2E8Xa)T 4 IN—TDEXT LRI arDOHRE (24 2—2)
_n|—l—|
axX A

BT HT-60D AAA H—/N\—D
B LEd, ASATISE &

IZ. Cisco TrustSec ® AAA V— _X—ZHET 2 IFIEICONT
. ROFNEZEFITLET,

Cisco TrustSec
RET HITIE

-

WETLEIIZ

IR B

« BRSOV —R— F L —T 1%, RADIUS 7 & ha V&4 25 L 9ICRETHALENDH D
¥4, ASA IZFE RADIUS Y —"— F)L—T % BIN4 5 &, BREFKKL £,

o ISE & o — P —ZBFRIC T 284813, ISEIC ASA 28 L7 & =IZISE CTA LzdhF

ﬂM%W%LiTo:®%$_OPTM ISE BHFIZHWADLE T a0,

AAA r—R— T —T %

Fg
ISE — "—LEBIET 5 K 512 ASA D AAA — 33— XF

ATYT1 AAA B —R_— T —T% B L,
A—HERELET,

. ASA § & U Cisco TrustSec
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ATy T2

ATvT3

ATy T4

ATy TH

Cisco TrustSec & #i& T 57O D AAA H—/A—DEXTE .

aaa-server server-tag protocol radius

&1

ciscoasa (config)# aaa-server ISEserver protocol radius

server-tag 5 13c X, —N— I N—THEEELET,

AAA H—R_R— T —F a7 4 Xal—ary F—ReEKTLET,
exit

1 -

ciscoasa(config-aaa-server—-group) # exit

AAA Y—_—% AAA —— T —T DL LTHREL, SR MNEAOERT — X 2%
ELET,

ciscoasa(config) # aaa-server server-tag(interface-name) host server-ip

1 -

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1

interface-name 5£021%, ISE —"—DELE SN TWDL Ry N —F 4 X —T = X% 5
ELET, ZORTA=HZITH v anyETT, server-tag 515t AAA —3— JL—7
DAFITTY, server-ip 51#2i%, ISE— =D IP 7 FL A& EEL£7,

ISE $—/3—"T ASA OFBFEICHH SN D — "—EHEREL £,

key key

51

ciscoasa (config-aaa-server-host) # key myexclusivekey

key B3180%, FeK 127 LFOFEHKFTF—T7— RTY,

ISE & . —# —ZEEICfE T A4 1%, ISEIT ASA 224k L7~ & X|Z ISE CAS L7~ L H L
AN LET,

AAA F—_R—FKA P 274 Fal—Tary T—FREKTLET,

exit

1

ciscoasa (config-aaa-server-host) # exit

ASA £ & U Cisco TrustSec .
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B orcorinoqm—r

ATvT6

BREET — ¥ BUSO72 91T Cisco TrustSec IZ L » THA S D AAA ¥ — " — T L—7 %3k L
\iﬁqo

cts server-group AAA-server-group-name

51

ciscoasa(config)# cts server-group ISEserver

AAA-server-group-name 5140, A7~ 71 T server-tag 51 5UZHEE L7z AAA —3— J)L—
T DAHETTT,

B

GE)  ASA T, == TN —TD12ODA AKX ATZ1F % Cisco TrustSec FIZRETE 97,

RIZ., Cisco TrustSec & DA DT=DIZ ISE H— 3= LilfET 5 XL 512 ASA 2R IET A B2 R~
LET,

ciscoasa (config) #aaa-server ISEserver protocol radius
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1
ciscoasa (config-aaa-server-host) # key myexclusivemumblekey
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# cts server-group ISEserver

PAC 7 74 ILDA >ih—

2T PACT 7 ANEA R— T AFEICONTHALET,

58 HHEIIZ

« ASANPAC 7 7 A NVE AT D121, ISE OBk S 7= Cisco TrustSec % v h U —27 T3
A AL LTASA &7 E#éz%#%bif

«ISE TD PAC 7 7 A VDAEKRKFIZ PAC 7 7 A V&R EALT DDA I N A T —
REESGLET, ASAIZ. PACT 7 A V& A iR—F L, BT EHEICZ DAY —
RAMLELL 720 F9,

e A VR—=FTBHE, PACT 7 A /VIINVRAM IZHEEEL £9°, HAE— R TEMEL TV 5
G, T NF—N= T AT — TN I EELLLRETDHE, PACT 7 A L%
TIT 47 2=y MZAYR— T5H2 LT, Bho Y IcERINET, 1 oF—F&
N7 7 A MENVRAMIZH B 728, V7 "I =T DT v 7T L— KRR E, T34 AR
V7= T30, A7 7ANVEHA R —NTHHERHY 7,

. ASA § & U Cisco TrustSec
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pac 77 A L1 vti—

e TNRA ATHE—DPAC 77 A NVEHFHLET, BEOPAC 7 7 A VEA AR — T 5
LU DENCA VR —FENTZT 7 ANND, A VR—F LTS PAC 77 AL THEEHZ D
nWET,

* ASA L, ISETHAKSNIZPACT 7 A /LT 7 EATHLENRHY £, ASAIL, 77 v
Y=, F£7IL TFTP, FTP, HTTP, HTTPS, SMB %41 L CVUE— k #—s3—/5 PAC
TrANEA R —FTEET, (PACT7 7 AL, AR —MRIZASA 77 v =il
BLE SALCTWAMETH D FHA) .

¢« ASA DY —N— TN —TFEHBELFET,

FIE

Cisco TrustSec PAC 7 7 A V& A R — b LET,

ctsimport-pacfilepath password value

51

ciscoasa(config)# cts import-pac disk0:/xyz.pac password IDFW-pac99

value B15121%. PAC 7 7 A LV ODREBALICHE AT 2 AU — R&EBELET, Z0ONRAT— R
. TRARAIZVLT oy O—8E LTCISE TRE LI/ AT— R EFERH D A,
filepath 515%i2i%. ROF T aroWnFhnl 22 A LET,

UL E—F
« disk0 : disk0 D/ XAB IO 7 A V4
» diskl : diskl DXAB LT 7 A4 V4
eflash: 77 v v aD/RABLIVRT 7 A V4
«ftp : FTP OXZAB LT 7 A V4
e http : HTTP D XAB LT 7 A V4
« https : HTTPS O/SAB LT 7 A V4
esmb : SMB DAL N7 7 A V4

«tftp : TFTP D/ RRAB LT 7 A L4

TILF E—F
e http : HTTP D XA LT 7 A V4
« https : HTTPS DR AB LT 7 A L4
*smb : SMB O/XAB LT 7 A L4,

o tftp : TFTP D NAB L7 7 A L4

ASA £ & U Cisco TrustSec .
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. Security Exchange Protocol D% &

WIZ. PAC 77 A V% ASAICA ' R— hT 256127 LET,

ciscoasa(config)# cts import pac disk0:/pacl23.pac password hideme
PAC file successfully imported

19—

Security Exchange Protocol D E%

FIE

&

ATy T2

Cisco TrustSec % #1945 X 91T Security Exchange Protocol (SXP) Z AW L Ca%iEd 5 HH
NI ET,
15H B HIIC

Wil b 1 ODA L Z—T A A% UP/UP AT — MITHMLERHY £4, +XTDA
B —T 2 A ANKE T LIREET SXP 234 X — T /W27 > TV A A, ASA TiE, SXP 23H)
ELTW W, BDHWIELSXP A XR—T M TERND ST EERT A v =R RSN
Ft A, showrunning-config 2~ > REZ AN L TRELMERT DL, a2~ FOHITKRD A »
T—URERENET,

“WARNING: SXP configuration in process, please wait for a few moments and try again.”

ASA TSXP A X —7MZLET, SXPIZ, T 74/ T, T4 BT MIEHRESINTNE
KR

ctssxp enable
£

ciscoasa(config)# cts sxp enable

(EE, #ERRINEEA) SXPHRHDOT 7 4V hOREFEITLIP T RLAZRELET,
cts sxp default source-ip ipaddress

51

ciscoasa (config)# cts sxp default source-ip 192.168.1.100

ipaddress 5|#%1%, IPv4 £72131Pv6 7 KL A TT,
SXPEEHDOT 74NV hDOEETLIP T FLAZRETDHHAEIT, ASAREA L F¥—T (R L
FILT RLAZBEETAVLERHY ET, METLIP T FLAREESN X —T A ADT K
VA E—FLRWEEE., SXP EEFITAR L £,

. ASA § & U Cisco TrustSec
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ATvT3

ATvT4

ATy TH

Security Exchange Protocol (5% 7€ .

SXPHEEDEFILIP 7 R UANKIE SAILTHVRWGE, ASA X, route/ARP FiZE % F247 L C,
SXP ##t HHDFIEA v 2 — T = A AZHBILET, SXPHEEHDOT 7 4/ EOEFEITLIP T Kb
AL ERTIZ, ASA 23 route/ARP fR5E 2 3T L C SXP HEEDIE(EIL IP 7 KL A ZRE T
HEICTHEEHRELET,

(fEE) SXP E'7 TP TCPMDS BFEDT 7 4/ b NAT— RERELET, T 74/ KT
IE. SXP HEIZRAT — RIFEE SN THER A,
cts sxp default password [0 | 8] password
il -
ciscoasa (config)# cts sxp default password 8 IDFW-TrustSec-99
T I HINVRDONRAY — REMHT L LI SXP BT 2% € L72BA. R E LS
HANCDI, T T AN NDO/RAT— REFRELET,
NRAT—=ROEIFTESG LT E > TRR Y ET, BELRWGE. 774/ MI0IZRY
£7
c0: BFEALENTWARWNWZ U TFHF AR, RRAT— RIZIE, AS0 U FEEHIEETXE T,
«8: B LT ¥R b, NSAU—RITIE, K162 LFEEFETEET,
({E7) ASA 73 SXP B 7 W CTOH L\ SXP #2fit D% E & #1779 2 REEI IR 2 f5 & L £ 97,
ctssxp retry period timervalue
11 -

ciscoasa(config)# cts sxp retry period 60

ASAIZ, R LTRSS SN 5D £ T il A i, RIRL72307#%. BERITI2 £ T
WCHEBRITRIFE ORI L4, BHRITHIRNICIZ 0~ 64000 P DOfEEXIEE CE £, T 74V 1
X120 T3, OBZIEETHE, ASAITISXP 7~k 23R ITLET A

AT 2 A ~—I3, SXP BT T3 R LITRRDMEICHRET D L2 HERLET,

(B W2 A ~—DEEHEELET,
cts sxp reconciliation period timervalue
i

ciscoasa(config)# cts sxp reconciliation period 60

SXPETMNSXPHEGZKTTHE, ASAIFFAR— L NEF Ty FA~—%BBLET, A—IL R
By BA<=—DFEITHIZSXP ET7 RSN D &, ASAITIHRE Y A ~—%BBLET, &
12, ASA T, SXPv v BV T—H_R—XEHFH LT, IO~y 7 E2FEH LET,

L A~ —DHIEREINS L, ASAIL, SXPv Y BT F—E_R—2 % AFX ¥ LT, i
Wwy b o Y (RiEOESE Yy a ry THEEINEZZRNY) ZEBILET, ASA

ASA £ & U Cisco TrustSec .



B seizsocrosm

ATvT6

ATy 17
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X, INH0EREREIEE LTy—27 LET, &Y A ~—nNHIRYINIZ/ D &, ASA 1T,
SXP~ v BT F—HA_R=2ZNLEIE M) ZHIBRLET,

FEEHARIZIZ 1 ~ 64000 POEEZfEETEET, 7 74/ MI 120 2 TT,

(fEE) SXP BT RN SXP i 24 T LI-RRICE T b5 Lz IP-SGT ~ » B2 ZIZHI bR —
NR B A ~—5FBHELET,

cts sxp delete-hold-down period timervalue

2 A <—0DfEIL., SXP B O 553% L7~ IP-SGT ¥ » B IR S 5 £ TIREFET 5
¥ % 120 ~ 64000 D& THRELET,

&1

ciscoasa(config)# cts sxp delete-hold-down period 240

% SXP #He B HIBRA— L K X0 v XA <= —ICEff T oNnET, 20X A ~v—iF, VAT —
il SXPEEA IR s L X MY T—SET, Z O SXPEHHFE LI IP-SGT ~ v
BT CIIFHIBRENE T A, TORDVIZ, HIRE—IV R X0 XA ~—DHEZHIR
DENDETRFFSNET, ZOXA~—DOFHHRNTIND L, v~ v B I BHIBRESNE
7

(&) SXPV2 UL TF AT D ET ~DAE—h—& L THRET 2550 IPvd 7 % v Mk
ROWS ERELET,
cts sxp mapping networ k-map maximum_hosts

ETNSXPV2 LA F AT 25A, BTV 7%y B XA T 4 7 ~DSGT #HfR c& £
Hhe ASAIE, [HAXDEA RN NSNS T 4V TIZIPVET TRy b XA T 4 v T EYEETE
T (APV6 A T 4 TR SN ERA) . ZOa<r KT Y7 Ry b XA T 4 v
TNOBAERTEDRA NN T 4 v T ORKEPIEEINET,

BREITIZ0~65535 R BETEXE T, T 74/ MIOT, 7Ry b A UF 4 T WERA
MRS T 4 U TIHREES NN L EERLET,

SXP ##5tD E 7 DB

FIE

SXP Hie D BT BT H1i%, WOFIAEZETLET,

SXP B'7 ~® SXP #fi AR E L E T,

ctssxp connection peer peer_ip_address[sourcesource ip_address] password {default | none} [mode
{local | peer}] {speaker | listener}

51
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mur—20E5 ||

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default mode peer speaker

SXPHEEGHZIP 7 RLAZ LIZREINE T, H—T A ZADO_XT IO SXP EHIIHHET
=ET,

peer_ip_address31%i%. SXP BT D IPv4 £721LIPv6 7 KL ATY, BT IP7 KL R L, ASA
RIBA VI =T 2 A ANET VI EATEBRLERND Y £,

source ip_address 5 %%i%. SXP #ktD 1 —H /L IPv4d £721LIPv6 7 KL A TY, HETLIP T K
VRIZASARIEA v Z—T 2 A ALFE L THLUNERDH Y £, £ 5 ThiFhiud, #ink
L9,

SXP B DEETIP 7 KL A EREETIT, ASA 25 route/ARP #52 % E4T L T SXP ki D
fEXIP 7T RLAZRETEDLL O THZ EAHRELET,

SXP&{ \—mquf\‘ %ﬁfﬁﬁ'éfﬂk 975 %EF Ebiﬁo
o default : SXP #ft IR ESNTZT 74/ b RAU— &AL ET,
snone : SXP BEEEIZ SR T — REFH LT A,
SXP #f DE— R&EfgE L £,
elocal : B— /L SXP F A R EHHALET,
epeer : 7 SXP TNA AEHHLET,
SXP Bt T, ASA BNEEFEELIIZEEFEONTHRE L THET INERELET,
e speaker : ASA (X IP-SGT v v B> 7% 7T v 7 ARY — A T8 R THRETE E 7,

olistener : ASAIZZ T A MY — AL FRAL AMBIP-SGT v v Vo 7 aZgTE 7,
WIZ, ASA TSXP BT A#RETHHE TR LET,

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default
mode peer speaker
ciscoasa(config) # cts sxp connection peer 192.168.1.101 password default
mode peer speaker

T—2DEH

ASA L, ISEnbtEXa VT 4 FJNA—TF %7 (SGT) &7 — TN EORET — X &0
T—RFLET, ASATROX AT #FETT5HE, ASAIL, ISENLEE LI-RET — % % B#)
M) 7Ly a2 LET,

«ISE LiBET D LI AAA —_—%RELE T,
cISENBPAC 77 ANVEA L R—FLET,

ASA £ & U Cisco TrustSec .
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« Cisco TrustSec BBIE T — & ZEf51 5 7= 012 ASA THEHAT 5 AAA — — Z L — 7%
BILET,

EE . ISENDORET — 42 F#TY 7Ly vad a0 E8EIbY FHA, 2770, X2V
T4 TN—TRNISE TEREINDZZENHVET, ASAEXF=2 VT 4 IN—T FT—T LD
T—HEV Ty aTHET, THDOERITASA ITKMINERFA, TDOZH, ASA D
F—H%Y 7Ly a2 LT, ISETOEF=2lT 4 ZI—TDERENHEIIZ ASA [T S
HrolcLET,

B

GE) AT F U AREMHIZISE DR Y —REBLWPNASA TOFET—X V7L v ak AT
Va—NTHILEHRELET, ZOXICRI L —REDEELZNHT L L, EFX YT~
TN— TR NRI- SN D AREME NI RAL &, X2V T 4 R U —2NASA THIFHZ T 7 7 ¢
TleEnET,

RET — 2 28T 5123, WOFIEEZFITLET,

FIE

ISENOOBRRET— 2288, RESNTT 74V MEICHES A ~—% VY FLET,

cts refresh environment-data

1

ciscoasa(config) # cts refresh environment-data

tXxa)Tq4 R)O—DERE

Cisco TrustSec 78 U ¥ —1%, %< O ASA MEREICHAAGATe Z LN T& £9°, 3R ACL 2
HIBEE (ZDBETHYR— b2 E L TY A MENTWVWBHEEEA R <) T Cisco TrustSec % {#
AT&ET, #ERACLIZ, 1ERDFR Y hT—I R—=ZADNRFG A= L L {ilxa T4 7
N—TB & BMTEET,

cHLEACL ZRET AL, BX =2V T 4 N —TF XR—Z2DOM4A (Cisco TrustSec) (24 [
T BHL5E ACE @B 25 L T 7230,

cACL CHRTE 2 X2V T4 INV—T F T V=27 N I N—T%HRETHITECONT
X, ExX2 074 IN—T A7 b ITN—TOBRELESRL T TIEE,

el 2 T/ REAN—E, Ry NI EREEM LA =T =2 AD T T 4 v
ZFFAETIFHES LE T, Cisco TrustSec Tix, X2 V7T 4 ZA—TIZHESNWTT 7R %
I c&x 9, 72L& 21X, sample_securitygroupl 10.0.0.0 255.0.0.0 D7 7 & & Jb— /)L & AERK T

. ASA § & U Cisco TrustSec
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txay7qekys—onE ]

XFET, L BXF2 VT4 TA—T0nY T %y 10.0.008 FOEDIPT FLA&2E-T
WThl W tE2ERLET,

X2 VT 4 TA—TDLE (—_—, a—H— BEHGIT AL 2R Y) | a—H—
R—Z @M, BEORERDIP T RLAR—ADAT V=2 k (IP 7 NLA, Active Directory
F 7=/ b, BEXOFQDN) OfAADLEICHESNTEF2 VT 4 R —2RETEF
T, BExa2UT 4 TN —F A "=y A I — L Z 812 TIEL, T4 R LEFEMEE
EGHDLIENTEET, T, EX2 VT4 IN—T A NN— o FE, 2a—H— I —7
A U=y I LER A,

I, B =N TCEREINCEF 2V T4 AT V=7 N I A—T%2MEHT 5 ACL Z1EkT %
Bz R L ET,

object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name // single sg name
group-object it-admin // locally defined object-group as nested object
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
object-group security objgrp-hr-network
security-group tag 2
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers

AIOFICHRE LIZACLET 7T 4 72T 5103, 778 AITN—TFEHEEY 2T K v—
TL—AhU—J ERELET,

Z ODH

!match src hr-admin-sg-name from any network to dst host 172.23.59.53
access-list idw-acl permit ip security-group name hr-admin-sg-name any host 172.23.59.53

'match src hr-admin-sg-name from host 10.1.1.1 to dst any
access-list idfw-acl permit ip security-group name hr-admin-sg-name host 10.1.1.1 any

!match src tag 22 from any network to dst hr-servers-sg-name any network
access-list idfw-acl permit ip security-group tag 22 any security-group
name hr-servers—-sg-name any

!match src user mary from any host to dst hr-servers-sg-name any network
access-list idfw-acl permit ip user CSCO\mary any security-group
name hr-servers—-sg-name any

!match src objgrp-hr-admin from any network to dst objgrp-hr-servers any network
access-list idfw-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers any

'match src user Jack from objgrp-hr-network and ip subnet 10.1.1.0/24

! to dst objgrp-hr-servers any network

access-list idfw-acl permit ip user CSCO\Jack object-group-security
objgrp-hr-network 10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

!match src user Tom from security-group mktg any google.com
object network net-google

fgdn google.com

access-list sgacl permit ip sec name mktg any object net-google

ASA £ & U Cisco TrustSec .
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! If user Tom or object group security objgrp-hr-admin needs to be matched,

! multiple ACEs can be defined as follows:

access-list idfw-acl2 permit ip user CSCO\Tom 10.1.1.0 255.255.255.0
object-group-security objgrp-hr-servers any

access-list idfw-acl2 permit ip object-group-security objgrp-hr-admin
10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

LAN2tEXa2UT4 GIL—TDEXT ARSI VDERTE

CiscoTrustSec 1L, %y UV —7 a—HF—BLONY V—2ADEE LRIV, EX=2U T4
TN—7"%227 (SGT) LMHIN D16y hOFEZEZHVYTET, ZOIDIFX, *y hT—7
Ry THCIER I ENET, ZHICED, ASA, AL vF, L—Z 72 EDOEEDOHET A
AAT, ZOIDHFTHEASNWNTRY O—Z @A TE £7,

SGT & A —V Xy M XX T (LAY2SGT A VARV arbbfHIng) 2HRH+T5 L.
ASA TV AaMBADA —H v h 71— 7 (EtherType 0x8909) ZfEH L T, 4 —H¥ % v
MoV E—T 2 ATER2 )T 4 IA—T Z7EEZEFECTEET, ZNCED, RETD
X2 VT4 IN—T Z T T L — TEFANDALA—Y Ty b 7L —LFATEET,

ASAIE, A V2 =T 2 A AT EDFHREIESNT, BETy MTEFxF2V T 1 71—
T HTEFEANL, BESAT Yy hOEX2 VT 4 TN—T X TR L ET, ZOMREL
THILT, Xy FU—27 TS AMICBIT 5T RRA v b ID OIEE A T A o

Ry TNRAKRy T TEITTEEY, Fl2, SRy T TY—L VAR LAV 2SGT A LRy
VarEEBTEET,

WDKIZ, LAY 2SGT A »RY v a O fxeplzrLEd,
LAYV 286GTA VROV a Yy

Switch Router

q Inline Tagged @ Irline Tagged
- SGT 100 e i SGT 100
ASA
Urntagged Untagged

SGT 100 =User 1

ACL: Allow User 1
1o Access senver

1 |

Jr2Ta

U=er 1
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FERY U
ROEKT, ZOWREERELIZHEDOAN N T T 4 v 7 OFMEN DB ONTHIL
D
R1LADLSITavY
AVRA—T AR AV T4 Fal— |FTRHEDRENTY b RTDEWNRENTY b
3y
T RFEITSR0, Ny R Rr Yy T ENRD, SGT &A% IP-SGT ~ % — ¥ 1 b Hif5:
b,
cts manual =~ > RNFEITIND, SGT {23 IP-SGT ~ % — ¥ ¥ 2> LS | SGT 23 IP-SGT ~ % — ¥ ¥ 7 b BfS
LY Ry A
ctsmanual =~ > R & policy static sgt | SGT B2 policy static sgt sgt_number = | SGT fE7* policy static sgt sgt_number =
sgt_number =~ > RAM T & b FITS | v F TGS D, ~r R CTHfFENn 5,
5,
ctsmanual =~ > K & policy staticsgt | SGT fE23 X7 v DA 74 > SGT |SGT {EA policy static sgt sgt_number =
sgt_number trusted =~ > R & 6 | DEIGF SN D, ~r R TSN D,
FITEND,

B

GE) IP-SGT~F%—T ¥ & 95 IP-SGT = v V> FNRFELLWES. PRI T3 SGT i
( TRBA) 257 Tox0) ) BMEHASNET,

ROKXT, ZOKEZRELILGEOHN N7 74 v 7 OFHENLEEIZHOWTHHA L E
B

R2:BHZT49Y

AVB—DIARA0T4FXaL—3y |FEERXTYFDRTDEE

o<y RRFITINR, AT

cts manual =~ > RRITEN D, & 7fFx

ctsmanual =< > K & propagatesgt =< > KW | ¥ 7} &
W7 e bFITESND,

cts manual =~ > R & no propagate sgt 2~ | X 772 L
R2RWG & HRITS D,

WDOFT, ZOMWREZFHRTE LT=HE D to-the-box T 7 4 v 7 & from-the-box NTF 7 4 v 7 D
FHI SN HEEICOW T L7,

ASA £ & U Cisco TrustSec .
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%= 3:to-the-box =5 7 14 v ¥ & from-the-box =52 1 v

ASA # & U Cisco TrustSec |

AVB—TIA4R AV T4 F¥alL—3y

ZENTY DR TDEE

to-the-box N7 7 4 v T HDASIA v X —T = A
AT, a<y RWFEITIN20,

Ty RN Ry TEND,

to-the-box N7 7 4 v ZHDANA LV F—T = A
AT, ctsmanual 2~ RBITEN D,

N7y MIZITANGNAN, R —DiH
X2 SGT DARIRIFIT O,

ctsmanual =~ RRFITI RV, E2IE,
from-the-box N7 7 4 v IV HOW A Z2—T =
A AC, ctsmanual =~ > K& no propagate sgt
avy R EBRITIND,

BT LTy MIERESNHEDR, R —0
WA TR, SGTEN IP-SGT ¥ % — ¥
NoEE IS,

cts manual =~ > RFEITIN D, F72iE,
from-the-box N7 7 4 v 7 MO A 2 —7 =
A AT, ctsmanual 2~ > K & propagate sgt =~
VRBWEE EBFITIND,

HTfP&E Ny RINIEE END, SGT fED
IP-SGT v 3x—V ¥ b REINS,

2

GE)

AB—DT A RTDEXA) T4 IIL—TR2TD

FIE

ATy T

ATy T2

IP-SGT v % — V% & —T 5 IP-SGT ¥ v B ZREE LA WVWRES, PRI TWA SGT |
( TRBA) 253 Tox0) ) MEHENET,

RE

A B =T 2 A ATEX2 T 4 IN—T X THEBETHIZE, WOFNEEZEITLET,

AV H—T oA AFEEEL, /{2 F—Tz2Af AT T 4 Xal—arT— FREBELET,

interfaceid

i

ciscoasa(config)# interface gigabitethernet 0/0

LAY2SGTA AR v arvwAx—T7 ML, CISF#hA v X —T 2 A a7 (KXol —

vary ®—REBMBLET,

cts manual
11 -

ciscoasa(config-if)# cts manual

. ASA § & U Cisco TrustSec
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ATvT3

ATvT4

IP-S6T /i1 o7 4 v nFHEE [

AVHE =T 2 A ATOCXR2 YT 4 TN—T X TDOEHFEA F—T MV LET, ERIET 7
N RTAR—T N> TOET,

propagate sgt

51

ciscoasa(config-if-cts-manual) # propagate sgt

FETRESNZCTS V27 ICRY —Z@A L Ed,
policy static sgt sgt_number [trusted]
£

ciscoasa(config-if-cts-manual)# policy static sgt 50 trusted

static¥—7—RT, VoV ZDERE NI 74 v 7 IC#HTHSGT AR —%ELET,

sgt ¥ — U — K& osgt_number SIEUCIE, ETDDERE NT 7 4 v 7T 5 SGT HA 5 7E
LET, A7RMEOHIAIL 2 ~ 65519 TY,

trusted ¥—7U— KX, I~ RTSGT RHEESINTA LV F—T =2A ADASINTF T 4 v 7T
X, SGT # EEXL CiZWiFAnWZ ¢ &2 R LE9, T 7 4/ M untrusted T,

Wz, VA V2SGTA v ARy a v DA v =T 2 A A AX—TNVIL, A F—TxA
ANEFTEXDOEME I DEERTLHHZLET,

ciscoasa(config)# interface gi0/0

ciscoasa(config-if)# cts manual
ciscoasa(config-if-cts-manual) # propagate sgt

ciscoasa (config-if-cts-manual)# policy static sgt 50 trusted

IP-SGT /N1 > T 4 VT DFENEERTE

FIE

IP-SGT XA T 4 > 7% FETHRET DL, ROFIAEZFEITLET,

IP-SGT A VT 4 » TR FETHRELET,
ctsrole-based sgt-map {IPv4_addr[/mask] | IPv6_addr[/prefix]} sgt sgt_value
1 -

ciscoasa (config)# cts role-based sgt-map 10.2.1.2 sgt 50

ASA £ & U Cisco TrustSec .
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IPv4 F721FIPV6 R A N 7 RLAZIFETE E9, F£72, 10.100.10.024 DX H> 2% 7 x> b
TAZERIFT VT 0 v 7 RH (IPv6 DE) EEHDHET, v MNU—2 T RL A%
ETHI EHTEET, st valuex SGT HFH T, 2~ 65519 OFIFHTT,

FS TN a—TFTa2DEV R
FEDE Yy v a URFFRATEIFES SN E B, FHESN TS SGTE (X7 v RO SGT
fE, IP-SGT ¥R —T ¥ O EF L7 SGTHE, F£7213A ¥ —7 = A A TE&iE L7 policy static
sgt 2~ R CHEAF L7ZSGTHE) . BLOwEH s ctx2 T 4 J—TR—=2DEF =2
T4 R —EWRT HITIL, packet-tracer =~ R&AMHL £,

RIZ, packet-tracer =~ RO DB Z R LET, ZOWMING, X274 Z—7 4
7L IP T RUADISHT T 000 £,

ciscoasa# packet-tracer input inside tcp inline-tag 100
security-group name alpha 30 security-group tag 31 300
Mapping security-group 30:alpha to IP address 10.1.1.2.
Mapping security-group 3l:bravo to IP address 192.168.1.2.

Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....

FEED SGTHZRET 2008 9 M2 h i B3, Cisco CMD 734 » bk (EtherType 0x8909) @
I X ¥ 7 F v 35T, capturecapture-nametypeinlinetagtag =~ R&EH L E7,

WIZ. SGT EA+ETE L7=%4A @ show capture =~ > RO A2~ L £,

ciscoasa# show capture my-inside-capture

1: 11:34:42.931012 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
2: 11:34:42.931470 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply
3: 11:34:43.932553 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
4: 11.34.43.933164 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply

Cisco TrustSec 75l
RIZ, Cisco TrustSec Z 45 K 912 ASA ZRET D HEOH ZRLE T,

// Import an encrypted CTS PAC file

cts import-pac asa.pac password Cisco

// Configure ISE for environment data download
aaa-server cts-server-list protocol radius
aaa-server cts-server-list host 10.1.1.100 ciscol23
cts server-group cts-server-list

// Configure SXP peers

. ASA § & U Cisco TrustSec
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X2 T
R— bk

%274 547F > heisco TrustSec (=319 5 VPN 04—+ [

cts sxp enable
cts sxp connection peer 192.168.1.100 password default mode peer speaker
//Configure security-group based policies
object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name
group-object it-admin
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers
//Configure security group tagging plus Ethernet tagging
interface gi0/1
cts manual
propagate sgt
policy static sgt 100 trusted
cts role-based sgt-map 10.1.1.100 sgt 50

5 A 7 > kCisco TrustSec [Zx19 5 VPN O

ASAIZ. VPNE v a v DX 2T 4 TN —F2X L TEYR—FLTHET, SEAAA
P N—ZfHT L0, F2iE, v— IV 2—HF—=NVPNITNL—T KR o —DFx2 VT 4
TN—T BT HRETHIET, X2 VT FV—7 %7 (SGT) % VPNt v =z IZE
NUTHZENRTEET, IHIZ, LAV 2 A4 —Y %y MRHE T, Cisco TrustSec > A7 L%
NLTCZDX T EEMRT D2 ENTEET, AAA — 13— SGT Z AL TE WA IR,
YX2 VT4 IN—T XTI N—TR)—TCHALEY, o—h L a—F—2NFHALE
DFHrZEMmTEET,

WX, VPN 2 —H#—|Z SGT #E 0 Y4 CH-0D— 17 ut A TT,

1L =2—=%—F ISEV—"—2F0 AAA == 7L =T 2L TL)E—hT 2%
A VPN IZEERE L £77,

2. ASAISEIZ AAATESRZERLET, ZOHRICSCTREENTWIHENRH D £,
ASAIE, 22—V —D XNV b T 7 4 v 7T HIPT RLZADENY YT HITWET,

3. ASANAAATEREZEH L T2 —H—%FRiEL. PV 2ERLET,

4. ASA N AAATEHRMOOLEUS L72 SGT L E W ¥ THEADIP T FLAEZFHLT, LA Y2
~v A —PIZ SGT ZBIM L F9,

5. SGT Z#&Te 37 > 71 Cisco TrustSec %~ NV —Z NOIRDET T A ZZES N E T,
AAA V— =D EMIZ, VPN 22— —(ZE Y B THZHOD SGT NG ENTWVRNEE, ASA

W7 N—F R —DSGT #EHALET, Z—7 KU 2 —IZ SGT NEENTWARNEE
WX, 27 0x0 30 ¥ THIET,

ASA £ & U Cisco TrustSec .
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TR =LV O—HIL 2—F—~D SGT DB

G¥)

F7o, ISERRAIEHE (CoA) ZMEMLTARY —DEMIZISEZEMT 52 b TEET,

U —OmEHERET D ITEIZONTIL, VPN ORET A REZHRL T EE0,

JE—rF7EAVWPNGIIL—TR)o—HLO—A)L 2—HF—~

® SGT M:EHNN

VE—hT778®AVPN 7 L—F R —FFu—) a—P—F—EX—XTEHEIN
72— —D VPN R Y 2 —TSGT BMEEZRETDHIZIE, ROFINEEZFEITLET,

ITN—T R v—Fda—bL a—HF—HDOT 75/l s SGTIZH VY FH A,

FIE

AFYT1 VE—KrTZ7EHAVPN VL —F KUY —TSGT ZHETHITIE, ROFNEAZFEITLET,

a)

b)

ATFyT2 o—
a)

b)

IN—F R —ar74FXalb—rar T— Rl LET,
group-policy name

1 -

ciscoasa(config)# group policy Grpolicyl

IN—7 K —HOSGT Zi%E L E£7,
security-group-tag {none| value sgt}

value Zifl L CEZ V2 RETHEE. Z27132 ~ 65519 O#iH THEE T 9, SGT %
RELRWIES I none Zf8E L £7,

1 -

ciscoasa(config-group-policy# security-group-tag value 101

HI F—=E_R—=ATa—W—HD SGT #RET D21, WOFINEEZEFTLE T,
MENZIE U T, 22— —%1Ek L E 7,

username name {nopassword | passwor d password [encrypted]} [privilege priv_level]}

51 -

ciscoasa(config)# username newuser password changeme encrypted privilege 15

a—HP—Har 74 FXal—varET— REBLET,

username name attributes
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Cisco TrustSec DE=%1) >4 .

1 :

asa3 (config)# username newuser attributes
asa3 (config-username) #

¢c) —HW—HDSGT #&EL £,
security-group-tag {none| value sgt}

vaue i L TH V2R ETIHHA. 71X 2 ~ 65519 O#iHTIEETE £9., SGT #
HELALNWESIZ none ZHEELET,

&1

ciscoasa (config-username) # security-group-tag value 101

Cisco TrustSec D E=4 ) >4

Cisco TrustSec DEEHUIZHOWTIL, KD a~ L FEZZML T EE0,
« show running-config cts
« show running-config [all] ctsrole-based [sgt-map]

Zoavwr RNt 22—V —=TFEDIPSGT XA VT 4T T—TNV 2 ") 2FERLE
7,

* show cts sxp connections

Zoavy FTE, v AF ary7x2F - FMEflsns L, FEOL—Y— 37
XA D ASA O SXP HEf N EREINET,

» show conn security-group

FTANTOD SXP DT —F R R LE T,
» show cts environment-data

ASADEF =2V T 4 Z =TT =TI & END Cisco TrustSec BRI G & £R L £ 97,
* show cts sgt-map

B ARZDOIP T RLA X2 T4 INA—TF FT—T ) w35—y = b 2FRLE
TO

« show asp table cts sgt-map

Toa<wy NI, F—F RNRAEE SN TWAIPT RLRA X2 YT 0 P —TFDF—
TN =T T —BE_XR—=ZANGPT RLA X2 T4 INV—TDOF—T ) ~vv 7 T
M) ZRRLET,

« show ctspac

ASA £ & U Cisco TrustSec .
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ISE 705 ASAIZA VF— RS- PAC 7 7 A AT A EHRAF L. PAC 7 7 A LD
BRI A, F2ITIREIN D 30 HEANIC R 5 123A121E, BE R v —
NEENET,

Cisco TrustSec 0) B FE

% 4: Cisco TrustSec O [BFF

TS5y hT4—
HEER L)1) —R SR BA
Cisco TrustSec 9.0(1) Cisco TrustSec 1%, BEFO ID A A > 7 T A N T 7 F ¥ &

ETDHT 7R arybr—ATY, Xy NT—7 T3 A O
T AR E A E LTCEBY, X2 T4 T/ AY—
EAZ12ODFT Ty F 7 —b ETHAS LET, Cisco TrustSec #
RBTIX. FIT7 M Ao —W =@Ml = RARA » MEMEDOH
BEDLREEFHL T, B—A_X—ZABLOVT AT T 4T 4 —
AT A Ay ha—AERELET,

ZDVU Y —ATIE, ASA IZ Cisco TrustSec WA ENTEY., &
X2 VT4 TNA—TIZESHTHRY —n@H S FE 9, Cisco

TrustSec KAA VINOT 7t A RN —d, bARv JIIIEREL
FHA, XY hT—ZIPT7 FLATIHRL, HETBLUO%EED
TN AP — )L 2SN TUET,

ASA X, EX=2VUT 4 I N—TIZRESLZDMDZ A T DR
= (T V=g A VAT g0 ) 12k LT Cisco
TrustSec Z{EHATEET, L 2X, BRETHITIA vy T DOH
W2, BX a2 VT 4 IN—TIHESLT 7 8AR) v —% ALD 2
ENTEET,

access-list extended, ctssxp enable, ctsserver-group. ctssxp
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connection peer, ctsimport-pac, ctsrefresh environment-data,
object-group security, security-group. show running-config cts,
show running-config object-group. clear configurects, clear
configureobject-group. show ctspac, show ctsenvironment-data,
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ctsmanual, policy static sgt. propagate sgt, ctsrole-based
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show asp drop. show asp table classify, show running-config all,
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