TORAGEDATo o b+

FT7 Vs e, a7 4 X2 —a AT AEDOFEAATRERa R -3 BT
T ATAIPT RLVA, =R A7 EDRDVIZ, CiscoASA 27 4 F = L —
varTAI V=l FVEERL, HHTEET, ATV FEFHATIE, 2T 4 X2
L= a VDAV TFUARKGIZD T, 2, et 7 V=7 FELEEL, ZD
72 FPESRLTWAMOT R TOGANIIKMTELNHLTY, A7V =7 bEMFAL
RTAUE, TRIZTEET 0TI, BB U TEERED /RT A —X 2 BT T 5 MLEH
HVET, 22T XY NV —2 FTV 27 MEoTIPT FLABLIOY T2y b v &
INERINTEY, ZOT FLAEZEETIHE, ZOIPT L AZZRT HK5HEETIX
B, ATV FERBTT RLRAEZERT LI LT NRMLIETT,

ATV NOHA KTy (1 3—)

e F TVl FOFE (2—Y)

TVl FOE=HY T (18 X—Y)

ATVl FOJERE (19 R—)

IOV FDHARSAY

IPV6DHA K514
IPv6 DR — MIIFTRDHFINENE T,

1 ODXY NT—I F T2 N ITA—TDORTIPvaB L IPv6 D ) ZR{ES®
HIEMTEETN, NATIZH L TIE, IBREA T V=7 b I A—FIIMEHTEEEA,

ZOMDAA F54 2 EHIRER

ATVl hBROAT V27 b IA—TRERLF— b A=A AT 20, 4T
Yl NOARNIEA O O TRITIIXR Y £8 A, [Engineering] & W I ARTOFR > b
J—0 7=V § ZV—7& [Engineering] L WHIARIOY—ER F 7= b7
N—TEERT DA, ViR b1 oDFT V=V NI A—THOEKICHNT (£
X 12 7) ) ZBIMLT, ZOA4RTEEAEDOLDIZT L0ENHY £7, 72& I,

LA PP N |



7o ERHEOA T+ |
B ooy rom:

[Engineering_admins| & [Engineering hosts] & WO ARIZMEHT oL, A7 V=7 b7
N—TDA4FIEBEGDOEDIZ L TREBRRICT A Z ENTEET,

ATV M. X BT BEOI@H#8% N &()- {} HED T, 64 LT E TICHIIR S
NTWET, 777 ML, RXTFENPXTFREIENET,

7919 FOEE

ROFHTIE, FICT7 78R3 bu— L THEHASNLGAT V=7 b ERET D HIEIZONT
AL £

XY NT—D AT FETIL—TDEFE

X NT—07 7027 FBIOIA—F1T, IPT FLAERIEIARA MEEELET, &
NoD0A 727 b7/ 8A aryra—L URMTCHERALT, Vb= E2HELTE £,

2RI AT FDERTE
12o0%y NT—27 727 MZiFE, 1 OOFRA N, Ry NI—ZIPT7 RLA_IPT KL
ADOFH, FILmEEM KA A 4 (FQDN) # ANbZ EnTEET,

Flo, A7V MR LTNATV— L ZA X—TMITHZ L HTEET (FQDNA T V=
7 NaEBRL) o ATV =7 N NAT OFREDFEAIZ DUV TIE, Network Address Translation (NAT)
EHZEMLTLLEEN,

FIE

ATV TN A7V FEEFERALTC, Fy hU—27 A7V =7 bEAEREIIRE L £ 7 object
network object_name

51

hostname (config) # object network email-server

AT T2 ROWTNrOa<wy FEEHALT, #7927 MIT RLAZBIMLES, 7927 b &
I 512t o< FonolBRNE2EH L £,

» host {IPv4_address|IPv6_address} : B.— DR A D IPv4 721X IPv6 7 KL &, 7= & Z2IE,
10.1.1.1 F£721% 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_address|Pv4_mask|IPv6_address/IPv6_prefix} : *~v N7 —27 D7 KL X, IPv4

P7 Ry FOBE, 10.0.0.0255.00.0 D X H T, AL—ADEAIIY AT B EHDET, IPve
DA, 2001:DB8:0:CD30:/60 DL D2, T RLALT VLT 4 v I ABBE D=y | (A
NR—=272L) LLTEDET,

B 7/ eREEOA TS b


asa-922-firewall-config_chapter8.pdf#nameddest=unique_22

| 7oE2$WOFTSH b
2vro—s4Ivzo b v—JozE ||

« range start_addressend address : 7 K L A DO#ilfl, IPv4 £7-13 IPv6 O#HiPHZI5E T %
To AT ERBT VT 4 v 7 A GORNTIIZEN,

« fqdn [v4|v6] fully_qualified_domain_name : 52 4{&fifi KA A >4, DF V., www.example.com
DEIIRARARET LR % IPv4 IZHIFRT 5121 v4, IPv6 IZHIBRT 2 121X v6 28 L
3. T RLVR ZATEHEELRWEG, IPvda BMEIShET,

1 -

hostname (config-network-object)# host 10.2.2.2

ATy 73 (LE) $iZBMLE£79, desription string

XYL I—=D XTI R TIL—TDERE

X NT—7 F T2 N IA—T0F, AT v hU—7 KA b ERIBEICERD
Ry NT—=T F T2 NegGhbl ENTEEST, Xy NIV—T 4T 7 b T A—T 1%,
IPv4 & IPv6 Dli DT RLUADIRERESD A LN TXET,

7272 L, IPvd & IPVv6 DRIET A A7 V=7 b 70—, FQDN A7 V=7 EBREENTH
HATV =T N IN—T%, NATIERHT2Z L3 TEEHA,

FIE

ATV AT7V=27 "MAEBRALT, Xy NI—7 ATV N IN—T 2 ERE T ITmE L E T,
object-group network group_name

1 :

hostname (config) # object-group network admin

ATYT2 ROa<wr ROl DERITEREFERA LT, Xy NIV —27 3727 b I —F ATV =
JRETRLVRAZBIMLET, 7= FE2HIRTAI12E, a~r Fono B2 HHLF
j‘o

* network-object host {IPv4_address|IPv6_address! : .—®D AR A D IPv4 £721LIPv6 7 K L
R, To & Z1E, 10.1.1.1 ¥ 7213 2001:DB8::0DB8:800:200C:417A,

« network-object {IPv4_addressIPv4_mask | IPv6_address/IPv6_prefix} : %~ U — 7 £k
A FDOT KL R, IPvd Y7 %> bOFE, 10.0.0.0 255.0.0.0 DL 92, AX—ADEAIT
~ AV G ET, IPve DA, 2001:DB8:0:CD30::/60 DX HiZ, T RLALT LT 4 v
JAEH—Da=y F (AX=27RL) LLTEOLET,

« networ k-object object object_name : BEfF DX > N T —27 AT =7 b D4,

» group-object object_group_name : BEED Ry VU —F XA TV =7 v T A—T DA,

LA PP N |
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1 :

hostname (config-network-object-group
hostname (config-network-object-group
config-network-object-group
config-network-object-group
hostname (config-network-object-group
hostname (config-network-object-group

hostname
hostname

ATFv7T3  (EE)

il

) #
) #
) #
) #
) #
) #

A A BN L 7, description string

network-object
network-object
network-object
network-object
network-object
group-object existing-network-object-group

ToeRHEMOA TS b |

10.1.1.0 255.255.255.0
2001:db8:0:cd30::/60

host 10.1.1.1

host 2001:DB8::0DB8:800:200C:417A
object existing-object-1

SANDEBREDIPT FLAZEL Xy NT—27 T —T%2ERT5I1C1T, kDO~
KEATTLET,

hostname
hostname
hostname
hostname
hostname

config)# object-group network admins

config-protocol) # description Administrator Addresses

(
(
(config-protocol
(
(

network-object host 10.2.2.4

) #
config-protocol)# network-object host 10.2.2.78
) #

config-protocol

network-object host 10.2.2.34

WDa<vy REANLT, SEIELRHEMICHTBET DFEL—Y—Dxry NU—7 %
T2l N I NA—TERER L ET,

hostname
hostname
hostname
hostname

hostname
hostname
hostname

hostname
hostname
hostname

(config) # object-group network eng

(config-network) # network-object host
(config-network) # network-object host
(config-network) # network-object host
(config)# object-group network hr

(config-network) # network-object host
(config-network) # network-object host

(config)# object-group network finance

(config-network) # network-object host
(config-network) # network-object host

10.
10.
10.

10.
10.

10.
10.

=

NN

iy

.89
.100

FDH%, 30T RTDOINVN—THRDOEIITHKA N LET,

hostname
hostname
hostname
hostname

YB—ERX ATz hEY—ERTIL—TD

config)# object-group network admin
config-network)# group-object eng
config-network) # group-object hr

(
(
(
(

config-network)# group-object finance

A =
ax AE

P—ERFT V2l PETNA—=T T, Tr barBLOR—-bEEELET., 26047
Vxl b eT /78X arbr—n YA MTHEALT, b= E2fFELTEET,

B 7/tx4@0+rIos b
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y—ez47vzs ronz |

Y—ERATSY FOETE
P —b 2 ATV r M, B—O7a ba e a5 2 N TEET,

FIRr

ATFYTN 7= "AEFERLT, ¥—E 2 47V =7 B E7-I3#%E L E3, object service
object_name

1 -

hostname (config) # object service web

ATy T2 kOWVTNILOavwy REFERALT, 77 MY —E2ZBINMLET, 727 %
IR 2120t 2~ Fono 2R L £,

« serviceprotocol : IP 7' h VDA RTE 7 13%E B (0~255) , ip&fEETDHE. T_C
O7a haZEAshET,

» service {icmp | icmp6} [icmp-type[icmp_code]] : ICMP £ 721X ICMP X—Y a > 6 DA vk —
PR, ICMP ¥ A 7 %4 R1E 213K S (0~255) TIRETHZ LT, A7 V=7 FaZD
A=Y A TIHIRTEES ATV ay) , XA TERETHHE, TO4A4T

(1 ~255) |29 5 ICMP 22— FEEETHETE T, 72— FEHEELRVWEEIL.
FTRTOa— R ERISNET,

* service {tcp | udp | sctp} [source operator port] [destination operator port] : TCP, UDP, 7=
(3 SCTP M, #MEJT, %%k, £FTTOMGITH LT, EETHR— FERETE £7,
A= M AETEITE S THRETE £7, operator IZITRDOWNTNNEZFRETE £,

clt: /b,

sgt: K720,

ceq: FHELLY,

* neq : FEFME,

s range : fEOCUERIZRHM, ZOHFE 2T 55813, 2 o0R— MESEHEL
%4 (1 : range 100 200) .

B -

hostname (config-service-object) # service tcp destination eq http

ATw7T3 ((LE) #HZEML £, description string
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B yv—cxsr—Jome

HS—ERXRTIL—TDHEFE
1 OO —E ATV N ITNA—T120F, SEIERT T FaMEELTHET, KLEIZ
LT, 2o 2fFHTL27 ' Fa voXELB IO ER— K, BETCICMPO ¥ A 7B &
Na—RFRE2ANDZ ENTEET,

IR BRI

ZZTHHT RN — A ATV N AT EFEHAL T, TRTOY—ERAEE
TMETEE T, 72720, ASA83() LV bRNCHEMAECH ST —ER TV —T F TV =
I NDOEATEHFRETHIELTEET, 29 LIk A7 V=7 MMk, TCP/UDP/TCP-UDP
R—=hTN—7 7Zabaliir—7 BIOICMP / V—7NE&FENET, ZNHDTN—
TOarT 7 E, ICMP6 721X ICMP 22— RZ 4R — K L72WICMP 7 v —7 %Br< . —fi%
72— EA ATVl N Z—7OBET LR EICHYLET, ZRODEROF TV =
7 N L72WA L, object-service 2~ > NIZRET 571 % Cisco.com D2~ R U 77
VAT LTS EE 0,

FIE

RTYTN A7V MAEERLT, =R F TVl N I —T % ERRETITREL £,
object-group service object_name

&1

hostname (config) # object-group service general-services

ATFvT2 ROa<wry RO 1 2FHITEHAFER LT, =2 37V F I —F1CA TV =7 b
Y —EREZBIMLES, 707 FEHIBRTDICIE, a~v> FOnoBXEEHALET,

» service-object protocol : IP 7’12 h 2V DA RFTE 2 13EF S (0~255) ., ip&zfEETHE, T
NXTHOTa haVEHEnEY,

* service-object {icmp | icmp6} [icmp-type [icmp_code]] : ICMP FE 721X ICMP /X— 2 > 6 D
AvE—UHM, ICMPZ A 724 £ 72133% %5 (0~255) THRETLHIL T, A7 V=7
FNaetDRAy =V A TIHIRTEEST (FTVay) , ZATERETDHG. €0
AT (1~255) IZ6F5HICMP 22— FZAEETIHETE £d, 2— FEHEELRWE
A, TRTOa— iR ET,

* service-object {tcp | udp | tcp-udp | sctp} [source operator port] [destination operator port] :
TCP, UDP, ZDiJ;, £721E SCTP H, X570, 4ide. XL O LT, (EE
THR—MZHETEET, A— MI, AATEITE S THETE £9, operator I[ZITKRD
WFINERRETE X7,

ot : /N2 0,
egt: K420,

ceq: FELUVY,

B 7/tx4@0+rIos b
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ATvT3

* neq : FEFMAE,

y—ez sr—70zz |

s range : fEOQOCERIZRH# M, ZOHFE 2T 25513, 2 o0FR— MRS EEEL

9 (#1 : range 100 200) ,

« service-object object object_name : BEfF DY —E R 7T =7 K OA4T,

» group-object object_group_name : BEF DY —E A TP =7 b F—T DL,

1 -

hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #

service-object
service-object
service-object
service-object

ipsec

tcp destination eq domain
icmp echo

object my-service

group-object Engineering groups

(f£R) #HEEM L £, description string

1

WOFE T, TCP & UDP Ofi FOH —E 2 %[ LY —E R A7V =7 h F—FIC

BINT 57k E R LET,

hostname
hostname
hostname
hostname
hostname
hostname

config)# object-group service
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #

CommonApps

service-object
service-object
service-object
service-object
service-object

tcp destination eq ftp
tcp-udp destination eq www
tcp destination eq h323
tcp destination eqg https
udp destination eqg ntp

WOFITIE, HEDOYV— A 4T V=27 b2RILY—ERA ATV b T —TF|Z

BINT 57k E R LET,

hostname (config) # object service
hostname (config-service-object) #
hostname (config) # object service
hostname (config-service-object) #
config)# object service
config-service-object) #
hostname (config) # object-group service
hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #

hostname

(
(
(
(
(
hostname (
(
(
(
(

service eigrp

Groupl

service-object
service-object
service-object

service tcp destination eqg ssh

service tcp source range 1 1024 destination eqg https

object SSH
object EIGRP
object HTTPS
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B <709 Ex47020 rEry bI—0 4—ERF TS b TL—TORE

2YRT—OH—ERA Tz bERYNIT—OH—ERA TV
NS (o] E l—l_l
28 0IL—T7DEKFE
Xy NT—=HP—ERAF TVl hERIFRY NI =P —E R AT V2 N ZA—F Tl
M7 7V r—raraERLET, 77U r—3 a0k, DNS KAA 4  (example.com
RE) P TRy b, BEXOA T g TF e bagbtR—b (TCPROZLE) T T=
FT, LERST, Xy hT—2 =R A7V NEFIFR Y hT—2 B—E R 47
VI N IN—TEERTHLET, AMDORXY NT— TV MY —ER ATV
7 N NORARE 1 ODOF TV 7 MIRESTEXET,

JEEACL TRy U= H—ERA 4T V27 b I NA—TZ2ER LT, y—Fr~v7 (KR
Ve R= 2T 4 T TER) L TRy be——L BELOVPN 7 4 VX Tl
ATxEd, ACLTIEXRy hNY—2H—E X FT7 V=7 b (FA—FTIEIR\W) ZEEMH
TERVWILICEELTLEEY, IN—TFFT7 V=7 b2+ 51203, oA 7TV
NETN—TF TP MIBEBMTHHERD D £,

RA A DR HT 5 &, DNS AX—E U 72 k- T, B OBAtAETIC = — 3% — D DNS
FREZBEUCHRAELEZIP 7 RLARERESNET, ZHICED ., BEHOBMERCIP 7 KL A
BERARRRIZZ2 D, IO ry vhvbl— by T 7 Rary b —nA— k-
BN IE L B S nuE 4,

2y NI—Y Y—EX ATz bOHA 1Y

e Xy NI —27 —E A AT =27 MIDNS FA A 4 OHEERZED DAL, DNSA v A
R arPRETE, DNSA VAR g 3T 74V K TAR—T R >TWE
T, Xy MU= = A AT V=7 bEEHATIHAIL. B LN TIZEN,

*« DNS 2 X—E > 7%, UDPDNS /X7 v h TOARFELTEH, TCP £7-21X HTTP DNS /37 v

N CIEFEITENE A, BREM KA 44TV TR, T78AVART
ATVl FEFHALRLS TH, Ry T —7 $—E R RAAL L OREIZEEIZA X —
TENET,

*DNSA VAT g R v—~< v Cdnserypt # AN T2 Z LT TE A, dnscrypt

X, Xy U= =2 A7 V=7 NTHEHIND FAAL L DIPT RLAZTET S
o DIZIE/RDNS A X — B 7 L BN S ) A, KA VOREEZFL R Y NT—
7 H—CRA ATV MIEWEREICRY BETS5T 7R arba—L b U
—HLEEA,

K124 DXy N —0 P —E R TN —THERXTEET, =L, ZOHIBIZT AT
VTFAT A4 T IFAT U DO —H ) a—F S)—F L IFINET, BRI R Y
NT—27 =R T N—FTL2, 2200 hna—Y— F—TEETE £9,

c Ry NI =7 —ERXR ITN—TONFITEHEHL THENENERALR, Xy hT—7 P—
BRI N—T DB ERT 5 L IXTEEE A,

Xy NT—I =2 F TV NEFIZTA—TBNACL THEHENTWEEAS, 47
Vxl FEHIBRLTHL, A7V =27 hORENZ VT ENEHE0 T, #7227 FEK
I, RECERINT-FFITRY FT,

B 7/tx4@0+rIos b
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g =% NS H— i [

ATVl NELIFXTN—TDdynamicxF—V— RiE, AT V=7 "RFE[TaALT 4 X2
L—3 g VRIES T, showobject HICOBFRENDH ZEZRLTWET, Z0D
XF—U— REEHERELRNTLZIN, ZHUIEIINTOT A A~ 32— v BMEH L
£7

+ Ry hT—IH—ERA AT V= bOappid av Y RiE, FEOT T Y r—vavicy
AAPEIY Y THESE | ~ 4294967295 DA TEFR L £ T, T =~ REEHERE
L/féfll\wc\‘< fiéb\o TDhawy }\‘\{i‘ EQ:%%K?\/\‘/I) 1‘7;‘?\‘_‘1‘/\\‘? %'fﬁﬁﬁ‘j—é%/ﬁl\&:{%ﬁﬁ
LET,

{ERETZ % DNS Y —/\DHERK

Iy RN =P =R F T2 NCRAAL L AERETDHE, DNSERISE N T 7 4 w7
DAX—E 7L 5 TDNS RAA VAICKHIGTHIPT RUABRIE S, TOREN T v v
VaINET, TXTODNS ER/JGEEZAX—E T TEXET,

AX—E U7 EnbH L a— RiE, A, AAAA, BIXUOIMX TF, Bk SN 7=K4 i3 fwmce o]
BERFR] (TTL) »3@M Sv. H/MEIE 2 0. mREIF 24 85T, 2zl v v
NEL bk SIS E T,

X2 VT 4 EOBEHNDS, [FHHT S DNS —"—%EHKTDHI L TDNS AX—E 7 D
FAZHIRCTEEd, BEINTWARVWDNS —/3—~®ODNS h 77 ¢ v 7 [ZEH SN, *v
N =% —bERAF TVl hOVy BT ORBIERSNETA, 7740 KT, &E
BLOFEEINTTRXTODNS h—_"—REEINET, BETELY A NEHIRT 256
DHEENRLEN /20 5,

B

GE)  HEHERDIX, 7747 FBMERT S DNS b —N"—ZEHTE LoV —"—L LTEETLHZ

FIE

ATy

k ‘(“TO

48 HREIIC

DNS AX—VE U7X, T 74/ FTHDI/R > TUVD DNS A U ART ¥ a3 VEFL TV E
G, DNSA AT g URNERT R > THDRNWZ L 2R LT EW, £7-, DSNAX—
v 7 d dnscrypt BERE & BEHUER 722, DNSA VAR Vg vV R v— vy TED 2
~ U REAEDT LN TL &N,

showdnstrusted-sourcedetail =~ > R&fH LT, T—F A ZF 7 ra— RENTWAHELE
DEBETEAIV—N—FHEEL, 2y NUV—I V=R F T2 h RAAL L OfFEIIAEH
L\i‘a_c

LA PP N |
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B =uc=zonsv— oM

ATy T2

ATvT3

ATvT4

ATy TH

mmp7i47ywﬁ%ﬂ%itivv%%
 BIEORELEES

F 7 4L N TlE. DNS 7 —FTHES T % D,
LU CTHER SN DNS b — =2 L F T, ZDavr R
Twé%~ﬂ~ﬁ%réhi¢o

51 -

ciscoasa# show dns trusted-source detail

DNS Trusted Source enabled for DHCP Server Configured
DNS Trusted Source enabled for DHCP Client Learned
DNS Trusted Source enabled for DHCP Relay Learned
DNS Trusted Source enabled for DNS Server Configured
DNS Trusted Source not enabled for Trust-any
DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)
DNS Server Configured: 10.163.47.11: management : N/A
DNS Server Configured: 10.37.137.85: management : N/A
DNS Server Configured: 10.37.142.73: management : N/A
Data-Path DNS Trusted Source (count 3): <ip>/<refcnt>; Trust-any disabled

10.37.142.73/1
10.37.137.85/1
10.163.47.11/1

(A7 a ) ARICRESNTZEFTE 5 DNS — =% BN E 72 13HI Bk
dnstrusted-sourceip_list
ip listid, B TEADNS H—"—DIPT FLADAL—ZAXYIY Y X T, IPvd7 KL

ZETPV6 T RLURAERRK12ETY A RTEET, T3TDDNS b—_"—%2FD L5551
any ZHRELE T, V—"—ZHIRT DL, Z0a~vr KonoBEXNE2HEHLE9,

(A7 ar) DNS b= N—T N —TTRESNI—N—ZFGEHTLNE I pEefEELE
j—o

dnstrusted-sour ce configured-servers

BRE A — 3—IZ1E, DNS 7 —T F 7T r—

NEENET, 2O T a i, T7404 NCHEYTT,
a<w RO no B2 HHLET,

PRLUEJ.

DA A= v RCHRE SRS
ZOavy REENIT DT

FA7Tvay) TRAAL L H—T 24 ATEITISNTWLDHCP Y — =2 LTT KL &
BWET D7 T4 7T D DHCP 7' — VIR E I LTV D DNS = R—%(EHHT 21 E H 0
FHELET,

dnstrusted-source dhcp-pools

ZhvbiTdhepddns 2~ > RCRESN TS —N—=TH L7, IPVADHIZRD £9, Z
DA T a NI, TIANNTEYS T, Zoa~vy REESCT AT, 2~ RO nofE
KEFEHLET,

(#7>a>) DHCP 7 A4 7> r& DHCP ——HDOAX =7 JL— X vk —IC
Lo THEEINZY— =N, G TEDLDNSY— =L BRI NdNEINERELET,
dnstrusted-source dhcp-relay
IOF T ait, FIANNTEYTY, ZOa~vy REENCTAHIZE, =22 RO no
FEREHEHLET,

B 7/tx4@0+rIos b
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ATvT6

v ro—s 94—z +75z4 oz |

(A7 ay) DHCPZ 747 s & DHCPH—NR—[DAX - T A= Lo TE
BEINFZ—R_"—RN, FEHTEXSLEDNS F— =L AR EINE2NEINEHRELET,

dnstrusted-sour ce dhcp-client

OF T arix, DHCP 7 A4 7 b EEALTIP 7 RLAZEFT 5T /34 AA VX —
T ANSEE LTS RAS T L CHEA v & — 7 = A AODHCP #— _"—%HETH LD
\Z dhepd auto_config =~ > RERRET HHBICHEHINE T, ZOF T avid, 7744
NCHEZTYT, Zoa<y FREEHITHIZE,. a~r FonEXEHERAL £,

F2YRIT—=OH—EXRFTTOxI FDOETE

FIE

ATy T

ATy T2

Fy NT—=7 =R F TV bClE, B—DT7 7V r—varvaERLET, £, ¥
T3y MEERL K U —IIZIZIDNS RAAL A OWNTNNZ K-> TT 7Y r— 3 O
FEHFELET, VEIUSUT, YR bhalbiR—1 28D, 77V 75— a VO&KFAZED
ADET,

Ry NI—=I =X AT V=7 ME, Xy NV—=7 Y —ERITN—FFTP=7 FTDH
fEcEEd, 77U A b= Y (ACE) THy FV—2 $—ERA A7 V=7 |
REHEEHT 5 2L TEEEA,

FTV 2 NAEHEHLT, Xy NIV—7 =X 3TV =7 NERETITRELET,
object networ k-service object_name

AR K128 LF T, AR—REEDDHENTEET, AX—REHFOILAE, 4z
B A CHTOMLERD D 7,

{1

ciscoasa (config) # object network-service webex

KOWNTNILOa~w REMFERH LT, 199U EOT7 AV r— g O Adr 7y arh—r
AEF TVl MTBMLET, H2HRT 21203, Zoa<wr RonofBEXa2EHLET,
Inboa~wy NI, BEEIANTEET,

« domain domain_name [service] : fx K 253 SLFD DNS 44, Z DAL, e ER/i%
(www.example.com 72 &) F 72T A2 441 (example.com 72 &) (2325 Z &N TE &
T BHWRATOBE, TRTOYT RAL Y, SE Y ZOLHEGBT<COY—
IN— (www.example.com\ wwwl.example.com, long.server.name.example.com 7 & ) IT—E
LET, B2 —ERHLIGAIT. HOEVWARICHERV/BESINET, AL 4AITEK
DIPT R AR TE F7,

« subnet {IPv4_address|Pv4_mask| IPv6_address/IPv6_prefix} [service] : x> NT—27 DT KL
A, IPv4 7%y FOBEA . 10.0.0.0255.00.0 DL H T, AXN—ADHBAIIT AT EED

LA PP N |
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B ~ro—v9-Ex479z0rs0—TozE

F9°, IPv6 DA, 2001:DB8:0:CD30::/60 DL HIZ, TRLVALE LT 4 v 7 AZBE—0
2=y b (AX—=RARL) ELTEDET,

INbDa~y ROV —EAEARITFE U T, —ET 24802 HR$ 55812024,
P—ERAZELET, 7740 P TR, FRHRFEADIPT L ASDT N TOHERN ATV =
7 FE—BLET,

protocol [operator port]
S5 DR

e protocol 1%, tep, udp, ip 72 &, HTHEHINSG Y w ha v TE, Ymbhartol Xk
EHERT DI ? AL ET,

« (TCP/UDP ®#) operator XX DWW 0TI,
ceqlI, HELIEA—FESLELWVWR— M ERLET,
cltix, HELEAR—MESFLV/NSVVEEDOR— M2 E®RLET,
cgtid, HELEA—FEZLVREWVEREDOR— FEEKLET,
srangeld, FEE L2 DDOFR— FOMOITEEDOFR— B LET,
 (TCP/UDP ®#) port(E 1~ 65535 DAR— FESHwww RED=—F=v 7 T, =—

FE Y7 EHERT DI AL ET, @HOEEIE2 2OR— FERETLHLEND
DVET, RUIOR—FZ2EBHOR—FLD B/PIVESZIZLET,

ATv T3 (EE) &H&K200 CFCTHMHZEMLET, desription string

1

object network-service outlook365
description This defines Microsoft office365 'outlook' application.
domain outlook.office.com tcp eq 443
object network-service webex
domain webex.com tcp eq 443
object network-service partner
subnet 10.34.56.0 255.255.255.0 ip

XY NIT—H H—ER ATz H M T IL—TDEFE
Fy hT—27 $—bE R TN—FI2F, Xy NT—27 —E 2 377 FEHRMRY T
Py FERIFIRAAL VDB EEEDDLENTEET, RV V—R—=RA)V—TFT 47 Tk
Z2avire—L, BIXOVPN 74 NVEZDOT 7R arba—)L UAXA s> ) (ACE) T
Ry FT—7 =R FT V= MEITEET,
Fy NT—7 $—bE R T N—T%2FEH LT, FUFETUETILERHDLT Y r— 3
VORT ANV ETEELET, & 2E BEANAT DOV A M VPN F R TR, £V

B 7/tx4@0+rIos b
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FIE

ATy T

ATy T2

2y kI—s 4—Ex+Ivzs k su—TosE |

=Xy MIET T4 v P BRETAHT IV r— a2 EHET IR DI NVN—T%ERKTX
\iﬁqo

Py NT—J = RAFT =7 b ITNN—12, HRENZ, F7203%y hU—7 —E R F
T2l h~DBRIZESTEDDLT TV r— 3 OFITHIBIED D T A,

TN—TFEEA LT, ¥y NT—2 T V=7 N TA—F 2B EITRE LT,

obj ect-group networ k-service group_name

AHNTR K128 LT T, AR—AEEODHLIENTEET, AXN—REEOLGE, 4Rz
HO|HF CHTMNERH Y 7,

i -

ciscoasa(config)# object-group network-service SaaS Applications

KOWPRAD a7y REFHALT, 10U LEOT 7 r—a v OBFTiL 47y ard—E
AaF 7 V=7 MOBMLUET, SBITEdlRT 21203, Zoa~vy FonoBX &R LET,
Ihboawr NI, BHEREIANTE £,

« network-serviceememberobject name : L —FIZEDBHF Y hT—7 $—E R ATV =
7 NDOARL, BENZAN—=ZANREENTWDEEIE, T O4HTA B A CHAET,

« domain domain_name [service] : i K 253 SLF D DNS 4., Z D4A4REIL. 52eEi4
(www.example.com 72 &) F 72 ITF/ AR 4T (example.com 72 &) 1T 52 &N TEE
T BSRIRARIORE, TRTOVT RAL Y, DFEVZOL4RTEETLT X TOY—
/N— (www.example.com, www].example.com, long.server.name.example.com 7 &) Z—%K
LET, BRE—EDRHL551E, RbBEWAITTERPREG SNET, FAAL AITHER
DIPT R AR TEET,

« subnet {IPv4_addressIPv4_mask | IPv6_address/|Pv6_prefix} [service] : x> hU—27 D7 KL

A, IPv4 H7 %> DA, 10.0.0.0 255.0.0.0 DL H T, ANX—ADBRAIIY AT HED
F9, IPv6 DA, 2001:DB8:0:CD30:/60 DL HIZ, 7T RLALT LT 4 v 7 RAEH—D
2=y b (A=) ELTHEHET,

Inb0awy ROY—EAMERRXFR U T, —ET D8k O#IHAZHIRT 25 /IO A,
P—ERAZHRELET, T 74/ FTIE, JRRBEHDIPT RLASNODTXCOERNAT V=
7 hE—FELET,

protocol [operator port]
5 DF

e protocol 1%, tep, udp, ip 72 &, B CTHEAINSG Y2 b2 TE, r hatdl X K
AR T DX =R LET,

« (TCP/UDP ™) operator [ZIRDWT I TT,

LA PP N |
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B o2y sr—Jowe

ceq I, HELIEARA—FEGLELWVWR— M ERLET,

cltid, BELER—FESIVNSVMEEDOR—FZERLET,
cgtid, HELEAR—FEZLYREWVEEOR—MEEKLET,
srangeld, FEELTZ2 2OFR— FOMOEBEDOFR— M2 EWHRLET,

« (TCP/UDP ®#) porti% 1~ 65535 DA — hESZHwww R ED=—F=v 7 TT, =—
T 7 HMRT DT A LET, ®HOHEIL2 2OR— FNEfRET HHLERH
DET, BYOR—F 2 2FBBOR—FLY /SN ESTICLET,

ATw T3 ((FE) K200 SCF Tl BIN L E7, description string

1

HIMIEREINTEZRY NV —V —E R F 7y NE2fEHL T, —HD SaaS 77
Vor—2a U ERELET,

object-group network-service SaaS Applications
description This group includes relevant 'Software as a Service' applications
network-service-member "outlook 365"
network-service-member webex
network-service-member box

A—AIl 1—H—FIL—TDHEF

B L7cu =)y == T N—T13 TAT T 4T 4 T7AT V4= vEFR—-bT5D
BRECHHTE T, TOINA—T%PLEACLICAND &, T2 2IET 7 B2 L— L THIE
MTEDXTRYET,

ASA (X, ActiveDirectory RKAA > a2 hr—F T/ r—VLIEHRINTWVWH—HF— F)L—
N2 T, Active Directory %—/3—(Z LDAP 7 = U # ({5 L £ 9, ASA L, ZDO I L—F
ETATUTAT A X=ADNL—VHIZA VA= LET, L, m—h 744 XShictk

X274 K v—%ffoun—h a—P— V=T, VELTE FTa—VUIERIN
TWRWAR Y FT =7 UV —=ZARASAICEV B =TT A XENTWEHHEERHY £9, n—
J 2—H— Z)—TZ1X, Active Directory 7»H A VAR — hSiLDH, RA ST —T
BLO2—W— N —T2E5D5 ENTEET, ASA L, v—H/L VL —T7 8 L Active
Directory 7 Vv —7 % & L E T,

a—W—ix, m—Hh ) 2—%— J)L—7 & Active Directory 7> H A VAR — h Iz a—H— 7
N—TIRT DI LN TEET,

ACL Ca—HY—£ta—W— I N—TZ2HEFEHATX 57D, KOBEIZZTr—/1 22—
P TN—T B ETHLENRDH Y 7,

e — T —=ER=ATEZEINTNWBE 22— —D I N—T ZEfT 5,

B 7/tx4@0+rIos b
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FIE

&

ATy T2

ATvT3

tXxal)T4q

txayss n—F 175z k S—T70%z [

*AD Y —N—TEHIN TV IR D2~ — FL—T T ¥ 7F ¥ ShApholea—
P—Fiza—F— TN —T DO N—T 52 EKT 5,

FTV =2 NAEERALC, 22—V —FT7 V=V N I A—TEERETIIRmE L £,
object-group user group_name

51

hostname (config) # object-group user admins

WDa<y RO 1 OFERFEEEFEALT, 22—V —FT7 V=7 F IA—TF|la—H—L 7
N—THEEBMLET, A7 V=7 FEHIBRT DIZIE, 2~ FOno B EZFEHLET,

« user [domain_NETBIOS name\lusername : = —%—4,, RKAA U4 F T —F—4IZA
NR=ANFENTVDLEEIE, FAA 4L a—F -2 i CTHDLERH Y £,
RAA 4121, LOCAL (R—H /b T —=F X=X TELEINTWDHa—HF—miF) | %
7213 user-identity domain domain_NetBIOS name aaa-server aaa server group tag =~ > K
THRE &4 TV 5 ActiveDirectory (AD) O KA A VA EFRETEET, AD KA A UIZE
FIN WD 2—P =BT D54, user namellid, — & TIERW a2y % % Common
Name (CN) TlE72< ., —&E D Active Directory sAMAccountName %z 5 €3 2 LB N H V) F
Fo RAALVAEIRELRWVGS. 7740 MEBSER SET, 77 4/ MElL, LOCAL
% 7213 user-identity default-domain =~ > R CEZE SN TV AHEOWTNNTT,

« user-group [domain_NETBIOS name\|username : = —#— Z)L—=7 KA A & F72137
N—T I AR=ANGENTWDEEIEL, RAAL & T NV—T %% 5| I CHTe b2
WHVET, AL/ ETN—THZ2RXE L EHO\WIZEELTIIESIN,

« group-object object_group_name : BEfFO—W— 4TV x 7 b TA—T DA4HI,
1)

hostname (config-user-object-group) # user EXAMPLE\admin
hostname (config-user-object-group) # user-group EXAMPLE\\managers
hostname (config-user-object-group) # group-object local-admins

(fEE) @M% L £9, description string

GWV—=TFITTzI b TL—TDHRE
fER L7z ex 20T 0 INV—T 4T =7 b Z—71%, Cisco TrustSec & R — 9 HHERE

THEHTEET, TOTNV—TZHRACLICAND &, T2 ZET 7 BA —/LTHEHTE
5T EF,

LA PP N |



7o eRFEOA TS+ |
B tx2v5c -4 0r—TonE

Cisco TrustSec EFAEINTND EXiE, ASAIZISENSHEX =2 T 4 JA—TOFEHRE LY
vua—RKLET, ISERXTAT>T 474 VAR Y ELTHEMEL, Cisco TrustSec & 77>
ba—Y—T AT T 4T 4 ~D~ v 7 L Cisco TrustSec ¥ 7 NP —r3— U V) — A~
D=y BT EITNET, EXa T4 V=T ACLOT b Ya = 7B LOEHIE, H
RAEHFHICISE ETITVWET,

7277l o= I A XENTEX 2V T4 R v—%2Fou—Lr X274 IN—"T%
WEELT L, 7= NUCERSNV TR R Y NU—7 UY—ZARASAICL Ve —h T4
AENTWAEARHY T, u—h X274 ZA—712%, ISENHX 7 ra— K&
N, rFANSINTEXF2 VT 4 V=T 52EOLENTEET, ASAIX, v—Hh e
ROEF2)T 4 IN—T2HELET,

ASA ETr—ntXa VT4 INA—T%2ERT DI, a— I eXa VT A7V
N IN—TEERLET, 12O =NV X2 T4 A7V N T A—FZ, 128k
DIAPENTZEF2VT 4 ATV b I N—TF3ex=2 70 IDEZFEF2Y
T ITN—=THEANDZENTEET, 2—P—F, ASA RITFELRWEHT LnEF =2V
T4 IDERIFEXF 2V T4 IN—THEERTDHZE L TEET,

ASA FTERA LT X2 VT 4 A7V 2 NI A—TF, Xy NT—=F7 VIV —=Z2~DT /%
ZOHENAERTEET, EX2 VT4 7= N IN—T%, TR T L—F0P—
EA R —D—fE L THERTEET,

O

EVb ASAICE S TARBZZ VR4 FTIE R LTI NV—F2ERT D54, FDOX VR4FIINISE T
fRREZINDET, ZOITN—THFERHT LT XTON—NANRIET 7T 0 712720 F7,

FIRE

RATFYTN A7V MAEEALT, ¥X2 074 IV—TFFT V=2 b ZN—T %R E 21 TRE
L £, object-group security group_name

1 -

hostname (config) # object-group security mktg-sg

AFYT2 kOa<wy RO 1 OFERIFEREZFEHLT, Y— A N —TF T2 N I =714
Vxl FEBMLET, ATV FEEIBRTAIZIE, avr RO noBREFEHLET,

« security-group {tag sgt_number |namesg_name} : EX = U7 1 Z—7 X7 (SGT) %=
400, #7011 005 65533 £ TOHTTH Y, IEEE 802.1X #%qE, Web ifFE, 71X
ISE 12 &5 MAC #BFE/NA 7SZ2 (MAB) #iB U CT A AZED Y TonET, EXx=V
T A4 IN—TDAANIISE ETIER S, X2 VT 0 =720 T WARTT
WATEDL LRV ET, BEX 2T 4 IN—T T—TNIZLH-T, SGTHEFX=V
T4 TN—=THI~y T INET, ARIRFZ T EARNCOWTIL, ISEORE LS
LTLEE,

B 7/tx4@0+rIos b I
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* group-object object_group name : BElF O X =2 VT 4 IN—T FT V=7 N TA—TD
ZAR

1 -

hostname (config-security-object-group) # security-group tag 1
hostname (config-security-object-group) # security-group name mgkt
hostname (config-security-object-group) # group-object local-sg

ATwT3  ((EE) #HZEML £, description string

FFfEl EnE D% TE

WPIHEIPH A7 = 7 M. BAGRERZ], TR, BXOA T v a o0 iR L= b U THERK
SNDFEDORANZERLE T, TNODOFT V=7 ME, FEOKAE £ 721 3&E PEIC IR~ —
ATT 7B AT HIZDIZACLV— AV THEHSNET, & T, BERFHRTIZ O E DY —
N=~DT TR AZHAT LT 78 A V=1V ZFlT&E 7,

B

GE)  BFREIFPHA 7 Y =7 MFEEOEMN = N 2805 2 N TE T, 1 DORFEFMAEIC
absolute i & periodic ED #7235 E STV 551X, periodic fiIE absolute D BAAGKREZ] 2 Z
B L2 RICO BT S v, absolute OFE TRFZANZ B L 722 35HM S AL EE A,

FERFIFZER L CHL T NS A~ T 7B X THIR SN ERA, ZOTFNETIE, R
FERLET, FOW%, 77E8RA 2 ha— L — LT T V=7 NEERATALERHY
ij_o

FIE

ATw 1 KRFEME A Ek L £ 7, timerange name

ATvT2 (LE) WREGEHICBRAAREZ E o3& TR (F7213m ) 28l £3,
absolute [start time date] [end time date]
BRARIZI A FRE L 722 W GG, BUEDREZINN T 7 4V F OBRMAREZNZ 720 £,

time X 24 BB (hhemm) THEEL £, 72 & 20E. A1 8 BRIL 8:00. 1% 8 BEIE 20:00 &
L/i—a—o

date I% day monthyear O THE L £7 (72 & 21X, 1January 2014)

ATvT3 (TR BoELoOMMAEBEMLET,
periodic days-of-the-week time to [days-of-the-week] time

LA PP N |
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B AoovroE=susy

rTIoz

Z

days-of-the-week [ZIZIR DIEAFEE TE £3, RADOSIHEITHER %2 | SfRE L72HEIZD R, 2
FHOBHEZHRETEAZ LIZHEHEELTIEEN,

« Monday, Tuesday, Wednesday, Thursday, Friday, Saturday., %72/% Sunday, ##]D
days-of-the-week 51#121%., BEODOHER 2 AX—ZXA CRY> THETE 7,

« daily

» weekdays

» weekend
time (3 24 RFEIZA (hhomm) THRE L &9, 7o & Z0E /PR 8 R 8:00, “F1% 8 IRfI3 20:00 &
LET,

Zoawr Pk LT, BEOMY IR UM EZHRETE £7,

1

WIZ, 2006 41 A 1 H ORI 8 FFIZHAE DTt O M 2 /r LE T, & THE
AR THLIEESNTW W=, B IIEE FELRIC 2R Y 97,

hostname (config) # time-range for2006
hostname (config-time-range) # absolute start 8:00 1 january 2006

WIZ, FHOFRT 8 R~ 6 RilZ M v IR S 2 E MM 72 R & o Fl 2= L &
ﬂ—o

hostname (config) # time-range workinghours
hostname (config-time-range) # periodic weekdays 8:00 to 18:00

OB TIE, FEEFHEOK T H 2% E L, VH ORI 4 FRi1 8 i ~/F1% 5 FHI 3% E
KIEH, AREH &I UCHREH, /KREH . £%5’1L1$&5ﬁ®%;£ﬁéﬁ
Mz mE L Ed,

asad (config)# time-range contract-A-access

asad (config-time-range) # absolute end 12:00 1 September 2025

asad (config-time-range) # periodic weekdays 08:00 to 17:00

asa4 (config-time-range) # periodic Monday Wednesday Friday 18:00 to 20:00
asad (config-time-range) # periodic Tuesday Thursday 17:30 to 18:30

cDEZ=ZZRY Y
AT PBI O N—T 2= —TFTBHI2F, kOoa~v RE AN LET,

» show access-list

B 7/tx4@0+rIos b
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vz roBE |

TIEAYANDIZY M) EFRFLET, A7V M egh=r U AT V=2 b
DaryToIIESOTHLE DT P Y ~BIERLTOET,

« show running-config object [id object_id]

BAEOTRTOF TV 27 "aForLET, d¥—U—Ra2ffifld+5L, -4 7V
7 M EARIBNCE R TE 9,

« show running-config object object_type
BEDOA T2 N ZAT Xy b= FLFP—ERAGNCERRLET,

« show running-config object-group [id group_id]

BUEDT X COAT V= b I N—T2FKRLET, idF¥—U—F2HT5L, H—
DATV =l b TN—THAAHNICRRTEET,

« show running-config object-group grp_type
BEOAT 2 N IN—T %I N—T XA T T LIZRRLET,

AT FOERE

T3vbT4—
Ls
HRER )1)—2= &5 EA
FTx b IN—T 7.0(1) ATV 2 b I—TICE 5T, ACL DA E AT T A
NfiF I ET,
object-group protocol, object-group network, object-group
service, object-groupicmp_type D4 2~ RAVE A F 721348 E
SNFE L,
ERERBIORY) v— v~ 7.2(1) AVAXRT v ay R o— <y P THEHINS EHRBB X
CRY v — =y 7PREASIE LTz, classmap typeregex =
<V R, regex 22 R, BXUmatchregex 2~ > RQE A X
NnNE L,
FRAVE /A 8.3(1) FTV 7 OV R—FINHEAINE LT,
WDa~ 2 RPNEANEIIEE SN E LT, object-network,
object-service, object-group > FU—7 _ object-group H—
B A network object, access-list extended, access-list webtype,
access-list remark,
TATVT 4T 4 7747 74— |84Q2) TATVTATATT7AT VA= NDIDD—F—FT V=

NTOL—Y—=FT =T N7
JL— 7 D

7N TN—TNEASNE L,

object-network user, user ® < RNEA S E L7z,

LA PP N |
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T3y bT4—
Is
HEEESR )1)—Xx SRER
Cisco TrustSec D7 DEF =V 8.4(2) Cisco TrustSec D= DX 2 VT 4 IN—F F T/ N7
TAITN—=T F Tl b T I— N—TREANINE LT,
7 object-network security 3 X O security =~ > R2ZVEA I E
L7,
IPv4 B LV IPV6 DIRAG T v k7 — [9.0(1) DIENE. Ry NU—2 7V =7 N I A—TFIZEENTWD
0 F Tl b IT—T DL, TXTIPVAT RLVATHDH, T XTIPV6 7 KL AT
RITIUTR D EFHATL, BETIHE, Ry MUY= AT V=
7 N TN—T0, IPv4 & IPv6 DG T DT KL ADRAE %Y
AR—hT25E2cR0ELE,
GE)
BEAT V=27 N I N—T%NATIZHEHAT S Z LT TE EH
/1/0
object-group network =~ > RMBAEH X E LT,
ICMP =— KiZX-»>TICMP FZ |9.0(1) ICMP =— RIZHEESWTICMP R 7 7 « v 7 OFF A E 2135 E
T T HTANE) T T B MTELEIITRVE L,
e
;;IEE ACL &AT7 V=7 MRHELL access-list extended, service-object. service D% =~ R
ANFERITEREINE LT,
Stream Control Transmission Protocol |9.5(2) BED SCTP R— MktT 29— XA 47227 hBIOS

(SCTP) DY —E R AT = |
DY R— bk

N—THERTE L L OIT L LT,

WDa~r RNEF S E L7z, service-object, service

B 7/tx4@0+rIos b



| 7oE2$WOFTSH b

vz roBE |

HaE

iy

T35y bT4—
Ls

)1)—x

BLL

2y NU— I —VERFT T
ce, R —R—=ZAD)V—TF 4
TERIOT 7 AGENZBT 5% >
NI —J Y —bERAFT 7 D
155

9.17(1)

Xy hNT—=0H—ERFT V=7 FEREL., TR ZHLE
TrEA =L UARCTHEALT, K r—_—2

N—T 4T N— v TBIOT 7R a he—L F
N—T7THATEET, Xy NT—I P —ERA AT V=7 b
[ZiE, IP Y7 %y B ETZIEDNS R A A U4 DOERERE .
F 7 arTru barltR— FOMEEREGENET, D
. BARICR Yy NU—0 4T V27 b —ERF TV
e LET, ZOKRICIE, G TEX% DNS h—"—%
EF LT, DNS RAA UAMRMMEE TE 55 ETLNL P T
RURZREFRICETEL LT AL EENTVET,

WO A~ RPBMEZITERE SNE LT : accesslist
extended, app-id, clear configureobject network-service, clear
configureobject-group network-service, clear dnsip-cache, clear
object, clear object-group, debugnetwork-service, description,
dnstrusted-source, domain, network-service-member
network-servicereload, object-group network-service, object
network-service, policy-routecost, set adaptive-interfacecost,
show asp table classify, show asp table network-service, show
dnstrusted-source, show dnsip-cache, show object, show
object-group. show running-config, subnet

Py NI —JP—E R T L—TD
o

9.19(1)

BERI4DFXy NTI—27 p—ER T NL—F R EETXAHLH
W20 £ L7,
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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