ERAT DHIIC

ZOFETIE, ASA OEMZBRMGT 2 FIEIC SV THB L £,

cav RIA4 A H =Tz AA (CLI) DAY —L~DT7&A (13=)
« FIPS E— ROAE (6 X—)

¢« ASDM 7 7 B ADFHE (7 ~<—3)

« ASDM D) (11 ~—2)

« ASDM {EDH A X~ A X (12 _X—)

s THHMREOT 7 40 FRE (15 %—2)

s REDOMM (31 X—)

«ASDM TOHOa~y RIA v f A =T xA AV —)LOMH (323—=)
DR EEE O (33 X—)

ARSI AA4UF—T 4R (CH) a2y —IL~
DT7IEAR

ASDM 7 7 & ZADIEAH 2R EE ., CLIZMH L TITHOBERHIBELRH Y £7,

PIWIRREZITOIIE, a2 Y — )V R— IO EECLICT Z7®ALET, Tk, FHT 7
T 2IZHE > T Telnet 721X SSHZH LT, VE—h 77 BARAEZHRETETET, VAT AN
TTICNATF avTHFAN = RTEHELTWAEAIE, a2 Y=V R—=R NIT 7k ATS
VAT LDFATANR—RIZAD £,

= )R— M L= & &2, AN WIFENREREINDIGAIE. A— FOREL
FERLTLZEW, RENELWEAIE, RURELZHEALTHOT S, ATEDr —T V%
HKLUET, F—7MCRIENRRWVESIL. 3 Y — L R— hON— R = 7 2 A35H$ 5 BN
BHAFREMENRH Y T, BOU—7 25— 3 U COBEEZRLL 2 EHRFL TN,

\)

CE)  ASARBEDar Y — T 7 BAIONTIL, ASAIRBB DI A v 7 AX— A KRBT
<TZ&EW,

IRy |
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B sps0=sy—n~n7sez

ISA3000 0> —I)L~ADT7 7R

FIE

ATy T

ATy T2

ATvT3

ATvT4

TTIAT A ay)—)UIZT 7 2T 5I120%, IROFNEIZHEVE T,

fHEOay ) — L r—T e EA L Carta—XEay Y —LR— MIEELET, ¥—
I ER a2 LS B EREE 9600 R —, T4 By b8, ANUT 4L, AbyT Bk
. Zo—flf2 LICREL T, vy — VIR LET,

=)L =T ILDOFEIC OV TIZ, ASADNN—RU =T HA REBRLTLI &N,

Enter F—%2M LT, ROTa 7T " RERINDZEEZHRLET,

ciscoasa>

Io7urF hE, 2—P—EXECE— FTIERLTWH I L &R L £, 22— — EXEC
F— FCIE, BEARa<wr ROLEFHATXES,

Hi#HE EXEC E— RNIZT7 78 A LE7,

enable

enable 2~ REERVICAN L L X0, RAT—REEFTL LI ITRkROLNET,

Bl -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x%

Repeat Password: ****x*xx*

ciscoasa#

RELSNDT R TOa~vy R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—TaryET—RIABRZLELTEET,

FHET— FAKTI 51213, disablea~> B, exit 2~ K, Fidquit 2~ REASL
£

Ja—)ar7 4 Xal—yary B—RIT7EBALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #

| e



RS

Firepower 100045 & U Cisco Secure Firewall 1200/3100/4200 2 > —JLIC7 7 £ X ¥ % .

Ja—r\)ar7 4 Xal— g T— RnL5ASADOREERKBTCEET, Fa—L o
T4 F¥al—aryE®—REETTHI0I, exita~v R, quita~v> R, £idenda~v
NEATTLET,

Firepower 10003 & U Cisco Secure Firewall 1200/3100/4200 O > ) —)LIZ

TIO1€RT %

FIE

ATy T

ATy T2

Firepower 100033 & T} Cisco Secure Firewall 1200/3100/4200 == > —/L7R— R ZfEH L T, ASA
CLICHEE LET, ASACLING, FT 7y a—T 4 7 DI=bIT Telnet Z £ L T FXOS
CLIIZHSECE £,

BHoaL Y a—FEarY—LiR— MR LET, SHEHAOFRL—F 4 VTV AT AT
BTNV RIANRELTA A =L LTI, ROV Y TLREERFEHALET,

* 9600 7R —
P8 T4 By R
NUT a2l
1ALy ZT EY
ASACLIIZHERE LE T, T 74V RTIE, v Y — AT 7 BRACLERa2—F— 7 LTy
MIH Y EH A,
M EXEC E— RIZT7 7 BALET,
enable
enable 2~ RERUICAST LimL X0, RAU—REEFET A LI IRODLNET,
i :

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x***xx*

Repeat Password: *****x*

ciscoasa#

ASATHRELT-A F—T N2 T — KL, FXOSBEED 2 —H — AT —RFTHLH Y. ASA
ORI LA 13. FXOS 7 = — /Lt —7 F— NIZBIT L E T,

BELSNDT R TOavwr NiE, BHEEXECE— RTHEHATEX 4, HHEEXECE— R b =
V7 4F¥al—varyEF—KRIALZLELTEET,
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S EDASA TV Y—LADT IR

g EXEC B— R&#& T4 5121, disable, exit, £721X quit 2~ KE AL £,

Ju—r\) a7 4 Fal—ary EB—RNIT77EBALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #

Ja—r\) a7 4 Xal— g ET—RNnE5ASADOREXFBTCEET, Fa—UL oy
TA4Xal—vary T—REKRTTHITE, exit, quit, £72iTend a2~ REANLET,

({£E) FXOSCLIIZHE L E 1.

connect fxos [admin]

sadmin : FHEF LNV OT 72 AZERLET, 2O T arERELRVE, 2—F—
DT 7k 2T AROERT 7 Ak £, EHEET—RFThHoThH, 274
Fal—vagy avry RIMEATERWI LIZEELTLEEN,

=P —[FI7 LTy VDA ERDENFEE A, BIED ASA 2 —HF—4£ 73 FXOS IZJE S
NAHZD, BMOow 7 A 38 H D T8 A, ASACLIIZE DL, exit & AT 20,
Ctrl+Shift+6 Z# L. x & A LE7,

FXOS N T, scopesecurity/show audit-logs 2~ > R&EH L C2—Y—T 27T 4 T 4 &%
RTEET,

51

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

Firepower 4100/9300 v —<> LMD ASA O Y —I)L~ADT7 IR

MR E DA . Firepower 4100/9300 ¥ ¥ —3 A— A Y2 (2 —/LR— M, D
UM Telnet £721XSSHZFEH L CYVE—FT) #itL Ca~vr R4 A —T x4 AT
TI7EAL, ASA X2 T 4 BV 2— LIlHH LET,

| e



RS

FIE

ATy T

ATy T2

ATvT3

Firepower 4100/9300 v —> LMD ASA I Y —)LADT IR .

it

Firepower4100/9300 3 ¥ — 3 A—/ A H CLI (2> Y —/)L£ 721X SSH) 28
Iy a v LET,

connect module slot {console | telnet}

Telnet #2852 9 AF 51T, TV o — WICRBHCEEOE v v a VB BRETX | Wl EN
B A s B G-

MDTED 2 —NIT IV EATALX T, FXOSE 2 — /LD CLIICT Z7EALET, D%
ASAT 7V r—a VR T DR ERDH D 7,

connect asa

51

L. KIZ ASA

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

BE DORHE L~V TH H¥HE EXEC E— RICT 7B A L£7,

enable

enable 2~ RERVNCAN L L X0, RAT—REEET L LI ICROLNET,
5 -

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ****xx*x

Repeat Password: *****x

asa#

BELSNDT R TOavr NiF, BHEEXECE— RTCHEHATEX 4, FHEEXECE— Rhb =
V74K a2l — a3y ET—RICADZELTEET,

BT — RE2& T4 5I121%, disable =~ R, exit 2~ R, 7T quit =~ K& AL
iﬁ—o

ra—r\Lar7 4 ¥al—iay t— REBBELET,
configureterminal

51

asa# configure terminal
asa (config) #

IRy |
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B res=—roani

sa—sN)bary7 4 Falb—ary ®— Re&TT 5T, disable, exit, 7213 quit =+
Y REANLET,

ATFYwT4 Ctrl-a. dE AL, 77— ay aryy— )& % T LTFXOS EY2—/L CLLIZKE) L
i‘é‘o

NI TN a—T 4 T DT FX0S Y 2 —LD CLI Z AT 285808 H 0 £9,
RTF w5 FXOS CLI D A— 34 LULIZED 3,
aAVY—LERTLEY,
a) ~& AN
Telnet 7 7"V r—3 a L8l b £,
b) Telnet 7 7V r—3a U EAKTTHITIE, REATTLET,

telnet>quit

Telnet £y a &8 TLET,
a) Ctrl-],. & AR

FIPS E— FOHEIL

HIHMALERFEHE (FIPS) 11X, KEB I OW FFBIF ORI T, Ke{b'y 22—/ TClE
SPTAMLEND D EHENHE SN TWET, Cisco ASA DEFEDNN— g i, KEOEE
HERAIF 2T (NIST) (Z2fE> C. FIPS 140-3 {ZHEHLL TV E

CiscoASA TFIPS ZE%MbT % Z L2z, FIPSICHEHL T A HAERTHAMLERH Y 3,
JIAZY TR L TCFIPS AN T 52 L3 TEEH AL

1R BHHIIZ

« FIPSE— FZ, FIPSEEMLO Y J— 2721 THAR— F ENFET, FIPSITHELL TV gL w—
VarET v 7L — RT AR FIPS ZENZT A5 0LENRH D 97,

FIPS [ZHERLL TV 5 U U — X IZBHT D FH & £ 6 ORE 2 B9 51213,
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/
fips-140.htmlI?flt0_general-table0=asa% 2 L C< 72X\,

s 7z — )V F— =T\, WiHFD2=v A FIPSE— R THLILERH D 7,

FIE

2T w1 Cisco ASA T FIPS # A% LE T,

| e
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ASDM 7 U £ R DEETE .

fipsenable
i

ciscoasa(config)# fips enable
WARNING: FIPS mode change will not take effect until you save configuration and reboot
the device

FIPS 3B 2N ei 6. EENRFIZ, FIPSPOST RFETINIROD A Y — L A v —U RS E
ﬁAO

Copyright (c) 1996-2005 by Cisco Systems, Inc.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Computer Software - Restricted Rights clause at
FAR sec. 52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and

Computer Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706
Cryptochecksum (unchanged): 6c6d2f77 e£13898e 682c9f94 9c2d5bad
INFO: FIPS Power-On Self-Test in process. Estimated completion in 90 seconds.

INFO: FIPS Power-On Self-Test complete.
Type help or '?' for a list of available commands.
ciscoasa>

AT9 T2 #HkERTFL TV e—RLET,
write memory
reload

ATy T3 (LR BHEEAREECZET 2~ (POST) Z#FETLET,
fips self-test poweron

TAMIUT BT AT AL T A, VT MU =T mEMT A b BIOHEREDOT A
FR3&H D £

ASDM 7 UV £ A DELE

TITIE. FTIANINBRETASDMICT 7R T A HE, BEOF 7 40 RNEBENR WSS
T 7B RAERET DTECHOWVTHALET,

ASDM 7 7 v A D TIHGHFERFOT 7+ )L FEREDFER

TRHHREOTFT 74 a7 4 ¥ a2 l—3 3 o Tld, ASDMESRIZT 7+ hDXy h T —
JRETHARESNTOET,

| IRy |
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FIE

DA B —T oA ZABIORY NT— I HTELHEH L T ASDM (2855 L E 7,
EHA U H =T oA AE, THAOET ML > TR F9,

* Firepower 1010, Cisco Secure Firewall 1210/1220 : &2 1/1 (192.168.45.1) . FE7=I1IWN

WA —Y %> b 12~ 1/8 (1010 B LV 1210) F721% 1/10 (1220)  (192.168.1.1)
BHRR A M E 192.168.45.024 % v b U — 7 IZFRE SH, BB A BT 192.168.1.0/24
Fw N — 7 IZRESNET,

* Firepower 1100, Cisco Secure Firewall 3100/4200 : P —H % > ~ 1/2 (192.168.1.1)
FIFTER /1 (DHCP 70 5) o PEIAR A T 192.168.1.024 % v MU —Z IZIRE S
F7T, HHAA MUEEOR Y NUV—I 6T 7 BATEET,

* Firepower 4100/9300 : JEBARFCER SN2 EH I A T A X —T =2 A AL IPT KL
R, BEAA MMEEORY NU—I LT 7 BATEET,

o ASA AR : FBL0/0 (RBHRFICERTE) . BEHAA MIFHEX Yy NY—JIZRESNE
ER

« ISA 3000 : &P 1/1 (192.168.1.1) ., ZEEAR A FiX 192.168.1.024 %~ U — 7 IZ[RE
ENET,

GE)
“NTF aryTFANET—RIEETLE, ERgoxy NV REEZHH L TEEHa T %
A RE ASDMICT 7B ATEL L9120 9,

BMELEYY
THHEREOT 7 40 % E (15 =)
~)LF arTx AL 'T— FOAMEE 7 IZERL
ASDM OjE#E) (11 ~—=2)

ASDM 79 ADHREZTA4 X
RO L DL EY T ELLEIE. ZOFIEEZEH L ET,
s THHMIEOT 740k a7 4 X a b—3a VRN,
e NTUAXRT LY N T AT U —)bE— RIZEHL L2V,

cTITF AT HRA R T RICAHE LIV,

U N—TF R E— FOEE . ASDM ISEGE D ORZHICT 7B AT 500, hE 0%
HIPT RLAZRETE A7V a vrafizxizLEHuEoT 74V a7 4 ﬂ%; L—3
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RS

asom 7o £20h s34 X |

VEBMATAZ EAHIELET, ZOBEICEHINTWAFIE L, Hillri=—X (F7 A
TLY R E—ROTANTF 2 TFARN T RORERE) B"HHLGEL., MORTEHERFT
HUENRHHEAICOFERA LT E,

\}

GE)

FIE

ASAv D

Ba, BARHZ NI VAT L b E— RERETE D20, ZOFET, #iE
VT THMENSDLIGERE, BABICEELLET,

ATFYF1 a2 Y— )L R—FTCLIICTZ7EALET,
(FF>vay) "I AXT VLU N TIT7AT U4+ — )V ET—REAFX—T VI LET,

Zoa<wry NI, ZEEZIVTLET,

firewall transparent

ATvT2

ATy T3 BHA LA —T oA AERELET,

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

1 -

ciscoasa(config) # interface management 0/0
ciscoasa(config-if)# nameif management

(
(
ciscoasa (config-if
(
(

security-level 100

) #
ciscoasa(config-if) # no shutdown
) #

ciscoasa (config-if

ip address 192.168.1.1 255.255.255.0

security-level 1Z, 1~ 100 DFTT, 100 B bLETT,

ATy T4

(B s -E8HA A V) By NY—2 D DHCP 7V— V&R ELET,

dhcpd address ip address-ip address interface name
dhcpd enable interface name

51 -

ATy TH

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

FOFPIZA L F—T 2 A AT RLARGEN TN & ZHERLET,

(VE—FEHARA M) BHFARA ~OL—FERELET,

IRy |
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route management_ifc management_host_ip mask gateway _ip 1

&1

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

ATv 76 ASDM @ HTTP — "—% A X —T7 M LE T,

http server enable

ATy TT HEHARRARDASDM ~DT 7 A &AL ET,
http ip_address mask interface_name

1 -

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

ATYT8 REZRFLET,

write memory
ATYT9 (FFvar) BE—FRe~vLF E—RNIHRELET,
mode multiple

Talr T EREREINTESL, BEOREEZEH LT XA MIEBRITH L EEKRB LET,
ASAZVE—KRTBHLIRDLENFET,

£l

WOBRETIE, 77AT VA=V E— RN T AT L b E— NICE# S,
Management 0/0 1 & % —7 = A ANGRE S 4L, EELAR A MK L TASDM 3 A R—7
MZESNET,

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

EENEY D
TR REOT 7 40 FEREDE L (16 ~2—)
T AT T4 —I)LE—FR (I EF—FR) OFTE

| e
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RS

asom oiesr i

ISA 3000 2> Y — )L ~DT 7 A (2_2—)
ASDM DOjEE#H) (11 ~—)

ASDM D #ZEf

FIRr

ATy I

ATy T2

ASDM Launcher Z{# ] L C ASDM &8 L £9, 7> F v L. Cisco ASA 25 Web 7 7 U
ZHEAL T Y u—REND7 A r— a9, TNEHEHT5 L. EED Cisco ASA
IP7 FLAICERTEET, Mo ASAIZHRT 256, 7o F v amEX v u— T 504
I EHA,

ASDM TiZ, BHOZDIZHID Cisco ASAIP 7 RL A ZEIRTX £,

Z 2T, £ ASDM ICEHG T A HIEICOW T LEY, RICT U F ¥ 2 FEH LT ASDM
ZEENT D HIECHOWTHBAL £,

ASDM (X v —H/Ld \Users\<user id>\asdm 7 4 L7 NURNIZF ¥ vz, Bl HERLED
Tr7ANERGFL, TempT 4 L2 NURNIZHL X2 T 77947 N7y A NeEDT 7
ANERFLET,

ASDM 7 A4 7 e LTHELEZEa L Ea—Z TRO URL Z# AT LET,
https.//asa_ip_address/admin

GE)
http:// R°IP 7 KL A (F 7 4L MEIHTTP) Tid/e< ., &7 httpsi// ZHFEL T E S0,
ASA IZ. HTTP %K% HTTPS [ HEAYICHzE L EH A,
WDRZ %> ASDM KEI-X—URFRENE T,
ASDM Launcher 4 > X k—JL

FoFxaEFLUn—RKLT, ASDM ZE#T 512i1%, ROFIRELFETLET,
a) [ASDM Launcher® - > A k—/L (Install ASDM Launcher) | %7 UV v 27 LE7,

IRy |
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B asommronzs<ax

b)

d)

1:ASDM Launcher DA > X k—)L

€1, cisco ASDM 7.20(2) Al

Cisco

Cisco ASDM 7.20(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Copyright ©® 2006-2022 Cisco Systems, Inc. All rights reserved.

A== LRRAT—=RDT =)L FEZEDOEFICL CIHRA A =L DHE) | [0K]
Vv LET,

HTTPS FBRENHE SN TV RWEEIL, 22— -S4 BLI VS F—TI AT — K (F7 %
LV RTZ2EH) AN LARWTASDM ICT 7B A TXx %4, CLI T enable 2~ R&id)
WA L&, RAU—REEETLEOICkDONET, ASDMIZu /A Lizd
X2, ZoEMETEASNEEA, ZEADEFIZLARNESIC, TEBHITRLSA X —
TNNAT—REEETH LaBEIH LET, ZA N, RAL 4, BEOA 2—7
JVIRAT— R & Telnet NAU— ROBRTEESHL T XV, 5T : HTTPS RikE%E A 1 —
T LTeh, 22— —4 LBl T SN XA = REAN LET, BN A2 TR
WIBATYH, B /A VEET (22— 27707 DFFITLRNT) 2—H—4 L3
AT—REZANTHE, ASDMIZ Lo T — L F—ERXR—ZAT—HENF v 7 SnE
£

AVAP—=THAVE2—HIIRFLT, A VAT FEBILET, 4R M—ILD5E
T42%&L. ASDM Launcher 1% B #hittdEh L £4,

BEIPT FLA, BIORI L= =4 LA T =K (FillAf v 2 h—LOLAEITZER)
AL, [OK1227 Vv 7 LET,

ASDM EM{EDH R A TA X

TATF T 4T AEREE A A b—/L L TASDM Z IEFICEENT 57217 T2 <, ASDM & —
TAEVEBRKTAHZLELTEAED, LOVREWFAXDary 7 4 Fab—2 g B0HT
xFET,

B A7 5
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RS

ASDM 07 £ 725 1 7 1 EHEDA V2 t—L [

ASDMD7 A ToT4 TAEBHEDA X =L

Java 7 Update 51 LI %9 2454, ASDM 7 v F ¥ IZIHEHH CTX 2REHENMLECTT, FE
HEOEMHIL, BOLBAMNEOIDEHELZ A VA M—LT25 Z LI L > CTRHIZHT=T 2 &
NTExET,

ASDM TEM T 572 DIZ Cisco ASA IZH B4 S IDFEHEZ A > XA h—)L L, Java Zff
AL CEEZ BT 2101, RO~v=a T VEBRL TS,

http://www.cisco.com/go/asdm-certificate

ASDM > 74 Xal—o a2 AEYDEKX

ASDM THR— h ENDHRKRET A XL 512KB T, 2OV A R&2BzrL, X7 4p—=
VADRENELDLZERHVET, L xIE, 2T 4 Fal—Taror— RRHIE, 5%
TLiar7 4 Xal—YarDBEERAT =X AZALTa Ry 7 AIEREINET, 2D
LE, A RXRDODRENIL T 4 F 2L — g T, ASDMIZK - CEFEa 7 4 F2b—
Ta YOREENMTHONTWT S, 587 LEEIEOBSMEIE L, BERTIT SN TWD X H I
RZ2FET, ZOXIRMPRAELTZEAIE. ASDM VA7 A b —7 2E Y OHREZRGFH
HZEEHELET, ATUDNKBLTNDZ EE2MRET DI, Java 2z Y — LT
ljava.lang.OutOfMemoryError] A vt —V%E=4%—L %7,

SIHIZ, ARECHIUT, REMDOAT V=2 FEHIBRT 272 E LT, WA X2WHT 2 &
ZRED L ET,

Windows TOASDM O 74 XaL—> a2 AT DEX

FIE

ATy

ATy T2
ATvT3

ATy T4

ASDM b —7 AE Y H A XEHWRKTHIZIE, ROFIEEZFEITL Crunbat 7 7 A L ERE L E
7,

ASDM A > A h—LF 4 L7 b U (7= & 21X, C:\Program Files (x86)\Cisco Systems\ASDM) |Z
BEILET,
EEOTHFAN=T 4 X &MALTrunbat 7 7 A VEMREL T,

[start javaw.exe] CTHAE D17 T, [-Xmx] OF VT 4 v 7 ARF W51 8EZE L, HO
E— YA XEEELET, 7L 21T, 768 MB DA 1E -Xmx768M ICZEF L. 1GB DA
Xmx1G IZEHE LET,

FERIC KBS TIZ, RRK2GB Db —7H A X ETHLERHLIEARH Y 77,
runbat 7 7 A IV ERTELE T,

IRy |
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Mac0S TOASDM IV J 4 F¥alL—> 3 U AEYDEX

ASDM t —7 AEF VU H A XL KT 5L, IROFIAZFEITL T Infoplist 7 7 A L ZiRE L
e

FIR

AT v F1 [Cisco ASDM-IDM]| 7 A 22> %47 U 7 L. [Show Package Contents] % &R L £ 7,

AT w T2 [Contents] 7 # /L& T, Infoplist 7 7 A VXTI U7 LET, BBEEY—1LVEAL LA —
NLTWAEEIE, TANRTFA YR MNIT A THEET, £9 TRVWIEEIX, TextEdit TH
xFET,

AT v 73 [Java]>[VMOptions] T, [-Xmx] OF VL7 (v 7 AR CFHNELET L, LERe—7F
A XERELET, 7oL 21, 768 MB DA 1E-Xmx768M IZZAE L, 1GB OHE 1L -Xmx1G
WICEBLET,

<key>CFBundlelconFile</key>
<stringrasdm3Z.jcns</string>

<key>VMOptions</lkev:>
<string>-¥ms6dm —me512ﬂ</string}

<key>CFBundleDocumentTypes</key>
<arrays

IR ER T, BRK2GB DO =7V A RERETHALELRD DEELRH D £,
ATFVTEd ZOT77ANBay 7 ENDHE, ROLIBRTT—NERENET,

The file “Info.plist” is locked because you
haven’t made any changes to it recently

j’ If you want to make changes to this document, click
Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

Unlock | Cancel | Duplicate |

L

ATY TS5 [Unlock] #27 Vw7 L, 77 A NVERFLET,

[Unlock] #A 7 a7 AR v 7 ANFIRINIRWIGEIL. =T 4 X & T LET, [CiscoASDM-IDM]
TAaru427 Vw7 L, [CopyCisco ASDM-IDM] Z 8841 L T, EXIALMERN S 2557 (7
27 by FRE) KA ET, £0%, Zoabt—nbt—7 YA XEEELET,

| e



| ®mmA¥5wEIc
TIBHFEROT 7 4L FRE .

THEHEROT 74U FEE

THHFEOT 7 4L FEELIL. YAIRNHLWVASAICEA L2 7 4 X2 —T gy
'/C“j—o

* Firepower 1010 : T3 REOT 7 4L FEREIZ LV | FERENESAIMAR ENH 720 &
9, ASAIL, BHA L HA—T =2 A ZAFETZIINE AL v F R— b5 ASDM Zfff L TF
HTxET,

« Firepower 1100 : TG DT 7 4 /L FEREIC LD | RN ED AN 0 £
T, ASA T, BEA L F—T = A AETITNEA L F—T = A A5 ASDM & LT
BHTXET,

« Cisco Secure Firewall 1210/1220 : T3EHHREOF 7 40 MERRIC L 0 . BRREPE /SN RERE,
DA £, ASAIL, EHA L X —T = A ZAEITNE AL »F R— )5 ASDM
EHEALCEHTEET,

e Secure Firewall 3100 : T HTFREOT 7 /L FREIC LV . HERENERIINE R EDNE N 72
D E£9, ASA X, Management 1/1 f > Z—7 = A AETIINEHA VX —T = A A5
ASDM Zfif L CEHICTE £,

» Secure Firewall 4200 : T3 HREDT 7 4 /b FEREIZ L U . BEREPNFER/INEER & 23 ZhiZ 72
D E£9, ASA X, Management 1/1 f > Z—7 = A AETIINEA VX —T = A A5
ASDM Zff L CHHBLICTX £,

« Firepower4100/9300 > % —3 : ASADAZ v KT %1137 T A2 2 RBATLHA. &
BHOA 2 =T oA AXLH RO T 7 4V FEREIC L > TRESNDHT2D, ASDM
EHEHLTIOf 2 —T oA ATEH: L CRELTE T TXE1,

« ASAMRAE : NANR=APFIZL o T, BEO—ERE LT, BHERE WIHORAEREHR
E) 1L TEHRHDOA LV Z—T 2 A ANRRESNDTH, ASDM 2 LTI DA >
B =T A RTHH L CREZTE T TEET, 72— A —"—IP7 FLAHRETE
F9, Fio, BHEDS LT, [THHARFEOT 740~ a7 4 Falb—a &
TAHZELTEET,

» ISA3000 : THHUFFIFOT 7 40 FREE, [ UKy b —2 EOFTLTONEE LU
WAL HE =T oA AL, FERER NI VART LU N T 7 AT U —/L E—
REETT, ASDM Z i H L TEEA V¥ —T = A AL, x> NU—ZDIP T R
VABERECTEET, N— Ry =T A RRL22DA v H—T = A AXTIIxF L TER)
272> T\,

TIIAT A OR A, THIIHEOT 7 44 MR, THIHHOT 7 40 RED k5
YANT Ly hE— R CORMEH A ISA3000 ZFRE . V—T v R 7747 7t —/L E—
R Inars7X A M E— ROATHEHTEET, ASA KAE I L Firepower 4100/9300
Y=y ORE, BEFHC P T U ART LY b E—= RERIFIL—T v RE— REBIRTE &
7o
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TG fAEFD

FIE

\)

F) AA—VT7A0E BENE) T7400 ar74FXab—2 3 02Nz, logl,

crypto_archive/, 35 X O coredumpinfo/coredump.cfg 737 7 v v a2 A€ U NOIEHED 7 4 )L & L
Tr7ANTY, 77y va AEFIAT, ZN6DT77ANVDOAMNE A A=Y 774 LDH
P& —HLRWEERHY ET, TN6DT77AME, b T TNV a—T 4 VTITRILLET
N, EENBELLIEEZRTOIITIELY FHA,

— I — W Y, —
T4 FEREDETT

COETE, THHWEOT 74V a7 4 X ab—ra w2803 5 HIECOW TR L
*9, CLI L ASDM DOifi JF O FJENTRAE I N TV ET, ASA (AR TiE. ZOFIEEZFELT
T5 2L CREREN/HESN, ROBRENEHINET,

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

N

(GE)  Firepower4100/9300 Tix, LH MO T 7 4/ MR EZE LT 2 L HICRENHEEIND T

T, T7ANVIREEE LT DITIE, A= 3,5 ASA 28 9 —ERT 208N
%Dij‘o

IR HEIIC
Z OMHEIL, ISA3000 ZfRE, V=T v R 77 AT U4+ —/LE— RTOLFEHTEET (ISA

3000 ClE, ZOavwy RE b7 AXRT LY ME—RTOAFR—MINET) . SHIC, Z
DOFHEIX Y 7NV a T XA ME— R TOMEMTEET, 274 Falb—varns U7

SNTZASAITIE, ZOMEZERA L CHEMICRETATCEFLILVTFAIMRLY A,

ATFY T THHHHEOT 740k av 7 4 Xab—va v a2 ELLET,

configure factory-default [ip_address [mask]]

| e |
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1 :

ciscoasa (config)# configure factory-default 10.1.1.1 255.255.255.0

ip_address 8 E T 5501k, 774V FOIPT RLAZERT 2DV IC, BEVWDOET L
WU T, WESETZITE A v X —T7 =4 ZADIPT FLAZHRELET, ip addresst 73 =
VTHREINTWAAL LA —T oA AZHONWTIE, ROEFADHA 5L ESRLTLTE
W,

« Firepower 1010 : BH A L X —T7 =2 A ZADIPT7 KL AZREL £,

s Firepower 1100 : REpA > X —T7 = A ADIP T FLAZHRELET,

« Cisco Secure Firewall 1210/1220 : B A > X —T7 = A ADIP 7 KL AZRE L £7,

* Secure Firewall 3100 : R&E} A v X —T7 = A ADIP T L AZHRELET,

« Secure Firewall 4200 : REpA > X —7 = A ADIP T FL AZHREL £,

« Firepower 4100/9300 : 2hRI%H VD £ A,

cASARAH : BEA L H—T A ADIPT RLAZHELET,

*ISA 3000 : BEBA L X —T A ADIPT RLAZHRTELET,
http 2~ RCIE, === 48ET 57 xy MMEHILET, [FERIZ, dhepd address
a~y RO, FEELZIP 7 FLALYD b REVEHATREZR T XTDOT F L A THERKLE

NEF, & 21T, 7Ry w27 255.255.255.0 T 10.5.6.78 #¥5E L7-4. DHCP 7 K
L Z O#iFIE 10.5.6.79 ~ 10.5.6.254 272 V) £,

Firepower 1000, 35 J U8 Cisco Secure Firewall 1200, 3100, 4200, 6100 4, Zd a3~ R
I, RV OBREE & BHIT boot system 2~ RBFHET HHEF,. Toa~vr Re27 V7 LE
T, TOFRELHIL, 7= T v THOA A—VITEEL 527, Bffn— RS TnbA
A—=URglEEMfHINET,

ZOMTRTOETNLVDOYAE : ZOa~y Rix, 0 OEE & HIZ boot system =~ K%
U7 LET (FETDHHE) , bootsystem 2~ REEHAT5 L, FFEDA A=V bild
X FET, HAFOREICR L%, REIASAZVe—R+5L W77y a A€
DENDA A =BT — R NLET, W7 7 v a AEVIZA A—URRWGESE, ASA T
7—hrLEHA,

&1

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

| IRy |
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ATvT2

ATvT3

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa (config) #

TN a7 4 X al—varE 7Ty va AT VITRELET,

write memory

ZOa~y RTE, FHANZ boot config =~ > REFHEL T, BIOEAZHE L TWHET
b, FETar 74 Xal—ra G RAI— b NT v T ar7 4 Xal—a DT 7 4V D
FHCRTFEENET, 274 Falb—TarRnNZ U 7EN5E, ZORAL 7V TENET,

(ASDM TOFNE, ) AL ASDM 77V r—var v g RUT, REFATLET,
a) [File] > [Reset Devicetothe Factory Default Configuration] DIEIZERIN L F 57,

[Reset Device to the Default Configuration] %A 7 &2 7' 7R v 7 ANEKRE N ET,

by FFvar) F7FAMFT FLAZEAT 2ROV, BHELIINHA 4 —T oA
ADEBIP7 KLREZASLET,

EFINZEICREESNTNDA L Z—T oA A [P DFEMIOWTIL, Ao CLI FIEA
ZMLTLEEN,

c) (FFvary) Fmy7H v U X K) 5 [Management Subnet Mask] & 38R L £ 97,
d [OK]ZZ7 V27 LET,

WRIAD KA T 0T H 7 ABRFENET,

G

Firepower 1000, #5 & U'Cisco Secure Firewall 1200, 3100, 4200 OG5 @ 2D a2~ 2 R,
BOOREL L BT — b A=V ORFHE7 V7 LES (FETD25E) « ZOREL
Hid, 7= T v TROA A=V EE 52T, BUEr— FERTW LA A—VRE]
S INnET,

ZOMTRXRTOETADEE : ZOBIEIZELD, FRVOREL L BIZT— M A=V DY;
b7 V7 E&NET (FET58E) o [Configuration] > [Device Management] > [System
Image/Configuration] > [Boot Image/Configuration] X1 > CTi%, AP AETY LDOA A —T%E
o, FEDOA A—=Vinb 7 — hTEET, HMRFOREICR L%, KEIASA 2V 01—
RE2E W77 v v a XY DORPIIOA A=V b7 —FLET, N7 7 v ra A
TVIZA A=TUBRRVGEE, ASAIZT—F LEEA,

| e
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ASA {718

FIE

e

A

asa i gagzEomx i

e) [Yes] 7 U2 LET,

) TTANIREEBEILLIEZL, ZORTEENT T 7 va AEVIRFELET, [Filg>
[Save Running Configuration to Flash] % 3#&R L £,
ZOF T arEERT L L, UENCOSRHEZREL TWLIHE TS, Efrar 7y
Fal—VarNAX— T v ar 7 4Xa2lb—a D7 74/ NOGENICRTES N
F9, I T4 X2 —2arE VT LEEAIE. ZoRRE 7 U T ERTWET,

SR o Ty 45 o
RTENDET
ZOIETIX, ASARAE OEA (0 H) REZEEILT D HIEICHOWNTIHALET,

ATV Tl Tx2— VA —R_—=%FTH-0DIC, AZ A EEBOBREZYI0 £,

ABUNA 2=y NRT V7T 4 72D 22O, EREA7ICTHHLERH D F
T, BREANTZEFICLESE, 7774 7THEEORTEEHET L L, AX UL EENRT
IT A7V ET, UHIOT /7747 2=y b2V a—FL, Zz—)LAt—nN—=VJ 7%
ML CTHERET DL, HVRETHLWT 7T 47 2=y FSEIL, HEREAa T ¢
Fal—TaryNEEINET,

ATv T2 Ve— RRICEARELEICLET, 72— A —_"—%(T5720DIZ, 777 4 7HEBETRD

avry Fae AN LET,

write erase

GE)
ASA (R BBUEDFEITA A =TT — b T5720, TOT— b A A—VIZITREY F¥A, T
DT —h A A=V &EHT5HIZIL, bootimage 2~ REZ LT &N,

a7 4 X2l —a VIEREFELRWVWTLEE N,

ATYT3 ASA 2V m—RL, BARELR—FLET,

reload

ATVTE T2 VA= N—=2fTH72DIT, AZUNAIEEOEREZHEALET,

TOTATEEDY n— N, AZUNAIEEOER LA LET, BABREN R Y /3 A4
&R ST,
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Firepower 1010 D7 7 + )L L3R 3E

Firepower 1010 O TR O T 7 4 /v FiRElE. RO EFBY T,
cN—FDIT7 RAYF A —H Xy b 12~18ILVLANI1IZBLTWET,
AWM OHNE~D T T v Tu— A —F Ry~ /I (BME) . VLAN 1 (D)
CEE EM YL (B [ IP7 FL R :192.168.45.1
« DHCP DSV EBIP 7 KL R, NEBIP 7 KLX : 192.168.1.1
« NFA v % —7 =2 A AD DHCP H—/\—, FHA X —T =1 A
« /M5 DHCP 225 DT 74 )L b JL— b

«ASDM 7 7 & A : BHIAR A M ENERAR A MFFAT SN E T, EHIAR A ME192.168.45.0/24
Fy R —ZIZRE S L, NEA A X 192.168.1.024 %~ R —Z IZ[IRESNET,

* NAT : WEIDBHAEEA~DTXTDNT 7 4w VDA v H—T7 = A A PAT,
e DNS #—/3—: OpenDNS #— =3 502 UOHR I LTV ET,

DA 7 4 X2l —Ta 3RO avwy RIS TWET,

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/4

no shutdown

switchport

switchport mode access

| e
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Firepower 1100 D 7 7 # )L FE&5E

switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/8
no shutdown

switchport

switchport mode access
switchport access vlan
|

object network obj any

subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside
dhcpd enable management
|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 7 7+ JL b ERE .

Firepower 1100 O L HHIRFOT 7 4 /L NREIX, RO LBV TT,
« NERD SHEBAD S5 T 4 w4 70— : Ethernet 1/1 (4+E5) . Ethernet 1/2 (PNE)

« DHCP OAMVEBIP7 KL A, REBIP 7 KLX : 192.168.1.1

« B3 : Management 1/1 (‘F2f) | DHCP 6D IP 7 LA

« WA o #—7 = A AD DHCP H—/\—

« 45 DHCP, ‘¥ DHCP H»

—_

DT IAILEIL—F
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+ASDM 77 & A : FHIRA M ENEIAR A MIFFrEnE T, WEARA M 192.168.1.0/24
Iy NU—JIZRESINET,

* NAT : NEEDBAB~DT X TDO N T T 4w 7 ADA » H—T = A A PAT,
« DNS #—/3— : OpenDNS #— 3— 3 & 5> U O S AV TWET,

DAy 4 Xal—rvg IR0 awy RTHEERINTHWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
!
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
!

dhcpd auto config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

!

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 1210/1220 )7 7 # )L FE&5E

Cisco Secure Firewall 1210/1220 O T3 EHGEREOT 7 /L FEREIL. (RO L BY T,

e IN—FKO9ITF7RAYF : A —Hxv b12~1/8 (1210) F£721L12~1/10 (1220) 1L VLAN
LIZBLCWET

cNEMBHNER~D N T 7 4 v 77— A —H Xy b 1/1 (FFER) . VLAN1T (PNER)

<EIE EF /1 (BE) . IPT7 KL R 1 192.168.45.1

| e
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Gisco Secure Firewall 12101220 07 74 1L k552 [}

« DHCP OAMEBIP7 KL R, REBIP 7 LR 1 192.168.1.1

cHNEA v E—T =2 ADDHCP H—/N\— B A L Z—T = A R

—

« SN DHCP 226 DT 74 I k IL— bk

cASDM 77 B A  FHIR A M EINEER R MIEFRT S E T, BHEA A FiE192.168.45.0/24
Fy R —ZIZRE S, NEAA X 192.168.1.024 % N —ZIZ[IRESNET,

o NAT : REDSAEB~DTXTDRNTFT T 4 v 7V HDA B —7 = A A PAT,
« DNS #—/3— : OpenDNS H#—/3—|3dH 6 L O STV ET,

TDar 7 4 Xal—Ta IR0 avwy RIS TWET,

interface Vlanl

nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/4

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/5

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/6

no shutdown

switchport

switchport mode access

ERT 51
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switchport access vlan 1

|

interface Ethernetl/7

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/8

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

11220

interface Ethernetl/9

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

11220

interface Ethernetl/10

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management

http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

Cisco Secure Firewall 3100 7 7 #+ JL FE&%%E
Cisco Secure Firewall 3100 O LI HAGFRF DT 7 4 /L MREIX, RO EFBY T,
« REMSHEBAD b5 T 4 4 70— : Ethernet 1/1 (#55) . Ethernet 1/2 (PN))
« DHCP OSERIP 7 KL R, RERIP 7 KL R : 192.168.1.1
« &1 : Management 1/1 (‘&'#) | DHCP 2L D IP 7 R LA

« WA o #—7 = A AD DHCP H—/\—

| e
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Cisco Secure Firewall 4200 O 7 7+ JL b EEE .

« S DHCP., FHE DHCP 726 DT 74 I k JL— bk

«ASDM 727 &2 : BHIARZA N ENEARR MIFRTENET, NEARZ ML 192.168.1.024
Xy NU—ZIZIBREINET,

* NAT : NEIDBHAEA~DTXTD N T 7 4w VDA H—T7 = A A PAT,
« DNS #—/3— : OpenDNS % ——|TH L L O SN TV E T,

ZDaryZ 4 FXal—va ko avy RTHEREINWTOET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside
|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 4200 D7 7 #+ JL FEXE
Cisco Secure Firewall 4200 O T3 IO 7 4 L FREIX. KO EBY TT,
« RERM DHER~ND b5 T 4 w49 7 H— : Ethernet 1/1 (4M4F) . Ethernet 1/2 (NB)
*DHCP OHERIP 7 FLR, REIP7 FL R :192.168.1.1

« &I : Management 1/1 (5BE) | DHCP 725D IP 7 KL A
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. Firepower 4100/9300 > ¥ —> T 7 + )L b 5%

« NEfA % —7 = A AD DHCP H—/3—
« 5455 DHCP, GFR DHCP 726DT 74k JL—

«ASDM 77 & A : FHIRA M EWNEIAR A MIFFA S VET, WEAR A MiE 192.168.1.0/24
Iy NT—=ZIZBESNET,

* NAT : NEEDSAE~DT X TDO N T 7 4w 7 ADA o F—7 = A A PAT,

e DNS #—/3— : OpenDNS #— 3— 3 &H 52> U OGRS VTV ET,
ZDarZ 4 Xal—vgikOawy RTHERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

Firepower 4100/9300 < v —< T J + )L b EXTE

Firepower 4100/9300 + ¥ —3 2 ASA B L7=%&. ASDM # i L CTEHEHA v ¥ —7 =
A ASDOEERERFRBIZIR D D/NT A —Z A RATRETEET, —MARMERIZITRORE
BV ET,

EHA LB —T AR

| e
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ISA3000 DT 7+ L hERE .

* Firepower 4100/9300 > ¢ — 3 A— A ¥ L CEZINIALEOE I A T A4 X —
TJxA A

« Z 7ML management)
ALEDOIP T KL A
X 2UT 4 LU0
o B R

A L HE—T 2 f ANDTFT T 7Lk — |k

cASDM 77 A : T RTDOKRA CRHFAENET,

AEZRTry 2=y NOFREILZ. WOa<wy RTHERENET, 7592 2=y DB
DFTZEIZONTIE, ASA 7 T AXDOIERR # 5B LT X0,

interface <management ifc>
management-only
ip address <ip address> <mask>
ipv6 address <ipv6 address>
ipv6é enable
nameif management
security-level 0

no shutdown
|

http server enable

http 0.0.0.0 0.0.0.0 management

http ::/0 management
|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipvé6>

ISA3000 DT 7 A4 )L FERTE

ISA 3000 O TIGHARED T 7 4V R ElX, KO LBV TT,

c rSURRFLUNITIFATIA—ILE—FK: T UAXT LU N7 7 AT U3 —/VIT,
BumpInThe Wire| £721% (AT NVAT7 7 AT U4 —/V] OLIITEMETHLA Y277
AT T —NTHY, EHRINTZT A A~DNL—F Ry 7 LUIR# SN EEA,

AT PRBAVE—T AR TRTDA LN, U F =T oA AFF LRy FT—
JRIAHELTWET (IP7 FLRAREAIRESNTOERA., *Y FT—0 8T D
KSICERETEIHENHY ET) : GigabitEthernet 1/1  (outsidel) . GigabitEthernet 1/2

(insidel) . GigabitEthernet 1/3 (outside2) . GigabitEthernet 1/4 (inside2)

e T RTORABELUNEA v ¥ — 7 = A AIMHABIETE £,
EIYL AL H—T A A ASDM 7 7 & AD 192.168.1.1/24,
EH EDI T AT v MIXIT 5 DHCP,
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«ASDM 77 & & : BHIR A MIHFRENE T,

e N— Rz FTINLRRF, RDOA o H—T = A AT THZ 72> TV E T, GigabitEthernet
1/1 B3 LTV 1/2, GigabitEthernet 1/3 3 LT 1/4
“

GE)  ISA 3000 ~DEWFNEIR S4L, N— KT =T /NA 3R F— RI(Z
BT 5L, BETEDDIELRLDA L F—T = A ZAXT DRI
720 F£9°, insidel & inside2 3 X W outsidel & outside2 [Lil1E T
BV ET, INHDA X —T = A A OBEIF OB 13T
ThRbihvET, BEPFHHRASND L, ASAR 7o —%Z5| X<
7o, RNV R S E T,

ZDarZ 4 Xal—vag ko awy RTHERINWTWET,

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0O
no shutdown
interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level 0O
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVI1
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management
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dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

ASA 7718 I & 5 BBIDERTE

ASA AR Z8 A4 5 &, ASDM ZffiH L T, Management 0/0 A > % —7 = A A~DHzi% 7]
RRICTOZHDNTA—=2%2T ) y FCEET, —HRBRIZITROBRERH D 77,

N—=T I R TIF7AT VANV ET=RNELEI T AT L N T 7 AT 4=V E—F
* Management 0/0 f > % —7 = A A :

* ZA11X T'management]

P 7 KL RE 72132 DHCP

e Ex2VUT 4 LV

EPRRARNIPT RLADRAET v 7 — | (EBY 7Ty b FlchWigES
« HTTP Y — —DH N F 7= 1T )
EHIRARNIP T FLAH®OHTTP 7 7 & %

« (7T 3 ) GigabitBthernet0/8 D7 = —/LA—/3— U > 7 [P 7 KL A Management0/0
DAZ LIS TP T K LA

* DNS #—/3—
e A¥—hTI7A4EAID h—7
e AV — b TFA B ADANL—T"y b LULE L U Essential st E M &
* Smart Transport URL  (https://smartreceiver.cisco.com/licservice/license) 3 2 TR — K 80,
« (A7 3 ) Smart Transport 7 1 % 2 URL 1 L R — b
« (A7 =ar) SSHAEHEIE
e JTIAT L FIPT FLA
e —H )N 2P —F L NRRAT -
s U= F—=HR—= X ff T D SSH T LB RRERE

o« (A7 3) REST API DA E =13
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(3¥)  Cisco Licensing Authority (2 ASA {RAH Z EH 25T 5121E, ASA{RIE 1A v Z—F v }\777
TEARMETT, £ F =Ry MIEEH LTI A B AL T IE DI, EAKITEN
DERENMENZ IR D Z ERNH Y 7,

AHZ L RT7ay 2=y MIOWTIL, IROFBREWZSI L T ZEV,

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

N\

(GE)  Essentials 71 & A%, DIk ME#E] S/ v A EMFENTCWE LT,

T 2= NG —=R=RTDTF7A4<) 2= MIOWVWTIL, ROFBEHEZZHML T ZEW,

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
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rest-api image boot:/path

rest-api agent

failover

failover lan unit primary

failover lan interface fover gigabitethernet0/8

failover link fover gigabitethernet0/8

failover interface ip fover primary ip mask standby standby ip

ASA ZRHRTEL CE=X—7F5I121F, WOFEEZETLET,

N

GE)  ASDM Tlit, mRSRKBOHREZYR— ML TWET, 2OV A XE2BrdHE, T xr—<

FIE

ATy
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

VADRIENE LD ERHVET, ASDM 27 4 Falb—va AEYOHEK (13 <—
V) EZRLTLEE N,

Startup Wizard %5 U CTHIMIERE & 1T 9 1Z1%, [Wizards] > [Startup Wizard] % &R L £ 7,
IPsec VPN Wizard % {# 1] L T IPsec VPN £t & i &3 5 1Z1%, [Wizards] > [IPsecVPN Wizard] %
BIRL T, FRENLAMHE CHREZITWVET,
SSL VPN Wizard %Zffi | L C SSL VPN ##fit & 5% &9 5 121X, [Wizards] > [SSL VPN Wizard] % &
WU T, RSNDFHEHE CTRELITVET,
EARAMEE A —F ) T ¢ 2T 25EME A R ET HIT1X, [Wizards] > [High Availability and
Scalability Wizard] Z 38R L £ 7,
Packet Capture Wizard Zfi [ L T3 > § 4 7'F ¥ 2 ET HITIL, [Wizards] > [Packet Capture
Wizard] Z38#R L F 5,
ASDM GUI CHEATE A S8 E b A X A VA FRT HITIX, [View] > [Office Look and
Fee] Z34R L £,
HEREZ R ET B I2IE. Y —/L 3—O [Configuration] R ¥ > %7 U w7 L, WO DORERER &
YHE7 Vw7 LT, BETLIRESA V2R RLET,

GE)
[Configuration] WG 23Z8 H DA 1L, Y —/L/3—T [Refresh] 7 U v 7 LC, WmED LT
VERRLET,

ASA HE=HX —FHI21E, Y —/L3—D [Monitoring] R¥ > %27V w7 L, MfERZ L % 7
Vo7 LT, BAETHIE=FY T XA EFRRLET,
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Vr—var 4y FUDTEIZH D AT —F ZAN—DHER L ~)L % JC, CLIFE=~
ZEATT DI OICMERFHER DD E D NEHER L TIIEI N,

BRI

« ASDM @ CLI YV — /b AF1T 5 a~ 2 Nk, ASA DEEGRZ —I A b AT Ha~

Y REBERRRDLDGENH Y ET,

Av U P2 T—  fBolt ANav U FiCko T2 =R AELELG, T0Molcaxy
RiZAF v 7 &, 2o a~r RTUEE S uE$, [Response] FEIKIZ 1, fthod B EfE
MELBIT, TT—BRELLENEI DOV TOFEREZRT A v —UNFRENE
R

cAVETIT 4T AR R A ETIT 4T avy NiE, CLIY— /LTI AR— &

NTWERFA, 2NHDa~vy REASDM EHRT AT, ROa~<> RIZFRT LI IC
noconfirm ¥—"U— K (FHAAIBERSGE) ZMHALET,

crypto key generate rsa modulus 1024 noconfirm
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L
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[Command Line Interface] # A 7 B V7R v 7 ANERINET,

WEpa~ FOZA T (UTERITEEIT) #BRL, Fry XU VA Mpbav s R
EIEIRT D0, 3R RENTET 44—V RiZavr KA LET,

[Send] #7 Vw7 LCa~wy REFEITLET,

FlLna~r K& AT 5HIIE, [ClearResponse] &7 U v 7 LTinh, 7T sHloa~r R
IR (E71IAT) LET,

Z DMERE DRI AF A~V 7 % F” T 521X, [Enable context-sensitive help (?)] = v 7 R v 7 A
EANILET, URMKFE~NT 2T 4 E=T T DI, ZOF =y IRy 7 A2 A 71
LET,

REA LT L7=84 1%, [Command Line Interface] %A 7 & 778 v 7 A% P L7212, [Refresh]
%71 w7 L TCASDM COEENREEZERLET,

ASDM [C L > TEREINZ AT FOT/INA A LTORE

FIE

ATvT1

ATy T2

BERDERTE

ZOSREIZ LD . ASDM AU AR— R LTWARWa vy RO—E2FRTXEJ, #% ASDM
. Ihboa<wy REEHELES, ASDMIT, FEfrar 74 Fal—raroinbnoaw
Y REEE, HIFRTAZ LIEHY EFHA, IOV TL, [HR—bFShTnrnavy
Kl #Z2BLTLTEEN,

AAL L ASDM 7 7Y r—a v 74 KU T, [Tools] > [Show Commands Ignored by ASDM
on Device] DJEIZIER L £,

FET LG, [OK]Z27 U vy 7 LET,

A

ZENDEH

AT 4 X2 b= a ML TEXa VT4 R —OEEEZ M I5GEX, TXTOHL
WEFECH LW EX 2 )7 0 RY —MERA S ET, BFOBH Tk, ok L Sh
TERE R CRIE SN TWER Y U —DERRHAT SAVE T, EERIC T2 show = Ko
HAOEEWa 7 4 Falb—ra ERRLTEY, HBERICE o UEdrWERICET 27 —#
NEENRNZENHY E4,

e ZIE, A H—T A A5 QoS service-policy ZHIFR L, BIENA—Y a3 v 2 FHE BT
LA, show service-policy 2~ > RiZiE, HrLW—E R KU >— L 59 2 Hiiisse & B
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TRTOEGPH LWARY O — 2RI 2 L 012, BUEOHERAMERL, LAY
VAL THESERTE DL LET,
Pt 2 bR 212X, Roa~vr RE AN LET,

» clear conn [all] [protocol {tcp | udp}] [addresssrc_ ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]
Zoavy ML, TR TOREOEGEZE T LET, BUEOT X TCOHERERRT 51T
%, showconn 2~ REZZBML T Z&EW,

SIBERELRNE, 2O a~vy RET~TO through-the-box #fi4 7 UV 7 L £7,
to-the-box ##c b7 UV 7§ 512id BEOEHE Yy a v &28T) | al ¥—TU— R&fEH
LET, #METIPT FL A, 5GP T FL A, R—b, 78 Fa Ll ESWTREDHE
feze 7 V74510, BERAT v a Y ERETEET,
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