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KTEEV, VAT AFEFTAR=RIZ A TWRWEE, [Configuration] > [Device List] ~2A >
T, TITATRTNARAIPT RLADOTIZHD [System] X477 U 7 LET,

s VLAN V7' A v Z—T = A ZIZONT (1 =)
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cVLIAN YT A v H—T 24 AL 8021Q T o F L T DERTE (4 3—)
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VLAN V7 A v X —T oA AT DL, 1 DOWEA ¥ —7 = A A F721% EtherChannel
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=2 ETHERTE LA 0 F—T = ADKEWERLT ZLNTEET, ZOBREIL, F=
TXANIBEEDOA X —T 2 A AZEI VY THZENTELDT, vAFarTFANE—
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Firepower 1140, |Essentials 7 1 > X : 1024
1150

Secure Firewall | Essentials 7 A & % : 1024
1210, 1220

Cisco Secure Essentials & 4 &> % : 1024
Firewall 3100

Firepower 4100 | Egssentials 7 1 &= & : 1024

Cisco Secure Essentials 7 4 &> % : 1024
Firewall 4200

Firepower 9300 | Essentials 7 1 &= & : 1024

ASA {548 A= MERE
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2 Gbps : 200
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ISA 3000 Essentials 7 & &: 5

Security Plus 7 A &2 A : 100
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(X))  VLANHIRO®RE L ThH Y vTDHA X —T = A AT, VLAN ZE 0 4 TEJ,

VLANY A 3 —DJ x4 RADHA FS54 2 EFIREIE

ETILOYR—+
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« 1010/1210/1220 : VLAN1 2 L CTH T A v Z—T = A AZ/ERTHZ LITTEEH A,
VLAN 1%, 2 v FR— FDOFHMAR VLAN A v Z— T = A ZAHIZTFRENTWET,

*ASAETIITIL, BHA LV —T 2 A ADY T A L Z—T 2 ABERETEEHA, V7
A B =T 2 A ADYHR—MMIONWTIE, BHAT Y MNR—F v X —T oA A% B
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To MEEA X —T 2 A RIZ T DRy M@ SEDL I ENTELHHTT, 2
DRI, 77T 4 TR A X —7 = A A L EtherChannel U > 7 1ZH ¥ TixE v £

T, NI T4 I B TA 0 F—T oA A @R T HI120%, WA —T oA ZAFT0X

EtherChannel 1 > ¥ —7 = A ANA X —T IR o> TWVWAULENRD LT, VT 7 427
N A 2 —T = A4 AF 7= IiZEtherChannel f > % —7 = A A& L2V E DT, 1~
H—T o ANILETERELRWTL &, WA % —7 = A A F7-1% EtherChannel
ALVHE—=T 2 A ATETORVry MEBBISE55580F, B EBY namez & E T
xET,

cFUBA A =T 2 ADTRCOYV T A B =T 2 A AT, TV oI T IN—T AR —
MPL—T v KAV H =T 2 ADNTNNTHIMNERH Y £4, BEBLIO—HKITITE
FH¥ A,

* ASA T Dynamic Trunking Protocol (DTP) Z 7" — h L TWWRWZ, #Et STV 5D A
Ay FR-PFEEJMZ N T F T TLHRIITHRET HDLENRDH D £7,

A HZ—7 = A ZAD[A U Burned-In MAC Address #1145 DT, ASA TEFRS iV
TA B —T oA Z—BDOMACT FLAZEIWV Y TAHZ Ly TEET, 728 213,
P—E R Fua g =2k o> Tid, MAC 7 L RIZESWTT 7 & 2§l 21T 5 BEa0
BV FEF, Fi2, IPve ) 7 a—T RLAIIMACT RLRIZHESWTAEREINDT-
O, YTA L H =T 2 AZ—EDOMACT RLAZE VS CTHZ LT, —EDIPv6 Y »
Ja—R)VT RURARATRRIZR Y . ASATREDA L AZ L ATD NI 7 4 v 7 Ol %
WD ZENTEEY, ~BEOMACT RLAZHBAICARTEEYT, MACT FL
ZAOHEFEI YT ZZRLTIIEIN,

A

GE)  MAC 7 FLAZFETEID U TIHHEAT. P LARWVEHESE
IEZRET D7D, RIUYHA L X —T 2 A FLOTRTOY T
A B —T A ZAZMACT RLAZED YU TAHEHIZLTLF
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DEEYTT,
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sVLANYV 7 A v H—T 2 A R A FX—T N, L, T4 BT F—TxA
R EERT H72DIIE, WEA o H—T 2 AH A R =T NI TODEMNERH D F
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VLANY A 8 —2Jx4RE8021Q0 S F 05N

FIR

VLANY T A v H—T = A AW A X2 —7 = A A F 7213 EtherChannel f > ¥ —7 = A AT

15 H B HIIC

~“NF arTHFRALT— KT, VAT LAEITAR—ZATROFIEEZFEITLET, VA
Th AT 4 X2 b—T a3y T RIZA> TWRWEEE, [Configuration] > [Device List] <A
VO TITATRTNAADIP T RLADTFIZH B [System] X 77 Vo LET,

ATYT1 avTHFART—=FRIZLoTKRD L IITHERY 4,
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATy T8

VAN 4 T4 v 8—T x4 2E 8210 r5oxos0EE [

o« UV E— ROEE ., [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] 2
A IR ET,

s wLTF E— RDOYGAE, VAT LAFEITAL—X T, [Configuration] > [Context Management] >
[Interfaces] ~X1 > Z 3R L 97,

GEM (Add) 1>[A > Z—7 =A% (Interface) ] DINEIZEIR L E3,
[Add Interface] A 7 R VAR v 7 ANFRINET,

G¥)

TV E— ROEAE, ZOFIATHSE LTV % DI [Edit Interface] A 712 7R v 7 AD
RIA=EDY Ty NORTHHT-D, MDORTA—ZERETHHAT, V—T v RE—
RBXORNZ AT LY N E—ROA U H—T oA AEZR LTI, v LF arT
FANE=RNTH, A I =T 2 A ZAORELETETTHHN, 2T HFAMIA L F =T = A
AEHDETHLERDY ET, AT 3T HEX POREEBMLTILZE L,

[/~ R7 =7 HR—F (HardwarePort) | K v 77X U R MG, 37402 —Txf A%
BT WA o —T oA AETIR— N TF Y RN A F—T oA ZAZERLET,

AUBE—=T 2 A ANEFEA F—T N TROYETE, [Enable Interface] T v 7 R > 7 A& 4
WZLET,

A B =T 2 A AFT 74V FTA RX—=T N> TWET,

[VLANID] 7 4 —/L FiZ, 1~ 4094 ® VLANID # AL £,

VLANIDIZIE, #H SN TWDH AL v F TTFHINTWDLHO08H D £9, FEMIC OV T,
AL v T O=aT VESBHLTLEIN, v /LF arTF A~ T— KOEA, VLAN [$v
AT ARETLULMRETE £ A, 1010/1210/1220 : VLAN 13 T& £ A, VLANI I,
AA v FIR— FDOIRPAI7R VLAN A VX — 7 = A A TR ERTWET,

[Secondary VLAN ID] 7 .t —/L KIZ, 1 2LL ED VLANID % A_R— A £ 72130 >~ TRY - T
AN UET, kT 2fHOGEITY v a2 L E T,

ASAIZEA X IYVLANT N7 7 4 v 0 &%5T5E, EONTT7 4 v 7 %774~V VLAN
W~y 7 LET,

[Subinterface ID] 7 4 —/V RIZ, 7 A L H—T =4 AID % 1 ~ 4294967293 DEHTASI L
i‘a‘o

HATENDYTA U E—T 2 A ADEFIL, 7T v b7+ —AICX->THRRY £, BERIT
ID#EHETEERA,

(A7 a3 ) [Description] 7 4 —/V RIZ, ZDOA X —7 x4 ZADFHAE AT LET,

AT 240 CFUANTAN TE £, ST ANTICTIITTADLES, v F ar7F AL
= ROBFE, VAT LAOBRMAL 2T X NOFRICERIETH Y AL, T —Fd— N —
FIIAT— K V7 O%A. #iBIX TLANFailover Interface] . [STATE Failover Interface]
F721% TLAN/STATE Failover Interface] 72 EIZEESIVET, ZOUPBIIRETEETA, &
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DAVE—T 2 A AT 2 —NVF—_"—F 1 FAT— M) 7 LA, 22 CATLET
RTOHPEN, ZOBEEOHHPETEEX INET,

AT9F9 [OK] &7 V7 LET,
[Interfaces] ™A TR D £3,

EErNEYD
VLAN BT A v B —T 2 ADTA LA (2 2—)

VLAN DY T4 3 —T 4 ADH
WIZ, VoIV E—=RTHTA U H =T oA ADNRT A= EFHETHHERLET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
nameif inside
security-level 100
ip address 192.168.6.6 255.255.255.0
no shutdown

RIZ, Catalyst 6500 TED X HIZ VLAN v v B Ve T 200 &2 R LET, /— K%
PVLANS (#5589 5 HiEIC W Tk, Catalyst 6500 DX EHN A REZBRBL T 7ZEW,

ASA Configuration

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level 0O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70

. VIANY T A2 —T /4R



| AN I 1o 58 —Tz42

private-vlan
private-vlan
|
vlan 71
private-vlan
|
vlan 72

private-vlan
|

VAN 4 T4 > 8—7 x4 20BE [

primary
association 71-72

community

isolated

interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1l

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk

VLAN S DA U3 —T 24 ADERE

R1I:VIANY DA B3 —J 24 ADEE
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VLAN £ D&

7005)

IROFIRIERH M S E Lz,
* ASA 5510 JEART A 22 AD VLAN 23 0 705 10 [Z¥ 2 F LTz,

« ASA 5510 Security Plus 7 1 = > A VLAN 75 10 725 25 I8 2 £ L
77

« ASA 5520 @ VLAN 473 25 725 100 IZH#E 2 &£ L7,

« ASA 5540 @ VLAN #4273 100 725 200 (ZH§ 2 F L7z,

VLAN o n

72)

VLAN OHIFENEE X E Lz, ASASSI0DEEART A ATIZI0005
50 12, Security Plus 7 1 & 2 A TIX 25775 100 12, ASA 5520 Tl 100 725
150 1Z. ASA 5550 TIE 200 25 250 [2Hi %2 TV ET,

ASA 5580 @ VLAN ¥ #an 81(2)

ASA 5580 L THAR— k&5 VLAN £73 100 725 250 IZ¥EINS v E LTz,

tHL XY VLANDO T T 4=  |952)

VLAN ~0D— v B2 7 O H— K

YT A BE—T oA AT, 1O LEOEH XY VLAN ZRETXHLH
W20 E L7, ASAIZEND LAY VLAN ChTI 7 4 v 0 %ZETHE., £+
NE77 A4~V VLANIZ~ v 7 LET,

WOE AN XjE L7z, [Configuration] > [Device Setup] > [Interface
Settings] > [I nterfaces]

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] > [Add
Interface] > [General]
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