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HfE /) — ROWD Day0 REIZE, 77— AN T v TBEE. THICHIK T—4 / — RicER
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)
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I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual

|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

|

! Alternate object group representation
! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers

! network-object object xyz

1

Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
1nterface gigabitethernet 0/7

description CCL VTEP src ifc

nve-only cluster

nameif ccl
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security-level O

ip address 10.6.6.51 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface
interface vnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU

mtu ccl 1654

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP

interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool
! no shutdown

|

! Cluster Config

cluster group clusterl

local-unit A

cluster-interface vnil ip 10.2.2.1 255.255.255.0
priority 1

enable noconfirm

|

! INTERFACES

|

ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0
nameif outside
security-level 0

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

F—% J — I Day0 %5

T—4 ) — ROWD Day0 REIZIE, 77— FA NI v TREOHDEENTWET, KFDOT
FA NI, HIfH ) — RO Day0 sRENOER T HMER S HEEZ R L TWET,
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I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual

|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

|

! Alternate object group representation
! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers

! network-object object xyz

|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7
description CCL VTEP src ifc

nve-only cluster

nameif ccl

security-level O

ip address 10.6.6.52 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface
interface wvnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU

mtu ccl 1654

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP
interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP
! ip local pool mgmt pool 10.1.1.1 10.10.10.4
! interface management 0/0

! nameif management

ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool
no shutdown

Cluster Config
cluster group clusterl
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local-unit B

cluster-interface vnil ip 10.2.2.2 255.255.255.0
priority 2

enable noconfirm

|

! INTERFACES

|

ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0
nameif outside
security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

RERDASAREI S A2 ) VT DERE
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M7 7T 47 2=y hOBRTEIZEEHBZONET, 7T AXREREMET D56, HH
BEREEEA LA — T2 A A 74 FXal— a7y a7 s Xalb—3 3y
ZHLS TEL ERLSHANRH Y 97,
IR B
Ba=y "ORY I T v T HETLET,

FIRr

RATvF1 [Y—IL (Tools) |>[/\v ¥ 7w T&E (Backup Configurations) | Z#R L £9,
AT T2 FIETLIEITa 74 FXalb—rarvanN\y s 7y LET, MR FIEICOW TR, 2>
T A X2 —2a VERIIFOMDT 7 A NDNRy T FLETEBR LT EE N,
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N
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Tz A AF— R ZOHOHHIE> CTFITHRET D2 LERH Y £7, 6l — b7 —
2 ) — R&iBNT 55615, ASDMWT —4 ) — ROA 4 —7 = A ZF&— N& HEIRYIZHRE
]\/\i—g—()

FIE

ATv 1 HlfHl ,— KD ASDM T, [Tools] >[Command Linelnterface] DNEIZERIR L £9°, AHPED A
ar74F¥alb—varERRL, Ml v —T A AE—NILTHTary7 ¥
L=y a EBBEETELLICLET, Z0oavy FTRE— FREFSREEA,

cluster interface-mode individual check-details
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[ ] [ ] Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command

© Single Line Multiple Line Enable context sensitive help (7)

133

cluster interface-mode individual check-details

Response:
Result of the command: "cluster interface-mode individual check-details"

ERROR: Please modify the following configuration elements that are incompatible with 'individual' interface-mode.
= A cluster IP address pool must be specified on interface Gil/1l{outside). Or remove IP address configuration.
- A cluster IP address pool must be specified on interface Gil/2(inside). Or remove IP address configuration.

- IPV6 autoconfig is configured on interface Gil/2(inside).
- DHCP Client cannot be enabled on interface, Gil/3(dmzl)
- DHCP Client cannot be enabled on interface, Gil/4(dmz2)

Clear Response

Help Close -

AE

AVHE—T 2 A A ET— RERELTERIT, WA —T oA AR TEZDH IR F
To 722, 27 AZ D TERICHAET DR OICEEA X —T = A AZRET DA ASA
Zln—R4+5E (FLxiE, 7I9RAFIP F—LZ2BNT 570, £7-1ZDHCP S IP T K
VAZBIGT H7-0) . 7 AF EHHEDORWA v Z—T A A a7 4 Falb—3 30
HibRS b7, R CE <0 £9, TOHEIE, AR ThIIX= Y —/bR— MIEE
LAV E—T oA A AL T4 X2 —a BEETAVNERHY £7,

TIGABZV U TRHIA v E—T 2 A ET—RERELET,
cluster interface-mode individual force

1 -
B2: 48— T4 RE— FDBEFE

8 Command Line Interface x
|

| Type a command to be sent directly to the device. For command hzlp, type a command followed by a question mark. For commands that would prompt for confirmation, add an appropriate nocenfirm option as parameter to the command and
send t to the device. To make the changes permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.
Command
(O single Line @) Muliple Line Enable context senstive help (7)

| |cluster interface-mede individual force

Response:
Result of the command: "cluster interface-mode individual force"

WARNING: Cluster interface-mode is changed to 'individwal' without validating compatibility of the running configuration. Please maks sure to resolve all remaining configurat

< >

Glear Response

o ][ e ([ e
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T 74NV RREFHY FHA, HRMICE— REBIRTI2MLERNH D 3, T—FERELT
WRWERIE, 77 AV T A X =TI TEERA,

force 47> a v ERIEET DL, HEDRWa Ly 7 4 X2 L— g OB THhTICE—
RAEFTINET, a7 4Xal—varOfERSLHEIT. T— NE&ET LIZ%ICTFH)
TR HVLERHVET, (L FZ—T A A AT 4 Fal—2 g VOBEENRTXHDIT
E— ROBRERICIELNLDT, forcedF F>a v BEHATAZEEZHBLET., 2D LT
THUE, HIETH, BEFOar 7 4 F 2 b—a VORELOHBTEE S, SHICHA X
ANMBEIRGAE, T— REFRE L7-% T check-details 47> 3 » 2 HET L £,

force x> a v ERIEELRWE, ORI T 4 X2 L —2a U RHLIBRAIE, v
T4FX a2l —varEz7 V7 LTVe—RTbrLoaROoNDHDT, av—FR—k (7]
RB7RIGE) ICHHi L CEBT 7 EREZH/RET IMNENRDY ET, a7 Falb—a |l
HEMEORBER 2 WGEIT (Ehier—X) | E—FNREEIN, a7 Falb—raid
MFESNET, a7 4 X2l —var a2 U7 LELSRVWEAIE. n2 AL Ta~vr B
BTLET,

A B =T A X F— R2fEBR$ 5121, nocluster interfacemode =< > F&Z A S LE9,

ATY T3 ASDMEKTL, Va—KRLEd, V7I7AZ A H—T =2 AET—RIZELLIETDH LD
\Z ASDM Z HiEEh T 2 L E R H Y £9, Ve — FO%, F—L ~X—IZ [ASA Cluster] % 773
TRINET,

3:ASDM DEFHHANHE
Device Information

General ASA Cluster virtual Resources License

Cluster Interface Mode: Individual Interface
Cluster is not enabled.

HlfE/ — FTOY S RAZHIEH) 9 DERTE

I ZABIIBINT HEN, 7T AXHEH) v 74 H—T 24 ADVXLANA V' H—T = A R
EEITLET, VXLANB IO ZRAFFHIY > 7 OFFEMICOWNTIR, 7 7 AXHFI#Y 7
(5—=) L TIESN,

4R8O HREIIC

IS ARG AT Ay R T L—AFREEDCLT, Z T RZEIEY 7D
MTU ZHELHEICRETCE D LI LET, V¥R T7 L —L52HhITDHE, ASAR Y B—

I ASAY 524500524 %BHT5 I}



ASAYSRADY 528 %EHTS |

B 56 —rcosszesmyrrogE

K& Ed, [B%%E (Configuration) ]> [T/A ADt v k7 v 7 (DeviceSetup) 1> [1 >
A—T x4 REFE (Interface Settings) |> [4 2 —T =4 X (Interfaces) | i % ffEad L £
@—O

Y

GE) &K —FRTHEIICC Y R 7L—APREEDNCTALERH Y F7,

FIE

ATy T

ATy T2

Ry NI—=2 FT7V=2 F Z—THND VXLAN h >y RARA » ~ (VIEP) E7 IP
T RUAZRRILET,

Fy NU—7 FT7 T b T NA—TOFMIZOWTIL,  [Configuration> Firewall > Objects>
Network Objects/Groups) ~X—, BELOWASA 77 A T Ur— /L a7 4 Falb—var i
4 R® TObjects for Access Control] DFEEZSM L TL7ZEW,

VTEP OB L 725 IP * v hU—27 X, VXLAN ®* v U —Z7i# 57 (VNI) A > ¥ —7 =

AZABMERT D27 ZAZHHY > 7 %y U= BN L TWET, 4 VIEP VY — XA

A —T A RZE, ALY TRy b EOIPT RLARHY £, 2o 7Ry b, hod

RTCONT T4 I NBIIREEEL, 7 7AZGI#) 7 A F—T oA AT TREEND LD

IZLTL &,

VTEP EE A v X —7 = A&FHELET,

VTEP B oA v ¥ —7 = A AlX, VNIA ¥ —7 = A ZZBEMT B D TEDIERED ASA

B A B =T A ATT, | DOVIEP VY —AA L Z—T = A R% 7 T AZHMY 7 & L

THERET D LD ICRRETEE T, Y—AA U F—T = A AT, 7T A > 7 O HHH

PR ESnTnET,

a) [#R (Configuration) ]>[T/31 AMEXE (DeviceSetup) | >[4 VB3 —T 24 RAERE
(Interface Settings) 1 >[4 %2 —2 x4 X (Interfaces) ] DIEIZEIN L, VTEP {501
VE =T A AT HA o F =T A A RELET,

b) A1V —TzARBERELET,

c) [VTEP Source Interface (cluster)] = v 7 R 7 A% A A2 LET,

d) [Enable Interface] 4 2 L £,

e) HHIPVA T FLAZRELET,

IP7RLRIZ, Xy NT—0 F T2 F A —TDOETD 12 LTEDLLEND
0 EJ,

f) [Advanced] ¥ 7% 27 Vw27 L, MTU%ZT —X A ¥ —7 = A ADKKMTU LV H472<
EH 1543 A bE<KERELET,

JIARGIEY 7 D NT T 4w ZIET—H Ny NBEREEND T, 7T AKX
Y 2ET =2y NERIKROY A RZMATI TAF NT T 4w 7 DOF—r3—~ K
(100 34 ) BERVXLAN DA —"—~v K (54 34 ) IZHRIETHHERH D £
J. MTU % 1554 ~ 9198 /N1 O TRELET, 7 74/ D MTU 1% 1554 /3A R T
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T, T—HA L HF—T 2 A ADI500ICRESNTWABERIT. 7T AZE Y > 7 DMTU
1654 IR ETHZ L E2BEIOLET, ZDfHEIC i)m%%#z%ﬁ/«/¢7v N
DFRIVBSLIETT,

TeZIZTVrY R 7= EHHLTWDEE, icKMTU (9198 XA N TH L2

?—&4V&~7:4x®%kMﬂﬂi%MK@D\7?%&%@UV7MM%L&E
TEF9,

g) [OK1 %2V w27 LET,

VTEP YV —ZAA 2 —T = A A%y MU =7 {f{b= RARA > b (NVE) (ZBEEfT T %

ﬁ‘o

a) [#&RL (Configuration) ]>[T /31 ADEEE (DeviceSetup) | >[4 32 —T =4 REEFE

(Interface Settings) ]>[VXLAN] OJIEIZE R L 97,

b) (LE) T 74V bk 4789 02 HLAERET 5855 1X, [VXLAN Destination Port] D% AJj L E
D

c) [Enable Network Virtualization Endpoint encapsulation using VXLAN] F = v 7 Ry 7 A%k F
LET,

d) Fevy7% o URA K5 [VTEP Tunnel Interface] % 3R L £ 97,

e) [ConfigurePacketRecipient] 7= > 7 R 7 X% 412 L, [PeerGroup]| A7 a v A& %
7V w7 LT, fERRLTZET 7 —7 %8R L £7,

f) [Applyl &7 Vw27 LET,

VNI A v % —7 = A ZA%ERR L ET,

VNIA v Z—Tx2A AXIVLANA > ¥ —T7 = AP TWET, VNIA ¥ —T = A A
X T ML THREDHEA LV X —T 2 f ATOFR Yy NT—F ST 7 4 v 7 OE & HEFE
THEEA L EZ—T oA AT, RETEDVNIA U F—T oA AL 1 DT T,

a) [#RL (Configuration) ]>[7T /31 RE&E (DeviceSetup) | >[4 32 —T =4 RETE
(Interface Settings) >[4 32— 7 4 X (Interfaces) |DJEIZEIR L, [:B0 (Add) ]>
[VNIA4 >3 —2 4R (VNI Interface) 1227 VU v 27 LET,

b) [VNIID] %1~ 10000 DI CAHLET,

ZDOID IINEA v 52— T = A AFHIFTT,
¢) [VNISegmentID] i 1~ 16777215 DFITANL L £,
27 A NID I VXLAN # ¥ U Tl S E T,
d) [NVE Mapped to VTEP Interface] F = v 7 R 7 A% A I LET,

TOREICEY., UNIA v Z—T =24 AN VTEP EETA v ¥ — 7 = A ZIZEHEMT S
ij‘o

e) [OK]. W\ T [Apply] 27 VU v 7 LET,
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7 Z AL T BT DRI, BUEIP T RLARRESNTWDHAS LV H—T = A%
7x&ﬁm_ﬁﬁﬁéz£w%0ifoﬁﬂ_#mW7%vx%ﬁmféﬁA I, Ak
bH. ASDM DNHEHHR SN TWAEHA U H —T =2 A REEETHLENHDEENH D F
T, MDA L H—T 2 RTHONWTIX, 7 TAX ) T2 AMET 2R1E 721X DOHRICRET
TET, BERAVT 4 X2 L —varPH LW TR )= REAMT L LI, TTO
AEBE—T 2 A AEFFNIHETDH I L 2L E7,

T BADA U E =T 2 A AN TAR Y T HEE IR DX HNCA U H—T o f A%
ETHHECOWTIMHALES, HA 2 —T A ATWEHFEDON—TFT v A B —T A A
THY, TNENNEHOIPT FLAZIPT RLVA =B BELEST, A7 T A
IP7 RLRIZ, FOITAEZDIEOOETT RLATHY , BIZHEDEIHE ) — NITELE
T, TRTCOT—H A X —T = A ZAEEBA & — 7:4%(%52%#%@&?0

BEHA A —T A ATIE, IPT RV AT — L E2HRET 50, DHCPEZEHA T& £9, &4
VE—T 2 A ADIHNDHCP DT FL ARG E YR — L TWET, DHCP #FEHT 5
BElE, ZOFEZFEHA LW TIZIN, b, @i EBVICRELET Ob—T v R
F— RO fRAIRA LV Z—T 2 A A RTA—=HDOREEZEMR)

188 BRI
e (AFvay) YIA U HE—T A AERELET,

EHA U H—T oA AL, FRT R R EEAT S, DHCP A& ¥4, §FHagIP
T RLRAZEALTEY, ASDMZHFEH L TEHA VX —T7 214 A2 T— MR LT
WAHEEIE, fFROT—% /) — ROBIED IP 7 R L A X—Wi7e & DT,

o KA UNNTIE, HME ) — RCTERINTZI TAXIP =B IP T KL AREID Y
T%ﬂiTo

o VTG AKIP =ML, RO EDLFVIPT RLRAEET, 2y NI —2TT T
AT OT7 RLREEDHZ LT TEEEA,

Wl Z R L ET,
1. HI# ) — iz 10.1.1.1 ZREL £,
2. fhoo/ — KiziZ, 10.1.1.2, 10.1.1.3, 10.1.1.4 ZfEiH L £,

3. i) —FDI TAXDIP T —NVERETDHHE, AT THHT-DIZ2, 3. 4
DT RLVARZ TS =GO HZ EITTxERA,

4. RbViz, 5. .6, .7, 8DLHIK, Xy NI—T7DOMDIP T NVAEFEHT S
ﬂ‘gﬁg% D jETo

A\

GE) F—nZiE, il — RE2ETe s TAXDA LU ANESDT RLA
DULETT, TD AT FLRIAAL LI TFTAZIPT RLATH
D, BEOHIE ) — FobLD T,
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5. ZIZAZIIBIMNT % & HW—KHRe7T FLRIHBEES N, oG TR TE E
o

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~+ > ZER L £ 9,

A B =T oA AT FEIR LT, [Edit) #27 VU v 7 LEJ, [StaticIP] Z#R L EJ, DHCP &

PPPoE [I¥ AR — h&hvEtHA,

IPv4 7 5 AR P F—)L. MACT RL A2 77—, BLOY A RO MACT L2 %&BINT5

121X, [Advanced] # 7% 27V w27 LC, [ASACluster] TV 7 /NT A —HEHTELET,

a) [IP Address Pool] 7 4 —/V ROKEIZH D [L]ARZ %27 Vw7 LT TAXIP 7—VEAE
RLFET, BRINDERFFAIL. [General] ¥ 7 CTHRETDAALIPT RLARIZK DR
ELET,

b) [Add]Z7 Vv 7 LET,

Q) AAVITAEDIPT KL AZEEGEMRWT FLAFEMHEZHELET, *v hT—JHNT
BRI THDT RLALEAET A, #iIL, 2L T RLAE W) L HIT,
I FGAZDYA XIEDETHFIIRELSTLILERH Y 7,

800 Add IPv4 Pool
Name: inside_pool
Starting IP Address: | 192.168.1.2 D
Ending IP Address: | 192.168.1.9 [_]

Subnet Mask: 255.255.255.04 :'

Help Cancel ok |

THe4

d [OK]%Z7VUvyZ7 LT, LW —LEERLET,
e) TER L7z LT — L& @R LT, [Assign]Z 27 U v 27 L, WIC[OK]&Z27 Y v 7 LET,

7 — V4473 [IP Address Pool] 7 4 —/V RIZEREINET,

) (EE) (7T ar) MACT RLREFEITHRET 2% E1X. [MAC Address Pool] %
BRELET,

IPv6 7 RUAZRET DI, [IPV6] ¥ 727 U w7 LET,

a) [Enable IPv6] T = v 7Ry 7 A&F T LET,
b) [Interface IPv6 Addresses] =V 7 C, [Add] =7 U v 7 LET,

[Enable address autoconfiguration] 47" a Y3 A — SN ERTA, V> 7ua—hL7 KL
ADFEREDLT AR —FINTHERA,

[Add IPv6 Address for Interface] % A 7 1 7R v 7 ANFRINET,
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2)
h)

)

[Address/Prefix Length] 7 4 —/V RiZ, 72—/ )L IPv6 7 RL AL IPV6 T V7 4 v 7 AD
FE&& AN LET, =& 21E. 12001:0DB8::BA98:0:3210/48] D X 5 I A LET,
[LJARF 27y LT, JTRAZIP T—IVERELET,

[Add] 227 Vv 7 LET,

- HaNs] Add IPv6 Pool
MName: inside_ipve_pool
Starting IP Address: 2001:DBE::1002

Prefix Length: 32

Number of Addresses: al

Help Cancel | 0K

E-E L]

F—VDOBBIP T FL A (Ry "I —27 FLT7 497 R) L7497 ARE, 7T RL
AR ERELET,

[OK] %27 U w27 LT, LW —EZERLET,

TERR L7288 LW — V&2 EIR LT, [Assign] 227 U w7 L, WIZ[OK] =27 Y v 27 LET,
[ASA Cluster IP Pool] 7 4 —/L RIZ /" —/LinFoRrEN £,

[OK] %27 Vv 7 LET,

ATvF5 [OK] %7 V7 LT, [Interfaces] A IRV 97,
ATv76 [EH (Apply) 127V 27 LET,

BARMEY « Y— REEA LIS 528 OERELGSM

I TABNOE ) — RN FAZIZSINT D121, 7— A NI v TRENLETT, (I

/

— RNiZ72 %) 1 f® /— K _ET High Availability and Scalability v ¢ #— RZ (T L TY 7 A

ZERER L, 7—% /) — R&zBIMLET,

1R BHHIIZ

sV TAKFIEY A H—T oA AEHT D VXLAN VIEP YV —AA X —T = A A
I, B SNTZAAL v T TT v TIREICR> T DAHERS D £77,

BB O T AL — REBINT 5L —BC, BRIEAL/T y BAERE R ey 77
RETLHZERHY T2, ZHITHEENOEIETT,

B ASAYSREADISREERRTS
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FIE

AT w71 [Wizards] > [High Availability and Scalability Wizard] ®NEIZEIR L3, ROFIETZ DT 4
P—=RDOHA RT A BB LTSI,
AT w72 [ASA Cluster Configuration] Ei[fi C, 7 — h A NT7 v 7 OFEEMHHRL 7,

o [A 2 N—DENARL (Member Priority) | : #lf#l /) — N®EMHIZ, =D/ — NOESNARL
Z 1~ 100 OFEFANTHE LET, 1 Dcm OEEIEL T,

*[Sitelndex] : ¥ FEZ T AX Y T EFERTLEEIE. 20/ —ROHA M ID #3HE
LT, A4 NEADOMACT FL A (1 ~8) MEHINDLIICLET,

(A7 ay) [FAHF¥— (SharedKey) [: 7 7 AXHIEHY 7 OHEH N7 7 4 v 7 OB
TR —ERELET, HAMEIL, 1~ 63 LFD ASCI LFFITT, LAWK, K5
F—Z2HERTHEDIHHEINET, ZORTA—=FL, T—HRANTT 4 v (HEki
WEEOFFHIRESIND Ny M) IZIIREBLEYA, T—F XA NT T 4 w71,
FIWZIZ VT TEFA N LTEEEINET, AT — ROELY—E X2 A4 X—T7 2T
DHERICH, ZORTA—KERETILELRDY 7,

(47" a3 ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :
B OBm A AEMELET, ZONRNTA—FET 74V b TEHEHIZ o TET, B
BOGEIX, 77 AF D ASATEMICAREREZ AH L, ARTONN>TNDT A
AMMBEFBODI2NT N ZTH LWt a 47 a— R LET, AnEHE RET 5 G
. 1~360 DOFPHNTIELET, ZONTA=FE, 77— AT v TREDO
TiE2< ., K, — Feo 7 —% ) — FICEREET,

GE)

FA FE RAR D58 LTI OB AR E LR2NTLIZSN, BRL5IA FDI T
AL A NI A BB TE A,

(AT a) [VTAZNDZDOTNA ADNVAE=Z Y VT2 H323 % (Enable

health monitoring of this device within the cluster) ]: 7 7 A% / — R~V A F = v 7L
BICLET, /= RO~NVAZTERT D20, ASADY T AK ) — K7 7 A2
VI THD ) — Rl N— b= A o=V EEELET, /— ROVEEERANICET

J=Fhbn—hE—= A=V EZELRVGEA, TOET /) — RIISEREE I
Ty NIREEE RleSivET,

GE)

fEPO RRaVEREITHI L& (B2, T—F A2 —T A ADEME = I13HI
B, ASAF 723 AA v F LDA U H—T 24 ADEIALE 7213 X, ~N AT =
T EEHIL, B LA V=T oA ADE=X Y TN THILER DY F
T NABTYOEENET LT, FEOEENTXTO/ — RICFRISNZH, ~L A
Ty 7 EHEAHIITEET,

I ASAY 524500524 %BHT5 I}
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» [Time to Wait Before Device Considered Failed] : Z Df#i%, / — KOF—F 77 A4 7 &
T=HAA Ay e—VORBERELET, #HIHIX03~45HTYT, 7741 M3
T,

s (AFvay) [2rY—nHEEET 2 (Replicate console output) ] : 77— / — R
Sl ) — R~z ) — VB EBEC L ET, ZOMREILT 7 4V b TEMICRE S
NTWET, ASAIL, FFEDEKRA RV MRBAELZLEXIC, AvE—VrEEa Y —
MCHNT 2RS0T, ar Yy —VEREGMHTHE, T—% /7 — Kbl

J—RIZary V=N RAve—UREEISNDEDT, TE=XTEHLERLDIDIZT TAXD
Y= LR— R DEFTT, ZONRTA—=HF, 7= AT v TEEO—FTIHA
<, il — R b7 —% )/ —RicERsnE T,

* [Cluster Control Link] : 7 7 AZHlfEHI Y 7 4 2 —T = A AZHRELET,

«[MTU] : VTEP Y —AA U Z—T = ADHFKKRpEL=y NEfRELET, 77— A
VHE—=T 2 ADFKRKMTU L0732 b 154 31 hEVEEZEELES, 77X
HHFEY > D NT T 4w ZIET —F Ny MEERGEND T2, 7T AXE
Vo713 T =23y ROV A RN TI TAZNT T 407 DF ==
K (100 31 1) BEOVXLAN DA — 3N—~v R (5454 1) IZH%ET 2080
HYFET, MTU % 1554 ~9198 XA MO TRELE T, 7 7 4/L O MTU X 1554
NARTT, T—=HA L H =T A AN 1500 IZRESNLTWDHAIL. 7T AXH|
Y7 OMTUZ 1654 ICRET HZ L aBERIOLET, ZOMEIZITT Yy A7 L—
LADTFTRINMBETYE, 2210 % R 7L —L%FEH L TWAIRE. B MTUIX
9198 XA FTH DD, T—H AL H—T x4 ADHKMTU L9044 (2720, 7T
ZBHEY 71X 998 ICRETEET, ZDONRNTA—Z|L, T—h AT v TRE
DO—TIERL, I/ — T —4% /) — NicEREnE+, F: FEVv o R7
L— 2D TRIEFHNCL TORWEEE, Vo PF—FREK&TL, VYo AR7L—2%
BZLTHD, ZOFIEZFRTLILERH D 7,

I FAZIBMUTZ ) — Rix, 77 AZHI#HY 7 MTU & —ET 537y b A X
Tl — Rl ping Z%ETHZ L TMTU DEMMEE T = v 7 LET, ping MR
THE, WP ERISND T2, HERAA v T O MTU R—BEEEL THRAITT S
ZLEWTEET,

ATV T3 [~NARE=HX Y T HBDA 2 H—7 =4 A (Interfaces for Health Monitoring) ] [ T, — &
DA E—=T 2 A AEEEDE=HY V IRAGNORHNTEET, 7oL X, FEA ¥ —
Tz A ARE WAHUNDA LV E—T 2 A ADNNVAE=Z Y U T kT 52 LN TEE
D

GF)

LD MR UEREIT) L& (T2, T—% A ¥ —7 = A4 ZAOBIETZIZHIBR,
ASAFTZTAA v F EOA U F—T = A4 ZADAEMEETITIENL) X, ~NVATF = v 7 %8S
WL, b LA v X —T 2 A ADE=H Y U7 I THMERHY 3, PR Y0
EENET LT, REODEENTRCO/ — RIZRAPI SN, ~ATF = v 7 HEANC
TEET,

B ASAYSREADISREERRTS
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ATV T8 [ F—T A ARBFEFEAHE (Interface Auto Rejoin settings) [ T, A X —7 = A A

FF7 TAXGAY 7 THRENRE LZIBEOEHHEEEREEIAX AR LET, ¥
AT, ROFT T a v EBRETEET,

+ [Maximum Rejoin Attempts] : 7 7 A X ~OFEFEE ORITHEE EFT 57212, [Unlimited]
F721T 0~ 65535 OHIFATHEARELE T, OIXABHHFFHEEZEIMLEST, T 74401
X, 7 7AF A2 —7 x4 ZAOLEIF[HEHIFE (Unlimited) . 7—% A v Z—7 A

DEFEIE 3 T,

* [Rejoin Interval] : FfEAATHBOREZ EFRT D722, 2 ~ 60 OFIPH CHIEA R E L
F7T, 774N MEIXSSTYT, 77 AZ~OHSMNE / — RBRITT DR KA FHRFH
1T, B OBEEFRAR D 14400 4 (10 H) ICHIBR S AL E 9,

* [Interval Variation] : 1 ~ 3 O#i THREL T, HRZEMESELNEINEERLET
(Q:EHRL, 2: EATOMFEO 2 5, 3: EATOMKFEO 35 . 72L& T, HEZ 5459
ICERE L. A5% 2 ICRE LIE AR, ROOMITH 5 0%, 2 BIHORITA 10 5% (2
x5)  3IMEHORITN2043% 2x10) &RV ET, T TAHN MEZ, FTRAZA U H—
T2 A ADHEITL, T—H A E—T = ADHHIT2 T,

AT9 75 [#T (Finish) 1227V v27 LET,
AT T6 CiscoASAIZTFETa L 74 X2l —2araAX%y LT, Z2I7ARF VU 25 LT

ATy 71

ATvT8

KRB IR~y ROEBEAZFHET, T 7+ har 74 Xal—raiihbrav R
b, TS T E0nb Y 9, B0 Rnwa~r REHIBRT 512, [OK] 227V v
7 LET, [Cancel] #7 Vv o 35H&, 7 TRAZY U TITHEMIRY EHA,

LI T5E, ASDMNZ 5 A X 280 LT ASA ICH#HEE L. ASA NV T A X 2B E
Ni-Z & R4 % [Information] M AR S ET,

GE)

BRI TE, U4 P —FORTRIZY TAXIISIN LRI T —BNRET D alREMEN &
0 EJ, ASDM BNYIKr ST\ 5 & ASDM IXZUZHE< =7 —% Cisco ASA " H%f5 L E
A, ASDM ICFFHERE LT h 7 T A X Y I RNEOEEIL, ASA =22 Y — )b iR— [ THE
WL T, ZTRAZ) TR TOWDEElR = T — IR A2 HEr a0 ER’H Y £3, =
EXIE, ITAZHIEY IR T LTS AREER S D T,

T2 ) — REBMT 52, [1IEW (Yes) 1227 Vv 7 LET,
HfH ) — Fb U 4 = REBIITTIHE,. VAV — RaROICHGT 5L X2 [7 724
WZHID A >R —%1B1F 5 (Add another member to the cluster) | A4 7'L a V&R L TF—#
J— R&ZBINTE£T,
[Deployment Options] 3% T, K [Deploy By] 7> a > OWT I a @RI L £,
49 <UE— b=y MICLI 2~ FZi%A{57 % (Sending CLI commands to the remote
unitnow) ]: 77— MR NI v TEREET —F /—F (—FF) FEIP T FLAZHELE
T T—H )= REHEIPT RLA, a—P—4 RRT—READLET,

c[EEN/-CLl a2~y REFEICat—L T, VE— b=y MBSV T % (Copying
generated CLI commands to paste on the remote unit manually) |: 7 —% /— K® CLI T2~

ASAY 524500524 %BHT5 I}
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B /s5x2vomtronza<az

VREHDY T RR—=ANTED, F/2IZASDM O CLI Y — V&2 HATE 5 L Hic
~ Y R#&AR L E$, [Commandsto Deploy] Ry 7 AT, HTHHTL-dDa~vy N
%?ﬁb(ntov_biﬁqo

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asal0
priority 2

cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test

enable as-data-node- noconfirm

DIAREZ)VITHMEDHREZTARX

DayO R ED—E & LT, 0TV FAZORER%KIZ, VITRAZV T ~NVAE=ZY T
TCP #ft R DIEIE, 7 u—DFELY 7 4| MOKE{LE I AZ~v A X TEET,

Hl# /) — R TROFMEEZFEITLET,

ASA ) S RBZDERING A —FDERTE

) — R ED T TARBREE DAL~ A A TEET, 7 TAZA~D /) — ROBIZT 4 P—
REFBHLRWESIE, 77 AFNRTA—FETHHTRECTEET, T ITAX VTN
AFX—TNTHIUL, W ODDT TAHF R A= ERETEET, 7 T7AX VU ITHRA
F =TV 5> TV HMIIRETE RV DI, A FErsnEd, ZoFIEIEL, Vo
P—RIZEHEENTOWRVEER T A= L EENET,

48 HHEIIZ

« U4 W— REMFHET, FEITY T AZIIBMT AL, 77 AZIIBINT DHIIC, %
J—RTOZAZHIMY o7 ZHRRETLHILER’H Y £9, #lfll ) — FTHOI T R HH|
MYy oFEE (17—=) ZZRLTLIEZEN,

FIE

AT w71 [#R (Configuration) 1>[7 /34 X EE (DeviceManagement) | > [ERI M ERT—FEY
T 4 (High Availability and Scalability) ]>[ASAY 5 X2 (ASACluster) | DJHIZEIR L F 7,

B ASAYSREADISREERRTS
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ATy T2

ATvT3

asa 522 0Ex 5 —s0%z |

T T T AT A ZAPBMENTNC, TRDBHIE S — ROBFEIEL, 2O i
[Cluster Configuration] # 7\Z&H Y 77,

[Configure ASA cluster settings] F— > 7 N> 7 A& AT LET,

Ty IR I RAEATICTHE, BRENDHESINET, "TA—FORENTXTETTH
¥ C. [Participate in ASA cluster] &4 12 L72WTL 2 &0,

()

JTGALY T A X —T T L7, [Configure ASA cluster settings] = v 7 R v 7 A% 4
ZWZTHHEAIE, MREZLSHM L) 2 TIT-oTLEEN, A7I2T5HE, §XTHI7 TR
X a7 4Xalb—arN7)T7EN, ASDM BN ER SN TWAEHA VX —T =2 A%
ELTRCOA L H—T A Ab vy MU LET, ZOHA, Bt ddicid, =
VY=L IR— N TCCLLICT 7B AT HMENDH D 77,

WRDOT—FANT T NRTA—FEHZELET,
* [Cluster Name] : 7 7 A X\ ZARTZATT £, £AR0IE 1~ 38 35O ASCI LFHITH D =
EMMETT, /—RIELICERETED TAXINIDET T, 7T7AXDTRTDA
UANE CARTEFEHT 208N B D £,

* [Member Name] : Z D2 T AF A L OEA DA% 1 ~ 38 LF0 ASCI CF-F5THE
LET,

o [A U N—DEENARL (Member Priority) | : #lf#l /) — F®EMHIZ, Z D/ — NOESNERL
Z 1~ 100 OFPANTHRE L E 9, 1 Hcm OESIER T,

*[Sitelndex] : ¥ N7 FAZ Y T EMERTL5EIE. 2O/ —ROHA M ID ZKE
LT, A4 NEADOMACT FL & (1 ~8) MMEHAINDLIICLET,

« (7T =3 ) [SharedKey] : 7 7 AZHHI Y > 7 DFIE ~ T 7 1 v 7 DG F—Z iR IE

LET, HEMEIL, 1 ~ 63 XFD ASCH XFH|TT, IHAEMEIL, W x—24ERT
LIZDIEHENET, ZONRTA=FE, T—FRANT T 4 v 7 (HEERREOERS
HREEND /X7y L) ITITELEYA, T—F AT 707, B2 VT T
FARELTHEINET, NRAU—=ROB L —E X% A X =TT HHEICDH,
ZDONFGA =B ERETHULERD Y ET,

« (# 7Y = ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

PO EAMELET, ZONRTFA=ZIT 7 40 b TIHEDIZ 2> TET, =
DINFGA=BF, T—= ATy TREO—FTIERL, Hlfll ) — FhbTF—% 7 — R
BRINET, AMESNTHD5E. ASAIL. 1 B& 0 OBEEICET 2 15 H % & H
HUZAZHA L . BT LW A2 1 B & T2 ) ORI N T A ZINBIRAR DT /A 2|2
F7u—RNLET, BEfFoEFEIIBE SNETA, SHIZ, ZOa~vr XISV OD
PRI D W T O BTN D72, &/ — FTHAL SNV ORBUIB B ST,
R DOMENTFE LS R2WEERH Y T3, AMIERE T DML, 1~ 360 ol
NTHRELET, 774V MISHTT,

e plD ) — RiZA7un—Rand &, PRI £9,

ASAY 524500524 %BHT5 I}
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B ssavs5zx508515 2 —s08E

PA M AR T T LTI SR OB M ERE LRV TS ZEWN, ReL5Y A FDrZ
AL A ANTTH LD ER 2 BT ITT & £ A,

[Enable cluster load monitor] : 77 7 AZ AL XD N T 7 4 v IV AMEET=H—TEH LT
720 FE Lz, MRITIE, G, CPUL AEYDEHE, Ny 77 Ry X ERE
FNET, AMPETELHE, EBVO /) — RBAMELBETE 2581L, /—RKDsZ
AL T e FEICTENCT 20 SIMBAAL v TF O — NNRT oo T DA%k
RTEFET, ZOWEEIZ, 774V P TARX—TNICENTWET, NT77 4 v 7 OAR
ZEMCE=F—T&ET, AMPET L5581, /— T/ IF7RF ) 7% FHT
T HZ L BZBIRTE £,

ROMEEBELET,

*[Timelnterval]: €E=% U 7 A v &—HORFMZ, 10 ~ 360 F O TRIE L %
T T 74V ME 20 TT,

* [ Number Of interval]: ASA 237 — % Z{RFFT HRIBOE A 1 ~ 60 OHIPH THE L &
4. T 7 L ML 30 TY,

N7 7 4 v 7 AM R T HITIE, [Monitoring] > [ASA Cluster] >[Cluster L oad-M onitoring]
EHBL TSN,

(473 2 ) [Enable health monitoring of this device within the cluster] : 7 7 A% / — KD
NVAF oy VBB EAICL T, /— K —FE— K X7 =% 2 X vt&— VR OKH
MRARELET, 03202045 HOMTRNRTEES, 7740 MI3IHTT, F: il
W/ —R&ET7FAZIZIBIMLTHNT, ASAFZITAAL vTFO MR URERINIHGA.
7T AANERT D ETIOMEEEZ BT =7 ML, T =TI A
VEHE—T 2 A ADA B =T 2 A AEF=Z Y T T =T NVICT HMERDY £T
([#R (Configuration) 1>[7/34 XE¥ (DeviceManagement) |>[/\f 7L S E)
54 &R —5E YT 4 (High Availability and Scalability) ]>[ASA%Z 524 (ASA
Cluster) >[5 RZA VA —T A4 ANJLAEZR1) 24 (Cluster Interface Health
Monitoring) 1) . 7 7 AZ & "NARBYOEENET Lch, ZOKEZFEA R—7 LI
THZENTEET, /= RONVAZHERT DD, ASADT TAK ) — RiZT T AL
HIEY > 7 T ) — RiZ—hE— F A v —UZRELET, 7 — RAMEFEREHNIC
E7 ) — RhbN—hE— A vt —VEZELRWEAE, ZOET /) — NISERGE
7Ty RIRREE RAe s,

(AFvay) [T/37 2 AR (Debounce Time) | : ASA 31 X —7 = A A&[EEN
FELTWBHERZR L, 7 T7AENE ) — FBEIRESNDETOT Ny o AR 2R E L
F TOKREICE Y. A X —T oA ZADEES LD RFEICKRHETEET, FAv L%
REM 2 T2 L, BMBRHEOMEENESL 252 LITEEL TSN, f X —T =4
ADAT—=ZAHHNPRETH L ASAIFA V=T oA AzfEEL L T~—2s L, 77
AEMNE ) — REHIBRT2ETHRESNTEIVEHELET, 774V DT R R
1% 500 ms T, A2 EOFF L 300 ms ~ 9 BT,

(FFvayv) [y — ) E#ERT 5 (Replicate console output) | : 77— / — K

B ) — R~na vy —EREFNCLET, ZOMEEILT 7 4 /L~ THEHCHRE S
NTOET, ASAIE, FFEDERA NV MPFAELLLEIL, AyvbE—VaEEa Y —
M TDHERH £, ar V=V EB-REGNT DL T—% 7 — Fo bl

B ASAYSREADISREERRTS
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= RIZary—nNAyE—URNEEENLDT, TE=FTOBERHHDITT T AZD
ALY =R —=F1IORET T, ZONRTA=HFE, T— AT v TREO—H T
<, il — Fro7—2 7 — RS E T,

(AFvay) 953R2)05 20— FEYFoH2A42—TIIZLET, LISP A o A2
7alDORTE B4X—=) BB LTIEEN,

(473 3 ) [Enable Director Localization for inter-DC cluster] : 7 —# & Z—DH A k

M7 ZAZY T TRT A=< A% ESHETT U RNy TR ORI 2 HHET 5
Wik, 747 8n—nVEB—va kA x—7MILET, @E, FrLuEiie—F
NWNTUARAINT, FFEDOY A MNDOT TAZ A N—=ZXVFrFEShET, 727251, ASA
1374 L7 ZORENBAEEDOY A FTAUA—IZEY Y TES, ToLrZun—h)¥P—
a ATk BINMOT 4 L7 ZEEIRA XTI £, AU, TREEFEERCYT
A MBHFET D u— IV T4 LI R E AEEOY A MIEETE 578 — LT 4 LY
2TT, BIBEET A VI X EFELYA MIBET D ET, X7 —~v U ARMELE
T Flo. TOFAFECTEENEELLZGAE, a— VT 4 L7 2, AUV A N THL
WEEAITE B 2RI L ET, 7T AX A N=05l0%A FTHA I TWDERHRD /S
oy NEZETHEAE. Fa—UL F o Ly 2RMERShET,

(A7 a2 ) [Site Redundancy] : A FOEENL 70 —%ki#ET 572012, 14 bD

TTEMREAHCTEET, BNy I T v T A —F =R A—F— LR LA MCH DG
I, A FOREEND 7 a—%2R#ET 572012, BIMONY 7T v 7 A —F =050 A
FBEIRENET, T L7 X u—h ) P— g ¥ A FOEMTR 4« OMET
To ZOIHDO 1 DFERIIMFTERETHIENTEET,

(A7 vay) HRFAMT 72T L —2 3 0 &2F%121 % (Enable config sync
acceleration) | : 7 —% / — KAl — K &R UM OLE. #BRORE A X~ 7 L,
fEermdit LET, ZOERIZT 74V T R—T W75 TWET, T OMRRIEA
J— RTEREI, filf#ll ) — b7 —4% ) — NI nEE A,

GE)

—EORETY L L, 7 7 AZFEEOEm#ELE BRERSH Y FHA, ZhbDavw R
B — FIHET D256, 7 7 AZFEEOmBER AN/ > THThH, BEDFEBNLHE

WCHAELET, 7 7 AZE0mE b2 EESE 21203, BHEORWVERE & HIERT 5 2%
EHRH Y F9, show cluster info unit-join-acceleration incompatible-config Z L C., A
kDR WEREER T LET,

[EFtER D L7 Y r— N % %23 % (Enable parallel configuration replicate) |: 7 — %
J—=REWATL TRELZENRFHLIND LT, HlfHl ) — FEAZICLET, £HLR
WL FAEIRIEFICFIT SN, ZLORFERRPND 2 ERHY 7,

[7ue—REEHOX—77 71 7k (Flow State Refresh Keepalive Interval) ]: 72—
F—F =T 4 VI EABIONRNY T v T —F— D7 REEH A v E—

(clu_keepalive 3 X O clu_update A v &—) OXF—77 7 4 TlFE% 15 ~ 20 B OHiH
THRELES, 774NV MIISTT, Z2IAXHEY 7 DT 7 4 v 7 BERLT I
WIZ, 77NV PRV BREVWHREZHRETHZEHTEET,

* [Cluster Control Link] : 7 Z A XY >0 A L Z—T = A A%IEELET,

I ASAY 524500524 %BHT5 I}
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. AVE—TIARANLVRAEZS Y VI BELVBEHBSMREDHRE

A B —TIAL R :VNIA L EZ—T A AEFELET,

o [IPAddress] : IP7 FLUAIZIXIPv4 T RLAZBELET, IPv6IE, ZDA X —T7 =
A AT R—FEINFEHEA,

* [Subnet Mask] : &7 % v b v~ A7 ZEELET,

«[MTU] : VTEP Y —ZAA v Z—7 = A ADKRIGEL=y FEEELET, T—&A
VHE—T A ADFKRKMTU LD /D7 L H 154 31 hEVEZIEELES, 7 7 X
ZEHENY 7D NT T 4w ZIZXT —F Ny MBERGENDL D, 7T A X
Vo035 =2y ROV A RZMZATI TARAENT T 4T DF—r3—~y
K (100 31 1) BEOVXLAN DA — 3=~ K (54 54 8) IZHXIGT 24BN
HVET, MTU % 1554 ~9198 NA RO TRELE T, 7 7 4/ O MTU L 1554
NRABFTT, T=FA L HF—T A AN 1500 ICRESNTWDHEAIEL, 7T 2 &l
Y7 OMTUZ 1654 IZRETHZ E2BRIOLET, ZOMHEICIEY Yy R7 L—
ADFRINKETT, 22TV v R 7L —L2H L TWAHEEA. I AMTU I
9198 S "N ThH A, T—HA L H—T 2 A ZADHFRKMTU L9044 (20 . 75
ABEFY 7198 ICRETEET, ZONTFA—F|L, 77— AT v TRE
DO—E#TIERL, HlIHl ) — ko5 —4% /— Rl anE1,

JTAZIIBM LT — R, 77 AZH#HY 7 MTU & —ET 537y b A X
THlE /) — RiZ ping 25T 5 Z L TMTU O B AF = v 7 LET, ping 23R
THE, BHMBERINDTZD, AL v FO MTU A —FEEEL THRAITT S
ZENRTEET,

F L FEE VXY AR T LD TFREEDC L TORNWESIT, Py AR T L—L0%H
L ThD, ZOFIEEZHBETLILNERHY £,

AT 74 [Participate in ASA cluster] = > 7Ry 7 A% AN LT, 7 ZAXIZBMLET,
AT975 [Applyl #27 U 27 LET,

AVB—DTIARANILRAEZ R VOB LUVEHEBSMNEREDRTE

el ziE, BEA L X —T oA RRE, MWHUSNDA L Z =T 2 A ADNVAE=F ) T %
FA—TNITAIERTEXET, ~NAE=XY VT IZVLANY T A o X —T = A AT
WFEITSNFETA, Z77AFXHE) 7 OF=F ) U TITHRETEEEAL, 2OV U IITFIZ
FoHX—EINTWVET,

FIRr

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] ®NEIZEIR L £7°,

AT w72 [Monitored Interfaces] R v 7 A CTA ' H—7 = A A%EIR L, [Add]% 27 VU 2 LT [Unmonitored
Interfaces] N > 7 ZNZEDA L H—T = A A& BE L ET,

B ASAYSREADISREERRTS
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AVE—=T 2 A ART—HA Ay E—VIZE-T, Vo rEEMRHENET, /— Kdh—
VRIS A v =T 2 A AT —=H A A o=V EZELROBRIT, ASAB AL /R—
7T ALZMLEIRT D ETORMIL, ZD )/ — RBHSLIERA L ANTH LD, £72137 7 A
ZIZBMLEI ELTVDEINDICE S TRV ET, T 74V FTIHE, ~NATF =y 7 1FTT
DAV E—T 2 A ATAF—T NI/ >TWNET,

e xiX, BEHA LV —T oA R0 L, MWAUSNDA L E—T 2 f ADNVAE=HY T %
FAE—TNTHENTEET, ~"NAE=FY U IZVLAN S T v Z—T = A AT
TFEITENER A, ZTAFGHY 7 DOF=F ) U TIERETEEEAL, ZDU U TITHFIT
Fo A —ENTWET,

o0 bR UER (22 ET7 =% A2 —7 =4 ZAOEN/HEIER, ASA £7213AA v F
EoA =T =4 ZADFEZL) E1TO L EITIE, SN ATF =y JHERERZENIZ L

([Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA Cluster]) .
ML LT A v E—T 2 A ADE=Z Y TP L T ESWNW AR POERNRET L
T, REOEENTRTO/ — NI, ~"V AT =y VB EBHEAICTEE
D

ATFYT3 A H—TxA A, VAT L, £330 T AZHIE) 7 ICEERREE LSO BBIEES
DREE N AR~ A ZTHIZ1E, [AutoRejoin] ¥ 7% 27 U v 7 LET, %44 712 L C[Edit]
7w LTIROREZITWVET,

* [Maximum Rejoin Attempts] : 77 7 A X ~DOFHEG OFATEIEZ EF&KT 272912, [Unlimited]
F 721X 0 ~ 65535 OFPHCIEZRE L E T, OIXAEBHEMEEGZEIELLET, T 7411
EI1X, 7T AZA L H—T =2 A ADOEA X [Unlimited], T—Z A L F—7 = A AB LY
AT AOEAIT[3] T,

* [Rejoin Interval] : &S ATHBOREZ EFRT D72DIT, 2 ~ 60 OHEIPH CHIREA R E L
F4, T7HNMEXENTY, 77 AZ~OESME ) — RORITT 5 e KA G
I, Btk OREEF AR D 14400 4 (10 H) ICHIR S v E 9,

* [Interval Variation] : 1 ~ 3 O#i THREL T, HRZEMESELNEINEERLET
(1:ZHRL, 2: HAlOFREO 2 5, 3: BEATOMBO 3 %) . =& xiX, MR%E 557
ICRRE L. 0% 2 ICRRE L2 AalE. PIORITN 5 431%. 2 [BIH OFRITHR 10 5% (2
x5) | 3FEHOFATN200% (2x10) 72V ET, TTANVMEX, FTAXA U H—
T2 A ZADBFPBITL[]. T—EA L EZ—T =2 ABIRY AT LAOBAIL[2] TT,

T 7 4V FEREIZERTIZIE, [Restore Defaults] 27 U v 27 L7,

ATy T4 [Applyl 227 U v 7 LET,

VS5 RA3 TCP ERDELEDELTE

TCP Hfit D 7 7 A X EHMOBIE A B LT, T4 LI XN 7T v 7 7a—EROBIEIC
X oA Em N7 v — TR 5 TARERIEE] 2R CEET, T Lo F/INw I Ty
77 a—MER SR =y RRKRIT D5AIT., Eno0oT7u—%EETLHZ LI TE
FtA, FERIZ, 70 —%ERKTHRIC N7 7 4 v 7 BBlO2 =y MIHFAEINLEGE, i

I ASAY 524500524 %BHT5 I}
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NxEEETHZ LiITTEERA, TCP DT X 2t Z28b+5 FF 7 4 v 27 O TCP DRI
DBIEZ T LN E DT HHERH Y F5,

FIE

A7 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication] DJIEIZER L £,

ATY T2 [Add] 27V v 7 LTROIEZRE L 9,
« [Replication delay] : 1 ~ 15 OFIFH TR A% E L £ 7,
« [HTTP] : $XCOHTTP F 77 4 v 7 DBBILEEFHE L £,
* [Source Criteria]
* [Source] : IEFILIP T RLAEZRRELET,
*[Service] : (A7 ra ) HFMEILAR— bERELET, BHIT, HFELEITSIER—
FOWFNNERET D0, W EBICRELEEA,
* [Destination Criteria]
*[Source] : 484CIP 7 KL A &R EL £,
e [Service] : (AT av) FEER—FERELET, @FIX, FEILELITIEER—
FOWTNDERET D7 WL BITHRELEE A,

ATYF3I [OK] &7 V7 LET,
ATv T8 [Applyl 227 U 7 LET,

B A FEEREEDRE

YA M7 T ALV T OGE, IWRIELZELEZ®O DT, REENVAZ~A A TEE
R

HSRE JA—FEEYTF L DETE

LISP O b 57 4 v 7 #REL T, F—rS—i8%A MEBBIT 2T n— Y 7 1 24
MTET,

LISP £ VAR S 32D\ T
LISP N7 74 v 7 BREBETHZLET, A4 MO 7 —DFE VT 4 AN TEET,
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LISP -2\ T

ASA LISP DH 7R — K

LISPDITA FZ A~

uspizonT [

VMware vMotion 72 X DF —Z v L Z—{ifi~ L v DEEC Y T 412k > T, $—NF 2 547
¥ b ~OES A MR T D E RIS, T XU X —EBEICTEXET, ok T Xk
Z—=YP—=NEEYT 4 &R — T2, = "OBERFICT—S~DAT)— & —
ZNHEHTELMEDNH Y £7, Cisco Locator/ID Separation Protocol (LISP) O7 —F%7 7 F ¥
. 73 A ID, DEV = RARA 2 MID (EBID) D%, 2V L—FT 47 nlr—
% (RLOC) 7D 2 0DRMRLF L NY T AXR—=RZHHE L, h—_"OBITE 7 74T b
WXL CEBIICLET, 72& 2 X, =B LW BE L, 7 747 > b3 —IC
o740 BRETHL, V=R LWEINIC NI 7 v 72 U XA L7 FLET,

LISP CiX, LISP ®{{Jj > L b—% (ETR) . AJjh> v —% (ITR) . 77 —A K
Ry TP —%, =7 U (MR) . BB~y 7 —X MS) REDOHD—EDI—
IAZBW T —F L —R"PBUETT, = "NRION—Z TR SILTND Z & a2 — D
Ty —ANEKY T INV—=EZNEINTHE, FONL—=Z[IMDOTRTONL—Z LT —HZX—2 %
FH L, 7747 MCEHRINTWDLITRN N7 7 4 v 7 #RITZEL T 7L L, #
LW — RO EETEH LI LET,

ASA IZ LISP HIRZFAT L ERH AN, HBITOEFIZBATHLISP N7 7 4 v 7 2fEL, v —
LAV RIg 7 TAZY) o TERIEDT=DIZZ OIFREMEHTE ET, LISPOKMEEITHORWGA,
= N\F LA NIBET 5L, T 74 v 237 —F—F—DRbVIZ, FrLwv
A RTASA Y TAL A N=IZROVET, HLOASARHENTA RO ASAIC T 7 1>
JEEEE L%, BV ASA L, P NZRIET LD N T T 4 v 7 EH LT A MZEY
WRIHENHYET, TONT 74y 7a—3KE i, ThrerrR—=r7] 720X
~NT V=07 EMEERET,

LISP HEAIZ LD, ASA 7 T AH AU N—X, HKHIOK v 7 )—4 & ETR £7/2X ITR T
DI SNDHLISP T 7 4 w7 &2REL, 7 —OFAEEZH LW A MIEBETEET,

cASA VT AL A=, VA4 bDT77—A b Ky )L—F L ITR £721Z ETR DI
TFELTWAOLERHY £3, ASA 7 T AXBREIER T AL DT 7 —A Fky
N—HIZTHILIITEEREA,

cSEEGBINTET e —DRERYR—-NEShET, —ifbEnire— FomEnhizr

n—, £REFEAD ) —RIBLTWA 7 —3EH LA —F— I snEti, ¥
SEENT 7 —ZIZSIPREDT F ) r—a v RNEaEnTEY, Slovuo—LZzn4~
TOF7ua—RNEL ASAICE > THRAESHET,

e JITAF =T AXYIBLV4D 7 —RELBEISEL7ET T, —EHOT7T Y r—
TarT—HANRRKRONDAEEENRH D FT,
cFHENEN T e —F IR AT VT 4 AL TRWT u—0E . A—F—0DBE)
AR TRWATEEMENH Y £, A VAT v a VR —a2RET D LI, ZOEE
THR—FSND N T T4 v I DA THHETEES, £/, 7u—FE YT 4 2R
RIENT T 4y ZIZHIRT 2MEDRH Y 77,

ASAY 524500524 %BHT5 I}
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Z ORI, BEROMEICBIRT 3 RESE TN TVET (BRI T~ Z0%
THHLET) .

1. (FEE) RAFERIETY—NIP 7 FLACESSHBERNRED OHIR : 77 —A F Ay
T N—H1E, ASA 7 T AEA NG LTWRWKRA MERITIRy U —2 |2 EID @& A
T —VEEETLIHANHY ET, Zod, 77 AXCEET L —"E T E Ry b
U —27 DOHIZED IR TEET, 72& 2L 7 T7AZB2O0OY A FORIZEE LT
DM, LISPB3DDH A N TIEITINTWDELAEIX, 7 7 AZICEELTWbH200D% A
MZX L TOHREID 5O 5 0ENH Y 7,

2. LISP 77407 £ AT ay i ASAE, 77— A MRy 7 —& L ITR 721X
ETR OB TEEEND EID @A v E—I2BW T, UDP AR— b 4342 D LISP b7
T4y EBRAELET, ASAIL, EID &% A b ID ZBEAIT S BID 7 — 7 VA RFF L E
T el 2IE. BHOR Yy T NV—FDOFEILIP T R AL ITR £721X ETR O%E5%ET L
A% HDOLISP N7 7 4 v 7 ERETHMENRSHY 7, LISP T 7 4 v 7IZET 4 L7
ANFDBTHNTELT, LISP M7 7 4 v 7 AKIZZ 7 A2 —REEOILFIZSML 720
ZEICTEELTLLEEN,

3. WBESNEI T 74y TOT7u—F T4 BZANCTEYI—EA R — VX
AIVF AN NT T 4 7 T7a—FE T A EHENNCTAVNERHY ET, 72L& 2
X, 7r—FE U7 4%, HTTPS b7 7 4 v 7 OARIZHIR L2V | FFEDH— 3 & DI
TROVEY SND T 74 v 7 DRICHIBLIZY TEET,

4. VA FID:ASAIL. KV TFAF ) — KOV A FIDEZEALTCHLWA—F—ZHELF
ﬁ—o

5. 70— FCEUF A EHNNCTHITAZLSLVDOBRE : VFAX L THT7a— FE
UF 4 AT HUNERGY T, ZOF/F 70U R 2 MHT52 LT, BED
UGADNT T 4w P ERIEIT IV r—va K LTI e —F ) T 4 AERICEDE
I TEET,

LSP A Y ARS L 3 VDHRE

LISPO N7 7 4 v 7 #RELT, b—"=0BV 4 " NHEZBHT IR Ve — )T 0 2FH
N CTEET,

4a & H RIS

¢ ASA 7 T AFDIARNT A= DRE 26 X—) [>T, £/ TAZ 2=y I &
YA FIDIZEID Y TET,

"LISPO LT T 4 v VBT TN A VAR Y ay b T T 4 w0 7T ACEGENRNE
D, ZOFMEDO—FHELTLISPDO 77 4 v 7 IOV T A RET DLENRH Y F
B
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FIE

ATy T

ATy T2

usp 1 vz~ avonzE |

(EE) LISPA VAT v a <o T 2R TELT, IPT FLAIZESWTHREFRFADEID %
HIBE L. LISP OFRiEAF—2HRTEL T,

a)
b)

c)
d)

2)

[#&R (Configuration) 1>[Z 74 74 —JL (Firewall) 1>[4 7> x4 b (Objects) 1>
[#BE~ v 7 (Inspect Maps) 1> [LISP]&##IR L £,

[Add]Z#7 U >y 7 LT, HiLWwey 72BNl ET,

4T ek 40 327) ERE AT LET,

Allowed-EID access-list (22 ClE, [Manage] 7 YV v 7 LE7,

[ACL Manager] 23 & £,

Ty —ANKRy T N—FFEFIIITRETR X, ASA 7 7 A Z NG LTk A NER
IRy NU—ZIZEIDHBHIA v E—VE2FET LI ENHVET, ZDd, 7T AKX
B 5 —N_"—F IRy NU—Z DARICEID IR T £, 72& 21, 7T RAEN
2O0DHA FORIZEEG L TWER, LISPA3 DY A FTIEITESNTWAHEAIEL, 7T
A LTWBE2200% A MIXLTHOAREID 2505 0LERH D F7°,

T7AT U —NVORETA It~ T, »7e< &H 120D ACE TACL #BML £,
MEIN LT, BIEEF—2 AN LET,

st —%a bt — LA, [Encrypted| 47> ar A& %27 U w7 LET,
[OK1 %27 U v 7 LET,

HP—E AR — =L EZEIMLTLISP A VAT g VAR ELET,

a)

b)
<)

d)

e)

[#8mk (Configuration) 1>[Z 74 72 4—JL (Firewall) |>[H—EXKRJ >—)L—)L
(Service Policy Rules) ]Z3&R L £ 7,

EM (Add) 127 U2 LET,

[Service Policy] ™X— T, £ v X —T = A A~D—) L ET21E 7 v — 7L — )L %5

ALET,

MOV —E AR —THATILORNHUE, ZORY —2—LE&BIML
9, 7 74/ R T, ASA IZiX global_policy PRI D 7 m— L R Y U —RNEENE
T RV —% 7 v —VUUZEH LRV GEIR, A V=T AT L2120 —1
ARY —FERTHZE B TEET, LISPA VAT g i, AT 74 v
JIWZHERAT 57280, BETLEBIEOH DA L F—T = A A —E AR —%7iH
THULEIHY EHA, NTT7 4 v Bl HFROY7 T AT H5E, L—/ A
THA L H =T 2 A AHADT DT 7 4 w7 DT XRTREEEZITET,

[Traffic Classification Criteria] ~—73""C, [Create a new traffic class] &2 U v~ L. [Traffic
Match Criteria] @ F#5 [Source and Destination IP Address (uses ACL)] & 4 12 L £,
Next] 7 U v 7 LET,

AVART A ETO T T4 v 7 EREELEY, Y7 —A bRy 7 —4 L UDP
R—F4342 DITR £72IXETR DD 7 7 4 v 7 ZFE L £ 7, IPv4 ACL 35 LTV IPv6
ACL D EBLBITH RN L TNET,

ASAY 524500524 %BHT5 I}
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ATvT3

ATv74

ATy TH

2
h)
i)
j)

k)

ASAYSRADY 528 %EHTS |

Next] 27 U v 27 LET,
[Rule Actions] 7 4 #'— K = F 7214 & 7T, [Protocol Inspection] % 7 Z R L £ 77,
[LISP] F =y /Ry IV A% AN LET,

(A7 a ) [Configure] 27 UV w27 LT, B LTcA U ART Vg <~y T aERL
7,
[Finish] #27 Vv 27 LT, #—EZX RY > — L— L ZRfFELET,

P—EA RV = —NZBEMLT, BEERN I 74y 7070 — VT 028 LE

B
a)

b)
¢)

d)

e)

2)
h)

)

)

[/ (Configuration) 1>[Z 74 72 4—JL (Firewall) |>[H—EXKR>—)L—)L
(Service Policy Rules) ]%3#R L £,

GEM (Add) 127 Vw27 LET,

[Service Policy] ~—3"C, LISP A VA7 ¥ a VAT AR —EARY —%idk

WLET,

[Traffic Classification Criteria] ~X—73""C, [Create a new traffic class] 22 U v 7 L. [Traffic

Match Criteria] @ T#E? [Source and Destination IP Address (uses ACL)|%& 4 1 L E 7,

[Next] 227 U7 LET,

P R—=R A NEEET L EEITHRERT A MCHFEV Y TTL, EVRRA T YT 4

AN T T4y 7 ERELET, Tzl 7e—EE YT 4 ZHTTPS N7 7 1 v

JBIWERLIHEDY —N"—~D T 7 4 v 7 DHTHIRTE LT, IPvAACL B &

O'IPV6 ACL D EH HIZ R L TWET,

Next] Z#27 U7 LET,

[Rule Actions] 7 « ¥— K ~X— & 72134 7 C, [Cluster] ¥ 7 Z %R L £,

[Enable Cluster flow-mobility triggered by LISP EID messages] &= v 7 AR v 7 A% A 12 L

£,

[Finish] #27 VU v 27 LT, #—EZX RY > — L— L ZRfFELET,

[#&R (Configuration) 1>[7/34 XA & (Device Management) |>[ERI A ERT—FEY
F 4 (High Availability and Scalability) ]>[ASA% 5 X4 (ASA Cluster) >[4 5 X4 B®%E

(Cluster Members) [DNEIZER L, [7 T AX Y T T7a—FE )T 4 ZHHNZT 5 (Enable
Clustering flow mobility) | F = v 7Ry 7 A& A4 N LET,

(36 1

(Apply) 1227 U w27 LET,

DS5RZ/—FDEE

IS AREBALTHBIZ, 2T 4 X al—a B ER L, VIR ) — REEMTExFE

B

HlE/ — A oDF LT —5 / — FDEN

HfH ) — Kb 7 T AZICT —# /) — RZBITX £7, High Availability and Scalability ™7 «
P—REHEALCT—%/—FEBMTAHZLbTEET, #lfll) — o7 —%/—F%i8

B ASAYSREADISREERRTS
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FIE

ATy T

it —rpsomLur—4/ —roen [

m3saé, 77AXEEY 7 ZFRBRETE, BNTIHIET —F ) —RIZITAX AL H—T <
A AEF—FRERETEHRLWI XY v :23HY £9,

£k, T—% /) —RiinJd AL, J—FRETCE#EI ITAFZ )V ITHRETHIELTEE
T, L, VTRE Y T R R —T I LT I1E. ASDME Y v g UM E NS DT,
HERTOIVNENDD £7,

1R BHHIIZ

EH Ry N —2 FCT— MR NIy T ar7 4 Xal—a VEARETLAHEAIL. T—
5 ) —RICT 7 AR IP T FLARS D 2 L AHR LT A0,

[#mX (Configuration) ]>[7T/%4 A& (DeviceManagement) | > [Er A% ERT—SE Y
T« (High Availability and Scalability) 1 >[ASAY 5 X2 (ASACluster) |>[V 5 RFZ AV
/N— (Cluster Members) | DIEIZER L £,

ATy T2 BN (Add) 1227V 27 LET,
ATV T3 RONRTA—=FEHELET,

* [Member Name] : 2D 7 T A% A U \DEAF D4 TE 1 ~ 38 3CF-0 ASCI LFH THE
LET,

o [A N —DEFENERL (Member Priority) ] : fillffl /) — N@EHHIZ, 20/ — FOEIENENL
Z 1~ 100 OFIFANTRE LET, 1| B OBESRNEN TT,

o[ Z7A4&Hl#Y > 7 (Cluster Control Link) ]>[IP7 KL A (IP Address) ] : filf#l / — Ko
IJIAZEEAY 7 ERICR Yy U= LT, ZT7RAZHEH) T DDA IR—IL
DIPT FLAZIEELET,

s [BBAA 7Y 2 > (Deployment Options) ] fEik T, YK [Deploy By] 7> a > OWFiuh
ZIER L E7,

A9 <UE—h=y MICLIZ~ > F%Zi%fE7 % (Sending CLI commands to the remote
unitnow) ]: 7 — hA NI v TREEZT—H /— R (—Kp) FHEIPT FLRIZEFL
£, T—H /= FEHRIPT LA, 2—P =4 "RT—=FEZANLET,

[ ENZCLI 2~y FE2TFECat—L T, VE— b=y MIAEO TS
(Copying generated CLI commands to paste on the remote unit manually) ]: 7 —% /— R
DCLITa~y &Ry b7 RN—=A hT&E 5, £721L ASDM O CLI Y —/L & fifi

HAT&xbX5ca~y RE4ER L ET, [Commands to Deploy] A8 v 7 AT, 1% CTfEM
THIDOavy Fe@ERLTae—LEd,

ASAY 524500524 %BHT5 I}



ASAYSREADYSRA5ERETS |
B 7070/ —rizns

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually =

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asall
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- necenfirm

AT T4 [OK]Z27 U7 L, EHIZ[Applyl 27 U7 LET,

7V T14T/—FIZHB

DTABDIET IT 4 TIRA R RDITE, 7 TAZ )T a7 Falb—va 3k
HFHFIo, FO)—FRETI AR T 5F 48— NI LET,

)

GE)  ASADR (FENT, LI NAF 2y =T —280) IET I T4 7WhdDE, TXTOT—
BAE—=T A ANy N ENET, BEHEHA X —T oA ZADBN T T 4 v
THEEZETEET, NI 7477 —%FRIERIE, FTRX ) T EHR, 32—
MZLET, £, FO/—FE2I TR PLREEBICHIRLET, BEHA V¥ —T A R
X, 2D/ — KRBT TZAZIP F—NAnbZ W72 1P 7 RV AZHEH L THl & e X BNk RE
LR FET, EL, Va—RLTHL/ —RRB I FAXNTERET 7T 4 7 TERWEE (7
TAEY T NEN R TREL R LTSGR R E) | BEA U F—T oA R TIH2 Y
9, ThUBEOa 7 X2 b—a UMEEICL, ary Y — AR — MR TOMNERSY
9,

FIE

AT w71 [#R (Configuration) 1>[7 /34 XA EE (Device Management) | > [ErRI M ERT—FEY
4 (High Availability and Scalability) ]>[ASA% 5 X% (ASA Cluster) ]>[% 5 R4 H%E
(Cluster Members) | DJRIZER L E T,

AT w 72 [Participate in ASA cluster] = v 7 R 7 A% A7 LET,
G¥)
[Configure ASA cluster settings] F = v 7Ry 7 A% F 7IZLRNTLIEIWN, 72T 5 &,
FTRTCDIFAY a7 4 F¥alb—varBnN7 U7 &, ASDM STV HEHLA &

B ASAYSREADISREERRTS I
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#iEms —ensnF—4/—kok7s57 171t [

H—=T 2 A G T X TOA L F—T =24 Ab vy vy MU LET, ZOHE, izl
T AL, 2 Y — L AR—RFTCLIIT 7 AT AHXLERNHY £7°,

RATY T3 [Applyl 227 U v LET,

HlfE ) — R DT—2/—FDETV T4 71
Fb )= REIT 0T 4 T BT, ROFIEE FTLET,

\}

GE) ASANIET /T 47 b b, TRXTCODT—H AL HE—T oA ANV Yy ME DT ENET,
BHEHA X =T 2 A ADHRN ST T 4 v 7 BEZETEES, T 74 v T Tu—%HH
THINE, 7 ITAZ VT EREGMNILET, BEA LV H—T A AL, D/ —RRBI 7
ABZP T —=NANDZT Mo IP T RUAZMEH LT &k BERiEs o0 £3, 72720,
Jo—RLThHL/ —RKBRITRAYNTELET 7T 4 7 TIHRWESE (77 A% v TR m7R
REETHREEARFELTISEARYE) | BHA UV H—T oA ZTEGICRY £, ZThLUBED =2
TA4Xalb—va BRI, 3 Y=V R— b EERATAINERH D £,

FIE

AT w71 [#R (Configuration) 1>[7/\1 XEHE (DeviceManagement) | > [ERIAMERT—3EY
T« (High Availability and Scalability) ]>[ASAY 5 X432 (ASACluster) >[5 R A2 A
/N— (Cluster Members) | DIEIZER L £,

ATv T2 HIBrT 57 —4 ) — REZERLT[HIER (Delete) 1227V v27 LET,
X4:/— RO¥IR

“".0 Confi 3 Device M High Availabili i Scalability > ASA Cl

Cluster Configuration  Cluster Interface Health Monitoring  Auto Rejoin  Cluster Members

This cluster can have a maximum of 16 members.
Member Management IP Address Role

unit-1-1 10.89.5.11

Add
Control Node
nicia e oS T | - |

Fe B )—FDT— P AT T ar 74 Xa2l—aZRELTHY, FOZEELH L
R UBT—% ) — FEHBINTE £9,

ATY7T3 [Applyl 27 U v 7 LET,

ASAY 524500524 %BHT5 I}
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HDSRAIANDOBESM

= RN T AZIBHEIBRESNIZGE (2l 2R BENRELIA V=T =4 ZDGE,
ELFANRN=2FITHT 7T 4 7 LIEER) 1 7 7 AZICFHTHSNT DLENH
D ET,

FE

ATYF1 ASDMIZERET 7 EALTWAEAX, A X —7 /b3 5/ — RIZ ASDM Z#fi L C,
ASDM CTZ ZAHZ ) T HHOAENITH I ENTEET,
FLNWAAN—=L L TEBMLTWRWRY , =% — KO FAZ Y T %HIE — Rind
BOENZTHZLIITEEEA,
a) [#R (Configuration) 1>[T/3f AEH# (DeviceManagement) |>[ERAEERTr—3

E 1) T« (High Availability and Scalability) ]>[ASAY 5 X% (ASA Cluster) ]| DJIEZ 5
WRLEF,

b) [Participate in ASA cluster] = v 7 Ry 7 A& A N2 LET,
c) [Applyl %7 U w7 LET,

ATY T2 ASDMZEHATER2WEAE : ary Y — VT, JIAX a7 4Xal— 3 T— K&[h
L/iﬁ‘o
cluster group name
1 -
ciscoasa(config)# cluster group podl

AFYT3 V53R T A F—T M LET,
enable

DS REAMNDRRR

I T AENLERIIIET DI, VTAY T— AT v T ar7 4 Fal—ra 2R
ZHIBRT 20 ERH Y 3, %/ —ROBEOa > 7 4 FXal—vaid (TI/T7 4722y
FPBLRIMIENT) FUTHDITD, 7T AZNLBERTEE, 7 T7AX ) U THRIODa 7 4
X2l —aliaRXy I T v NBEIILTHN, IPT FLADOBHEAZRET DO 7 ¥
L—2a rEHELTHONLRVETZ & MBI 7,

g

AT TN T2 ) —ROEHR, 7722V TERO LI ICEHMELET,
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ATy T2

ATvT3

ATv74

ATy TH

ATvT6

v5zams0mE [l

cluster group cluster_name no enable
11

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

PIGARZY) TN T—H ) — RETARZ—T IR > TWAMIZ, 207 4Fal—va &8
HAEITHZEIETEERA,

JGAR Ay T 4 Falb—arE VT LET,

clear configure cluster

ASALL, BEA L H—T oA R TRALHIY) T HELTRXTOA U E—T oA AT ¥ v
N LET,

PGARA LR —T oA A FT—RETF 48— NI LFET,

no cluster interface-mode
E—RNFar7sF¥ab—ra IR FESNRNWED, FEICT) 2y N0 ERHD F
j—O

Ny T w7 ar7Z s Xalb—varBbdGh, FT7ar74Xalb—vaiinNvy s 7y
T arJ 4 ¥al—arkar—_LE T,

copy backup_cfg running-config

B -

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 Fal—arERAE— T IR ELET,

write memory

Ny T o7 arZ s Xalb—ralryBDR0WgEald, BT 78 A2HRELET, &k
X, A F—T=2A AIPT RLAEZEFEL, ELWKRA MMEHETLET,
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HilfE /) — FDER
A

AR B — FaER T 5RROGIEL, Gl — N Ty 7220 728 L, B Ll
=y FOBRREFFS> T D, 77 AZ Y 7 2BEANIT 5076 TY, 6l — 2T
J— REFEIIET 2HRERNLL5EIE., ZOHOFIEZHFEHLET, 2720, hdgEdm
REDS AL, ZOFIHALMEM L THIE /) — FEE 258425 & TOHR) Fr vy 7Eh
DT, FHLWHIE — N L TH 2 BT 2 BN H Y £,

HilfE ) — F 2 2B 5123, ROFIEZFITLET,
FIE

AT w71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % 34 L £ 97,

ARTv T2 Fry7Zy ) XA Mol ) — T 57 —% 7 — REBRIRL, filffl ) — N2 2K %
7y LET,

ATY T3 ) — FOEEZHRT DL IITROONET, [Yes] 227 Vw7 LET,

RATY T8 ASDMZEZHKT L, ALY 7 TAZIPT RLVAZMERL CTHERLET,

— - N RN = /=
JSABZEARTHOIATY FOEST
av RE7 FAZNOTRTO )/ — RIZ, ERITFED /) — RIZEEFET 5121, ROTFIEZ
FATLET, show 2~ RETRTO /) — RIZEFET 5 L. TXTOHDIUE S CTHIE
D) —KRparyy—cErasngd, Tofhoa~wr K 2L 20F capture<° copy b, 7
FALBIKRTOETEIEM TEET,
15 H B HIIC

A< RIA v A B =T 2 A A Y=L TZOFNEZF4T L £3, [Tools] > [Command Line
Interface] Z 18I L £ 7,

FI8
FATO/—Rica~vy FERRELET, / — FAEIRELIBAE, FED/ — FICEREL

ij—o

cluster exec [unit node name] =~ > K

1 -
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asaiEsszane=4ay>y |

ciscoasa# cluster exec show xlate

J— R&EFRTHIZIE, duster execunit ? (BED /) — REBRLS TRTOLRIDER I
%) L AST 5D, showcluster info =~ REZ A LET,

51
FLXY T 77 ANVETTAFINDTTOD ) — KM S[EFFIZ TFTP %—N2 =
E—34512iE, il — K CTkoa~r READLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BELD PCAP 7 7 AV (% — Kb 129 2) N TFTP h— N Zab—ShET,
SIEDX X T TF ¥ 7 7 A NAITITABINC ) — RADIIIS 4L, capturel _asal.peap,
capturel_asa2.pcap 728 &L 720 £9°, ZDOHITIX, asal & asa2 [T7 T AF /) — FH4 T
‘j‘o

ASA RO SRADE=HR) T

7 FALDRREL B E=F —BIO NI TN a—T 4 7 TEET,

DIRARZAT—RADEZ=ZZIY
7T ALDREOE=HY 72OV TIE, ROBEHEZSHRL T EE0,
* [Monitoring] > [ASA Cluster] > [Cluster Summary]

TORALNNE, BEHTD ) — RET FTAEZDFDOMD ) — FORFENERINET,
Fo, TORSL U TTIASY ) —RFEERTLHILENRTEET,

¢ [Cluster Dashboard]

T4 <Y )= RKOKE—LX—=U D[V T AZH v 27— K (Cluster Dashboard) ] & [
FART 7 AT =)V 2”8 — K (Cluster Firewall Dashboard) ] Zf#H L CTZ 7 A
FaE=FTEET,

DS RIEERDINT Y DX TF¥

I FGARTONRYT Y bOF ¥ FF X ICHONTIE, ROBHEZSRL TS0,
[Wizards] > [Packet Capture Wizard]
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B 's5x5vv—=z0zE=5y>y

JFGARBIRD NT TN a—TF 4 T Y R— 512, Bl — R ETos I AZEE
N T4y 0DF Yy PFvZHEMMILET, ZNT, ZI7AFZNOTITOT—F ) —FTh
HEIRNZA N2 0 £,

DIRRAYI—RADE=Z YT
JTGARY Y —ADE=H Y U TIZONTE, ROBEHZ B L T 7ZE0,
* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [CPU]
ZONRA TR, 7T AY ) — RERO CPUENREZRT 7T 7 72137 — 7V E AR
TELIENTEET,

* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory], Z D<A > TlL, 7
FAK ) — RERD [22&% AE Y (Free Memory) ] & [fliH## A€V (Used Memory) |
BRRTDHTTTELNEIT T NVEERTHZ ENTEET,

D2RZ b2 7490DEZR)Y
JITRE NG T 4 I DE=ZY U TIZHONTE, ROBEIEESR LT E I,

* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections]s
ZDONA T, 7 TAZ AN BROE e~ 77 7 E 3T =T NV EERT S 2 &
MTEET,
[Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],
ZORA YT, JTAZAYNEBERD ST T 4 v 7 DANV—=T"y MR d 777 £zl
T NEERT D ENTEET,

[E=42 1 >4 (Monitoring) ]>[ASAY 5 X% (ASACluster) [>[7 SALERDE=S
1) >4 (Cluster Load-Monitoring) ]

Z Z TIZ. [Load Monitor-Information] 3 >~ & [Load-Monitor Details] =<1 > {22V T
LET, A—REZZ—BRICIT. BKEDOAN X —NVDI FTRALANDNT T 4 v
A, BLORESINEHBOAFEOFYE (7744 FTiX30) BERRINET, &M
b DA A & F2v 3 5121, [Load-Monitor Details] <A1 > Z{# H L 97,

— 2 — »
DSREGE) o ODEZR) Y
7T AZDREDE=HY 72OV TIE, ROMEHEZSRL T EE0,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDRA T, 7T AXEEY 7 D [Receival] 3 L O [Transmittal] A EFE LA FKRT D
T TENEIT =T NVEERTHZ ENTEET,
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s52800—F1vv0E=8y>5 ||

DIREDIL—TA4VITDE=RYT
T TGAEDN—T 4 TIZHONWTE, ROEHEZSR LT ZE0,
* [Monitoring] > [Routing] > [L1SP-EID Table]
EIDs &%+ b ID #7~"3 ASAEID 7 —7 V&R R LET,

— » N » E I-LI
DIRZYo0AX2 I DHETE
JIGREY L TOaX T OEEIZOWTIL, ROBEEAEZRL T 7ZE,
[Configuration] > [Device Management] > [L ogging] > [Syslog Setup]

7T ABNOE ) — RIiL, syslog A v —VZFRNCAERKR L ET, Rl—F721ZRR5T7 34 X
ID &% Tsyslog A vE—VHERTDHIENTE, VFITAXZNORI—FRITERD ) — FK»
BDOAYyE=VDIIHEDLZENTEET,

ASARFEHV S X5 1) 27 DB

PLTFOFNZIE, — 728 ACTO ASA DY G AZBEEOTRTOaL 7 4 X2 l— 3 RN
HENET,

BHAA =T R IN—T YK E—F/—AYSOX B A FEDHI

WOHITIL, WERL—Z LR — 2 OFICEE SN (V—APF T RFEAN) 2 507 —F+&
VHE—DENFINI2DODASA IV T AK ) — RKBRHHEEERLET, 7T A%/ — KL,
DCIRRH D7 ZALZHIHY 7 Ic ko TSN TnWET, &7 —F ¥ —DRNHL—F &
S L—H1X, OSPF L PBRE7IXECMPEZMEH LTI TAZ AV NRBTRNTI 7 4 vV & —
RANZALET, DCHUZE A M— b E2FEID S THZ LIZLD, FFEDOYA FOTXTO
ASA VT AR ) — RBZ T LIRWRY . NT7 74 v 713K T —Z B2 —RNICHEFF S E
T, 1 2O0% A "OTRXTOI FZAE ) — NIZEENPBELIZSGE, N7 74 v 713K Lv—4
NS DCIEEHTHOY A FD ASA 7 7 AF ) — RiZEbE T,
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Data Center 1

Router

k.

i R,
o N

C Outside )

oo

Higher cost route -

Higher cost route

Router

DIRAR)TDEEEN

ok vailiE, FTAX Y T OEMEICET S

ASA DEMEELE VS AR Y VY

ASA D DOKERE
THR—bFENFET, TOMOBERE

IZASA 7 T AHF Y 7 TIEYR—hENT,

Data Center 2

AR ENE T,

—HEBOBKREITHIE ) — FIZT

COWTTEY 2 HERICET 2EERH L5685V £

‘@‘O

HDSRBN) G THR—

¥ (RAYAY 1o

WORKEEEIX, 7 T AX ) IR/ L &I
TS Vu X v afiAT 222774 K aa=rr—3 3 UHERE

RETET, avy NIESINET,

« JE—h 727 A VPN (SSL VPN ¥ L T IPSec VPN)

AN HNA B —T = A X (VT
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s5z248yvrohresi [

CRDT TV r—vary A AT g
« CTIQBE
« H323, H225., B LU RAS
e [Psec /XA A JL—
* MGCP
* MMP
* RTSP
+ SCCP (Skinny)
* WAAS
* WCCP

ARy bRy N NTFT T4 T4NH
* Auto Update Server

*DHCP 7 7947 b, —1_—, BIXUOF 1%, DHCP V L —3¥KR—F I TWE
9,

sVPNE— R NNF 7
e Azure TO 7 = — )L A —/N—
AN —T 4T BIOTY T

s FIPS £E— I

D3RR T DR REPRIEEE
WOMHEE, #I#) — F LET THRE— FSRET, 77 ASOHA LA —) v 7 Shkt
Mo

\}

GE)  HREFARMED N T 7 4 v 7%, 7T AZEY 7R TA L N— ) — R Bl — K
WCERE SN E T,
OB EFERT 2563, PRETRETED N T 7 ¢ v 7 BB pRIREE & U CO%E
NABNCHES A TN T, HIE ) — RLSD ) — RICHEEESND Z ERHY £9., Z0HS
WX, N7 74 v 7D — Rk iKSE T,
HR LR R AREERE IZ SN TIE, I — R CREENEAT D LT TOEREN Fe y 7&8N5D
T, FHLWHE S — R ECEERE2 LT 2X0ERNLY £,

cRDT TV r—ray A VAR a0
« DCERPC
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B 5c0/—rEmshamge

« ESMTP
- IM

« NetBIOS
« PPTP

« RADIUS
«RSH

« SNMP
« SQLNET
« SUNRPC
« TFTP

« XDMCP

AR T 4T N— KN FE=H YT
e Xy NT—T TR ADBIEB L O], T AT T 4 v ZI3IEEFRITT,
« T A4NH N T P—E A

o %A N VPN

e ILFHX Y AN N—F 4

BerD/—FIZBERASNHHEE
SRBOBIEIE. 77 AL RKELIFME ) — FTIEARL, & ASA / — FIClfl ShET,

*QoS:QoSARY v—iF, ar 74 FXal—a GO L LTI I RAZEETHY S
NWET, 2L, AU 3% — RIEslicEf s Ed, =&z, HAEs L TR
VU T RRETHHEAIT. HEL— FPRBIOHEENN—A ML, FFED ASA >HHT
ﬁ<b774/7_%méhi# 3 =K BRD7 TAZNHY, T T 4 v 7R
WAL TWDEA, AL — MIERICZ ZJAZDOL— O 3512700 £7°,

o BRI BRI, — R EICEBNCHEE L E3, 7o & 2, EAFEHERIZ — R
BAH T, & xX, A= FAF Y U BREPHEELRVOIF, AXY U b T 740 v I RE
J—FHTa—F RT3 7EN, 120 —=RKTIRTDONT 7 4 v 7 BfERTER
Weh T,

U Y—AEFH v L FalTHFRANE—RRTOY Y—AFH T, o— b /UFEARDUIZIES
WTE ) — RIEBNC#EH S vE T,

LISP N5 7 4> :UDPAR—1F4342 FOLISP FTF 7 4 w71, &2/ — Flck-T
BMEINFETN, T4 L7 X FEVYToENFRA, &/ — R, Z772XxETEEEN
5 EID 7—7 /W2 BIMEE TN, LISP b7 7 4 v 7 BIKIZZ 7 A ZIRBEDO A IS
LEH A,
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v ko= 7o uzxAOMAES 52525 [

2 NT=0 FTOECABDAA EYSREY DY

Iy NT—7 T 7 2AHOAAA L, BRE. TRl 7T T 47 D3 DOy R—R b
THERL SN ET, BRIEEE L, 7 T A Z U U7l 7 — B EChdusi h AURERE & L TRk
NCEY, T—HHEEN T TAXT—F ) — NIZERESET, il — FRRRIN-
B WESLIE B DOFEREE 2 —— 8B L O — W —|ZBE# A DI ZFF A & 5] & e & Rl /e < 38
%Tét M%&T~T®kﬁ%ﬁbwﬂﬁ/ﬂ%#%ﬁbiT 2 —P—HADOT A FIL
:Bot(ﬁﬁ‘@xf&/r AT T NI, #l# — FREFE s & bR SnE 7,

7ﬁ?y%4yﬁm\7§X&W®”ﬁm%A&LT£‘énfwif Tﬁ?y%4yﬁ

Tu—HNTEITENDITZD, 70 =TT T T 4V IRREENTHDLESR. =D
Tu—%ETHITRE ) — R KNTh T 4 TR ELEDRA v — /%Mm%—ﬂ—
WCIEELE T,

BMREEVIRZ YT

PehillRix, 7 7 A2 efcEA S vET (R (Configuration) |>[Z 74 724 —IL
(Firewall) 1>[¥—E XK1Y >— (ServicePolicy) | X—Y &%) , &/ — K2k, 77—
RE¥XY A MR wE—VIZESL I TRAZBEOD T 2 OWEMENRH Y £F, 7 T AXEIRT
BERHR 2R E L Th, EMEEZBE L T, MEBICHIRECEH SN2 WSEE1H 0 £7, &
J— RTlE, EBEORRTOY T AXBEOH T o Z A KN E 72 1308/ Nl X 45 "l RE
PERHY EF, 72720, =N T v Iy 7 AZTiE, RO E & HIZE@R?
BEENET,

BAFIVIN—Ta2I9EEVCISIREY VY

ERIA v H—T 2 AE—KRTlE, &/ —RBRAX KT V=2 L L TNA—T 47T m
FaLEFETLET, A— FOFEEE, £ — FREBNITOE T,
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Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

FORTIE, V—Z ATV —F B~DHEIZ NZANRARDLHZ L EFELET, NRTF
NEN1LSO /) —RE@BEELET, ECMPZ2FEHL T, 4 XX TrIF7 747 Du— K NT
VUV T EITWET, & — Rid, AN —Z LRETH EEIC, FENENELDL—%2 ID

PERLET,
BHFIT, K/ —RICERDINV—FZIDPRESNDIELIC, V—FIDDI TAX T — )V ik
ETHVERHY 97,

EIGRPIL, fHBIDOA v H—T 2 Af AT —FRDI T AZ T L DFRAN—URETEK L EE A,
A\

GE)  TURMMROT-DIIZr T A X RE— /L —2 13t L TEBOBEEGRZ FFo%m a6, FEFL—
T4 VT BRRTHETERN NI 7 0 v VHRRIDBBET L25E503H 0 £3, IEdHL—T ¢
VBT AIDIE, AU NI T4 v 0=l RG TR TD ) — R v H—T = A%
FLOET, FTT AT V= OREESRLTLIEE N,
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AXTECTUDY N |

FIPEOSREZY LT

sFIPDF v/ ar ha— L F ¥y RLDT70—RNENENHDYT T AR XA R—|Z Lo
TAHHEESNTWAEHAE, DF ¥ RO —F—1ZEWICT A RV XA LT TR T v
TTF—hEarir—)L Fy xLOE—F—IZEF L, TA KV EA LT Y MaETH
LET, 27F2L, avia—n7ao—0F—F—n)n—RKIn<T, artr—/L 70—
MERAT 4 7 ENTHEEE, BF7 e —BRiEHER S 2< v ET, LEenoT,
arhkr—LT7ua—07 A RV EALT Y MNIEFINETA,

«FTP 7 7 & AT AAA 3 2856, Hli#ETF v x v 7o —XiHl#E ) — RicgEdh S E
@—O

ICMP A U ARL a3V EDSREYVY

7 T AH ki@imT % ICMP B L WNICMP =7 —/ X7 > RO 7 v —%, ICMP/ICMP =7 —A >
ART 2 a VINFRIINE I MIT L 5 TR Y £, ICMPA VAT va VEER L7eWGE,
ICMP IZ—HH D70 —ThH0, T4 L7 Z7a—IVR—bFSNEHA, ICMP A A7
varEEATLEHEE. ICMP 7 a— (X AR, T4 VI XNy 7T v T T7a—lLo
TR I T v 7FENET, BMESNZICMP 72 —DE WD 1 DL, k&N 7y b
TALIZAMBIIHYET, T4 V72, Ty " a7+ U —FITETRDYIZ, 7e—
F—F—IZICMP = a2 —5& Ty NEiik LET,

IIWNFXXYRMIL—TFTAVTEISREYDYG

fEBA 2 —T 24 AF— RTIE, vVTFFX¥ X MIEHLTCz=y FAMEBNCENET 2 Z &1
HVERA, T—EBLION—=FT 4 T DRy MITRTHIElZ= > P TRIELEN Tlzk &
NAEOT, Ny b7V r—T g ronEESnET,

NAT &SRB VT

NAT (%, 7 7 AZDRENRAN—T"y MIEBELZEZ2H5ZE0HVET, A T RE
KXOT T MU RONAT X7y N3, ZNENT T AZNORHOD ASA IZERFE SND T &N
HVFEFT, B— RS T 7T AAIIP T RLAER— MUKEL TWEFAS,
NATMERSND L X, AT RET T INRT U RET, NT Yy ROIPT RLARR—
RSB NETT, NAT A—F—TIIR W ASA IZRIFE L=/ M, 7T R ZHIEY) o~
THEN L TCA—T—IZEEEINAT-D, 7 7RAZEIH) I KRED N T 7 4 v 70 ELE
T, NAT A —F—F, EX =2V T4 BLORY —F = v 7 OFERIZISE U TRT > OBk
EAERCERWATREMER S B 720, ZEM /) — NiX, A—F—~ifgk 7 o —&2Eilk L7sn 2
CICHEBE LTSN,

ZFNTH 7 TAZY 7 TNAT 2T 2561F, ROTA RT7A4 0 2BELTIIZIN,
e XU ARP 2L  ARA VX —T A ZADEEIT, v BT T RLAIZHONWT TR
XV ARPIGENEEEIND Z L 1EIH Y A, UL, 7 T AXITHFIE LR Ipo T
RIMED®H D ASA LEEL— 2 LR ETBUREHERFT 2 2 L 22T, Ty AL
YU =3, AA L IFAZPT RLAZET~ Y E L7 7 FLRICOWTITA X
TAY T NV—RNERIEPBR EF TV 2 N VTR TEMERTOLERHY £3, 2

ASAY 524500524 %BHT5 I}



B nresszayy

ASAYSRADY 528 %EHTS |

UL, A% K EtherChannel ORETIZIH Y TR A, 7T AZ AL L F—T = A AL HE
MIFOENTZIP T RLAR 1 DR N=H T,
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TLIEENY,
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B2 OEKRHIBOEARFICITBEINERE A,

« PAT 7 — VR SERIZH LW IP 7 R L AD#iPH CTEH S5 On-the-fly PAT /L—/L D
EETIE, FILWT—=ABENI 2> T THWEERETD xlate N 77 v 7 HE
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7
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