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FEEGT 5 L& ASAITHAEDRLNFEAEDO AR OFHMEAN TH LN E S ETF = v
7 LET, BUEORZIDANHM ORI O 6 BT L £7

1 — 71 )L CAZFHEDAZIHIRD 30 ARIC, ©—/L A — N—RERZEHENER S 4L, syslog
Ao — VIR CEHEICE— PV CA D — LA —N"—DITh s = ERNML ShE
T HLuve— L CAGERFIL, BUEOGEHENGMWIRICET RN, SERT T
DT NNARA VR — T LHRERHY £, HEHEN, FrLve—HL CAGEAEE L
TRr—AA—N"—GEHEZ A VA M=V L TRE LRWEE. MEEN KT 5 fTREER &
DEF,

0 — A VCAGEAEL, B UF— 7 2 L CHIBRM TicE#ENIce — 14— —1
9, B— /LA — _—FEHEL, base 64 TR T 7 AR — MIFEHTE 3,

IZ. base 64 THALEI N2 —h /L CAGFFAZOF 2R L E T,

MIIX1wIBAZCCF1EGCSqGSIb3DQEHAACCFOIEgGhc+MIIX0jCCFzYGCSGSIb3DOEHBGCCEFycwghejAGEAMIIXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DQEMAQMWDQQTI jphd SxJoyTgCAQGAghbw3v4AbEy+GGG2dInB40LphsUM+IG3S
DOiDwzGI9nlSvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0£SaC3uMTxJg2NUHYWmoc8pi4CIeL]j3h7VVMy6gbx2AC8I+g57+Q0G5vG515HiSimwt Y faWlwPEdPQOxaWZ
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHGV39fcBgwz4 fEabHG7 /Vanb+£j81d5n101iJjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCOU8Z/aF3BCyM2sN2xPJrXva94CaYrgyotZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgyOXM+£G5rb3gAXyl1Gk]jyFI5Bm9D06RUROOGLIDSrQrKeg/hj....

END OF CERTIFICATE

SCEP 7O ¥ HR—

*ASA & CiscoISEARY 32— 7 — FA, FUNTP H—"—2H L CHEHlsnTnD &
ZHER L ET

e XTI TAT U R3OLBENRT Y RARA » P TEITENTWARLERH Y £,

o I N—T RV «/““O)%é%ij7 277 A/VTCh iﬁi§j%%§mu%£jfitﬂi\ AAA FBRE & iEﬁH FORE
DOWGEMERT DR OICERET DHERDH D £7,

¢ SSL AR — 23, IKEv2 VPN 5 FHICBAWVTWAMERH Y £77,
cCAlX. HEVF W E—RFIZRo CWARENRHY £7°,

Z0MOAA K354

AEHTE DAEAED X A 7L, GEELZEHT 27 7 r—ra o THER—F S TW5
REAEY 4 712X > CTHIFI &£ 9, RSAGEIHAEILEE, FEAEEZEHT 29 XCoT7 7
Vor—varyThrR—bhanEd, 7272 L, EDDSAGEAEL, V—27 AT —varoF
RU—F 4 VTV AT A, 7709, ASDM, £33 ¥X2T7 27547 b Tl R—
FENBRWEENHY ET, e xiE, VE—FT7 7B AVPNOIDE L OFEIEICIZRSA
REAEZMEHTALERH Y £7, ASAVGEAELZMHT L7 7Y r—ra v ThirvA
~ i VPN O#3413. EDDSA 8% R— F S £,

cASANCAY—N—F72137 T4 T FE LTHRESNTWELEE, #HRERINHKETH
(2038 4E 1 H 19 H 03:14:08 UTC) Z#Hx 72\ X 9. FEHEOESMIZHIEL T 77 &

Foanisz ]
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B = sramzonrqrsay

W, TOHARTA UL, = FRX—=FT 4 R F—0nb A iR— bk LZiEHEC A X
h\ij—o

ASA 1T, ROBESLBONT N2 STV B AT DA LDAP/SSL Bt 2 feSr L
i—a—o

o LDAP H— _—FEBAEMEHINTWT (FFAMKRA L FEIZASA T A NS —
VIZIFHET D) . A THDH &,

c Fx—UEFITL VDT — =050 CAFEHENMEEINTNT (FF A hRA
VNETIZASA FTA NS NVZFET D) . FT=—rHNOTXTO L CA FEH
ENZEEPOFNTHDH L,

FEFAEOBRERNTZE T TDHE, ASAICEY, 2—HF DX — XT LIEREF = — 25T
PKCSI12 7 7 A APRIFSNE T, ZHUTiE, BT EIZHN2KB D7 T v a AEY &
X T 4 A7 B METT, EEOT 4 AV ORI, HE STV D RSA F— H
AREFERAET 4 — IV RICL TRV ET, HTEL 77 v a AV OENRELN
TWD ASA T, RE T OREAERERE ZE0BNT 2581213, ZOHA o4 VHEE
Lf<téwo_ngmpmxu774w C BRESNTWDBREOTSEZ A 27D RO
M, 77 vva AR VICRESNET, F— A XFX2048 L EEFEHAT L2 L2680
LET,

HHA =T 2 AA A~DASDM + 77 4 v 7 L HTTPS b7 7 4 v 7 kT 5720
_\747/7474£%i%@%?6i9Mm% RET DMENHY £3, SCEPIT &
D ABIICAR SN D IDFEAEIRY 77— O NCHARIN D 72D, L9 HME O IDFE
ELZFEHH T, A M= L LTLESN, SSLOARICHAIND Z DT vy —T % DI
DWNTIE, RO URL ZZ LT 7EE W,
http://’www.cisco.com/en/US/products/ps6120/products_configuration example09186a00809fcf91.shtml,

ASA L X277 747 b TRAETEX DI, [X520Serialnumber] 7 ¢ —/L K ([¥7
V=7 4 (Subject Name) ] DV 7 /L& %) 73 PrintableString T3 TdH D AEHAEF DT
T U TAEREOBRICUTRS 2 XDy a—F ¢ V7 RMERA S TW A4S, GFE
PAREIE R L £,

ASATDOA AR — MNREIX, AR LFEEET ZEAEAAT A =2 ITHERA LT EE0,
ASATIL, ZNHDOFEHENE LI N THNEHT — & ICHAAENE T, EADT 14—
v RNH DFEAET, EAEREICHEIL L TR W ERIR SN D720, 4 VA =L DR
AR LE T, 72750, N—=Ta 906 LI, A7 a7 4 — L ROZEAEIE, B5
IEBELOS VA M=V OMBEIREICEE L EFH A,

TANRHI—K (*) @HEERTICE, XIFFIETCoXFafTcEszra—F
ZCAV—NR—THHAL TS Z L EHRL TSV, RFC 5280 Tl UTFSString % 7=
/X PrintableString Z {35 Z & ZH#E45E L CTUVEF 3, PrintableString TIZZ DYV A /L K

H— RXFEHHTHD LR L2 UTFSString 242 MERH VY £4, ASA
%, A U AR— MIZIEN 2 SCFETIMER RO D &, A VAR — M LIZFEAELHES LE
T, WITHlZRLET,

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

B 7osLianz


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml

| #osrians

TORIIIBAZDHRTE .

CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h
crypto_certc pkcs7 _extract certs _and crls failed (1795):
crypto_certc pkcs7 _extract certs_and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

TORIGERAEDETE

FIE

ATy T

ATy T2

B TCEXDEAELMNLTDE, TAT T 4T A fEBAEDRENL 72 EOERI I H A7 0,
a— REBAEHEOWNI R EDE SICEERFREEITZADH L 2T F9,

1R BHHEIIZ

FUANGEAEFWICAZEL, EHECEIEAELHEYLET, BT HREIN TV
W CAGEFAEILZ, §XTO VPN 7r harTEHEIN, NTFANKRA U NTEREITAT
NEAEZBRGET 2 L) ICRESNTVET,

TATUT 4T AEHEIL, IGTOMEXF—L L HICASA IR ESNDIEHETT, Zh
%, SSL H—E 2R IPsec V' —ERAZHENLT HDBEDOT U N RO BALE L 7 X2 TF ¥
DAERRIHER S, FTA MRS UV bMERET L LICLoTHBENET, 7477+«
TAREAEERET DI, TAT T 47T 4aEEEHE TS (135—Y) #&RLTL
7ZEW,

CA ZFHET HITIE. CAFEHAEOHRE Q1—) 2R LTLEIN,

RDEZRY

FEAEOHMIRIZT 7 — M ERET D0, 7 VX NVAEAESCIENHEOEHER e =% —L
£7,

TAToTATa4BAEXERT S

TAT YT 47 4REHEIL, ASAND VPN 7 7 B ZAOBFEICEHATE £,
[Identity Certificates Authentication] XA > TlZ, IRD KX A7 #FETTEE T,
cTAT T 4T AFEHEDOBMEITA AR —F (14X=2) ,
« CADDHDOERE LT CMPV2 BERDH N
« ID FEAFOFEME R RT D,

Foanisz ]
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B 7 7 7 ammEoEmELIZA oR—

FIE

ATy T1

ATvT2

ATvT3
ATv74
&AL
ATvT6
ATy T17
ATvT8
ATvT9
ATy 710

ATy TN
ATvT12

« BEA7 O ID GERAE & HIBR T 5,

cTAT VT 4T AEAEDOT 7 ZAR—F (18 X—V) |

< FEREADHIROT T — b EBRET D,

*Btrust TTA T T 4 T A GEAE 2 BRT DIEHEEL ZROAER (19 ~—)

EIRREMEME-IEA viR— k

HLWIDFEAEZE a7 4 X2 b—3 g VEIBINERIEFA VAR — b9 5120%., kOFIEEZFELT
bij‘o

[Configuration] > [Remote Access VPN] > [Certificate M anagement] > [l dentity Certificates] DJIE
IR L £,

[Ad] %7 U v 7 LET,

BRI h T A MARA > MDA EEBIZR S 4072 [Add Identity Certificate] %A 7 1 77K v 7 A
MFERINET,

[Import the identity certificate from a file (PKCS12 format with Certificate(s) + Private Key)] 47" =
YAREETY 7 LT, BBFEOT7 7 ANV D IDAEAEFEEL A UAR— N LET,

PKCS12 7 7 A W DE AT 527 L= AT LE T,

T 7 ANDINALH NT)T D, [Browse] Z#7 U 27 LT [Import ID Certificate File] % 77 1
IRy I AFR UET, FEHET 7 A L& LT, [ImportID Certificate File] 2 27 U » 27 L
£75

[Add a new Global Controller] 47> a v RZ %227V v 7 LT, HLWIDAFHAELZBML £
R

[New] #7 V v 27 LT, [AddKeyPair] ¥4 7RV Ry 7 AR RrLET,

[RSA]. [ECDSA]. F721% [EdDSA] ¥ —DH A 7% &R L F9,

[EdDSA] #8495 &, [= KU — X (Edwards Curve) |47 v a U BNEREINET,
[EdDSAI| A F v avR&Z %270 w7 LET,

[Use default keypair name] 47> a > R¥ %27 U v 7 LT, 774/ hOF— T4 % HH
LET,

[Enter a new key pairname] 47> a > R& %7 U v 7 LT, HILWARIZATLET,

Ray 7 Xy JANPOREY A XERIRLET, [ KU —Xh# (Edwards Curve) | %
IR L7255 803, [Bd25519] @R L £, FREY A XA 25513, Entrust [IZBRWED
HLEEN,

ASA 9.16(1) AEDN— 5 U Tld, #2048 LLED RSA £V 2T A YA X&@IRLTL 2
WY, RSA F—H 1 X732048 'y MARTEDEHE . CAGEHAZEOKRENKW L ET, ZOHIR
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ATy 713

ATy 714

ATvT15
ATv 716

ATy I

ATy 718
ATv 719

ATy T2

ATy

FA4Fv7 47 iEnEOEMELEA K— [

 EEXTHITE, VK EFOF R AT a v EAMNCLET,  (CAFEHZEDOF K5O
"9 N—) S

[General purpose] A7~ a v RZ v (T 74/ 8) Fi2lE [Special| 47> ar K2 &7V v
LT, =T OHBEEIRLET, [Special] 7> a v RE U Z®RINTSH &, ASAIZL
DEAMRERFEHDO2 0% —XTRAERINET, ZOBPUL, ST DnIHIZ2 2D
REEN LB Z L AR LET,

[Generate Now] Z#27 U w77 L TH LW F— X7 ZAER L. [Show] # 2 U v 2 LT [Key Pair
Details] ¥4 70 /Ry 7 A&FoRLET, Z2I12E, ROEFFREHOEFERNREINET,

« DB —DFRREDORI R & 72 D F— T DL,
o X — T O AR,
« RSA F— X7 D i,

e X —RTDET 2T AP A X (512, 768, 1024, 2048, 3072. BLU4096 v ) . T
7 v MiX 2048 T,

. 5:5?;{ }‘ﬁziﬁ:@%ﬁ;@ﬂ?»—« 7“‘*«57 %é\@_\%% »71\‘%5?0
SET LD, [OK] &2V v/ LET,
ID FEWI T C DN £k 5 b OFEMEY 7 2= 7 b DN 23 LET, 20f%, [
(Select) 1 &7 U w7 LT [REFAEMADN (Certificate Subject DN) | XA TRV Ry 7 A%k
R~LET,

Ky 72U 2 RGBT 5 DNEMEEZ 1 DL E®RIRL, 2 AL, [Add 27V
7 LET, iEBEY 7 =7 N DN OfFEH AHEZ: X.500 J@MEIX, ko LB TF,

« Common Name (CN)
* Department (OU)

» Company Name (O)
 Country (C)

« State/Province (ST)
« Location (L)

« E-mail Address (EA)

FETLEL, [OK] %227 v 27 LET,

HOB4REHELZERT 5121%, [Generate self-signed certificate] = v 7 Ry 7 A& 4L
£7.

TAT T 4T 4iEEE T — /L CA & L THERESHE 51T1E, [Actas local certificate authority
and issue dynamic certificates to TLS proxy] &= v 7 AR v 7 A% F N2 L £ T,

BMOT AT T 47 4 GEHEREEZIT O I2IE, [Advanced] 27V v 27 LET,

Foanisz ]
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FATUT 4T 4 EHEDEBMEF1EA VR— b

[Certificate Parameters], [Enrollment Mode], 33 & UY[SCEP Challenge Password] D 3 DD % 7 % £F
- [Advanced Options] % 4 7 B 7R v 7 ANFRINET,

GE)
BT — RRE L SCEP F¥ Lo ¥ NAT— NZHCEAGAFECIIEATE R A,

ATv T2 [GEHE T A—% (Certificate Parameters) | ¥ 7 %227 UV v 7 L, ROEHREAS L ET,

«DNS v U —BEEND / — RONLE % 783 FQDN GGE&(Bii KA A v 4) |

« ID FEAFICBREM T DN TV DLEFA—/L T RL A,

<4 3EI Ry MIE 10ERRLDO, £y U =27 LD ASAIPT FLA,

* [Include serial number of the device] &= v 7 R v 7 A% A2 LT, ASA DY T LE S

BREE R A —2 BN LET,

ATw 723 [EnrollmentMode] ¥ 7% 7V v 7 L, ROEHREASILET,

« [Request by manual enrollment] 47" = > A8 %  F 7213 [Request from a CA] 47> = > R
By LT, BAHRALZBBRLES, [CALDY 7= X | (RequestfromaCA) ]
BRI D56 CMPV2REDAMEDFEMIZ OV TIE, CANBDERE L TD CMPY2
BEkDOAME (17 X—2) 2ZRLTIEE0,

« BEk7'm b 2L cscep, emp, Eoldest ZIBIRLEF,
GE)
CMP OFEHEDEELTIE, RSA BL O ECDSA F—DH NV R —F S TWET,
« SCEP %41 L CHEIFIZA » A b —/L I 2 RE # O %6k URL,
« ID FEAED A A M= VZFFAI SN D B R ERIT 08, 77 40 MI 14T,
«IDFEED A VA b —/VZFFRI SN D RRKFRITEH, 774V NI 0TT, ZO%H
E. BERITRHEIN THOIUTME THHRITTE X7,
AT 724 [SCEP Challenge Password] # 7% 27 V v 7 L, IRDIEHRZEANTILET,
« SCEP /XA T — |
* SCEP /NA U — R &R DT DIZFE AT

ATvT®/ SETLES, [OKE227 VU v7 LET,

ATY T2 ZOREAETHOFEAEICES TE 5 X 22T 58%A1L. [Enable CA flag in basic constraints
extension] &4 2 L E T,

FEARBHFIOIEIC L - T, FEAEOY 7V =7 FORIER (CA) 22E 2S£,

ZO%E, AEAEZEH L THOGEHEICEAT L2 N TEET, CA 7T 71, 2otk
D—HTT, TNODOEAMNGEHABICHFET S Z L, FAZEOARIT—%2MH L CERED
BUERIATEXDL LA RLET, Z2OF T a2 4 OFFICLTENTS, FICHET
HYFEHA,
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ATv72

ATvT28
ATv 729

ATv730

carsnERE LTo emp 2ioamt i

[Add Identity Certificate] & 7 &2 7 78 v 27 AT, [Add Certificate] 7 U >~ 27 LET,
[Identity Certificates] J A M LW ID GEBIENR RSN E T,

[Applyl Z#27 U w27 L, HILWIDFEAE = 7 4 Fab—va V2 RELET,
[Show Details] #2 U v 27 LT, IRD 3 DOERREH X 7)1 E £ D [Certificate Details] 21 7
a0 JRy 7 AeFoR LET,

s [General] # 7\Zi%, # A7, YU TNE S, AT —F A, Hik, /% — %147, CRL
DERA b, REEOHA M, BLOEEMIT LN TS N T A MARA » RO
RENFET, ZHNOHOfEIE, [Available] & [Pending] Dt 5D AT — & AZ#H I E T,

s [Issued to] # 71Zi%, 7= 2 b DN 72 FGEHEFAE O X.500 7 4 —/L K& ZDff
DERREINET, ZNHOMEIL, [Available] AT — X AORIZHEA SN ET,

« [Issuedby] # 712i%, FEHEEAMG LT 47 4 DX500 7 4 —/V RRFRENET,
ZHDOfEIX. [Available] A7 — X ZADO I SN ET,

DFFAEZ L 7 4 X2 b—2a VEHIRT AICIE, 274 Fab— a3 28U, [Delete]
7 Vv LET,

GE)

FEAE A 7 4 Fab—a CEHIBRT D &, EnTE R £, bR LICiEE 2 B1E
T 5, [Add] 227V v 27 LT, GEHEa L 7 4 X2 b—a v OfERETXTHEANL
£,

CAMBLMDERE L TOH CMPV2 ZEFDERIE

LTEVA YLV ARy hU—=27TEFaUT 4 F—FU=A T4 AL LTHEET 272012,
ASA [ Certificate Management Protocol (CMPv2) Zffi ] L Cu < D2 DR EE BREE 2
R— R LET, ASA T /31 AFEHEDOHEKIC CMPV2 ZEH 325 Z & T, CMPV2 3 H%)72 CA
MO DEMOFENE L 0 2 VAEAEZ FERE L2 | W L% — <7 2413 2 LARTc s
ITHHOFEHEL ZLREZ DT OOFEAEL FEHER L7 TEET, ZE LIiEEITEk
DFETE DI LRAT S A0, GEEDRH DI/ 5T D IPsec DX ETHEHINET,

)

(E)  ASA TIZCMPV2 DT R TOMREZFIHTZ 207 Tlddb b A,

BADERT CA L OEEEML L, BYIOENELRG L ET, CATERAFI N7 A MRS

Y FTHEANCGHEESNAILERNHY £3, A AN NVHOFEHEDT 4 =7V N
T B L, BIAERFETINET,

[Advanced Options] 7 « > K7 ® [Enrollment Mode] % 77" |- C [Request froma CA] %7 U v 7 L
7%, CMPV2 58D 7= DICLL FOFIAE EIT LT,
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B 775 7 amEozs k-

1R BHEIIZ
s TAT VT 4T AGEWEOBRMEITA R — b (142—) OFIEZETLET,
« CMP B85 2T 5120, F¥ VT I7A B ANEENTWVWARLERSH Y 7,

FIE

RATY 1 CMP ZX4k~7 e b2 L LCEIRL, http:/ fEI%IZ CMP URL # A L7,
RATv T2 TTOCMP T8/ HEVEGEHICBEICH L X— X7 24K T 51201, [RSA] 721
[EDCSA] Z &R L £ 9,

[RSA] &R L7556, [Modulus] Ky 77X 0 A=a—h L& #R L E7. [EDCSA] &
BIRU72GE, RO Fa v 7200 Ama—nbEEZERLET,

RAT9T3 (A7 ar) FEHEOEFT, HDHVITBEIEROERATNICE — <7 24T 512
[Regenerate the key pair] #2 U v 27 LE T,

AT w74 [SharedKey] %7 Vv 7 L, CAICK>TT U AT Ay FRESNIEE AT LET, ZOfHE
%, CABLASANZHT H A v —VOEEFEL KOG A R T A 1-DIEH S E
R

AT w75 [Signing Trustpoint] &7 U v 7 L, CMP B&ERIZES T DM H SN BITHERT A A
AFAEZ G N T A MARA V NOARTEATILET,

INGOFTva it FTARKA Y MREETE R /LR CMPIZERESNTND & XIZ
PEATEET, CMP F T A MKRA V FBRRESNTWDEA. \ﬁWaitiﬁﬁﬁﬁé
DWTNPERENTEETN, MR ETEETA,

ATvT6 CAIEHAELZFEET 521X [Browse Certificate] #27 V v 7 L £,

RATFwT1 (A7 ar) CMPV2 O HEVERERA BT 5121, [AutoEnroll] = > 7Ry 7 A% A2 L
e

AT 78 [Auto Enroll Lifetime] 7 4 —/V RiZi%, HEPEENSMLEI /2D FTO, FEHEOH M2 H %)
W ONR— T =V AN LET,

AT 79 FEAEOEHHIIH LS — %7 512X, [Auto Enroll RegenerateKey] %227 U » 7 L £,

TATUoTATABAEDIT Y RAR—
IDZEWEA =7 ZAE— 510, KOFIES ETLET,

FIE

AT w1 [Export] #7 U > 7 L. [Export Certificate] #1727 Ry 7 A%FRrLET,
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ATy T2

ATvT3

ATy T4
ATy TH
ATvT6

s E LT |

FEAEa L 7 4 X2 —a BTV AR— T EEIHEATHPRKCSR2ER T 7 A VD4
BiE AN LET, F72id, [Browse] &7 U 7 LT [Export ID Certificate File] ¥ A 7 1 77K v
I AHRFR L, HAEa L T 4 X2l — g BT AR T AT A NEELET,

[PKCS12 Format] & 7"'v =2 & "% £ 721 [PEM Format] 47> a > RZ %7 U v 7 LC,

FREFE O AL EIRL £,

PKCSI12 7 7 A Ve =7 AR — MK SAL T 272 DI 2 A7 L—X2 AN LET,
WL/ SR T L= R MR DT DICHA LET,

[Export Certificate] #7 U v 7 LT, ifEa 7 4 F2l—va 2=/ AR —bMLET,

BWMAAT IRy 7 ANEREN, GEAEIL T 4 XFab—ar 77 A ABEEDHINC
ERIC= 7 AR— SN LRI NET,

AEAEERERDAER

FIE

ATvT1

ATy T2

ATvT3

ATv74

Entrust (2255 4 2 AEHEEA ERZ AR T 21213, ROFIEZETLET,

[Enroll ASA SSL VPN with Entrust] %2 U 7 LT, [Generate Certificate Signing Request] %1 7

nJRy I AT LET,

[Key Pair] fEI TR O FIAEZ EITLET,

a) Fey 77Xy URARNL, RESINEX— XTONTNNEERIRL T,

b) [Show] %7 VU v 2 LT [KeyDetails] ¥4 727 Ry 7 A% R LET, ZIITIE, ERE
N7 — X7 OAERARE, HiE (B EZITRERHR) | R X BLUOF—
TR Vo TP RINET,

) EILESL, [OK]Z2Z Y v Z7 LET,

d) [New]% 7 U w7 LT, [AddKeyPair]| ¥4 T 0 /Ry 7 AR R LET, ERLIF—
NT % ASAIZIEET oM, 77 ANVIRGET D ENTETET,

[Certificate Subject DN] fEIk(Z R DIEH 2 AT L E T,

a) ASA ® FQDN £72iXIP 7 FL A,

b) DthO4 I,

0) 2 XFOEER,

[Optional Parameters] fEI% TR D FlEZ EIT L £,

a) [Select] Z#7 U w2 L. [Additional DN Attributes] # A 7 2 7R 7 A% KR LET,

b) Rey7XT X MN6EMT2EEZEIRL, 2 AT LET,

¢) [Add] %7V w27 LT, %E% [attribute] 7— 7 MBI L £,

d) [Delete] #7 U w2 LC, [attribute] 7—7 /5 EMEZHIBRL £,

e) I LEH, [OK]ZZ Y vy 7 LET,

[Additional DN Attributes] 7 « —/V RIZIBM S iz @En RS E T,
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B 5 7 amzorozt—n

ATy TH
ATvT6

ATy 717

ATvT8

ATvT9

FIE

ATy T
ATy T2
ATvT3
ATvT4
ATy 75
ATvT6
ATy T17

ATvT8

ATvT9

ATv710

CAMNBERINTGEIT, BREM N A A L AEREZEBMTATILET,
[Generate Request] #7 U v 7 LC, FEBAEZBAEREZ ALK L ET, 4% Entrust IZEFT D
ZEh, T7ANMIIRFLTETHET LI LB TEET,

CSR 237k &7z [Enroll with Entrust] %2 A 7 2 7R v 7 ANFRENET,

[request a certificate from Entrust] U &7 2 7 U v 7 LT, BEk7n v AZ2%E T LET, DK%,
IRENTZCSR & a B — L CHRE Y £11F. & 41% Entrust Web 7 +— 24 (http://www.entrust.net/cisco/)
AL THEELET, B TBET D561, ARSI CSR 27 7 A /VIZIRIEL . [Identity
Certificates] <A > C [enroll with Entrust] U > 7 %227 U v 7 LE 7,

Entrust|Z & 0 . ZUROFBEEDHER SN, AEENBITESNE T, ZHUSIFED 01556
NV £7, WIZ, [Identity Certificate] <A o TREFOERZZE®INL | [Installl &7 U v 7 L
T, EAEEZA VA =L THREND Y £,

[Close] 27 VU » 7 L. [Enroll with Entrust] ¥4 72 7 Rv 7 A%HLFET,

SEBHE®DA VA =L
HLWIDFEHEEZ A VA =19 500F, ROFIEEZETLET,

[Identity Certificates] <1 T [Add] Z 7 U »» 7 L. [Add ldentity Certificate] % A 7 12 77K v 27 A
ERFLET,

[Add a new identity certificate] 47> a > R¥ %27V v 7 LET,

X — RXTEEFET DL, HILnF— T 2ERLET, F— XTIIHETT,

FEBAEY 7Y =7 F DNIE#HZ AT L, [Select] #7 U » 7 LT, [Certificate Subject DN] & 1
Tty AERRLET,

BIfR 45 CA CERY 7=/ ENDNEMEEZTXTHEEL, [OK] %727 U v 7 LT [Certificate
Subject DN] # A 72 7R 7 A% L 7,

[Add Identity Certificate] &1 7 7 77~ v 7 AT, [Advanced] %7 U »» 7 L T [Advanced Options]
HATa TRy I ARRLET,
PBEOFNUZOWTIE, 747 7T 4 T AGEAEOBEME213A A —F (142—2) OF
IE17 ~23 ZZ ML T 230,

[Add Identity Certificate] % 7 & 7 7R v 7 AT, [Add Certificate] #7 U v 7 L7,

[Identity Certificate Request] % 1 7 12 7' 7R v 7 ANRF RS NE T,
TXAN XA TDCSR 7 7 A4 (c\verisign-csrtxt 72 &) Z AN L, [OK] 227 Vv 7 LZE

‘?—O

CSRTHFANTZ77ANECAICERLET, EETHRDOVIZ, CADOWebH 1 MZH S CSR
BIR—VIWCTFAN 77 ANEOM T TEET,

B 7osLianz
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ATy TN CANDGIDFEAENK I N5, [Identity Certificates] XA NIBE L, REFOFEHET
UaEBRLC, [Install] 227 U v 7 LE T,

[Install Identity Certificate] %A 7 2 77K v 7 ANRFKRINET,
RTY T2 FETDATvar K2 a7 ) v 7 LT, ROWTNINOAT v a 2B RLET,
* Install from a file
F720%, [Browse] 7 Vw7 L, 77 A NVERELET,
* Paste the certificate data in base-64 format

A — LR ET — 7 2858 SV IR 0 AT £,

AT v 713 [Install Certificate] 227 V v 7 L £,

ATy 718 [Applyl 22 Vw7 L, HLLKAVAM— N LA ELEZDASATL 7 4 Falb—Ta bk
RIELET,

ATy 715 B U7 IDFEAEICET 250 #2 £ 89 5121%, [Show Details] #7 U » 7 LT, KD 3
DODFREH X TINEG FEND [Certificate Details] ¥ A4 72 /Ry 7 AxForLET,
[General] # 7\Zi%, # A7, YU TNFEES, AT—X A, Hik, A% — X147, CRL O
AV b, GEAZEOFDHM, BLOBEHEMT LN TWD R T A MRA > FOERFEREINE
9, SO, [Available] & [Pending] Dl J5 D AT — % ATi#H SN E T,

[Issued to] # 71ZiL, ¥7 ¥ = 27 | DN £ 72IFGEAZEFTAE O X500 7 1 —/L K& ZDERE
REINFET, ZNHOMHIL, [Available] AT —HF ADHRITHEH L E T,

[ssued by] # 7\2iL, FEAEEZM G Lc=T 47 4 D X500 7 f —/V RRERRINET, Z
O OfEIE, [Available] A7 — X AD AT H SvE T,

ATFYT16 o2— RELAFFHAEa L 7 4 Xa L —2arFHIRTAICIE, 207 4 X2 1b—3 3 VEBIR
L. [Delete] 27 U > 27 LET,

GE)

FEED 7 X2 b—Ta VERHIBRT D, B TERLI D T, HIBRLFEIEZ BE
T HI2iE, [Import] #27 Vv 7 LT, GEHEI 7 X2 b —2a v OFHRETXTHAL
L/iﬁ—o

CA DEXTE

CAGEBAZ DERTE

ZONR—=UT, CAGEAEZEHLET, RO Py 7 TlE, FATTELZLIZHOWTHAL
=7,
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B cramzoemsErgs oz r—n

CASIBRZMEMEIFA VA F—IL

FIE

ATy T

ATy T2

ATvT3

ATv74

ATv 75

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvINn

ATvT12

CAGEAZEZBINEIFA VA F—T 25121, ROFIEZFATLET,

[Configuration] > [Remote Access VPN] > [Certificate Management] > [CA Certificates] DJIHIC
BRL £,

[Add] 22 U v 7 LET,
[Install Certificate] % A 7 1 7R v 7 ANFRENET,

[Install fromafile] &'~ a v RZ %27V v 7 LT, BEfFD 7 7 A Vi bRk EHEZ BN L
EFT (INDBT 7+ FEETT) o

NMABLOTZ 7 AN EATT HH, oL [Browsel 227 U v 7 LT7 7 A VERBELET,
WIZ, [Install Certificate] %7 U v 27 LET,

[Certificate Installation] % A 7 & 7 7R v 7 ANEKR S, sEHENEFICA VA h—vEhizZ
EETRTHERA v E—UNRENET, [OK] 227V v 7 LT, ZOXATalRy 7 A%H
L/i‘g—o

[Paste certificate in PEM format] =7 > a > AZ %27 U v 7 LT, FEITEELET,

PEM jE20 (base64 £7213 16 E5L) OFEAEZ = ' — LT, FREOTELIZAL Y £11), [Install

Certificate] %7 V v 7 LE£7,

[Certificate Installation] % A 7 7 77K v 7 ANFR Z L, iEBIENEFIZA VA h— L&l
EETRTHERA v E—VU N RENET, [OK|Z27 Vv 7 LT, ZOXATalRy 7 A%H
CET,

[UseSCEP| A7 v a v RFZ %227V v LT, HEITRELET, ASAAN, SCEPZfiH L T
AR L, GEREAZ TS L C, REEZ TN AZA A h—/L LET, SCEP ZfEH T
LI, A2 —F% v &N LT, SCEPZ VR — b2 CAICRIET HMENH Y £4, SCEP
EHEMALZBEIEETIL, 2 —I3ROEREADNTLH2HLERDH D 7,

« HEjA VA M=V T BREHEO R L 7 7 A V4,
FEFAED A VA M=V ORKERITOE, T 74/ ML 15T,

cFEHEDOA A = OFFITEEL, 7740 MI0TY, ZOREIE, HRATRRHINT
HITMETHLHERMTTEETS

BB L OBAEOHRAEDFEDMO a7 (X2l — g A7 g v 2FrT 51201, [More
Options] %7 U v 27 LET,

[Configuration Options for CA Certificates] ™~ BRI NE T,

BEfED CAGFBAE 2 7 4 X2 L —ya VALETETHITE, a7 4 Fa2b—ra VAR
L. [Edit] #27 Vv 27 LET,

CAFEE = 7 4 X2 Lb—a VEHIRT 12T, a7 X2 b—a &R L, [Delete]
Vv LET,
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ATy 713

wmizpas 5 casEmzonE

GE)
FEED 7 X2 b—Ta VEHIBRT D, B TERLI D 7, HIBR LRI EZ BE
R HI2iE, [Add] 227V v 7 LT, GEHES 7 4 X2 b— g VOFERETXTHANL
ij‘o

[Show Details] #2 V v 27 LC, IRD 3 DORRFGHZ 7 E Ei 5 [Certificate Details] %A 7
RNy 7 AERRFLET,

s [General] # 7\Zi%, #A 7, YU TNEK S, AT —% A, Hik, /% — %17, CRL
DERA b, REEOHA IR, BLOEEMIT LN TS N T A MARA » FOfERZE
RENFET, ZNOHOfEIE, [Available] & [Pending] Dt 5D AT — & AZ#H I E T,

s [Issued to] # 7'1Zi%, 7Y =7 b DN 72 IFGEHEFAE O X500 7 4 —/L K& ZDfH
NERENET, ZNHOfEIE, [Available] AT —% AR SN £,

e [Issuedby] # 7 12i%, FEHEZMNGE LT 4T 4 DX5007 4 —/V RRFRENET,
TS OEIE, [Available] 2T — & 2 DI S E T,

K$IZET % CAREAZ DERE

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

KM L T CAREMEFEZRET 21213, ROFINEZETLET,

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DI
W2 LT, [Install Certificates] A 7 12 7R v 7 A% KR LE T, RIZ, [More Options] & 7
Vw27 LET,

[Revocation Check] # 7% 27 U v 7 L7,

FEAEORNTF = v 7 BT 4 v —T 2T AT, [Do not check certificates for revocation] 47’
arREEIY I LET,

1 DL kDR TF = v 7 A (CRL £721% OCSP) %IR35 1%, [Check certificates for
revocation] A a v RE L E I Y v LET,

[Add] 27 U v 7 LTRNGRZLHNCBET L &, 2O HFADMEAIREIC72 Y £7°, [Move
Up] £721% [Move Down] %27 V v 27 LT, HFRADIEFZZEHT L E7,

R L2 AT, B LERFTHREShET, TApbZ T =BRENTEAIE. TORD
KNF = 7 FEABRT 77T 4 71280 £,

REREORGEFICRNT = v 7 O T — % \49 5 121%, [Condder certificatevalid if revocation
information cannot beretrieved] = v 7 R v 7 A& A4 N LET,

[OK] %72 U > 2 LC. [Revocation Check] ¥ 7 % L %7,
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CRLER1GR Y O —DERE

FIE

&
ATy T2
ATy T3

ATv74

ATy TH
ATvT6

ATvT1

CRLEX 13 7 X DEXTE

FoaLiEng |

CRL UGN Y v —Z@RET DITE, ROFIRZEITLET,

1R BHHEIIZ
« AT 47 URL ZE|Y B TAH|TIE, ROFIEEZFEITLET,

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIE
W3R L T, [Install Certificates] %1 7 1 7Ry 7 A% FKm LE T, WKIT, [More Options] & 7
Uy LET,

[CRLEUSAR U >— (CRL Retrieval Policy) 1% 7 &2 U v 27 LE,

[Use CRL Distribution Point from the certificate] = v 7 R v 7 Z& A4 A2 LT, Fx= v 7 X HED
AEAE N D CRL R A ¥ MR TF = v 7 Hlsk L ET,

[Use Static URLs configured below] = v 7 AR v 7 A% A 12 LC, CRL OEAFIZHE AT 5 557E
? URL % — %%Tbi¢ BR U7 URL (X, BN L72EF CHRESLET, FEEL7Z URL

T T —PRAELIESAIE. £DKRO URL BMEH S ET,

[G&Mﬁﬁ%yb(aanwmmmmO]&f®ﬁEmQm@]%ﬁUyﬁbiﬁo
[CDP /L —/L DB (AddCDPRule) ] # A 72 Ry 7 AT, iEHE~ Y 7E2BRL, £~
F w7 AL URL&EZANLET,

GE)

TNA A LICREEAHOFEHE~Y y RS 5 2 LR LET, [VE— 7Y EXAVPN (Remote
AccessVPN) > [y D=9 (U954 F7 2 k) 72X (Network (Client) Access) | > [3¥#
(Advanced) ]>[IPSec] > [EEBRE M S 3E#H < v T~ (Certificateto Connection Map) ]>[JL—
JU (Rules) 1>[BA (Add) [IcBENL T 7Z&0,

ASA IZ. IPv4 /21X IPv6 R—ZAD CDP B LA X T v 7 URL VR — kK LFET, IPv6 7
R U230 a3 THAET (] : http://[0:0:0:0:0.18:0a01: 7c16/]) .

[OK]Z27 Uwv 7 LT, 2OXATaTRy 7 A%BALET,

CRL UGN EHRET AL, ROFIEEZFETLET,
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AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIA
W2 LT, [Install Certificates] A 7 12 7R v 7 A& KR LET, KIZ, [More Options] % 7
Uy Z7 LET,

AT 72 [Configuration Options for CA Certificates] ~2A > C [CRL Retrieval Methods] # 7% 7 U v 7 L %
7

ATYT3 RO 3ISOBGHFRONT Nz R L £,

* CRL OHUS T LDAP % A % —7 /WIZF 5 IZ1%. [Enable Lightweight Directory Access Protocol
(LDAP)|F = v 7R v 7 A% A4 I LET, LDAP #fiffl L TCRL ZBUSG+ 2B A81%. &
TE L72 LDAP Y — N— (282U — R&EMH L TR % 2 & C, LDAP & v v 3 VAR
ENET, T7 AN NOEE, T OEERICIE TCP A— bk 389 il S E 4, RONLHA
INT A= HEANITLET,

* Name

+ Password

+ Confirm Password

* TIHI b F—nR— (i)
*TIAILER—F (389

« CRL OEUfGTHTTP 24 *— 7 /VIZF 5HIZ1L, [Enable HTTP] = v 7 R v 7 A% A \Z
L/iﬁ‘o

ATy T4 [OK] %27 V7 LT, ZOXTZHACET,

OCSP L—ILDEERTE
X.509 7 VX NGEHED KM AT — X A2 TG T 572D OCSP V—/VERET DI, KD
FlEZEFITLET,
1R B

OCSP /b — /L Z BN 5 RN, BTREAE~ v 7E2REL TEN TS, iEHE~Y v 75
RESNTHWRWEE, =7 — Ayt —URERINET,
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B ==5crssvocse omE

FIE

ATy T

ATy T2
ATvT3

ATv74

ATvTh
ATvT6
ATvT1
ATvT8
ATvT79

ATy 710

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIA
[ZEI LT, [Install Certificates] A 7 12 7R v 7 A& KR LET, KIZ, [More Options] % 7
Vw7 LET,

[Configuration Options for CA Certificates] ~<- > C [OCSP Rules] # 7% 7 U v 27 L £ 7,
ZDOCSP—/v & —E T HiEAE~ v 7 ZBINLE3, iEAHE~ Y 2Ly, 2—F—HR
L. GEEORED T 4 — FEDREPTHOIET, [Certificate] 7 1 —/L FIZ, ASA I2%
WCSNEMIOFEAEORIEICHEH &5 CA DAFINFRENE T, [Index] 7 4 —/L RiZ,
N—=NDTTAF VT A FGZNFERINET, [URL] 7 4 —/L FiZ, ZOFEHFED OCSP ¥—
N—@ URL BERINET,

[Ad] 27 VU w7 LET,

[Add OCSPRule] # A 7 0 7R v 7 ANF/RENET,

AT 2FEHE~ Yy 72 Fey 740 URA RMLERLE T,

FEHTHEHELZ Fay 7270 A I LERLET,
N—=NDTFTAFNT 4 FFEANTTLET,

Z OFEHFED OCSP H—/3—®d URL # AJJ L £,

SETLEDL, [OK] 227 Uy 27 LT, 2OXATarlRy 7 2A2HLET,

BrL<BIENT OCSP L— N Y X MIFERINET,
[OK]Z27 Vw27 LT, ZOX7TEMHLET,

=% CRL & & U 0CSP DERE

FIE

CRL 5 L OYOCSP OBMFREZAT D 121E, WOFIEEFEITLET,

AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIE

ATy T2
ATy T3

W2 LT, [Install Certificates] & A 7 1 7R v 7 A% KR LE T, RIZ, [More Options] & 7
Uy 7 LET,

[Configuration Options for CA Certificates] X > C [Advanced] # 7% 7 U v 7 LET,

[CRL Options] fEIEIZ ¥ » ¥ = OFEFRIEE 2 TATILET, T 7 4/0 ML 6043 T, #i
PHIZ 1 ~ 1440 3 T9, CA2DBI[A L CRL ZE b2 TR DMLEDRNE 91T, ASA TiE, Mt
FFLIECRLEZ R =N TRAFETEET, TNECRLF ¥ v 7 LIFONET, CRL ¥ v v
VaDERIIT Ty P T —LIE TR TRTOI T HFAMIOWTEBEINE
T, BB L7 CRLEZX Y v 2352 8T, RIAHIREBZ D TN H D561,
ASA T &0 B 3 e HARV Y CRL 2 HIBR S v, fEH ATREZR 22 S R EDSHEIR S E T,
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ATvT4

ATy TH

ATvT6

ATy 71

ATvT8

1—v—smzozz |Jj

[Enforce next CRL update] = v 7 7R v 7 A% 4 /12 L C, Next Update DA AR 23 G141 T
WRUWNCRLIZFRY . A%h72 CRL & LT CZ % X 512 LEJ, [Enforce next CRL update]
F v IRy I A%A 7295 &, Next Update L2372 5452, Next Update fill DA ZhiifR 2
PN TWELATHAEDRCRL E LTHEMATEET,

[OCSP Options] fE#IZ OCSP #—/N—@D URL # A /) L £3°, ASA TEMH &% OCSP H—/3—
IE. ROIBTERIREINET,

a) —HGEHE EEXL—/L 0 OCSP URL IZXd 5 P — 33—

b) I X A7z [OCSP Options] JEMEIZFRE L 72 OCSP URL (ZXf g 5 H—r3—

¢) —HP—FEHED AIA 7 1 —/L N

7 7 4/ h Tli&, [Disable nonce extension] = v 7 /R v 7 ANF N> TWET, ZOKE
Tl BRI Ko TEREZISEICAA L RL, VA TRy 7 &EMLES, 207tk
AT, EREWELOBTENENDO T AILREAZRE L, WENRFR—TH D & LR T
HZET, VAT HE YIRS T ENTEET, 7L, FRNTAER LISEITIL, F2
RéE—EF LT APBREIZENTOWEEA, TOD, FH LTS OCSPH—/3=7n b,
HANAER LA 2351 5881, [Disable nonce extension] = v 7R v 7 A% 4712 L
TLEE,

[Other Options] fEIK T, IROWNWTINNDA T g o ZIBIRLET,

« FAE L7z CA OFEEZL ASA TZIFAILD L H12T HITIE, [Accept certificates issued by
thisCA] T = 7Ry 7 A%&F N LET,

o ML CA OFEHEZ ASA TR ANLD L 912T 5121, [Accept certificates issued by the
subordinate CAs of this CA] F= v 7R v 7 A% F I L £,

[OK] %227 Vw7 LTCZDXT7%HL, [Apply]l] 27 Vv 7 L Carv7 4 ¥al—a  OER
PR LET,

A—H—IRRENEE

FIE

&

ATy T2

AEAED AT —Z 2 BET HI21E, ROFIRZEITLET,

[Manage User Certificates] 2 > C, = —H—4 E72IXGEHED Y 7 LE S TREDREH EA
HERLET,
KONTNNDOFT > a @R LET,
e 2—W—3EEDT A 7 XA LHBNKE T LB E . [Revoke] 27 U v 7 L Ca—H—7
I ZEEIBLEST, £, 0—H L CAICLY | ZEHES — 2 N— 2 NITH B DIEH
IR O~ — 7 BT B, HEHRSBERNCEH ST, CRL BAHRITINE T,
o KRN UT-RERAE 2RI L C [Unrevoke]| 7 U v 7925 L, ZOHEICHRT 7 ATE
X010 ES, Flo, v—HNVCAIZRY, FEAET —FX—2ARNITH 5% Dt #E
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B zzo00z:

(ZRNERR D~ — 27 DT Hav, FEAE O ®AS B BRI R Su7ot%, BB S 472 CRL
MHEFEITSNET,

ATYT3 ETLEL[Applyl 7V v 7 LT, BREERAFELET,

%7
ASAMNTLS 7 74 7 > b & LTEIWET 2854, ASAIZRFC6125 TERSNTWDHT S Fr—
vay = _—0ID ORFENL—/V &S HR— K LET, ZDRFC Tix, 2R ID #£H (ASA
ETHRE) L., (TFVr—var P—_"—nLkE) RSN IDICx L TERID 27
AT HFIEEZRLTCOET, RS NZIDBERTEHEAOSRID & —F LT, Bkt
SENT., =T = SZEERENET,

P ORENIR, —N—XHHF O ID Z#42R T 572012, 1 DL EO#AI T % & O - — 3 —
FEEL ASA IR LE T, ASA TRESNDH S ID X, B O I — N—FEH &
TIRRENDID SN ET, 25D IDIE, RFC6125 TEXRSIN TS 45D ID ¥ A
TFOREDA LV AB L ATT, 450D XA FIRD B T,

*CN_ID : GEHEOH 7= s b 7 40—/ RIZERESN D, il (CN) A4 7D 15D
JBIES A T EABORT 2T N E ENDFERERRI4 (RDN) , ZOfEIX, ERBREO KA A
vHHE—HLET, CNMEIZHBABEROTF A MZT5Z L1ETEEH A, CN-IDERID
Tk, 77U r—var =R ESINEEA,

W
o
o

* DNS-ID : dNSName % A °® subjectAltName = kU, ZHUZ DNS KA A 4TI,
DNS-ID 2/ ID CTix, 77V r—va vy h—bERFHESNEEA,

« SRV-ID : RFC 4985 |[Z/E#% 41TV % SRVName A DA HiZ £ D, otherName ¥ A 7D
subjectAltName = > s U, SRV-ID #3712, I\)‘/]’ YT =y a s —ER
AATOWFGTEZDHENTEET, 2L 21X, [ imaps.example.net] ¢ SRV-ID 6ti\
DNS KA A 45453 ® lexamplenet] &, 77 )’7“—“/3 VY —BR XA THEHS

limaps| (201} BIVET,

* URI-ID : uniformResourceldentifier % - 7°® subjectAltName = ~ U, Z Ofil
lscheme| 1> 7AR—F> k&, RFC3986(ZEF SN TS [reg-name| /Vv—/l/ *ﬁ(ﬂ“é
Thost] o RN—R b (FIXZNITHET L3R =3 ) OmMTNREENET,
URL-ID @Bl F121, IP7 RLATIERLS, BEOARAR MAZT TIE7R < DNS RAA
LEEDHVENRHY T, 72L& 23X, [sip:voice.example.edu] &9 URI-ID {%, DNS
RAA 40 [voiceexampleedu] &7 7V — g h—ER XA 7D Tsip] IZ5EIT
TET,

ZHID 1L, REHOARIZRET D EMERSNLET, 2R ID BMERINLD E, 45D ID ¥
A 7 EBEAMAT DR EESRIDISEN, £RIIBRID O LHIRT L Z N TEET, B
D IZIX, DNS RAA VA ZRFET DERPEENTVAXERHY 9, /o, 77V r—
var h—ERERETLHHERLEDDLIENTEET,
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1R BHHIIZ

« ZMID (X, syslog = "—BILUVA~v— K T4 R ==~ DOPHIFIZ DI S
NWET, FOMD ASASSL 754 7> b T— FOEFETIL, BEE TR, 2R ID O
ELHEHIZYR—F & TnERA,

KEERTZ T A4 T POBEIEFHEB LT +—1 3y 7 &, ASA X RFC 6125 T
ENTWAID & —HERLZE-0DDFTITONL—LEFEELET,

FEFAEA BT T HEEIIEEINEYA, L7ZR-5 T, INo Match Found, Pinned

Certificate] Ayt —VUNRAETLHZ LIS WA, £/, VA TEETLHZ T
ATV MIXHFERT T4 72 b TIEERWED, BB RO L WGEEIc 2 — —235EH
ErEETHI L TEEEA,

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Reference Identity] |28 L £,

REFHDOSRID NY A FENET, FFLOWESRID 2B+ 512X [Add] 227V v 7 LE
T, BEFOSMID 2L T 2121F, XGOS ID 2R L TH6 [Edit] 227V v 7 LET,
B DS M ID 28T 5121, HROSMID 28I L T 5 [Delete] 227 U v 27 LEd, il
Ao ID 28R+ 5 Z LIXTEEHA,

ATv T2 ZWID ZEREZIIEET HI121E,. TNEH[AAd]. [Edit) 227 Y v 7 LET,

[Add Reference Identity] & 7= % [Edit Reference Identity] % 1 7 2 7' 7/R v 7 A% H L T, M ID
EBIRB L OfEELE T,

BB IDICIE. EEDOZ A TOBBOBEID #BMTX 4,

*ZMID ZRE LIRS, TOAFEZEETDL I LTI TEERA, ARTEEET DI,
ZMID ZHIBR L T DAIER LETHRERH Y £

RDZRY
FXE L7 2B ID 1L, syslog 35 & OF Smart Call Home H— N —#2ki 2 5 BT HBSICHEH L 7,

i

CAEFEHEZE N L \IFES DEFA]
WO BYENTEET D56, CA FEBEORZEREITR L £7°,
*RSABF BT VT XA %M LT SHA-1 TE4 SN -iFHE,

¢ 2048 B v MG D RSA F—H A XDEFHE,
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ATy T2
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7272 L. permitweakcrypto A7 a VARET H I LT, ZNLDOHIRE EEXTEET, A
ZT D& ASA ITREEDOMGERFIC FFR DO BEDOEH 2757 L £ 3, Weak-Crypto F—ZFF
ATL LR LERA, 2oL F—d P A ADPRENF I ELETII RN
&)Tﬁ—o

[#8mk (Configuration) ]1>[7/34 A& (DeviceManagement) | > [EIBAZEIE (Certificate

Management) ]>[IDEEBAZ (Identity Certificate) ]. F7-(X[#AK (Configuration) ]>['J E—
k7% XVPN (Remote AccessVPN) ]> [ZEBAEZEHEE (Certificate Management) ] > [IDEEEA
£ (ldentity Certificate) ]. £7-i%[#8 (Configuration) ]>[") E— ;74 XVPN (Remote
AccessVPN) |>[fEBAEZEEIE (Certificate Management) | >[2— FE4£3#& (CodeSigner) ] %
ZWRLET,

2048 By RRIDF—H A XL SHA-1BL T VT Y X LEFFATHI201F, [HOR S E (Weak
Crypto Configurations) ] T [J9\\F—H A XLy a7 T X L%ZFFA] (Permit Weak Key

Sizes and Hash Algorithms) ] F = v 7Ry 7 A% 4N LET,

O— FEREFILHAE
O— RELEFHED A Lik— k

FIE

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

a— FEAFMRAEL A VR — 21203, ROFIEEZFITLET,

[Code Signer] X4 > "C, [Import] %7 U w2 L. [Import Certificate] A 7 1 77K v 7 A% FR
LET,
PKCS12 A7 7 A VOE AN 227 L= AN LET,

AVR—=bNT BT 7 A NVDL4RITE ANITT D, [Browse] 227 Y w2 LT [Import ID Certificate
File] ¥ A 70 VR 7 AR L, 77 A NVERBLET,

AVHR—=bTD7 7 A NEFER L, [Import ID Certificate File] #7 U v 27 LE7,
[Import Certificate] % A 7 7 7R v 7 A2, IR LIZAEAE T 7 A A RERSNET,
[Import Certificate] 7 V v 7 L £,

[Code Signer] ™A N4 VAR — F ENTZFEHENE RSN ET,

[Apply] 227 U v 7 L, HLA VR = Lla— FBLEIEHE L 74 X2 —Ta %k
RIFELET,

B 7osLianz
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a—rgezanzozszfi—+ i

O— FEREHEMAZED I I XK—

FIRr

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

a— FEAFMREL T AR — 21203, ROFIEELFITLET,

[Code Signer] X1 > C, [Export] 7 U v 7 L. [Export Certificate] %A 7 12 7R v 7 A% KR
LET,

AEHEA 7 4 Fab—va e ZR— T 5 L EITMEMT 5 PKCS12 BT 7 A L D4,
iz A LET,

ABRF — I SALIENE (base6d = a2 — REIX 16 EEFEAAFEH T ET) 2EHT 5
[Certificate Format] #H3% C [PKCS12 format] =7 > a > RZ %7 Vv 7 LET, HH LW
A%, [PEM format]) 47> a v RE &7 ) v 7 LET,

[Browse] 227 Y » 7 LT [Export ID Certificate File] # 4 7 2 7R > 7 A% R L, aEE= v
T4 X2l =V aVETIAR—RTHT 7 A VERLET,

77 A NVEEIR L, [Export ID Certificate File] #27 U » 7 L £,
[Export Certificate] % 1 7 1 74 » 7 A2, @R LIZGEAE T 7 A LV BRRRSNET,
T ZAR— D PKCS12 BT 7 A VOE AR T2 27 L—X2 AN LET,

WAL AT L =X EHERDTZOITHATI LET,
[Export Certificate] #7 U v 7 LT, & a7 4 Fa2l—va 2=/ AR —MLET,

AEBAZEDHEHARTY 5— FDOERE (ID GEEAEZ F =1L CA

sEBAE F)

ASA T, FT A BMKRA L D CAFFHERB XD FFHEIC S W TAHZHIR 2 24K T L 12 1
BF=y7 LET, iEEOHIFIRNE L RKT T 285G, syslog7 7— b & LTHAT
ShET,

T~ A ATz, a7 4 X2 b—3 g VSHRBEIN T ZEER R on - 723 %
®ﬁ%%%ﬁﬁﬁéw\itﬁm%ﬁé:kﬁ\ﬂ/?%%nv—ya/%%Eﬁét
syslog 238 H 1 BIAER I NET,

722X, AR T 79— F2 60 BIZBHES L, £D% 6 HZ LIV KT I OICRESN
TWHELET, ASAN 40 BIZHEEBI NS L, 77— MIFOBRIZERE SN, ROT T7—
MZ36 BEIZEEINET,

)

GE)

A2 I, BOHEF =y 7 OBED T AIRA L FE LTHWMbNET,

HHPRT = > 71E, T A N T =V OFEHECEFEI TSI NEYAL, B—H/LCAFT A FK

Foanisz ]
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FIE

AT w71 [Configuration] > [Device Management] > [Certificate Management] > [l dentity Certificate/CA
Certificate] %M L £9°,

AT 72 [Enable Certificate Expiration Alert] = v 7 /R v 7 A% A2 LET,
ATY 73 AMOHEEATLET,

* [Repeat the alert for] : HANDT 7 — FRFITSNDHEDMIRETCOHE (1 ~90) ZFE
LET,

* [Repeat the alert for] : GEBIENEHT SNBRWIGEOT 7 — MEE (1~14H) ZXELE

o T AN TR, BHOT T — MIAMHIRD 60 HAENZIEE S4L, £ O%ITAENFE
DEBFEITHIRS NS ETHBEIRRXEINET, £/2. 77— MNIADWIRAIZEE
S, ZO®%ITHEAIEREESN, 77— FOREICEKRR LS, AWIROERIOBEIZT
T— M ERAEEINET,

FORINEIBHEDE=A2) Y

FOHNGAEAT —H ADT=HL Y 72OV TIE, RO~ REBRLTLIEEN,
* [Monitoring] > [Properties] > [CRL]
DA ZIE. CRL OFEMRNF RS NET,

* [Tools] > [Command Line Interface]

TONRA T, SESERFEAHTIT 4T a~r FERITL, REERTHZL
NTEFET,
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HaE
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F3v b
T+—LY
I)—2X

Bl

AEREAE B

7.0(1)

T VX VIEE (CAGEZE, IDFEVE, B ta—F
BALEEAER L) X, WEEHOT U ZvID ik L
FT, TUXNGEREICIE, ARl YU TAES, &
fho BBFH. FEIPT RL AR Y, a—W—F 737N
A AT BT DIERNE ENET, CAX, iEHEIC E
£ LCEORLZMRTHIET, T34 AT
2—=YDTATUT 4T 4 BT D, (G TE DB
TY, CA L. ABEF—F 7213 X — D 24k &l 1]
LCExa VT 4 2RiETHPKIA L THFARNT, TV
HOVEEEERIT L ET,

WOBEINEASNE LT,

[Configuration] > [Remote Access VPN] > [Certificate
Management Configuration] > [Site-to-Site VPN] > [Certificate

Management],
WOBMAMAZEAEIITEESNE L,

[Configuration] > [Firewall] > [Advanced] > [Certificate
Management] > [CA Certificates Configuration] > [Device

Management] > [Certificate Management] > [CA Certificates],

AIE R B

7.2(1)

AEF]EAE B

8.02)

SCEP 7'm % &

8.4(1)

= R—=F 4 CAND DT A AFEE &2 2R
TXOBREZEALE LT,

£ 1D

9.6(2)

TLS 7 74 7 > FLEIX, RFC6125 D7 v 3 61C
EEIND Y ——ID ORIV — NV EYR— 5 K
T2 £ L7z, ID fERIL syslog h— 33— & A< — |
T A A P——~D TLS #keD PKI R TIATH
NET, RSN IDBFREINTZY 77 L ZAID &
—HLWEG, L TEEE A,

WOMH %25 LE L7, [Configuration]>[Remote Access
VPN] > [Advanced Configuration] > [Device Management] >
[Logging] > [Syslog Servers] > [Add/Edit Configuration] >

[Device Management] > [Smart Call Home],
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T3k
T —LY
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Bl

o —% /)L CA P—/3—

9.12(1)

ASA DR A FQDN 2 H34 51 0 IR E ATBER
B#kH URL @ FQDN ZAER T 5728, Hr L CLI A~
varNHEASNE L, ZOH LA T T3 Ui,
crypto ca server @ smpt E— RIZBIMSE T,

72—V CA Y —"—ZFEIES ., BEDY U —2THI
BREND  ASARR—HLCAY—N—L LTRES I
TWDYa., 7YX NGEAEORT, FEHEFELRD Y A b
(CRL) DFAT, BLUFITINIFEHFEOZ 2D
HLEIT D IZOITANC D £4, ZoEEITE < 2o
7272, crypto caserver 2> RiZFEIE SN TWET,

o —% b CA Y—r3—

9.13(1)

02— L CA P —"—DOHKR— FRNHIBRSE L, L
72235 7C, cryptocaserver 2~ R ZFDH 7 a<w R
IFHIBRS L TWET,

cryptocaserver 2~y REZDTRXTOY 7 a~<wy KR
HIPR S 4VE Lz,

CRL 5ARA v s a~< ROEHE

9.13(1)

AHAT w27 CDPURLa V7 4 Fal—ragyavy
R23HIBR & 41, match certificate =~ > NIZB{TLE L
77

Prl/Z8 5 X 7= [Configuration] > [Device

Management] > [Certificate Management] > [CA
Certificates]

CRL ¥ % v =% A XDYLE

9.13(1)

K72 CRLZ 7 — RORWRER 720, Fv v
VatAd XEPEL, Fio, fEMO CRLROx= hY
BOFIBREZRY rE £ L,

e NAF ALTFHFRAN ET— ROBPE, 2TFHR L
TLEDEE CRL F v v 2P A X705 16 MB IZHEN
LEL,

TN aTHRA N EF— ROBE. 535 CRL
Frvat A XN 128 MBIZHIMLE LT~

FEHERMNT = v IV BN RRATELF S
> a vOEIT

9.15(1)

CRL F 721X OCSP H— 3 — L o MBI AL K 3 25 K2
F = v A X295 9.13(1) CHIRSNI=A T v 3
YIMETLEIE LT,
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3
R

BE

T3k
T —L
)—2X

Bl

AL T 4 w7 CRLITBIRA b URL & R —
k4% 72 ¥ @ match certificate =~ > KDL

9.15(1)

AHRT 47 CDPURL2 V7 4 Fal— gy avy
RTIE, AZ T 4 v 7 CDP ZHFEfF OF = — L N4
SEAEIC Bl B TEET, 2L, 2ok
Ry BV TIIEIEHETI ORI R —- STV E
L/7LCO /:V\IE]@%ET\ %%’H/j Cﬁ’i‘ﬁéﬂt CDP zfntu uE)EH
DFFHEF = — NI~y B TEH oI L
77

KA MRSV FHF—_XTBLOK5F—4
Ha~vy ROEHE

9.16(1)

2048 L D /hEWNWF—H A ZOFEHEDO VAR — FAHEIFR S
NWELE, 512, 768, 77131024 €y b4 F g
AT 2R EIL. LEMEOBREE & B2 2048 ITBLT
SNnET,

ntunEL SHA1 >~ /17/1/:1 ) XA%{%)EH‘?—}:)'H_T% }‘
DHIBRESE LT,

G¥)

D O % E#E X3 % cryptocaper mit-weak-crypto
avy RPREASNE L,

LW —F 7 2 EDDSA 23, BEfED RSA BL W
ECDSA A7 a lzBElEnEx L,

OCSP 35 JL Y CRL IPv6 URL D H 7R — K

9.20(1)

IPv6 OCSP 33 L TN CRL URL Z {4 2 720D AR — b
MEMENE Lz, IPV6T FLAIEMALY v o THte e
NhHYFET,
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. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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