FRAERS T a—Fa 5

CDOETIE, ASAD T TN a—T 4 T HiELEEREROT A2 N IFEICOWTHA L E
R

e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)

* Packet Capture Wizard Z i L 725 ¥ 7' F ¥ O E & F(T (5 X—)

CPUEHHRL LAR—F (132—)

s REDT AN (19 =)

e NTF—RUAEVAT AV —=ADFT=HY T (28 —)

B DE=H Y T (31 RX—)

T ANBIONN T TNV a—T 4 T ORERE (31 =)

A 2—TILINRART— K & Telnet /S X J— KD [E]E

ASA AR B L TVISA 3000 T /L Tlt, £ X —T7 N/RAT— RE 721X Telnet /XA U — K& =
TAICEETEET, CLIZH LT A7 ZETT204ENH Y £,

)

CGB  Z2OMOT 7y FT7r—LTE, NAV— FEENESSICEET S Z LT cEEti, 1T
HAFREDT 7 40 FEREICRT Z EIEARET, NAT—RET 74/ MUy P TEET,
Firepower 4100/9300 ®%54: 1%, [FXOS configuration guide] #ZH L T 7230, hoET L
{ZOW T, FXOS troubleshooting guide & 2R L T < 72 &0y,

ISA3000 TD/\RXT— FD[ETE

ISA 3000 D XA T — RDOEIEIZIE, ROFINEEZFEITLET,
FiE

ATV T1 ASADOzL YV —)L R — NI LET,

FRARERS TNV a—F Y .-


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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B sps0coszo—roms

ATvT2
ATvT3

ATv74

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

ASA DFEJRZLY > THr6, FOEREL T I LET,

AL — R T v 7%, ROMMONE— RIZAD X927 m 7 hisFRSnic b, Escaped —%
LET,

A7 4 X2 lb—vay VYRAEET v 7T — 5, ROavwr REANLET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATEIED Y 7 4 X2l —ray LYVRKEEMRA T a D) A NRERINET,
BTHEIETEA LI, BIfEOa Ly 7 4 X2l —a DL AR EEZRELET,

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

f
0
1]
2]
3]
4]

[
[
[
[
[
b
RDOa<vwr ReAJLT, ASA%2 ) r—RFLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAIL, AX— b T v a7 4FXal—aroffbVICT 740 hary7 40 Xalb—g
vEO—RLET,

WDa<r RE AN LT, $itE EXECE— RIZT7T 7 BALET,

ciscoasa# enable

RNRAT—=RKOANZEZRD NS, Enter F—Z2 ML E9,
INAT— RiIZEHTY,

KDavwy REANLT, A= Ty 7 ar7 Fal—varzn—RLET,
ciscoasa# copy startup-config running-config

WKDa<wy REANLT, /a— )L a7 4 Xal— gy EF—RIT77EALET,

ciscoasa# configure terminal

. TFAMERST TN a—TFaT
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ATy 710

ATvIN

ATvT12

AsA 558 iz 7 — kA 2 —somE [

WKDa<w REANLT, 740 Far 7 4FXal—2 a3y TUREIEUTHRRAT — REE
HLET,

ciscoasa (config) # password password
ciscoasa(config) # enable password password
ciscoasa(config) # username name password password

WKDa<wry REANLT, 74V ar7 X2l —Yarvisua—RNLET,

ciscoasa(config)# no config-register

FTI7FN a7 4 X2l —arDLVYAHAHEITOx1 T, 2T 4 Fal—ar LY
2B DEAMZONTIE, a2 RV 77 L 2% BRLTLL &N,

WDa<w s FEANLT, riLWSAU—REZRAX— KT v a7 4Xalb—ya VIRTF
L/i—a—o

ciscoasa(config) # copy running-config startup-config

ASA {78 DINA T — FFEEIEA A—2DETE

FIE

&

ATy T2

ATvT3

ASA AR DAY — RETFA A=V ZEET H121E, ROFIEEZFATLET,

FITar7 4 X2 —va B ASARB ORI T v Ty ila—LET,
copy running-config filename

&1

ciscoasa# copy running-config backup.cfg

ASA A8 #HEEE L £,

reload

[GNUGRUB] A ==2—2b6, FREIZML, avI7qaF¥al—arx O—KFLEWT V3
T <filename> #3&R L, Enter ¥—% ML EJ, 77 A VAL, ASAIRBB DT 740 FD
T—=Fr A A= DT 7 ANZTT, T 74NV DT —k A A=, falback =< Rigk -
THEMICT—FENDZ LT FHA, FOHB, EBRLEZET—F A A—TV20—KRLE
bé‘o

GNU GRUB version 2.0(12)4

TFAMERST TN a—TFaT .


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
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B saswn—Fo 70 20— rEEOESE

bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

51

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

AT Td Effar 74X al—ya RNy s 7y ard7 4 Xal—ary 77 )VEar—LE
bd‘o

copy filename running-config

1 -

ciscoasa (config)# copy backup.cfg running-config

ATV TE RNZAT—FRDU Yk,
enable password password

51 -

ciscoasa(config)# enable password ciscol23

ATYT6 HLOWREELRFELET,
write memory

1 -

ciscoasa(config) # write memory

ISA3000 /\— FKH T 7D/NRT— FKEIEDEMIL
Y

(GE)  ASA {48, Cisco Secure Firewall €57 /L TR T — REELZT 4 —7NVIcT 52 L3 TxF
B A,

RO 72N — =R 2T — REfE A ) = XA L% LT ASA ZfEBRICS 53 2 &3 780
92, NRAU—=FREEZT 4 =7 VT DI, ROFIHEZFEITLET,

1R BRI

ASA T, noservicepassword-recovery ==~ > RZ{lifl9% & ROMMON £ — RIZ A>T, @2
T4 X2 —varOEFEEBSZENTEET, ROMMONE— RIZAD &, ASATIE, T

. TFAMERST TN a—TFaT
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FIE

Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

RCDTTvva 774N VAT LAOWEEERDODL T a7 MRFRENET, KOICTHE
ZFETLRWE ROMMON E— REZBIBTEERA, 7T v a 77 A4)V VAT LERHEE
L72WEA, ASA XY r— R&an £, 72U — FEl{E X ROMMON £ — RO & BEFED
AT 4 X2 b= a VOBREHUEFE L TWA DT, ZOHEEICL- T, AT — FoEEN
TERL AV ES, 2L, NRRAUV—=REEETE2T5HI LT, RERa—F—nar
TA4X 2l —varEFRLED, BIONRAT—REHALIZD TR/ 720ETS, =
Dt VAT AEBERREIRIEICZEIET DI, HiLnA A=V ERy I Ty T a7y
Fal—valry 7740 (AFTEL5R) Z2r—RNLET,

service password-recovery 2~ Rk, 2> 74 FXalb—vay 77y A VZBHMAE L TOH
FoRENET, CLIZer 7 Mol Ca~vy REANTH L, HEIINVRAMIZRTFE SN E
T, REAXLEFTAHME—DHEIZ, CLIZe P hTavry REANTHZ LT, Zoaw
YROBRIRDHZNR=Va o THHa Ly 74X alb—YaraEn—RFLTh, REFLEFINFHE
ho (RAT— REEOHEFERET) AX— T v THHIAX — T v 7 a7 X a2 b—
arEEHTHE D ASANKE SN TV AHFITNSAT— REEEZT 4 —7 T 5 &,
WEEBVAEZ— Ty a7 4 ¥al—aradn— 15K 910 ASA DRENLEHE S
NET, 72— A —N—% AL, AF¥— T v 7 arr74Fal—Ta 2R/ ET5L9
WZA L UNAHEE R E SN TV A4 X, noservicepassword- recovery 2 2 RTA X L
AEBICER L2 X2, a7 4 Fal—ay LYRFICEUEERMZ SET,

N2 — REEEZF 4 v—7 M2 LET,
No service passwor d-recovery

1 :

ciscoasa (config)# no service password-recovery

Packet Capture Wizard ZfEFi L /=% v T F v DERTE L E

1T

Packet Capture Wizard ZffiHH L C, =7 —D 77Ny a—T 4 VT EZITOHBEDOXF Y I T ¥
ERERBIOFETTEET, F¥y7F Yy TIXACLEZHALTC, v 7F ¥ ENdHbT7 74>
TDEA T, KEILEHEDT RLALER =, BIRIDLEDA & —7 = A ZATHIMR
TEET, 2OV 4P —=FRiE, AMHIA v F—T =2 ZADENETNTHF v I F ¥ 2 1HETL
FT, ¥¥ 7T LTy M PCICRFEL TNy b T F A4 FTHTEET,

FRARERS TNV a—F Y .“
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. Packet Capture Wizard % {18 L 7= % v 7 F v D% E & E1T

\)

G ZDOY—=1iX, 7747 MV ASSLVPN ¥ ¥ 7F v 2 R— KL TWWEEA,

¥ T T Y EREBLIOETTDI2E, ROFINEEZFATLET,

FIE

ATv 71 [Wizards] > [Packet Capture Wizard] OJIEIZEIR L 9,

[Overview of Packet Capture] B (21X, 7 4 ' — RZETTLHETIITI ¥ A7 O—EHRER
EnET, INHOX AT, LTFREENRET,

c ASJA VB —T = A4 ADFEIR,
cHIIA B —T = A ADFEIR,
RNy T 7 KT A—HDBRE,
s X ¥ T v DFELT,

e (XFvav) XX TTFv¥ T—FDPC ~DRIE,

ATv T2 [Next] &7 Vw7 LET,
7 7 AL EREETIL, [Cluster Option] HHIAERINET, AT v 7 3ITHRET,
T T A ZEEELTIL, [Ingress Traffic Selector] BIAINRRINE T, AT v 7 4ITHERET,

ATw 73 [Cluster Option] [ T, ¥ v 7T ¥ DFEIT*4: & LT [This device only] ¥ 7213 [The whole cluster]
DOWTNNDOAT v a L Z@RIRLET, [Next] 227 Y v 7 LT [Ingress Selector] [ [fi & F7~ L

ij_o
ATYTE AUHE—Tx2A ATy baeXx 7 F v T 5I121E, [Select Interface] A7 > a3 > K& %7
Uy LET,

JTAE) UTBRETIX, VT AX arybu—)L FL—r Xy hDOREXRY T F T 5HIC
L. [CP-Cluster] = v 7Ry I A&EF NI LET,

ATV TS ASACXT—H 7L —r Ty hEFX¥7F v 5HITIE, [Usebackplane channel] 7' =2
YAREETY T LET,

AT w6  [Packet Match Criteria] fHI T, ROWIFN»nEFEITLE,
Ny FOWEIHEMNT 5 ACL #H8ET 51, [T 2R R FD:ER (Select access
list) | A7 varvihx &7 v 7 L, [ACLOER (Select ACL) | ke vy 7rH U R
7235 ACL 23R L £4, LIETRRE L2 ACLZBIUED Ru v 7 &7 X MIBMT 5
(21X, [Manage] %7 V v 7 L C[ACLManager] A > %3/~ LE7, ACL #E4R L T[OK]
IV w7 LET,
AL o TFNRTy MR XY TFXEHINTHE TI7BRAVRA M T v a X0 F
T, FECOWTIE, AN T 747 BL I (108—Y) ZBBLTLEEN,

. TFAMERST TN a—TFaT



| FRFERSTLVaA—Fay

ATy T1
ATvT8
ATvT9

ATy 710

ATy 7N

AT T12

Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

* [Specify Packet Parameters) 47> a > RA %7 Vw7 LT, X7y b T A—F &R
ELET,

a) [ICMP Capture] K7 > 77X U A N TCROWT NN EFEITLET,

G¥)
[ICMP Capture] 7 4 —/V RiL, AiDOY 4> RUTYZ 5 AKX A7 a2 & LT [The whole cluster]
PERLUTESICOBRBESINE T,

c TT7AT T h— VT NA RZASTZRERT, BHEDONT 7 4 v 7 LR LINTZ T T 1
7 Ol &= ETE LIz IPsec /X7 v & X v 7 F ¥ 351214, [include-decrypted] %
B 1571 D

¢« JTAH 2=y N EOKE Ty NEX Y T v T HITIE, [persist] ZIBINL F7,

IO FIEIZOWTIE, AT 74 w7 2L E (105—) B3R LTI,
[Next] 2 U » 7 LC, [Egress Traffic Selector] [&fiZ 3/~ L £9°,
AU B =T o2 ATy MaeXx v 7F v 3 5HI2IE, [Select Interface] &7 a v R %7
Vw27 LET,
JIGARYUTBRETI AKX aryha—)L FL—r "y NahEXx v 7 F v+ 51203,
[CP-Cluster] F=v 7Ry 7 A%EF N LET,

(G¥)
[Egress Traffic Selector] D7 4 —/L FOFAMZOWTITH A F T 74 v 7 L2 H (11 ~2—
V) BBRBLTLLEEN,

[Egress Traffic Selector] 7 4 —/L ROFEMICHOWTIIH D F T 7 4 v 7 BL 7 2 (11 ~2—
V) BERLTLITEE N,

[Next] Z 7 U v 27 LT [Buffers & Captures] Hiifi 2 &~ L £, fefTT220%, [Ny 77 %

ZRLTLZEN,

BEHOX ¥ 7T v 2 10T L ICHBIICEYST 5 X 91T, [Capture Parameters] FEH T [Get

capture every 10 seconds] = v 7 Ry 7 A4 NI LET, T 74NV FTIE, ZOF vy 7T v

FEER ANy 77 ZEH L ET,

[Buffer Parameters] fEIk C, N> 7 7 A XLy b A X&BEELEST, Ny 77 A X

. X 7 TF BTy NERET DO RER AT Y ORKAERTT, 7y Mo

I, FX T Ty BRFFTEDRED NNy F T, TELRVZLDEREF YT T XI5

e, mENSTYy B YA RXEMEHT L EEHERELETS,

a) (A 7T =3, CiscoSecureFirewall3100 7 /N1 ADKIZHHA SNET) Fv¥ 7 F v I
AA o F Ty NERGET DI, [AA v F (Switch) | F =y 7Ry 7 A4 LE
D

b) N7y YA XEATLET, AR A REEPHIL 14 ~ 1522 31 R TT, AA v TN
Ty bR TTF v OEE. ARV A XOHIFIL 64 ~ 9,006 /31 F T,

) Ny 77 VA XEANNLET, YA XHiHIL 1534 ~ 33554432 314 N TF, A A v
FNTy bFR Y TF Y DEE. AR A XOHPHIL 256 ~ 2,048 /31 F T,

FRARERS TNV a—F Y .n
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. Packet Capture Wizard % {18 L 7= % v 7 F v D% E & E1T

ATy 713

ATy 714

ATy 715

ATy 716

ATV T

ATv 718

ATy 719

ATv7T20

ATvIT2A

ATy T2

d) ¥ 7T ¥ INT Ty NERFT DI, [Use circular buffer] = v 7Ry 7 A% 4
IZLET,

GE)
ZOREFBRNT DL, TRTONY 77 AL —VBREHINTWIYEAE, Fv 7T v
R b EVAST Y hA~D EEXZRDET,

Next]Z 27 Vv 7 LT, ALY TRAZNORIEBEBDO ) TAZ F7ay (77 A% &
LTCWOEE) . NI 74w 27 BLIZZ Ny Ty NI A—=FZRRT 2 [Summary] B H %
FRLET, HATTDHIF. [~V —] Z2ZRLTIIZEN,

[Next] Z# 2 U »» 2 L C [RunCaptures] BfiZ &7~ L, KIZ[Start] &2 V » 27 LT/ N7y FOF ¥
TFxwzfBLET, [Stop]Z 7 Vv 7 LTHx Y 7T ¥ a2 T LET, UBEOFIRIZOWTIL,
XX 7T DOEIT (12°5—) 2BRLTLLIESN, 772XV T E2FHLTOIHAIL,
FlE 16 (ZHEAF T,

O DNy 75 ANR— A& HERT 511X, [Get Capture Buffer] 22 UV v 27 LE$, BIEDX
7y hOWNEZHIRL T, Ny 7 7o Try bk v FF x5 A=A EMRT HIC
IZ. [Clear Buffer on Device] %7 V v 7 L£7,

7 7 A X EREETIL, [Run Captures] E[fii C, IROFNAD 1 SLL EZFITLET,

* [Get Cluster Capture Summary] 27 U v 7425 & 7T AZNOREEO/Nr v b ¥ 7
F X HROV~ V=2 T, FEBO7 v b XX 7 F X ERBERINET,

* [Get Capture Buffer] %27 UV v 7§25 L, 7 TAXDFEEIZEDRE Ny 7 7 AN—ZAN
o TWADNE/RSIIVET, [Capture Buffer from Device] 44 7 1 7 Ry 7 ANRFRS
nE7,

s [Clear Capture Buffer] #7 V v 745 &, 7 7 AXZNOFEOEBEE - IZT X TOEED
BIEDOa T Y HHIBRL, E6ICRTy haX ¥y 7T X 357200y 7 7 Kz gk
LET,

[Save captures] &7 U v 7 L C, [SaveCapture] ¥4 TR IRy 7 A%EFRLET, A1F¥+7
Fx, WX ¥ 7 F ¥, ELFEFOMGFE2RET LA T a v 2RINTEET, HiflTT5HI1C
. Ty 7 FrOfF] 2ZRLTIZEN,

[Save Ingress Capture] 2 7 Y ~ 7 L C, [Savecapturefile] ¥ A 7 1 /KR v 7 A%&FrLET, PC
FORFEGFTZfREL T, [Save]l 7 U v 7 LET,

[Launch Network Sniffer Application] %2~ Y w2 L C, [Tools] > [Preferences] CTHiE L7/ v
NaHr 7T 7V r—varEREI L, ANFy 7 FrzofrLET,

[Save Egress Capture] % 7 1 v 7 L C. [Savecapturefile] ¥4 7 0 /KR v/ A%xFrLET, PC
LFORGESAEREEL T, [Save] 27 U v 27 LET,

[Launch Network Sniffer Application] 22~ V 2~ LT, [Tools] > [Preferences] TI/E L7z 37 v
Nyfr T 7V r—varvEiRE L, Hhxy S FrEofrLET,

[Close] #7 U w7 L, &IZ [Finish) 227 U v 27 LT 4P —REEKTLET,

. TFAMERST TN a—TFaT
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NTY X TFNYOHAFSA Y

AVTFERMNE—F

c AT HFANNDY TAXEEY 7 TRy T F Y ERECTEET, ZOEE, £DU T
AHAHMEY 7 TEEINDI T HFA MIEEMT LN TWDAI Ay MR 7

FxInET,
°WANQkkmﬁf%é%?7?%ilﬁtff¢oAﬁWAN®@ﬁ®Z/T#XF
TX¥ Y S F Y 2RELY CEBICERELEX Yy ST EIMERENE T,

BRBICGRE LT, (T7747) 7T 2HIRLEEAIE. Bloa 7% X hTHEN
RELIEXF Y T F¥YNHoTh, 77T 47 WXRBXYT7FXIIHYEFA, ¥ 7 F v
ETIT 47T HINE, Sy 7T 2HBELGEMUETSLERS Y £,

XY T TXYERELTA L E—T oA AEBTHTRXTOIN T T4 v I RF Y T TF ¥ &
nNE4, Zhicid, 6 VLAN Eoioa s TR A b~ T 7 0 v 7 bE&EENE T,
L7=RoT, HHVLAND AU THFARA TOF Y FF v X —T NI LTZE &I
FZDOVLAN a7 %A N B THEHAINAGEE. :V%#X%A&z/v%be
DWFTDOANNT T 4 v I R¥¥y T FyInvEzT,

WO T 7 497 D8RF. 772747 X7 Fvy0OHDarTXANDNT T 4 w7712
FRF vy 7 F ¥ ENET, ME—opsMEL, ICMPHEZ A 2 —7 M L7 (L7zAd-> T,
ICMP b7 7 4 w7 DF vy a rRNEd /SR 22\0) BAETY, Zo%AlE, 4 VLAN
DTRTCHDALTXARNTANEHIIDOICMP v T 7 4 v I RFx 7TF ¥ INET,

ZOMDHA FS 4>

« ASA WARIEZRERD TCP ~v X —%F>/3% v b %&%/5 L. ASP 7" invalid-tcp-hdr-length
ThHhrEWH FeyTHBHTEONRTy M Ny 73556, 207y NaZEL
A B =T A A LD showcapture =2~ NI, £ 7y FEFRLER A,

*IP N7 74w 7Ry 7 F ¥ TEET, ARPREDIIP Ny MIF ¥ F v TX
FH A,

e A TAVSCT # TfFENTy NOBE, ¥¥ 7Ty SN Ty MZEENLTWAHIE
JNCMD ~v & —%_  PCAP B a—T Nk LW & NH Y £7,

Xy XX T XL, VAT LAEEET D, FIFA AT T a DD
FHAIND /7y b NAT, TCPOIEHL, X7 v NONEZFHIET D E OMOEREN
FNET,

o T HRRHHANSNTAAE R v FOFEMOD R L—R L, T—F /XA TOYE 7 >k
DMFRZ TEFEICKM L COWER A, ZOEWNT, Y7 =T "—=Va v, fik, BLO
FHASNTAAENS T bOX A FIZL - TR F97, EWDE LSRR & 7225 a[ReMEN
B HAEROBEZRIT R LET,

cRIUARARMIFLT2OUEDNAT 25— M A Y NBFET A,

el
/L\
[=]

TFAMERST TN a—TFaT .
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B nrsoi0swL04

cBEIDIE M E W MmO 7 e —T7a ha Ry ®Ri s (EHmMO 72— UDP £7-
IZ TCP T, #ifFfMD 7 a—RNICMP Th LA E) |

cICMP =T —A LV ART 2 g UINENZ > TN\ 5,

AALSTTav LA

FIE

ATy
ATvT2

ATvT3
ATy T4

ATy TH

ATvT6

Nry b XX TFXYDANA L E =T = A A FELLSEDRA NEFIRY FT—7 . B
X0 b avERET DI, ROFIREZFATLET,

Fay X YRAINNOANAVE—T oA AB BRI ET,
ATNFHETLFRARBLOR Y U= ZATILET, ASACXT—F¥ L —r LT\ Try b &
X 7F ¥ 3 BHIZ1%, [Use backplane channel] 7> a v R"¥ %27 Vv 7 LET,
ANBEHHRA NBL Ry =22 AJLET,

XX 7Ty IL7n har A4 TERELET, HETES7' 1 bald, ah, eigrp. esp.
gre, icmp. icmp6, igmp. igrp. ip. ipinip. nos. ospf. pcp. pim. snp, tcp. F7ziFudp TI,
a) ICMPIZOHICMP # A 72 N1 LE T, fEETE DX A 7L, all, alternate address,

conversion-error, echo, echo-reply. information-reply, information-request, mask-reply,
mask-request, mobile-redirect, parameter-problem, redirect, router-advertisement,
router-solicitation, source-quench, time-exceeded, timestamp-reply, timestamp-request,
traceroute, 3 7 (3 unreachable T,
b) TCPBELWUDP 71 ka0 REILB L UOSEER— For—v22EELET, i

ETEXDAT Y a NIROEEY TT,

¢ TRTOY—ERAEEDHITIE, [All Services] Z 3R L £,

e —E R IN—TEEDDHITIX, [Service Groups] ZEER L £ 7,

FrEDOY —ERAEED D21, aol, bgp. chargen, cifx, citrix-ica, ctigbe, daytime.
discard, domain, echo. exec, finger, ftp. ftp-data, gopher. h323, hostname. http,
https, ident, imap4. irc, klogin, kshell, ldap. Idaps. login, lotusnotes. Ipd.
netbios-ssn, nntp, pcanywhere-data, pim-auto-rp, pop2. pop3. pptp. rsh. rtsp. sip.
smtp, sqlnet, ssh, sunrpc., tacacs, talk, telnet, uucp, 7213 whois DWT A FEE
LET,

Cisco TrustSec —EAD/r v b ¥ ¥ FF ¥ ZHMNTLHIZIE, [BExXF =2V T4 7 Vv—T27
(Security Group Tagging) |#EIk® [SGTEH S (SGTnumber) | T = v 7Ry 7 A% A N2 LT,

X2 VT A IN=T R TR GEANNLET, AeXa VT 4 7= 7K FE2~

65519 T

(A 72 3 >, Cisco Secure Firewall 3100 7 731 A 3 I X Cisco Secure Firewall 4200 €7 /L7 /3
A RZDFREHAFIRE) « AA T 7y hXx I F v 20T HITIE [AA v Tl (Switch

. TFAMERST TN a—TFaT
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thrs5749stLo5 |

Control) ] %8I T [AA vF (Switch) | F=v 7Ry 7 A% A2 LT, W VLAN &4
VLAN O#iPH (1 ~ 4096) Z#4EE L £7,

GE)

AL FRry bRy TF Y EREICTEHE, TI7RBRAY A ATV g 3ERNCR D £,

ATy Tl (FTvar, ZoFTvali, A4 vF Ty bRy T F Y EAMCT A LEATEE

4) , CiscoSecure Firewall 4200 =7 /LT /XA ZAD7 ) hEF ¥ T F X (IR LTAD N T 7 4 >
7 HIEDINT A—H B ET HI2i, [ (Direction Control) |#EIR T, [51n (Direction) ]
Ry 72y bz RR L ET,

HOES 74090 LI A

Buffers

FIE

ATy T

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

N7y F XY T F ¥ TOHINA v H—T = A, FELXEBEDRANERXY FT—7 . B&
OFEIT LSER— POV —EAZHRET HI121E. ROFIEEZFATLET,

AUE =T 2 A ATy NeXx ¥ 7F ¥ 3 HITIE, [Select Interface] 47> a v R¥ %7
Vo2 LET, ASACX T —X 7L —2 LTy haXy 7 F ¥ 3 5IT1%, [Use backplane
channel]| 7> a>y RE %7 v 7 LET,

Fay X YA INNOH A v Z—T 24 ABZRIRLET,
HAEETARA MBI Ry NU—=2 2 AN LET,
HAGERA FBLOR Yy U= 2 AT LET,

ANBRERFITBIR L7270 hal XA TPRT T A PSR TOET,

(473>, Cisco Secure Firewall 3100 7 /31 A 33 J. O Cisco Secure Firewall 4200 €7 /L7 /3

A ZZDHBEAFRE) o« A v TF Ty XY 7 Fr 2 AN L TWDHEEE. WES VLAN
LA VLAN O (1 ~4096) ZHEELE T, A v F ATy hRx FF ¥ 2 HNIT 5
Wi, AN NI 7097 L2782 (105—2) ZRLTIIESN,

(AFvarv, ZOFTvavid, AAyF Ty hXx T F 2 AT LA TcEE
97) . Cisco Secure Firewall 4200 JE'?/D'?/*‘% ADNNTy N T F K LTHAI NI T 4 v
7 FIEDINT A—H B ET DI, [HHiE (Direction Control) 5EIK T, [51n (Direction) ]
%D/757/#%ﬁﬁ%%mbiTo

NTy b FXTFYORTy b Y AX RNy Ty A4 X BLOWER NNy 7 7 21T 50
EIMERET DI, ROFIEZETLET,
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Fig

ATV TN T F ¥ BRFECEDIRREDO Ny M AN LET, TELETZOEREX Y 7 F ¥
LI, FREMRRREY A XZEH LTI ZE N,

AT T2 Ry e RFETHEDICXF Y 7T Y BMEHTE DL AT ORKFEREEZANLET,

AT9 T3 RNy NORIFITIIER NNy 77 2HLET, RN 77Dy 77 AR L—U N3 _TC
AR END L, Fr 7 TFrITRbBETWAT Y b EEEXZBOE T,

21

[Summary| B IZIE, 7 FAF ATV ay (VIFAZV U TEFEHLTCWAES) . N T 710>
7 LI H HIOU 4 F— RERCTEIRLIZ AT Yy B v T F X D7Dy 77 X7 2—
EINRRRINET,

(o) = s,

F¥ T F vy DET

FY 7Ty By varORBBLIMEL, FXYTTFv¥ Ny T rORR, Xy MNI—=2 T T
AP T TV r—va OB, Ty b Xr T FYORE, BIOANY T 07 VT EITH
Wik, ROFNEZFEITLET,

Fig

AT [Start] 227 Vv 7 LT, @RLIEAH—T 2 A ALETry N Xy T F v Byia &M
BLUET,

AT9FT2 [Stop] 7 Vw7 LT, BRLIEALVH—T=2A A LDy bF ¥y 7 F vy araEER
LE7,

AT w73 [GetCaptureBuffer] 27 U v 7 LC, A VA —T=2A AL Txy T F v SNz 7y hOAF
Tay MR LET,

ATy T4 [Ingress]| 27 Vw7 LT, ANMA LV F—T =24 ADFyTF ¥ Ny 77 EERLET,

AT9 TS [Egress] 7 Vw7 LT, WALV H—T 24 ZADX¥TF v RoT77afrLET,

AT 76 [Clear Buffer on Device] 7 U v 7 LT, T XA A LDy 77 ZHELET,

AT w71 [Launch Network Sniffer Application] %2~ U »» 7 L C, [Tools] > [Preferences] Ca& L7z, AT
XX T T X ELIHIIX Y ST oM T A0y N7 Y r—va UEEELE
R

AT w78 [Save Captures] 7 V v 7 LT, ANF¥7F v BLOHIF v 7 F ¥ % ASCII £7-1X PCAP

BATHRIFLETS
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v 77 v0RE |

F v TTF ¥ DRF

Nry NS LI T 57D, ANMBLOHE N v b %+ 7 F v % ASCI £ 7213 PCAP
77 AN THRET DITIE. ROFIEEZFEITLET,

FIE

AT X7 F v No 7 7% ASCHERXTRTET DI, [ASCI 227V v/ LET,
ATY T2 X% 7F v Ny 7 7%PCAP X TIRIET DX, [PCAP1 227V v 7 LET,

RAT9T3 ATy b X T F X ERGFT D7 7 A NVERRET HITIL, [Save ingress capture] & 7 U v
7 LET,

RT9T4 Wy N Xx T F ¥ 2RGETH7 7 A NVERET HITIL, [Save egress capture] &2 U » 7
LET,

CPUERZRE LAKR—F

CPUEHR L AR — ML, FaE ST BEENICHE A & 4u7= CPU OEIE ORI NE R ENE T,
WE., A T7IEE— 7 BLIMTIT A CPU BB DR 30 ~ 40% TEIEL ., v— 27 BRI 60 ~
70% ORETEEL 7,

0 vCPU i FiZRASA {18

CPU i R OFG &2 T H121%,. ASA 4E CTshowcpuusage 2~ > REMH L E9, ASA
AR O vCPU EHHETIX, 7 —% NZ, iR A > b, BIWNT Y2 oI TW
% vCPU OEZ R R LET,

(VMware, Azure, OCI 72 E D) 77U RHY—E R Ta (X —|Zko>THREIN5D vCPU
FEFRIZIT, RENTWD ASA (R FEFRICINZ T, LFD™EENnET,

« ASA A8 D7 A RV
« ASA VM IZfEH 3172 %SYS A — 38—~ K

* vSwitch, VNIC I} X UpNIC D] ZBE T L5 /37 v hDOA—/"—~y N, ZOF—/3—~y
RIFZEFIZRELS RDGAENH Y 77,

CPU = RA=EnD B!

WS Z 7z vCPU DIE RN KIEIC R 55 2RISR L E T,
¢ ASA fRAE DL AR— b : 40%

FRARERS TNV a—F Y .-_



FARERS TN a—Fa0T |
B vwware o cru ERED LK— ~

*DP : 35%

HETEE A 5%

« vSphere D L' 7"— K : 95%

« ASA (ASARAE LAR—F&ELT) :40%

cASA T A R FE—=VY 7 1 10%

o Fr— 38—~y R 45%
ANy BiE, A 7 S= S PEEREOFAT, 88 L O vSwitch Z ] L7 NIC & vNIC DfH]
DRy MEREIZHEH SV TWET,

ASARIB DO DF—_"—~y RE LT, ESXiV—"BBNOa s Ea—F 47 )Y —2R
PHERATAGEN D DD, EHAFRIL100% 2B E03H 0 £4,

VMware O CPU {EAZED L7R— +

vSphere C [VM Performance] ¥ 7% 7 U v 7 L. [Advanced] % 7 UV v 7 3% & [Chart Options]
Ray7Zor A RRFERENET, ZZITIEVMOFE AT — bk (%USER, %IDLE, %SYS
72 E) OVCPUMEHRNFRENET, ZOFHRIT. VMware DELRAD CPU U Y — X3l
SNTW LG ZBFT 2 DIELHET,

ESXi h— =Dzl (RA F~DEHIZSSH Z AL Ty =/Lic7 78 A LE9) Tk,
esxtop ZfH Fl T& £, Esxtop |& Linux @ top =~ > RIZBIZ e L M2 D, RONE
% &t vSphere D/NT —< L AT D VM O 27— MEHR AR L £,

+vCPU, AEVU, R NT—JHHEOZEM
« £ VM D AT — kT L ® vCPU fifi fH L

e XAFY (FETHIC IM] EAJ)) &Ry FU—27 (FETHIC IN) E A 2mzx <, #
FHfH & RX R v 7K

ASA %8 & vCenter DY S5 2

ASA {58 & vCenter @ CPU i RO ITENAEH D F9,
« vCenter D7 7 7 DEAEITHE 12 ASA BB OB LV HREL 20 £,

« vCenter TIL Z DfEIX %CPU usage & MEAL, ASA AR TIELZ OfEIX %CPU utilization &
FEEAILE T

FH5E T%CPU utilization] & [%CPU usage] 151D DEFEMR L TWET,
« CPU utilization 1%, %¥ CPU O#EHHF R A ML L F9-,
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Amazon CloudWatch CPU £ L 7/R— k .

« CPU usage |% CPU DA RN—RA L v F 4 » ZIZHESWTiEE CPU O EHEmZ 3L L £
T Ll 1 2O VvCPU ODAPMEHIN D720, ~NANR—=RA L vT 0V TITEEL £8
/\Jo

vCenter |Z CPU % usage XD L ) IZFHH L ET,

77T 4 TIEHEINZRER CPU O &, #HFIEEZ: CPU O&FHCX T 2EIG L LTHRES N
ij‘o

ZORFEIX, AR RDPDLRE CPUBRIERTHY | A DAL —F 4 7 V2T Lipb R
CPUHETIIH Y T A, T2, ZIUIRE~ T THEHATEEZR T X TORIE CPU DY)
CPU fEHZRIZ2 D F97,

7o & 20, 1EORA CPU Z4&#k L7 1 DOAE~ 8, 4 OB CPU 258 L7 1 &
DFEANTIEITEINTEY ., ZO CPUMHEN 100% DA, AR~ 1L, 1 EO%E CPU
Y RCHERALTCOET, KA CPU O RIL,  TMHz HALOM R /KA CPU O x 227
B & LUCEEESNET,

3% MHz THH#ZT % &, vCenter & ASA AR Wi 5 OFUEIZ—F L £ 7, vCenter 77 7 H»
5. MHz % CPU i FH =% 60/(2499 x 1 vCPU) =24 LR LN E T,

Amazon CloudWatch CPU & L /R— k

ARV I AT —F %K RLT, 777 4T IV—REF=H—TxFET, K
EDA LAY AD CPU AR Z2F AT HI21F, WOFNEEZFEITLET,

FIRr

ATv 71 [CloudWatch] = > Y — /L ZBl&, /=2 a4 T[A MY Z A (Metrics) ] %3&R L %
7

ATwT2 EC2A MYV ADARIZEMAZRINL, [/ VAX L AT EDA Y 7 A (Per-instance Metrics) ]
T4 A arEBEBRLET,

ATwv 73 BT ¢ —/L NI CPUUtilization © AJJLCEnter Z# L £3, MLERA L AX L ADITEE#E
WL, ZDOA 2 AH AP CPUULIlization A NV w7 DT T 752FRLET,

FEMIZ OV TIE, Amazon CloudWatch O K% = XA R AL TL &V,

ASA {%%8 & Amazon CloudWatch W45 S5 7

Amazon CloudWatch @ 77 7 ®¥fiE 1%, CPU i IR D35 77578 ASA 48 & CloudWatch T
BB, FELIDBREL Lo TWVET,

ASA AR BN —) 7 E— R TEITEINTWBEAE. £ CPUIL, AENET— K207
A FIVRBBIC ARV IC, BEa~ L FOL—72FETLET, Znickv, Ao TLDE
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B Az o cPumm=LR—

FREBIZ L > TAH U A 72UV RZ 7V 7 a vy 7 2B LD 750 TR, £aT7RnEIZ
TIT 4 TR TN T —~ L ARm L ET,

ASARIENTIX, ZOT7 7T 4T 41374 RV TEWETH S LRk S 4, CPU fEHEMN
ELLEHEESNET, 7272 L. Amazon CloudWatch T, 9XT® CPU VA 7 NVIZFEITT D
MEND LT, TA RVIREOEIEILBEEDO CPUT 7T A ET A DX HICRZET, Ih
12X V| CloudWatch TlEmvy CPU fEHZ (85 ~90%) NERINET,

Azure @ CPU FHZE L KR—

Azure Monitor 7*© VM Insights ZfEH L T, EHXRO VM §XToD CPUEHEEZRTT D
WZiE, ROFNEZFEITLET,

FIE

ATY 1 Azure KR—H VBB L, [ (Monitor) | ZE4R L T/5H [V U =—3 3> (Solutions) |+t
7 v a T [AR~ 2> (Virtual Machines) ] 238K L £9°,

ATV T2 [RT7F—< A (Performance) 1 % 7 %R LT [CPUEAH = (CPU Utilization %) |17 7 7 %
FRLET, ZOZ7 T 72, Ty EAERELEWVEMS DO U BREREN
ij‘o

HE D Azure VM 2 HEB2 CPU RS T 7 2 Fon 4 51203, ROFIEEZFEITLET,

FIE

AT YT Azure R—Z VBB L, [{RAE~ > (Virtual Machines) ] Z3##R L £,
ATYT2 VM DU A Linb VM Z#IRL £,

AT9F3 [£=4YV 7 (Monitoring) |7 3 T, [Insights] 2R L £9°,
ATY T8 [INT+—T 2R (Performance) | % 7 #i#IR L £,

FEHIZ OV TIX,  How to chart performance with VM insights ] [$38] 22 L T 72 &0,

ASA {R%8 & Azure DT 5 7

ASA 5#8 & Azure @ CPU R OBIEIZITE VA H Y £7°, Azure 1E. FEHAIEEZ: CPU D&
HICHTHEEE LTIHEESNDS, 7757 4 IR SN TWARAR CUP & L LT CPU#
HAREZHET D720, Azure D7 T 7 OFEITHIZ ASA AR OFE L 0V =< 720 97,
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Hyper-v cPU ERELA— ]

ZOFHEZ, RANPBLREZCPUERARTHY, YA MAR—TFT 4 7 VAT EANL R
CPUMEHERTIIH Y FHA, 7. ZIUIRE~ T THEAAEEZR T T DA CPU D)
CPU I/ £,

7= & 2I1E, 1 HOEAE CPU 258 L7- 1| DO~ U2, 4HOWPECPU Z##L7- 15
DARA R TIITENTEY ., 0O CPUMHEN 100% OBE, M~ %, 1 {HO%E CPU
Y _THEALTCOET, (AR CPU O ASRIX,  [MHz BALOfE /A8 CPU O X 227
A L LCRAESRET,

Azure X, 7 A R OSIZ L > TEREINSD CPUDEIZH L— MlfEZ#EH L £9, ASA AR
2 40% O CPU fEHEZHRE L, A 78— 31 13 90% O CPU FEARZHE L TWDH TV
FNZONWTEZTAHAEL LI, T I TASARIE N E 572 5 0BRE ) % R -4, CPUMEH
RN 80% H A, A 78— A PN 05% & 2 5 CPUMAREZMET DAl gEMERH D 9,
THUZED ., ASARIEE BRAR—Y V7 E— R TREAY Y RONAL—TZFTLTWAETTT
A RV TEEZRL TN E LTH, NAN— A FILASARIECPUZ Ay N > I
HZ Tl 9,

Hyper-V CPU ERZE L 7R— k

FHAEE 7 7 U R —/3—D CPU, RAM, BLUT 1 A7 FEOWERIGFHROTRITMZ T,
TAATZ, VO, BLORy NU—JEROFRTEET, ZOEHREFEHL T, =— X2
L7zZ 90 R —R—%RELTLEE, a2 K71 nova? 747 > ~E7=i% Cloud
Control Panel f v % —7 = A A& LT, ARy —"—2 X RTEET,

av 2 RI7A4 0T, kOa~vr REFETLET,

nova flavor-list

EHATREZR TR COY— =R TR ENET, U A MIE, ROBFEBEENTOET,
«ID : Y — 3 —H#EAL ID
« ZH: RAM A RENRT =~ U AL A T TT LT ST
* Memory MB : A0 RAM D &

* T AR GBHNLOT A AT A X (T T T RP—="=DaH, VAT LT 4 A7
DY A X)

LT AT T HT A AT DY AR
c AT w7 T ATy TRRBOY A X
* VCPU : #EpkIZ BT I & 7248 CPU D%

« RXTX Factor : —/N—|ZH5i S+17- PublicNet AR — k| ServiceNet " — b, 35 X OV &
niexy hU—27 (779 Ry hU—7) (ZHY Y ToND RO E (Mbps HZ)

« Is_Public : AfEH
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B Asavirtual & Hyperv 55 7

ASA Virtual & Hyper-V D5 5 2

ASA Virtual & Hyper-V @ CPU i JHZER OEAEIZITEV DR H D £,
« Hyper-V O "5 7 Ol 13 ASA Virtual DEIE L 0 HEICKRE 220 £,
* Hyper-V TliX Z DI %CPU usage & FEEAL. ASA Virtual Ti& Z OfEIE %CPU utilization
EPREINET,
H5E [%CPU utilization] & [%CPU usage] (Z5]D & D EFR L TUWET,
« CPU utilization |%, #/¥E CPU OFEEHEHR AL 7,

* CPU usage |% CPU DA N—RA LT 4V ZIZHES W GmBE CPU OftaHE M & 2k L £
T, L)L, 12D VvCPU OAMEFEN D20, "ARX—2AL T 0 I TEMEL 48
}\/o

Hyper-V TlE %CPU usage |ZTIRD L 9 IZFHHE I E T,

T 7T A TV SRR CPU O &, I FTREZR CPU OB RHIXTT &G & L TIRES
£,

ZOFEIF, RAMPLRZCPUMHARTHY, AN IRXL—T 4 VT VAT ANL R
CPUMEHRTIIH Y A, T/, ZIUIE~ > THEAAEEZ T X T ORI CPU D)
CPU EHRIZ/2 Y £,

72 & 2I1E, 1 HORAE CPU 28 L2 1 DORMB~ > U, 4HOWPECPU 2 L7- 15
DFEANTIITEINTEY ., 2O CPUMHAEN 100% D54, AR~ L, 1EO%E CPU
AT THEALTOWET, AR CPU OfFEASRIE, MHz BALOEHAE /IR CPU O x =27
At L L CHESNET,

N\

GE¥)  FHe’Ze CPUMEHRAZEAHIZIE. ASA Virtual LAR— FNEFEARLZ L 2B LET,

OCICPU EAZELKR— k

FIE

ATy I

ALV Ca—T 4T A AKX A A MY w7 oci_computeagent & fiiH L C., OCI ® CPU fit
FEFFRTEET, Cpultilization A bV v 71X, CPUNLDT 7T 4 BT 4 LNLERIRL,
AFHEMICHT 2HE L LTRENET, WoDa v Ea—T (VA VAL LADA MY v
0757 EFFTDHICE, ROFIEEFTLET,

FTEer—varAma—%E [arEa—TFT 47 (Compute) |DFD[A AKX A
(Instances) | &7V v 27 LET,
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asafriE L ocinss57

AT T2 A AB A%V 7 L, [UY—A (Resources) |D FD[A Y 7 (Metrics) %27 U >
7 LET,

ATV T3 AU v 7 A4FIZEM U A b T [oci_computeagent] & #IR L F 5,
R OWTIE, 2 Ba—T 40 T AV AZ A AR v 7 2B TLIEIN,

ASA R &L 0CIDYT 52

OCIL X, fEATREZ: CPU OAFICHT ARG L LTHRESND, 777 4 ZITER I T
DA CUP W& E LT CPUMAREHRT D=0, OCI DT T 7 DEAHILHIZ ASA AR @
BEEIYE< 2 F7,

ZOFEIF, RA ML RAZCPUMARTHY, AN IRXL—T 4T VAT ANL R
CPUHETIIH Y A, T2, ZIUIRE~ T THERHATEEZR T X TORIE CPU O
CPU fEHRIZ/2 0 F 9,

7o & 2, 1EORA CPU Z48#k L7 1 DOIR~ 8, 4 OB CPU 258 L7- 1 &
DFEANTIITENTEY ., ZO CPUMHAEN 100% D4, AR~ 0L, 1 EO%E CPU
I RTHEALCOET, KAE CPU O RIX,  [MHz HALOMEHR/AE CPU O X 227
B & LCEREESNET,

>

TITHE, VNV E—RASAFESEX 2 T 0 2T XA NOBERIEOT A N A,
ASA A U Z—T A R%& ping THHIE, BRUOHLA o F—T 24 X LEDHRA MM HMMOA
VA =T 2 A A EDFRA M ping TEDH LT HHECONTHIILET,

K
it
S
ol
N

EXEHEOTRA L . 7 FLRA[ITD ping DELT

ping (L. FFEDT FLABPFERATTEET, JWET D0 E I Dl T 27O fliga~y T
T, MOREY 7 TIE, ZDavy f\@ﬁn’-ﬂic‘:%ﬂ%ﬁo TIHATHREZR T A MZHOW TR L
ij‘o

ping TEITRIEEXE TR k

TNA A% ping TH & XDOTNA RIAT v MBREEEN, TS ABIGELZRLET,
ZO7avAEFERLT, xy NT—7 T, RF, HAECKRE, # 5. BIOT X MTBHZ
ENTEET,
ping #EH LT, WOT A MEFEITTETET,
$2O0ODALH—T 2 A ADN—T/Ny 7 TAK :[FAUASA T—FHFDA o F—T A A
bbb I —HDA U H—T A R ping BNV —T Ny 7 TARELTEREITHE, W
FOA B =T oA ADFERN: [T 7)) AT —FABIOEMELRIECTE £7,
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https://docs.oracle.com/en-us/iaas/Content/Compute/References/computemetrics.htm

FRRERT TN a—TF125 |

B 1cmP ping & TeP ping dsEiR

* ASA D ping : BIIO ASA DA L H—T A A%k ping L, ZTDA L Z—T A ANBT v 7L
TWTURET D L 2R TEET,

« ASA FEH D ping : ASA DD T /34 2% ping 5 Z L1k > T, H ASA FH T
ping TAHZENTEXET, NTry NI, ENENOFANZBEIT S & X2, 2 DOHfH
ASADA L B —T A A& BB LET, ZOT7 27 a it Flla=y FoAf v Z—T <
A A, BfE, BLOIGERFMOEART X MR £7,

c F vy U= FARAZADEED LWEIEEZT A M T 57200 ping : ASA A > H—T = A A
MNH, ERICEREL TV NWEEbNND Ry NU—2 TA A Zping THIENTEE
Ty AVE—T A APELLRESNTNDICHL2ND LT a—03Z G SR WigEA
X, T ACHERSH D EEZEZLNET,

« PREEEET A T A720D ping : ASA AV Z—T = A Anb, IEFICHERET 5 Z LR
HBNRoTND Ry bT—2 FAL A pingT 52 LN TEET, Ta—%ZE LEEA.
HENZ 8 5T /3 AN TR CTEFICEEL, WHEICIE LS ERINTND Z LGRS
Nz &z £9,

ICMP ping & TCP ping M 33&4R

ICMP &1k

ASAZIX, ICMP =2 —H#R X7y R ZEF LT, ma—ibE 7 v N &%ZET H1EK D ping
DB LTWET, iUk, Y — LT, T XTOMI Ry U —27 T34 ZATICMP 7
T Ay I BRI ENDGAEIT) E<HEL ET, ICMPping ZfEH L T, IPv4/IPv6 7 KL 2%
TAEARA M & ping THZ LM TEET,

72720, ICMP 2281 L TWD Ry bU—2 60 7, ZHEHOR Y MU —27 2 ZHUTEEY
L5561, bV IZ, TCPping ZfEH L Txy MY =7 #fia 7T A N T& X9, TCPping T
I%. ping 7°5H TCP SYN /37 > F23IE[E S, IR T SYN-ACK 233215 ST B T % O ping
B LIz Re3nET, £/, TCPping TIX, IPv4 7 RL A E 2 (EAHA A M43 ping TX
F92%, IPv6 7 KL AT ping TX FH A,

IEH 72 ICMP £7-21X TCP ping & 1X, HINTWAT RLARHEYHTREDH A 7D hT
TAYZIINETHIEEZERL TWAIZTEEHA, ZHITEARERPHEEEL TSI %
B LES, A A LETEMETAMORY > —T, BEDFATDNT T 4 v T NTF A A
AEBTEARNEIICTHZENnTEET,

FIZFNVETIE, EXF 2V T4 0EWA v X —T A ANDEF2 )T 4 DERWVA L F—T =
AA~D ping ZFATTEET, V¥ —2 NI 74w 7 Z@BRIEDLLIITICMP A A
VarEAFR—TMIT LI EREINRMETT, X2 VT A DRWA U F—T = AbE
WA LB —T = A AT ping THITIE. T T 4 v 7 EFFATDH ACL ZEHT 5 BERH Y F
R

ASA A U B —T = A A% ping THHEIL, TDOA ¥ —7 = A AZiH &iiz ICMP L— )b
IZE-T, ma—8RNTry M a— 8% Ty RBRFASNDMLERH Y £3, ICMP/L—
JIEERIEETT, ZDON—AERELRDPSTZHEIL. AV F—T =2 A~DOTXTDICMP
7T 4y I FFR I SNET,
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FIE

&

ATy T2

ATvT3

icmp ot [

ZOFNETIE, ASA A ¥ —7 A ADICMP ping & A F—7 /MZT D7, 721, ASA
R O ping HICHER T 2L EDOHDHICMP 2> 7 4 a2 b —3 3 L OFT_NTITHOWTHPA L E
ﬂ—o

ICMP b —/L Cxa—FR/m a—GBENHFAEIND 2 2R LET,

ICMP Jb—/LiZ, HWEATRET, A v & — 7 = A ACHEEEF SN D ICMP /37 v M S h
£9. ICMP b=V &l L7270 » 7o 81, X TOICMP 7 7 B ARFFA SLET, 20
Balk, 77 v a VIS RETT,

7272 L, ICMP v — V& FET 51X, ma—FRAvE—Viza—JiEA vE—VDT
RUARAEFR[TEIN—NANEAL o F—T 2 ATEENTND T & 2R L E 7, [Configuration]
> [Device Management] > [Management Access] > [ICMP] XA > CICMP L — V2 E L E T,

T BAJL—/LTICMP N SND Z EaMERLET,

ASA R TARRA M & ping THHAIE., T 27 HANL—ILTICMP kT 7 1 v 7 DEZIENTA]
SNHBVENDY ET, 77 EBRANL—UE, D tb, ma—FR/ma—5EICMP /X7 v
NI ALERHY T, DO — L F e — L b— L e LTBEINT S 2 LN TE
ij‘o

TIRBAN—NVEMH LRWGEEIE, RERMOXATORNT 7 4 v 7 BT H0ERS Y
F£9, 2T A F—T 2 A AT 7B A N— LV EEAT DL, BEERD deny 2NBINEN D
72O, MOTXTORNT 7 4 v I PEEINDTZDHTT,

[Configuration] > [Firewall] > [Access Rules] XA > CT7 7 EA V—LEFRELET, HIZT A b
HIJ T — L% BINT 2581, 7 A RO TRIZZEDOL—LEHIRTE E7,

ICMP A VA7 g v F—T M LET,

A B —T A AD ping &IEXRIZ, ASA R T ping T 25E1E, ICMP A A7 L3
VIRLELTY, A AT a yEERTHE, VA= T T r v (DFED, ma—RE
N B) Zoping ZBIALTEARA MIETZENTED 2, X7y EH2D 1 DOIRED
FAEPRIES DT, FFED XA TORBE LT 52 LN TXET,

ICMPA v A7 a i, T74NM DT =LAV ART g R Y o—TA X —T L
IZTE T,

a) [Configuration] > [Firewall] > [Service Policy Rules| DJIHIZEIN L F 4,

b) inspection_default 7't — L b— L ZARE L £ 5,

¢) [Rule Actions] > [Protocol Inspection] & 7 C, ICMP #i®{R L £,

d [OK]ZZ7 Vw27 L, ELIZ[Applyl 27 Vw7 LET,
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T NA A% ping T4 I121F, [Tools] > [Ping] # &R L C, ping T5%5%D IP 7 KL AL 2IEAR
A NBEAIIL, [Pingl #7 U v 7357217 TF, TCPping DAL, [TCP] RN L T, %8
EAR—RNLEOET, BFIX, FTTHLEOH DT A FOHFHHEIZLET,

%% L7z ping O H 7341

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ping N L 72 8580%, RIR L7239 728 2 TR &40, RPN 100% K220 £9 (73T
KL EAIL 0% 1220 £9)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

7272 L. ping D—#ROANE ZHHT D37 A =X EBMT 252 L b TEET, LLTFICERLT
varEsLET,

« ICMP ping : I5{FTEIP 7 RV AT H A v X —T = A A& RINTEE9, 72720, H
A Z—=T 2 A AL, T—EN—T 4T T—TNEERHLIZV— Ly 7T v 7T
Lo THESNET, IPVA/IPV6 7 RLAE 2R A MM % ping T5 2 LN TEET,

* TCP ping : ping 354650 TCP N — M & @IRT HMEEH Y £¥, 72& 21X, HTTP &R —
k% ping 7% 1Z21L www.examplecom 80 & L ¥, IPv4 7 RL A E72EAR A M4 % ping
THZLIITEETA, IPV6 7 FL A% ping 5 = &1L TE EHA,

EETIPT FLAIERAT A, v B —T oA ZAEIEETHE T arybEd, -7
L. A v EZ—T 2 A RX, T—FN—TFT 4 T T—TNEEHLIZLV— Ly T T
FICE o THRESNET,

%I, ping 20 % (57 40 MISE) £REERITOXA LTI N (F7 4
VRMIT2®) BiEECTEET,

ASA DR RMLE TR k

ASA 5t D & BITHSRIYR T X M &2FATT D5 613, RO FIEZEHN TE £,

1R BRI

FIETHE LTz syslog A v B — V&R T 2 HhE1E, m¥ o7& x—7 /I LET (logging
enable =~ > K% 721X ASDM @ [Configuration] > [Device Management] > [Logging] > [Logging
Setup])
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Y e |

FIE

ATYT1 A =T oA AL, BXF2VT 4 Lb, BEIRIPT RLAZRT V7L E— KD ASA
FhFtEX2Y T TR A MNOREERLET, I, BEEERISNZTXRTONL—
2. BEXOASA % ping THNL—F DRAMINZHHHEA ML EDLMERDH Y 77,

1A= R, V=48, BLUVRREETHRY FT—IE

n

Host Haost Host Ho

!10.1.1.56 I:li 209.265.200.230 I:li 101386 209.165.201.24
K

rd

—_‘T %‘ ?f ?.-
% FRouter % Router @ Router Router
' /S
dmz1 oulside dmz3 |
1921 202.1683.201.1  qg2 4 Dutsl:de
68.1. securityd &a.3. security0
Tr ASA
3l Routed ASA 1?’1155’3
. " . o
dmz2 inside drnz4 inside
192.168.2.1 192 168.0.1 192.168.4.1 security‘IDU

securityd40 .- ripyion  SEcUrityd0
/ v A,

% Router @Fﬁmﬂer e Router @ Router

—él ;7 |
10.1.2.90 10.1.0.34 ‘10.1.4.6? i] 10.1.1.5 E
4 ol
m
ost

S ]
E——d
H

ost Host

Host

=

ATw T2 HEERINIZ L= NEEASAAL U H—T oA A ping LET, FTAXT LYk E—
RTiX, BVIIP7 KL A% ping LET, ZOTARNTIE, ASAA X —T = A ANRT I T 4
TThHHZ L, BXOS v F—T (2 a7 4 Xalb—valRELWI LEHERLET,

ASAA VB =T 2 ARANT 7T 4 T THRVWGEE, AV X —Tx2f AT 4Fal—s
VIMIELL RWEA. ETITASA EL—FZ DM TAAL v FNZ T LTWAEE, ping 135k
WT AR H D £ ROREZR) ., ZOHEE, X7y BB ASAIZEIELZ2WVWOT,
TNy T A= syslog A v E—VIFERREINETA,

H2:ASAA >3 —2J 4 ATD ping DKK

Ping 3 . ?
—

—

Host Router

3303

FARERSTLVaA—TF 1T .“
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B ssazsoszussz v

3:PT RLy LYY DRREIZ& B ping DK

Fing
192 1681.2 192 168.1.] —ne——

Router Security
192 168.1.2 Appliance
[.l! :
: g
Host T

ping JRBENN—ZIZR SN WGEIE, AA v F V=T EIITEIP 7 RUVABRFET 5 A]
RMEZH Y £9 ROKEZZEM])

ATYT3 VE—FKRAIDDLHEASAA L H—T 2 A A% ping LET, T AT L2k £—FRT
IZ. BVIIP 7 KL A% ping LET, ZDO7 A FTlE, BEERINTL—ZNAHKA KL ASA
DTNy NELV—T 4 VT TEXHNE I, BEOASA BTy MEIEFEICLV—T
T LTHEANMIRELNE I DEHERLET,

L —% Zil > TR A MRS /L— R ASA (2R WA, ping 1ZBT 5 ATREME N B v %
T RORESER) . ZOBEEX, Ty 7 A v—UEping SEI LT EER L ET N,
N—T 4 T DRI E T syslog A vE— 110001 BERINET,

4:ASADRY JL— FREEICZK B ping DKEX

Pin
=
-_-;‘

Router ASA

g
B

ATV Tl ASAA VX —T oA ADLEEMDOF v b T —7 T34 ZA~D ping IF1E L BEEEL T ET,

cping ZZAZ LW EIE, FEN— RV =T ELEFA ¥ —T 2 ADA LT fF 2 b—
va VRN H D RN H Y £,

CASADA L H =T 2 A ANRELLRESNTNDICHE2 b 5T, TBEMOIER 2] T
AADD T A—EEEZE LIRWGEAIL, A Vv F—T A A — KR T7 OZFHEREIZ
MrboeE2ONET, [BERMOERR] ZIEERELFONOA 2 —7 A 2T, [F
U (BEEOER 78] T3 AZX LT ping #XF L T a—2%ETX 254, &IO
AVBE—=T oA AD/N— R =T OZEHEEBICHEN D D LRI N2 L1220 £7°,

ATFYTE RANERIIN—=ENERETA LV H—T =2 A2 L THIDOA v H—T 24 A EDRIDK A
FEZIFNV—HZ T ping LET, ERDMERTXTOAL L F—T oA AXTIZXH LT, 2D
ATy TR LET, NAT 225613, ZOT A 2175 & NAT S IELSEEL
TWBZ ENRbmry 9,
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ping BREIT 5 &, —TFT v K E—ROT FLAZEH (305009 F7-1F 305011) & ICMP #ki
NHENL SNT-Z & (302020) ZHERRT 5 syslog A v — U0 FRrEN £ 9, showxlate 2~
RE/~iXshoweconns 2~ REZAN L CZ OB REETRTHZEHTEET,

NAT N IELRESNTWRWZ ENJRKT, ping lCKRKTHZEbH0 ET, ZOHEA,
NAT R LT2 2 & &R T syslog A v E—UNRFERINLET (305005 F721% 305006) , ping
DINBRA RINDHNEHR A hA~EE SN, AZT 4 v VEBPGFIELRWGAIX, AvyE—Y
106010 NFERSNFET,

5:ASADT FLRAEHRDOREREIZ & 5 ping D KK

-8 o

nc—I
1masd

L

Hos Router Security Router
Appliance

T
(o]
[%]
—+

RARETHDIL— FDEHS

IP7 RLVA~ND T 7 4 w7 OFETRIENEEL TWBEEIE., AA METO/L— b ZIBH
THZEILE TRy U= NAIZRENR DN E ) D E iR TE 9,

FIE

ATFYF1 FL—R Lb—h EDASA ODFER 252—) AL CTEGICTHZ ENTEET,
ATFvT2 Ny b —FOWRE 26°—) ZEALTESICTLIZENTEET,

kL—X JL— LD ASA DRE

TNV ET, ASAIZ L —RA V— bk BIZEy 7 E LTERENTEA, ZNEERTHIZ
L. ASA Z BB T %37 v Ok ATRERFR] 2085 LT, ICMPEZAREA v E—T DL — |
IR 2 o LN H D £97,

FIE

ATFY T = A RY —ZEHLTTIL 28 bH LET,
a) [Configuration] > [Firewall] > [Service Policy Rules] DJEIZEER L £7-,
b) N—AEBIMELITRELET, &2 TILZMO T 720047 v g & B R
VBT TIAFET D25 A 1E. BT LW A— VA BT 2 0 8IEH Y 8 A,

FRARERS TNV a—F Y .“
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ATvT2
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¢) N—NEBTa—rOVEFA v —T oA ATHEMA L, T T 4 v 7 RAEERET S [Rule
Actions] X—VFETU 4P — RaEDHET, 72L& 21X, 77— b matchany b— L & 1ERK
TEET,

d) [Rule Actions] ~X—"C, [Connection Settings] ¥ 7 % 7 U v 7 L C, [Decrement time to live
for a connection] Z IR L 97,

e) [OK] E£721d [Finish] #7 U v 7 LThbH, [Applyl 227 U v 27 LET,

ICMP EiERRE L — MIIRZIEL L E T,

a) [Configuration] > [Device Management] > [Management Access] > [ICMP] Z &R L £7°,

b) =T D FEIZH % [IPv4 ICMP Unreachable Message Limits] > [Rate Limit] D 2 H1<° L &£
9, 7o& ziE, S0 TR LET,

c) [Applyl %7 U w7 LET,

INT Y R IL— FDRTE

FIE

traceroute 3 AUIX, X7y ERSEEICEIE T HETON— M ERFETE £, traceroute
X\ AR — b EDSESEIZ UDP /37 v 721X ICMPv6 =2 —%23%{F 45 2 &L THEEL £
T, R— "RBETHRWED, 58E~DEFIZH 5 /—F ZICMP F 7213 ICMPv6 Time Exceeded
Message TIEE L, TDOTT—% ASA I LE T,

traceroute [T 5 SN7=K T 0 —T DR EF R LET, HIIDOEITHA 1 >0 TTL EIZHIG L
£ (FE) ., koRlZ, HAOGRFOMBHEZRLET,

HAHEs E5BA

* A LT MOMBENIZ T e —T ~OINEEZFE LEFATLE,

U SESE~DN— N PHFELE R A,

nn msec %/ — KT HBELIEOT e —T DT 7 REY vy A Zhn bk (Y
) .

IN. ICMP % v FU—Z7 |ZEETE £ A, ICMPV6 Tl 7 F L RAIIHIHITT,

'H ICMP 7R A MZEETE £ A,

'P ICMP (22T & £¥ A, ICMPV6 TiE, R— FBBERFETT,

A ICMP PWEHH I L > TEIEINTWET,

? JRRABIO ICMP =7 —23 A L £ LT,

AT w71 Tools > Traceroute DJIEIZEIN L E 4,
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Ky b bL—ygERLERY —BEoT2 ]

AT9T2 V— BT L5ERA M ELITIP T FLAZ AN LET, AA MEFEHTLILIIC

ATvT3

DNS #—N—%FZELFT,
(A7vay) FL—RAORMERELET, T 74NV EBIEEAEDr—RTHAELET,

* [Timeout] : Z A L7 U M35 ETINE LT D0FH, 7740 MI3BTT,
* [Port] : /4% UDP R—F, 7 74 /b M3 33434 TT,
* [Probe] : # TTL LV TR 57 v —T D%, 77471 b3 T

 [TTL] : 7'u—7 O/ L ORI fTRERE#, 7 7 4V FOKR/MEIZ 1 TTH, 20
EZELL T, BEMOR Yy 7ORREZINHTL LN TEET, 7 74/ b OFRKIEIL30
T9, ML —R— R, Ty EBSEEICERET D0, FIERKEICET L EHKTL
iﬁ‘o

* [Specify source interface or IP address] : h L —ADEFILE L THEHAT LA X —T = A

Ry A VB =T 2 A AL, AATETIZIP T RUATHRETE £7, IPv6 TiE, H#E0A
V5~714X%%Eﬁ%iﬁho%%ﬁETFVXﬁH%?ET%iT IPv6 7 KL
AL, ASA A U H =T = ATIPV6 ZHNZ L TWDEEICOARAHTT, b T AN
7vyb%~Ffﬁ\%ETFVX%ﬁﬁﬁéz%#%Diﬁo

-[ReverseResolve] DNS AR5 E SNV TV AGEICHRE SRy T O4 T2 H )
WCERTDHNEID, IPT RVAOHRERRT DA T T a BRI MRLET,

* [Use ICMP] : UDP ' —7 /X7y hOROVIZICMP 7' —7 Ry NeikfGd 508
5 b)o

ATv T4 [TraceRoute] 7 V v 7 L ChL—AL— hERBLET,

[Traceroute Output] fEIH(Z, F L —A/L— FhDFERIZOWTOFEMR A v E—URERINE
e

Ny b L= ZEFRLEAR) O—REDTR L

FIE

&M

FEILESEDT RLABIOT v ha vOREICESNT ATy REET LT HZ &I
FOoTHRYVV—BEETARINTEET, FL—RXF, RV V—BREFTLTT 7 A L—L
RCNAT 2 E%T A NL, Nry NEFRT50, HEST52052HALET,
DXy NET AT AHZEIZEST, AU —ORERZHEZR L, LEILU T, 7F
AENIERT DT T 4 v I DX A TRUEINDNE I DET A NTEET, REDOHR
WIMA T, FL—HZFEHLTHATRENTy RBRESIND R EOTHIEREIEEZ T Ny
7TEET,

[Tools] > [Packet Tracer] DJEIZEEIN L £ 7,

FRARERS TNV a—F Y .“
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B or—=ozevzxsnvv—z0r=syoy

ATvT2
ATvT3

ATv74

ATvT5

ATvT6
ATy T1

ATvT8

ATvT9

ATy 710

IND A —X

Nry b FL—ADRETAVA—T A4 RERINLET,

NRry b hL—20Iry b3 A TEBELET, BETEL7 1 haL XA 7L, ICMP,
IP, TCP., UDP, X WSCTP T,

(FX7vay), B2 40 INV—THTOMEN LAY 2CMD ~v X —|ZHDIAE T
oy M EIBIT D (Trustsec) ¥aiE. [SGTnumber] 4 Z LT, ¥X2 VT4 FNA—T X
7 DOFES (0~ 65533) #ATLET,

(P AT L s E—K) Xy b hb—»N ETHTA X —T A4 RV HA L
7 hEND) BA L E—T A ATAD L DITT HITIE, [VLANID] A4 12 L T, 1 ~4096
OFFEOID Z AN LET, VLANID iZ, ANA v H—T =2 ARV T A L H—T = AT
WA IZORERATE E7,

(R AXT LY FE—FR) BEMACT FLRZHRELET,
Ny FORBETL LS ERELE T,
Cisco TrustSec Z i 4 23-&1L. IPv4 7213 1Pv6 7 KL A, 552EHi KA A 4 (FQDN) .
F3EX 2T 4 IN—TDLEHDHVNIZ T HIFETEET, BETLT RLRITH LT,
Domain\username JE X, C2—F —L 24 ETHZ L H TEET,
7a havoREERELET,
« [ICMP] : ICMP % A 7, ICMP =— K (0 ~255) . BXOA 7> 2 > TICMP #3l1% A
HLET,
* [TCP/UDP/SCTP] : X5t L USEH DA — NEFEASTILET,

« [Raw IP] : 7'z h = L& (0 ~255) AN LET,

JTGABR 2=y NRIRTr Y NET Ry 7510, Ny b =Y EERALET,

[Cluster Capture] K2 7*Z 7 U R vt IROHEHZZERLET,

a) decrypted : VPN b A TEE(LEINZ N7y hEFEAL, S5, VPN h L& it
MLTEET LIy b2 Iab—RMLET,

b) persist: 77 A% 2=y NMRIKTEWT 57y NEIEALET,

¢) bypass-checks—Skips security checks like ACL, VPN filters, IPsec spoof, and uRPF.

d) transmit: I a b — hSN7TNT Y BB ASANPOHBND LI LET,

[Start] #7 V> 27 LT, "oy & b —ALET,

[Information Display Area] (2, /X7 v b F L —Z2DO#ERICEAT D3 EMIEFRAR R INET,

DAREVRATLN)YY—=RADEZRYYG

SFEEFERIVAT LN Y —REF=H—FTBH2LICLkoT, R —< A LOMEEIZZ
DM OBEN 72MEE/ETHI N TEET,

. TFAMERST TN a—TFaT
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RIF—IVADE=LY LY .

INTAF—IADE=ZAZ) Y

ASA DIRT 3 —< U AERE T T 7R EIIREX TR R TEE T,

FIE

AT w71 [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] DJIEIZEIR L £,

AT w72 [Graph Window Title] 17T 7 7 4 ' RUDX A "AEANTDHZ E S, BFOX A ML EE
RIpzebTEFET,

AT 73 [Available Graphs] U A b big K4 2O FY EZFRLTHD, [Add] 227V v 7 LTEh
D> KV % [Selected Graphs] U A MZB#E) L 9, HHWERA > 3 IkO LB T
—é‘o

* [AAA Perfmon] : 387k, #Frl. BLXOT H U T ¢ v ZERICEET 2 R HALO R %L,

s [Inspection Perfmon] : HTTP, FTP, 3L NTCP A > A v g NI T A2 HEA O/ v
]\i‘&o

* [Web Perfmon] : URL 7 7 & A Bk & URL H—/N—ZRIZBH 5 BN O R L,

* [Connections Perfmon] : 9T Oz, UDP #f¢, TCP #fc. L ONTCP RATZAFICEET
B BN DB,

* [Xlate Perfmon] : FV {7 NAT xlate,

AT 74 [Show Graphs] &7 U v 7 L ¥,

777 Ea—btT =N Ea—DRTENENORTEYVREZ LI LNTEET, £k,
THOEFHELER LY T—F &2 AR— P EREFARM L7252 TEE
RS

AE) JOVYIDE=ZARY Y

WEAEY Ty AT OAEY Tuy s w2 r T 7RAELIIREATERTE LT,

FIE

AT 71 [Monitoring] > [Properties] > [System Resources Graphs] > [Blocks] DJIEIZEIN L £,

AT 72 [Graph Window Title] (2777 U4 > RUDX A "MAEANTHZ EH, BEFEOX A bl i
RIHZ b TEET,

AT 73 [Available Graphs] U A h/nH=r Y ZBIRL T, [Add| 227V v 7 LTENRLDOxT U K
U % [Selected Graphs] V A MIBEILE 3, EHAERA T a IR DO LB TT,

FRARERS TNV a—F Y .“
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* [Blocks Used] : ASA THEHHDOAEY 7wy s 2R RLET,

* [Blocks Free] : ASA DZEEX AE ) Tuv 7 RN LET,

AT 74 [Show Graphs] &7 U v 7 L ¥,

57 Ba—¢tT7—7N Ea—0DMTENETNDORREYVEZ D ENTEET, T,
FT—HOEFHELZLER LY, T—HE2T 7 AR—MERIZER Lz TA 2 b TEE
7,

CPUDE=ARY VY

CPU R ZFRTEET,
FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [CPU] DJIEIZEIN L £ 9,

AT 72 [Graph Window Title] (27T 7 V4 > RUDX A "NEANTDHZ L, BEFOX A ML A
Ry ebTEET,

AT 73 [Selected Graphs] U A h(Z [CPU Utilization] Z BN L £,

AT w74 [Show Graphs] 7 U v 7 L£9,

J5T Ca—bF—TN Ca—ORCEREY VRIS - ERTEET, £, F—FOE
PHEEALE LY, T—H 227 AR—FERIZAERILZV 52 b T ET,

AEYDEZZRIYDY

AEVMEHEESRZ 77 7B E IR TERTEET,
FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs| > [Memory] OJIEIZE R L 97,

AT w72 [Graph Window Title] (27T 7 7 4 ' RUDX A "AEANTDHZ E S, BFOX A ML EE
W&z ebTEET,

AT 73 [Available Graphs] U A hnHmy R Y ZBIRLTHD, [Add| 227V v 7 LTENRLDOT L K
U % [Selected Graphs] V A MIBEILE 3, EHERA T a IR DO LB TT,

* [Free Memory] : ASA DZEX A€ Y #RK/RLET,

* [Used Memory] : ASA DEEHFDAEY R R LET,
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AT w74 [Show Graphs] &7 U v 7 LET,

777 Ba—btT7 =N Ea—DMTENLENORREYVERZLZ LN TEET, o,
T OEFHELZER LY, T2 22 AR— P EREFAHML7ZY 5526 TEE
j—O

JOFRBEOCPUFEREOE=F) Y

CPU TIETENTWEL T rEREE=F—T&ET, FFEOSvEATHEH IS CPU Off
AT 2 HEREBRS CE £, CPUBAEOMEHERIIEIECIE b, ERAROR L&
W ANEHEICRRENET, £/, et AT EOCPUICKTT 2 ATICET A FR (L
FRFEI OO 5 DAL, 1 40AT, BE OS5 RIOE®R) bEENTVWET, ZOFERITS BB EITH
FICEH S, U T AX A DOFEHERDF R SAILET, ASDM Tid, 30 B & ICHEH &
EJ,

7'ut AHNLO CPU % R~ % (21X, [Monitoring] > [Properties] > [Per-Process CPU
Usage] DIIEIZER L £,

HENE S 22 1E LC, F@a2TETEHL, 77 A VRFET D Z &N TE £, [Configure
CPU Usage Colors] #7 U v 7 LT, HBIZESNTHERALARALEIRT 52 L1k -
T, FHROEN BB ADOAF v U2 ETLOTLK T2 TEET,

BEHmox=42)>29

BIEOH 2 BN TERRT HIZIE. ASDM A A > U > R T, [Monitoring] > [Properties]
> [Connections] DNEIZERN L £ 97, FHHRICEH T HEWICIT, Fm b=, FEx7 KLk
AT RUADRE, BED/NT vy RREEELITIZESNTOHLOT A VK, 8L UHE
o 774y 7 EBEREENET,

TAMBEV LI TN 2a—T4 V0 DERE

HEEESR P AN L
7—h
Jy—=x
traceroute® IPv6 B 7R — | 9.7(1) traceroute =2~ FEH 41, IPv6 7 KL

AbZITANGND X HIZR) £,

WORENAET X E Lz, [Tools] >
[Traceroute]
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HERER 7oy b |5
T+ —L4
)1)—2
TV TN—T An— A |97(1) TV ITN—T AN H—T oA
B =Tz A ZHONTy b FL— ATy b ML= EEATEHL51C
POV R — K 720 FE LTz,
Sy bk L—Y OEEIC [VLAN ID] 35 &
" [Destination MAC Address] 7 « —/L R2%B
n&ivE Lz, [Tools] > [Packet Tracer]
FEZEL D7y N ¥ T Fro |97() v 7T TR TEEBIURBTES L

Bhi & A5 1k

I E LT,

IBAN/ZE T S/ [Wizards] > [Packet
Capture Wizard] > [Run Captures]
BIEBSNIZA 7> 3> [Start] RZ |
[Stop] R & >
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L I3y |5
74+ —L4
)1)—x
b7y b FL—ti Xk 9901 Ny b b b—=HEIROEETHRIES L E

[OAY AV RNE S i B =

L7,

NTy MBI T AL 2=y ME IR
THLEEIAT Yy FERBHLET,

o I alb— FENERT Y B ASA
bHbNAXLSICLET,

e VIalb—FNENEANT Y FOEF=Y
T T P BN RALET,

e VI a2l — hENZT v k% IPsec/SSL
TER LIy FELTHRWE
9,

Ny b XX T IXROBRE TR S
F L7,

o Ny hEEBALLIEZICF Yy T v L
i‘a_o

e hL—R2ZF¥7F ¥ L, KFiU A M
HRELET,

FHLE T ITEE SN
[Tools] > [Packet Tracer]

WDA T a &Y R— 35 [Cluster
Capture] 7 4 —/L R&ZBMLE LT :
[decrypted]. [persist]. [bypass-checks].
[transmit]

[All Sessions] K>y F*Z 7 U A RDTFOD
[Filter By] B2 —IZ 2 2DHFH LA T v 3 v
A8 L E L7z : [Origin] 35 & O [Origin-ID]
[Monitoring] > [VPN] > [VPN Statistics] >
[Packet Tracer and Capture]

[Packet Capture Wizard] [#i 1A {Z [ICMP Capture]
74—V RZBIMLUE LK @ [Wizards] >
[Packet Capture Wizard]

ICMP % ¥ 7F ¥ 2% R — 425205047
T 3, include-decrypted 35 X OF persist %
BMLUE LR,
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3
3
R

BE

T35y b
Tr—AL
=R

Bl

ACL &3 IPv6 v 7 7 4 v 7
R IEHHDNRT v by
TF ¥ OV AR— b

9.10(1)

capture =~ > K™ match ¥ —7 — K% H
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