YOIz T7ELVaV T4 X2 L— T

>

-~/

ZOETIE, ASAYZ7 My =T BIRar 74X 2 b—2a VOFEFIEIOWTHHLE

7

VT MU T DT T T L—K (1X—=Y)

« ROMMON ZfEffl L7214 A—Y D1 — R (ISA 3000) (1 2—2)

« ROMMON A A =YD 7 v 77 L—FK (ISA3000) (33—%)

VT NI 2T DR LT L —FK (52—2)

« 77 ANDEH (10 ~—)

*ASA A A— ASDM, BXOAX— KT v 7 a7 4 FXalb—raOFE (18—
V)

AT 4 Falb—rarEFEOMDT FANDNY I T T e (21 R—=Y)

« VAT AHEBIOR Y 2 —L (28 X—2)

* Cisco Secure Firewall 3100/4200 T? SSD OBy h AT w7 (29 ~_—)

« USB 7/R— O ¥Rl (32 —)
VT N T lar7 4 Xal—a D@ (332—)

YOIz T7OT7vITTL—FK

SERIRT w77 L— ROFNAIZ OV TIE,  [Cisco ASA Upgrade Guide] #ZSM L T 7ZE 0,

ROMMON #{#R L4 A—0Aa— K (I1SA 3000)

TFTP ZfiH L T ROMMON E— F225 ASA ~YV 7 hy =27 A A=k — R4 51203, ]
DFINEEZFEITLET,

YIrwz7ssUavIqFaL—var |
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B rommon £ER L4 A—Snn— K (1SA3000)

FIE

ATy T
ATvT2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ISA 3000 =2 Y — /L ~DT 7B RIS T, ASA D=2V —)L R— MI#EHR: L E1,
ASA DERZY)>Thrb, BOEBEBREZA AZLET,

AL — KT v 7OMIZ, ROMMONE— RIZAD X927 v 7 MRS S, Escape¥ —
ERHLET,

ROMMON E— RC, IP7 KL A, TFTP#— T KL A F—hK7=xA 7T RLA, Y7k
VT AA=Y TrA, BEOKR—FE2ETe, ASAICKT DA X —T oA AREZIRD
FIHOCERLET,

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

G¥)
Ty NU =7 ~DEEFGNT TIHFAET D EEHER LTI,

AR —T 4R a2~ R ASA 5506-X, ASA 5508-X, ASA 5516-X, L TVISA 3000 7
Ty N7 —ATEMAINDTZD, 26D T v M7 4 — 2 TManagement1/1 4 > 4% —7 =
A ARG TFTP U AN ZFET T 20N H D £,

R & MRGAE L £,

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

TFTP H—/3—|Z ping Z %15 L £,

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

Xy U= REZ, BTHEHTE LR ITHRE L TBEET,

rommon #8> sync
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ATvT8

ATvT9

ROMMON « x—S07 v 745 L— K sasw00) [

Updating NVRAM Parameters...

VATAI T N 2T A A=TVEu—KLET,

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

V7RO xT A A=UNEFIIe— KI5 &, ASA [T HEIHIZ ROMMON £— R&#& T L
i—a‘o

ROMMON E— R b ASA ZEEN T 256, VAT L A A—VF) v— RETRE SN
2, RIFVAA—TET Ty va AEVICF T a—RFORERDY £T, BERT v
7 L— ROTFNEIZSWTIE,  [Cisco ASA Upgrade Guidel] Z& M L T 72& 0y,

ROMMON 4 A—S®D7 v 745 L— K (ISA 3000)

ISA 3000 ® ROMMON A A —2 %27 v 77 L— R+ A5121%, WOFNEIZHENET, ASA EF
DL VAT ADOROMMON AN—2 5 T 118 ETHANLENRH Y £, K — =
VADT I L— REHEE L E9,

HoN—a o ~DT v T — ROBARETT, ¥ 7L —RITEERA,

A

IE

ISA 3000 ® ROMMON 1.0.5 ~D7 v 727 L— RIZiX, LLETO ROMMON /X— 5 D 2 f#D
BRI 000 F£39 (K 159) o Ty 77 Lb—RPET A 2AOEREBRALBZWVWTLES
W, 777 L—RFR305UNICET LR, FRBR USSR, v R2Aa 77 =01
FAR— MOERE LTSN, T ZAOBREFHALZD, VY FLEDY LBEWTLE
=] AN

YIrwz7ssUavIqFaL—var |
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B rovmon 2 —S07 v F5L— K (sA3000)

1R BHHEIIZ

Cisco.com 7> 5 LVWVROMMON A A —TY ZHfF LT, — "— EIZEWTASAICaE—LFE
9, ASA X, FTP #—/3—_ TFTP #—/3—_ SCP #— 3—_ HTTP (S) #— — BIW
SMB #—R_—%H KR —FLTWVWET, RO URL NHA A=V EF T a—RFLET,

* ISA 3000 : https://software.cisco.com/download/home/286288493/type

FIE

AT 71 ROMMON f A —Y % ASA 75 w2 AFVICat’™—LEd, ZOFETIE, FIP =2 —%
ERLET, MOP—_—F A TDLL 2 v 7 ADE AT copy ? L AN LET,

copy ftp://[username: password@]server_ip/asa5500-fir mwar e-xxxx.SPA
disk0: asa5500-fir mwar e-xxxx.SPA

ATw T2 BEONR— 9 U a2iERT HI21E, showmodulez~ > REZ A LT, MACT R L A#ipHT —
ZD Mod 1 DHJITFw AN—V 3 v EFHET,

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

AT9 T3 ROMMON A A=Y %7 v 77 L—RKLET,
upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

1 -

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHAZ2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%9e9
eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
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Signature Algorithm : 2048-bit RSA
Key Version : A
Verification successful.
Proceed with reload? [confirm]

AT T4 a7 RERENTES, BELTASAZ ) o—RFLET,

ASAROMMON A A=V %7 w77 L —KRKLT, FOB%IRXL—T 4 VIV AT %) a—
FLZET,

YVIr2ITDEIVTL—FK

£ DA, ASAY 7 NI =T B X7 — R, URIDOY 7 h 727 "= a0 by
TT TRERE LT DI ENTEET, UL —ROFEIL, ASAT T v 7 +—AIT
XoTHRY £,

B9 T L—FRICEATSHA4 34 VB K UFIREE
KOS KT BRIC, KOHA KTA L EBRLTES L,

cDSRA) UV TRAGAKDER FIVEALFIUTL— FOYR—FEHYFEA -
TG AICEsTE, Ern ¥ 24 L Xy 7 b— R BRE L 3, RIBERIFEEL
HaE, 772222y bRV =T ORBERHY £9, ZHICEY, U F AL
NIEALET,

Q. 22LUBEMLDA I VY L— KORIRE : usb-portdisable =~ > K&fEH L CUSBA— k%
I L%, ROV Y =R X T T L —RT5 L A— MNIEGOFEEIZ/2D . F
FEA N 521X NVRAM  (FXOS local-mgmt erase secureall =~ > K) ZiEET 50
NHY ET,

« QI8 LM LDAEI VS L— FORIRE : 9.18 TIXEMENZE T S, access-group =~ > K
MED accesslist 2~ FORNZY A MSvEd, U7 L— K7 5&, accessgroup
av s RIZEL accesslist a~v> K2R — RLTWRWeDES S ET, LN
forward-referenceenable 2~ > REZFDZ L TWHAETH, O a~y RIZBEHIBR S
NTWAHEDRICHERE R £9, U7 L— KT HHENITT T access-group =~ >/
RzFEHTat—L, X727 L—FRIZBANLTIIZEN,

D R RLARTVI—FLEEBERS/—rEYHR—FLEVWY I Dz T7/N—=D 30

ERAVNAZEEBENEITLTUVSEETE, VPN FURILDARZ NS EBIZER S
FT: ZOVF AL, XU T L— REICRAELE T, TDOHA. VPNERZ U L C
BEHEL T &N,

YIrwz7ssUavIqFaL—var |



YIrYITELVIYTaFaL—2ar |
B 5o oL —rgcamshaEmtonngE

> » A\IV$ V4 s, ~ E ==

B L—RFRICEIBRSNAEBMED L UVEEE
PIgiDON—T g AAH T T —RT5 &, FNLEOAR—Y g o CEHAINZa~ s Fid%
EPGHIBRESNET, ¥ T L—RTHFNIZ, X—F v 3=V 3 2k L CRER HEI
WCF v 7T AFETIHEEA, FTTLWO I~ RS ASA O LWEEREIZ W BN S vz 0
ZY Y —RAZTLICFKRTEET,

show startup-configerrors 2~ > RZH L THX U7 L — RLIz#, ELRSNca~r N
FRTEET, FTRT NS ATH YT L— REFATTEI LA, EBEHT A A TH D
T L— REFITTHAINCZ0a~vy REFEH L TR L FRcHRTE £,

LA E->TE, ASAIZT v 77 L—REfICa~ >y REH LT 3 —LMZHBIWNICBITT 572
O, NR=Va Lo TIH LW avy REFETHRE LR STEHETH, RIEDOBATIC
FoTH I T U— KRB EZTLZERHY ET, U7 L— RRRZHEATE 5 H 0
EDNRy I T v TR EET A2 L2 LET, 83 ~DOT v 77 L— REHIIE, Nv 7T v
TN HEICAERR S AU E T (<old_version> startup cfg.sav) ., MOBITTII NNy 7 T v 7T HHE
BEhERA, ¥V 7 L— NCRET LA REER D S BB o~ RBITOFEMIZ OV T,
FASAT v 77 L—RHAAR] O IR=Ta VEHEDOHTA RT4 BT 22 L TS
U,

T —RICETATA RTA4A VBIOHIRFEHE (5—) OBEFOX 7 L—R
OREL ML TSN,
T2z, RN—=T=a980R) EEITL TS ASA IZIE, ROa~<r RREENTHET,

access—-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab512$1234$abcdefghijklmnopgrstuvwxyz privilege 15
snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted
auth md5 12:ab:34 priv aes 128 12:ab:34

9.0 ) IZF T T L—RT 5L, BERFICROTZ T —RNRRINET,

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0

~

ERROR: % Invalid input detected at '"' marker.
username testl password $shab512$1234S$abcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '”"' marker.

snmp-server user snmpuserl snmpgroupl v3 enginelID abcdefghijklmnopgrstuvwxyz encrypted
auth md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '”"' marker.

Z OBITIE, accesslistextended =1~ > K TO sctp OH 7R — R 33— 3 2 9.5(2) T, username
a2 RTOpbkdf2 D3R — F233—73 229.6(1) T, snmp-server user 2~ > K TO enginel D
DY R— KB —=T 3 2953) TEMSNE L,
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CiscoASA 7 TS5 47208 L—F ||

CiscoASA 7 TS AT 2VADE I L—FK

FIE

ATy

ATy T2

ATvT3

ASA DNR—Ta WA= g VIZREL, NI T v TREEAXY— NT vy a7y
Fal—a Bl T e —RT52 LIk oT, ASAY 7 =T DOR— 9 %k
o 7L —RTA5ZenTEET, ZOFEL, RKOETEFNVICHEHINET,

* Firepower 1000
* Cisco Secure Firewall 1200
* Firepower 2100
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

1R BRI

COFETIET v 77— RTAHNCASA DRy 77 v TREFITHOVENRHL L=, Hn
REAEILTHZENTEET, HWVREZE L LWGAIL, FillE 32T I - he
FTHEBMEO W< RONFEETHAREMENH Y £4, FrLna~<~r Rk, Y7 b7 o
HTWARA—=TVarEan—RT5EESINET,

A RTRY Tx— VA —N— FF 7 TAXY RO DIZ, [ASA Upgrade

Guidel] 7 v 77 L —RFEEEZFEH LT, ASA Y 7 b7 =T OHEWI—=Y g 2u— KL%
T, ZOEAF. ASADFH LN AA—=T a3 o TiER, FnA—=Ya v ERELET, BEE: %
7ZASAZ U B — RLARNTLZEN,

ASACLIT, NI T v 7TDASARELEAF— NT v a7 Falb—Tarvilar—L
T, T A —R—OFHIT, TI/T 47 2=y b CZOTFIEEEITLET, ZOFIET
X, I~ RERZ U EEICERL 4,

copy old_config_url startup-config

writememory # i L CFEI T2 7 4 Fal—v a2 AF— T v 7 a7 4¥al—vs
NRFE LW EREETT, Zoavwr Nii, Ny 77 v FRkiEL BEX LET,

51

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

ASA Z U n—RLET,
ASA CLI

reload

ASDM

YIrwz7ssUavIqFaL—var |
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. Firepower 4100/9300 D 5 > 45 L— K

[Tools] > [System Reload] % 4R L £ 9,

Firepower 4100/9300 DX 5 > 5 L— K

RO T T IO TRELAA— R T v a7 4 Xal—ra U lEITL L, ASADAR—V g Uk
HOAR=T g VIR EL LI —RT22 L1082 T, ASAY 7 b= T D=V g %k
T —RTHZENTEET,

48 HREIIC

cZOFETIET v 77 L—FTDHNCASA DRy I T v TREEATOLENS D20,

HWREEZEICTH2ZENTEET, FOREEZE L LR2WEEIT, FilEL LTSN
TRE AR R T HBMEO RN a <y RBFETDRREERH Y £9, HiLna~wr ML, Y
TR 2T OHRWAR=V g rEn— TS LSS ET,

cASADH N A= 9 U FXOSDOEAIEDNR— g v & EHMNHH 2 & 2R L ET,
HBVEDR IR WIGATT, i ASABREAE LT DRNCHEAIOFIEE L TFXOS #4027
L—FRLET, UL T L—KRENEZFX0S b, (X7 L—RT5HT) ASA OB
EDONR—=T g ERMYERD D Z L 2R L T EE, A4 ZH T WAL,
Ao T L—REFTLRNWZI e LET,

FIE

RATYF1 ASACLI T, "y I T v T DASAFREEAX— T v7 ar7 4Fal—rarilat—L
FT, T NAA—N—FIT TAZ Y T OHEEIE, 77T 4 7l =y hTCZOF
BEZSATLET, ZOFETIE, a~vy RERAZ AL /T—Fa=y NMIERLET,
copy old_config_url startup-config
writememory ZfEH L CHEITa L 7 4 Fal—Ya a2 A4 — T v Far74¥al—v s
VNERIEL72WZ ENREHTY, ZDa~<wr RNE, X727 v rREE LEXLET,

1 -

ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

ATFv T2 FXOS TlE, AF v RT7uy, Jx— LA —_—_ HHNITZTAXZ Y TREEDT-DIZ,
Firewall Chassis Manager & 721X FXOS CLI Z#f#iHH L, [ASA Upgrade Guide] ®7 v 727 L — R
FIEIZHE-TASAY 7 b =27 OHWAR—=T g U EENWET, ZOHEIE. ASADHF LV —
VarTiEel, A=Y a v eEELET,

RATYT3 F7o, FXOS X T 7 L—RTL581F, AF U RTny, 7= A —_"— HoHW\LY
FTARY v TROT-DIZ, Firewall Chassis Manager % 721X FXOSCLI Z#f#H L, [ASA Upgrade
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isas00 nsH v L—k [

Gulde.ﬂ DT 7T —RFIBIZHES>TFXOS Y 7 b =27 OH WA= g VAR EHFONA—T g
VNZERELET,

ISA3000 DA L—FK

AT L — RTiE, ISA3000 T /L CLUL FOMEELZE T 570D a— M0y FINTFEEL
F7,

« T—h A A=V ar7 4¥al—a0D27 Y7 (cear configureboot) ,
s WA A=V A~DT— b 4 XA—=TDFRIE (boot system)
s (XFvay) BT 7T 4= a3y ¥—0OAJ) (activation-key) .

cFITaALr T 4 X2l —Ta DAY — T v T ~DRAFE (writememory) , ZHUTEY .
BOOTEREAZ WA A —VICHELET, 20D, Vue— K5 &Eng A—Un
n—RFaSnET,

eV ar T 4 X2l =g DR I T TR —NT v a7 4 Fal— g0l
22— L %7 (copy old config_ur startup-config) ,

« Jo— K (reload) ,

1R BHEIIC

I

c ZOFIETIZT v I L — RTBHEIZASA DY 7T v FREEXITIONLERH H -0
HWREEZETT DI ENTEET,

FIE

AT w71 [Tools] > [Downgrade Software] % &R L £,
[Downgrade Software] %A 7 1 7R v 7 ANEKRENET,
ATY T2 ASA A A—T D4, [Select Image File] 227 U v 7 L,
[Browse File Locations] # 1 7 & 7R v 7 ANFRINET,
RTYT3 KOWTNILOFT v ar KL &2 v LET,

* [Remote Server] : K w7 Z 7 J A KT [ftp]. [smb], [http] DT InE IR L, LIA]
DA A=Y T7ANDNRAEANTLET,

* [Flash File System] : [Browse Flash]| %27 Vv 7 LC, B —A/V 7T v ¥ a 77 AV AT
(ZHDLRIDA A=Y T 7 A NVERIRLET,

AT w 7 4 [Configuration] C [Browse Flash] #7 U v 7 L, BATRIORE 7 7 A LV E2EIR L £,

YIrwz7ssUavIqFaL—var |
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B roe=

AT TE (EE) RN—Var83LVbLEinT 77 4 _X—T a3y F—ITRTHAIL, [Activation Key]
74—V RTURIOT 77 4 X—=va v = A LET,
AT 76 [Downgrade] 7 VU v 7 LE7,

J2714ILDOEE

ASDM |21, HARW 27 7 A WEBRX A7 B EATT D DI 7 7 A VEEY — L B> b
BDHABEINTWET, Z77ANVEHY—LICLD, 77y v a AEVIRGFESNTND 7 7 A
NDOFER, BE), 2 — BLOHIRR, 77 A 1v0igE, BXOVE—F AL —U F31
A (DU RNBRADN) OT77ANVOEREITH) ZENTEET,

)

GE) =L FarsyxAhET—FROBES., Z2OV—UWIVATLOEX2YT 4 2T F A NTE
FEEHCcE £,

TJ74AILTIOERADETE

ASA CTliX, FTP 27 947 b, X2 T at®™— 227147 b, FTXTFIP 7 A4 TV b &
FEHTEET, /2. ASAZEF a7 abt— P —R"—LLTRETDHILHTEDD, =
VEa—ZTEXaT at— 74T v MNEHTEET,

FIPS5A4 7>k E—FDHRTE

ASA TiE, FIP Y —R—=L DT, /1 A=Y 77 A NRar 7 4 Falb—ar 774D
Ty7a—RRBLOE e — REFTTEET, Ny T FTPTIX, 774 7 > Ml
B LT — oM T ARG LET, Ny T = R TRT— 28RO T AT & 78D
==L, ARIORKEDOHEFICE N TY vy AL TR — hEBEINELE L TELET,

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [File Access] > [FTP Client] ~<A >~
C. [Specify FTP mode as passive] = v 7 KR v 7 A& A NI LET,
AT97T2 [Applyl 227 U 7 LET,
FIP 7 A7 bDary7 4 Xab—a UPNERIN, TOEEFNERETaAL T 4 X2
L—ya VICRIFSNET,
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AsAtx27aE—5517 toEE [

ASAEXa17aE—USA472 FDETE

FIRr

ATy T

ATy T2

ASARSCP 7 A7 v hE LTENET 25AIX, copy 2~ REFEHA L TSCP 2R ETEXE
7

SCP D7 —~ Alx, HATIHEALT LITY XACHIBRERFELET, T 740k
C. ASA | 3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctr DJEIZ T /L
Y AhZmX AT — M LET, BRENTHEADOT /LAY X (3des-cbe) DNEIR S L7255
A, aes128-cbe 22 ED—JBRIHEA T VT Y RLAPRIRSNTHE LY bRIBIZAST7 +—~
APMEFLET, RSN THAEETT 2120, [BRE (Configuration) 1>[T/34(4 RE
1 (DeviceManagement) | > [5%#l (Advanced) ]>[SSHEESE (SSH Ciphers) | <31 > & fli A
LET, & xiE, [ARA L (Custom) | ZEIR L T aesl128-cbe 127X E L E T,

1R BRI

« SSH N— 3 > 2 55t Vil — 9 5121X. ASA DT A & o AT 72 k5 51k
(3DES/AES) 7 A v ANMNIETT,
HRHREIN T RWNEY vV F 2T F A = RTIE, VAT LAETAR—R
TROFEEZEITLET, VAT L a7 4 Xal— gy EB— RIIA>THARN
%A, [Configuration] > [Device List] XA > C, 777 4 TR T /A ADIPT KL AD T
H 5 [System| X T N7 ) w7 LET,

* SCP H—"—DEIE, [SSH T 7 ADKIE] 124> T Cisco ASA T SSH #H %0 L
EE

ATHRARET—RICEoTROLHICERARY 5,
o V7V E— RO, [Configuration] > [Device Management] > [Management Access] > [File

Access] > [Secure Copy (SCP)] DJEIZER L £,

« v /LT ET— ROHE | [Configuration] > [Device Management] > [Device Administration] >
[Secure Copy] DNEIZER L £,

(7 ay) ASA TSSO SCP Y —/"—D SSH AR A ¥ —%RF LET, LEIZGL
T, ASA T —F RX—AN L FETYH— "L ZOF— %2 BME-ITHIBR T 7,

F—Z BT 2I2iE. ROFIEEZETLET,

a) LW —NR—0D[Add| %7 Vv 7T D50, FIIIEFTELSSHAR FOT—T A0 5
P R—Z IR L, [Edit) 227V v 7 LET,

b) B LW — 83— [Host] 7 4 —/L RIZ, H——D P 7 KL A% AN LE T,

c) [Add public key for the trusted SSH host] = v 7 7R v 7 A% A N LET,

d) KOWTNILOXF—ZHRELET,

YIrwz7ssUavIqFaL—var |
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YIrYITELVIYTaFaL—2ar |

B asatFrPosc7 rosaBE

ATvT3

ATvT4

cTAVH=T VU b T TNy Y a SRTWAF—E AN LET, 728 2, show
S~y ROWANE 2 E— L% —TF,

e % — :SSHAEA MDARF—FIINyva2firx AN LET, F— AU 713V
£— k E'7 D Base64 THEAL SN RSAARF—TT, A—7F2SSHZ T4 7
MNH (FWHz 5 & sshfid rsapub 7 7 A D) ABF—EZES TX £9, Base6d
TR SN2 AB T — 255 L7-t%. SHA-256IC L > TEDOF—N vy o SnE
R

XF—ZHIRTAHI21E, EETESSSHARA FOTF—F b —"—% %R L, [Delete] & 7
Vo7 LET,

(A7vay) HLOEA M= S & ZIT@MEZ D 21E, [Inform me when a
new host key is detected] F= v 7 R > 7 2% AN LET,

FIFILET, ZOF T a AIBNRo>TWET, ZOF T arBARx—T o>
WAEA, ASAICEERMESN TR A M —2Fr EI3ER T2 Lo ckd o E
T, TOF T ar BT 4 =T N TWDBEE. ASAITIBEIRFEENTZZ &R RnikR
A N—Z BEIZEFAT L E T,

@A (Apply) 1227 VU2 LET,

ASATFTIP U SA 7> FDINRERTE

FIE

ATy T

ATy T2

ATy T3

RATv74

TFTPIX, Bl s T4 7> MNP —"— T 7 A VEET v h 2T, RFC783 3 L TNRFC 1350
Rev.2 THEENTWET, TFTP y—_"—L DO TT7 7 A LEZabt’ —T&x 5L 912, ASA %
TFTP 7 A4 7 FELTHRETEET, JHUTEY, 274 Falb—var 774 1%

Ny 7T o7 L, TNHEBED ASAIZT v/ F— K T&EFET,

ZZTIE, TFTP ==~ DX 2 HHEFR TE D72, copy 6 LU configurenet 72 & D =
~ Y RCANTLUMENRRL 72D £7,

[Configuration] > [Device Management] > [M anagement Access] > [File Access] > [TFTP Client]
DINEIZEIR L, [Enable] F = v 7Ry 7 A% A N LET,

[Interface Name] K2 v 7*'Z 7> URA kv, TFTPZ A4 7 e LTHRT A 4 —7 =
A X% TR ET,

AT 4 Xab—v a3y Ty ANORIFIEE T D TFTP —/3—0D IP 7 R L A % [IP Address]
T 4=V RIZALET,

a7 4 Xal—ray 7y ANVORLESEE T D TFTP — /" —~D /32 % [Path] 7 4 —/L R
WA LET,

i : /tftpboot/asa/config3
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seI T |

AT9FT5 Apply 227V w7 LET,

<ok RA Y FDEM

CIFS~¥WU > h BAYVFEFRIZFIP~ T2 h RA Vv FEBMITE F9,

CIFS<T™ > b RA4 v bDiEM

FIE

ATy I

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATy T1
ATvT8
ATvT9

ATy 710

ATvIN

Ml A v =y b 77 AN AT (CIFS) ¥~ 7 v b RAV ME2EFRT DL, ROFIE
EEITLET,

[Configuration] > [Device M anagement] > [M anagement Access| > [File Access] > [M ount-Points]
DIEIZER L, [Add] > [CIFSMount Point] DIEIZZ U~ 7 LE T,

[Add CIFS Mount Point] %A 7 & 77K v 7 ANRFRSNET,

[Enable mount point] = v 7 AR v 7 A% A NI L E T,
ZhiZkv, ASA EDCIFS 77 AV Y AT AN UNIX D7 7 AL Y U =T SN E T,

[Mount Point Name] 7 « —/L RiZ, BEFFD CIFS BNFEAET DALE DL AN LT,

[Server Name] 7 4 —/b R E 721X [IP Address] 7 4 —/V RIZ, ¥~U > b RA v FEET L0 —
N=DAFETNLIP T RLRAEZ AN LET,

[Share Name] 7 4 —/L RiZ, CIFS —/N— LD 7 4+ VX D4RTEZ AT LET,

[NT Domain Name] 7 «# —/b RiZ, +—_"—WHEET D NT KAAL OL4RIEZAT LET,
PN KT DT 7 AN VAT LD FERAISNTND 2= =DA%, [User
Name] 7 « —/V RIZ A LET,

=Rl T 7 7 AN VAT LOR T FERATENTNDL—F—D/RAY — R
[Password] 7 « —/V RIZ A LET,

[Confirm Password] 7 4 —/L RIZ/NAT— REF AT LET,

[OK] #72 VU v LET,

[Add CIFS Mount Point] 4 7 2 7R v 7 AR L ET,

[Applyl 27 V v 7 LET,

FTIP< 2k RA 2 FDEM

FTP v 7> h A FOBPA. FTP F—_R—|ZIZ UNIX DF 4 L7 FU U RN ZZ A LR
B4, Microsoft FTP #— X— (21X, T 7 /L F CMS-DOST 4LV 27 FU U A K A& A LN
HYET,

YIrwz7ssUavIqFaL—var |
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B - regmv—n~o7stz

FIE

&

ATvT2

ATvT3

ATvT4

ATvT5

ATy T6
ATy T1

ATvT8
ATvT9

ATv710

ATvINn

[Configuration] > [Device Management] > [M anagement Access] > [File Access] > [M ount-Points]
DIEIZER L, [Add] > [FTP Mount Point] ®JIEIZZ U v 27 LET,

[Add FTP Mount Point] # A 7 &2 7R v 7 ANEREINET,

[Enable] F= v 7 Ry 7 AZEIRL T,
THUZEY . ASA FOFTP 77 AV AT AN UNIX D7 7 AV VU — 28I FET,

[Mount Point Name] 7 o —/V FiZ, BEED FTP NFEAET HDALE DL RTA A LET,

[Server Name] 7 4 —/L RE 721E [IP Address] 7 + —/V RiZ, ¥~ T > h KRA >V M EEET S —
IN—=DZRTETNLIP T KL AEZ AN LET,

[Mode] 7 4 —/V R T, A7 a > R¥ L ([Active] £721d [Passive]) #27 U v 2 L CFTPE—
NZEIR L ET, [Passive] E— FEZERLIZGE. 7747 Tl FTP =2 b m—/ L5
T AN E BICEBILET, PN, ZoERE Y v AT LR — FOFE S TINE
LET,

FTP 7 7 A /b % —"~DF ¢ L7 kU /X324 % [Path to Mount] 7 « —/v RIZ AN LET,

P N=ZKT 277 AN VAT LD T FERBAENTWD 2—F—DAHI%, [User
Name] 7 « —/V RIZ A LET,

=Rl T 7 7 AN VAT LD T FERATENTNDL—F—D/RAY — R
[Password] 7 4 —/L RIZ AT LET,

[Confirm Password] 7  —/L RIZ/SAU— RE&F AT LET,

[OK] %2 Vw27 LET.

[Add FTP Mount Point] # A 7 @ 7R v 7 A U £9,

[Applyl 27 UV v 7 LET,

TJ74ILEEBY—ILADT7 71X

FIE

ATy T

T ANERY —VEERT ST, ROFIEZIATLET,

AA L ASDM 7Y r— a3 74 R T, [Tools] > [File Management] OJIEIZ SR L £
j—o

[File Management] % A 7 2 7R v 7 ANFRINET,
s [Folders] =+ 12X, T4 A7 EICHDH T A NERERINET,
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T 74 ILDERE .

« [Flash Space] I1&. 77 v a2 AEY OFFHERE ., EHRRAET)VAEEZRLET,
o [Files] fEIBICIZ. BHR L= 7 L Z D7 7 A MTOWVWTRDIERNFRENET,

« 82

T 7 AN

e A X (A NHUT)

« [EIER]

CERINLETrANOREH (F—Far 74 Xal—vary, T—h A A=V 754
by ASDMA A=Y 77 A4 ), SVGCA A=Y 77 A, CSDA A=Y 77 AL, £
721X APCF A A=Y T 7 A)V) Zond, AT —H R

ATvT2 BRULETZ77ANET T UWFIZERT HIIE, [View] 227 U v 7 LET,

ATY T3 BRLET7ANEEYVERSTRHIOT ¢ L7 M VIZETD AT HI121E, [Cut] 22 U v LET,

ATYvTA4 BRULEZ77ANEa—LTHIOT 0 L7 B UICREY T 5121%, [Copy]l 27 V w7 LE
7

ATvTEs  ab— L7 7 A NVERR UGN 0 1 210X, [Paste] 7 U v 7 LET,

ATFvTe6 BRLETr7ANETTva AFVNHHIERT DI, [Delete] 227V v 7 LE9,

AT9 Tl TrANVDOLARTIEEET SHIZIE, [Rename]l 27 U v 7 LET,

RTYT8 TrANERGETDHT 4 V7 N EHHMERT S, [New Directory] #7 U v 7 LE7,

ATw 79 [FileTransfer] ¥ A 7 v 7R v 7 A% <1Z1%, [FileTransfer] #27 V v 7 LET, FEMIZOWT
X, (774 0ofEsk (1554—2) | 22 LTSN,

AT w710 [ManagePoints] ¥ A 7 1 7R v 7 2% B <1Z1E, [MountPoints] %27 U v 7 LEF, FEMIZOW
TiE, v b RA OB (133=Y) 22 LTIEIN,

774 ILDERE

File Transfer >V —/WiZ XV, a—bNMilHb 774 VEVE—MIHDET7 7 A NEWHETEE
T PCEFIT T Ty a 774N VAT LAOE—H)V 77 A% ASA L DO THEETX F
4, HTTP. HTTPS. TFTP. FTP. E7/-I1XSMB ZfiH L T, ASA ¢ DI TY 7 A L ZHRET
%i‘é—o

\}

GE)

IPSSSPY 7 h U =7 EV a—/LOPE. IPSY 7 7 =7 % disk0 12X 7 o a— R4 BRI,

7Ty a AV EBL50%DEENHDH L EHERLTLIZEE N, IPSEA VA h—
NTDHEXIZ, IPSOT 7 AN VAT LHIZNETZ 7 v ATV D 50% B THRIINET,

YIrwz7ssUavIqFaL—var |
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B c-rirceosysamicorr (s

A—AJIPCETSYABITD I 74 ILERE

FIRr

ATy T

ATy T2

ATvT3

ATy T4

O—HJNVPCETTvvadZyANTVATAEDOETT 7 A NVEEET HIZIE, ROFIEESE

TLET,

AA Y ASDM 77U r—a v 74> KU, [Tools > [File Management] DJIRIZER L F
7

[File Management] % 4 7 2 77K v 7 ANERINET,

[File Transfer] DR{IZH D FRAIZ 27 Y~ 27 L, $iL T [Between Local PC and Flash] 27 U » 7
L/i‘j‘o

[File Transfer] # A 72 7Ry 7 ARFRINET,

n—ANPCELIET7 T via T AN VAT LDELLINT, Ty — RNERIFF Y~
n—RLEWTZ 7 A VZ@R L, BRIOBENZ N7 v 7 LEd, £72id, m—A/L PC 7213
7T vva TrAN VAT LADELLINT, TyFr—RNELFFvra—RLiEnZ 7 A
NWEERBIRL, ARAVEZITERNZ2 ) v 7 L, BOGITIC 7 7 A VEEEE L ET,

ST L7265 [Close] 27 U w7 LET,

JE—FHY—N\—¢T59aBTDT 74 )LERE

FIE

ATy T

ATvT2

ATvT3

RATvT4

VE—h P —R=LT7 T2 T7AA NV VAT ALEDMTT 7 ANV EIRET DI, ROF
g% 21T L E T,

AAL L ASDM 77V r—a v 74 KU T, [Toolg] > [File Management] DJIHIZEIR L &
j—O

[File Management] % 4 7 2 7 7R v 7 ANKRINET,

[File Transfer] K2 v 74> UA NCTFREIZZ Y v 27 L, [Between Remote Server and Flash]
7y LET,

[File Transfer] A 7 2 7R v 7 ANERRINET,

VE—h == 7 7 A )L EHEET D21, [Remoteserver] 47> a a7 U v/ LE

R

R RICIR DY) — A T 7 ANV EEZELET,

a) (FTvar) ASANY—A_"—LOBEIENTLIA =T = AZ2EELET, 1
B —T A ZAERELRWEE, ASAITEBRGHOV—T 4 7 T—TNVEF v/ L
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ATvTh

ATvT6

ATy T17

ATvT8

ATv79

ATy 710

YE—kH—n—tT5vvamcorr (LR [

F9, T TCHRRONLRWGAIET S DNV—T 4 T T—T N TF 2y LE

0 = —

To
b) V= N—DIPT RLAEEDT 7 A VDFFT~D/ A ZRIR L F 7,

GE)
7 7 A NVHEEITIPVA BEZIPV6 D7 RL 2 Z YR — K~ LTWET,

¢) FTP O¥AIFY T— K = —D X A 7% HTTP £721X HTTPS AT £ — k ¥—
N=DR—= b FEZEZANNLET, AR FIP A F1TRO LB T,

cap: /Xy 7 EF— RO ASCI 7 7 A )V
san: Ny T E—FRDASCI 7 7 A /L
cip: Ny VT FT—= RO F U LA A=V Ty AV

ein: FRNYTT E— RO FTY A A=V Ty AL

T7Tv a7y AN T AT AND T 7 A NVERRET HITIE, [Flashfilesystem] 472 3 &3

RLUET,

7 7 A NVDIGFT~D /A% ANJ1T 57>, [Browse Flash] 27 U v 7 LTC7 7 A VDOGFT &R E

LET,

F72, CLIICKY, A — | T v a7 F¥alb—vay, FTar7 Xalb— a3,

FLESMB 7 7 ANV AT ANL T 7 AN E I —FTHZ B TEET, Copy v RO

T IEICOWTIE, CLIZY 7 4 Xalb—yary A FE8RLTIEEN,

T D7 7 A NVOMEEZERLET,

a) 77y va T AN TVAT AT 7 A NVEERET DHITIL, [Flash file system] 472 3 &
BIRLET,

b) 77 ANDHFTA~D/SRE NT)T DD, [BrowseFlash] %7 V w7 LCT 7 A L O&T & f5

E]\/\iﬁ—o

VE— b P —R—I27 7 A VEERET HI2IL, [Remote server] 73 3 V28R L £,

a) (I7var) ASABY—N"—LDBEIHENTLA =T =f ZAZHEELET, 1~
2—T 2 A AERELZWGE, ASA IXEBREHOV—T 4 7 T—T NV ETF =7 L
FT, S TCEBRAOPLRWERIEIT S DON—T 4 T T TN ETF v LE
—g—o

b) T ANDGFA~ONRAE A LET,

c) FTPHREDLGAIXZ A TH AN LET, B ZA TITRO LB TT,

sap : /Xy 7 E— ROD ASCIl 7 7 A )V
ean : XNy T E— KD ASCI 7 7 A )L
cip: RNy T ET—RORALFY L A=Y T7 A )L

sin: FENV T FT—FRONRA TV S A= T7A )L

[Transfer] 227 V v 7 LTCT7 7 A MinikZBtG L £ 9,

YIrwz7ssUavIqFaL—var |
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B ossacx—o asOM, B&URE—FFyT LT FaL—L 3 OBRE

[Enter Username and Password] % A 7 12 77K v 7 ANEK RSN ET,

2FvIN VE—F P—nN—Da—P—4, RNRAT—K, FAA L WEREES) PERENET,
ATFYvT12 [OK] %227 Vv 7 L, 77ANMGREEHITLET,

77 ANMEET O R BN LGERH Y T, BTRTTL2ETBRLITEIN,
ATV T Ty ANVERENRTE T L7=b [Closel #7 U v 7 LET,

4

ASA A A —  ASDM, BE&EUVREZ—+T7v T 2T«
Fal—2a DHRE

D ASA FT2IXASDM A A —URHLLEIX. 77— T D54 A=V EBETHLENRDH D
FT, A A—TVERELWERIIT 74NV DT — b A A=V BNMEH S, TDOA A =%
BERENTZHOTIERWAREERH Y £4, AF¥— T v ar74F¥ab— a3 TiE &
FSUT, BLT 4 L2 R TIERSEBREND T 7 ANV AT LAND T 7 A VEFRETE
3

WDETNDHA RTA BB TN,

* Firepower 4100/9300 ¥ —3 : ASA D7 » 77 L— RIZFXOS IZ L » TEHINLET,
ASAF XU —FT 4T VAT LANTASA %7 v 77 L—RT5Z EILTERNED,
ASA A A—VIZxLTCZOFIEEZFEH LN TL &, ASA & FXOS [Z@slcT v 7
JL—RTE, FXOST 4 L7 bV UR MIBIAIZRRSNET, ASA Ny I — V2l
T ASDM N EFNTWVET,

* Firepower 1000Cisco Secure Firewall 1200/3100/4200 : ASA, ASDM, B IX O FXO0S DA A —
P12y =PI R SRTWET, Ny r—V 0B, ROFIEE
AL CTASAIC L - TEHENET, ZHHDT Ty b7+ —ALTIE, 7= D1 A—
DET DT OIC ASADMER SN ETH, BMELROIAD=ALFT LT —ASA LT
B0 FEF, SOV TE, UToa<r ROFMBEESR LTI Z X0,

e T LD ASDM : ASDM X ASA AR —FT 4 VTV AT LNMBET v T L —RT&E D
7o, N RVEiTc ASDM A A=Y DR 2T 20 8I3dH Y £ A, Firepower

4100/9300 TiX, FEITTY v 72— 425 ASDM A A —JILFXOS A A— U R MIFETw
INFE¥A, ASADS ASDM A A —V 2 EBTHIMNEND Y 7,
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ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

A

(E)  ASANRURALET 77 L—K45E, FU4RTD (asdm.bin) T
BB, N RILVNOD ASDM A A — 2% ASA _EDHID ASDM
N RV A A=VIZEEHDYES, 270, Ty7u—KL7
BDASDM A A— (7= & 21X asdm-782.bin) % FH) TR 5
LAV RAT T L= BB ERER A A—UBMEH S
NET, BEHMEDOHHASDMA— g U2 FETLTWAD Z & &
BTBHIE, RURLVET v T 7L — R4 AHIICASDM & T v 7
TL—RT50, £FRIXASANRY FLET v 77 L— R4 5HH
HIZ, 2N RV ENTZASDM A A —3 (asdm.bin) Z{#HT 5 X
I ASA ZHRETLHDMLENDHY £,

o ASA AR : FIHIE ARED ASA AR /X 75— Tlt, ASA A A — VW54 HL Y B boot:/
N—=T 4 aVIIEEINET, ASARE 27 v 77 1L—RTHRE, 77 v aAE
UNDORDA A= FIEELET, B Tar 74 Xalb—arid 27 V7458, ASAKR
FIITDOREOA A=V — FT5 L9105 2 LITEE LT E S, IHBEARED
ASA AR Xy r—UNZiX, 77 v a AEVICRE SIS ASDM A A—YHEFEN T
£79, ASDM A A= ZERICT v 77 L — R T&E £ T,

o diskO: IZHNERAEY T, TOMD KT A4 7&K 1L, USB K74 7, SSD. SD I — K73
CoNEA N L —VRFRLET,

WDT 7 v FiREESHR LT IEIN,

s ASA A A—:
» Firepower 1000Cisco Secure Firewall 1200/3100/4200 : LLRGFEIT L CWo T — hA A —
7 —hLET,
«ISA3000 : W7 T v v a2 AFE VN TROMSIZRYOT TV r—va A A—T%
T—hRrLET,

o ASARAR : BN IBER L7z & EITERR S iz, FiAE D HEHD boot:/ 7S—T 4 a3 v
WZHhHA A—=C%T— M LET,

* Firepower 4100/9300 > % —3/ 1 KO ASA A A—Y %7 — b $ 50 E FX0S ¥ A7 A
CE-oTRESNET, ZOFHEFEMLTASAA A=V Z2RETHILIATEE
RENVS

e T RTDASA FOASDMA A —2 - NEN 7 T w2 AEFYVNTRO- 7= (ZOEATNIC
ARA—TUMNBRPNEEIFANEB T T v AFUNTRONST) FHHIO ASDM A A —T%
T—hrLET,

A= NT v a7 4 Xal—ary TNV ET, ASAIX. BL77 AV THD
2B — T o T a7 4 X¥al—arnb T —kLET,

YIrwz7ssUavIqFaL—var |
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B oAsavx—o ASDM. BEURE— b7y T AV T FaL—La0RE

FIE

&

ATy T2

ATv7T3

ATy T4

ATy TH

ATvT6

[2%E (Configuration) 1>[7T/34 XA & (Device Management) | > [V AT L A *A—JIRE
(System Image/Configuration) ]>[7— bk 4 A —/58%E (Boot Image/Configuration) ] % 3%
RLET,

Firepower 1000Cisco Secure Firewall 1200/3100/4200 : 1 DDA A =Y DHBINTE £9, HL
WA A=VILT v 77— R 25561F, DENCERE LA A=V ZHIBRT 2 0ERH Y £
T, COEFEZHEATLE, VAT AL TT 7V arNEITENE T, VAT AEA A—
DERGEE L TR L, 7 — MEAT (FXOS IZ X » TEELEN D disk0 DNEET 77— 3 ») (2=
E—LFET, ASAZUn—KT5L, HLA A—URue—RNERET, Ve— T35l
BELTLESY, T=Fr A=C0BMEHIRLCHEHT L E, 7—balr—Ta b
LA A=V EHIBRCTEE T, ZO70, BUEOA A—VIIB&mEIfTanEd, Z0LH
M L7k, ASADT7 7 v a2 AEFUMNLILDA A=V 7 7 ANVERIBRTHZEHTEE
T F2. ASAITT— MEAMOLELSEEFHLET, hoET L EFRRY RFX— T v
AT 4 FK2lb—alNOZOav s RiE, 7— M A=V EBLEEA, UV a— i
WX, Bglca— RENET— M A A—UPFIZFATEINET, Cisco¥ 7V om— KH¥ A b
Hba— RTXLDIE, DT 7 ANELDA A—SDBTE, T ANLEERL-SEE1Te—
REnEHA,

ASA R KU ISA 3000 : EZENA A=V L THEHAT LIS T VA A=Y T 7 A VT, a—
BNV ADOFETIRETEET, FLTFTP Y — =D A A=V % 1 DFREL T, TI0HT
WA A% T —FTEET, TFTP b —"— TN SN TV DA A=V ERET DAL, 0
T ANEY A NNOLHEIZHET DILERSHD T, T AR, f A—TDu— RFxTh

TFTP — NICEFETERWEAIE, 77 vy a AT VIHEESATWHD Y A FHROKROA

A= Ty A D — RNRITEINET,

[7— b A A—2/F%E (Boot Image/Configuration) |34 > C[EM (Add) 127V v 7 L%
R

T—hTEHA AT EBRLET, TFTPA A —V DAL, [7 7 A V4 (FileName) |7 4 —
U RIZTFTPURL Z# A/JLET, [OK] %227 Vv 7 LET,

[E~%E) (MoveUp) AR %Z > & [F~BE) (Move Down) | RZ U ZHH L TA A —TDIRE
A~ R ET,

(A7 ay) [7— FEEZ 7 A /v 73 A (Boot Configuration File Path) | 7 4 —/L FC, [V
7 v akBM (BrowseFlash) %7 Vv 7 L Tar7 4 FXal—rarZ®RIRLTAX— |
Ty arza4Xal—vary 7y ANVERELET, [OK]Z27 Vv 7 LET,
ZOMREIE. BLT 4 L2 FUICIRE SR WK RRELFHT 25 8ICHE T, KB
RREERGTDHE, WMOTZT—RAve—UNRERINDEXIE, RbviIcZoa~vr N
BHLTEREEZH LT 7 A VITRIFL TS 230,

$Error writing. nvram:/startup-config (No space left on device:)

[ASDM A A —3 77 A L /3% (ASDM Image File Path) ] 7  —/L R C. [7F v 2 %5 H
(Browse Flash) 1227 U v 7 L TA A=V ZBEIRLTASDM A A—TZEELET, [OK] %
70y LET,
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AT XIL—VavEERTOMD T A LDy s Ty TR [

AT 7T [Applyl 27 VU v 7 LET,

A 74X L—2a3 FREIEFQMD T 7A4ILDINY
HT7yTEETT

VAT AEEIHA T, ar 74 Fal—vay Ty A NVIREDV AT A T 7 A NEEHIN
RNy T T H T LR LET,

REBRVATLNY YTy TEEIFETDET

WOFETIE, 274 FXalb—2alBIUOA A—=VDzip Ny 7T v zip 7 7 A/ ~D
Rl T o TBIOMETHIEE., FOT77AAD0O—HL 32 E 2 —HF ~DEESFHEIZHONT
ML ET,

N Ty TEEERERIIRT B

e N I Ty FERITE L ERGT D, Ny 7T v TP EIRE SN TR T ¢
A7 &6 300 MB HAMENH Y F9,

CASAIL, YN arTX AN E—RTHALLENHY £,

Ny Ty THRELIIA I T TR T 4 Fal—a VEER LS, FOE
FRNRIIN I T v NGO NFETA, NI T v TOFTHRIZary 7 4 X2l —T3
VEEFBLCOLETEEIT LGS, 20ary74Xal—var0fRiTEEXSH
FT, MRELT, ASAITE B ZTHZLLHY £,

e —EICHITE DNy I T v FEIFETIT 1 DT T,

e AT 4 X2l —va ik, TONRNY I T v T EETLIEEXLFRL ASA N—V 3 (T
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V7 4FXalb—vay, EHrarvaFal—rar, BLXOTAT T 4T 4 iEHED
HTT, 2=y FZEIZHA Ny 7 T v T EERBLOMETT AL ERH D 7,

e T2 LA —NR—Z AT HEE. NI T v TOERBLIOETIX. 77747 2=y
NEAZNA 2=y MR L THIAIZIT ) LERH Y £,

CASAIZVAE — NRATL—RXEHRELTWAESIE. ZTOFEBTHER LEAv I T v
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SRTFLDING T T

ZOFETIEH., BEBRVAT I RN I T v 7T 2FTTHHIECHOWTIHHALET,

N

GE)

Ny 2Ty 7 T o APMELELISEIE, ASDMIZay 7 4 Falb—rarzua—RT5720H
DO+4372 AV BIRWATREEN H VY 97, Java =V —/LC [java.lang.OutOfMemoryError |
AyvE—VZE=H—LT, AEVARRBHETHLNE I D EHRTEET, ASDM AEY

FIE

&

ATvT2

ATvT3

ATv74
ATvTH
ATy 76
ATvT1
ATvT8

ATvT9

ATy 710

ZHEIRFIZIE, ASDM 2> 7 4 X2 b —3a v AFYOHAKEZER LTI,

AU a—F LIZT A VEEER L, NI T v T Ty ANVERFELET, 25T5HE, KT
BT 2L EITHELTL R ET,
[Tools] > [Backup Configurations] % #R L £,

[Backup Configurations] % 4 7 12 77K v 7 ANFK/RSFLE T, [SSL VPN Configuration] fEIE D T
KHZ27Y w27 L, SSLVPN 227 4 Xal—2a DRy I T v 7 A7y a 2R LE
T, TIANETIE, TRCOary 74 Xal—var 774 VRF=y 7 Sh, FAIATES
BEWIINy s Ty FENET, VA NNOTRTOTZ7 7 A NVENNy 7T v 7T 511, FIA
SIS ET,

Ny T o7 THar7 4 FXalb—rarzBRT55513, [BackupAll] F=v 7Ry T A
EA7ICLET,

NPT T FTHX3TarOMICHLTFT =y IRy 7 Aed AT LET,

[Browse Local to specify a directory and file name for the backup .zip file] #2 U v 27 LE 7,
[Select] XA TR TRy 7 AT, Xl T v 77 ANERENT LT L7 ) ZRIRLET,
[Select] 27 U » 7 L¥7, [Backup File] 7 4 —/L RIZNANRRINET,

FTAVY MY RADRIIN I T v 7T 77 A NOGIDOLFHEANTILET, Nv I T v 777
ANVDARTOE SIE, 3 ~232 LFORTHLILERDH Y 77,

[Backup] 7 V v 7 LE7, GEHEEZ Y 7T v 7T 555, ASA TYAHX— RAT L—
AEMEH L TWAHEEEZRE, TNy I T v IR ITSNET,

ASA TR RH = NRATL—=RAZREL, A X—=T ML TWDLHE. Ny 77T v 7 a2kiird
HENS, YAZ—=NAT L —=ARAARIGEITEE S5 2 L 2T 285 A v —UNFER
SINFET, vAX = RNAT VL —ANRD0No TWAELEIE, Yes]Z27 Vv 7 LT AR I T v
ZHATLET, DAEAFEEZ ANy 77 v 7258 5RE, TSIy 2T v IR TSN E
—é‘o
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FERTDHONAT L= AT HIIITROENFET, NATL—XBANTDHN, Fi-
TZOFNEEZ Ay ST ENTEET,

GE)
IDIFAELS IR O a R Lo TRy 2 T v FENET,

AEFAEA R 53 521X, [Certificate Passphrase] % 4 7 170 7' 7R w7 A CREBHED /(A7 L —
R ANBIOWER L, [OK] 227V v 27 LET, AEAZEOETTRHINE L 25720, 2
DEAT AT Ry 7 R AT LI NAT— FE2FEZ TELLERH Y £,

e[CancellZ 27 U v 273 5&, ZOFIENAX Yy T Ei, sEHFEITINYy 7T v 7SN ERE A,
[OK] £7ziX [Cancell 227 VU v 2735 L, T <INy 7T v I BNHmBINET,

ARTFYTIR2 RN T vTRETTHE, AT—X A7 4 KUK L., [Backup Statistics] A 7 12 77K
T AMER I, N ETITRDOA v E—U PN RSNET,
()
RNy 27 w70 VR AvE—VI3ZORE, BESNIA TOMFOa 7 ¥
L=y a UBFE LR WG EICR R ENE T,

ATw 713 [OK] %7 Y w7 L., [Backup Statistics] #1727 Ry 7 A&ALET,

Ny 7y TDERT
ziptargz 7 7 A NIPHR =NV PCITE LT H AL 7 4 Fal—a R0 A=V EIEELE
ﬁ‘o

)

GE)  HEx7oavANMELELZEAIE, ASDMIZa2 V7 4 X alb—varika— RT57200 1457
AEYNRWAREMERH Y 77, Java 2V —/L T [javalang.OutOfMemoryError| A v t&—3
HE=H—LTC, AEVARRDETHLINE I D ZEHEZRTEE T, ASDM AE Y ZHETIT
X, ASDM 2> 7 4 X a b —va Y AEYOHEREZRLTIEEN,

FIE

AT w71 [Tools] > [Restore Configurations] Z %R L £,

AT 72 [Restore Configurations] % 7 1 77K v 7 A C, [Browse Local Directory] %7 V v 27 L, v©—7%
Nara—X O, HIXTHA T 4 Fal—ralrNEENTWD zip 7 7 A L& ER
L. [Select] #7 UV 27 L¥7, [Local File] 7 4 —/L RIZ/XR L zip 7 7 A VA NFRINE
D
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#Ie7 5 zip 7 7 A /L%, [Tools] > [Backup Configurations] 47" a » && IR L TER L= H D
ThHULENRDD £T,

ATYFT3 [Next]Z27 U7 LET, 2-2HD [Restore Configuration] % 1 7 12 7R v 7 ANFRINET,
BT a0 74 X2 —yaryOfIChbrF vl Ry A4 LET, R
RTHOSSLVPN 2> 7 4 FXal—alrRNF 740 hTERINTHET,

ATv T4 [Restore] 7 YV v 7 LET,
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LT, BHEEAMMZLET,

BEINY I Ty TEIVETDERE (ISA 3000)
ISA 3000 Tid, REZMRFT DN, FEDHBFT~OH NNy I T v T EHETEET,

HEIE T TIE, 88 RREEZSD 77 v v a AE Y —Rica—RL T, HrLWWTF A 2 &
BUCRRETE 9, LHHMEEOT 7 40 Fe%ETIE., BEE AN R>TWET,
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FIE

ATy 1 [#8 (Configuration) ]>[7 /34 REE (DeviceManagement) | > [BEI/N\v Y 7 v TLER
MERTFE (Auto Backup & Restore Configuration) ] DIEIZER L x4,

ATw 72 [AENy 77 v 7#%E (Automatic Restore Configuration) | %4 > 72134712 LT, HEN N
T T EANEITESCLET,

HBEI Ny 77 v T2 /N LGS, REZIRGFT D L. TOREITHBNIANY 7T v 7D
B AF— T o7 ar 7 4 Xalb—2a VIRESNET, Nv 27 v 77 7 A VDL4HE]
% lauto-backup-asa.tgz] T,
WDIRTA—HERELET,
c[ArHF—T x4 A (Interface) |: A7 T /A AA R —VERE LTEHRIC, Xv I T v
7 URLIZEZET D720 DA X —T7 oA A%&HEE L ET, interface name ZHEE L7325
A ASAFEHEROLV—T 4 T—TNEF v LET, TZTERROND
RWERIET— S ON—FT 4 v T—T N EF v LET,

« [$5FT (Location) |: 7T —X DNy 77 v FIMEHTDHARNL—U AT 4 THBEELET,
URL £72130— ANV A ML —U R EETEET, disk0 1 ZNF7 T v =2 KT7A4 7T,
diskl IZUSB1 DA 7> 5D USB AEY 25 4 v 27 TF, disk2 1ZUSB2 DA F =
DUSB AEY AT 427 TY, disk31ZSD AE VU H—KTT, HEETOT 7 4+/L bk
disk3: T,

e [/XAT7 L—X (Passphrase) | : N 7T v I T —FERHET DIODNAT L — REFRE
LET, BEETLOT 7 24 M lcisco] TI,

BEIETDERE (ISA 3000)

HENE Tt — KiZ, 22—V ORELR L TTF AL ADV AT ARTELZE T LET, 72L& 2E, #
FLEARAY I T v TREEEGETSD AT D—FREH LT SNA RHFHEA L, T3 ZADOER
EANILET, TRAADBEEBTDHE, VAT AREEZEILT DLENRH D00 E 5 v Hlkr
THOIZSD I— R F =y 7 INET, (EE, Nv 727 v 777 A VIHIOT S A A
D742 =TV N BELIGEICORGSNET, Xv I T v T T7ANDT 4
="V M, Ny 77y T ERITETCEERICBIEOT S A AZ—FTH L HICEH N
FI, ETDOD, TNRAABRTTIETLEZE T LTWBAEAE, £2E37 3 AR ME D v 7
Ty TEERLTHWDEAE. BEETIIAXTy FENET, ) 74 —7 VU v MZETLTN
METHDZEWRINTODEE, T, RAI VAT AREXEEH L ET (startup-config,
running-config, SSLVPNFRERE, N7 T v TONEFEOZEMIOWTIE, VAT LDy 7
7w (23—=) ZBRBLTLLEEN) , TS RAOEBNTETT5HE, RESNTHE
METSNET,
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T HAREDT 7 4 /L bR E TITHBME TN AE LN ﬁofwét@ TN ADHRRTE & FE
TLRLTYH, SD AEV I—RiIZu— RENTERZEREETH LWT A A ZERICHRET
E7,

FNRA A, VAT AREEZETTALENDDINE I NE T — 7t 20 RNV CILE
THLERSH D=0, ROMMONZEE T =7 LT, T, ANHBETLET— FnE > 0%
BT L, Ny Ty FTREOEFEZEELET, KO ROMMON Z50iH S nE1,

« RESTORE_MODE = {auto| manual}
7 7 #/v M auto T,

« RESTORE_LOCATION = {disk0: | disk1: | disk2: | disk3:}
7 7 /v M disk3: T9,

* RESTORE_PASSPHRASE = key
7 7 4 /L N cisco T,

HEME TRELEE T 510, ROTFIEZFEITLET,

IR HEIIZ
o Z DOHEREIT. ISA 3000 DA TIHEHTE E9,

e T 7 4 )L NOBETLRELEHT 41, SDAEY H—F (4% 5 SD-IE-1GB=) % Hi
DT AMLERDHY F97,

c HEVELZ AN T 272007 7 4V Mk ExE LT 20BN H 5854 1%, configure
factory default =~ > R&HLE9, Zoa~r RNiE, hTJUVAXT LU 77447
T4V T— R TORMEATEET, ZOED, V=T v R 77T T4 —/LE—FD
Gaid. AN firewall transparent =2~ > K& L £,

FIE

ATv 71 [#B (Configuration) ]>[7/3/4 REHE (DeviceManagement) |>[BE#I/N\v o7 v TEER
MDERE (AutoBackup & Restore Configuration) | OJNEIZEIR L 97,
ATw 72 [HEECE (Automatic Restore Configuration) ] %4> £7-ikA4 7 LT, HEETLEHL)
FIFEDCLET,
BILEND 7 74 /VDOL4AEIE Tauto-backup-asa.tgz] T3, BENETEZANITLHHEIL. KO
WNIA—=ZEFELET,
« %57 (Location) ]: 7 —XDECIHEHT LA ML —U AT 4 7T HIBELET, disk0 IX
NEH7 7 v a RIA4 7T, diskl IZUSB1 DA T2 a>DUSB AEYRT 47T
o disk2 |XUSB2DA 7+ 2 DUSBAEY A7 4 v 7 TP, disk31LSD AEY H—FK
TY. 774/ Midisk3 TT,
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B rry—r—roxAaI s FaiL—vaLoRE

s [/SA 7 L —X (Passphrase) |: N\v 7T v ST — R EGHINHNNAT L — X5 ELE
9, 7 74V M lciscol TT,

TP H—NA—~DQEFIAL T 4 F1L—2 3 Y ORHE

TOMEEICEY . BIIEOFETa L T 4 X2l — gy Ty A D —% TFTP %—/N— [T
FLET,

FIE

AT 71 [File] > [Save Running Configuration to TFTP Server] 3R L £,
[Save Running Configuration to TFTP Server] % 4 7 0 7 7R > 7 ANRRIIVET,

AFY T2 TFTPH—RR—DIPT KL AL, arv 7 4FXal—ar 774 VONRIEHRE 725 TFTP 3 —
N—FED7 7 A4 XX % AJJ LT, [Save Configuration] &7 U v 7 LE 7T,

GE)
7 7 4V h® TFTP &% E %17 9 IZ1%, [Configuration] > [Device Management] > [Management Access]
> [File Access] > [TFTP Client] DNEIZEIR L EF, ZORELZIToToHKIL. ZOXATRIRY
7 A2, TFTP #—"—=D P 7 KL A & TFTP % —/ 38— ETD 7 7 A /L NRAPHBJIZER S
WET,

VAT LBEEODRTS1—)L

System Reload > —/VIZ XV | VAT LAOFEBZ A 2—/L LY | BUEOHFEEZ ¥ v
veEALLIED TEET,

FIE

AT w71 [Tools] > [System Reload] % i#R L £,
AT 72 [Reload Scheduling] fEIk T, DR ELZEFRL £7,
a) [Configuration State] TlE, FREFCEI T2 7 4 X2 b—ra VERET D, EET
LD EL LRI L 7,
b) [Reload Start Time] T, ROF T T a U IpHEIRLET,

 HRENE 772 HICEITT DI, [Now] 227 U v 7 LET,
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Cisco Secure Firewall 3100/4200 T? SSD D7y F Ry .

o JEE LTI 720 FltE 2 58 5 121E, [Delayby] #7 U v 27 ULET, FlLEBH LA
FCORM A, K &AL, 730 BT TAD LET,

« FEE L7 & BAHCHRENZ EITT DL HICAT ¥ 2 —/bF 5121, [Schedule at]
7V w7 LET, BREOETIEANEZANL, BEBORr Vo —/LHZRR L E
R

[Reload Message] 7 « —/V RiZ, FAZENFFICBAVCTUWD ASDM A A XV AZEETH A
t—UE AN LET,

FHEENZ 1T 5 £ TOREFREM A2 RF & 0 HAL T, EIEm L7210 TRRT 51T
IZ. [On reload failure force immediate reload after] &= v 7 R v 7 A& A A2 LET,
RIENIE > CHLENZ A 7 ¥ 2 — /L9 5121, [Schedule Reload] #7 V v 7 L £ 7,

[Reload Status] FEIKIZ X, FHEBEIO X T —F ZANFRENET,

ATYT3 RONVTNNERIRL ET,

s ATV a— )L SN EiEE A 1ET 521X, [Cancel Reload] #7 U v 27 LET,

o A7V 2 — )L T FEEI O T %12 [Reload Status] o7& U 7 L v 23 5I21%, [Refresh]
270 w7 LET,

s ATV a— )L SN HIEB O A RN T ST, [Details] 27 Y v 7 LET,

Cisco Secure Firewall 3100/4200 TH SSD DKy kX v T

SSD MR 22H HG4E. BEFHZRAID WERINET, 774 T U+ —/LOBEFRN/A> TS
JREET CLI THRODH AV B FITTExFET,

*SSDD12%AFKy NAY 75 : SSDICEENHHLEIE, RETEXEF, SSDR1D
LORWEES . 77 AT U+ —ILOBEENT N2> TWAHE SSD ITE Y A8 H A,

*SSD D 1 DHEWVHNT : SSDMN2OHDLEIE. 1 >V T LR TEET,

« 2 OH® SSD #BT % : SSD 23 1 DAL, 2 2H D SSD %:E/I L T RAID KT
xFE7,

Cisco Secure Firewall 7 /XA AT SSD % 1 D72 HT 256, [KT7A4 7 OIREE (Drive
State) ]2 [%1{t (degraded) ] & F RSN E T,

bz

et

ZOFINEEMH LT, SSD % RAID 2> S HIERT DHIC SSD # D A 72N TL &, T—

ZBRONDAREN DY £,

YIrwz7ssUavIqFaL—var |
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FIE

ZATvT1 SSDD 1 WY LET,
a) SSD % RAID 7>HHY 44 L E9,

raid remove-secure local-disk {1]2}

remove-secure & — 7 — K{Z SSD % RAID 7>HHIR L. HERELT « A 7 HERE 2 NIz
L. SSD #Z4&ICiE L ET, SSD % RAID O HIRT 27200 TF — & 22 O £ L HEFF
TAHEAIL. remove X —U— R&FHACTx£9,

51

ciscoasa(config)# raid remove-secure local-disk 2

b) SSD A Ry R UIZE RSN DL ET, RAID AT — X AL ET,
show raid

SSD 78 RAID M HHIBRE LD &, BEEE RS/ TDRENLIEE L TERASNET, 2
SHORIGA T, A A—F 4 27 L LTERENRL 20 £,

1 -

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
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Bad Blocks:

Unacknowledged Bad Blocks:

ciscoasa# show
Virtual Drive
ID:

raid

Cisco Secure Firewall 3100/4200 T? SSD D7y F Ry .

1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none
RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none

Bad Blocks:

Unacknowledged Bad Blocks:

c) SSD & ¥ —vinLPBERICEY AL ET,

RTwF2 SSD ZBEMLET,
a) SSD #ZED AT v MIMEEIZEML £,
b) SSD % RAID (ZiEM L £,
raid add local-disk {1]| 2}
L\ SSD & RAID OFRIANTE T3 2 £ TICHERFMD 0D Z BB Y 908, 20O,

TrAT U MIERICEELET, HRBS TE, BERARICFEMIIRTShE
T AT —H A& FRTHITIL, showraid 2~ REEHALET,

PIRNCHIO Y AT A THEBAENTEY ., £7-0 v 7 SR TWSSSD ZHY 1 28413,
wDa< RE AT LFET,

raid add local-disk {1| 2} psid

psid /L SSD O IZHE H 72 7 ~VICHIRI S CWET, F2id, Y AT 22 HEHE L,
SSD #f-7 4 —~ v h L CRAID |ZI B T& E7,
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B uss&—rommi

USB /~— ~ D ER1LE

T 7/ NTHE, A 7T AUSBA— MIAMNZR-oTWET, BX =V T 0 EOBAND,
USBR— b ~DT 7 v AW THXLERNHHBE5073H D £, USB DEF{LIL., ROE
FTIHTHR—FINTWET,

» Firepower 1000 > J — X
* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200
HA LS4
« USB A"— M2 AN E TN T HITILY = — RBETT,

« USB K— M MEZ T, ZOMIEZ TR — N LTWARWA=Y 3 T 7 L— R 5
L AR— MmO E FI272 D £, NVRAM %% (FXOS local-mgmt erase secure all
av 2 R) BPICHEANCT LI LIFTEERA,

« ROMMON factory-reset & 7= 1% FXOS local-mgmt erase secure #3479 % &, USB 7/"— h 23
BEAZNCRY £,

T T 4T =y EIEHIE S — RO USB AR— &S~ i3Ashic L, @malHEE
X7 7AZ Y T RFBELET, a~vy RAho /) — FicEsnEd, 270, A%
EADCTHICE, =y FE2 Vo — RT3 ERH Y £7,

\)

GE) ZoOREEIZ. USB 2> YV — AR —~ (FETHHE) 1T E LA,

FIE

AT 91 [RE (Configuration) ]>[7 /A AEH (Device Management) ]>[#£#ll (Advanced) ]>[USB
R— b+ DAL/ RN (Enable/Disable USB Port) ] DIEICEIR L £, > > >

1:USBR— ~ DE LA

nfiguration > Device Man ment > Advan > Enable/Disable USB Port
i Enable/Disable the USB Port
Enable USB Port

To see the USB Port status navigate to : USB Port Info.

ATv T2 [UBAR— DAL (EnableUSBPort) |F = v 7Ry 7 A%A7(ZL, [#H (Apply) 1% 7
Vo LET,

BREA TRy 7 ZATIOK] %227 U v 7 LET,

. VI zT7H&UVaAYToFaL—ay



| voroz7s&tarrqFarL—vay
vabyzrearisfar—varoBE |

USBAR— b & FHEAZNCT 2121E, [USBAR— FOH %L (Enable USB Port) | F = v 7 R v 7
AuEA ozl A (Apply) 127 Vv 7 LET,

ATY T3 [IRTE (Save) 1 &2 Y v/ LET,

ATv T4 [V—/ (Tools) J[>A7T LY r— K (SystemReload) [#ER L CT /A A&V r—FKL, &
EEAEILES, >

ATv TS5 [£=%1U 7 (Monitoring) |>[7 12/ 37 ¢ (Properties) ]>[USBR—  (USB Port) ] % 4R
LT, "= hFDRAT—FREFRLET, >>
B 2:USBR— b RT—4 R

' © Monitoring > Properties > USB Port
USB-Port Status Panel

USB Port info

Admin State: enabled
Oper State: enabled

[EH AT —4% A (Admin State) 121X, USB R— hORENE R SNE T, [BIEAT —4F 2

(Oper State) 1121%, BUEOEMER R RINET, 7o& 2IE, USBAR— M2 EYLL T m—
FLTWARWEAS, [EH AT —F A (Admin State) ] IIZHEN L FREN, [BIEAT—F %
(Oper State) ] IEAEMTRY £,

YIRHIF7EAVTAXIL—LaVDER

F3v b
T+—LY)
R ) —R HRETRER

tXaT7abt —r 747 hBIOY—,3 [9.1(5)/9.2(1) SCP H—REDMTT 7 A IV EHRET D720, ASA 1T
Secure Copy (SCP) 7 F4 7 v hE I OH— "% HK—
FTBHEHIZRDE LT,

ROBHENPELESILE LT,

[Tools] > [File Management] > [File Transfer] > [Between
Remote Server and Flash] [Configuration] > [Device
Management] > [Management Access] > [File Access] >
[Secure Copy (SCP) Server]

iy

YIrwz7ssUavIqFaL—var |



B oroz7eav xaL—vavore

YIrYITELVIYTaFaL—2ar |

HaE

iy

TS5y bk
T4 —L
y—2

HRETRER

B E PIRE7R SSH RF S HEeE L EAMET v Y
2N

91(7PA3933)94(1)

22— W —|X SSH 5k 2 E T 5 & I 5bE— R
BEIRL, SESERFT—ZHWT LTI XL LT
HMAC ¢t afbaRETCE LT, 77U r—a iz
JGU T, BsDMEARS L2 58< T HMERH L5
AENBHYVET, BEXaT Ra =07 p—~ 2 AT
ALT N T Y ZBZ MR LES, T 74V BT
ASA [ 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DIEIZ T LT Y X bz T m— |
LET, rnESni=mfo7 /L3 Y XA (3des-cbe) 23
BRI NG, aesl28-cbe 72 & D — N /27 L2
UXLDBEIRESNTGE LY BRIBIZANT +—< AN
KFLET, & ranici s RCEE TS
(21X, ssh cipher encryption custom aes128-cbc % {#H L
ESC AN

WO 2NV EA XL L7, [Configuration] > [Device
Management] > [Advanced] > [SSH Ciphers]

T 7 # )V TA X —T M7 > TV D Auto
Update H— /S —GiE]E D RRGIE

9.2(1)

Auto Update ¥— SFEBEDKGEN T 7 4L TA *—
TRV E LT, FiLnary 7 ¥ 2 b—3i g Tk
A EOMIEZ HRIICT 4 B =7 VST AHERH D
F9, FEHBOHEEREZ A X —T LTV TE5E
W2 RIOV V=20 bT7 v 7 7L —RL LD ET5
L. FEAEOMRIIA 2 —T N TiEa L, IROEENFK
RENET,

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

REEBATT DAL, RO K 9 ITHERR 7 LA WIRIIC
RELET,

WO AZEE Z4vE L7, [Configuration] > [Device
Management] > [System/Image Configuration] > [Auto Update]
>[Add Auto Update Server],

CLIZHERA LIV AT ADONNy I T7 v L8
JC

9.3(2)

CLIZHEH L TA A=A E LR ST R AT A
AT 4 X2l =g BT T RBIOME T TE
HEHIZ0E LT,

R X7~ ASDM HHiEH D FH A,
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vabyzrearisfar—varoBE |

TS5y bk
TA—L1Y)

HaE )—R

X

HRETRER

H LU ASA S506W-X A A — 2 Da[fE R LT 9-4(1)
z— K

H LUV ASA 5506W-X A A—2 DU AR BLOn— R
NHAR— RS TWET,

B S7- ASDM HEiHIXH Y FH A,

ISA 3000 DHEN N 7 T v 7 L1E T 9.7(1)

Ny 2Ty avr Refgmavry Ro7 Uty b X
TA=ZEER LT, BEIVNy 77 v 7FHEEC HENE T
FEREA BN TEET, INDOKRRIZ, AN AT 4 7
DD OIIIRRE, 7 /3 AZZH, (FB)rIERRiE~D 1 —
NNy 7 ETCHEREINET,

WO 2N EA X LE L7, [Configuration] > [Device
Management] > [Auto Backup & Restore Configuration]

SCP 7 A7 v h&EMAT L84, CiscoSSH | 9-17(1)
AH > Z7ITIE SSH 7 7 & A NME T

CiscoSSH 2 % » 7 i3 254G, ASAcopy =2~ K
AL TSCP —_EDMTT 7 AV Eabt’—1 5
WX, SCPH— %7y NHEANDSSH T 7 &A%
ASA THINZT 2E R H Y £7,

Cisco Secure Firewall 3100 T@® SSD @ RAID |9.17(1)
PR— b

SSDIZH Kk R4~ (SED) T¥, SSD232°oH
845 V7 N7 7 RAID 2R LET,

TH/AEFE SN2~ K raid, show raid, show ssd

YIrwz7ssUavIqFaL—var |



B oroz7eav xaL—vavore

YIrYITELVIYTaFaL—2ar |

TS5y bk
TA—L1Y)
HEeS IJ—2 AR
USB #~— ~ O #E01L, 9.22(1) F 74 N TiX, A 7 AUSB R— MIFZIZ->T

W, ST EHA, ROETNLT, X2V T4
FOHBJTCUSBAR— M7 7 B REZ®EHIITEDL LI
Y FELE,

* Firepower 1000
* Cisco Secure Firewall 1200
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

DEREILT 7 — L7 = TIRFES, U a— RBLE
fa“o USB "R— FMER T, Z OfEA VR — ML T
WRWAR—=g NIA T L — R 5 L N— M
HMDEFIT/R Y £9, NVRAM Z{HEETICHEA RN
THZ LI TEEREA,

GE)
Z OFREIX, USB 22> Y —/LiR— b (IFET H5E)
WZITELET A,

BBV ST

« [%%E (Configuration) ]1>[7/ 1 REHE (Device
Management) | > [E¥# (Advanced) ]>[USB/R—
tDEZHE/ESNE (Enable/Disable USB Port) ]

[E=%#Y 25 (Monitoring) 1>[ZR/ST «
(Properties) 1>[USB7AR— k (USB Port) ]1>[USB
R— hE#R (USB Port Info) ]
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