BEB7ItX

Z OFETIL, Telnet, SSH, L OHTTPS (ASDM Z{# ) #EH TIY AT LEFDT-DIT ASA
T 7 AT DL, 22— —EFRREB L OFFA[ 425 ik, BLOr A v RN —%2ERT 5
FHEIZOWTHA L1,

EBUE— L T RBADORE (12—)

« VAT NEIEH AAA OFFRE (20 X—)

cTNARAT I EADE=ZY T (40 ~—)

cEHT 7 ADERE (41 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

HTTPS. Telnet., E£7-IXSSHMD ASA 7V XA DKTE

ZOHETIE, (ASDM B XUNCSM & & ¢e) HTTPS, Telnet, F 721X SSH IZ Cisco ASA 77 &
RERET B HECOVTHILET, ROVA FIA L EBBLTIEI,

CASA A U H—T 2 A RIEBT JEAOBMTT 7 BATHIZiE, RAMIPT FL A%
AT 27 7 8AN—VITRNED Y FH A, BEROIX, ZOEOKHOBMIUAE> TE
BT 7Y AERESTDH LT, 272U, HITP U XA L7 b &% E LT HTTP Bt
Z HTTPS ICHEWICY ¥4 L2 b4 512iX, HTTP 2571957 7 B X L—ZfGuhk
THILERHDET, £HLARNVE, AV F—T oA APHTTPAR— &2 U v AL TEE
.

e ASA~DEENL— N ERDBAH =T 2 A ALSDA L H—T =2 f A~DEHT 7 AL
PR—FINFERA, 2R, BEHERA IS L F—T oA AHDGE. IEA
VH—T oA ANOHEHEEBREH ORI TE T, ZOL—LOFISNT, VPN Z T
LT EDHTT, VPN b R LICERLT 7 B AORE (153—) 22H LT
<&,

* ASA CIELL F OGN RIS NET,

EETIEX .



gE7tx |
B rsom. zotos 547 roHTIPS 75 £ 2 DERE

c AVTHR AR TEITRA S DO RIFF Telnet #2777 L, WREZRGEIE, HK 100 D
BEEN T _RTOaryFF 2 FolTHEIEnET,

e T XA NI LITHKK S OO SSH B & 577l L. AlREZR A 1X. K 100 D
BT _RTCOaryTF 2 hOBTHEIENE T,

e TNaALTHARE—RTIE, RRKSOASDMEIRFE v v a v ARETEET,
N FarTFHRARNE—RTIE, avTFA NI EICHEKRSODORIFEASDME v g
VEFEHTE, 2o T %A METERAK 200 D ASDM A A X L ADFE N E[EET
‘g—O

ASDM &> 3 U Clid, 2 20O HTTPS M Sk, —HITHICHET HE
=X —HT, b9 FHREEETo- L ST HFETIRELEEHATY, =Lz
. AT A TFHARNT— R VR FADASDM £ v 2= OFIFRE 200 DA
HTTPS & v ¥ 3 3003 400 IZHIR S E 4,

I NarTFARE—RERIF 2 TRA NI LITHERK 6 DDIE ASDM HTTPS
Rt > v a v (EHATERSGES) . 7 XToa T %X M TRANEZIZ 100 D
HTTPS & v = >,

ASDM. ZD/MDI A4 72 D HTIPS 70 E ADERTE
ZDIETIE., ASDM =° CSM 72 £ HTTPSIC ASA 7 27 B AR ET B HEICOWTHAL F
T

RUA > —7xAAETSSL ([webvpn]>[A > ¥ —7 = A ADOHFZHt (enable interface) ])
& HTTPS 7 7 B AD Wi 5 &M Li=%4 . https/lip_address 26 X277 74 7 v b IZ
7 7 ATX| https/lip_addressadmin 7>5 ASDM IZT 7 EATE EF, EH 5 58— | 443
ZHEALET, HTTPS OFBFEL H#NZT % (CLI, ASDM, XL Wenable 2~ K7 7 & AG
FEORRE (23 %—) ) HAE. ASDM 77 v AHICHIOR— b ERETHILERH Y £

B

1R BHHIIZ

cINTF ArTHRALET-FTE, AT FRAPFTAN—ATROFIEZFATLET,
VAT AT 4 X2l —varPbarTXA L ar7 o ¥al—va il gz
51Z1%. [Configuration]>[Device List] ™A > C, 777 4 T 72T /XA ADIPT KLADTF
WZhHDarTxXANEL TN Y v 7 LET,

FIE

A7 w 71 [Configuration] > [Device Management] > [M anagement Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZEIN L, [Add] 227 U v 27 LET,

[Add Device Access Configuration] %A 7 B 7 7R v 7 ANEKRRINET,

AT w72 [ASDM/HTTPS] R L £,

. EETIEX
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ATvT3

ATvT4

ATy TH

ATvT6
ATy T17

ASDM, z0tns 517> rouTPs 7o+ 20%E [

BHA LA =T 2 A AEBEIRL, FATHRANIPT RLARELT, [OK] 227V v 7 LE
—é—O

AR EA B =T 2 A RERELET, TV v INV—TOHE, TV vV IA—TF X
NAVHE =T oA AZRELET, VPNEFHT 78 ADH (VPN b a2 LIZEHT 7
TAOHE (155—2) £BBLTLESV) OBRA A& BVIA ¥ —7 = f 2%&4
L’:._E’LiﬁAO

AIERHERRGE A EA 23 D 12iE, [Specify the interface requires client certificate to access ASDM] fi#
WMCTIAAA| 227 Vw7 L, A v H—T A AL ATV a v TiEAE~Y y 72RELE T, FEH
B T ERET AL, TOMAEY 7 E—E U TR, REEEERE LE A, GEFE
~ v T EAVERT % 121E, [#8R (Configuration) ]>[')E— b7 %9 £ XVPN (Remote Access
VPN) > [y bD—% (U547 ) 72X (Network (Client) Access) | > [F¥HliE%E
(Advanced) ] >[IPSec] > [FEBAZ LD~ v E Y (Certificateto Connection Map) ]>

[L—IL (Rules) |DIFIZER L xS,
[HTTP Settings] # 5% E L £7,

* [Enable HTTP Server] : HTTPS % — _R—ZH4&hZ L7,

* [Port Number] : R— FNESEZRELET, 7 74/ MEL 443 TF,

* [Idle Timeout] : ASDM (DT A R/Z A LT 7 N 1 ~ 1440 53 OFIPH CTRRE L £ 77,
T 74V ME 203 TT, ASA X, RE LM T A RAIRRED ASDM ###i 2 YT L £
R

* [Session Timeout] : ASDM ¥ v a Dt v a XA LT 7 M1~ 1440 4y DHFiPH TR
ELET, TOXALT T MEIT 74/ N THEDZ/R>TWET, ASAIX, 2E L7-HiR
% 2 7 ASDM #&fc 2 Ul L £ 97,

+ [Connection Session Timeout] : ASDM, WebVPN, B3I OMhD 7 T4 7> & ELrTXTD
HTTPS #t D7 A R X A LT T b % 10 ~ 86400 P OFH THRELET, ZOXA LT
U MET 7 4V hTEIC I TOET, ASAE, RE LM T A RVIRIED B 2 1)
Wr L %9, [Idle Timeout] & [Connection Session Timeout] i 5 % 5% & L 72354 1%, [Connection
Session Timeout] 2MESE SV E T,

[Applyl] 27 U v 7 L%,

EE) T TP R—ZXDOHTTPS 7 7 A 7> b ASA ED HTTPS —E AT 7/ AT
EHEDICTHZENTEET, T 740 FTiX. ASDM, CSM. 3 K TYREST API 3 #F A &
NTWET,

2L DHEMZ ZA4 7 b (python 74 77 V| curl, wget 72 &) 1%, 7 v AV A MEROBE
(CSRF) h—7 v R—=ADPFEE VR —F L TWRWNWZD, ZIHDT T4 7T MR ASA K
ABIESFRNZEH T2 2 L 2SS 208N H Y £3, BEX 2 VT 4 LOBBENS, &%
YR TAT v NOREFHATLINERH Y £,
a) [Configuration] > [Device M anagement] >[Management Access] >[HTTP Non-Browser Client
Support] ZER L, [Add] =27V v 7 LET,
b) [User-Agent String from the HTTP Header] 7 - —/V RiZ, HTTP EXR® HTTP ~v ¥ —IZH
527 74T h® User-Agent LFHEHETE L £,

EETIEX .
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B ssi7oczozE

SERTRSUFHNFE I ITE 0 SCEHN R E CE £9, Ho3CFINT OV TIL, User-Agent 3C5F
FIOFFAE B L CWARENH Y T, BX=2U T 4 2L T57DICmER LTI %
BEIDLET, UFHNITIIRLF-E/NLFREINEIND Z EIZERELTLESN,

7= & Z1E. curl [ZKRD User-Agent L5 & —FH L £ 7,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl |, RO User-Agent XFH| & 1x—EH L EH A,

abed curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

CURL [X, K ® User-Agent L7 & 1E—E L E£H A,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

SSH7 UVt ADEERE

SSHHA K314V

s Flo, ASAL VX —T A RIZSSHT 7 BEADOHWTT 7 AT BHDIT, FARNIPT
FLAZFAT DT 7 A N— VMBS Et A, 2087 v a v OFIEICH ST,
SSH 7 7 & A T 5 BN b 5120 T

« ASA ~DIEBNL— LT BA LB —T 2 A AUNDA B —T = A A~D SSH T 7 & A
IV R—bFENFRHA, 72& 21E SSHEAR MPIEA X —T7 = A ATHDEGE. I
AU B =T 2 A A~OEBEEBEROAFGTEET, ZOL—LOFIFMNE, VPNE#is
N LA DHRTT (CiscoASASSH A X v 7 TORHYR—hEnEd) , VPN o xb
ENLEEHT 72 A0%RE (153—2) 22 LTI,

cASA X, AT HFANE—DE—RFHIZVRKS OO SSHER L, X To=a T
FAMIELNY GBS NTRKI100 DEERZTFELET, 2L, REA~Y Y NIEE
ENBYY—REu vy 7 THAEERDHTD, TRTOEERELSEHAESNS L)
2. —FEEIC1ODOSSHE Yy a v TERZITHILENDH D £77,

« 774/ FTlE, ASA L, OpenSSH IZ5-5< CiscoSSH 2% v 7 R L E£4, by
2. JMEDASASSH 2% v 7 AT DHZ &b TEET, CiscoSSH 1Tk A#VHR—F L
TWET,

« FIPS O VL

L RAPBIVPF—F vV —RaI 2 =T 4 N OEEE S EH B
Cisco SSH A ¥ v 7 id3kEZHV R — M LB WNWZ EIHEBE LT EEN,

« VPN 2 LI=RIDA v B —T = A A~ SSH (BT 7 & R)

* EDDSA *—~7

. EETIEX
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* FIPS E— F® RSA F—~7

D OREREN LB SA1E. ASASSH A% v 7 2T HVERSH D £9°,

* Cisco ASA copy 2~ RZHEH L TSCP H—"—L DR TT7 7 A VEa—F 5HIZlE
WO FNAZE FETTD2MERH D 7,

+ (CiscoSSH A% v 7 D) a<r KEMHA LT, CiscoASA TSCPH— "—HT7 %
NARARDSSHT 722 FEMZ LET,

e F—_XT HAR L ET (WHEE Cisco ASA DIFEDH)

SSH T 7 # /v ha2—H =L I R— Sl L, pix EFidasax—¥F -4 L
074y SAT— R TSSH &2 L TASAICEHRiT 52 LN TE< 20 £ L7, SSH
ZEFT 5121, AAAFRAEZ % L ([Configuration] > [Device Management] >
[Users/AAA] > [AAA Access| > [Authentication] DJEIZER) | LW Tr—Dhra—V—%
EFRT DMENH Y £9 ([Configuration] > [Device Management] > [User JAAA] DJIEIZ 3
) . BB T = RX=2DMRDVIZ AAA YV — "= EFEERT 2568, v—hv
BAEHL Ny 7T v TOFEL L TRELTBL ZLZ2BEIOLET,

eSSH NX—2 g 2 DHANYR—FINET,

Cisco ASA ~®D SSH 7 7 ¥ A & ¥ 9 511X, SSH r—"—% A4 X —T W2 LT, Fal+5
IP7 RVAZEELET, 22—V —%iET 2572012, ROFEEFEHATEET,

e B —HITF —ER—=ZAFT 1L AAA —_"—D W TN e F AT s —F—LZ L 2T —
}\\\O
s =B NT = R—=RE M LT ——4 LA F—,

SSH H—/\—DHF 1k

SSH —_—%F L, e T3P 7 FLAZRELET, £OMD SSH ¥—/3—
WEEITH 2L b TEET,

1R BRI

cIAF ALTHRAL T RTE, 2T FAMFTAR—ATROFIAZETLET,
VAT A A7 4X¥al—varypbaryF¥A b ary o ¥al—ra iz
%1Z1%. [Configuration]>[Device List] ™A > C, 7277 4 T 72T XA ADIPT KLADF
WZHDarTxRANMELTLVI Y v 7 LET,

SSH A% v 7 3% ET HI21%, [#m (Configuration) 1> [T/51 A& (Device
Management) ]>[SSHR % J’] (SSH Stack) 1D [V A7 A (System) | AX— X TR E%
sET LET,

EETIEX
I



B sshv——oamit

FIE

&

ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

gE7tx |

[E%7 (Configuration) 1>[7/34/ X & (DeviceManagement) |>[E¥E7 - X (Management
Access) ]>[ASDM/HTTPS/Telnet/SSH] DIIEIZIER L, BN (Add) 1227V v 27 LET,

[Add Device Access Configuration] %A 7 B 77K v 7 ANKRINET,

[SSH] Z&R L £ 97,
BHA A —T oA AEBINL, FAJTHRARNIPT RUARELTC, [OK]227 VY v 7 L%
ﬁéo

AR EA L E =T 2 A RAERELET, 7V Y IN—TOHE, TV I—T X
NAVHE =T oA AEHELET, VPNEEHT 78 ADH (VPN b Va2 LEZEET 7
TADHRE (15—) 2B LTIV DS, ARiftEBVIA ¥ —7 =14 A%fE
ELET,

(f£7) [SSH Settings] ##% & L £,
*[SSHA ¥ 7 (SSH Stack) ] : [ASA] F 7= [Cisco] ZIBIR L £,

GE)
~NFarTFXxARE— KT, [#K (Configuration) [>[7/34 REE (Device
Management) ] >[SSHRX A w4 (SSH Stack) S L T 7Z&0,

* [SSH Timeout] : 1 ~ 60 /32X A LT U MEFELET, T 74NV MEISHTT, 774
MO CIE—RIZETEDDT, EERIOTARNE VT TN a—T 4 T BRT T
SETT5FETIE, EOICRELTEBWNTL I,

o [F—2ZHaR 2 b ¥ — (Key Exchange Hostkey) ]: 7 7 4 /b h Ti&. Cisco ASA i%., fFET
%354 . EADSA, ECDSA, RSA DJEIZF—DfiHZ A E T, RSA F— % BHRAITER
THHEAIE, 2048y MU EDOX—ZERTHZMENH Y £, 7/7ﬁvwﬁ@ﬁﬁ

DI=HIZ, ASAILT 7 4/ FDOFEA MF—RENEH SN TWLGEIZOA, LD /hEWN
RSARA MF—ZfiH L E3, RSA ¥— @#T~hiH%@)J~xf%%éhé%m
THdHED, ROVIZ, YR—FENTWAIMOF—¥ A T2 FEHTEH L2BED L E
R

« [DH¥x—7%2#f2 (DH Key Exchange) | (B a7 XA MDORKR) 4T H4 S a Ry
V%27 Vw27 LT, Diffie-Hellman (DH) F—A#/ L —7%2ER L £4, DH 7/ /L —7
X— SR AFEE L&, DH 7 /L—7 14 SHA256 O — A5 M S E 4,
DH & — 2O F R OFERIC DWW TiE, RFC4253 22 L T 2 &V, F—2 U3
Har7X 2 N TOLFRETEET, ZOEIZTATOarTHFAMNTHHAINET,

EA (Apply) 1227V >27 LET,

(EE) SSHES S OB BALT VT Y XA LBAMET N ITY AL EHRELET,

a) [ERTE (Configuration) ]1>[T/34 AE¥# (DeviceManagement) ]>[EE (Advanced) ]>
[SSHEES (SSH Ciphers) | DIRIZIEIR L £ 9,

. EETIEX
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b) [Encryption] ZE#R L, [Edit) 27 UV v 7 LE T,
c) [SSH cipher security level] K w7 Z 72 U 2 Rk, IROWT IO L-~UL &R L F
R
EErd, VA PSRRI S Ed, FRERS N A T, B0
HLEWOIAT, HbEWEX 2V 7 2 IZH VY THRTWVET,
o [T_XT (AlD) ]: TXTOWFH (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
chacha20-poly1305@openssh.com aes192-ctr aes256-ctr) T 5 Z L2 BEL 7
e [Custom] : W AH LIEHA MY T H2FET DGAEIXZOA T a 28R L, [Cipher
algorithms/custom string] 7 4 —/V RIZKRGHA M) v 7 2 an U TRY - TANLE
o
* [Fips] : FIPS (ZH#EHLF 2 55 (aes128-cbc aes256-cbc) DA% FEE L £ 7

o [ (High) ]: FEWICH®R 1725 (aes256-cbe chacha20-poly1305@openssh.com aes256-ctr)
DHEMHATHZ EERELET

(& Low) ]: 1K, . EFEEEDOK; S (3des-cbeaes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr) AT D LA ELET

o[ (Medium) ]: 7 7 4/L MET, H, BSFEOR S (3des-cbe aes128-cbe aes192-cbe
aes256-cbe aes128-ctr aes192-ctr aes256-ctr) A+ A Z L ZIEEL £+

d) [Integrity] Z3®IR L, [Edit) 227 U v 7 LET,
e) [SSH cipher security level] K2 v 7 Zm72 U R R IROWVTINO L-L 2RI L F
7

« [All] : TXTOKES 5 (hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5
hmac-md5-96) M+ 52 L 4fEEL £,

e [Custom] : W AZ LK GA MY U7 HRETDHGAIXIOA T a U &3IR L, [Cipher
algorithms/custom string] 7 4 —/V RIZEREEA N 72 an r TRY->TAHLE
R

* [Fips] : FIPS xtJ&S D5 DA (hmac-shal hmac-sha2-256 ) ##5E L £,
« [High] : 5RE R E OB H A DA (hmac-sha2-256) ZHEELET (T 744 1H) o

o [Low] : BREEME, . &SOKS 570 (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96)
EHEATHAIE. 2o T a v EBRLET,

o [Medium] : 582343 X OV DR 5 /720 (hmac-shal hmac-shal-96) A f5E L £7,

AFY Tl EFa7abt—Hh—R—r A F—T I L ET,
a) AVTHFARNE—RIZLoTRDOLIICHEHRY FT,

o V7V E— FOYA, [Configuration] > [Device Management] > [Management Access]
> [File Access] > [Secure Copy (SCP)] DJIAIZER L FE 5,

EETIEX .
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B <xo—r75exm0ssHo®E

« /LT E— RO, [Configuration] > [Device Management] > [Device Administration] >
[Secure Copy] DNEIZEIR L £ 77,

b) [Enable secure copy server] = > 7 Ry 7 AEF NI LET,
ATy 78 [EH (Apply) 127V v27 LET,

!l

RIZ, ASA~DSCP Yy v a OFlZRLET, SMIARANDZ T4 7 b,
SCP 7 7 A WREZFITLE T, 72& 21, Linux TlIROa~»r FE AN LET,
scp -v -pw password [path/]source _filename

username@asa_address: {diskO|disk1}:/[path/]dest_filename

VIITEEZEXELET, -pW RHEESN TV RWEEIX, XAT—=ROANEZRD DT
oy ERERINET,

IRRT—R7H XA SSH DT
:l‘—‘"j“_‘% k/\"XU‘—]\‘%1ﬁfﬁ LT SSH mqu% /Hfbiﬁ"

1RO SRS
e wNTF AUTHFARNE—FRTIE, T TFHFARFETAR—ATROFIEEZFZEITLET,
VAT A AT 4K al—arnbalrTFANaryZ 4 Fab— g D Bz
5121%. [Configuration] > [Device List] XA > T, 777 4 T T /A ADIPT KLADT
WZhHDarTxXANEL TN Y v 7 LET,

FIE

ATv 71 [RE (Configuration) ]>[T/31 REHE (Device Management) ]>[1—H—/AAA
(Users/AAA) 1>[AAAT U X (AAA Access) | > [EREE (Authentication) %R L &£,
ATYFT2 [SSH]| F=v IRy 7 At A LET,

RAT9 T3 [P—"—2—7 (Server Group) | K v 7 X U X RH 5 [LOCAL] 7 —H_X—A (F7=
X AAA Br——) ZEIRLET,

ZOBREE, AFF PRI TVDE 2 —F—Z T 5 v — VAR —REEC T L
iﬁh4MAfi ABF—FRECR L, m—H T —H R—2ZREERIHER LET, 2
ﬁﬁm — AN Da—YP—F L RAT — FG@#%@L&# o — Lo — B — 3N

.mEif_ :L/\xv FEMEHATEDLHI2T5IC COREEMFHL Cu— b L3RR E
BﬂfTE’J TRXTE INAT — F"J’&JZX%%?EITE)%\%WZ)%D&TO

ATy 74 [EA (Apply) 1227V v 27 LET,

. EETIEX
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sEx—7owzxA0ssHozz [

AT T SSHT 7 BRI TEZu—h LT —F_X—RE71F AAA b —_R—Ta—P—Z{ERK L %
T, B—N2—F—ZEBIMTHIZE, ROFEEZSRL T EI (H{HERE) |

ATvT6

a)

b)

¢)

[%%E (Configuration) ]>[7/34 XEH (Device Management) | >[1—H—/AAA
(UserdAAA) [>[2—H—FH > b (User Accounts) (DNEIZEIR L, LB (Add) ]
Vv LET,

[Add User Account-Identity] %A 7 2 77K v 7 ANFERINET,
2—P—HENRT = REATI L, RAU— R&fER LET,

FLr—hha— =l LT, AF—BREE /T AV — FREREZ M TE 97,
AAA Y — =2 LT ABF —f8REE A — F S T EEA,

[OK]1%ZZ7 U w7 L, %WT[Applyl &7 U v 7 LET,

F—_TEAERLET WELASA DGEEDH)

ASAv DI, F— XTI ARICHBMICIER SILE T, ASAv (I RSA ¥—0DHEHKR—
LET,

a)
b)

¢)
d)

e)

[# /X (Configuration) ]1>[T/ 1 A& (DeviceManagement) ]>[SEBAEEIE (Certificate
Management) ]>[IDEEBAZE (Identity Certificates) ] DJEIZEIR L £,

[Add] %727 U v 7 L. [Add a new identity certificate] 7> a v AZ %27 U v/ LET,
New]l &2 Uy 27 LET,

[FF—_T7 %BI (AddKeyPair) | XA Tl Ry 7 AT, AT A XEBELT[S
<A (Generate Now) 157 U v LET,

FERENDT 7 /L hDF—7 1, EIDSA. ECDSA. RSA T, RSA OIFEIE, 2048
By A EDY A X &R L FET, .

X —_TEAERTDHETTHDHT-0, GEHEOX S T o IRy 7 AeXy 2L TEE
7,

(GE)
EdDSA % CiscoSSH A ¥ v 7 TliIV AR —FENFEH A,

[Applyl 227 U v 27 LET,

NBAF—F7 Y RXAD SSH DHEFE
AN —Z AL CSSHBMAZERTELE9,

1R HHEIIZ

e AT AT HANT—RTHE, 2 TFRANITAR—ATROFIEEZFEITLET,
VAT AYy7 4 X2l —arnbarTR AL ar7 4 ¥al—va gDz
5121, [Configuration] > [Device List] XA > C, 777 4 72T /XA ADIPT KL ADT
WZhHDarTxXARNEL TN Y v 7 LET,

EETIEX .
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B

axX ;&

ZATFYwT1 SSHT 7B ARIMFEHTXA2—HF—%u—HL F—F_X— 2 /ERK LET,

a)

b)

d)

[%%E (Configuration) ]>[T/34 REH (Device Management) ] >[1—H—/AAA
(Users/AAA) [>[2—H—FHho > b (User Accounts) |DJEIZEIR L, LEM (Add) ]
7 U7 LET,

[Add User Account-Identity] 4 7 2 7R v 7 ARERINET,
A=Y —HENRRAT—=REAN L, WAV = REfER L ET,

Z— =2 RAT — FFEFETIE 2 < AR % —F8RE & 3@H] 3 2 551, /SATU— R LT

=P —FERT D L2 HERELET, AT —FRREB LUV RA T — RO EFE LT
LA, 2=V —ldniFnoFEchbae s/ o TcEET (ZOFIET AAA FBIEE FRIIZ

aﬁﬁ?bf:i]%/a\ o

NEF—RREEZ AL ET, RONA L OWTANZEIRL 7,

* [Public Key Authentication] : Base64 CTx= > = — K XN 7=ABF—ICBE Y (T 5,
ssh-rsa, ssh-ed25519 F721% ecdsa-sha2-nistp raw ¥— GERAE/R L) ZAEKFIRERTE
D SSH F—4K Y 7 b7 =7 (sshkeygen 72 &) #EH LT, ¥—%AEkTEET,
PEFEDF — % £ T DAL, F—I1LSHA256 v v = Z il L THF b S E T,
Ny Va F—kabt— LTl 2T 55451, [Keyishashed] = v 7 KRy 7 2 %4

LET,
FORE— A HIBRT 5121, [DeleteKey]#7 U v 7 LT, WERAAT O Ry I Ak

ALET, WREF— %ﬁ”@?%’)iﬂ/\ [Yes] Vw7 L, Wik —%RET 556
IMNo] 227V v 7 LET,

[Public Key Using PKF] : [Specify anew PKFkey] = v 7 ARy 7 A% 27 U v 27 LT, &
B = — 774ﬂf®G)T7¢—7/Féht%~(M%H/FiT)%%UO?%
WA VR — R LET, Base64ﬁ/ CCHED I 2 IZIERETEL X —IIEZ D7 4+ —
~v MR LUET, 72& 2I1E, sshDkeygen 2l L T 4096 &~ ]\ X—AER L,

PKF IZE#a L T, ZDOXA > TA R —hLET, BFEOF—2ERTIHHAET
SHA-256 ™y v a I L THF SfbshEd, Ny vaF—2ab— LT%UHT%
MENR D HAETE. [Public Key Athentication] X1 > 225 2 & — L., [Key is hashed]
Frxy IRy 7 ZA%F AT LI LU ASA OSA AZHEY 1T £,

PRREX— & HIFRT H121, [DeleteKey|Z#27 UV v 7 LT, MERAA T TRy 7 Ak
Tbij_o utqug\’ f&ﬁ”ﬁ?#éiﬂ/ﬁ\éi [YCS] 7&& U “/& L\ mquf\’ %T%ﬁﬁ“éiﬁ/a\
IZNol &2V w27 LET,

[OK]% 727 Vv 27 L, §\\C[Applyl 27 U v 7 LET,

ATFY T2 F—TEAERLET (WHE ASA DBEDIL)

ASAv DIGE ., F—_TXEAKICHEBMICIER S VE T, ASAVIZRSA ¥—0D A%V HR— h
LET,

. EETIEX
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a) [#RL (Configuration) 1>[7/\4 RAE¥E (DeviceManagement) |>[fEBAEZEE (Certificate
Management) ]>[IDEEBAZ (ldentity Certificates) | DIEIZEIN L F 9,

b) [Add] %7 U v 7 L. [Add anew identity certificate] 7'~ a > R¥ &7 U w7 LET,

) New]z7 Vw27 LET,

d) [F—~7%BM (AddKeyPair) | #A T 0l Ry 7 AT, AT LV A A&EELT[S
3 <AL (Generate Now) % 7 U v 27 LET,

FERENET 74/ FDF—7 1, EIDSA. ECDSA. RSA T, RSA OIFEIE, 2048
By A EDY A X&KL FET, .

G¥)
CiscoSSH A % v 7 Tlid, ki OFELFHIRTE SN T2 %—XT DHM CiscoASA (2 L - THk:
BINFET,

=T EERT DT THLI2D, AEAEDIA TR TRy 7 AeF ¥ L TEE
R

GE)
EdDSA % CiscoSSH A% v 7 TliIHHR— h I FEHA,

e) [#EH (Apply) 1227V v7 LET,

1
RIZ, PKF JEADF—2 M L TRRAET 2612~ L £,

& OFITIE, Linux F 721% Macintosh > A5 A M SSH OILF F—% 4% LT, ASA IZ
AR —FLET,

1. a0 E2—%—T409 > F®D RSA AF—B I OB —Z24AR L1,

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id _rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.
The key fingerprint is:
c0:0a:a2:3c:99:fc:00:62:fl:ee:fa:£f8:ef:70:cl:£f9 john@jcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+

[ |

I
I
I
|.B ..+ S |
I
I
I
I
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2. PKFERICF—%2ZHLE4,

jcrichton-mac:
jcrichton-mac:

~ john$ cd .ssh
.ssh john$ ssh-keygen -e -f id rsa.pub

-—-— BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA,

NRxCQOY/7K77IQ==

-—-— END SSH2

PUBLIC KEY ----

jcrichton-mac:.ssh john$

3 ¥—%7VUyFR-Ficabr—Lx7,

—

converted by john@jcrichton-mac from OpenSSH"

AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAvIBbyAd5PICIXh/U4LO
hleR/gqgIROjpnDaS7Az8/+sjHmg0gXC5TXkzWihvRZbhe fyPhPHCi0hIt40UF2ZbXESA/8
jUT4ehXIUETFrChffBBtbD4d9FkV8A2gwZCDIBXEM2 60chbZCSTxIQC/ /Wt 6E/zRcdogiJG
P4ECEdDaM+561+y£f73NUig0O7wYkgcrzjmIlrZRDLVcegtj809gD3MgsV+PkIGSGigzZwnyIl
Qb fYxXHUOWLAWxhUbA/x0jJuZ1l5TOMa7KLs2u+RtrpQgeTGTf£ITh60+xKh93gwTgzazTK4
CQlkuMrRdNRzza0byLeYPtS1veLv6eF6dGtwlgrX5a+w/tV/aw9WUg/rapekkKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHYHKsxJsXR15C/5z2gHmCTAaGOUIgORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QgwluL4r99ChbZFINghY

4. ASDM T, [#pt (Configuration) ]>[7 /34 XEH¥ (DeviceManagement) ]>
[Z—H/AAA (UserdAAA) |>[2—HT7Hho 2 b (User Accounts) ] DNIEIZIER
L, 2—PFHEBIRLTHD MRtk (Bdit) 122 U » 27 LET, [Public Key Using
PKF1Z 2 Y v 27 LT, Uar FUid—alE0 T £,

8no

Edit User Account

Identity Enter the PKF-formatted authentication key for a user.

Public Key Authentic
Public Key Using PKI
PN Palicy Current hashed key
(¥ Specify a new PKF Key

I File to import from:

This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.

04:b9:47:f3:69:67:7a:93:87:60:c2:00:0f bc:aB:25:63:4e:ad:04:6a:5d:98:70:2f:3d:5f:32:24: 1c:e7:6c

(») Paste key data in PKF format:

Delete Key

p4ECEdDaM+561+yf73NUigD7wYkgerzjml LrZROLVegtjBQ9g D 3MgsV+PkICSCig
QbFYxXHUSwWLAWxhUbA/xOjluZ 15TOMa7KLs 2u+RtrpQgeTCTHIhEO +xKh93gw'
CQlkuMrRdNRzza0byLeYPSIvELYEFEdCtwlgrXSa+w/tV/ awdWlg/ rapekKloz3ts
PBEBAE2U +Z7pVR1389iNUNJHQS 7IUAZMOCCi luCM2we, tVGMPY)l +xgKAkuH Dkl
Wazyd +4EUMDGCCZVe D +corKTLWFO LwlUieRk rUaCzjComGY ZdzrQ T2 mXBcSKONV
JrouTCnKpCHNWILYvd/sRCHyH KsxjsXR15C/ 5zgHmCTAaGOulg0Rjo34+61+70P
Wwml9eleH2PudZd +rjldedfr2 [IrisIEBRJWCLoR/N + xsvwWVM 10gwlul4r99ChZ
NExCQOY/ 7K77I0==

---= END S5H2 PUBLIC KEY ----

304009

5. Z—WNASAICSSHTE A Z L aMERLET, NAT— RITIE, F—37 DIEL
BRI E L7 SSHF — 2T — FEZ A LET,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5
The authenticity of host '10.86.118.5 (10.86.118.5)' can't be established.

. EET7 IR
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Telnet 7 7 £ R DERE .

RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:e2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

RDOEAT BT HRy 7 AN, NAT =X AT 20 FRSNET,

o~ Enter your password for the 55H key "id_rsa”.

Password:

Show password

Remember password in my keychain

Cancel oK |

304010

—J7 Rty v a oI, URRRRESNET,

Warning: Permanently added '10.86.118.5"'" (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

Telnet 7 U L XA DETE

ZDIETIHE, Telnet (2 ASA 7 7 B AZRET D HIEICODWTHMBHALET, VPN h o R/ALNT
Telnet #fEH T 2HE2RE. HZBEWEXF 2T 4 4 F—T = A RIZx LT Telnet 134 H
TEFEHA,

1R BRI

e /TF AT HFANE—RTIE, 2T FHFRARNETARN—ZATROFIEEZETLET,
VAT L arZ4Xal—arspbaryrX¥ AN ary Xal—a YD Ez
5121, [Configuration] > [Device List] XA > C, 777 4 T T /A ADIPT KL ADTF
WZhHDarTxXANELTNT Y v 7 LET,

¢« ASACLIIZ Telnet L CT7 7B A3 2121%, vl A XRRAT—KR&Z AT LET, Telnet
FEHTHRNCFEH TRAT— RERETHLEND Y 7,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] ®
JIEIZEIR L, [Add] 227V v 7 LET,

[Add Device Access Configuration] % A 7 1 77K v 7 ANFRINET,

AT w2 [Telnet] ZER L £,

EETIEX
I
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B rsom 7o e xELEI 5472 FLRSSLPN OO HTTP U 54 LY FORE

ATvT3

ATy T4
ATy TH
ATvT6

B VA —T o A AR, HATHRANPT FLAZRELTC, [OK] 22V v LE
‘é‘o

ZHfTEA VA =T 2 A ZAERELET, TV P IN—TDHEE, TV ITN—F A
NA A =T o2 ZAEEELET, VPNEET 7 EADL (VPN M RAEN LS T 7
TAOBE (155—2) £BBLTLESV) OBRA A& BVIA ¥ —7 = f 2 %4
L’:._E‘I./ibgAO

(fEE) [Telnet Timeout] X E L £ T, 7 74/ DX A LT 7 MEIXS 53T,

[Applyl 27 U v 7 LET,

Telnet THEERET RIS, B A U NATU—REZRELET, 774/ FONRRAT—=REHY £

A,

a) [Configuration] > [Device Setup] > [Device Name/Password] DJIEIZE4R L £,

b) [Telnet Password] £}k T [Change the password to access the console of the security appliance]
Frxv IRy 7 A X T LET,

) HTWRRU—=FEZANLT HLWASADEARIZZDT7 4 —/V FEZEAIZTH) . Bl
WARZAT — REASL TG, ERELTHLWARTY—REHADNLET,

d) [Applyl %7 U v 7 LET,

ASDM 7 7 2R E1=EV 547> L X SSLVPN Df=6bD HTTP ) &
1LY FDERTE

FIE

ATvT1

ATy T2

ASDM 721327 74 7> b LA SSL VPN %4 | L T ASA |28t 5 (2%, HTTPS & 3
HMLENRH Y FT, FEMED-®HIZ, HTTP EEHE A2 HTTPS IZU XA L7 452 LR T
XFEJ, LExE HTTPZ U XA L7 b9 52 LI L 5T, http://10.1.8.4/admin/ F 721X

https://10.1.8.4/admin/ & A7) L. ASDM f#)X— THTTPS 7 KL AIZT 7 EAT&E £,

IPvd L IPV6 DS D N T 7 4 v 7BV XA LT RN TEET,

1R BHHIIZ

BE. RARNIPT RLABRHFATEIT VA A— WINEHY A, 7272 L, HTTP U &
A V7 NOEDIZIE, HITP 2R T AT 7 B A A— L E LT AMLERL D ET, 95 L
NWE, AV E—T A ANHTITP AR— b2 ) v AL TEEH A,

[Configuration] > [Device Management] > [HTTP Redirect] ®JIEIZEIRN L £ 9,

FIZIE, BIIEBREESNTWAL LV E—T oA RAE, VXA LY NBRA L F—T oA A THME
INTWVBENE I MERLTWVET,

ASDM |[ZfET 254 v X —T7 oA A% IR, [Bdit) 227 Vv 7 LET,

. EETIEX
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VPN b RLENLEZEET Y L RADERE .

AT 73 [Edit HTTP/HTTPS Settings] ¥4 7 2 7R v 7 A TIROA T > a v ERELET,
* [Redirect HTTP to HTTPS] : HTTP ZZ:k% HTTPS IZV # A L7 R LE T,
« [HTTPPort] : f > Z —7 = A ANHTITPEfe DV A L7 MIHEMT 2R — b &fREL £
T 774/ ME80 TT,

ATy T4 [OK]Z27 V7 LET,

VPN F O RILEN LB T7 IO EADERTE

HHAH—T A ATVPN b ARG L TWDHEA, BlOA v X —T = AT 7k
ALTASA ZEET DI, TOA U F—T oA AEERT VAL H—T 2 AL LT
BETDHLERHY 9, 72 20F. A v 2 —7 = A A5 Cisco ASAIZABEAIL. =
DOFEREZ M L C. ASDM., SSH., %721 Telnet #&H THEEA > & — 7 = A AITHERET D,
GNA L H—T 2 A AMBAD & EITHEA X —7 = A AT ping xETTEET,

\}

GE)  CiscoSSH A% v 7 ZHT 54 (ZARFT 740 FTT) ZOMEREIZ SSH Tl AR— k&
NEE A,

\}

GE)  Z OBEREILX SNMP TV AR — h &N FEH A, VPNREHD SNMP DA, V—TF Ry 7 A
A —T7xAATSNMP AT HZLa2BEIOLET, V=TT A F—T x4 AT
SNMP Zffi 9 57z, EBT 7 v AKEE AT H2LEIIH Y FH AL, V—T Ny 71X
SSH THi¥rE L £

ASA ~DEEN— N RDHA B =T =2 ALSNDA L Z—T 2 A ZA~D VPN T 7 &R TH
R—hENEFA, 2L 2IE. VPN T 7B ANINEA B —T = A ATH DA, FNBA v
B =T A A~DEBEHEROHBRABTEE T, HEOT NV RAZRZ DMERRNE D IZ,

ASA DEET 7 ¥ ZAA[REA X — 7 = A ADVPNEZARNC L, ARifERAZFH L TS0,

HEET 7B RIL, IPsec 7 7 AT b, IPsec A K#], Easy VPN, % =277 747 | SSL
VPN @ VPN > X% A4 TREATITZET,

48 SRS

s TOMREITEHEH A LA —T oA AT R—FENFEEA,

BT VAL B =T A REMEH L, TAT T 4T 4 NAT M T 256, Lv—
NV o T w7 A7y a v wH L CNAT #2683 5 £3, FEMicoNT
X, [ [ASA Firewall CLI Configuration Guide] ®3#Y]72 U UV —A] @ [NAT Examplesand
Reference] M [NAT and VPN Management Access]| DIEZ B L T I,

EETIEX
I
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FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [Management Interface] D JIE
WZER L £,

AT w72 [Management AccessInterface] K2 v 7 H 7 UA MNLEXF 2 U T 4 BibENA V¥ —T =
AR (NEA U Z—T A R) ZFIRLET,

A MR R R TIE, ARIFE BVIZEECEET Ob—7 v RE—F) ,
AT T3 [Applyl 27 U v 27 LET,

BHA L HZ—T 2 A AREID B TEHEN, BENERFE T 74 Falb—ra VITREENRE
j—O

A= ILAA LT IO NDESR

A=)V XA LT T NTIE, AR EXEC T— FEiIary 74 Fal—vay £—
RIZLTBL ZENTEDIRFMEBRTE LET, YA LT U NMIETHE, Byvavida—
P —EXECE—RNIZRVET, 774NV FTlE, By va I A 277 bLERA, ZOK
L, T — )V iR— bR Z RFFCX DRI L EH A, RN XA LT T M
HZEEHY EFHA,

FIE

R T w71 [Configuration] >[Device M anagement] > [M anagement Access] >[Command Line(CL1)] >[Console
Timeout] DJEIZER L £,

ATFYvT2 HLWEZA LT MEZSEMN TERLET, BHIBOKEZIEET25481%. 0] & AR
LET, 774/ MEIZ0 TT

RATY T3 [Applyl 227 Vv 7 LET,
ZA LT MEOEENFETA L7 4 Fab—va NIRfFSNET,

CLIZA> T rDARETA R

Ta 7 MIERE BT AHEEIC LY, RO 2 — A RHFEETILEICa L LT
5 ASA Z—H CHERRTHZENTEET, ZOMEEIL, 72— A4 — —BFz, W HFD ASA
IR CAR A FADRE S IV TV D EGEITER T,

. EETIEX
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wNF arTFANE—RNTHE, VAT LAFETARN—RE L FTEH T A MNIe s A~
THEX, EET e T M EFRRTEET, FEH LV TXIANATIE, 77440071
VTR (FRA MBI TR N OANERRENET,

FI7 4NV FTlE, 7T MIASADKA MARERENET, vV F a2 THF AR E—FR
T, TR NI TR A ML ERINET, CLIZ e 7 ML, ROIEB 23K R T

EES

cluster-unit

I IAL A=y MEFRRLET, 7 I7AZOHKEL=y NI —EO4H]
ZROZLENTEET,

aAVTXAb

(wVF T—FDOHL) BIEOa L THF A NDLFIEFRLET,

domain

KAA VB EFRLET,

hostname

WA ML ERTILET,

priority

T VA= NN—=TFAF VT 4 & pri] (FTT7A~V) Fizld[sec] (&
oY) ELTERRLET,

state

2=y bDO T T 4y 7 EEREE I — L2 FOR LET,

T 2 — )L —_—DBA . state F— U — RIZK L TROENERENE
T

clact] : T x— LA —R—BEHTHY, WETENT T4 v I BT
T 4 @B ST TVET,

o [stby] : 72— A= N—TA RX—=TNTY, 2=y MIFNT T4 v
7 Bl SHETWERA, AX A RIR ERithoIET 2
T4 TIREETT,

s [actNoFailover] : 7 = —/LA— — XMW TH Y | HEETIE T
T4 I ET VT 4 TIERESETOET,

s [stbyNoFailover] : 7 = — /LA — R_— (3 THY | EETIEI T
T4y 7 EERSETWERFA, ZUE, AX A 2=y FTL
XIVMEZE EREASA F—T oA AEENBE L EXITELDL L
N ET,

JTAZ) U TDOEE, HHE T X DENRERINET,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access| > [Command Line (CLI)] >[CLI
Prompt] ONAIZER L £ 7,

AT T2 RONVTNEEITLC I ey P a2 A2~ A4 A LET,

EETIEX .
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* [Available Prompts] U A h CREMZ 7V v 7 LTH6, [Add| 227 Vv 7 LET, a7
MZITEEORIMEZBINTE £9°, JBMED [Available Prompts] U A k2> 5 [Selected Prompts]
UZMIBELET,

* [Selected Prompts] Y A b CTEMEZ 27 U v 7 LThh, [Delete] 227 Vv 7 LET, BIED
[Selected Prompts] U A k7>5 [Available Prompts] U A MIB#EI L £,

* [Selected Prompts] U A N CTlg@:a 27 U v 7 L, [Move Up] £721% [Move Down] =7 U v
7 LCBMEORRIEFEELELET,

7u 7 N LT, [CLI Prompt Preview] 7 4 —/L RIZE RSN FE T,
RT3 Applyz27 Vv LET,
EEENEZTar 7 RN, FTar 74 F¥alb—ya VR ESNET,

N \\ E l_._l
A4 2 INF—DERTE
Z— PN ASA IZHEIT D & &, n /A BRI, £33 R EXEC £ — RIZADRNCER
INAHAIAYE—VERETCETET,

X2 VT OBLENG, AT —TARET 78 A %P5 2 ENEETY, [T=Ld
Ll R TBBNLET] REDORBIIRAZEZHEANTVD X9 RAIGEZ 5 25O T
MLBNWTLIZEW, LTFOAF—=TiE, RE7 7 BRI L TELWERBLZHEEL T
i‘é—o

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o NF =B E N, ROBZEIZ ASAIZKTT 5 Telnet £721X SSH & > & a U 3& T
LAREMERH Y £,

e NF—= Ay —TURWHT LD AT A AEYRRELTWEHEE,
NP = Ay —VDORRERRIZ L ZIZ, TCP FEZIALT T —R3HAE LT85,

e N F— Ayt —DOHA RTA 2OV TIE, RFC2196 ZRHB L TL 2 &0,
Flig

AT w71 [Configuration] > [Device M anagement] >[M anagement Access| > [Command Line(CLI)] >[Banner]
DNEIER L E7

ATw T2 CLILAWIER T AN — ZATHDOT — Rl F— FF 2 M2 BMLET,

. EETIEX
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* [session (exec)] 73—, = —H—7% CLI THHE EXEC E— RIZT 7 & X L2 HICER
SINET,

e [login] N F—iZ, —¥FNRCLIICE /A v LEEBEAICFRENET,

* [message-of-the-day (motd)] /X7 —1%, —H—3 CLIIZHI D THEi T DL A IR RS IVE
R

* [ASDM] N F—(F, 2 —H —FFEE =T 7% ASDM I8 L= A Ic R SivE T,
2—HF—X, WOWTNNOF T a Vv EFEHL T, RRENTAT—EHETEET,

s [Continue] : N —ZHELT, v/ A %25 T LET,
* [Disconnect] : /NF—ZHEL T, a7 LET,
cfEHTX 201, ST (Enter ¥—) HE®HTASCIH LFIETTY, 7272 L, SATLFIT
2 TS LET,

cEFlo, ATLFE, CLIN=Va yCRIER SN L TZ0, AT —IZFEA LTS
W,

*RAMBLOT7 7 vz AFVICHEHTLHOLS AT =R SHIRIZH Y FH A,

« ASA DR A ML ETIF KA A U 41E, $(hostname) L5751 & $(domain) 3551 & kA iATe
ZEiCkoTEIMICBINTE £,

VAT LAY T A Xab—va VTR —ERETOLAE, 2T XA AT ¥
L—va T $(gystem) &0 ) IFFNEEMT 22 LIk, a7 F A MNT AT — T
FRARNEHEHTEET,

RT3 [Applyl 227 U v LET,
HLWAF =N, FTar 74 Falb— g VITRTFEENRET,

g —_— = —

EEtLYL I IF—FDETE
ASA TFFH[4 % ASDM, SSH. BLIL W Telnet ORI Ky g VAR ETXET, 20
RAREIZET D &, ENLBEOE v > a FFR ST, syslog A v B— VB ERSINET,
VAT Ay IT Y NEREBETAEDIC, Bty a v EVRTEOA =X ATITa
V= kv iagrEyuyl TEEEA,

\}

(GF) ~AFarTHFAME—FRTIEASDM Y v a VOBERETHZ LIETET, kv
VEUTZ S CERESNTWVWET,

EETIEX .
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\)

G F7-. BAEHEY 3y (SSHRY) OarvTFXA b0 Y V—AHREHE LI5S
. ANESWHFOERERINET,

1R BHEIIZ

~NTF arTHRANE=RTE, 2T FRA NATAN—ZATROFIREZFETLET, A
TAhAALYT 4 Falb—arypbalryTX¥ANary o Xab—a b0 Fx 5123,

[Configuration] > [DeviceList] XA > C, 7277 A4 T T A ADIPT KLADTFDa T F
A NBEZTAVI Y v LET,

FIE

AT w71 [Configuration] > [Device Management] > [M anagement Access| > [M anagement Session Quota]
DNEITER L £7,

ATFvT2 Ry a rORREEATILET,
«Aggregate: 1 ~ 15 Dty a VOEREERELET, 774/ ME 15 TT,

*HTTP Sessions: 1 ~ 5 ® HTTPS (ASDM) v g DERBAERELET, T 741
MZ 54T,

*SSH Sessions: 1 ~5DSSHE v a v ORERABERELET, T 74/ MI5HTT,

s Telnet Sessions: 1 ~5 D Telnet Ev ¥ a VOREREERELEST, T 74/ MI5SHT
ﬁ‘o

eUser Sessions: 1 ~5Da2—HF—"LDrvia v OREREERELET, T 740 MT
5537CY

AFY T3 [Applyl 227V v/ LT, BEOEHELRIELET,

VAT LEEAMAAA DEKTE

ZOHTIE, AT NEBEORE, FEFF, 3~ NP EZRET 2 B OV THA L
£,

EERGIDKE

CLIBXWNASDM 77 B ADFIrEHRELET,

EETIEX
2 | I
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BEFEICDOLNT
ASA ~Dua A U FER, BAEEADZL TWDINE I ML TERD 7,

SSH FREDHE
FAED W ETIFFRAE/R L TO SSH T 7 B AZHWTE, ROEEEZZR LTI Z &0y,
« WRL7e L @ SSHITRRAEZR L TIFEH TE 8 A,

L nEZ;) Y : SSH 3 A an:%_’ﬁ)‘jJ Lf:%/ﬁ\bi\ AAA Y— R —F - ldnm "—‘717/1/:’-""&"—‘7*“‘&
NR=RZEZINTVD 22— = LA T—FE AN LET, ABF—ORIETIE,
ASA T —H ) T —H RXR—=ADH%EHR—hLET, SSH AT —EiLZ i E L=
B, ASA TR — AN T—Z_R—ZAEEROICHEALET, ura vica—F—4 &%
AU — REMEHATHHEICHELROIE, SSHIRFEEZHRICRETHZ DR TY, 22—
P —EXEC E— RIZT7 7 BALET,

Telnet 2D E
SREEDOHEEZ DD 53, Telnet 7 7 . AIZOWTIL, ROBHEZSBR LT &0,

« FWFER L : Telnet OFBIEZ AN L TWARWEAIL, =2—V—4EZ AN LEFA, A
VRRAT—REANLET, TIZAHNLIDONRRT—RiEHY FHA, LN ->T, ASA
~Telnet #5642 121E, WAV — RERETLHLENRHY £3, =2 —¥ —EXECE— FIZ
TI7EALET,

« FRAEDH U : TelnetFBFEE H N LI HE 1. AAA*ﬁ‘*‘/\*‘if_ T —rhra—H—5—x
NR—RALEEINTWNWD 22— — %&/\XU KEADLFET, 22— —EXECE— FIZ
TI7EALET,

ASDM Gt E@mg

FREEDH V E£2ITFRFA2 L TOASDM 7 7 £ AT L Tld, ROBEZZR LT 280, AAA
PRED A 0D 63, FEHERREZRET 2 Z & bARETT,

cBEERL T 7 AN BNTIE, 777 Oa—Y—4 L enablepassword 2~ RAEH L
TASDM IR T AV TEET, ZBHOEFIZLZWVWEIIZ, TEXAHALETRIAR—T N
NRAT—REERETHLEBEHDLET, KA M, RAAL 4, BLOA F—T R
AT — R & Telnet SATU— ROFREEBL T 7Z&W, CLI Tenable 2~ RZ KN
AN LT ZiZ, mAV—=FREEHETLHIOIKROLNET, ASDMIZRZ A LTtk &
WZiZ, ZoIETEASNERA, B /A VEHET (=Y —£%2 770 70OFFITLR
WTC) 22— —Z{ LA T—READLTEGAIE, ASDMIZE > Tr—I)L T —H_—
ATC—ERFov 7 INDHT L _E.%'\L’C<7Léb‘o

REERRGE (I, =T v RE—FROHKR) 22—V —|CHREAELERTE E
9, iFREOZ—P—Z L RXRATU—REANTDHE, ASAPKI b7 & bAoA > Mkt
L CREAEAZBRIEL £97,

EETIEX
I
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gE7tx |
B . 7rzaoms

* AAA F%FEF : ASDM (HTTPS) #FAEZ AN LIZHATE. AAA —"—F = Tu—hL
=P F = H RN 2 :”E%eéﬂfb\é:h—#w% ERAT—REANLES, T,
TS5 Da—P— b f R—T ) NZAT— RTASDM #{HHTE A< 20 F LT,

o AAA BREF L EEHESAE O (v, —F v K E— RKD#A) : ASDM (HTTPS)
FEEE AN LA IE. A AAYV—R_—F - iin— )l 22— — F— X _XR— R TEHS
nNTnada—4F—4 k/\xv KEATTLET, sEAERGEHO 22— —4 L XA T —
DRZDGET., IO bANTIE TRk onNET, 2—F—ZZHENLTUEL
T&;%ﬁk@b)\ﬁbf%&iﬁi&g?ﬂf‘%iﬁ‘o

IJ 7}bﬂlb\ﬂIE0)*EEg

FREH D ETFFREER L TOL Y T a2y Y — )L R— h~O7 78 ZIZEL TE, ROEE
EZRLTIZEN,

cFBRER L VU T AT 7R ADOBIEEANC L TORWGEAIR, 22— —4, RNAT—F
EASNLFERAL, 2—PF—EXECE— RIZT7 27 EALET,

FEEH Y VT AT I ADORIEE AN LTS E1E. AAA —_—F=ldn—h v
2P F—H RX—ZATE éznfb\é:wﬁ%%é:/\xv KEADLET, 22—V —
EXEC E— FIZT7 7 A LE7,

enable F2EI D E

07 A BICEMEEXECE— RICABIZIE, enablez~ > FEZAALET, ZDa~vw ROH)
Mﬂi\ mqubeZ\ 7\‘/1/73)k 9 yaRl L\—J:Ofiﬁl%fci ] \i‘é—o

« FFE7R L ¢ enable FBFEEFRE L TV WAL, enablea~ 2 FEANTH L &IV AT
AAR—=TNRAT—=REANLET, 774V MIZEATT, enable 2~ K&K
WCAS LI X, FREEETLLOICKROONET, 727201, enablefBiEA A L7
b‘%/ﬁr\\ enablea~ > K& AN L7=%&I1%, %ﬁ@l“’ﬁ‘ tLlTCualZ AL TWERA,
hicky, == ]\mujfoﬁ&:“*‘ﬁ‘**’\**xg)%‘% SWELEZTHZENRHY ET,
a2 — =L ZHEFFT HITIL, enable FRAEZEH L TL 71?51/\

FREEH U : enable WALZ T LT25A1E, ASA T Bm 7 MI XY AAA —1—F 721X
02— 2= —F— 5“\**7\(713%3%'@‘6:“*‘3‘**% ENAT— REERLET,
Z OR¥BEIR, = —H— 739\7]’(%‘%):1'?/]\75:#%']?%’)71 \Za— W — A PN EE e E %

RlcTa~ R 2 FET T 558 IC/RICER LB E T,

a— v 7= _X— R % {Hi T 5 enable FRFEDOH A 1L, enable 2~ ROV IZ login =<
Y REFEHTEET, login 2~ FIZE D a—P—ARMRSNETH, Bitx 41275
IO DOREITLED D £ A,

. EETIEX
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AR ARL—F 4 27 VRFLb S ASA~DEy Y3y [

FE CLIICT 7 B ATE D a—W— K EXEC £ — F‘%F‘ﬂ‘%#f‘%m\ib T b —H—%n—
HNTF =B _N—=ZENTHBA1E, o~y FRAZRETHILENHY £, a~ 2 NER
AVANTAT N ﬁ%%w\mbxzuh (2bx777r/w> @n—*f ¥, CLI CTHZD/RAT— R
AL TEHEEXECE—F (BXOITR_RTOavr F) 778 ATEET, HHWME. &
T — A NT —H_R—=2ATIIR AA A —R—%2fFHLCusAfr avy F‘%lﬁlﬁf’“
L, FEETRTCOE—H)L 2a—F =2 LYV L IZRETDHZEICED, VAT L A X—
TN RAT — REMFH L CHRiME EXEC E— NIZT7 78 ATE b 2—V—%HlEcxE9,

HRAMARL—F A VT VRATFLNLASAANDEY S 3

—HDOT Ty 8T A —LTIE, ASADETZHOT 7V r—a e LTHR—FLTWET
(f5] : Firepower 4100/9300 @ ASA) . RA N ANV —F 4 7 VAT Lb ASA ~DE v
Ta DA, BEROX A IR LT ) TR L O Telnet RAFZ R T CE £9,

“AF ALTFHRARNET—RTIE, VATL a7 4 Fal— a3 TAAA I~ F‘é‘:a&ff
TXFE¥A, 72720, Telnet T2V Y TARGEZEH 2 7% A M THRE LIZHE. iR
ThbDtyvacbEAENET, ZOBE. BHILVTIFA MDD AAA —1"—F 771

0= 2= — F = R=2ARFH I ET,

. ASDM. B&Uenablea<v > K 7Y RBIEIDHRTE

1R BHEIIZ
e Telnet. SSH, £7/ZIXHTTP 7/ A %2HRELE7,

o AMBFRFED G AT, AAA P — = TN —THRELE T, a—WLBIEOLAIL, v —
HIV T — 5’\*—7\ \Za—P—%BMLET,

« HTTPEHERFETlIL, AAAY—R_R— 7 L—7OSDI 7 a haLZz P R—FLTWWERA,

Z OF%REIL. sshauthentication =~ > FiZ X5 v —H /L 2—HF—4 285 5 SSH AR F—
PRREIZIT B L £ ¥ A, ASA Tid, ABF—FGEICR L, v —h /L F—F X— X & K2R
IR LET, ZOlEIX, =2—VF—H XAV —RNIOAEELET, n— IV 2—
P—DABF—FRAEE ISR — REEHATEZ L2127 2121F, ZOFIEEZHEHLT

O — A VERIEEZRANCERE L, NAT— R 7B R 2T H50LERH Y 7,

FIE

ATv 1 enablea~ REMHT 52—V —%235E7 541X, [Configuration] >[DeviceM anagement] >
[User’AAA] > [AAA Access] > [Authentication] DIEIZER L, ROBREEITWVET,

a) [Enable] F= v 7Ry 7 XAEBINLET,
b) == TN —T 4 FEILLOCAL 7 —F X=X & EIR L E T,

EETIEX .
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B e=sacs s cuBL0ASIM 7 & £ ROHR

o) (FFvar) AAA T —"—%ZIRT 25513, AAA b——RMEHRFIZ > 725
DT =Ny 7 FREL TR T —=Z_N=ZPEHIND X 9T ASA R ETE
F 9, [Use LOCAL whenserver group fails] = v 7 R v 7 A& F NI LET, v—h LT —
HFN—=ZTIEAAA ==L R La—P—HBLONRT = FEf 52 L 2HR L
F9, ZHE ASADT a7 N T, EOFRBEH I TN D DPRRENRNTZD T
R

RTw T2 CLLEIZASDM T 7B AT % 2—W — %5857 5541, [Configuration] > [Device
M anagement] > [User §AAA] > [AAA Access] > [Authentlcatlon] DNAITIEIR L, IROBEEZATU
£,
Q) WOF v IRy At i LEd (B

« [HTTP/ASDM] : HTTPS %{#i i L T ASA IZ7 27 £ 235 ASDM 7 74 7+ k% i
L/i‘é‘o

M [Serial] Y —)v ﬂ_\g"— ]\ %{Eﬁg L TASAIZ 7&-&}@—61‘—‘4} ffmuuﬁ]\/iﬁ—

*SSH : SSHEEH L TASAILT 78 AT H2—P—%FFELET (NAT— KD,
AR —FREETIIRFERD 9 blca—H L F—Z_XR—2ANFHEINET) .

* [Telnet] : Telnet Z{HH LT ASAIZT 7 AT 52— —%FFEL £7,

b) Fxv Ry AEFUATLEF—ERTLIT, A Z LT 4 E 721 L LOCAL 7 —
A R—2AZEIRLET,

o) (FFvar) AAA T —"—ZEIRT 25513, AAA b— =M o725
D7 =Ny 7 FRELTR—=IN T—=F_X=2AMEMIND L DT ASA &% ET%
%9, [Use LOCAL whenserver group fails] &= v 7 Ry 7 A& 4N LET, =—A/LT—
AR—ZATITAAA P —R_— LR L —F A BLONRAT — REFEHT L2 EAHESEL
FT, ZAUL. ASADOT RV T R T, FOFANERA SN TOE0BRENRNZDT
T

AT T3 [Applyl 27 VU v 27 LET,

EHEEFRIIC L S CLIE LU ASDM 7 U £ X D IR

ASA TlEa2— YV —DFGFFFICERT /v A 22— =L VU ET—F T/ VA 2—P =2 XHITX
LE0ICmoTCnET, a—HP—n—nNEXJFHLT, VE—FTZEAVPNZ—H—
Xy MU= 78R 2—F =R ASA ICEHEER AL T 5052 T ENRTEET,

4 SRS

RADIUS F£7/-IZ LDAP (¥ Vv EVHTFEH) 1—H—

2 —H—7% LDAP #fH CTFRAES4L D &, R4 7 1 7 LDAP EM: & Z DfED Cisco ASA JBYEIZ
vy BTSN, FREOFFAIHSRED R S L E T, Cisco VSA CVPN3000-Privilege-Level DfE %
0~ 15 OFIPH T E L7-1%. LDAP J&IE% Cisco VAS CVPN3000-Privilege-Level (2~ v "> 7
L/ i ﬁ‘o

. EETIEX
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wEHAICL S cUsLUASIM 7 5 £ 204 [

RADIUS IETF @ service-type JEIEH3 .
A=V TEEINDIGE. ZORMKIT
THDERET DA I NET,

RADIUS Cisco VSA privilege-level J& Mt (2 % —
TV TREINDIHEIL, 22— — DR L~V EFRET D720

TACACS+ 1—H—
Iservice=shell] TFFAIASER Z41, B — 3—|X PASS F 721X FAIL TIoE L F£ 7,
A—AJ) 1 —H%—

BE L7z —H—4 @ [Access Restriction] A 7' a v 2HELET, 77 BAHIROT 7 4V
METE [Full Access] T3, Z DA, [Authentication] ¥ 7 DA 7' v a V THREINZTXTO

RADIUS nunftkct()\uq:jg;k@'fi%& L T access-accept
IR SN —F—ICEDF A T DY — R %A1

ID 3076, 7 1D 220) 73 access-accept A
R SNET,

P =R LT, TNV T 7 EARTFATENET,

EERAIDREMS

BEFF D AAA Y —/3— A T B LOEDREICONTIEL, ROKEZML TSN,
ASA TIHINODMEZBHEMH L TEHET 7 A LV ZRELET,

BTELAN)L RADIUS/LDAP @ TACACS+ B A—AIL T—2R—XDE
(RvEVIEh %
=) Bt
[Full Access] : [Authentication] % 7?4~ |Service-Type 6 (7 F |PASS, %k L L | |admin
TarTHRESNETRTOY—ERICH [ I =AML —T ¢
LCINT 7 EARHTFRISNET, 7). Privilege-Level
1
[Partial Access] : [Authentication] % 7 ™4 |Service-Type 7 (NAS |PASS. i L~/ 2 | nas-prompt

Tia s TERET HE, CLI £721% ASDM
WX BT 7 ARHASNET, L
[Enable] F 7" a > Z i ] L T enable #FiE
ZRET HHA . CLI y =—H%—|T enable
g~ REMFEH L CRiME EXEC £— RiZ7T
JRATHZEITTEERA,

ZA=270 4 DI
Privilege-Level 2 L |
Framed 2) B3 L O
Login(1) —t & #
A ZIEFERRICHR DN
ESc AN

Uk

BET 7R ANMERINET,
Z—— | [Authentication] ¥ 7 DA 7T =
yf%ﬁéﬂtmfﬂ@#%ﬁx§ﬁ%f
XFEHA ([Serial| A7 a VidE £,
SFD, VITNAT I RATHFATINE
T) . VE—F TR (IPsec BLD

SSL) m—H#—{L, flEfEHHFDY E—
K77 Ay g rZRIEEBINKET T
XFET, oT_RTOYy— A XA T (R
AR, 777 AR E) bEERICABE S VE
R

[No Access]

Service-Type 5 (7 7
fRT7 2 R)

FAIL

remote-access

EETIEX .
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FOMOHA FSA >
L UTIN Y=L T AIEETICEENERA,

« ZOMREERFERT IR, BHT 7B A AAABIELRETAVENH Y £4, CLI,
ASDM, B L Wenable 2~ N 77 EAFEIEORE (23 X—) 2L TLEIN,

o SERFEFE A 9 5 8 . ZOREE A X—T NVICT DHENINT, AAA —— T L—7F
%&Ebfk<zgﬂﬁwi#o

sHTTP#FHi%, v 7N —F v RE—RTOLEYFR—FEINFET,

HTTP & > v a > OFBFF Al 2 A % — 7 /UIZ$ 5 1Zi%, [Configuration] >[DeviceM anagement] >
[Users/AAA] > [AAA Access| > [Authorization] @ IIE Iz EEEFR' L. [Enable Authorization for ASA
Command Access] fEIR D [HTTP] = v 7 Ry 7 A% A A2 LET,

GE)
ASA 2~ R 7 7B ARRETAHICIE. v—h/L a~<wr RFAOHE 28 2—) 5
LTLIEEN,

Telnet 35 X OVSSH & v ¥ 3 V OFFEFF Al & A F*— 7 /WIZT 5121, [Configuration] > [Device
M anagement] > [User SAAA] >[AAA Access] > [Authorization] DNEIZEIR L, [Perform authorization
for exec shell access] FEIH D [Enable] = v 7Ky 7 A&A 2 LET,

[Remote] 7= 1% [Local] 4 7% 2 o R4 %8R LT, EXEC & = /b 7 27 & A D[l ff il
LY —_—ZiEELET,

BHFRA &2 A F— T WM T HIZIE. [Allow privileged users to enter into EXEC mode on login] 7 =
IRy I AEA N LET,

[auto-enable] 7' v a VEEIRT H &, 7V T I B ARHA S vz — W — N EEFAE EXEC
EF— RFZRBTEES, TS T, 22—V —F=2—F — EXECE— FIZe b £7,

A< RERDETE

Oy RADT 7 AZHHT 2846, ASATIEa~y RHFA2RETE, 22— =M T
EHavy RERETEET, 774V FTHEH, v/ A4 035 a2—H%—EXECE— RIZT 7V
TATE, HEBROa~vy RETHREESNET, enablea~2 R (21X, v—h v 75—
ERXR—=2%fHT 5L E i login 2~ R) ZANT5HE, FiE EXEC E— RBX =7 ¢
Fal—varavrFeabmEra~vy N7 78 ATEET,

WD 2 oD a<wy RFEFROWTNhEEHTx £,
o T —HVEHEL ~UL

. EETIEX
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SRS Celhive .

* TACACS+ H— /N—/RifE L~ )L

av Yy I*nu.\_I(-’DL\'C

av s FREAZADIL, KBFEHDOA—Y —IZDH A~ FANEHETHILENTEE
D

HR—rEahdavy FEFRAK
WD 2 oD a<wy REFFROWTN2EHTE £,

e T —VEFHEL UL ASA T~V REHEL~VLARELET, u—h)L oa—HP—,
RADIUS = —#—_ F72|XLDAP = —#%— (LDAP J&4%:% RADIUS B~y B 795
BE) & CLIT 7B ACOWTRAET 558, ASAIZZ DL —P—%n—H/L T — 4 _—
A, RADIUS, F721ZLDAP ' — _"—TEZBIN TV LHHE L ~VFTE S E T, =—
P, BV Y TONIREL XAV TOavy NIZT7 78X TEET, 7X3THO2—

—lE, gHTrIArTHELEXT, 2—P—EXECE—FK (L0 FEF1IDa~vwy
F)K7&ﬁxbi# a—H—i%, FHEEXECE—F (L\2B ko< R) &7
7B AT HI-DIZH N enable =~ RTRGEET 572>, login 2~ RTrZ A (m—%
T —HR—=RIRD) TEET,

GE) va— T —F_XR—2ANZ2—YP—=RFELRL TH, £7/2CLI
FRGIERC enable i&F 75!&%*}%/::\“(% =—J v ZV/butFT%{%
FATExET, bV, enablea~> REANTHLEEITVAT
LA F—=T N RAT—=REATTDHE, ASAIZL->TLUL15
WCEPNET, RIS, T_XTDOLLDA F—T L NA T — R
ERCLET, Zhickv, m%bn@~ﬁ)%ﬂﬁbt&%ﬂ
ASAIZE S TLULniZiEPNA L IRV ET, TnbHD L
wm\ﬂ—ﬁw:V/FﬁT%ﬁ% CTAHETHEHAINERE A,

« TACACS+ Y — X—Hi#E L ~UL : TACACS+ —_R—T, a—W—F715 7/ —77 CLI
7T R IZoOW Tntuuﬁbf_?\’ﬁf'fﬁﬁﬁ'(%éj?/]‘%&hﬁbi‘g—o CLI“C:L*—ﬁ‘“—i)\ﬂjJ
TAHT_XRTHOa<r RiL, TACACS+ — _"—THiE SN £,

tXa T4 aVTFRAMETT Y REHH
AAAGRTEIT TR A NI EIEMTHY, a7 X MNETHEEINETA,

awy NHFAZRETIHEIE. X207 4 20 TF A MEPLICHRETILENLY F
T, TOFREICLD, BR2vF=2UT 4 a0 TFAMGLTRERZa~ RFEAEFE(TT
xFET,

tXa VT ar TR A MY RZH5GE, BEHEIL oA VRHIEEE L2 —YV—4T
HFA NI~ R LW THFA My a  TIEERDFREENDH D Z &0, LW
AT HFARNTIH I~ FFARF LS EEINTOWARWARRERH D = & ZAFAIZEVT

EETIEX
I
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B -~ rErLAL

L&, a=r RHARtEF 2T 4 arTFXFA ML TERIEAN DL L 2EHE
NHEELTWRWE, BELDAEC S eeERNH D 9,

\}

GE) Y RTAFETAR=ZATITAAA o< RNV ER—ENRWED, VAT AR[TAL—=ZT
Ta~y R e T EEA,

av Y MERLAIL

FIZ 4N NTIE, RO~ RBEHEL~LOICED LY TOHENET, ZOMOTXToa~vr
RIZHEHEL ~JL 15 1I2EID B ToHNE T,

» show checksum

« show curpriv

4 Rr—T Lt

* help

« show history

* login

* logout

* pager

« show pager

* clear pager

* quit

* show version
AT 4 Fal—varyE—Ravr RE 15 LRV L~VZBEIT 5851, configure =
<Y FLRICL-VUIBEIL T EEN, 2ok lirnt, 2—PF—Far7 4 Xal—
alrET—RIALZZLENRTEEREA,

O—A)L a3y READEE

n— a~wy RFaEFHAL T, a2~ e 16 DFHEL-~UL (0~ 15) O 1 DZE) 4T
LZENTEET, T74NVDPTIE, Ha~<r FIIBHEL L0 £ 151280 S TohNE
T, 2P —ZFFEDFHEL ~IZERTE, F—F—ITED Y TONIREL~VLLT
Da<wy REANTEET, ASA L, v—h)L F—H~X—RA_ RADIUS r— _—_ F7=iL

LDAP ¥ —/ 3— (LDAP J&4:% RADIUS Bz~ v B 74 2548) CEESN WD 22—
PR L~ E AR — R L TWET,

EETIEX
TR I



| gE7 +Z
n—nravyruaonE |

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIEIZ
IR E7,

AT w72 [Enableauthorization for ASA command access] > [Enable] 7= v 7 Ry 7 A& A2 LET,

AT T3 [Server Group] K> 7 &7 U A Kb [LOCAL] R L £ 37,

ATV T4 vm—h)navy RFREA X—TNWIT DL, A7 a T, FEL-LVEixDa~vy RE
iIa~y FZA—7ICFHTEHY YTy FRIEREHAL—F—T I U Mz A R —
TN LT TEET,

c HAIERDO—Y— T v MtEZEHT 5121%. [Set ASDM Defined User Roles] % 7
Uy Z LET,

[ASDM Defined User Roles Setup] % 4 7 2 V7R v 7 ANFRINET, [Yes] &7 U v 7T

LE, FMEREHAL—F—T I MEZERTEL LR 3, FAERFH

a—WP— T h oy MEFEIZIE, [Admin] FHEL L 15, TXTOCLI a2~ R~D 7 b

77k AME) | [Read Only] (FrkEL~L 5, FiAM Y HIHT 7 & A4) | [Monitor Only]
(Fp#E L~V 3, [Monitoring] 7 > a > ~DT 7B AMEDOHR) BHY £7,

a<wy K L)Lz FEICRIET HITIE, [Configure Command Privileges] 7 U v 7 L&
R

[Command Privileges Setup] # A 7 7 7' 7R v 7 ANF /RS HLE T, [Command Mode] K= » 7
X7 UARDG [All Modes] IR 5L, T _XTCoa~vy RERRTEET, bV
K\3V74¥1V%73V%%F%%RL ZOE— RCHEMAARER a2~y REFRRT
LTy TEET, LT, [context] ZB/IRTHE, 2 THFA T4 Fa2lb—
v v E— KA fﬁﬁ‘f\“(@ﬂ?/l\%i‘%r“(%iﬁ"o ary74Xal—vgv
F— R T2, 2—%— EXEC & — FFfHE EXEC E— R TH AN ARET, 2D
E— RN EICRARDT 7 arPNETEIND L) ha~vr FEFEHATHIEAIE. oo
E— NiZxf U CHMEICREL VAR ECTE £77,

[Variant] 7 7 AZiE, [show], [clear], FE 7zl [ecmd] NFERSINET, R, =~ KD
show =, clear IE=., F 7213 configure IEHUZH L TOARETE ET, 2~v2 KD
configure JERUL, W, REIEa~ K (show £7cidclear 7'V 7 1 v 7 AR LT) £z
Tno AL LT, av 74 Fal—rarOoFFEE5ERTEATT,

v ROV EEFTTHEARIE, a~ 2 REX 707 ) v 7450, [Edit] 227V v
7 LET, v«w@0~w@ A CTRETCEET, RETEDDIE, main 2v 2 FOKF
FHEL_ATEIT T, 728213, % TChaaa =~y ROL~LERETEXETN,

aaa authentication =~ > K & aaa authorization =~ RO L ~ULZEBNICERE T £
oo

FRINTWNDLTRTOa~vy ROV EEETAHGEE, [SelectAlllZ2 Y v 7 Lz
%Iz, [Bdit] #27 Vv 7 LET,

[OK] %27 U w2 LTERENEEHELET,

EETIEX
I
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B mcacsi v—i—cnavy romE

ATFv 75 ({EE) [Perform authorization for exec shell access| > [Enable] &= > 7 Ry 7 A& A2 L
T, av Y FRUTDTEODAAAZ—F—ZHMILET, ZOFT v a2 AT LRWEGE,
ASA T, B—H )V F—HZR_R=Z =P ORHEL VT2 R—b L, g A FD2—
ETRTT 74V M TLLISIZEID Y TET,

EbIT, Zoavy FIEHBHEEZAMCLET, BHFFTICLD CLIBXOTASDM 77 &
ADHIR (24 =) ZBRL TSV,

ATv 76 [Applyl 27 Vv 7 LET,
AFATRENFID B THh, TOEENERFTA L T 4 Fab—va VIRFESNET,

TACACS+ H—/A—TMOIaT > KDETE
ITN—TFERIIEAE Da2—Y—DIFTa 77 AL aR—x2 & LT Cisco Secure Access
Control Server (ACS) TACACS+ V' —R_R—Ta< RZRETEET, F— K X—FT 14D
TACACS+ ¥ — _—DE1L, a~y RV R— OG>\ T, ZHEADOY— 1 —0
v oa T VEZRLTLEE N,

Cisco Secure ACS /X— 3 3.1 Ta~wy RERETHIHEE. WOHA RTA4 025 LT
<TEEN,
ASAIL, V= a~wr RELTHFA[T5a~vy REEE L, TACACS+ ) — —Tv = /L
avw U RELTCa~vr RERELET,

N

GE)  CiscoSecure ACS |Z1%, [pix-shell] &FEEND 2~ K XA 70
EENTWDIHEENHY T, ZDFA FILASA 2~ FEFA]
WA LAV TL &N,

e I ROFPIOT— KX, AAfva~vry FERZRENET, ZOMOU— FiT+_TH|
BeRAaENET, Zhid, permit £721F deny DEZICELS LERH Y £9,

7= & 21X, showrunning-configurationaaa-server =~ > RZ&§Fr[ 4 5121%, a~v> R 71—
/b R1Z show running-configuration 238 L. 514~ 4 —/L FIZ permit aaa-server % A7)
LET,

* [Permit Unmatched Args] = v 7 R > 7 A% 41095 & BPRIVICIESG L T eung <
ThOa~vy Rl a#F]TEEd,
7o & 21X, FFED show =2~ > REFRET HIET T, TXTD show 2~ > RBRFR S
F9, CLIOEREAZ T TRMGEME R L, a2~ ROEREZT X CTTPET HLEN
IR HDT, ZOHEEEHRTLHZL2BEIO LET RONEZSHR) |

. EETIEX
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1:BET I _RTOITY ROFHFA

¥ Permit Unmatched Args

114412

Add Command | Remove Command |

cenableXChelp 2 &, Hi—U— RO a~v FZHOWTIE, £ a~vy FZSIERRWEES
TH, —HLARWVGIBZHFAITL2L8ENDHY £T (ROKEER) |

H2:E—J—F@av 2 FOFHA

[ Permit Unmatohed Args

114411

Add Command | Remowe Command |

cHIBEEST D123, TO5HEOFNZ deny Z AN L ET,

72& 21Z. enable =~ K%FFa] L. enablepassword =~ > K& FFa] L7aWEAIZIE,
av s K7 4=/ RiZenablez AL, 51¥ 7 1 —/v FiZ denypassword & A7) L £77,
enable 723 PRI &N 5 L 912, &7, [Permit Unmatched Args] = v 7 R 7 A% 4
LT Zay (ROXEZR)

EETIEX
I
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B mcacsi v—i—cnavy romE

B 3:518DEE

BT - coit Unmatched A

deny pasanard

|

Add Command Remowe Command |

114410

cav Y RIA L Tavy REBBE CANILIESE, ASAIXT L7 v 7 AL XAy o
VU REFERT XA MIEMLETH, £TOMOFIEITAT LIz LB 1 IZ TACACS+
P—=N—ITEEFELET,
7e& 21X, shlog & AT)4 5 & ASA 1F58478 =2~ 2 N show logging # TACACS+ H—
N—ITEELET, —H, shlogmess & AJJT 5 &, ASA ITER Sz~ R show
logging message Tix72 <. show logging mess % TACACS+ #— N—|{Z%fF L £ T, AMEIE
TR L TR USIBOEBDO ANV EZFRETEET ROKZSH)

4: BT OIEE

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

114414

Add Command | Remove Command |

e T ARTDL—HP—|ZH L TRDEARa~ L REFATHZ E2BEID LET,
» show checksum

* show curpriv

A=t
* help

« show history
* login

. EETIEX
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Tacacs+ o v > rranzz [

* logout

- pager

« show pager
« clear pager
* quit

» show version

TACACS+ O < > FEFRIDEXTE

FIE

ATy T

ATy T2
ATv7T3
ATvT4

TACACS+ 2~ RiRn[ & A X —T7 WL, 2—H—MNBCLITa~y FREANTDH L, ASAIZ
ZTDavy REa—PF—4% TACACS+ Y — R—IZXE L., 2~ RRE A ENTWENE )
MEHBILET,

TACACS+ 22~ RF &2 A F—7 WIZT DHIT, TACACS+ r— _—TEFZINTm2—H—
ELTASAIZEZ A LTSI L, BEXWASA DRTEERT DHI2OICME o~ RiFA]
NHZ L EMBLTIEES Y, LEXE, TRTOa~vy FRARASNEEFR—F—L L
TalA 50 ERHDET, ZOLHICLent, BERETr Y7 7T b IivD afREMEN
HoFET,

BXRL7ZEBVITHIET D Z MR CTEDLE T, RELZMRIFELARNVWTLSEZE Y, FEWZX
Day 7 70 MENEHEE, BEIZASAZHBREI T LI CT7 78R E2RETEET,

TACACS+ VAT ANRERIZLZE L TEHTE DI L2 LET, SEREHEME L LI
W, I, 5820 E TACACS+ Hh— 3— S 2T A & ASA ~D5ER TR NI T,
722 21X, TACACS+ #— _R— F— L2, A v B —T A A 1LIZER N1 OO —_R—L
AVHE =T 2 A X2 IR SN OV —"—%EHET, TACACS+ I — "—RHEHTEA
WIBEAIC T A+ — ANy 7 FRE L TCr—h) a<wy RHEAARTETHILLTEXET,

TACACS+ V—N"—%fH L7za~y RFRIZHET DI, ROFIREZFEITLET,

[Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIEIZ
EIRNLET,

[Enable authorization for command access] > [Enable] 7= v 7 Ry 7 2R &4 2 LET,
[Server Group] KE v 7 & 72 U A RDE AAA Y— 13— T )L—T 4 5@ IRL 7,

(A7 ar) AAAV—_"=MERARAIC R G60 7 +—n "y 7 e L Tr—h/L
T HR=ARFEHIND L HICASA ZFETEET, XET HITIEL, [Use LOCAL when
servergroup fails] 7= v 7 AR v 7 A& AN LET, B — /T —FX—ZATITAAA —/—
ERILa2—YP—AB IR = REMEHTHZ LML ET, Zid, ASADT v 7 b
Tlix, EOFEABEH SN TR REINRZNTZDTT, T —ILTF—FX—ADL—
Pl av s FRHEL LV EZRELTIEINY,

EETIEX .
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B o575~y —0 27— FKyo—nRE

ATv TS5 [Applyl 27 Vv 27 LET,

—

A—AJL T

FIE

gy REFARENE D Y THEN, TOEENENETa L 74X ab—va VIRESNE
ﬁ—o

BAR—R A—HY—D/INAT— KR —DETE

0—h )N F—E_X—=2%HH L CCLI £721% ASDM 7 7 ¥ ADFRiE &% BT 55 51%. f8E
HMEZBRE 2 & a——Z R T — ROEFZFRL, SATU— FOFER & HIRE T T
REDSNAT — FEERICHED 2L 2B RTDHNAT =R R =R ETEET,
NAT—=RRY v—ign—n 7F—FXR=2R AT 5 EH—P—|Zxf L TOHMEH S
T, B INT—HR=REFHTIZOMD XA TDNT T 4 v (VPNRAAAIZL D
Xy NU—2 T U7ERRE) R, AAA V—N_—IC Lo TSN~ —F— @A I nE
T A,

NAT— RARY —ORERIT. BELEFRO2—F—D AT —REEETLH L HFHL
NAT—RIZH L TARRAYT— RARY =Nl S E T, BEFEO/RAT — RiZonTiE, BT
DORY —EAINET, HLWAY > —F, [User Accounts] X4 >3 L O} [Change My
Password] XA A L= AT — FOEFI(HEH S ET,

1R B
e B —H N TF—H_XR—2FHH L TCCLIE7-IZASDM 7 7 ¥ 2D AAAFiF# R EL £,
s =) T —H_R= AN 22— —ZEFEE L ET,

AT w71 [Configuration] > [Device Management] > [User SAAA] > [Password Policy] DJIEIZEIR L £,
ATV T2 ROFT v a v B EBEICHARDETRELET,

* [Minimum Password Length] : /XA U — ROKE/NEEZ AT LET, AHMEOHFHIT 3 ~ 64
WFETT, HEIN /AT — RO/ 1T 8 LFE T,

« [Lifetime] : Y &— h =—H%— (SSH, Telnet, HTTP) /XA U — KOG % A%k T
ELET, arV—LiR—bhDa—H =1 RAT—ROFHHBROIN T v 7 Ehb
LlEHY EHA, ARRMEIX 0~65536 TT, 7 74/ MEIX0 HTYT, ZOHE,
AU — 3k U THIRGIALIC 2 0 £8 A,

INAT — ROFZYRNEIN S THANZ, BEA v E—URRRINET, NAT—FD
HREERGINA L, VE— K 2—F—DT AT A T 7 AIEEINET, HHHIE
DEUINT=%T 7 B AT 2120, ROWTNHOFIEEZFITLET,

MUDEHEZI SRR — FEEELTHHWVET,

. EETIEX
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ATvT3

rzr—rozE [

oL ) — L R—ha A LT, RAT—RELEELET,

* [Minimum Number Of] : IRD ¥ A 7' D ELFHAEBE L 7,

s [Numeric Characters] : /XA U — RIZE O 2T IR &2 WETFOF/INUFEE AT L
£, ARREE. 0~ 64 LFTT, 774/ MiZO0TT

* [Lower Case Characters] : /XA U — RIZE O 2T UL B 720V INSTFO R/ NUFHE A
NLET, AEOHAILO0~ 64 XFTY, 774/ MEIZOTT

* [Upper Case Characters] : /XA U — RIZE O 2T UL B2 WKUFO RN IFHE A
NLES, AMEDHIL 0~ 64 LFTT, 774/ METOTT

* [Special Characters] : /XA U — RIZEDR2TF LR 6@1/‘%57‘@(%@54 A AT
LET, ARMEOHPILO0 ~ 64 XFTT . FFEEIFITIEL. 1L @, #. 8. %. N &
FA(BIO)BEENET, T 740 MEIZO TY,

» [Different Characters from Previous Password] : # LV XA T — K & R T — R TE
ZIRTFIUT A S AW/ NUTF AR AN LET, AR 0~64LFTT, 774
U MEIZO CTT X FE~y F U TIIMBIRFELEYEA, LERS T, HTLVWIRAD —
RTHEAIND LT, BIEONSRAT— RO E ZIZHH S TW R WEAIZIRY |
INAT — RPEHEINTZ R INET,

* [Enable Reuse Interval] : LARHICEA SN2 ~ THDO/RAT— R —FFT 52T —RD

FBRAA2IE4 25 2 ENTEET, LATD/SZ T — RiZ, password-history ==~ > R4 {f
HALT, B {bEN B THE—F A OREIRFINET, Z0avy Rea—H—
NERETHZ LIITEEEA,

* [Prevent Passwords from Matching Usernames] : =—%—% & —FJ 5 /XA U — K&25 1L L &

S

(A7t a ) [Enable Password and Account Protection] = v 7 h v 7 A% 42 LT, L—
W —23 [User Accounts] 2 > Cix72 <, [Change My Password] ~XA > CT/XAU— K& EHET 5
ZEEREMELET, TUANMREET A E—T AT, ELLOFETH, =P 3%
AT —REEHETLHZLENTEET,

Z OWEER A 2 — T MIZ LT, [User Accounts] “XA V' TRAV—REEBL LY LT5HE, &K
DTT— A=V NFRENET,

ERROR: Changing your own password is prohibited

AT 74 [Applyl 27 VU v 7 LT, RENFERIFELET,

INRAT—KDZER

NAT = RRY v —=TRAY— FOAPHIRZRE LTS E. AMPIHZBE D &/ SAT—F
EHLVWARY = NZERTDLENHY £, NAT—FRY —fREEZ A X —7 /LT LT

EETIEX .
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B oy oomEzEB-LcRRTS

A, ZONRAT— REROAXF—LARMEATY, NAT— RKRY —BFENA £ —7 /LT
WAL, ZOA Yy REFRTI L, B2V —T IV N2 EETHILEHTE
F9,

username /XA U — REEFEFTHI21E, ROFNEEZFEITLET,

FIE

AT w71 [Configuration] > [Device M anagement] > [User §AAA] > [Change Password] DJIEIZ 3N L £,
ATy T2 HOWAAT—=REANLET,

RATFYT3 HLWRRAT—REZ AN LT,

ATV T4 HERDTDITH LW A T — REFEANLET,

AT w75 [Make Change] #7 U v 7 L £,

ATYT6 [Save] 7TA %27V vy LT, F7ar74Falb—ra VICERERAFELET,

074 DBREEZEMLTRTY S

T 74 NTIE, v/ A VERIT 0 HRERGFESNET, ZOKEEZ BT 50, Wi A2 &K
K365 HECTEETEET,

1R BHHEIIZ

cn A VERIT=y b GEE) JEICRFSRET, T2 A A== LU TR
VU VBRETIE, 2=y MRAFOu A VEROSZREFLE T,

s A DB — 1%, Va—REN5 LRI R0 9,
¢ 1 DL ED CLIEHE F3L (SSH, Telnet, > U 7 /b 2V —)L) Ta—h/L AAARGEE A

F=T M LA AAAY —AN—Da—F—A E i Fu— DNV T =S R=ADa2—F—
HUC Z OWRENHE A S ET, ASDM D1 /A TBRIRAE S EE A,

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [Login History] DJIEIZ IR L £,

ATvT2 [BEHEOR A VIBRELER— MNRE] T =y 7 Ry 7 A F A LET, ZOMREEIX, 774+
R TAR—T NI ENTWET,

ATv 73 W21 ~365 HOMTRELET, 774/ MMEL90 T,

ATy T4 vl A VEREFRRT DI, WIHA O ASDM [ T [Status] /3 —1Z & % [Login History] 7
A7)y 7 LET,

. EETIEX
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EET7IER

FIE

ATvT1

ATy T2

ATvT3

g7z 771 0908%

1217 12:18 12:19 12'20 12:21
1 M Input Kbps: 5 M Qutput Kbps: 5 ||

1 - - = = |

docs 15 B | & & 11/13/17 12:21:39 PM UTC

FTRCDOZ—Y—Dua A VBENTAT O TRy 7 ATERENET,

— » _rLl_l_l
Tjer.?/T’f ygo)nX;E
CLITshow 2~ RS D a~<w > REATTHLE. ThUT 47 A v&—T % TACACS+
TR T AT =N ZEETEET, 22—V —Rnl oM T5HL X, =2—HF—Menable
avw REANTHEE, FHida—F—Na~v L RERITTHLEXOT7HIT T 40 T 5
ETXET,
avw R T T 4 o TIERATE 59— 3—(%, TACACS+ 7217 C7,

BEHT IR ABIOA F—T N a~vw R T AT T 4 o T RRETHICIE. ROFNEE FE
L/i‘j‘o

enablea~ > REAN L2 —F—DT 0T 4 V7R ABEDNTTBHIZE. ROTFNEESE

£

a) [Configuration] > [Device M anagement] > [User AAA] > [AAA Access] > [Accounting] DJIE
123N L, [Require accounting to allow accounting of user activity] > [Enable] = v 7 7K v
7 ArF AT LET,

b) RADIUS F 721X TACACS+ H— 3— Z)L— T4 %R L 77,

2—H—7 Telnet, SSH, 7213V T /L ar VY —nL&EHLTASAILT 7 kA LERAIC

ZDA—=YF—=DT AT T 4 72 AMET DITIE ROFIEEZFATLET,

a) [Require accounting for the following types of connections] 7k G, [Serial], [SSH]. F7=i%
[Telnet] &= v 7Ry 7 A% A NI LET,

b) kX A 7O RADIUS %721 TACACS+ h—"— U —T 4 2RI L £7,

AV RTATT 4 T ERET DITIE. WOFIEEFATLET,

a) [Require accounting for the following types of connections] = U 7 C [Enable] = > 7 R v 7 A
A ICLET,

b) TACACS+ H—— N —7Z %R L EF, RADIUS (I F— FEhTHEHA,
CLI Tshow =~ RLSDa~ > REANTL5E, TV T 427 Avkt—V%
TACACS+ 7 7T 4 7 P—N—|ZEFETEET,

¢) [Command Privilege Setup] ¥ A 7 2 7Ry 7 ZAZH L Ta~vy REEL SV E DAL~
A AT BB, [Privilege level] Ru v 7 X 72 U 2 N CTlR/NMFHEL -~V EIRET 5 Z L T,

EETIEX .



gE7tx |
B ovsryrreons

ASADT I T 40 Tkt ba~y FEFIRTX 4, /NEFHEL~LED ETO
o< Rid, ASA TR OISR LY XA,

ATY T4 [Applyl 227 U 7 LET,

TAVLT A THRENPFIDLBTHN, TOEFRARRETA L T4 Fab—a VIRFES
NETJ,

Ovo 7 hioDEE

PRI X > T, a~ v FHFRCLIFRE A 4 195 &, ASACLIZbu Yy 777 &b
BARHY ET, BEIL. ASAZHE#HTLIZ LIk TT 7 A ZEETEET, 72771,
TTICar74Xalb—arazRELEREE. vy 2 70 bENEEFITRDAREERD
D\i‘g—o

WORIZ, — 7w v 7 70 MNRIFEZDRIEFEEZRLET,

RICUZBHES S PAT Y FHFAIOAYITIO T UL

Ay 79 kE
teRE # Bz MK : DT E-F | HEE: TLTF E-F
O—A/V CLIRGE | g —h /L T —% |a—) T —FX— |nl AL, NRAT—=KE | AL 2T 0n5HASA~DE v
N— R — AN == FE |laaaa~r Ra Uy L |[va a8 LET, VR
P—NERELT | LARWESIE, v oA | £, T AETAR—AMNE, 2
YA YTET, 2—P—0 VTR AMIEIDEZT
BbLTEEHA, a—P—ZBINT5Z &N
TEET,

. EETIEX
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nys 7y rnsonE [

Ay Y7 k5
HrE i3 Bl MAGK: STV E—F | ®MEER: TILFE—F
TACACS+ 2~ | —"—RH T [P —R—R3BERFET|L v/ AL, "AT— |1 ASATXy RU—7 a
R#F AT YLTWAE0E | HDHGEIEL, v rsA v F& AAA o~ R& VT4 Fal—g
sy | EENBET, Hhaw ROANHT Uty hLET, NIELL 2N
TACACS+ CLI 333 Tr—NNy s | xEHA, . NS P RN R ARFE T
RADIUS CLI 7 | Jrsk % it L 2. Vo RATBAULLIE | st 2q T
[AYAJ7AN ;iii;;i73ii MNHASA~DE w3
. N VEERLET, VA
VT = R— R % g o
T =Ry 7 R TA%ﬁfA%X#
LTRELET oy STEA Y
i ° WEZ TRy hU—2
EHEETHIENT
xFET,
2. Y—R—pHx L]
LXlitey 7o bhs
nipnk o, a—a
T =B R R
T =Ry 7 Ak
LTHELET,
TACACS+ 2~ |+ 7ffED e | 2~ REFAIRA F— | TACACS+ h— =D — | AA v F D ASA~DE
RFFA] Wa—W—F7 | TR FIN, | P—=T AU MEEELE | va v EERLET, VA
IXFFE LR a—P— Tzl ka3, FLFE[FTAR—=ZANE, @
JTW—ELT 7VF%AﬁT%&<TMm%+%~A—A@T V?%%FK@@%%TZ
v’y L, |70 ET, . V74Kl —a DR
72 AMER TR <. ASAE T . R
ST DU | LT T DS T E
BT AT R e R if:\ TACACS+ = >
— % N NN T4 X2l — g B EE
TH4vaviiu s AL ) o
e 1] z Nl
Y REUVEY FLET, S
a—h) a<wy N +OREHEDR |a<vy RFFaRAx— a4 L, NAT—=KL | AL oF N5 ASA~DE >
ewy Wa—H—L L |7 ETN, laaaa~vr REUkEy ML |[va v a8 LET, VR
Ta/A LT |2—F—FZnbllb=a|£73, T ARITAR—=ANG, 2
W5, <~ REATTERL VT RA MU BT
0 ET, =P LNV EEFT S

R TEET,

gB77t2 |}
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FINARATIEADE=ZRY Y

* [Monitoring] > [Properties] > [Device Access] > [ASDM/HTTPS/Telnet/SSH Sessions]

EER~A 12iE. ASDM. HTTPS. BEL O Telnet D v > a » &I LT+ 2 2 —H—
DRI A T, By arID, BIWRIP 7 FLARRENET, FEDE Yy a &Y
W42 i2i%, [Disconnect] #7 V v 7 LE T,

THEARA X, 7 TAT b, 22— —H BERAT—FA, VYT U=T RN—T3
. ANNEEeZ A4 T MRSk Z A7 AJTHMAC, ) HMAC, SSH v =
ID, %0 OF—F{AERT —F, KD OF —FHAERKH, 7 —FX—2OF—FARk, KH
NR—=Z2DF—HAER, HEOF—HAEROKRINRRINET, FFEOE Y a &Yl
3 5I1Z1%, [Disconnect] 7 U v 27 LE7T,

[Monitoring] > [Properties] > [Device Access| > [Authenticated Users]

ZDORA NTE, AA AT —R— ko CRIEEN a2 —Y—Da—Y—4 IPT KL A,
ZAF w7 ACL, IHEEX A L7 7 b (GFHETDIHE) . BIOWERZ A L7 7 F3—
EERINET,

[Monitoring] > [Properties] > [Device Access] > [AAA Locked Out Userg|

IONRANTIE, vy 2T U hERTEAAA v — )b 2 —P—Da—F—4 KL TR
REORATHEEL, BL O —H—nny 770 hESEEP - ERRINET, =y T
U N ENTERHFEDO—Y—% 27 U T T 5HIZIL, [ClearSelected Lockout] =27 U v 7 LET,
0y 77T NI TRTOL—YF—%2 U7 F 5HIZIL, [Clear All Lockouts] 727 U 7
LET,

[Tools] > [Command Line Interface]

ZORA T, SFESERIEAE T I T 4T a<wr FEBITL, REERTEHZL
NTEET,

. EETIEX
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EETIELRADERE

R 2. EBT VL RADERE

w27 w20BE [

HEaER Tov bk |HHA
TH—L)
IJ — X
CiscoSSH A% v 7 OF 7 v Mb - 9.19(1) Cisco SSH A% » 73T 74 /L hCTHEAESND LIV EL
7
H LUV S U7 i
e VU NVa T XA ME— R : [Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]
e vJLFaT F A FE— I : [Configuration] > [Device
Management] > [SSH Stack]
SSH & Telnet D/V—"7"73w 77 A 52— |9.18(2) N—=T Ny ) LB =T 2 AZBMLT, KROBERIZHEHRT

T xA A HFR=T

LIV ELL,
* SSH

 Telnet

FR/AET SN2~ F @ interfaceloopback, ssh, telnet

FH/ZE T i : [2E (Configuration) |>[7 /3A ADE& v
;7 v 7 (Device Setup) ]>[Af > ¥ —7 =4 ADFKE (Interface
Settings) |>[A ¥ —7 =A A (Interfaces) ]>[V—F /v 7 A
v H—7 x4 ADiEN (Add Loopback Interface) ]

ASDM YR — hME 7.19 TEMENE LT

EETIEX .
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3
3
Iy

BE

TS5y bk
T4 —L
y—2

n
&

CiscoSSH A &% v 7

9.17(1)

ASA IZ. SSH BRI HE » SSH A% v 7 A LE3, b b
2. OpenSSHIZHE-5< CiscoSSH A ¥ v 7 ZfF 9 2 K 5 I1ZER
TEDLEICRVELTL, T4/ FAY y 7IX5EHEE ASA
A K 7 T9, CiscoSSH Tk &=V HR—FLET,

« FIPS O YL
L ZAARBLWNA—T YV —RAaI a2 =T AN OEHEET
T WY 7 5 T
CiscoSSH A& v 713k a VAR — b LARWZ LIZEFEELTLEE
A
s VPN Z N LTERIDA v B —T oA ZA~0D SSH (&7 7+
)
« EdDSA ¥ —~X7

* FIPS E— KD RSA F—~7

TS OFSREDN M B 72 A 1E, 51 &KX ASASSH A ¥ v 7 %1
HITBH2LERNHY 7,

CiscoSSH A % v 7 TiX, SCPHEREICHE TOEENRH Y £9, ASA
copy 2> REFHHLTSCPH— LD T 7y LV EaE—
T 521, ASA TSCP #— %7 Ry hEARNDSSHT 7t
AEFINZTHHERDH Y 7,

B LVVAEE ST

s Nar T XA ME— R : [Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]

e v )VF T F A FE— K : [Configuration] > [Device
Management] > [SSH Stack]

. EETIEX
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w27 w20BE [

3
3
R

BE

TS5y bk
TA—L1Y)
)—X

nn
]

=R Na—YF—Dny 7T Y O
Ly

9.17(1)

BRERREREIER D v 7 A VEITICRIT 5 &, ASA X —H L
a—Y—%2uv T U NTHGEAERHY ET, ZOMRERIL, FiiE
LoL 1S5S Oa—Y—ZiddH s nNETATLE, 72, BHEE
MT I by 7 EfRETHET, 22— —[TEHRIC e v
7T hENET, EHENZ ORI clear aaalocal user lockout
Ay REMBEHLRVRY | 22— =310 32w v 7 fiffr S
NHEICRVFE LR, FEL~VISOa2—F—b, By I T
7 RRENEHIND Lo E L,

HH/ARE Shvi-a~ 2 K : aaalocal authentication attempts
max-fail , show aaalocal user

SSH 35 X U Telnet /S A U — RAEE o
7k

9.17(1)

m— A /L —H—7% SSH ¥ 7213 Telnet 21l L T ASA ([Z#)H T
nryArTHE NAT—=REELTTLHIHIROONET, F
7o, BEHENRSRATU— REEER LItk &IOv 7 A4 Ik LT
b7 IRERINET, 2L, ASABRYa—R§T5&,
BOIOBR T A ThoThH, 2=V —lZ7 v 7 MNIFRINE
A,

VPN o —h ) a—W—F = RXR—X {5 —b %
L. SSH F 7213 Telnet 7 7' A HICEF SNIZHE. HFLULS
A= RHEHTAENERH D Z EICHEBELTLLEIN,

HH/EEINT-a~2 K show aaalocal user

EETIEX .
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SSH &= U7 ¢ Otk

9.16(1)

SSH R D SSHEF =2 U T 4 OkTEAYR—FT5L91270
F L7,

e RA MF—0DA : cryptokey generate {eddsa|ecdsa}, RSA

{2 % T, EdDSA 3 X OVECDSA 7K Ak F—DH R — [ 3
BINSAVE Lo, ASAIX, fAET %% . EdDSA. ECDSA,
RSA DJEIZF—Dfli 2587 £ 3, ssh key-exchangehostkey
rsa 2~ R TRSA F—%HT 2 X 92 ASA ZHI/RIIIC
RIET D% a1, 2048 B ML EDF—Z AT 2 BN
HVFET, Ty 7T L—ROEMBEDT-DIZ, ASAIXT 7+
NVEDBRARF—FHENMEA SN TV DIEEICOHR, LD/
ZWVWRSA KB A MF—%fMHLET, RSA DV HR— MNMISHk
DU Y —ATHIBRINET,

X —2ZHa T /L3 ) X A ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256}

5 5{k 7 /L =Y X L : ssh cipher encryption
chacha20-poly1305@openssh.com

e SSHAN—V g 1T HR—FENR< 72 £ L7, shversion
o< Ri3HIBRES I E L,

B LVVAEE ST

* [Configuration] > [Device Management] > [Management
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device M anagement] > [Certificate
M anagement] > [l dentity Certificates]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Ciphersg]

SNMP [ JE BT 7 & 2

9.14(2)

B A NE VPNRRBEOEX 2772 SNMP A — Y » 7 &2 EBLT 57
DO VPNRED B L LT, VPN b RURHOERT 7 & A
ERET DRI, INFA v X —T = A ADIPT RL A& E~ v
TT AT ARNIEDET,

. EETIEX



| gE7 +Z

w27 w20BE [

3
b
R

TS5y bk
T4 —L
y—2

n
&

HTTPS 74 RAH A LT U NDORE

9.14(1)

ASDM, WebVPN, BLOMLO 7 T A T > hEETe, ASA~DT
NTOHTTPS #i D7 A RAZA LT U MERETED LI
720 FE L7, ZHE TlE. http server idle-timeout =~ > K& ff
HLTASDM 7 A RAVEZA LT U NERETHIELNTEE
HFATL, MAFDZA LT U MERELLEAIX, HFiLnas
Y RIZEOREDBLEINET,

HH/ZEE S -l : [Configuration] > [Device Management] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [HTTP
Settings] > [Connection Idle Timeout] = > 7 7R v 7 A,

HIERINTEY XA MUSUTELE
WEF 2 U T b bIERNEF2 Y
T 4 ~E W) JIEFEC SSH i 5k D 5
%R

9.13(1)

FRER SN2 U A ML U T, SSHEF SLOR 5013 ik b E i
X2V TR bBENEX 2V T o~ WO EF (BPEE
E) TRRIND LRV ELE, LEIOY Y —XTiX, &b
NS DONPORLENHED~DIEFTY A SN TEY, E¥xa
U7 4 BEWIES L0 WIS EICFR RSN TVE L,

B LA S U7

[Configuration] > [Device M anagement] > [Advanced] > [SSH
Cipherg]

SSH ¥ —&#it— KORTIL, Bl
UTFAMIBEENTWET,

9.12(2)

FH a7 XA N CIESSHY — AR ET HLERH Y £7,
ZOREL, OTRTOarTXA ML TR S E T,
Prll/Z8 5 X 7= [Configuration] > [Device M anagement] >

[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [SSH
Settings] > [DH Key Exchange]

enable 7' A VEFDRAT — ROEH
DILZELT

9.12(1)

T 74V kD enabledd/N AT — RFZEH T, ASA THiHEEXEC
T R~D7 78 AERITT LA, NAT— RE330FL L
DIEIZEET D ENRMAELRDE L, ZEAOEFICTH L
IXT& £ A, noenablepassword =~ > RFH/EYR— F &
TWEH A,

CLI T aaaauthorization exec auto-enable = A2 9% & . enable
av R, login =2~ K (FpiEL -~V 2 Bl Eoa—H—) | &£
7213 SSH/Telnet & v+ 3 & 2 L THiME EXEC £— RIZT 7

TATEET, INOLOFETIETTRNTC, £ F—T /N /RAT—

RERETDHVLERDY 7,

ZONRRAT— REFEOEMIL, ASDM Ou 7 A AAZiTmEH S h
FH A, ASDMDT 7 /b hTlid, 22— —4 ##HE 7 enable
NRAU—REFEHL eI A T HILENTEET,

EERSNZHEEITH D 8 A,

EETIEX .
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HERER 7oy kb B
TA—L1Y)
)—X
Y o Y g L DORTEARER IR 9.12(1) ), a—WF—Hr, BXO7 e haVBiOEREy a0

BREZRECTEET, TNETIE, By a BB LR
ETCEXFEFTATLE, ZOMERa Y —IL By g /|l wE
EHE2AHAZLIEHVERTAL, wALTF aTHRARNET—RTIX
HTTPS B v v a v OBERETHZ EITTET, JkRtvia
YHUE S THEIESNTWET, F£72. quota management-session
av VU RIIVAT A a7 4 X2 b—a rTEZRITFARLLR
T RDVIZaUTEAR a7 4 X2l — g AT
HEITIoTVET, BBy a VORREN 1512780 F
L7z. 0 (BEHIPR) 7213160 EICERELCT v 77 L—F15%
L EIZ IS ICERE SR ET,

B/ S 7= : [Configuration] > [Device M anagement] >
[Management Access] > [M anagement Session Quota]

EEIMEIR L~ L O ZE @ AN

9.12(1)

Hh727 7 & A (aaaauthentication enable console) % FRFET %
M, FETZIXFE EXEC ~OEBET 7 A (aaaauthorization exec
auto-enable) ZFFr[9° 5 & ﬁﬁlﬁlmﬂ 74 CLURIZEID Y THN
7T 78R LAULNER INTZHEIT ASA D o —F —~@ %
INDHEITHRVELL,

B LUVAER S LB
[Status] »S— > [Login History] 71 = >/

SSHIZE D tEFx=U T ¢ DHflk

9.12(1)

WDOSSHEFXF =2V T 4 DEELZSZML T ZEN,

» Diffie-Hellman Group 14 SHA256 ¥ —"Z#aDHHR— K, Z D
RENT 74V M2 £ Lz, UETIOT 7 /v MME Group
1 SHA1 CTL 7=,

« HMAC-SHA256 B 5 s 5DV R— K, 7 +/L ME, &t
X2 U T OS5 b (hmac-sha2-256 DH) 12720 F L
7= LIRTOT 7 3V MIHREEDE >y hTLT=,

HRVA R S T

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Cipherg

. EETIEX
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HRER Ty bk |EHEA
TA—L)
)—XR

7T TP R—=ZDOHTTPS 7 74 7 |9.12(1) T T THFRX—=2OHTTPS 7 74 7~ ~H ASA Ed HTTPS

Y MZED ASA ~DT I ADFFA] P —ERT V7 EATEDHEICTHIENTEET, T 741
I CiX, ASDM, CSM, X URESTAPI BFFr[ &N TWET,
B S L7z B
[Configuration] > [Device M anagement] > [M anagement Access| >
[HTTP Non-Browser Client Support]

RSA % — ~X7%3072 £ b F—%H [9.9(2) FEV2TAYPA REINRITHETEL LI E LI

AR LTOEY BB E 7213 EH S 7= E i [Configuration] > [Device
Management] > [Certificate Management] > [Identity Certificates]

Ty URURRRA v —T = A A 9.9(2) VPN ¢ management-access 3% D BVI THZNZ 72 > TV DA

(BVI) @ VPN EELT 7 & A telnet, http, ssh72x EOEFHY—E A ZBVI THIICTEH L9

W2 Lz, FEVPNEHT 7 B 2DEAIE, 7V v Z—
TANA =T 2 A ATINO DY —EADRE & HATS
HILENRHY £,
P EFIIEFE SN2~ K : https, telnet, ssh,
management-access

SSH/\— =3 > 1 DFELL 9.9(1) SSHAN—Y a U 1FFEILE S, %DV V=X THIRSh D TE

T, T 74V FRENSSHvI & v2 Ol F5538 SSH v2 DIRIT
EERINFE LT,

B LVVAEE S U

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

EETIEX .
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SSH/\E%""?‘—WLA HE%1%}EHV9L%):L‘—#‘—
OFBFEENRAT — REFEHT B 2—
P —OFRFEE KB L E T,

9.6(3)/9.8(1)

9.6Q2) LVRIDY Y —ATiE, n—H 2—HF—F—FX—2
(ssh authentication) #1#i ]l L C AAA SSH #2iE & W/ RAVICAZD
ZL72< T, SSHZARF—F85E (aaaauthentication ssh console
LOU&)%F% ITHIENTEELE, 9.62) TlL, ASA T
AAA SSH #BREZ BURBICAHNC T HMERHV L L, ZDY
J— XﬂizﬁA%Hmﬁ%%T% CHNZT 2B TH Y F
i, —H—{Z% LT sshauthentication =~ > KERETH
L. ZOXATORGEEFERT 52— —0r — B VRN T
T4V NTHNCRD £7, I 512, BRI AAA SSH #B5E%
WIET D E, ZOFREFNAT — FEFE O —H—4 120D Fj
ShFET, o, [EEDAAA Y —— ¥ 47 (asaauthentication
ssh consoleradius 172 &) = CTxE4, =L xiX. —HD
a—Y—iFae—hL 5F— H_— R % fi bf/\ﬁiﬁa?*‘ntunﬁ%'f&ii
AL, o=z —— L RADIUS TRAU— R&EHTEET,

AR SNI-HEHEIZH Y £ A,

a7 A Vg

9.8(1)

T 7V RN TE, v A VIERIZ 90 BHRIESNE T, Z 0%
BEZ N T D70, M AERAK365 BE TEFTEET, 128U
FoEH A Y v B (SSH, ASDM. Telnet72 &) Tu—/LAAA
RAEEZ AN L TV DHEGA, ZOMRRIEIr— I 7T —FX—2X
Da—Y—ZIZOIHEHAINET,

OB A S#vE L7z, [Configuration] > [Device
Management] > [UserAAA] > [Login History]

NRAT— ROFRAHF L 22— —4 & —
BT B2 — ROMHEEIET 58
AT — KRR > —DiE M

9.8(1)

RIS 2A T — ROFFH L, 22— —4 &%
HNAT— RO ZEEIETEL X922V E LT

WO MAZHE S 3uE L7, [Configuration] > [Device
Management] > [User AAA] > [Passwor d Palicy]

ASDM |Z%9 % ASA SSL #r—/3—
FE-R~vyTFor

9.6(2)

S E~ o S RAET A O, AFECIRAL AT 9 ASDM = —
P—IZkt L CREIAEAERCE D L1220 F L,

WO %2 LE L7z, [Configuration] >[DeviceM anagement] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH]

. EETIEX
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SSH AR & —iRFED

9.6(2)

PRIOV V—ATliE, v—Hh 2—HF—F—F =2 () &ff
FILTAAASSHERREZ AN L7 < CTh, SSH AR F—785
O 2AHCTDZENTEE L, ZOREIMMEESNTT-
. AAA SSH FRFEZ B REVICHENCT DM ERH Y £, 21—
P—NREXF— DR VIR T — REFHTE RN L 5, /3%
U— RREZEDLT—P—HEERTED LR E LT,

WROBEPELESE LT,

[Configuration] > [Device M anagement] > [M anagement Access| >
[ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [User SAAA] > [User
Accounts] > [Add/Edit User Account]

ASDM & BiLEG

9.4(1)

HTTP 7 7 & A & Telnet 8 L ONSSH 7 7 & A BN & PRI AR 2 2%
ETEDHXHZ0EL,

ﬁ@@ﬁﬁwﬁﬁéhi L7, [B&%E (Configuration) ]>[F/34A
& (DeviceManagement) ]>[1—H—/AAA (UserdAAA) 1>
[AAATOtZ (AAA Access) | >[&REE (Authorization) ]

FEAEa T X2 L—a D

ASDM = —H—4,

9.4(1)

ASDM DFEAEFRFEEZ BN T B &, ASDM DFE-AEND . —
Y-+ 5 hEEsREcEEd, £ vl Ay oy
T Ca—P =LA EFFIIAN L TERTEET,

WROWmEEANSFLE LTz, [Configuration] > [Device
Management] > [Management Access] > [HTTP Certificate Rule]

WEEINT-T o H A LINAT —

R

9.2(1)

T+ IR AR A RO B IR, RBREY LT vy v E—EAT)
9% & FpHE EXEC & — RNIZBITT& £9, auto-enable 473 =
73 aaa authorization exec =~ > FIZBME N E LTz,

WOEENEE SFuE L7, [Configuration] > [Device Management]
> [Users/AAA] > [AAA Access] > [Authorization],

HTTP V Z A L 7 @ IPv6 VR —

S

9.1(7)/9.6(1)

ASDM 7 7 v A E£7-1%27 54 7~ LA SSL VPN /™ HTTPS
ICHTTP U XA V7 REEDCT AL, IPv6 7 RL A~EEX
NHBIT T4 7B VXA LT FTEHEIITRDF LT

WO ZHEEEAN BN &4 E L7z, [Configuration] > [Device
Management] > [HTTP Redirect]

EETIEX .
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FXTE ATREZ: SSHRF S HERE & H6 A 1E 7 L | A0PBPB) | = —H — X SSHEF b 2 B HLIT 5 & 1T 5T — REZEIR L,

Y XA SEIERF—MT LT Y ALK LT HMAC & K5t a %
ETExFET, 77V r—2 a0 0T, BFeodmEs 2k Lz
DR TEIMLERSHIEERHV FT, EXaThar—oN
T —2 U AFMEEALT AT Y RN LE T, T
. ASA I 3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T VT AhZ I o—kLET,
ERENTBEHIOT L ZY XL (3des-cbe) 2NBIR SN T-HBE.
aes128-cbc 72 ED— @RI /T N2 X ANBEIR S NT-HA X
DHRIBICNT =< APMETFLET, T2 xIE, fnant
55U H 4 5 121%, sshcipher encryption custom aes128-cbc
EHEALET,
WO 2N EA I E L=, [Configuration] > [Device
M anagement] > [Advanced] > [SSH Ciphersg]

SSH @ AES-CTR K51k 9.12) ASA TO SSH ¥—/"—DEEEMN | AES-CTR E— KOK L% Y
A= TDHE9R0FELE,

SSH * —FAE kM@ ot 9.1(2) SSH ##tid, ks 60 o E 72137 —% 771 v 7 1GB
TEITHAERSNET,

V)T AT XA E— RO ASASM |8.5(1) ~NF AT XA R T RDAAL v F M5 ASASM ~DHEHGE

IZBWT, AA v F b O Telnet 583 VAT DFEITAR—RAIZE R LETN, NSO A HIET S

BLOMEa Y — LV GEREE AR — R OICEHI T A N TORIAERETEET,

LEL,

0— BT —H_XR— AT 555 | 8.4(4.1), n—A)F—H_X=2A%FEH L TCLI £7/2IX ASDM 7 7 & A D

DEHFNRAT— KR —0HHR—1]9.1(2) PREE R ET AHEAL. BEMMARE S La—P— T/ AT —

K

ROERZERL, "AU— ROKEERE & RKIKEF LTI 8D
INAY — REEHEIHE D) Z L B2 ERTHNAT— R KR v—
ETEET,

WOMWmE?AEA I E LTz, [Configuration]>[Device Management]
> [Users/AAA] > [Password Policy],

Ean
AX

. EETIEX
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A% F5v b |3
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SSH AR —FFEO Y H— b 8.4(4.1), ASA ~0 SSH Bt DA ¥ —FBFEIE, = — P —HA CHZT
9.1(2) EFET, AFEF—T77 A4 (PKF) T74+—~v b3nF—%F
7213 Base64 *—ZH45ET& 9, PKF F—|, 4096 &' h&E T
EHTE£9, ASANHAR— 4% Base64 JZA (k2048 £
F) TIERETESLF =IOV TIE, PKEEXRZMHH L £,
RO FEASIE LT,
[Configuration] > [Device Management] > [Users/AAA] > [User
Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] > [Users/AAA]
> [User Accounts] > [Edit User Account] > [Public Key Using PKF],
PKF % —JEX DA — M 9.1(2) LAED - TY,
SSH & —22#4® Diffie-Hellman 7 /L — | 8.4(4.1). SSH % —7#Z#4Z Diffie-Hellman 7 /v — 7" 14 2B & E Lz,
714 DY HR— |k 9.12) INETHE, ZA—T17EFRIR— RSN TWE LT,
OB ENEE SFUE L7, [Configuration] > [Device Management]
> [Management Access] > [ASDM/HTTPS/Telnet/SSH],
EHY Yy a VORKREOYHR— [84(4.1), [FAF ASDM, SSH, Telnet v ¥ a » O KBAHRETE 7,
9.1(2 )
@ WOMEHAEAN Z41LE LTz, [Configuration] > [Device Management]
> [Management Access] > [Management Session Quota]s
SSHEX=2U742mEL, SSHT |84(2) 8.4(2) LAR%, pix £zl asax—H—4Lnm s A RNAU— KT

7 /v b 22— —ZiI YR — b I
{7 FE L,

SSH MM L TASAICHHT 2 Z LinT& <72 £ L7z, SSH
ZfE A3 %1213, aaaauthentication ssh consoleLOCAL =2~ > K
(CLI) = 7213 [Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authentication (ASDM)] Z i F L T AAA 783
%%’“T‘ELT#B B—Na—F—ZERTDOILENDY 7,
#95I121%, username =~ K (CLD) % A9 27,
[Conﬁguratlon] [Device Management] > [Users/AAA] > [User

Accounts (ASDM)] Z#IR L £ 7, =m—H/L T —FX—2Db
DIZ AAA P — R —ZFRECER T 2856, m— I BEb Ny
IT v TOFERELTEHRELTBZLEBED LET,

EETIEX .
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HRES 73y |EiHA
TH—L4LY
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EET 7k 7.0(1) ZOWRENEASNE L,

ROBEINEASIE LT,

[Configuration] > [Device Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH][Configuration] > [Device Management]
> [Management Access] > [Command Line (CLI)] >
[Banner][Configuration] > [Device Management] > [Management Access|
> [CLI PromptConfiguration] > [Device Management] > [Management
Access] > [ICMP][Configuration] > [Device Management] >
[Management Access] > [File Access] > [FTP Client][Configuration] >
[Device Management] > [Management Access] > [File Access] > [Secure
Copy (SCP) Server][Configuration] > [Device Management] >
[Management Access] > [File Access] > [Mount-Points][Configuration]
> [Device Management] > [Users/AAA] > [AAA Access] >
[Authentication][Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authorization][Configuration] > [Device

Management] > [Users/AAA] > [AAA Access] > [Accounting],

. EETIEX
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