Network Address Translation (NAT)

ZIZTE, Xy hT—27 T RLUALEH (NAT) & ZOFREHFECHOWTHBHALET,

« NAT OfgE (1 ~—2)

« NAT DFER (2 _—2)

*NATDOHA RZ7A v (83—)

« XA F w7 NAT (18 X—Y)

« BAF w7 PAT (27 —)

« AXT 47 NAT (51 _—7)

cTAT T 47 4 NAT (65 X—7)

NAT DE=Z U 7 (724—=Y)

« NAT DJEE (73 ~—2)

NAT D 8E

NAT CiZ, 774 X—=FIPT RLAZXRT Vw7 IPT7T RLAZEZHZ D LIZXY, 75
AR=FIP Ry NT—TNA X —Fy MR TEHEOICLET, NATIE, Xy hTU—
I RRIZKH LTI OO T Y v 77 RUARET IR HRNRIZT RN A XG5 & TN
Uo7 RLRAZEIRNLET,
TS5A4R—KIP7 FLRADEH

PRy NU—JRADIFEAEDT A RZIE, TTA4X—HKPT FLARED Y ToHNET,
TDEIRTNNA AT, RNT Y I IPvAT RLANRRELTWAES, t¥xy hU—74
\ZV—T 4 7 TEEH A, RFC 1918 TiX, IMBIZT RARZ A XSINBNTTAX—KIPT
N U ZAEPHNERSALTVET,

* 10.0.0.0 ~ 10.255.255.255
*172.16.0.0 ~ 172.31.255.255

* 192.168.0.0 ~ 192.168.255.255
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Network Address Translation (NAT) |
B vwrozs

NAT O E/RERED | DI, 7 TAX—FIP T KL AZBIENTL—T 4 > T R[EER/RT Y v
77%vx IEHL, TTAR—FIP XY NT—IBRA L H—Fy NIT 7 RBATES LD
WZT528ETY, 207 —FTiE, vy b= BRI LTE—DONT Y v 77 FLA
DIHHT RNREZAZXTHLIIINATZRETE L0, N7V v 7 IPT RUABRHIKINLE
7

NAT OOMEREICIZ. ROBY T,
s X2 UT 4 cNERIP T FUAZRE R L, EERELHILELET,
s IPNLV—T 4TV a—ay BETDHIPT NLAEBEEGRAELET,

« RV PO RADANTY v I T RV RAZEEEGATIC, WEIP T FLy v
HREEETEET,

«IPv4 & IPV6 DA (L—F v RE— D) : IPv4 & IPv6 DL Z YR — L, &
ALy b= 2 A TEOMEERZ REIZ L £,

B

GE) mw&ﬁfyayf¢ B DWEIZ NAT DEREINTWARWES ., Z0@EREHRINE
AR, BEOEX2VT 4R —DXRITRD 7,

Z 2Tk, NAT OERIZOWTHBALET,

O~ T VT, OBEEFEHALCOONET,

s EHEEDOT RLRAIKRA NPy NI—T /0 F—Tx A A EEOT FLALIZ, "A KT
ERXINTND, BHATOT FLATT, WXy NT—2 P27 7B ATH L X
Wk NU—27 28925 &0 o R 722 NAT O+ U ATk, NEry hU—27 R
(RO Xy NU—2IZ7e 0 EF, Wiy N —27 71T Tl T3 AEERE S
TWAEEDOR Yy NU—7 1 ’/Ti‘ﬁfé“%.’)’ ICEBELTLEZ N, LER-T, AT K
VAGREWT DX O ICNAT A HE L% MEEED ) X, MRy N U — 27 BN R >
bvw&KT&tthk%®%ﬂz/b9w7%%Li¢o

T T RLVAIRAMNEYy NU—J /B —T xR =TT RULA &
FEEEOT RUANEBINDLT RLATY, WEixry NU—20306NBICT 7R 5 & &
WCNTE R Y N U — 7 BT 5 & ) BRI 72 NAT O 2 U A Tid, Aty T —7
NI~y 7] 2y NU—=2720 £,
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I Network Address Translation (NAT)
nat 547 |

B

GE) T RLVROEHT, TNRA R A H—T x4 RITHRESTZIP
T RUVAREBRINET A,

« IR DBRIG : AXT (7 NAT Ti, WEMICERZGTEET, 2FD, "X b
SO L R A ML OO T R TE £,

« BHEIEB L OSSO NAT : [EE D7y MZOWT, BEILIPT KL A L5EHRIPT KL
ADM T a NAT b— L Ll U, 1 DFEIdl F 2 L85, FE;mLR2n &n
TXFET, A¥T 4 v 7 NAT DS, V—UINHFHTH A0, =& 213, KEDOH
Bens 15e) 7 RUADNLRAETHHAETH, ZOHA RE@ELTOa~vy REB IO
Tix REEI] BEO 5] DMEHINTWD Z LICEELTLEE N,

NAT 2 A4 7

NAT (%, ROFGEZFEM L CEETEET,
e HAF I VI NAT : EBEDOIPT RLAD T —70, (@EIL. LW/hEW) v v B
TIPT RVAD I NVN—TIHEIB Ty 7 ENET, BEOKRA N0 @E %5
WBTEFET, 4TI v 7 NAT (182—2) ML TLZEW,

XA F 7 K= T RUALEH (PAT)  EEOIP 7 KL AD T L—T73, 150 IP
T RLRRZ= v B 7ENET, ZOIPT RLAO—FOEETAR— MMEAINET,
AT w7 PAT (27 _%—) ZBRL T &N,

c AXT 4 NAT : EFEOIP T KL AL~y BT IPT RLALEDMTO—E Lz~
v s, MEMCBE#BBTEET, AXT 4 v 7 NAT (51 <—2) 2BRL T
S,

T AT T 4T 4 NAT : BEEDOT RLUANRE—T RLRAZAZT 4 v 7 ICEHBEN, &
ABNZNAT A RNZALET, KEBART RLAD I V—F 2T 55 D0D, /hEN
7 RLZADOY Ty MIGRERTA5EA1E. NATRZ ZOFETHRETEET, 74707 4
7 4 NAT (65 ~—3) ZZHL TSV,

2y RIT—9ATS 4 k NAT £ &L U twice NAT

Network Object NAT 35 X OV twice NAT &9 2 FEFED HETT KL AL Ha s I TE 9,

twice NAT 2323 2 B MERE 2 22 & L7255 13, Network Object NAT Z i35 Z & %
BEI®H L E 7, Network Object NAT [T EA S T, Voice over IP (VoIP) 72 &ED7 7 /r—
va VCIHEBEMEREWEE R H Y T, (VoIP TlE, A—A TS T\ ATV =7
FOWTIIZH B I RWEEET RLADEBRPNKRBT L2 EnHY ET) .
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Network Address Translation (NAT) |

Yy bTD—9ATTxY kNAT

twice NAT

Fy NI =T T2l NORT A =2 L UTCHESNTNDTRTONAT L—/LiE, Network
Object NAT L— L L g EsnEd, Zhid, Ry NU—27 7V =7 MINAT #XET DT
OORENSTHE/RTTETT, L, JA—TFT7 V=7 MIRLTINS DL —LE2ERK
TAHZEIITEERA,

Xy NO—0F T2V VeRETHE, TOF T2 "D~ BT T RLREA VT4
VT RLARELT, FRIFROX Y NI — 03T hRXy NI = F T =7 T —
TELTCHB Tk £9,

WNFy NInA B —T oA AZAD E, BETLIPT RUAR LGP T R L AD )5 75 Network
ObjectNAT /L—/L L IBEG SN E T, [HRIOMEMTON %G, N7y NANOEELT RLA
ST RLAE, RO — I X TEHBRTEET, ZbD/—/ud, MHAISHEOM T
BN TWERTA, N7 74271000 T, BARMEAEDEDL— LV EMHFHTEET,

JL— IV RT N7 B Z L 1E72 VDT, sourceA/destinationA T sourceA/destinationB & 1B D25 #a
PATOND EIICHETHZ LT TEEFA, ZOFEOKREIZIE, twice NAT ZfEH+25 2 &
T, 1 OOV —/LTEETLT FLABIO%ET FL AT £,

twice NAT TlE. 1 DDONL— /L CREETLT RL A L5E5ET KL ADMF X £4, %E
LT RUA LT RUADW HFEFTET S L. sourceA/destinationA C sourceA/destinationB &
WERIOEBI TS X O IR ETE £,

B

GE)

ABT 4 7 NAT OhH, V= VIZR G R TH L7280, 7=k 21, FEOHERN 5k 7
RUADLRATHHATH, ZOHA REELTOa~vy REBLUOMHATIE IEEFrT Bk
O 13658 DMEAINTWAZEITEELTLLEIY, 2, A—F 7 FLUAEHEFH
THAZT 4 v 7 NAT % E L, HEEILT KU A% Telnet — & L THRET 55412,
Telnet Y —/SZ[AIN DT _XTCD N T 7 4 v 7 DR— k% 2323 /v 5 23 ([CEBT 5121, s
HEFIEAR— N (EEE: 23, v v B 7 :2323) #IEETHLENRH Y £9, Telnet h— 37
RURZEREELT RLRALE LTHEELTWATED, FOEETLR— N EEELET,

SEHET KL A AT v a T3, 57 RLABZEETAEE. L7 L A2 A5 I~ v v
YITTBEN (TAT T 4T 4 NAT) | BIOT LRIy B 7 TEEd, mbvv ey
T, BIWCAXT 47 =y BT TT,

2y bIJ—9AF T x5 k NAT & twice NAT O LEER
H#E) NAT & FH) NAT O R\ VL, RO EBY TY,

« KT RLADERFIE,

Xy NT—F ATV INAT : 2y NU—T F TVl FDORTA—=H L LT
NAT#EFLET, Ry NT—2 A7V x2 ME, IPRA M, &, 3 7%y
FDOARTZTEET DD, EBEOIP 7 RLATIIARLS NATa 7 4 Falb—g
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NAT L—ILDJEF .

VNOA TV 2 MefERATEET, Xy NU—T ATV FDIPT FL AT
ET RFLAL L THRELE T, ZOFHETIL, REDMDERS T?f_ﬁ%éMTw
HHDTH->ThH, Fv NUV—27 FT7 V=7 MIHICNAT ZEBINTx £9,

s twice NAT : EFEDOT KL AL~ BT T RLVADWM DRy NI—I7 4TV
NEFIERY NT—2 A7V b IA—T %A LET, Z0O%E. NAT T3 v
NTO—2 T2 NONRIFIA—=FTIEIHY A, XYy NI—7 T2V bE
7T N—T N, NAT RED/NT A =2 L) 9, EEOT FLAOR Y T —
I AT N ITN—TEHEHTE DI LI, twiceNATIRE D A —F 7L ThD
TEEEWHLET,

o K508 L O%ESE NAT O SEEE 1k,
e Xy NT—2 47V FNAT : &L— LT, &y NOEELE-ITFmEEONWT
NNNCHEATEEST, 20D, BHELIPT RV A, FEEIP T FLAIZERLEFNR L
OFTO, FH2O00NL—ANMEAINLLELHVET, 20X 2 00— % 1
DITHEA L, EEILAB TR U CTREDE W Z 58T 5 Z LIZTE XA,

* twice NAT : 1 DD/ —/WZ KV FETL LSO TN EHRINET, 1 DDy b
X1 OO — 2 UL—EwT, UBEOL— T TF = 7 SNEFA, T aD
SESET RLAZRELRVWEATH, ~vF 73537y M, 1 DD twice NAT
N—NTEFIC—B L ET, FELB L UOSLITHAICHKEOIT 6D 72D, HEErxe
SESEDMAGORIIE U T, BiasBadHcE £, & xX, EIE7T A%k
A DORXTIIE, BEIC ABEYE B OXT L3R A A TE £,

« NAT /L — L DA,
* Xy PT—2 AT =2 b NAT : NAT 7 —7 /L THEIMICIERFA T ShvEd,

« twice NAT : NAT 7 — 7 /L CFHE) CIEFAHT LE T (Network Object NAT /L—/L DR
F13) .

NAT JL—ILDIER

Sy NT—27F 7= 7  NAT B L O twice NAT /L— L3, 300)'!27/3/_/\$'Jé2}”b5
1 2OT —TNWIRGFEINET, PICEZ a1 O—, KRITET Va2, &&IZ
7varv3eEnd o, B AO»AETIEFZICHEAINET, 7-& 2. “127/3/1
T—HRROMSTZHE, B a2t svar3diMishEzdi, koK, K7
varHNOL—LDIEF27RLET,

B

G ®Z7varobdb, ZokvrvaAlid, VAT LAMEHATH-OICER S D NAT L—
ABEENTHET, ZNHOL—UE, OTXTOL—L I bEREINET, ZhbHD
= E AT ATEBIZER S L, BRBEISC Cxlate X7 V7 EET, B2 300
TiX, v—/v DB, W, ERREETTE A,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B w-roEs

R1:NAT)L—)L F—T L

F—JILDO+
g av —ILB2AT o arvHDIL—ILDIER
w273 a1 |twice NAT BREICRG T DRI, RO —B_—ATHEAINET,

BHIO—ENEAIND -0, — &7 — L ORI E
BHONL—LINkD L H1 ﬁébgﬂﬁbiﬁo%obﬁ
WS, BEAOL— LV EHIRFE B0 IS T X 2RV ATRE
HERHY £9, 7 74/ FTIL, twice NAT L—/Lid&
Jvav IiZBlEnNET,

[EAHOL—LVEFIZ] EiF, ROZEEZERLET,

o RO L— VBN L — LV ORNICELE T 2 LB B Y
F9,

o GRS A G L — UL EEITLEBD LD L — )L
OFNCEET A LERH Y £,

BETCT RUAEFSEET P L RITEESHTEEO L —
SV SN D ATREMEN B 5 BT DL — L AR T &
RVGEEIL. AL OHERFIRIZHE S K O ITRFICIER L
TLEEY,

FROHEREIHICHE DR WERIL, vy B ENnET
RFLUAMNE LWNATL— U2 —#T 5 X 9 ICIEME/ L —
%ﬁ‘ﬁﬁﬁiﬂéﬂfb\é — k %HE;‘LA\Lij‘O

v ar2 | Ry = FT | B a1 T—HBROMNLRWEES, B2 ar2
vx 7 K~ NAT DOIL—)L IR DNEFE T S £,

1. AEZ T4 w7 )L—)b

2. AAFI v —)b

FZIL—ILRATTlE. ROIEFHA FSA4 o FERASH
ij—o

1. FEBEOIPT FLAOEE /MO ROIE, 7-& %
X, TRLARIHOAT V=7 ME, 7 RLANR
104727 FED BEICFHMIESNET,

2. HENFLBRESIZIZ. IPT FLAES (/D
KET) »™MEHINET, 728 2, 10.1.1.0 1%,
11.1.1.0 £ 0 bAeIZRMi & E 9,

3 FUIPT FLANMERENLSGEG, Xy NU—2 F
TV NOARINT NT 7 Xy METHEH I E
9, 7= & 21X, abracadabra iX catwoman £ ¥ JGIZEE
i SivET,
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NaT 1> 5—7z42 [

F—TILD+E
A IL—ILBAT a3 vHDIL—ILDIERE
v 273 33 |twice NAT FEE—BRRONLRWEGEA, B a3 D —Rn

AT 4 X2 b—a VCBRGTDIEIC, BHD—E—
ATHAINET, Z20®T7 v allid, &b —KHR
N—NEEDLMENRHY T, Z0kv7 v a ik n
TH, — RN —VORNZEADOL— L0 KD L H I
THULERHY 9, 9 LanEE, &l Lr—iu
DA SN ET,

e ziEErvar 20— TR, Xy NT—27 7V 27 PRIZEBZESINTWAKRD IP
T RUVARHDELET,

©192.168.1.024 (AXT 4 v )
©192.168.1.024 (XA F I v 7)
«10.1.1.024 (A&7 14> 7)
©192.168.1.1/32 (A¥ T 4 v )
©172.16.1.024 (XA F v 7)) (7Y =2 | def)
©172.16.1.024 (¥4 F v 7)) (7T =2 | abe)

ZOfER, FHINDIEFIFRO EEBY T,
©192.168.1.1/32 (RAZT 4 v )

«10.1.1.024 (AF¥T 4 v 7)
*192.168.1.024 (AXT 4 v )

< 172.16.1.024 (¥ A4 F v 7)) (A7T =2 | abe)
«172.16.1.024 (¥ A F v 7)) (7Y =7 | def)
©192.168.1.024 (¥ A F I v 7)

NATA B2 —T x4 R

TV TN—T ANR—= A B =T 2 A AEREMANLEDA L H—T A A (DFD, T
RTCDA B —T A R) ITHEHASNANATLV—LEHRELTY . FEOEEDOA ¥ —T =
AR TAVE—T oA AEFHHI LT TEXET, EEOT FLRAIULEEDA ¥ —
T RAEEL, v ELTA B —T oA RAEEDA L HZ—T oA AERETHZ LD
T, ZOWHAFETT,

e z2iE, BEOA L —T 2 A ATRUTTAX—"T FLAEFEHL, ME~DT 7R
BRCIX T R_RTCDA v H—T =2 A AR LT 0 —rL F—)UIEHT D56, EBEOT FL |2
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B wosqrsay

NAT DA 4

Network Address Translation (NAT) |

FEEDA v E—T oA AFEEL, v L7 7 RLXZZoutside £ ¥ — 7 = A AEFEE
L/\i‘é—(]

1:EBDA B —T T4 ADIEE

T e

((Outside\‘)
///frﬁi SR

10.1.2.0—>» 209.165.201.1 :xxxXx ‘
Security
@_ Appliance
Y
i
10.1.2.0 10.1.2.0 10.1.2.0
r/_._/' '\.,\ (,_._r’__""h__ /_._, ~—
any| ( Eng ) € Mkg 5 HR\P
\"\.__/—'/ \M_F\h—— \\'—’\,__,—/

72i2L, MEE] DA H—T=2A ZADORIE, TV vy I —T A N— [ H—T A
AiFEA SN EHA, EE) O X —T=2A AZBETHE, TXTOT Y v J—
TRAUNR— A B =T 2 AN ENFET, ZDOD, TV v T N—TF AL R—|[ZNAT
EHEATHITE, A=A U E =T oA ZAZRETOLLENH Y T, ZOKE, 1204
VHE—=T 2 A ADBPEIRDFERRDO NV — VAR SN D Z IR £, 7V v IARAEA
VHE—=T x4 A (BVD) BERIZNAT ZXETHZ LITTET, A=A F—T A R|T
DHNAT ZHETEET,

R 7

TIZTIE NAT ZEBET A0 DOHA RT A4 ATHOWTEEICHAL 3,

NATD D747 24— ILE—FDHA FSA Y

NAT X, V—TFT v RE—KRKLE T UVART LU N 77 AT U4 —)LE— RKTHR—-FINT
WEJ,
27120, TV T N—T A N—=DA A =T 2 A A (TP TN—TBA o —T =
AAD—FTHDA v F—T7 A A, BVID) TO NAT ZEIITKOEHIRZH Y £5,
e TV oV TN—TDAUN—|INAT ZRETDHICIE, A=A H—T = AEFRE
LET, NAT2 7Y v I —F f 2 —T oA % (BVD) BEICERET A LIZTE
¥ A,

TV oD TN—T A N—=DA B —T =4 AW TNAT #E/T74 2 & &2, EEOR
IO~ v BV ENET FLRABIRETHALERDHY T, A2 F—T 2 R2L LT T
B AEETAHLIITEEYA,

A UH =T 2 A ATHERENLTWDHIPT FLARRW=D, v~ v B 7 EN=T FL &
NT) oD TN —T A N_"—DA A —T 2 A A THIHBEE. A F—T7 A XPAT %
RETHZLITTEEE A,
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s NAT 07 4 k51> [

CEEITA HE—T A AREFA =T 2 A ADRRI LT v T N—T DA NRN—TH
HYE . IPvA 2y RU—27 L IPv6 v hU—7 (NAT64/46) [Fl 522425 = LILTX
FHA, AXT 17 NAT/PAT 44/66, %A T v 7 NAT44/66, BLORNE A+ v 7
PAT44 DAHPFF R SIVTWDFIETH Y, ¥ AT v 7 PAT66 [TV A — FZivEH A,
7270, BTV v IN—TDAN—[RL, F2E3T7Y) v TN—TDRA R~
GEETL) EHEML—T v RA VX —T oA A (58%E) ORI TIEINAT64/46 21T 5 Z &M
TEET,

IPVe NATDHA K541 >

NAT TlZ. IPv6 DY R— MDD HA KT A4 EHIEBENET,

AEHED N —FT v R E—RDA L Z—T = A ZADOHAIT, IPvd & IPv6 & D THLEHTX
i‘g—o

cFLTV Y TN—=T DAL N—=ToHDHA X —TxA ATE, IPv4 & IPv6 DDA
ILTEEHA, 220D IPv6 F v NT—JRIE 21T 2 DD IPv4 F v U — 7 [ TO R
TEFET, ZOHIRIZ, A F—T2A ARRRD TV v TN—T DAL NR—=ThH DY
By FF TV Y IN—T DR N— EFER IR —T y R A U F—T = ZADRIZ
TS LEEA,

cRCTYV I N—TNDA B —T =2 AW TEMRT D551, IPVoHED X A F X v
7 PAT (NAT66) IfEHTCEEHA, ZOHIRIX. A1 > F—T = A ANRRDHTY v
TN—=TDANR—=THDHGE. TV v TNA—T DA L N— L BN 72V —T >
RAVE—T A ZADOBNITREY LEE A,

« ABTF 4 w7 NAT DEAIE. /64 ETOIPV6e V7 3y FEHRETEET, ZHED HK
EWH TRy NI FR—FINFEHA,

« FTP % NAT46 & & H I HT 28581, IPVAFTP 7 7 A 7 b3 IPv6 FTP H— Tk
THLEXI, VT4 T2 MIPEERRYy T — K (EPSV) F7/23WEER—F £—F
(EPRT) #4204 NH Y £4, PASV 2~ REB LU PORT =2~ RiL IPv6 Tl
TR—bFEINFEHA,

IPv6 NAT DR R TS5 H T4 R

NAT 45 L, IPv6 kv hT—Z7[, EHICIPVABIOIPV6 %y T — 7 O TEHT
xFT MW—TFT v RE—FDHR) , RORXAKNTIF37T 4 AZHRELFET,

« NAT66 (IPv6-to-IPv6) : AXT 4 v 7 NAT i+ 52 L A2HRLES, ¥4 FI v 7
NAT F72X PAT ZfEFH TE £33, IPv6 7 KL RAIIKEIZH D=0, XA F I v 7 NAT
PREATIVNERH Y FHA, VE—2 " T T4 v 7 BT LRWGEARIT. AXT 40
NAT L—/LZE—FEIZTE £7  (twice NAT DH)

e NAT46 (IPv4-to-IPv6) : AZ 5 4 v 7 NAT AT A2 L 2HIEL E9, IPv6 7 KL X
ET. VH—2 FF T4 v I EFALARCEAE, AXT 1 v 7 NAT L—/L & i
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B wozotons ks

IZCEET (twiceNATDA) , IPv6H 7 % v MIEHT H5E (96LLTF) | fERO~ >
BT T RVARET 740 N TIPVAOIAZIPV6 7 KL A LD E5, ZDOT RLAT
1Z. IPVAT7 RLZAD 32 E Y FRIPVv6 S L7 v 7 ZADBIZEDIAENTWET, 2L %
WE.IPV6E T LT 4w T AN T LT 4w 7 ADEE, IPVAT KL AL, 7 L ADOKHE
D32y MIBMENET, =& 2iE, 201b::0/96 12 192.168.1.024 2~ v ¥ 7+ 5
Ay 192.168.1.4 1% 201b::0.192.168.1.4 I~ v B 7S E T (REEFLTER) , /6472
EL K0T LT 4 v 7 ADYE, IPVAT RLART LT 4 v 7 ADOKITIBINS 1L,
P74 AD0s N IPv4 T RLADORKRITBMSNET, /2, BT, *v MEOT K
VAZEBRTEET, ZOHEE. AIDOIPv6 T KL AIZIRAIDIPv4 T KL A, 2% H IPv6
T RUVARIZ2EFEHDIPVA T RL A, OXHIc~vv 7 LET,

NAT64 (IPv6-to-IPv4) : IPv6 7 KL ZADEITKHIETE D158 IPvd 7 R L AR 200
BEnHN T3, KEDIPv4 BHEIRAET H72DI124 A F I v 7 PAT 7—NV2EHAT 5
TEEHERLET,

NAT D ZDMDHA 54>

¢ NAT /V—/ Vi, T3 A& BT 5BEICO &M A S, RADIUSFRREZR &, 7 /31 X|Z
FoTRRBEhr@EICTER S NEE A,

TN TN—=T DA NR—THDIA L EZ—T oA ADEHIF, A A— A X —T =
AAHDONAT V=N &R LET, 7V v UREA o H—T7 A4 A (BVD) BIKICHTS
NAT /L— /L3t T FH A,

oA FE VPN TR ESNAMEME N 2o v X —T A A (VTI) @ NAT b—/UI3ERR
TXFEHA, VIIOEETLA VX —T = A ADN—/LEVERKT A & . NAT I VPN ko X
MIZHEH SNERTA, VIITh R 7SN VPN R T 7 ¢ v 7125 &5 NAT
N—NVEERT DI, A v F—T = AL LT lany] ZHEHTI2HLERNHD £, 1
B =T A 2L EPRIINCHEET 2 Z LIXTE EHA,

s Ry NT—IFT V=27 ENATDH) , HEDOAF TV =7 MIXLT1 20 NAT /L—
NPT EERTEET, 7027 ML THEED NAT V— V2R ET A1, [A
CIPT7 RLVAERET DRRDAROERDOA TV =7 FEERTZ2HLERNH Y 7,

e AV HE—T 2 A AT VPN BERINTWDLGE, ZOA L F—7 A ADFHE(E ESP K7
T4y ZITUENAT —/UEEH SNEE A, AT AL, MESLHEHD VPN b RV Tkt
LTCDOHESP N7 7 v 7 &FFr L, BEFED b R UIZBHES T 5N TWRWET 7 1
i Fey7ENET, ZOHEIL. ESPEBIOUDP OF— k 500 & 4500 (2@ S v E
7T

« XA F v PAT T 57 A ADE#HDT /3A X (VPN UDP A~ — | 500 & 4500
FFEBRICHEH S LD AR — FTlEZewny) THA M VPN 28R L7256, PAT 731 AD
BRIZH DT A ANOER AT A HLERS Y £, ELVWAR— MESRDLLRN
72, VARV FITEXa T4 7Y vxm—Tar (SA) BB TEERA,

NAT 2> 7 4 Fal—valEERLEEX, BEFEOEBRNY A LT U M5 E TH
TZFIHLWNAT 20 7 Fab—ra VEFEHTEDLLIICTDITE. 731 A CLI
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NAT Dz Dt 74 k54> [

Tdear xlate 2~ REMHEH L TCEBRT— 7L 2 HELET, 277 L, BT — 7 L%
ETn L, BHEMEHL QW DBEOERN T XU S E 7,
BEAFO8He (VPN R oL/ L) IZiE A 28 LU NAT b— v 2B 5354 1%, clear

connZfEH L CEEGAK T I 20ENH Y 3, ZD%, BaFEMrIL LY &35 L,
NAT /V—/L 3 H &4, B iE L < NAT Z2# S E T,

GE)

HAF I w7 NAT £721X PAT — L2 HIBR L., HIBRL7-/1—b
WEENDT RLRLEEHT LB T FLAZEREH LW
=V ZBINT 5 & Bl S L— VI BEA T B =9 T
DEERENZ A LT 7 S350, clear xlate ¥ 7213 clear conn =2~
VREFEHLTIZ V7 ENDHET, HrLvwr— I EH
No ZOTHFEOBNT T, RIUT RUABREEDOKRA MIE
DY THRBRNEIICTEET,

SCTP b7 7 4 v 7 BT HE8IT, AXT 47 Fv NU—2 37V h NAT D
HEMBHLET, XA T v 27 NAT/PAT ITFFr s ivEH A, AXT 1 v 7 Twice NAT %
RETEXETN, SCTP T Vo T— 3 DS D FARa PN RETH L0, D
L RBEFHR I ETA,

NAT CHEHEINOG AT V27 FBEIOAT V2l N TN —THRERICTHZ LILTE
FtA, IPT RLRAZZOLLERDY 7,

1 OoDF TV v ZI—FIZIPvd & IPv6 Dl T DT RLZAEZEDH I LIXITXFER
Jog T2 N ITNA—10F, 1 DODZATDOT RLVADOIZZEdHLENH Y £,

(twice NATOD#) , NAT/L—/L CEETTT KL A2 & LCany 24554, lany) @
FDEFR (IPv4 & IPv6) [T— T K-> TR £, ASA /37w MIxf L TNAT &
FATT DRI, 737 B DY IPV6-to-IPV6 F 721% IPv4-to-IPv4 THHXLENH Y £3, 20D
ARSI TlE. ASA X, NAT L—/L D any DEZRE T £9, 7=&2E. Tanyl 2056
IPv6 — "~ DIL— LR ELTEY, 2OV —RNIPvd 7 KL AMEbE~ v B &N
TWAEE, anyld MEEDIPve N7 7 4 v 7] Z#EWLET, "any" 725 "any" ~D/L—
NERELTEY, BMETLEA L E—T oA ZAIPVAT RLAICY vy B 7T 5848, v
BT AH =T 2 A ADT RLAIZE > THHEBIPVETH D Z EAVREND T2, any
X MEBEDIPVE N7 7 4 v 7 ) ZERLET,

B L BT Ty NN —T B IO NAT — /L i X ¥4,
v BEUITIPT FLA F— L2, DT RLAZEHHZ LITTEETA,

BT AUH =T oA ADIPT KL A, =T Tany] A V' F—7 =4 A%
ETHE, TRTCDODA L H—=T 24 ADIPT RLARERENET, A v ¥ —T7 =
A APAT (b —TF v RE—FRDH) OFEIZ, A1V F—T A AT RLA2ADRDY I
AE—=T A AL E/ELET,

e T ANF—NR— A HF—T A ADIPT KL A,

e (P AT LYRE—FR, ) SEIPT FL X,
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o (AT I Y7 NAT, ) VPNDRERGEIX, AZ N A F—T =24 ADIPT
]\\‘ [/Xo

« BEfFD VPN 7 —L D7 R A,

CAAT AV IBIOFATFT IV I NATRY O—TCTIHEET FLAZFEHALARNTLLES
W, TmE T, BET RLAZEHRTHE, PPTPOE D U F VEGENE AT I v 7 xlate
TIERL AZT 4 v 712 v L7254 PPTPESGOMENIIZ R A AlREMER H Y £,

eNAT L — L DEETLT FLAELUE—RT 7 EAVPNT RLATF— )LOEET FL AT
EHTEEHA,

e NAT R PAT IZEEH T 7V r—3 a VIRBEDHIBBIZOWTIE, T 74V 8 A VAT Vg
VL NAT BT 2R FHEZSHR L TS EIN,

T AT YT AT A NAT DT 7 4/ NEHET, 7B% T ARPIZHNI/R->TEY, o
HINAT L—L & —F L F4, HEIZSU T ARP 2 88hic c& 4, FEMico»
TiE. NAT X7y bDOL—F 4 VT B L TLEEN,

- arppermit-nonconnected 2~ > RZGNTTH L, v~ v B 7 INTET RUARER I

TWALH TRy hO—HTIERL, Lhb, Yy BV TENTNWDLAS v H—T oA A%
NAT V— UIZFRE Lie ot (0F 0, lany) A X —7 =A ZA%&FEELE) HAIZ,
VAT AT ARP ERIZISE LER A, ZORBEEMRRT HICIE, vy BT EREA v
H—T A AEFRELET,

V=L TEA VH =T oA ABIEETDHE, V=T 4 T T =TI TI— b BREEN
HDOTIFHRL, ZEOA L E—T 2 AABHNA v F—T =24 R LTERINES, 7272
L. 7AT 7T 47 4 NAT OFEE. bVl — s vy o T v 72 AT H54 73
UIHY FET,

e NFS $r—_R—~ O I &5 SunRPC B 5 7 v 7 T PAT #4554, PAT
DOXG L7 BHAR— RA 1024 LV HRKE W E | NFS — —03 5 &2 5457 5 AlREEN &
BHZEIWTHEELTLEE W, NFSH—"—DF 7 4/ FRETIL, 1024 LV HRE VKR —
FPLOEFIFESINET, =7 — A vE—0, @% [Permission Denied (HEFR2ME
HINELE) | T, TEOR— FBRFHATERWEEIC 177y M) 47> a v
EHALTRERR=IESZHEHTEE, 1024 L0 L REVWKR— DO~y B 7 2%AE
THRREMENH D FF BRI 7 T v MEFIC TLOR— " 2G04 T a U EEIRL T
WRWEE) o PAT 7 — /L DR — MEPHIZ TRIFE AR —F (1 —1023) 259547 3
VEBIRLAAWEGA, 1024 L0 b REWR— DO~y B 7RALET, ZoEEE
BETHIZIE, TR TOR—NEFZEFAITDHEIICNFS —"—DMEREEE L ET,

NAT X, BB N T 7 4 v 7 ICOHBEHAINET, VAT AL o TR S -@E I,
NAT DO *}54CT9,

*NATD FF %7 varyaliy b ETLVEMMATLE VAT LDONTy—v U AL(E
FEMEZ A EXED 2 ENTEET, SISOV TIE, RN EERE T A ROEARRE
DFEEZMBLTLIEE, 2047 3 1%, [Configurations] > [Device Management] >
[Advanced] > [Rule Engine] ® FiZH Y F 3,
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TYEVT FRLRATSY bDFy k7= A 7524 FNATDHA k51> [

2y NT—IF Ty NETRIZTNA—T D PAT 7 —WIZiE, KIUF &N SUFEE LA
DOEFLAFIEM T RN TL SN,

HEMA 7Y a V3T A NARIICESITHY . +3TOT 1 b o)L THERET 5 L ITR
DEHA, 72&2I1E, SIP T, NAT 2 L TSIP ~y ¥ —42 I 57201271 b
A VAT g VIRLETT N, BEAHEFRIZT D & Z OB TONERE A,

Protocol Independent Multicast (PIM) L ¥ A X ODNE~<A 2 — K TNAT #5425 Z &%
TEEHA,

(twiceNAT) T 27 WVISPA v X —T =24 A By T v Ob—FT 4 VIR ETH—F
AV T TN —=A N TETI7AVA L H—T 2 A RERY I T T A H—
7 A A) ONATV—VEAERT H5EE. — I THEEREZFRE LR NTI SN,
TIARVA L HE =T 2 A ADV—IVINN T T v A H—T A AD)—)L IV HE]
WChHDZ MR LTIIEIN, ZHUCKY, 7L R, TI7A4~VISPHFIHTE R
WA, BIEDIL—T ¢ PIREBICE S W TIE LW NAT 56551 v % — 7 = A A% 8iR
TEET, AT V=7 FEBET D L. NAT V—Uid, FBE LARWEAICITEEY
BN—NDTFZA<) A H—T 2 A FITERLET,

AU B =T A ATERSNIZNAT L—L & —F LW R T 7 ¢ v 72DV T ASP R

= v 7 B i nat-no-xlate-to-pat-pool 23R SN LG EIX, HEEAZTDLNT T4 v I DT AT
YT AT ANAT V= VERELT, 774 v PEBSNTITEBETELLOICLE
R

GRE ho RNV RRA L FONAT R ETHHEIE. T RARA L P THF—TFT T A
THEENZTHMEND D £, ERHCLAWnE, PR EHEITEEFA, =0 FR
A MEI F—TTI7A4AT%TDOT FLAIZEELET,

DHCP & BOOTP |&£A4v— k UDP/67 ~ 68 Z It L £9, BOOTP |ZFEIL I TS0,
DHCP & FE1T L TV A4, BOOTP iR— b D NAT L— /L ZERR T 5 & R— FE[) 24 To
RIBEN AT DR H Y £, Fv MU= 87 A MECTDHCP &R &2 45T 54
A1, RPOVICDHCP UV L—%fH3 5 Z L Z2MET L T 7E a0,

Fruz, BEFOLEH (xlate) ZEHLZREVIBE (F—"nb 27 747 8 B, [#HkiA
~ bk (ConnectionEvents) JIZH LW 7 n—& LCREEBSNDZ ENHY £, Zi,
I IAT VMR T TR T LTEBY, —"=03l0o 7y NERET D &, Hie
DT & xlate DHIFRDOBIOFLNHIRTT ANA ZAZBZELET (L O%E, 77U r—
arvOBEEIZTCP A X v 7 D7 V=T v FNERE) , T35 AT 2 IR L
72D xlate ZHIRT B 729, xlate S EFZFFAE L TV DRI — =237 » R AVE <
FREMER DV 3, AR N BRRONLRWGAE, TS RAFT BT Tk
A ay ba— R Y —OHANZESWTHIOES A N~ M a2 a ZIZ5ek L E T,

IYVEVG PFRLRA TS FORY NIT—9 AT x5 kNAT

DHARSA4Y

HAFI v 7 NAT DRI, v v BT ENET RLACK LTH T V=Y hEFRIT T L —
FEFERTAMENDHY £F, & A4 FDNAT OBEAIL, A7V FERIZIN—T%
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B <o r7rL24900 k0RO —0 4TS s FNATOSHA KSA >

BT 2528 b, A1V TIA T RVAEHRATAZLELTEET, Xy NIY—F T V=)
kN Z—71%, IEEFGERIP T R U ADOFPH F 723D R A T %y hTHER SN D
Vv BT T RUREERNRT D5 TR ER] T,

Ry BT T RVADET V27 b EERT 2HEIE. ROTA R4 2BE LTS
AN

1 ODFRYy NT—F ATV b I N—T121F, IPvd 7T RL AL IPv6 7 KL ADWT 1
M—FHDOFT o2 A TAY T RVAEANDZ ENTEET, IPVAT RL A&
IPv6 7 RV ADM % T N—TI1CAND Z EIXTEERA, 120X A TEINREENT
WHRENRH D F5,

HEEESNLZ v EU ST IPT RLAIZOWTIL, NATOZDOMOTA R4 > (10 ~<—
V) LT TEEN,

e Xy NT—=IF TV NEIITN—T D PAT 7 —VIZiE, KXFE/NLFEHAE
DOEEAFI TR NTL &N,

s X AF w7 NAT :

cATA T FLAIMENTEEY A, Xy NIV =2 ATV =7 FEREFINV—T
ERETDLERDY £7,

ATV MERRIA—TIUE, FT Ry bEEDHZERTEEFA, ATV
7 M. REEERTHLERSY . FA—T L, KA D LREAEEDHD L
MTXET,

BT ENTER Y VT =0 ATV MTHIPHE R A R IP T R L ADW GG
FNTWBEE, ®IHIZIA AT I v 7 NAT I &, A RIP 7 R L AL PAT
D7 =Ny 7 LTHERASNET, #4797 MTEARA T RLANRIS LG
FNTORNWGEARIL, TR PAT IZEHINE T,

« X4 F 3 v 7 PAT (Bikk)

cF TVl VT ARDVIZ, FETA U TIA LV FRARNT RURERET DD,
FFALHE—T A AT RLASEETXET,

ATVl "NEFEHTAGAIX, ATV VEFRIIIN—TIIY T Ry FEED D
TLIFETEERA, ATV NI 1 ODOKRA M, FTEHE (PAT 7 —L 0
B) BERTIHIVENRHY £, Z—7F PAT 77—V DA 1Zid, BEDOFEA
CHIPHAE GO D Z ENTEET,

« AXT 4w NAT £33 R— VEBRAEFEAT D222 T 4 v 7 NAT :

ATVl bEMATEMRDVIZ, A TA L T RUVRAEZRET DN, £720131
H—=T 2 A AT RLAZBECTEET (K= EBEFEHTDHIAXT v 7 NAT O
A
ATVl NEFEHATIERIE., ATV NEFRIIIV—TITHRA N, ®i., F -
37Xy FEAND I ENRTEET,
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FBOT LA TUTH bEEURVELY 7 ELR ATV +O Twice NAT0H A E51> [l

« TAT T 47 4 NAT
ATV MEMAT ARV, AT T RLRAERETEET,

ATVl FEERATIRAR. ATV M BRI IEROT LR L —EKT
HUERH Y ET,

EEOT7RKLRAA TSz FELEUVITYVYELT FRLR AT Y
k@D Twice NATD A KS 4 >

NAT L—/L 228, RICET ARy NI —27 727 FERIEI I N—T %2 4 DFETHREL
F7,

o« 2&f

I

TDEBEOT KL A

ol

TDOY T T KRR

ST

« 151
<SS DEBEDOT LA

D~ BT T R A

TRTCOIT T4 v 75K T anyX*—T— R A TA 0, ELT—HOZ A 7D NAT OH
ZA 2 =T x4 AT RLAZ KT interface ¥ — 7V — REZHEELRWEEIZ, A7V =7 R
METY, Fy NU—2 37 V=7 b Z—F1%, IEEFNARIP 7 R L X0 E - 1385
DIEA R T Xy b THEREND~ v B 7 T RLRAEERT D558 ICERN T,

Twice NAT DA 7V =7 S EVERT DAL, ROV A RT7A4 0 2FBFE LTI,

1 ODFYy NT—7 ATV b I N—T121F, IPvd 7T RL AL IPv6 7 KL ADWT 1
MN—FHDOFT o2l A TAY T RVAEZEANDZ ENTEET, IPAT RL R &
IPV6 7 RV ADM S % T N—TI1CAND Z EIXTEERA, 120X A TEINREENT
WAMENRHY F77,

HEEINAEYYELUTIP T RLAICOWTIZ, NATOZFDOMDO T A R4 (10 ~2—
V) ABRLTLTEE N,

e Xy NT—U ATVl NEFRIZ T NA—T D PAT F— Tl KLFE L /INCFE A
OEEAFIEM T RN TN,

 EETLHF AT I w7 NAT :
EFIL. EBOT FLADORENWITIL—TRN/NEWITIL—TF Il B 785 k9
WZCERE LT,
LT EINTEA TVl NEFRIRINA—FITE, TRy b EESDDH I LIFTX
FHA, AT/ NI, ®HHEZERTILERSHD T, FA—T120F, SARE
HPHAEEOHDL LN TEET,

BT ENTEFR Y NI —7 ATV MCEHPALERARNIP T FLADHE TS
TN TWAEE., #iHIZF AT I v 7 NAT I S, A FIP 7 KL A PAT
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EEOT7 RLRAFA Iz FERUIVEVT FRELRF TS Y D Twice NATOHA K51 >

DT F—N RNy 7 LTHHAENET, 77227 MIHARAFT RLARLIOLNE
FNTWARWERITL, TN PAT IS £,

« EETEH AT v 7 PAT (BEilk)
cH TV bEERTIRAE, ATV FERRIA—TICY TRy FEED D
ZLIRFTEERA, ATV ML 1 ODKRA M, LITHH (PAT 7— L0
B) BERTOMLERDY T, 7 —7 PATT—LORE) 1ZiF, BHROKA b
LHIHAZODLZ ENTEET,

CEEITLALZT 4 v 7 NAT £72013R— FNEHARELIZAXT v 27 NAT :

ey BT EINTEAT V2l NEFIFIIA—TITIE, KA N, ., YT Ry
FNEEGHAZ LN TEET,

CARAT 4w o B TIE, BEIXN1I T, Lo T, EBEOT FL AL o
YT RLAOHIFREILTY, 72720, MBI TERZHICTEZENTEE
TO

CEETLT AT T 4T 4 NAT
cEBOA TV 2l Mo BT ENTEA T2 R BT ARLERHD FI, W
FICRILAZ7 V=7 b+, RCIPT RUAREEND[EBIOLT T =
7 NEERT AL TEET,

CSEIEAL T 4 v 7 NAT F7213R— NEBERE LT AXT v 7 NAT (SO HITE
WCAZT 47 TF)

* Twice NAT O E72HRBIX, SEE P T RLAZEHDH Z LTI, 55T FLAITA
TrarTY, ET RLVRERELESGS, ZOT RVRIZRAEZT v 7 Bz
ETEDLD, BIZTAT T 47 4 NAT il C& £, %6487 NLAZHEHET
|2 Twice NAT ZiXE L C, EBEOT NLRAIZXHT LRy NU—0 ATV =7 7
N—T" DR E T IXFE TONL—VONAFFAHT &2 ST, Twice NAT Ol DRFE O —H
PIERAT 22N TEET, FEMIHOVWTIE, Ry NU—2 4727 F NAT &
twice NAT O #g (4 X—) 2L T 7E &0,

e TATFTUT 4T 4 NAT Tlk, BEEOA TV 27 "~ 7 ENEATV27 1
DT AHAULERNHYET, MFICRILA T V=7 FEFERTLZEL, RCIPT
KL ARG ENAWEBOAL TV =7 NEEkT A2 &b TEET,

CAXT 4w vy BT, BEIN1ITYT, Lo T, EEOT FLrLwoE
YT T RUVAOEIZFEUTY, 2L, RBIOSUTERLIBTHZ ENTEE
75

e AR—FEH W—T v RE—FRDOHR) BDRESNTAZT 4 v I AV F—Tx AR
NAT CTlE, v~ v B> 7 T RLADFRy NT—0 TV =y MNTV—TTiER<,
interface ¥— VU — R &5 ECTCE 7,
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FoON 014 K54 > [

« www.example.com 72 E DSERER KA A 4%, FiRESNT (vy B 7 &)
gadel LT CE 9, FEMIC DWW TIEL, FQDN #fte DA K74 v (17—
V) EESRLTLIIEEN,

FODN XD HA K54 >

IP7 RLADRDODIZEES FAA 4 (FQDN) Yy NI —7 47V MR LT,
twice NAT L — WIZEWE . (v B ) SikeafRETEET, 72L& 21X, www.example.com
Web h— =% 3D N T 7 4 v ZIZHESNTA— L ZERTE £,

FQDN 4% &, v A7 AIXDNS iR Z S L, RS 7T KL RIZHESWT NAT L—
NEEXALFET, HBED DNS —_R— T —T 5 EH L TWAEEIE, 74 VE RAAL
NEEESN., 74V Z IS\ TR 7 L—7 057 RLANER SN ES, DNSH— 13—
MOBEEOT RUAZRGT 256, HINDT FLRITROBERICESEET,
FBELTA L E—T A RALFR LY TRy N EIZT RUARSLGEIL. £O7 RLAR
FHINET, ALY TRy MIFEELRWESIT, BROICERSNZT FLABRER S
£,
« BHAEDOEE T EEHBE OO IP XA 71— L TWERLERHY £3, 72L& 2L,
B DFEITLT RUANRIPY6 DA, FQDN ATV =7 MET RV AZ A 7L LTCIPv6
ERRETLOHLEND Y 7, BHRBOFEILN IPvd OG5, FQDN A7 V=7 MIT K
VAL AT L LTIPVE ZRETHMLERNH D 7,

FEINAT S0 I SND Ry N =7 TNV —TICFQDN A7V =7 hagb b 2 13T
FH A, NAT Tid, 1| DDFLEFRA NETNZ DX A TONAT L—LIZH L TW5H720,
FQDN 47V =7 MIEMTHEHTILERH D £9,

FQDN % IP 7 R L AR T X 7204 DNSHRILAIIG SN D £ T— /T E L £8 A,

EEOR—FELUVIVEVT R—FDY—EX AT D
Twice NATD A4 K54 >
MENZJE LT, WOV —ERA ATV FE@RETXTET,
cEETXTDEBEDOR—F (RET4vIDH) £ITREDERDOR— k
cEERXDIVEVT R—F (RETA4YIDH) FFRWEDIVELT K—F

Twice NAT DA 7V = 7 FEVERT DAL, ROBVA T4 0 2FBE LTI IEEN,

« NAT /X, TCP, UDP, BLUSCTP D&HZH KR — kL ET, RN— hE2EHRT LA, FE
DYV —EAFT V7 bOFr bartwy 7 =LA F T V=27 O v hajin
O GFEFECIZLET (2L XXM G EH TCPIZLET) . SCTPA— b DLk E & Te A
2T 4> 7 Twice NAT W — /L& RETEET 2, SCTP 7 V= —3 3 U OSEEES O K
R URARHTH L0, TR SN EH A, SCTPIZH L TROVICAZT v
* 77 FNAT ZEH L £9,
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B sr=vonar

« Tnotequal (L <72\ | (neq) WA FITIR—FIHLTWVEEA,

TATUT 4T 4 A= MEHBRTIE, EEOR— e~y 7 K— MO HICHCH—
EAF 7V MefEHTEET,

CEETLHAT I V7 NAT - HETLH AT v 7 NAT Tit. A— FEHUIVR—FENE
A,

s EETLH AT I v PAT (G : BMEL X AT I v 7 PAT Tik., R"— FEHIIYR—
FENFEEA,

c EEILAFT 4 v 7 NAT, R— NEWEFRELIZAZT 4 v 7 NAT, E7ET7 AT T+«
T A NAT : h—ERA A7V MIZ, HELA— FESER— MO FEEDHZ &
NTEET, 2L, WMADY—ERX ATV M, BETR— FERITSER—FD
WTNDERETHAHERHY 3, THEHOT 7Y r—ya URBEEDRE LA — M
HRAT %G (0 DNS — =72 &) [ZEETAR— MBI OEER— O 5 %25
E?é%%ﬁ%@i?ﬁ BEEDEE LR — MIDs IR ENERA, & xIX, &*
FARA FOR— FEEHBRTIEAF. FMETH—E2AZ2RELET,

CSEMEA R T 4 v 7 NAT E7213R— NEBERE LT A X T v 7 NAT (BESeOEHRITE
WCAZT 47 TY) 1 IERAZT 4 v 7 IRE(EI0 NAT Tl 58 TORR— MEHL A F
ITC&EET, V=X ATV MUTEE LR — M E5ER— NOMEFEZEDDH T LR
TEETN, ZOHET., AR — MU REHENET, EELR— MEEE LS
&, EHNET,

A4+ v NAT

ZIZTEH, AAFT v NAT EFORTEFEZHOWTHALET,

B4 F =299 NATIZDUL\T

XA F Iy NAT TlE, EEOT RLAD I V—71%, 56kEry hI—2 ECL—F 17
T%@?/t/77kvx®7—w’ﬁﬁéﬂif v BT ENET =B BT LA
X, EBE, BEOINV—T X000 ET, BEGRORA MRk Ry N =277
tX¢5&\Mnﬁ\7yﬁyﬁéﬂk7—w#%m7sz%%®mxbmﬁbﬁfiﬁo
BT, BEEEORA MGG LT L 2T ER SV E T, BRI E ik L T\ 5
MIETEDNTHY, BRNZA LTI NT5HE, ZO2—FIEFRCIP 7T RLAZRFLEYE
ho LTERHST, TIZBRANL—NLTEOHEBRNHAIINTVEHEATH, i ry hU—27 0D
Z—HE, XA T I v 7 NAT 2 EHT HHR R MO 2 it T 8 A,

=

GE) BB L TV DR, 727 B A L= A THASATWIUT, UE— b AR MIEHRGFE R
A bR EFBTEEY, 7 FLVREITHARETH 5720, A b ~OEREIHEL S
FHA, L, ZOHREE, T78AL—AOEX2 VT 4 IKGFETEET, VE—FKRXA
FIRD DEBENT D & BT A KV F A ~—n)ty hahxd,
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s4+3voNToxEeFE

WOBRNZ, — IR EZAFI v I NAT DY F VA ERLET, EEOKRA NIITANAT & v
VarEERTE, IWERENHTRSNET,
R2: 444395 NAT

Security
Appliance ;
10.1.1.1 . / 209.165.201.1
; >
10.1.1.2 : 209.165.201.2
Z '

Inside /Outside

WDKK, = v BT T RUA~OEGREEZRATCWE YV E—FRAMERLET, 207
KL 21X, B CIEEHT — 7 Z2nizo, Ny MIkey 7S£,

B3:XYEVT T RFLAADERFBRERA TS YE—F KRR+

Web Server
www.example.com

[=]

r—
utside

o)

209.165.201.2

209.165.201.10

Security
Appliance *

10.1.21

a

nsi

o

m

R

s
o
-
[\=)
N
-~

B4y NATORREFIA
HAF I w7 NAT IZiE, RORENRH Y F97,

BT EINTET DD T RUVAREBED T NV—T L0 i nggEe. TR EIZ R
TIT 4 INENE, T RLUANRRRETHE[REMENDH Y £,

PAT TiX, 1 OD7 RLADKR— FZHH L T 64,000 2 2B WILTX 5720, =
DA Xy SPEBNIFRAT DAL, PAT 72X PAT O 7 3+ — Ao 7 FREEHALE
7,

BT ENTE TS =V TIEN—T 4 VT ARER T R AR LGRS AMNERH DD
o, V=T 4 VTR T RV RIS HABE TERWEAERNDH Y £7°,
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9 ATz kNAT DERE

HAF w7 NAT OFEIE. —So 7 ha /LR PAT #FEHTXR N WS 2 LT, =&
ZIE, PAT IZIRDGAIIHERE L ¥ A,

cGRENR— a0 DL, —"—n—FFT520DOR— rNARNWIP 71 kol
TITHERE L £ A,
e —H DN TF AT AT T TV r—2 a0 2EDLHT, 1D20OKR—hHZF—F% 2 MY —

LEFDH, BIOR—F EICHEIAR2 2L, A—7 0 AZ X — RTlxenwWr 7Y r—
varyTHHERELE AL

BAFIVvY 2y NT—9 AT ~NAT DERTE

FIE

ATy I

ATy T2

ATvT3

COHETIE, FATFTIVINATORY NU—7 3TV S NAT ZRET D FEICHONT
HBALET,

HHEIIBEOX Yy NU—27 7V 7 MTNAT 8L £,

cH LAY NT—2 A7V BT 521X, [Configuration] > [Firewall] > [NAT Rules]
%R L, [Add] > [Add Network Object NAT Rule] %7 V v 7 L %7,

WEFDOFR Y VT —27 ATV =7 NI NAT ZiBIN$ 5121E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z R L, x> NV —27 A7V =7 FEMHELET,

MLWA TV FOGHIEX, IRO7 44—V FIZEZ AT LET,

a) [Name]: A7 V=7 i, a~z, A~Z, 0~9, VUL K, ~"A72, hr~, £
ToE—=RAaT OLFERMEH LTSN, ARNE 64 LFUTICT HMENDH Y 7,

b) [Type] : RA b, Ry MU—7 FIoTHH,

c) [IPAddresses] : IPv4 £721ZIPv6 7 KL A, KA FDEAITHE—~DT RL 2%, #iHOEE
WEBHAT RLALRRTT RL A%, 7%y hOEFEITIPVE x>y hU—27 7T RL AKX
U~27 (=& z21E, 10.100.10.0255.255.255.0) £7-1ZIPv6 7 RLZAB IR T LT 4 v 7
25 (7= & 21X, 2001:DB8:0:CD30::/60) % AS)LET,

[NAT] &7 v a UBRFEREINTWRWEGESIE, NAT] 227 U v 27 LTk 7 va v aRELE
‘é‘o
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S4F2v0 w2y b7—0 470z TRz [

ano Add Network Object
MName: MylnsMet
Type: Netwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 L
Description:
NAT 2

v Add Automatic Address Translation Rules

Type: Dynamic
Translated Addr:

PAT Pool Translated Address:

wia

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel 0K

a3

AT v 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A1 LET,
ATw 7S [Type] ku vy 7 H > U X M5, [Dynamic] Z3#R L £,

AT w F6 [Translated Addr] 7 4 —/V ROEDOEZWAR X LB Vw7 L, ~v BT T RLVARGEND
Xy NI—=07 AT =27 " ERIEIF Y NI AT V27 b IA—TERIRLET,

MEIE U TH LWA T V=7 bEERTE E7,

FTV 2 NERIZITN—T1E, 7Ry bEEFLeZ LIXTEERA, [PV T KL X L IPV6
T RUVADOEEEITN—TICAND ZEIETEERTA, 1 DOX A TETREENTNDHLE
BH FI,

VYU T ENTER Yy NI =T F TV MIHIPHEARA NPT RLADEGBREENTW
L6, @PHIEA AT I v 7 NATIZfEH S, RA NPT RLUARILPAT D7 4 —)b N 7
CLLTHRAENET, A7 V=27 MIEA T RLARTIOLNEGENTWRWERIE., £h
S PAT ICfEH SNV E T,

RATv T (TR, vy BT SNTA LV E—T 2 A ANRFET VY TN—T A RN—D L EDH) il
Dy 7 T RVAPRTNTEY Y THELOGEICA =T =2 A APT FL A&y
7 v 7 HEE LT AIZiE, [Fall through to interface PAT (dest intf)] = v 7 R v 7 A% 4
VNICLT, A v F—TxA A% Ray Ao VA MDPLRIRLET, AV F—T A AD
IPv6 7 R LA ZMEH$ 512X, [UseIPv6 forinterface PAT| F = v 7 Ry 7 A% F L IZLET,
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B 5727 wicenaT iz

. failif
'rﬂana.genl'nent
™ Fall through to interface PAT(dest intf): LLLEL: 0

Use IPvE for interface PAT

Advanced...

3T

ATy 78 (EE) [Advanced] %27 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A TIROA T 3
VERELTOK]Z27Y v 7 LET,

* [Translate DNS replies for rule] : DNS JSENDIP 7 R L A& EH L £9, DNS A A7

arPAR—T NIRRTV DH I LR LT ESW (F 74/ FTEAFR—T LT
F) o FEMCOWTIL, INAT 2 L7 DNS 7 = ) LISEDFEE Mz ] #5HLTL
TEEW,

s (TV oV ITN—T A N—=DA Z—T = A AZNE) [Interface] : Z D NAT L—/L %
WHT FEEOA o F—T7 AR (FEER) BIW~vy b7 A4 —T7xA4 R (3B5)
EIRELET, 7740 FTEH, —UET ) vV I—T A R—=FRLTRTDA
VE—=T A ATHEHSIIVET,

ATwF9 [OK]. F\WT[Apply] 227 U v 7 LET,

B4+ w45 Twice NAT DEEE

ZOWETIX, AT I v 7 NAT O Twice NAT 23R ET 5 HFIEIZOWTHH L £,

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] #E{R L T, OWTNNEFITLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 LE79,
* [Add] > [Add NAT Rule After Network Object NAT Rules] #7 U v 7 L £,
s Twice NAT /L— /L &R LT [Bdit] 7 Vv 7 LET,

[AddNAT Rule] A 7 0 7R v 7 ANFREINET,
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I Network Address Translation (NAT)

800

Add NAT Rule

4+ = v % Twice NAT DERE .

Match Criteria: Original Packet

Source Interface: == Ay == Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3
Action: Translated Packet
Source NAT Type: Static ]
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
P vl D Service: -- Qriginal -- [3
1 PA 1 ]
C 1 UDP ports into flat range 1024 1
s A
Options
¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress intarface
Direction: Both
Description:
Help Cancel OK

(TV T ITN—=T A NR=DA B —T = ATNE) FETLA L F—T7 = A 2B L 0V%E

AL E—T oA RAEHFELET,

=Ty K= RTH, 77 7 MEREETE LS OT S OA 2 4 —7 =4 ZATF, L

FREWIFTOA T a N, BEDA v E—T =4 AERIRTE LT, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTIRTHEEIT, A F—T oA AZBRT5H

VERHY FET, Tany) [IZINHDA U F—T oA ANREENTWVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v 77X 7 U X kv, ¥FLA
H—T 2 AEENL £7,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U 2 kb FEieA
VH—T 2 AETERLET,

ATy T2

Match Criteria: Original Packet
Source Interface: |inside

240014

v_| Destinabon Interface: a_ur_xade -V|

AT w73 [Action: Transated Packet] > [Source NAT Type] Ku v 7% 7 U A h/>5, [Dynamic] % 3R
LET,

Network Address Translation (NAT) .
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ATvT4

Network Address Translation (NAT) |

s

axX ;&

COBREITEETLT FLACOREH SN ET, 50EOEHITEICAZT 4 v 72D £7,

Action: Translated Packet
Souroe NAT Type: |Dynamic v

240840

Ry FOTEDIPVE F121XIPV6 DT KL A, DF 0D | FETLA X —T A ARy hT—2

WCHHTDEEZDOR7y hOT KL A (FEORELT RLRA L~y B 75687 KL R)

AWl LET, DTy M EEBENT ATy FOFIZHONTIE, ROKEZRL TS ZE

VY,
Source Destination
/_f"_'\_\ /_/_“L_\I
I:llﬁside ) ( Outside )—|:|i
— g —_ —_—
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.2.2 ---> 10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet
a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A Z %7 U v 7 LTEE

b)

FOXy NI—0 FT7Vx7 NERIZTN—T%EINT %), [Browse Original Source
Address] XA 7Ry I AMLH L WA T V= NERIZITN—TE2/ERK LET, IPv4
T RLAEIPV6 T RLAD & T A—TICAND ZEIXTEEHA, 120X A 772
NEENTVDIRLERDY T, 7744 Miany TH,

({f£&) [Match Criteria: Original Packet] > [Destination Address] {22\ T, A X % 7
Vo2 LTHFOR Y NU—7 ATV b, TN—T ETid3A v F—7 = A A% 3R
9% 7>, [Browse Original Destination Address] A 7 2 7R v 7 ANBH LA T V=7 K
FIITN—TEER LET, IPvd T KL AL IPv6 7 RV ADI % 7 V—TIZ AL
TEETEEHA, 1 ODF A TEIFREENTODIRLERNHY 7,

Twice NAT D E7288R881X. 500CIP T RL A2 EDDH I & TN, 67 RLAITA T v 3
/T? ST RVAZBELIESBAE. ZOT RLVRIZAXT 4 v 0 EHMAERETE S
M, BIZTAT T 4T 4 NAT 2 C& £9, 5887 N U R & A 71Z Twice NAT
B fELT EEOT RLAIZKTDHRY NU—7 TV r b I A—T7 A EIZ

FETONL—/VONEFATT 2 & Te, Twice NAT ODfMOFFE DO —#&2IEH T2 2 &N T %
T, FEICOWTIE, Ry hT =247V =7 b NAT & twice NAT D iz (4 =2—30)
EZBL T I,

R NEMEFRELIZAXT 47 A2 —T A ANAT IZBRY | [Browse] XA 7 1
T/7275>B/f/§7 T A AZFRLET, P—EALBMEUTRELET, ZOF
v 3 »TlE. [Source Interface] ICFFEDA > H —T = A AEHRETHHLENH Y T, 7
MZOWTIE, [R— MERERELTZAZT 4 v 7 NAT (51 X—2) ] 2L TL
7230,

AT TS Ry NOEBINIZIPvA 721X IPv6 DT RL A, ©DF V| silef X —T A A F v k

]7\._.
R) HBIUET, MBS U T, IPv4 & IPv6 D CEB T £,

7 PICHBT L&Dy FOT FLA (v B ZHELT FLUAEFEEDSEET R
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a)

4+ 3w Twice NAT DERE .

[Action: Translated Packet] > [Source Address] {22\ C, ZAZ %7 U v 27 LTHEFD
Fy NI—0 7Tz NEFIFTN—T%3INT 570>, [Browse Translated Source Address]
HATaT Ry I ANLH L WA T V= NEREITNA—TEERLET,

ZAF v 7 NAT TlE, %, REWVWEEILT RLAD T L—TPN/NSWT N—TFZ~ >
vrrEsnEd,

v~ BT ENTZA Y VT =7 ATV MIHEHERA NPT RLADW NG £
TWAHEE, ®HIIA A Iy 7 NATIZER S, ARA NPT RLRILPAT D7 4+ —/b
Ny b L THEHENET, 7727 MIEAART RLAR T DL EEN TR W
Al FRNPAT I SN ET,

6=

b)

ATV FERIFITNN=T1E, ¥ 7Ry P2l LIITEEEA,

[Action: Translated Packet] > [Destination Address] {(Z 2\ C, ZRAZ %27 U v 7 L TR
DRy NI —7 ATV NERIFITNV—T%EINT 50>, [Browse Translated Destination
Address]| XA 727 Ry I AMLFHT L WA T V=7 NERIZITN—T2/ER LET, 585
D~y T RUAIZFQDN v hU—7 37 V=7 bafiHTHZ b TEET,

SEET RLADT AT T 4T 4 NAT Tlit, BEOT L ALy 7 7 RLADM
FICHRICRI AT V27 vERIIIN—T %2R L £,

YT RVAZEWT DA, AXT v 7 v~ v U7X, @H 1xH1TH, Lido
T\%%@7%VX&V/E/77FVZ@ﬁiHLT¢OttL\ZE S CTHRES
BIZTHZENTEET, FFMICONVTIEL, AF¥T 47 NAT (51 *X—v) 2L T
SFPEW, HEENAYYELZIPT RLAIZHOWTIE, NAT DZFDOMOT A RS54 >
(10 X—2) 2L TIEEN,

ATFYT6 (EE) Y—EALEHOSEEY— 2 R— FE2#M LET,

« LD/ b AR— h (B U5EgeEAR— ) &R L £9, [Match Criteria: Original
Packet] > [Serv1ce] WZHoWTC, ZBRARZ %27 ) v 27 LTTCP R— hE721Z UDP FA— &
BETLHRFOY— A ATV R Z®IT 520>, [Browse Original Service] ¥ 41 7 &2 7
Ry 7 ANBH LNAT V=7 FEERLET,

BRI NIy b AR— b (FEBEOSEEAR— N) Z#kBI L £ 7, [Action: Original Packet]
> [Service] IZDW T, B ARZ %27 Y v 27 LTCTCP A— hE 721X UDP A — h Z487ET
LB FOY—E R AT V= y N EEIRT 50>, [Browse Translated Service] %4 7 17 778 v
JADBH LA T V7 NEERLET,

XA F 3 w7 NAT CTid, A— FEHIIV R —FSNnFEFA, L, FEEEHITFITA X

T4 JIRDT, oA — MK L THR— Wﬁ?ﬁ&"ziﬁf‘é‘i@“ P—E A ATy M
EETTR— P EFER— OB G EEDDLZENTEETR, ZOFAF, siei— 2R
ﬁméMiﬁo%Eﬁﬁw%%%ﬁbk%é\ﬁﬁéﬂiﬁoMWTﬁ\Kmikimww
HPPR—FENET, N— NEeEWWT 56, FEOVP—AFT7 V=7 hoFa hark
VBT YR ATV b0 haLO@EFRECIZRASLIICLET (WhHEb
TCP £7-1Xli 5L UDP) . 74T 7T 47 4 NAT TlE, EEOR—Fe~voy B 7HR—F
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Network Address Translation (NAT) |

B 5727 wicenaT iz

ATy 17

OMFICF Y —ERAFT V7 FEFEHTEET,
FIEYHR—FSNTWERA,

motequal (5L <721Y) |

R EZR L ET,
. Tals) Add Service Object
Name: web
Service Type: [ = cp @

Destination Port/Range: | 80

Source Port/Range:

Description:

': Help ) I:Cam:elj

ok )

Match Criteria: Qriginal Packet

Source Interface: [ inside

(1=) HEH

E:] Destination Interface: [outside

Source Address:

obj-192.168.251.164

D Destination Address: = obj-172.25.23.32

Service: web

. Tals) Add Service Object
Mame: web_map
Service Type: [ = tcp a

Destination Port/Range: | 808(

Source Port/Range:

Description:

( Help ) (Cantel_‘}.

o)

Action: Translated Packet

Source NAT Type: | Static

r#i

Source Address:

PAT Pool Translated Address

(EE.

D~y BT ENTEREITTLT RLARTTIZE Y Y THNTWAEAIT,

obj-192.168.252.128

aja]"

D Destination Address: | obj-172.25.23.32

a

web_map

D Service:

=

BT ENTEA B =T 2 A ANRIET Y o TN—TF A R—=D L EDH)
A B —T A AP

TRV RAZNy 7Ty TOFEE LU THMT %IZIE, [Fall through to interface PAT] F = » 7
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s45svoear i

Ry IV AA N LET, IPV6 A LV H—T =24 AT KL AZMHHT 521X, [Use IPV6 for
interface PAT]| = v 7 Ry 7 A b AU LET,

A =T 2 A AP T RUABMEESNET, ZDOF T a3 id, FFED [Destination
Interface] 3 ET DL AT THEHTE £,

Action: Translated Packet

Source NAT Type: Dynamic H
Source Address: groupl E] Destir
PAT Poal Translated Address: D Servic

j Fall through to interface PAT

a3

Use IPvE for interface PAT

ATw 78 (EE) [Options] fEIK CTNAT 47> a v AR ELET,

Options
FUT Enable rule

| Translate DNS replies that match this rule

rection

Description:

" Help ) ( Cancel ) ( oK )

* [Enablerule] : =D NAT L—/L& A X —T /W LET, ZON—/UIT 7 4V b TA F—
TN o TWNET,

o GEEILHHNL—/LDA) [Translate DNS replies that match this rule] : DNS J&& PN @D DNS

AL a—REEEHZET, DNSA VAT T a VRS F—T I > TN D 2 L & HER
LTLESW (FT74NV MTEHAR—TITY) , 58ET RLAEZRET 52%E. DNSE
EFRETEEEA, IOV TE, INAT ZfEHA L/ DNS 7= U LIREDEE

Z] BBRLTLIIEEN,
* [Description] : /L —/UIZBIF 214 200 SCFLANTEIIL £,

RTYF9 [OK]ZZ7 Vw7 L, HEWT[Applyl &2 U v 7 LET,

A4+ =y PAT

WD Ry 7 TlX, A4 F v 7 PATIZOW AL ET,
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B 5 rzvsoprarionT

HAF =

v/ PAT [ZDULNT

HAF I w7 PAT TiE, EBEOT FLABIOEELAR— IR 1 DO~V 7 RLAE
FOBEBAOR— MIEBRINDZ LICL->T, BEOEEOT RLANR1 DO~y B 7 1P
7 RUVRICEBIIET,

EEITEAR— IR T L IC B 570, BSHERICIIBIOE T v a URKETT, e
1. 10.1.1.1:1025 1TiZ. 10.1.1.1:1026 & 1 IRIODOZEHAA MAEE T,

WL, XA F v PAT D— kM2 F ) A2 R LET, EEOKRA MNZIT N NAT & v
TavEERTE, INVEBEENTAINET, v v EVI T RLAZEOEHTHE L T
N, R—=I"BNEAFI o7 IZED Y TENET,

X 4:54+3vY PAT

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021
'
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

B L TV A, 77 BA L= LTRSS CWIUL, siEry R —2 EOUE— |
RA MIBEHEHRA S~OERZBTEET, FEOR—FT FLABLO~v v BT
R—=F7 FLAZELLLFRIRARETHH72D, AR M~OERITHY. SNFER A, 7272
L. 2OBEE. 7T78AL—NLOEFa T 4 ITEETEXET,

R OBMRBREIND &, A— NEHBLHREINIC /Y £7, v /LT v a > PAT Tid,
PATODZA LT~ (F74 T30 MEHENET, By a8 @ PAT Tit.
xlate 23772 BIZHIBRS U E T,

B

GE) A HF—Tx2ARATEICERDPAT YNV Z2HHTHZL2BEIDLET, BHOA 2 —

TxA A, BT Tany) A VA —T = A AR C TN EHHTL L. TN ITHEB L.,
FLUWEBIZHEATEX DR — MR8 E7,

A4+ 2y PATORRAEFRA

. Network Address Translation (NAT)

HAFI 7 PAT Tl 1 DD~y 7T RLAZFEHTE L0, V—T 4 J e
T RUARHEHRENET, S5, ASAM LV Z—T A AZADIPT RLAZPAT T FL AL L
AT £,

FUL7Y Y TN—TNOA v H—T = A A TEBRT D551, IPv6 GO X A F I v 7
PAT (NAT66) I TE £t A, ZOHIRIL, A X =T 2 A ZARERDLT Y v T N—F
DA NR—=THDEHEE, F3TV v T —T DA N— L BRI N —T v K A Z—
T oA ADOMITITFZEY LEHE A,



I Network Address Translation (NAT)
PAT T—ATo x4 b tiq k54> [

FAF v PATIE, HlI A LIZRRT =52 A M) —L2ffo MO~V FAT 4T 7
TV r— g o TIIBEE L £ ¥ A, NAT BLXUVPAT OV R— FOFEMIZOWTIE, T 7 /L
AU AR gl NAT IZEET 2 HIREE 22 LT Z &0,

HAFI v PATIZE T, B—DIPT RLANLEEENT- L O ITRZ 58 ok
ERENDZERHY £, Z0HA, ZOBFIEY— 3T DoS B & L CTHER S5 alhE
WERHY ET, TRUVAOPAT 7— L EFHEL T, PATT RLADOT 7 Rr b ED 4T
EEHATLE. ZORMEEMTE £,

PAT J—ILA T2z bDHA A4

PAT 7—NVDX v NT—27 FT7 V=7 NEERTD25E1E. IROTA RTA4 - TL
éb\o

PAT 7—/LDi5&

o R— ML, 1024 — 65535 DFFADOFE A RER R — N~ vy B 7 SinE 3, LEIGL,
1024 HFERGGDO THRIAR— N2 EH T, A— MR E LRI b TEET,

7T AZTEWET D56, 7 RLVAZEIZSREOR— DT a v I BT TAFD A
NR=ZEY Y THN, INHDOR— Ty 7 NTwy BV IMrbnEd, 7rv73E
DU THADZLTEAIE, 7 ay 7E 0B TH A > TR— b3pE S ET, 2
DF 7 FNVEHS2TT, VI7AX—2=y "DOHIR (7 FAX—DH A X) 2EETDH
LaE, xlate 27 VT 350, T AEZHEENL T, PAT /— %7 TAX —2=y
MZBEUNCHFEID KT TE DXL TLEEN,

PAT 7'— W2k L CT ey 7 E0 Y TERENCT DA, A— 78 v 7131024~ 65535
OHEHPFATOAF D Y TOHNET, 20D, 77V r—ra U NhEnAR— &S (1~
1023) ZMELE 35 L X, HEELZ2WATREMERH Y £3°, 7= & 21X, A— K22 (SSH)
ZERTAHT U — 3 E, 1024 ~ 65535 OFPHN T, mA MIED Y THNET
ny /RO, v v ENEAR— RS LET,

FICPAT — )L 377 "2 2O08NAZL—ILOFTMERTAEESIT. STRICA
T arEFZLV—MHRELTLIEE N, 728 20E, 15D/ — L THEE PAT MEE S
5T, O —FDON— /L THILE PAT WEESNDILERH Y 7,

o RA MIEGFOEERH DA, FOFR R M5OI OESHXE U PATIP 7 R L X
EHEALET, BHTRERA— FBRWGE, T ONSFREERH D £3, 20
BEEAZERETAICIE, Ty Raer a2 EHLET,

e RT F—< U AT KRITT HITIE. PAT 7—/LNO IP 7 KL Z2D%E % 10,000 (ZHIR L =
—gqo

PAT 7— )L D53k PAT DIH&

L DT TNV —a AL ART g T, JEEPAT IZHR—FENTWERA,
HHR— NBHNDA L ART L a rDEE—EIZHONWTIE, T4 AT V3
V& NAT ICBET BHIBHEAEZ SR L TS EEW,
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Network Address Translation (NAT) |
B s rzvrxvro—s4T0zs L PaT (B ORE

o XA F I w7 PAT L— UIZ%F L CHRIE PAT %2 A 2 —7 /WIZT BEE, PAT 7—LDOT R
VA%, R—h TV AL —3 gy b=V EZROBDALT 427 NAT O PAT 7 KL
2L LTHLHEHT A LI TEEEA, 728 21E, PAT 77—V 10111 WEENTWD
e, PAT7 RLALLTI101L.11 2T 25, A—h 7 Ab—T a2y b— L&
DAKT 4 v 7 NAT IIMERRTE £8 A,

cPAT F*—NEMEHL., 74 —NA NI DA E—T A4 ARIEETAEE. JEEPAT %
fEHCTE £ A,

+ ICE %7213 TURN %72 VoIP Bl Cix, $EE PAT Z#fH L2V T &, ICE R
L OYTURN (., T RTOFEICH L TR L TH D7D PAT /51 T 4 v TITHIEL T
b\i—é—o

« VT AEND=y NTHIEPAT T2 2 L IXTEER A,
LR PAT IZ, T3 A TO AT VEHRIBML £,

PAT 7—ILDS5H 2 K OEVARXDBE
e IR A MIBEFEOHEG R H DBHEIT. FDOHRA S OLIBEORERILE U PATIP 7 KL A
EHEALET (R—FFBEHTRERTHLGE) . 272 L. 20 DA 1L, 72—
F—N—RRET AL EDbNET, T AR T 2 — L F—"—F B L KA NLDH%
BOFEG TIIREMIDOIP 7 RUABMERA SN WEERH D 97,

cPAT /— )L L—)L/F T RubE  jb— )L A Z—T A APATL—ANRELA X —
TxAALTIRIELTWAS L, IPT FL 2D TEiEME] 8422 %4, f5ELI-A
H—T 2 ATPAT 77— IIVET-IFIA v Z—T = A4 A PAT OWTNNEBIR L FT, 5SS
T % PAT L —/UIEERL L 72T 72 &0,

« J U R BT, FFIZHEE PAT EMAEDETIEEIZ, KEDOAT U BHEEINE
T, NAT F— /Ui~ v B 7 E&ns7a haL/IP 7 RL A/R— M Z & ICE En %
2, T Ra vy TlEk% < OFIFFNAT 77— L MERR S, AU MER S ET,
JEEE PAT Tlk, & 5125 < ORIKE NAT 7 — /L MER S L E T,

BAFIVI XYy NI—9 ATy FPAT ([Eikk) DERTE
ZOHETIX, PAT 77—V OROVICEBDTZDDHE—DT RLAEFEHT 5447 v 7 PAT
BEiik) Oy "I —27 A7V 27 FNAT ZRET D HIEICHOWTHHAL £,

FIRr

ATV TN FHELZEEOR Y U —2 7V =27 MINAT ZBML £,

cHLWA Y NU—2 A7 x s BT 521X, [Configuration] > [Firewall] > [NAT Rules]
%% L, [Add] > [Add Network Object NAT Rule] %7 V v 7 LE7,
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B4F3v0 %y k=0 ATy rpaT (88 o [

WEFDOFR Y VT —2 ATV =7 NI NAT ZiBIN$ 5121E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z IR L, Fv NI —7 A7V =7 FEfRELET,

AT T2 HLWAT V=7 bOBEIE, ROT7 4 — LV RIZEEATLET,
a) [Name]: A7 V=7 ", a~z, A~Z, 0~9, BUFR N7 Dhr=, Fi2id
T —=AaTOXFEMEH LT IEE N, 4ENE 64 LFLTICT 20BN H D £7,
b) [Type] : RA b, F» FU—27  E7-ITHH,
c) [IPAddresses] : IPv4 £721XIPv6 7 KL A, RA hDOFAIFE DT NL 2%, #HDOGE
BT RLRAEKTTY RL 2%, 7%y NOBFEILIPvE Xy hT—7 7 RLAB X
W~ 27 (7=& z1E, 10.100.10.0255.255.255.0) £7-I1XIPv6 7 RLAB LT L7 v 7
25 (7= & 21X, 2001:DB8:0:CD30::/60) % AS)LET,
AT9T3 [NAT]BEZ v a U RERINTHRWGAIE, [NAT] 227 Vv 7 LTk v a v ZREEALE
7
AT v 74 [Add Automatic Translation Rules] = v 7 R v 7 A% 41 L £,
AT9 75 [Type] Re vy 7 X w2 U A Kh)E, [Dynamic PAT (Hide)] 23RN L £,

ano Add Network Object
MName: MylnsMet
Type: MNetwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 b
Description:
NAT 2

.Tﬂ Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Translated Addr: |

() (]

Advanced...

Help Cancel | 0K

B

ATYT6 vy BT T KL A%Z 1 DFEFEE L £, [Translated Addr] 7 ¢ —/L KT, IROWT %
To T 7 IPT RLAZERELET,

e ARARNIPT FLAZ AN LET,
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B v zEmT 843z vs Ry kD=4 F T PATORE

BWARZ L HI VI L, RANRXY NTV—7 A7V FEBRLET (E7213HTL
WARA N Xy NT—27 FT7 V27 FEERRLET) .

s GET VT IN—=T RN=DA B =T A ADH) A B —T A A4 % NT)T
LM ETFBBA X %27 ) v 7 L, [Browse Translated Addr] %4 7 2 778 v 7 A TA
:/&\——‘73:/])1%%*)_\'[/35@—0

- :n:e;;:d!
B outside

240775

AVE—T oA AU ER/ET LT AV F—T A APAT A X — 7 MIZLTLE
SV, TOLEIHRELIEA VA —T=2AAIPT RLARS BT T RLALE LT
HAEnET, IPv6 A F—T A AT FLRAZFEHT HIZIE, [Use IPv6 for interface PAT]
Frzvl Ry AT UNCTHUERHYET, A F—T7 A APATIZL > T, NAT
N—IE TV o TN—T DA N2 D MRV EESNT vy BT X —
Ta A AZOHZBEAINET (¥ —T = A APATHHEHA LRWGA. V—/WET 7+
NWETTRTOA o Z =T A AW ENET) o FTAXT LU FE—RFTIE, A
VE—T oA AERBETHILITITEETA,

ATv 71 (EE) [Advanced] %7 U » 7 L. [AdvancedNAT Settings] # A 7 12 7R v 7 A CIROA T 3
VERELTOK| 227V v LET,

s (TV YT ITN—T AN —=DA U H—T = A AIHEE) [Interface] : Z D NAT /L—/L %
HWHT2FEEOA 4 —T7 x4 2 (FEER) BLO~vy L7 A 0¥ —T7=A X (35E5)
EIRELET, 7740 FTE A= ET Y v Y TA—T A UN=ZRTRTOA
VHE =T oA AZEHINET,

AT w78 [OK], W\ T [Apply] 227 U v 7 LET,

PAT J—ILZERTHFAFTI Vv X2y bID—0 AT FPAT

=JLr==
aX AE
ZDETIE, PAT 7=V EFEHT A A F IV I PATOFR Yy NU—27 727 b NAT %
HET A FIEICOWTHALET,
FIg

ATV Tl FRELIEGFEOR Y FU—7 7227 MTINAT ZBMLEI,

cHLWRY hU—2 F 7T FNATL—/L %8I0 %121, [Configuration] > [Firewall] >
[NAT Rules] Z3&R L. [Add] > [Add Network Object NAT Rule] 27 U v 7 L %7,
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PAT F—LEEAT 551+ 3 v 1y kI—s 17514 reaToiz |

BEFOF Yy NU—2 A7V =7 M NAT ZBI3 %I21%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] #IR L, v hT—27 A7V =7 MfEELE
To

AT T2 HLWAT V=7 bOGEIE, ROT7 4 — LV RIZEEATILET,

a) [Name]: A7 V=7 i, a~z, A~Z, 0~9, BUFRF NAT7> o<, £l
T —AaTOXFEMEM LT EE N, 4NE 64 LFLLTICT2M0ERH D £5,

b) [Type] : mRA M, X MU—7 F7oIXHiH,

¢) [IPAddresses] : IPv4 £7-1ZIPV6 7 KL A, RA ROBFEHIFHE—DOT KL 2%, #HOEE
FBRET RLRAEKRTTY RL 2%, 7%y NOBEILIPvE Xy hT—7 7 RLAB X
O~ A7 (fz& ziE, 10.100.10.0255.255.255.0) £721ZIPv6 7 RLAB LT L7 1 v 7
ZF (=& Z21Z. 2001:DB8:0:CD30::/60) % AJS1 L%,

ATYT3 [NAT] &7 v a UREREINTWARWEAIEL, [NAT| 227V v 7 LCkZ v a v &EBLE

—é‘o
ano0 Add Network Object
Name: Myinshet
Type: Metwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 -
Description:
NAT %

| Add Automatic Address Translation Rules

Type: Dynamic

Translated Addr:

o

PAT Pool Translated Address:

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel OK

<k crp]

AT v 74 [Add Automatic Translation Rules] = v 7 R v 7 A% 4 1 LE,

ATY TS PAT 77— Va2 T 54147 v 7 PATZRELTVWAHATY [Type] Ry 7F U A
;7% [Dynamic] 28R L E 5,

ATV T6 PAT V=V ERET HITE, ROFIEEFETLET,
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B v zEmT 843z vs Ry kD=4 F T PATORE

a) [Translated Addr] 7 « —/V FIZIZEZ AET, ZEHOEEIZLTEZSIN,

b) [PAT Pool Translated Address] &= v 27 Ry 7 A& AN LThb, BREZ %27 ) v 7
LT, PAT 7=V 7 RLARZTENDL XY NI =0 ATV =7 NEIZ T NV—T %R
L%, F72iX. [Browse Translated PAT Pool Address] # A 7 &2 77K v 7 ANHH LA T
Yl NEERLET,

B

GE) PAT /=N A7Vl PERITIN—TIIH TRy PREENLTHTUIRY A, IPVE T
RLUALIPV6 T RV ADME HFZ T N—TIZAND Z X TEERA, 150X A TTETNEE
NTVBEHMERDHY 7,

NAT &
E Add Automatic Address Translation Rules
Type: _Dynamic 4]
Translated Addr: D
@ PAT Pool Translated Address: . G

__ Round Robin

o) AFvary) MEIZLEUT, ROA T a vy E&RIRLET,

*[RoundRobin] : 7 FLAB LR — &7 7 Frber FATEHY Y TL56, 7
TN ETIET U RrE IR ENT, 1 DO PAT 7 RLADOKR— F 34X THI
DU THNDEROPATT RVANEHRAINET, Jvr Fever Tk, 7—
DK PAT 7 RLZANE 1 OFTOT7 RLA/R—FMRED Y THNDL ERIIDOT R
AWIZRY , WIZ2FZEEHOT RL AW IO IRICERASVET,

» [Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LA, 7272 L
8.5(1) 7212 8.6(1) 1T & ) : L9E PAT 2+ 2 55&, #4975 PAT Tl, ZHulEH
DFEHET RLAELR— R &8, IPT FL AT ETlded . H—E X 21265535
DOR—IBEHINET, @H ., PAT ZHOIERRFICFETEAR— M7 RLATBES
727z, PAT 7 KL AHT210 65535 DR — MIHIRSNE T, 7= & 2 X, gk
PAT Zfli [ LC, 192.168.1.7:23 (Z[A17> 9 HE 3 10.1.1.1:1027 OEH#, BLW
192.168.1.7:80 (215> 9 3A D 10.1.1.1:1027 DZEHAZVERK TE £1°,

* [Include Reserved Ports (1 to 1023)] : 7 R L AEHIZFEH TEZ 54— b OFIPHIZ THIH
FHHR—h (1-1023) 2GHET, ZOF TV a v EEELRVGA. 7 RLAE
1024 — 65535 OHFFAN DR — F DB I N E T,

* [Enable Block Allocation] (9.5.1 LAK§) : AR— b7 v 7EY Y TE A x—T /L
F9, F¥ VT 7L — RELITRBEPAT TiE, NATIZ 1 2 1 DOR— MEHEE
DU TEELOTEHRL, FRAMIA— DTy 7 28OS TCHIENTEE
T, "R—brDT a7 52ENVYCTHLE, FAIPLDOFOROEFETIE, Ty s N
DT ZNTBRINDF LA — EBREASNET, LEIZLLC T, AAMBITO
Ty JNOTXTOR—NMIBELTT 7T 4 7z RouaIEno e v 7
NEDLTHENET, R—bF7 o v 7, 1024 ~ 65535 DFPHTOREID B THNE
T, "= DT v JENYETIT U Fabr EHEBENSH D F308, JEIEPAT &

. Network Address Translation (NAT)



I Network Address Translation (NAT)
S4F3v2 Twice PAT (B8 iz [

—FHERT D LT TEERA, T, A VX —T 2 A APATO T 3 — NN J %
FHTZ LB TEERA,

RT9T1 (B, v v EVITENTAE—T oA ANRETV vV TN—T A R_R—=D L EDH)
Dvy BT T RUARTXTEY Y THELOGEICA L F—T = AIPT RLAZ Ny
7w 7k LT T AI2iE, [Fall through to interface PAT] = v 7 7Ry 7 A% F 2L
T AV E—Tz2A ARy TFHT T VA INDPLBBRLET, A X —7 A ADIPv6 T

R L A Z# 4 5I21E. [Use IPv6 for interface PAT] F = v 7 IRy 7 A4 A2 L £,
o : famf T
management
 Fall through to interface PAT(dest intf): ELLELLL 00 |

Use IPvE for interface PAT

Advanced...
B
=]

(fE&) [Advanced] =727 U > 7 L. [Advanced NAT Settings] ¥ A 7 2 7/ 7R v 7 A TIROA T > 3
VEFRELTCOK]ZZ7 Y v 7 LET,

s (T T ITN—T AU N—=DA U F—T = A AIWE) [Interface] : T D NAT L—/L %
W 2EROA =T =4 X (FEER) BLO~v T2 =T =2 (5B5k)
ERELET, T 74T, v—UE 7Y v T—TF A R—E R T RTOA
VE—T oA ATHEHAINET,

ATvT8

ATw 79 [OK], FEWT[Applyl 227 U v 27 LET,

A4+ = w4 Twice PAT ([Bifk) DXTE

ZOWETI., PAT =L OO VICEBOT-ODOBE—~0O7 RLAZHHT 5451453 v 7 PAT
(B2ik%) @ Twice NAT Z iR ET D HIEIZHOWTHBH L 7,

FIE

[Configuration] > [Firewall] > [NAT Rules] Z3#R L T, ROWTNNnEFEITLET,

AT T1
* [Add] % 721% [Add] > [Add NAT Rule Before Network Object NAT Rules] 7 U v~ 7 L %7,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 22 U v 7 LE 7,

s Twice NAT L —/VZ IR U C[Bdit) 227 UV v 7 LET,

[Add NAT Rule] A 70 77K v 7 ANRFRENET,
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B 5592 wicePar (2R o

ATy T2

ATvT3

an0 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Any == > Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3

Action: Translated Packet

Source NAT Type: Static ]
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
AT Pool Translated Address D Service: -- Original -- [3
1 PA 1 |
C 1 UDP ports into flat range 1024 1

s A

Options

¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress interface

Direction: Both

Description:

Help Cancel OK

(FV oD ITN—=F A NR—=DAf o H—T = A ATWNE) EETA X —T =21 ZABL0%
A v B —T oA ZABEFELET,

=Ty RE= KT, 7740 NIRRT LSOR S OA ¥ —7 x4 2T, Wih

FREMFTOA T a N, BEDA v E—T =4 AERIRTEET, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTLIRTHEEIT, A F—T oA AZBRT5H

VERHY FT, Tany) [IZINHDA U H—T oA ANREENTHERF A,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv XFLA
H—T 2 AR LET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& v 7% 7 2 U A hinD | 36561
VH—T 2 AEERLET,

i@ Add N

Match Criteria: Original Packet
Source Interface: |inside v_l Destinabion Interface: | cutside ',,.l

240014

[Action: Transated Packet] > [Source NAT Typeg] K 7 # 7> U A k)i, [Dynamic PAT
(Hide)] %8R L E 7,
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S4F3 w4 Twice PAT (8% 0z [

ZOFREIFTEETLT FLARIZOAZMEH SNE T, SBHREOBRIIEICAZ T 4 v 712780 £7,

B

GE)  PAT 7/—WZEHT 25447 7 PAT % ET 521X, [Dynamic PAT (Hide)] D1 v 12
[Dynamic] Z#3&R L £ 7, PAT /" —/VZFHEHT 54147 v 7 Twice PAT DR E (40 <—)
EHBL TSN,

Match Criteria; Oniginal Padket

Searce Interface: |mside | Destination Interface: | cutside |

Source Address: | mylnsidehletuork (=] Destnaton addess: |DMznetwork E
Service: C

Achion: Tranzlated Packet

248819

Source NAT Type: |Dynamic PAT (Hce) | v]

ATy T8 Ry OO IPvE £721XIPv6 DT KL A, DF V| EEFETA LV F—T = A Xy hT—7
AL EDONT Y FOT FLA (BEOEELT FL AL~y B 75%T FLX)
Wl LET, DTy M EEBENT ATy FOBIZHONTIE, ROKEZRL TS ZE

A
Source Destination
/_r‘_' /_/—'H_,\I
|:|! Inside ( utside j—|:|i
— g —_ P
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A Z %27 U v 7 LTEE
FEDOXy NI—27 F TVl NEIZT N—T7%8INT 575>, [Browse Original Source
Address]| ¥ A 7 a7 Ry IV ANLHFH L WA T V= NERIZITN—TE2/ERK LET, IPv4
T RUVAEIPV6 T RV ADM S % T N—TIZAND Z LT TEERA, 1 DOXA T2
MEFNTVWDRERDY 9, 774/ MEany TT,

Hame a1 P Address Metmask

=} [P Network Objects -
2 ALl 10.1.1.1 255,255,295, .. '"I::
B} DMZnatwarkl 209.165.201.0  255.255.255... E

b)  (fE&) [Match Criteria: Original Packet] > [Destination Address] D56, ZHAR X %27 U v
JLTBEGFEDOFR Yy NT—I AT V=7 b IN—T FlBFA 4 =Tz A TV v
CIN—T RN—=DA =T = ADR) &N T HD, [Browse Original Destination
Address] A 7R TRy 7 AMBH LA T V=7 b EIFINV—TEERL £, IPv4
T RUVALIPV6 T RLADW G & 7 NV—TICAND Z LT TEEEA, 1 DDZA T 72T
DEENLTVWDOLRENDY 77,
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B 7399 wicerar (B omE

Twice NAT D E7eEEEIX, SEEIPT RLAZEDDH I LTI, 5T RLRAFAT v =
VCY, ST RUVAERELIEEA. ZOT7 RLVARIZAZT 4 v I B ERETE D

D, BIZTATUT 47 4 NAT 2T E9, %687 R A& HE 71 Twice NAT
ERELT, EBEOT RLRAIZHT DXy NI—27 A7V x7 N Z—7 O EIL
FETONL—VONEFAT T Z2ETe, Twice NAT ODfMOFFE DO —#&2iEH T2 2 &N T %
T, FEMCOWTIE, Ry hT—2 47 = 7 b NAT & twice NAT D e (4 ~<—30)

EHBL TSN,

= NEWARE LIZAST 4 v 7 A2 F—T = A ANATIZIRY | [Browse] 44 71/
Ry 7 AMBA v —T o f ZERRLET, F—ERERLLPTRELET, Z0OA4T
v 3 > TlE, [Source Interface] IZHFEDA X —T = ALRETHIMLENH Y F9, #Ff
MzoWTIE, TAR— MEMAERTELT-AXT 4 v 7 NAT (51 2—2) | 2B L TL
7230,

ATYTE Ry hOEHINIZIPvA £721XIPv6 DT KL A, D%V sibAf v X —T =4 A F v b
U—7 FIZHBIT 2L E0OR7y hOT RV A (wy B 7RERT RV EFEREOHET N
LA) B#AILET, BEIZST T, IPv4 & IPv6 O TEMTE 9,
a) [Action: Translated Packet] > [Source Address] (Z DWW T, AL %227 U v 7 LTHA B
T RVRAFLZFA VE =T =2 A2 ERTDMFOR Y NIV —=7 A7 V=7 bEERT D
7>, [Browse Translated Source Address] % A 7 B 7Ry 7 AWML LNWA T V=7 N &{ERK
LET, A X =Tz RAIT YV T TN—TF A N—Z72bZ LIXTEERA,

A BZ =T ADIPv6 T R L AL 5121%, [Use IPv6 for interface PAT] F = » 7
Ny I AeF AT LET,

Source Address: outside @
|

| -

3' Use IPvE for interface PAT 5

b) ({EE) [Action: Translated Packet] > [Destination Address] IZ DWW T, BRAX %27V v
LCHEFORYy NU—0 7Ty NERII T NV—T7%8IRT 5D, [Browse Translated
Destination Address] ¥ A4 7 R 7Ry 7 AMBH L WA T V=7 NEIZ T NV—TZER L
£9. IPVAT FLALIPV6 T RLADH T2 7 V=TI AND Z LT TEEHA, 120D
BATIETNEENTOWDMENRSY £, 56D~y 27 7 L AIZFQDN % v
J—0 3707 NeffHTHZ &b TEET,

SEET RLVADT AT T 4T 4 NAT Tlit, BEEOT L AL<=y 7 7 RLADM
FCHICRI AT Y27 vERIIIN—T AL £,

FNT RV ABBHT DS, AT 4 v 7 ~ v 7, @ 151 T, Lizio
T, EBOT7 LRy 77 RLAOHIZFI LT, 727 L. BEIZSUTRR S
BZT D EMTEET, FICOWVWTIL, AXT v 7 NAT (51 =) 28 L T
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S4F3 w4 Twice PAT (8% 0z [

FEW, HEXNAYELZIPT RLRIZOWTIE., NATOHA RS A4 (82—
V) BEBRLTLLEE N,

ATFYT6 (EE) Y—EALHOSEEY— 2 R— FE2#M LET,

s LDy M IR— K (v B U5 — ) iR L £, [Match Criteria: Original
Packet] > [Service] IZ2WTC, A ¥ %27 Y » 7 LTCTCP R— hE7/21Z UDP A— F %
BET OGOV — A ATV R &®EIT 520>, [Browse Original Service] ¥ 4 7 & 2
Ry 7 ANBH LNAT V=7 FEERLET,

s BHLI NNy b AR— b (EEOsEEHA— ) %A L E 9, [Action: Original Packet]
> [Service] IZDWT, AKX %27 Y v 7 LTTCP A" — M E72IX UDP A — b & FEET
LEEFOY—ERA AT V= y NEEIRT 50>, [Browse Translated Service] %4 7 17 778 v
JADBH LA T V7 M ERLET,

XA F 3 v NAT CTid, A— FEHIIVR— SN EFA, L, FEEEHITFITA X

T A I IROT, SR — M LU TR— MEAFEITTEES, =X A7 V=7 M
EETTR— P EFER—FOM G EEDDLZENTEETR, ZOBEAF, siei— 2R
HINET, EETAR—MERE LSS, BRI ET, NAT Tk, TCP %7213 UDP ®
BB R— R SNET, N— F2ERT 256, EEOYV— 247 V=7 ho7m halk
VBT =R ATV b0 haLO@EFRECIZRASLIICLET (fhFEb
TCP £7213M 5 & H UDP) . 7 AT 7 47 4 NAT TlE, EEOR—F~vy 7R —h
OWFIZFR Y —ERAFT V=7 el TEEd, Inotequal (L2 | (=) FHE
FiIP R — I TWERA,

RIZH 2R L ET,
. Yals! Add Service Object
Name: web
Service Type: = tep )

Destination Port/Range: [ 50

Source Port/Range:

Description:

(Help ) ( Cancel ) (oK)

Match Criteria: Original Packet

Source Interface: _inside :] Destination Interface: | outside :]

Source Address: obj-192.168.251.164 D Destination Address:  obj-172.25.23.32

I=]
Service: web [:]
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B Pt L EERT B84 3 99 Twice PAT DERE

. Yals! Add Service Object
Name: ‘web_map
Service Type: = tep b

Destination Port/Range: . 2081

Source Port/Range:

Description:

Help ) ( Cancel ) oo

Action: Translated Packet

Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [I]
AT Pool Tra ited Address D Service: web_map D

ATw 71 (EE) [Options] K TNAT 47> a v ERELET,

Options
;q[ Enable rule

| Translate DNS replies that match this rule

Direction

Description:

Help ) ( Cancel ) ( oK )

« [Enable rule] : = NAT L— /L&A X —T /I LET, ZOL—UEITF 7 4/L hTA R—
TN TWVWET,

* [Description] : /L —/UIZBAF 214 200 SCFLANTEINIL £37,

ATYF8 [OK]ZZ7 Vw7 L, HEWT[Applyl &2 U v 7 LET,

PAT 7—)L%#{ERT %4 4+ 2 v ¥ Twice PAT DT

DT, PAT 7=V Z2EAT B XA F I v 7 PAT @ Twice NAT Z 5% T T 5 FFiEIZ DWW T
L ET,
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FIE

ATw 1 [Configuration] > [Firewall] > [NAT Rules] Z#R L T, OWTFHnaEEITLET,
* [Add] %7213 [Add] > [Add NAT Rule Before Network Object NAT Rules| #7 V » 7 L&

‘j’-‘D

PAT J7—)LE&EFAT 54514 F = v ¥ Twice PAT DR E .

+ [Add] > [Add NAT Rule After Network Object NAT Rules| #7 U v 7 LE£7,

s Twice NAT L —/VZ IR LU C[Bdit) 27 VU v 7 LET,

[AddNAT Rule] %4 7 a2 7R v 7 ANRFRSNET,

800

Add NAT Rule

Match Criteria: Original Packet

Source Interface: - ANy --

Source Address: any

Action: Translated Packet

Source NAT Type: Static
Source Address: == Original --
s
1 P |
IC d UDP ports into flat range 10
A
Options

¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lockup raute table to locate egress interface

Direction: Both

Description:

Help

Destination Interface:
E] Destination Address:

Service:

Destination Address:

(@] ([t

Service:

Cancel OK

- Any- -
any

any

== Driginal --

-- Original --

8@

@ o

AT T2 (FTV oD TN—=F A R_R—=DA o H—T = A ATNE) EETA 2 —T =1 AB L%

A B =T A RERELET,

=Ty RE=FTIE, 7740 MIEEILLIEOWMGTOA » F =T =4 ZTT, WEn
FREEGTOL T a s, HEDA v H—T oA ABRIRTEET, L, 7V vV 7
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B Pt L EERT B84 3 99 Twice PAT DERE

ATvT3

ATvT4

NW—TAN=DA o F =T 2 A RN —NZflib T 5 LT, A U F—T = AZERT S

VERHY FT, Tany) IIZINHDA U F—T oA ANRGENTHEF A,

a) [Match Criteria: Original Packet] >[Sourcelnterface] K v 7 & 7 U 2 b, HET
A B =T AEERLET,

b) [Match Criteria: Original Packet] > [Destination Interface] kv > 7% 7 U A b, %8
A B —T oA AZERLET,

i@ Add

Match Criteria: Oniginal Packet
Searce Interface: |nside w| Destination Interface: |outside v|

240014

[Action: Trandated Packet] > [Source NAT Type] Kr > 7% 7 U A k5, [Dynamic] % &R
L/i—a—o

DBETEETT FLACOBMEH SN ET, FEROERIIHICAZ T 1 v 712720 £,
Action: Translated Padket g
Souroe MAT Type: | Dynamic v] %

Ry NOTEDIPVvE F1-1XIPV6 DT KL A, DF 0 | FEELA X —T 2 A %y hT—2

WCHHT D EEZDR7y hOT KL A (FEORELT RLRA L~y B 75687 RLR)
EEMLUET, TNy MEBBINTZ Ny FOBIZHOWTIE, ROKEZSHRLTLEE
Uy,

Source Destination
/_f"_'\_\ _/_/—-L'\.

I:ll—(\_[nside ) ( Outside ) |:|i

r— S g B p——

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] |2 oW C, AR X %27 U v/ LT
Oy NI =7 ATV NERIF T N—T %8RS 50>, [Browse Original Source
Address] ¥ A 70 TRy 7 AMBH LA T V=7 bERIFINV—TE2ERL 9, IPv4
7 RUAEIPV6 T RLADM & ZNV—TICAND ZEIXTEEY A, 1 20X A T
DEENTVWDIRENHY £F, 774/ MIany TT,

b) ({E£E) [Match Criteria: Original Packet] > [Destination Address] D56, ZRAY % 7
Uo7 LTEfFOR Yy NU—=0 ATV =7 b, IN—T FlidA 4 —T x4 X FET7
VoD IN—T RANRN—=DA o H—T A ADH) %iERT 57, [Browse Original
Destination Address] % 4 7 2 7Ry 7 AMBEFH LWAT V=V NELIXTNV—TEER L
F9, IPVAT RLALIPV6 T RLADMWM G & 7 NV—TIZAND Z LIETEEEA, 12D
BATETNEENTVWDLERH D £,

Twice NAT D E7288A881X, FCIP T RLAZEDDH I & TN, kT RLAIEA T v 3
VTT, ST RVAEZRELLESE., ZOT7 RLVRIZAZ T 4 v IV EHBERETE D
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PAT 7—)L%ERAT 541+ 3 v Twice PAT DL E .

M BT AT T 47 4 NAT 2 CE £, 56567 N L A2 A3 Twice NAT
EHRELT, EBEOT FLRAZHT LRy NI—2 7V =7 N TA—TOEMAE71E
FEHTON—IVONEFA T ZETe, Twice NAT DfMOFFE DO &2 iEH T2 2 &N TEx %
T, FEMICOWTIE., Ry RU—2 472 =7 | NAT & twice NAT DOl (4 ~2—30)

EHRBLTLEEN,

R— NEMERE LIZAFT 47 £ H—T x4 ANATIZ[RY | [Browse] ¥4 707
Ry I ANBA L E—T = ZAEERLET, V—ERABMELTRELET, 04T
v a »ClE, [Source Interface] [ZFFEDA V¥ —T7 =2 A AERET HMENRDH D £9, 5
MZOWTIE, [R— MERAERTE LA T 4 v 7 NAT (51 X—2) | 2L TL
72EW,

ATFYTS RNy NOBEHEINTZ IPvAd £7-1XIPv6 DT KL A, DFE VD, A v X —T=f A X v I
U—7 FICHBTALEEDONry bOT RL R (o B TIEETT FUREHEBEDEET K
LA) BFAMLET, LEIZSEUT, IPv4 & IPv6 O TEHBRTE £,

a)

[PAT Pool Translated Address] = v 7 Ry 7 A& AN LThb, BRAZ %27 U v
LTCEEFORY N =2 4727 NEFRIFTN—T %8RI 57>, [Browse Translated
PAT Pool Address] # A4 72 7Ry 7 ANHLH L WA T V=V NERIZTN—TE2/EHR L
4, 3% : [Source Address] 7 4 —/V RiZZEDF FIZ L TRBE T,

Action: Translated Packet

Source NAT Type: Dynamic
Source Address: == Original -- l_J Destination Address:
¥ PAT Pool Translated Address: ) service:
Round Robin

Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535

Fall through to interface PAT

G¥)

b)

ATV PERBINAN=T1E BT Ry PRI LT TEEEA,

(f£&) [Action: Translated Packet] > [Destination Address] (Z2OW T, ZARX %27 U v
JLTBEGFEOR Y NU—0 377 FERIE T N—T %8RI B>, [Browse Translated
Destination Address] #4727 ARy 7 AMBEH LWAT V=7 NELIZITNV—TZER L
\idqo

ST FVADT AT 7T 47 4 NAT Tlit, EBEOT RL ALy B 7 7 RLAD
FIWCHIZRI AT V=7 VERIZINV—T2HEHLET,

SESET RVAEEBT DGE, AXT vy v~ v B 7%, BF 1x1 T, Liedio
T, EBEOT RV A<=y 7 RLAOIFFR L TY, 72720, LEILUTRRD
BIZTHZENTEET, FEMIZOVWTIE, A% T 1 v 27 NAT (51 ~—2) 2L T
L&, EEENAH~YYEUTIPT RLRIZOWTIE, NATOH A RI A (82—
V) BESRLTLIIEEN,
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B Pt L EERT B84 3 99 Twice PAT DERE

ATvT6 (FE) —e 2O — 2 R— M a2ipl L x4,

s LDy M IR— K (vy B 75— k) &k LE$, [Match Criteria: Original
Packet] > [Service] (ZDW T, A Z %27V v 27 LTTCPA— hE7IXUDP A — %
BETLHRFOY— A ATz R E®EIRT 50>, [Browse Original Service] ¥ 1 7 & 7
Ry 7 AMBH LA TV x s MEERLET,

cBHENT Ny b AR— b (EBOsESER— ) 2RI LE$, [Action: Transated
Packet] > [Serviceg] 2D\ T, A Z %27 Y » 27 LCTCP A— FNELIZUDP AR— b &
BETLHRFEON—ERA A7V xr F&EIRT 575>, [Browse Translated Service] % 7 1
TR I ANLH LA T V=7 FEERLET,

XA F w7 NAT Cid, A— MEHIIV R — S EHA, L, SEAEHITFICA Y
T4y RO T, oER— MK LTR— MEHAFTTEES, — 2 AT =7 M
EETR—FESER— b OMSF2EH5 2 ENTEETN, ZOBREIE, sakLR— g0
RSN ET, FEILAR— MEEE LSS, BRI ET, NAT TiL, TCP £7-1% UDP ®
HBWYR—FENEST, K= 2L T 255, EEOYV— A A7V ho7r hare
BT YR F TV hOFa balOmERRCICARS LI LET (Wb
TCP £7213W 5 & H UDP) . 7 AT 7 47 4 NAT Ti, EEOR— Kb~y 7 HR— kK
OmMFIZA Y — AL Ty N T&xEd, Tnotequal (FFL <722V | (1=) [HE
TIEAR—FENTHERA,

WAz R LET
. Yals! Add Service Object
Mame: ‘web
Service Type: e fCp T‘

Destination Port/Range: . EU

Source Port/Range:

Description:

(" Help ) ( Cancel ) ( oK )

Match Criteria: Original Packet

Source Interface: L insid_e = ] Destination Interface: | outside & ]
Source Address: obj-192.168.251.164 D Destination Address: | obj-172.25.23.32 D
Service: web G
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PAT F— L&A 551+ 3 v Twice PATOEE [

. Yals! Add Service Object
Name: ‘web_map
Service Type: = tep b

Destination Port/Range: . 2081

Source Port/Range:

Description:

( Help ) ( Cancel ) (oK)
Action: Translated Packet
Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [I]
PAT Pool Translated Address D Service: web_map D

ATy T1 (&) PAT 7—LOEAI., LEIJSUTROA T a v ERELET,

*[RoundRobin] : 7 RV R/FR— 2T 0 R FXTEY Y CTE5E6, 774V 8T

ET7 7 R il ENT, 1 DDPAT 7 RLADKR— R T RTEV Y THND &
WOPAT 7 RLAMEHENE T, v Fueber Tk, 77—V NOKPAT 7 KL
AN 1 DFTODT RVRA/R—IBREN L TOND ERPOT RUVRIZRED . RIZ2FEH
OF RLRELWH Ko IRICHER S ET,

[Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LARE, 7272 L 8.5(1)
FILRO6() IXEET) LR PAT 2 H T 235G, HKIE PAT Tlk, B#ERO%ET
RLALER—=FZ2ED, IPT RLAZETIERL, =R T LI265535H DR — kil
HAEhEd, @%, PAT ZHOIERIFICSEER— &7 FLRIZERB I Wiz, PAT
7 KL ABHT=D 65535 HOR— MIHIRSNE T, 728 21X, $EEPAT 2 EH L T,
192.168.1.7:23 IZ[A 7> 5 %55 10.1.1.1:1027 OZEHL, 3 L1V 192.168.1.7:80 (271 D & D
10.1.1.1:1027 DEHZAERRL TE £,

[Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAKE, 7272 L 8.5(1) 721
8O IFEET) : R—FDEIVYTHIZ 1 DD 7T » FREIPHE LT 1024 ~ 65535 D
A— N EERT 256, BRO~ Yy BV T R— "NESERIRT S L &2, ASAICL -
T, fEHATRER G B ITFERDORGE LR — P ESHEHNSNET, 2L, ZoFTvar
ERELRWE, EBEOR— MBIMEHTERWEES, 7740 Tk, BEEOR— &S
ER AR — M (1~ 511, 512~ 1023, BLU1024 ~ 65535) b~y BT R— |
MERENET, MMILOFHEATHR— MR RETL2OEEHET HITIE, ZOREEZITVE
o 1~ 65535 OAHPH A2 5121%, [Includerange 1t0 1023]1 F = v 7 R v 7 At A4
W LET,
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B Pt L EERT B84 3 99 Twice PAT DERE

« [Include Reserved Ports (1t0 1023)] : 7 K L AZEHUZMEH CTE 28— b OFPHIZ FHIFE AR —
b (1—1023) Z&0HET, ZOF 7Y a2 ELRWES. 7 KL A1%1024 — 65535
DEFANDOR— FOIRIEHINE T,

* [Enable Block Allocation] (9.5.1 LAR§) : AR—hO7 v 7ED Y TE A4 X —T /I LE
T Fx VT L— REITREM PAT T, NATIZ 1 EIZ 1 DOR— MEHEZED Y
TIHLZOTIERL, HEFRAMIAR— DTy 72BN Y TCHZENTEET, A—F
DTy 7 EEVBTHE, KA INLDZFDHDOBER T, 70y 7NDT o LITTE
REnsrFH LA —IREHINET, HEISLT, A RBIEOT R Yy 7 NOFTRT
DFR—NMIELTTY 7T ¢ 7R EFFOLEIEMO 7 vy 7 B3EID Y THRET,
A—h7 vy 7%, 1024 ~65535 DFFATOAE VY TonET, R—hO7 v 7ED
BT v Raer L BRERH D 32, JEPAT & —fHICHAT2 2 Lidcad
Th, Flo, A VF—T A APAT D7 53—y 7 2FHTH L TEEHA,

ATF9T8 (EE., v BT ENTA L E =T 2 A APET Y oV TN—T A RN"—=D L EDH) i
DYy B 7 SNIEELT FUARTTIZED B TOEN TV HAIC, A2 F—T A AIP
T RUVARENy 7T T OFEE L TERT 5ITiE, [Fall through to interface PAT] F = » 7
Ry 2% A AT UET, IPV6 A v X —T =4 A T KL A% AT 5121, [Use IPv6 for
interface PAT]| = v 7 Ry 7 AL A I LET,

A B —T 2 A AP T RLABNERINET, 2047 v a id, FFED [Destination
Interface] X ET DA EHTE £,

Action: Translated Packet
Source NAT Type: Dynamic

Source Address: groupl Destir

PAT Pool Translated Address: D Servic

uﬁ Fall through to interface PAT
Use IPvb for interface PAT

k<o)

ATv79 (f£7) [Options] fEILCTNAT 47> a V2R EL £,

Options
ﬁ'f Enable rule

_ Translate DNS replies that match this rule

Direction

Description:

" Help ) [ Cancel ) ( oK )
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N PE R T L |

« [Enable rule] : Z® NAT L— /L&A X —T /I LET, ZDOL—UEFT 7 4/L FTA F—
TIN5 TVET,

* [Description] : /L —/WIZBAF 250 & 200 SCFLANTIBM L £,

ATvF10 [OK]ZZ7 Vw7 L, HW\WT[Applyl 227 U v LET,

R—bk JOvJEYHTIZK S PAT DERTE

Xx U7 ZL— REFLIIRHE PAT TlZ, NATIZ 1 EIC 1 DOR— FEHAE D L TEHED
DOTIFRL, FHRANMIR— DT a7 2EY Y THZ LN TEET (RFC6888 2L
TLEEY) , A= bDOTuv 7 Z2E0ETH L, FAMDPOLOZEOROER T, 7uav
WNOZ MRS NAH LWVAR— MBMEH SR ET, HEIEC T, AA MBRITOT R v
JHNDOFTXTOR—=MIFALTTY 77 4 7 REREZFFOGEITBMO 7T m y 78380 4 Thih
F9, 70w OR—FEEHTLEEO xlate NHIBRESND &, Ta vy 2 RSN ET,

Wk 71y 7 280 ST HERBIL, aXr ZOM/NTT, K=k 7a v 700 4T
MEER SN, BEEAEESNETA, K— b 7 e v 7 TR S Uiz xlate IEFEER S L EH A,
—J7, a7 oMk L v REEC R Y 9,

AR—hD7 1> 7131024 ~ 65535 DFIPHTOHLEID ¥ THivET, TCP, UDP, 5L NICMP
AN OT ey 7 R3HY, Znb0T7ay 7 IZEETAIHRARHY ET, 0D, T
TV = a VPN ENER— RES (1~1023) Z24EET5H L XX, FERELARWATREMEN S
DES, ez, A—122 (SSH) #FRTHT7 7Y r—3 3 i, 1024 ~ 65535 D #HiH
WT, "RANMZEIDYTONZT Ry 7 NO, v~ v BTSN cR— 2R LET, K
R—"EBFEMHEATEZT TV r—a R LTT u y 78D Y TEER LZRVWERIO NAT
N— IV EVERTEX F9, Twice NAT DAL, L— AR T 1 v 7 E ) 4T/ —/LOFIT
kb Lol LET,

1R BHHEIIZ
NAT /L— /L O FoEE

* [RoundRobin]| 47> a LI EDH T ENTEET N, PAT —EMOIER, /2131 ¥ —
T2 A APAT ~D T F—NVANV—IZEHTDHA T a  idEGdb EMTEFERAL, £D
MDOHEETT/A DT R A LR — MERLTFTSNET,

cEFON—NEZEEHZ D565, NAT ZER T 5T X TOr—A LFEE, BEE#z 5
=V ZBEE T 5 xlate 227 UV 7T HMERH Y £, ZiHUL, HLVIL— 2GS
BIOIIMETT, TNOEHRIIZZ VT T80, ERITHICYA LT U NIRBHET
HbLbET, L, V7R —TEET 56, 2=y M7 ey 72 ELLEMTED
KO A=V u— RTLH0ERH Y T,

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B o« roovomvaccszmione

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [PAT Port Block Allocation] % 3R L .

B

G¥)

WHE O PAT L—v &7 my 78 YT PAT L—V &8 %2 2
it A7 =27 FNAT TiE, T 0—LEZHIBRL TH 5 xlate
I VT THRERDY £F, ZO%, LA 7Y =2 FNAT
N—NEERTEET, €9 LAV E, showaspdrop HiJJiz
pat-port-block-state-mismatch K& v 7N FER I E T,

« il ) — RIZ72 BT 34 AT PAT 7 — VAT HEFEONAT R Y —RNH 5027 7

AL —HETHE, PATAR— 7y ZEANE LS PIHES N2 nWZ En3H D 7,
HlfE ) — RiZAR— b7 v v 7 i £ 72135 #E 9, show nat pool cluster summary =~
UV RIFZTRTODI TAHF— ) — RTTRTCOKR— T v v 7% RESERVED & -7 5%
ERHY T,

« VTG AL —ET DRI, HilfHl /) — RIZ72 5T /314 A6 PAT 7 — V&2 fERT 5
%f@MWT)/~%m%Li¢O77}&~@%&ﬁ%7bt%\mwﬁUy~
EEHELCREBELET,

I TAZ=PTTITRLSNTEY, T XTOR— 71 v 775 RESERVED & %R
ENTWDHEAIL, BEEZITDNAT R —%HIBR L ThOEELZERLET,
FD%, AU —%HER L CRERM L EJ, show nat pool cluster summary =2~ > K
EHERALT, A= 7y I RN7 724 — /) —RERIZELL I TWbH I &%
A=

« FEEED PAT 7' —UiZxt L, £ — NV EFEHT 5T XToOL—Zxt LT a y 7 ED
MTEBETD (FRITEELRY) BRERHY T, 1 DO—iz7 a7 ZE DY
THZEIEFETET, JIOAL—MZEHY Y THZ L TEERA, EET D PAT 7—L 1
Frov JEID Y CRERBESEDLZLIITEFEFRA, T2, A—"EHBL—LEETe
ABT 47 NAT &=V E2BEEIE LI LILTEERA,

WRDOBRTE %

fFoET,

 [Size of the block] : 47 1 v 7 DR — M, #ilHI% 32 ~ 4096 TI, F7 4/ MEL512 T

7,

T 74V NEFEH UARWEGAIE, BIR L2V A X3 64,512 ITHEEITHEILTWD Z & &
R LET (1024 ~65535 DFEIFHDO R — MY , MEREBED &, HHTE VA — FBRA
LET, 72 2IE, 100 25 5ET5L, REOKRFEHRN—IRZHD £,

[Maximum block allocation perhost] : IRA R ZTEIZHIV HTHZ ENTEDH7 1 Y7 DK
¥, HIRIET e ha L ICERESNDOT, HIR 4] 13, "A R EDLERM 45D
UDP 7w 7 45O TCP 7y, BLUR4ODICMP 70 v/ THHZ EEEWRL
F9, HECTEXHMEOHFMIT 1 ~8 T, T 74/ ME4TT,
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Per-Session PAT = 7= [+ Multi-Session PAT (/i—3 3 > a00) 1) 0%z [

* [PBA Interim Logging] : flEZ AJ1T 5 &, VAT ATEHERX 7 BA X—T IR %
To T 7 4NV NTIE, A=k 7y 7 OFE LCHIBRFIZ S AT 5T syslog A v &—
UHNERENET, BERX L V2 A X—TMIT 5L, HBELERBTROA v —
DEMRINET, Avt—UiF, ZORETEHOI Y TOENTWAETXTOT 77 47 H—
N 7wvyr&ELAR—KMLET (Fm b=z ICMP, TCP, UDP) . %[5tk L U%ELA
VH—=T A A IPT RVA, A— K T7uav 7 &5 . FRIX 21600 ~ 604800 #> (6
R0 7 A) #fET 22N TEET,

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped_interface:mapped_ip_address/start_port_num-end_port_num

ATFw T2 PAT =17y 7E) N TEHEHT D NAT L—LEBIMLET,

a) [Configuration] > [Firewall] > [NAT Rules] Z &R L £7°,
b) A7V =7 b NAT %721% Twice NAT /b—/L & BN £ 72 13w L £,
) M L ROAT v a VIFREL T EEN,

« (Twice NAT, ) [Original Packet] >[Source Address] THIEL7 FL A& EHRT L4
TV MEBRLET,

* [Type] = [Dynamic]

* [PatPool Translated Address] PAT 7*—/V R v MU —2 ZEHRT LDy NV —7 FT7 V=
7 MEEIRLET,

* [Enable Block Allocation]

d) [OK]%27VUvZ LET,

Per-Session PAT = 7= & Multi-Session PAT (/A—<° 3> 9.0(1) LIF§) D

=JL =

ax &

T 74N RTIE, TRXTOTCPPAT 77 4 v 7B XOTXTDUDPDNS N7 7 o v 778
Per-Session PAT #ffFHH L 9, F T 7 ¢ v 71T Multi-Session PAT i 95 1Z1%. Per-Session
PAT L — V&% E L E3, #Fn[/L— LT Per-Session PAT Z{# ] L, #H¢5/L—/L C Multi-Session
PAT Zffifl L £,

Per-session PAT (2 X o> C PAT OHEIRVENR M L, 7T AX VU TOBFEITKEA L N—a=y

MR E O PAT #fke A CTX 5 X 912720 £9°, Multi-Session PAT #%#ci%, #lfHl—=—= v bk
RS L CHl =y NEFTAA L THHMEENRNH Y £9, Per-SessionPAT & v o 3 D& T HF
12, ASA 225 Ut v FABRE & ., BEIZ xlate BNHIRENET, 2DV kY Mck-T, =
v R — IRV S B 2 fif it L. TIME WAIT JRFEZ [F1RE L £ 47, XFPRAYIZ, Multi-Session
PAT Ti%, PAT # 4 A7 7 bMERENET (F 74/ FTIH308) .

HTTP,HTTPS 72 & dD e w hm RT3 NT 7 4 v 7 DA, Per-Session PAT £, 1 2D
T RLRIZE o THAR— F N RE KIBIHESCT Z E N TE £7, Per-Session PAT % fiff
HALBRWEEE, FFEDIP 71 b aiZxd 5 1 7 F L ADORRKEERREITK 2000/ CTF,
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. Per-Session PAT & = (& Multi-Session PAT (/X\— 3 > 9.0(1) LAB%E) DERE

FIE

Per-Session PAT # i 9 A543, HEDIP 7 a I UZxtd 5 17 R L X OEERZIE 65535/
VAT A 7 Z A LTT,

Multi-SessionPAT D A U v hE{EHATE S5 877 4 v 7 =& 21 H.323, SIP, Skinny (2% L
C Per-session PAT %7 4 & — 7 /LICF 5I21%. Per-session 5/ — /L E2VERR LE 4, 7272 L
b7 a ha)VTHEHT S UDP R— Mt v v a VENLO PAT HEH T 54 i\%m
DIZHF A V—VEAERR T DL ERH D £97,
1R BRI
FTHINNTIZ, ROL—ILBA A =L ENFET,

«any (IPv4 BLOIPv6) 75 any (IPv4 33 X TVIPv6) ~D TCP ZFFr[ 95,

eany (IPv4 B L OVIPV6) /D RA A~ UDP Z#F A3 %,

INEDON—VE, T—TIIERENET A,

INSDOL—FHIBETE IR A, IS DOA— RIS, FEER ST — L D% TETE
LET, —UINESE \—n:lz'fﬂﬁéh%)@f T77k/1/]\11/—/1/%4ﬂff)1 ITHZENTEET, =
EZIE, INHDON— N EREEIINIRIE DT, ROLOEBIMLET,

s any (IPv4 BLOIPv6) 75 any (IPv4 33 L NIPv6) ~D TCP &89 5,
cany (IPv4 B L NIPV6) 72 RAA L~ UDP Z4EGT 5.,

AT w71 [Configuration] > [Firewall] > [Advanced] > [Per-Session NAT Rules] % #4R L £,
RT9T2 RONWTNNEFRITLET,

* [Add] > [Add Per-Session NAT Rule] Z2#R L £7°,
N—VEEINLCIEdit) 227 Y v 7 LET,

ATFYT3 L—NEZELET,

s [Action] : [Permit] £721% [Deny] %2 U » 27 LEF, FFrl/L—/LIiX, per-session PAT % fifi
L. 55 /L—/Uid multi-session PAT ZffifH L =9,

*[Source] : 7 RV AZANT D, FHREF[]JFRX %27 Vs L, A7V 27 FEER
LT, B¥ERXLT FLRAEZRELET, —E2A0HA, UDP £7/21X TCP IR L £,
ISR — T ERE LE TR, [EETHEELHR— FEEETX £9, [UDP/port]
F721L [TCP/port] I AN T 275, [ RA v EZ Y v LT, HROEEITAT V=V
k&SN L FE 9,

s [Destination] : 7 KLV AZ AT D0, FRIE[LNRF &2 Vv I L, ATV Neik
RLUT, 587 FLRAZEELET, —EADEE, UDP £72(3 TCP # @8R L £ 7,
IFEFEILY—ERE —HTHXNERD Y £3, (LETHIER— MEEETEET,
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2551y NaT |

[UDP/port] £ 721X [TCP/port] ICASIT 57, [ HRZ %227V v LT, HBOMELIT
FT7TVel NEERLET, HET (1= (FELIR2D), > (L REW) | < (/s
W) ) BERTAZEL. N Ty (2 zE, 100-200) AFEETAHIE L TEET,

RART9T4 [OK] %7V 7 L, fit\CT[Applyl &2 Vw7 LET,

AT 4% NAT

ZIZTIE, AET 4 v NAT & ZFDOEEFIEICHOWTEHHALET,

A2 T 4w NAT [ZDLVT

AHZT 47 NAT TlE, EEOT FLANS< vy B 7 7 R L ZA~OEEEBIER S E
T, vy BT T RUATEGT HAEER CRIL TH L0, AFT 127 NAT Tlk, B
MO (RA R~OBHEE R A MO SR OMm ) 2B TEET e T57 7tk
A N—)VINFIET D86) o —Ji. X477 NAT BLOPAT TlE, &HF A MRLBEO%
EHNZF L TR DT RUAEIIAR— FaEHT 5720, WHMOBRGITY R — hSivEt
Ao

ROBNZ, —RHVRAZT 4 v 7 NAT DY F VA ZRLEY, ZORBRIHICT 7T 47T
HDHID, FEEORANE YT AR OB NG EGTEET,

H5:257F4v%9 NAT

Security

Appliance
10.1.1.1 § | 209.165.201.1
< a >

10.1.1.2 ; 209.165.201.2
i >

<

%

Inside / Outside

B

GH  MEISLT, WHAMET 4 =T /I TEET,

R—FEBEREL-XE2T 1Y% NAT
RN— "NE#AERTELIZAXT 4 v 7 NAT CTid, EEO7o balBrlOR—he~wo b7
Enf=7a barBlUOR—rERETEET,

ABZT 4 v 7 NAT 2 L TR — F2fET 258, R— bEZIXIP T F LA ZF CEIC
Yy T L0, Oy B T 0 EBEIRTE £,
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B & rzmegeirzes 0o NAT

WO, R— NEBNERE SN2 AZT 4 v 7 NAT DY F A 2R LET, B
vy BT LR —rE, BIOEICy B T LR — Ol FZRLTWET, WTho
r—=ATH, IPT7 FLAFHIOEICY vy B 7SN TWET, ZOBBIIEICT 7T 47 Th
Hlzh, BINTZHRANEYE— KN KA NOWEREER G TEET,

6: R— FEBMERELLRE T4 v NATO— RIS YA

Security
Appliance /
10.1.1.1:23 209.165.201.1:23
« 4 >
10.1.1.2:8080 ; 209.165.201.2:80
< Z >

Inside /Ouiside

N NEBL— IV EBRE LTZAXT v 7 NAT X, FRESNIZAR—hDSHIP 7 KL AD K
W7 7B RAEHIRLET, NAT L— L RADRIDOR— R THEIP T FLAIZT Z7EAL X
FIETHE, BT uy s SET, 5T, twice NAT DA, NAT /L— LD %(E L 1P
T RUVAE—FHLARWNT T4 v 7058 IP T KLU A E—ET D54, iR — MR
KRy ZENET, LER-T, 55k IPT7 FLAICH L THATENDMOTXTO T

T4 7BV EBINT AMENRSY £, L xX, A—FEREETICIPT N
ARZAZT 47 NAT V=V EREL, A— MEFL—LOBRAICENEZRETE T,

B

CE) I FVFxNDT TNV r—ar A VAT a NN ERT 7 ) r— a3 (FTP,
VoIP 72 &) 122\ ik, NAT RHEIMIZCE I X R— hE2E#HB L £7,

WIZ, R—= "EWARE LIZAZT 4 v 7 NAT OF OO REo—i@f 42~ LE T,
FATOTATAR—FEBREFRELIZRZT 1YY NAT

WY ) —A~OINT 7 e A% ffFLTEET, e xif, BArFR—FThH—tv 2%
et 2 3 oD B DY —,3 (FTP, HTTP, SMTP72 ) R H5LE81F. TAb0)—bE
AT VR ATEHEZDDE—DIP T KL AZNBr—F IRkt x4, 2%, 74
TUTAT A4 R NEWMERELTLAZT 4 vV NAT 23X EL, 77EALLSELT
WAER— MZESWT, B—DAEIP T FLAZEY—R—DELWIPT FLAIZT Y
vy TcEET, A" IEEOR— N (21, 80, BLU25) AMEHL T
LT, R— NEERTLHMEEH Y A, ZOBIOKEFIEIOVWTIX, FTP, HTTP,
BLOSMTP OBE—7 KL A (R— NEWERELIZAXT 17 NAT) 2L T
7ZEW,

BELUNDR—FOR— FEBREERE LA 2T 1YY NAT

R NEBEBRE LTZAZT 4 v 7 NAT T2 L. U=L ) TR — b DIFEHEL
DR — N ~OEHL, ZOWOEMELFETTEET, 728 21X, NHEEWeb P — 38—
k8080 ZfEH T 254, A— b 80ICHRiT 5 Z L2/ —FIZFFRI L, ZDtk, £t
ZILOR— K 8080 [T T Z &N TEET, [FERIC, EX =2V T 4 2 HICHEDDITIE,
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I Network Address Translation (NAT)
—sznz557 195 NAT |

Web = — PIHRAELSA DR — | 6785 ITHfE T2 L O ITHIR L. T D%, Az R — b 80
WCRTZENTEET,
—FEBERELIZRITA VI A3 —T 4R NAT
ART 47 NAT 1%, BEOT RL A% A X —T =2 AT KL ALKR— FOHARED
By BT TEEICRETEET, e xIE, TR ADHEA o H—T = A A~
D Telnet 7 7 ¥ AZNIHA MU XA L7 FT 2556, WERA FDIP 7 KL A/KR—
k23 A v A —T =2 A AT RLA/R— 231~ B TEET,

—XEDRXZT 4 v NAT

WH. AXT AV I NATIH 11O~y L7 TRELET, UL, BAIcL-Tix 1
DSOEBEDOT RLAEBERO~ v LV 7 RLRICHRETH k#%@i#(lﬁ%)o
ZDAET 47 NAT 2R ET HHE. EEORAX NBBEERGTH &L Fi W@@V/

BT RUARMERA S ET, L#L ARA MCENT TRt ENTZBE DRSS, FED~
T RLANDBEZHEBTE, 1 DOEEOT FLAIZITIEHBINER A,

WDKK, —f&EI72 1 R EDAZT 47 NAT > F V) A aRrLET, EEORA NMBEKBT
D, FBIZRHYDO~ Yy ES T RUABRMEREIND T2, EFEOKRA N IPHRIIO~ vy B T
IP OZEHAIE, BRI T REBRO AN T E T,

7:—%2DXE T4 9% NAT

Security
Appliance
‘1 0.1.2.27 f 209.165.201.3 »
10.1.2.27 Z 209.165.201.4
<«
‘1 0.1.2.27 < 209.165.201.5

Inside E Qutside

72 2I1E, 101227120 — RS U RNIEET S E LET, BEREND URLIZISELT, T
T4 T HEELWDWeb V=RV XA L7 FLET, ZOFIORETFTIECOHTIEH, B0
v BT T RLVR (RXT 4 w7 NAT, 1 &%) ZFOoNEa— K XT3 28R L TL
7230,
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Network Address Translation (NAT) |
B to<oeosorust Geem

8 NHEBDRET 4 v NATDHI

T ™

@uiside Undo Translation
Undo Translation ~Aee 209.165.201.5 > 10.1.2.27

209.165.201.3 —> 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27

oad Balancer
0.1.2.27

Web_Servers

o<y ELTTFIA GEHE)

NATZiZ, 131, 1RZ72T Tidel, Pxt%, Zxtd, Zxt1 e SEROFBEO AT 4>
I w7 T VA ERFEHTEL LN XHEMER SV £, 1K1~y BT ERT IR
Y TRETEERT AL EABEIO LET, INbDo~y B AT g %, TH
LRSS AET DAl RetEnd 0 97,

MERERICIZ. DRZITIRIZ LR LT, 2720, RENEMEIIR Y . EEO~ v B 7N
EHTHOLMNTRLRWAEEERH D720, BELTHEEOET KL AIx L TIxE0R%
EERERT LD 2B LET, &L ARZDOTFT VA TR, PEOFEEREOT R
NEBDO~ B 7T RLALZIERIC vy 7 &8N ET (ALl Bi2, Cix3) . +C
DEBEOT RLANR v B 7 ENTH, RO~ v B 7T RLARRPIDEBEDOT KL R
BV TER, TRTOT LY T RUANRY Y BV T ENLETHITINET (AT
4, BiXs5, Cix6) ., ZOfER, FEEOXT RL A L TEEDO~ v B 7T KL ARGFEE
THILIZRVET, IHEOREDL I, RO~y B TIEFRRIGHETHY , LIED
vy BT T, EBEOFRA RO NT 7 4 v 7 BB TEETR, EEOKRA ML DT X
TOLIIT 74w 71F, EEILOERNO~Y T T RUVARZTEEHTEET,

WOBKNT, — W72 DD AR T 7 NAT >+ U A %R LET,
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I Network Address Translation (NAT)
tovversorut G |

9:OHREDRZT 4V NAT

Security
Appliance
10.1.2.27 / 209.165.201.3
< '
‘1 0.1.2.28 7 209.165.201.4
‘1 0.1.2.27 7 209.165.201.5
‘(1 0.1.2.28 7 209.165.201.6
<2122 / 209.165.201.7
Inside /Outside

LRV EIIER T ORETIE, ~ v EU I T RLRLD B EL OFEBEOT FLANEELE
T EEEOT FUARKRET DRI, v v BT T RUARRELET, NEHFRORMGESEE
TEDHDIE, | FMIOEBDIPT RL AL~y BT F— LD Ty B T a{Tolz b &
I TT, OO IOEEDOT LRI NI 7 4 v 7 ZRIGTEETN, Zhb~D T
T4 w7 EBRTEERA, OV X —2 N T T 4 v 7iE, #EROBEADS5 - 0EFE GEE
JCIP, 5640 IP, E7EAR— b, SR — b, 781 han) ZXo TGl EEOT KL R
Rk S E T,

B

GE)  ZxtE713Z% % 1 O NAT 12 PAT Tldd W 8 A, 2 DOEEORZ R 3E UEEnR— -
B AL TR UMY — "B LR L TCP 5556 — M7 7B AT 28451, mFDOKR
ARREUTIPT RLAZERSND L. 7 RLRADHEERHD (5ODX T APR—ETRR)
7, W OERN Y By hERET,

WOBKNT, — W72 5D D AR T 7 NAT >+ U A %E R LET,
R 10: ERLDRET 4 w4 NAT

Security

Appliance
10.1.2.27 i 209.165.201.3

< '
10.1.2.28 7 209.165.201.4 »
10.1.2.29 7 209.165.201.3 >
10.1.2.30 7 209.165.201.4 »
10.1.2.31 Z 209.165.201.3 >
Inside /Outside

CDEICARET 4w I =V EFERTLZOTIERL ., NEFAOREEVESETD N T T 4w
TIZIR T DO —VEAER L, VDT RLARZEAFI v 7 V—VEERTHZE2RBE80
LET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

ARATF4 v 2y NT—0 AT xH FNAT £f-ldAR— b EHREER
ELE-RXRZ2T 4 Y% NAT DERE

ZOWHTIH, Ay hI—27 7727 PNAT #FHLTAXT 4 v 7 NAT V— )V ERET
HIFEITOWTHBHLET,

FIR

ATV TN FHELIBEFEOR Yy hU—2 7Y =7 MINAT ZBMMLE7,
cHLWAXy NU—2 A7 T2 MiBINT 521X, [Configuration] > [Firewall] > [NAT Rules]
%% L, [Add] > [Add Network Object NAT Rule] #7 U v 27 LE£7,

BEFDOFRy NU—2 A7 =7 MINAT ZiBINF %I21%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z#IR L, F v NI —7 A7V =7 M EfRELET,

RATYT2 LA T V=7 FOBAIE, ROT7 4 — IV RIZEE A LET,
*[Name] : 7=V b4, a~z, A~Z, 0~9, BEUF R, A7, hr~, £i2iE
ToE—=A2aT DL FEMEH LTS, AT 64 CFLUTIZT HMERNH Y £7,
« [Type] : RA b, Fv MU—7  FoI3HiPH,

« [IP Addresses] : IPv4 £721X IPv6 7 KL A, A FOFEITE DT FL A%, FHOS
BIEBMGT RLRA L TTY LR %, 73Ry hOBFEIXIPVE Xy NU—7 7 LB
L~ 7 (=& 21, 10.100.10.0255.255.255.0) F7=XIPv6e 7 RLAB LT L7 ¢ v
7 A (7= & 21X, 2001:DB8:0:CD30::/60) = AJ1LE7,

AT9 T3 [NAT] BEZ v a U RFERENTWRWEAIX, [NAT] 227 Vv 7 LT v a s ZREEALE
T

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,

AT9 TS5 [Type] Ru vy 7Z oo U ARG, [Static] 2R L £9,
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ARBFAYY 2y R T—=H FTPH FNAT FER— FEBRERELI=RAE T« v9 NAT DERE .

ano Add Network Object
MName: MyLBHost
Type: Host H
IP Address: 10.1.2.27

Description:

{NAT 2
™ Add Automatic Address Translation Rules

Type: Static

Translated Addr:

Advanced...

Help Cancel | 0K

B
8

AT v F6 [Translated Addr] 7 4 —/L R T, = v U7 IP 7 RLAZKROWTANE LTHEELET, @
W, lX 1O~y BT TR, EBEOT RVALREIUHEO~Y v E 7 T RLAZHRELET,
L2l 7 RVAOER—HLAR2WHEALHY £, sFc 0 TX, A¥T 1 v 7 NAT (51
N=) AL TN,

¢ RARNIPT RVAZANLET, ZNICELY, FANET V=7 MZIX 1O~y BV
TRREEINET, Y7 Ry 8T V=27 NOBAEIT, A TAARANT RLURIZHL
TRILR Yy =R BMEHIN, v v BT ENTEZA L TAVRA DT TRy FAOT
RL Rkt LTt 1 o3 fThiEd, flE47 V=7 FOLAIX, vy BV 7S
727 RLVRIZE, #4727 MZH LRI LEOFRA MREEN, TAbiE~vy BT
ENTZAHRARNT RLANLIAEY 3, =& 20, FEBEOT KL A2 10.1.1.1 ~ 10.1.1.6
OHIFAL L TERSN, 1722011 2w v BV T RLRAE LTHRETAHE, v v BV
JHEIPAIZIE, 172.20.1.1 ~ 172.20.1.6 & FALE T, NAT46 F721L NAT66 Z£H#2TiX, IPv6
X hNT—27 7 RURAZEETXET,

SR F L EI )y L, Xy NI ATV FEBRIRLET (FRITHLOERY b
D=0 A7Vl NaefERLET) o IPT RLRAOHEFAIZ 151 O~y B 7 &7
X, FACEOT FLx2Ea0#EilEs a4 7= EBIRLET,

o (R=NEBWMEBRELIZAZT 47 NAT DBFEDR) A v H—T =24 A4 E AT D
M, FREFSRAZ %27 Y 2 L, [Browse Translated Addr] 4 70 7R > 7 ATA
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. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

A—T 2 A ZAEBRLET, TV oD TN —TF R NR—DAf B —T = ZAEERT 5
ZEIITEERA,
- En:e;s:-:d!
B outside

240775

IPv6 A > H—T7 = A4 AT RLAZMHT HIZIX, [UseIPv6 forinterface PAT] F = v 7 7R >
JALANCTDHERSH Y £97, [Advanced] 27 Y v 7 L TH—E R R— MW ST
HELEST (P VAT LU ME—RTIE, A VX =T oA AZRETHZLITTEE
HTA)

ATy FTT1 (EE) NAT46 DA . [Use one-to-one address translation] Z 24212 L £9, NAT 46 D4,
WD IPvA T RLAZHRPIOIPv6 7 KL A, 2FBDIPvd T RLAZ 2FZBDIPV6 7 R L
A LUFRBRIC 156 1 THHICAR T 2 X 9 ICHRELET, 2047 v a V2R ELRVWES
1L, IPVADIAL G RDMER SN E T, 131 BROGEIX, 20X —TU— NEfiHT 505
BHFET,

ATy 78 (EE) [Advanced] %727 U >~ 7 L. [AdvancedNAT Settings] ¥ 7 12 /7R v 7 A TIROA T 3
VERELTOK]Z7Y v 7 LET,

* [Translate DNS replies for rule] : DNS JSENDIP 7 R L A% EH L F7, DNS A A~

YarPAR—T NIRRTV L I LR LT EIW (F 74/ FTEAFR—T LT
F) o FEACOVWTIL, INAT 2 L7 DNS 7 = U LISEDFEE Mz ] 25HLTL
TEEW,

+ [Disable Proxy ARP on egress interface] : ¥~ v B> 7 IP 7 KL A~NDERF /Ty ho7a X
VARPET 4 =T MILET, 7TuXxT ARP DT 4 £ — T WALN KT L 7 D Al REMEN
HHRBMICONWTIE, v~V BT T RLRENL—FT 4 T H2BRLTLLTEE N,

s (TV oV ITN—T A N—=DA v Z—T = A AZHH) [Interface] : Z D NAT L—/L %
WHTFEBEOA L F—T7 24X (FEER) BIOW~vy b7 A4 —T7xA A (3B5)
ERELET, T4V FTE, —Z T oY Th—TF A R—F R TRTOA
UHE—T oA ATEHSNET,

* [Service] : N — NEHAAEFRE LIZAZT 4 v I NATR R ELET, 72 ha/Lz@RL T
NoH, FFEOR— vy BV R— 2 ANNLET, A= bESEIIBEMOR— N4

(http 72 &) ZfEHTE £,

ATv7F9 [OK], #HWT[Apply]l &7 U v LET,

ABT 47 =V A THD Btz ZEORRA O THRIT2) 720, NAT /L—
T —=TNIEAZT 4 v 7 = LT, FHENZ 1 DT 2 20fT2E R LET,
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I Network Address Translation (NAT)
AB T 4% Twice NAT Ff=zlE/R— FEBRFRE LA E T 1 v NAT DRE .

Configuration = Firewall > NAT Rules
%add - FHedt (fodete 4+ & | 3 838 - Q Fnd B Disgram <7} Packet Trace
Match Criteria: Original Packet Action: Translated Packet
- Source Intf Destintf | Source Destination Service Source Degtination Service
1 insde outside = ctatic] 2| HTTP_SERVER 1o servicel | static2 (5} = HTTP_SERVER et servicel
outside insade Bl HTTP_SERVER B static? Eek- service 1 Bl HTTP_SERVER (5} M statci P service 1
= "Metwork Object” MAT (Rule 2) ]
2 insde outside B HTTP_SERVER & any 1 hitp B, 209.165.201.3(5) - Original - we bt
autside inside & any B 209.155.201.3 - hitp == Ciriginal - B HTTP_SERVER mee hitp 3

AT 4 v Twice NAT £ /= (I R— FEBZERTE LRI T4 v
NAT D&

ZDETIE, Twice NAT #fifH L CTAX T 4 v 7 NAT V— V&R ET D HFIEICHOW T L

£,

FIE

[Configuration] > [Firewall] > [NAT Rules] 23R L T, ROWTNNEFEITLET,

ATv 71
* [Add] % 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 22 U v 7 LE 7,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 22 U v 7 L ¥,

s Twice NAT L —/VZ IR U C[Bdit) 27 UV v 7 L& T,

[Add NAT Rule] A 70 77K v 7 ANRFRENET,
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B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

ATy T2

ATvT3

an0 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Any == > Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3

Action: Translated Packet

Source NAT Type: Static
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
AT Pool Translated Address D Service: -- Original -- [3
1 PA 1 |
L 1 UDP ports into flat range 1024 1

s A

Options

¥ Enable rule

Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress intarface

Direction: Both

Description:

Help Cancel OK

(FV oD ITN—=F A NR—=DAf o H—T = A ATWNE) EETA X —T =21 ZABL0%
A v B —T oA ZABEFELET,

=Ty RE= KT, 7740 NIRRT LSOR S OA ¥ —7 x4 2T, Wih

FREMFTOA T a N, BEDA v E—T =4 AERIRTEET, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTLIRTHEEIT, A F—T oA AZBRT5H

VERHY FT, Tany) [IZINHDA U H—T oA ANREENTHERF A,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv XFLA
H—T 2 AR LET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& v 7% 7 2 U A hinD | 36561
VH—T 2 AEERLET,

i@ Add N

Match Criteria: Original Packet
Source Interface: |inside v_l Destinabion Interface: | cutside ',,.l

240014

[Action: Translated Packet] > [Source NAT Type] Kt w7 # &2 U 2 k7nb . [Static] %3841 L
F9, [Static] BT 7 + /L FDRETT,
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5T 14 v Twice NAT $ 13K — b EEEE L1287« v NaTOEE [

COBRETEFLT FLACORBAINETS, SUROEBIIFICA LT 1 v 712720 7,
Acsan: Translated Packsl ]
‘ Source NAT Type: |Statc V1| %

ATV T4 Ry FOTEDIPVE £721XIPV6 DT KL A, DFV | KEXA VX —T =2 A Xy hT—7
WCHHTDEZD7y hOT RV A (FEORELT RLRA L~y B 75687 RLR)
EWAILET, DTy FEEBRINTZ ATy ORI ONWTIE, ROKEZZRL TLEE

W,
Source Destination
r_/_x_\l
n3|d { Outside )—|:|i
R —
F{eal. 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A Z %27 U v 7 LTEE
FOXy NI—0 FT7Vxl NEFRIZTN—T%EINT %), [Browse Original Source
Address] #A 7T TRy 7 AMBH LWAT V=7 bEIFINV—TE2ER L £, IPv4
T RUVAEIPV6 T RLADWM % JNV—TICAND Z LT TEERA, 1 2DZA 72T
NEENTVWDIVERHY 9, T 740 Mtany TTH, 74T 7T 47 4 NAT %k
WTIEZDOAT v a 2 LRV TS ZE0,

Hame a i TP Address Netmask

=i [P Metwork Objects
& oa 1011 10.1.1.1 255,255.255. .-
jgmmrn 209,165.201.0  255.255.255...

240775

b) ({£E) [Match Criteria: Original Packet] > [Destination Address] {Z-2W\\C, AKX %7
Uo7 LTEFEOR Yy MU= ATV 27 b, TNA—T FidA ¥ —7 = A ZA%ER
9% 7>, [Browse Original Destination Address] A 7 R 7R v 7 AMBLH LA T V=7 b
FIRTTN—T B L E T,

Twice NAT D E72BEREIX, S0EIP T RUAZEHDH T L TTA, %LET RLAFTA TV =
/TT ST RVAZRELILSGA, ZOT7 RVRIZAZT 4 v I EWRERETED

M, BIZTAT T 47 4 NAT 2 C& £9, 5887 N U R & A 1Z Twice NAT
%&ELT EEEOT RV AR THRy NT—27 ATV b Z—TOFHEIX

FETONL—VDNEFS T 2 ETe, Twice NAT DL OEE O—EA2{EHTAHZ N TEX F
T, FECOWTIE, Ry hT =247 Y= 7 b NAT & twice NAT D il (4 ~2—30)

ZHERLTLLEEWN,

ATV TE Ny NOEBEINT-IPvA 721X IPv6 D7 RL A, DF V0 $iA v F—T A A F v k

U—7 FICHBRT DL E07y bOT FLA (wy BV I EETLT VAL EBEO5ELET R
) EEMLUET, LEICSUT, IPv4 & IPve O TEBTX F7,
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B <5710 Twice NAT E1-5K— FEBRERE LI R8T 1 v NAT OBE

a) [Action: Translated Packet] > [Source Address] (Z DWW T, A Z %227 Y v 7 L TEEFD
Fy NU—0 A7V NEFIFITN—T%3INT 50>, [Browse Translated Source Address]
HATaT Ry I ANLH L WA T V= NERIEITNA—TEERLET,

ABT 4 I NATO< v B 70, @BEIx1TT, LieRoT, EEOT FLAL<y
BT RLAOEIIFREILCTY, 72720, MBS U TR AT B LR TEET,

R— MEBPRESNTAZT 4 v/ A B =T = ANAT Tk, vy B2/ T LA
DFy NT—7 ATVl NIN—TTlEel, A v —T = AERETEET, A
VHE—=T A ADIPv6 7 KL A ZHEHT HIZIE, [Use IPv6 for interface PAT] 7 = » 7 78 v
TAEBFANATLET, TV P TN—T A NR—DA VA —T o AZERTHZ LT

TEEHE A,
Source Address: outside D
|
| S
3' Use IPvE for interface PAT 5

FANZOWTIL, R— MEWAERTE LI AT T 4 v 7 NAT (51 X—2) 2L TLE
S, HEHENAS Y ELYTIPT RLAIZOWTIE, NATDOH A R4 (8§ 2—)
FHRLTLLIEEN,

b) (f£&) [Action: Translated Packet] > [Destination Address] (Z DWW T, A Z %27 ) v
LTEEGFORY NU—7 A7V =7 NERIZTNV—T %IRRT 5 ), [Browse Translated
Destination Address] %4 7 27 ARy 7 AMLH LWAT V=V NELIXTNV—TEER L
9, WEO~VyELT T RLVAIZFQDN 2y NU—2 A7V "N+ 6%
T&ET,

ATvT6 (FTFvary) Y= REHROREILH— R R— FEIF5ET — A R— FE#HI L E
—é—O

« LD NOFEEITLAR— M FEIISEAR— b (EEORE LA — b ERE~ >y B 7%
HeAR— 1) ZFkBI L £9, [Match Criteria: Original Packet] > [Service] (DWW T, BIEAR & >/
7 Vw7 LTHR—bERETIHEFEDT —ERA T Ty MEEIRT B0, [Browse
Original Service] ¥4 7 2 VAR v 7 ANHLH LA T V=7 NaER L £,

c BHSNT Ty FOREILR— FEIISER—F (Y B TEELAR— FERIEE
BEosE e — b)) %5 LEJ, [Action: Original Packet] > [Service] (IZ- DT, BIAR ¥ >
7 Vw7 LTHR— NEefRETHBEFO—ERX 7= MEBRT 57>, [Browse
Translated Service] # 4 7B 7R v 7 APHLH LWAT V=7 MEERLET,

F—E R AT Vm s bE, BETH LSRR FOWAEEL LA TEET, ERO
FoER AT Vs Ny EL S B R ATV 2y FORHIT, AR N E I35
SR FOVPRDERET ALERD Y £, SHAOT 7Y r—v 2 L REEORIET
B b EHEIT B (—H0 DNS =372 &) ICRETEHR— b B X USSR — b Oy
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R85 4 v Y Twice NAT 13— FEBRERELER 27 ¢ v NATORE

ERRETDIHLERDH Y T2, BHEOEE LR — MIv-mIcHENnE A, £7V=7 b
TEEILAR— P ESER— FOMFERET D22 EIRTEALEH Y THEAN, ZOHEITIT,
DRy FOYP—E R ATV 27 MCEBEORETR— M~y B ENTsEkR— )
GENET, THENT Ay OV —E R ATV M, vy B S ENTEREE TR —
MEBEOSEHER— FBEENET, N— FNaZEM]MT 256, EEOV—ERXA A7 V=7 bD
TJubhartwy S A ATV b7 balolFERICIZLET (ZEx
Wl G EB TCPIZLET) o 74T T 47 4 NAT TlE, EEOR—FE~v oy 7R — kK
OmMFIZFA Y — AL T Vs e T&xEd, Tnotequal (FFL <722V | (1=) [HE
FIEHFR— IR THERA,

WITHIERLET,
M. Yals! Add Service Object
Mame: web
Service Type: | = tcp v

Destination Port/Range: | 80

Source Port/Range:

Description:

( Help ) ((Cancel ) (G0l

Match Criteria: Original Packet

Source Interface: \ inside :?3 Destination Interface: [Dutside | :"}

Source Address: obj-192.168.251.164 D Destination Address: | obj-172.25.23.32

a
Service: web ()

. Yals! Add Service Object
Mame: web_map
Service Type: | 1= tcp v

Destination Port/Range: | B0B(

Source Port/Range:

Description:

( Help 3 :rCam:eI_‘): ( Ok )

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B <5710 Twice NAT E1-5K— FEBRERE LI R8T 1 v NAT OBE

Action: Translated Packet

Source NAT Type: Static T]

Source Address: obj-182.168.252.128 [3 Destination Address: | obj-172.25.23.32 [:]

D Service: web_map D

ATy T1 (FEE) NAT46 D4, [Use one-to-one address translation] = v 7 R v 7 A& 4 (2 L £,
NAT 46 Der. D IPv4 7 RL AR RKPID IPv6 7 RL A, 2FKBADIPvE 7 L 2% 2 %
HOIPve 7 R LA LUFREARIZ 15 1 CHAICAEHT 2 KO ICHEELET, 2047 va %
BE LA WIGEIE, IPVA DAL ARER SN ET, 13t 1 BOLAEIL, ZOF—U—FK
EHEATAMLENRHY 7,

ATy 78 ({EE) [Options] K TNAT 47> a v ZRELET,
Options

ﬁ'f Enable rule

_ Translate DNS replies that match this rule

rection

Description:

" Help ) [ Cancel ) ( oK )

* [Enablerule] : 2D NAT L—/L &2 A X—T M LET, ZONL—VITF 7 4L FTA F—
T o TV ET,

o (EEILHH/L—/L DA [Translate DNS replies that match this rule] : DNS J&2 N @ DNS
AL a—RE2EXHZ £9, DNSA VAT 2 a U ing XF—T R > TW5D Z & ZHER
LTLEEEN (F74NVNTIEAF—TNVTY) , 3BT RLAEZRET H%5E. DNSEE
EFRETEEA, FEHICOWTIE, INAT 2 L7ZDNS 7 = U L&D E X
Z] EERLTLIIEEN,

« [Disable Proxy ARP on egress interface] : ¥ B 7 [P 7 RLASNDERF 7y o7 m%
VARPEZT 4 E—T M LET, FHMICONTIE, =y BV 7T RLRLL—T 1~
7] mBRLTIEI N,

* [Direction] : /L —/ L% H 27 HIZ1%, [Unidirectional] Z3E8R L 9, 7 7 # /L ;i [Both]
T, W= VEHGENZT DL, 58T NUABREEDOT R A~ LG+ 20%
EfECE £,

« [Description] : /L —/UIZBIF 2B A 200 SCFLANTEIIL £,

RATYF9 [OK]Z27 Vw7 L, EWT [Applyl &2 U v 7 LET,
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I Network Address Translation (NAT)
7457574574 NAaT [l

7AT2T4T 4 NAT

NAT HETIL, IP 7 RV AZHFICEABRT IV ERHIGE0™"H 0 £7, =& 21X, 7T
DF > RT— 7|2 NAT ZiHT A IEE A — LV EER L. 1 DDOF > U —27 % NAT 5
SALTZWGE, AZT 4 v 7 NAT L=V ZER L CTED Ry NU—V ZHHICE#RT HZ &
MWCEET, TAT T AT ANATIE, 274728 8T77 4 v 7% NAT PR D4
FEDHHYE— K 727 EAVPN OBRSICTHETT,

WO, —RNRT AT T AT A NATDOU T VA ZRLET,

11:7A4F2T 14T 1 NAT

Security
Appliance/
209.165.201.1 f 209.165.201.1
<
209.165.201.2 ; 209.165.201.2
< Z

Inside /Outside

T TAT T 4T 4 NAT OFREFEIZHOWTHA L £,

TATUOTATA XY NI—9 AT FNAT DETFE
COWETIH, Xy hI—7 ATV =27 PNATEFEHLCT AT T 4T 4 NAT L— L& 3%
ET A HFECHOWTIHH LT,

FIE

ATyl FHREFLIEFEOR Y N —27 727 MINAT 2B E9,

LWy NU—T A7 V=7 MiBIIT 5121, [Configuration] > [Firewall] > [NAT Rules]
Z i8I L. [Add] > [Add Network Object NAT Rule] #7 U v 27 L£7,

W FOFR y NU—27 A7V =/ MINAT #iBIF %121%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] IR L, * v NV —7 A7 =7 FaiRE L ET,
AT T2 HLWA TV =r bOGEIE, IRO7 4 — /L RIZEEATILET,

«[Name] : 7V ", a~z, A~Z, 0~9, BEUF R, A7, hr~, Fi2iE
ToHF=AaT OLFEMERN LT IZEWN, ARNE 64 XFLTICTH0ERH D £7,

«[Type] : RA N, Ry MU—2 FiT&H,

* [IP Addresses] : IPv4 £721ZIPv6 7 KL A, KA NDOFAITHE DT FL 2%, #HDE
BIEBIRT LR LK TT L2 %, 373y FOSEITIPVA Ry FU—2 T FL2E

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B 7770 xvro—0 4700 rNATORE

T~ 7 (=& z1E. 10.100.10.0255.255.255.0) F72I1XIPv6 7T FLAB LT L7 ¢ >
7 2 F (7= & 21%. 2001:DB8:0:CD30::/60) Z# AL £,

RATY T3 [NAT]BEZ v a U RFERENTWRWEAIE, [NAT] 227V v 7 LTk v a v 2 REELE
D

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,

AT9 TS5 [Type] Re vy 7 X w2 UR NG, [Static] 23R L F9,

[ EaNs] Add Network Object
Name: MyLBHost
Type: Host a
IP Address: 10.1.2.27
Description:
[ NAT &

|_T-f| Add Automatic Address Translation Rules

Type: Static

Translated Addr:

Advanced...

Help Cancel | OK

[ITE

AT 76 [Translated Addr] 7 4 —/L KT, ROWTHNOEMELZITNET,

cIRANA TVl FOBEEIE., RILT RL2AZ AN LET, @A TV =7 NOHEEIE.
FEEOFIHICBIT DRI OT KL AZ AN LET EEHNOR UEOT KL 2R S
EF9) . VT Ry b AT V=7 FOBEIR, EEOV TRy FNIZHDTEEDT RV A%
ADLET (7 Ry FNOTRTOT FLABRFEHINET) |

MR EZ L H ) L, Ry NI ATV FEBRBIRLET (FRIH LRy
J—0 377 VBl LET) . 7 RVAORPAICT AT 7T 47 4 NAT 2% €T
HExF, ZoX T a B FERALET,

AT9 71 (EE) [Advanced] 727 U > 7 L. [AdvancedNAT Settings] % 7 12 7R v 7 A CIROA T 3
VEFRELTCOK]Z27 Y w7 LET,
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I Network Address Translation (NAT)
74707 17 4 TwiceNAT0EE [

* [Translate DNS replies forrule] : 7 A7 > 7 47 4 NATICZ DA S > a VAR ELRNT
<TEEW,

* [Disable Proxy ARP on egress interface] : ¥ v B> 7 [P 7 RLA~NDERF Ty o7 v ¥
VARPET 4 E—T7/WMZLET, FBFT ARP DT 1 B— T )AL MEL L 72 B FTREME
HHRBMIZONWTIE, v BT T RLREL—T 4 TR TITEIN,

e =T v RE—FR, f ¥ —7xA A%&HE) [Lookup route table to locate egress interface] :

NAT ==Y RICHE LA =T =2 A 22T 2ROV, = vy 7T v T %
AL THIA =T = REPRELET, M VTR, WO 2 =T =A R
DWRE] Z2ZRLTIIZENY,

o (TN TV ITN—T A N—=DA L H—T = A ATWHE) [Interface] : Z D NAT L—/L %
WHTDREEOA L H =T 24 A2 (BEfEFT) BLOw v T A F—=T=A 2 (5E5k)
EIRELET, 7740 FTE A= ET Y v ¥ TA—T A UN—ZRTRTOA
YE—=T = ATHEAENET,

«[Service] : TA T T 4T 4 NATIZZ DA T v a U EARELRWVTLEE,

ATw 78 [OK]. F\W\T[Apply] 227 U v 27 LET,
ABT AT N—NVN_HATHD (BlthEEBEORA OB THETD) 7zd, —hLy
I F T arBERLURWEY . NATL—)L T —T I ARAEZT 4 v 7 J—) LTk L
T, BHMIT1 DT D207 F - LET,

Configuration > Firewall > NAT Rules
%add - FEdt [Jocete + & 3 83 B - Q Fnd B3 Disgram < Packet Trace
Match Criteria: Original Packet Action: Translated Packet
B Source Intf Dest Intf Seurce Destination Sarvice Source Destination Service
1 inside outside =l staticl 2| HTTP_SERVER b servicel =l static2 (s) 3 HTTP_SERVER Mt servicel
outside inside &l HTTP_SERVER 3 static? Beb servicel &l HTTP_SERVER (5] 8 stabel P service 1
= Metwork Chject™ MAT (Rule 2) o
2 insde outside B, HTTP_SERVER @ any &b hitp B 209.165.201.3(5) ~ Original mehtp
outside inside @ any B 209.155.201.3 m#- htip == Original -- B HTTP_SERVER H hitp E

=JL =

74 T2T 4T« Twice NAT DE%TE

ZDIETIE, Twice NAT 2 LCT AT T 47 4 NAT b— LV ZRET B IFEICHOWV TR
Eﬁ L/iﬁ‘o

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] ZER L T, KOWTNnEFEITLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 L£79,

+ [Add] > [Add NAT Rule After Network Object NAT Rules] #7 U v 7 L £,
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Network Address Translation (NAT) |

B 75551 TwiceNAT OB

ATy T2

ATvT3

s Twice NAT L— LV ZIBIRLC[Bdit) 27 U v 7 LET,

[AddNAT Rule] ¥4 70 7R v 7 ANRFRSINET,

Tl Add NAT Rule

Match Criteria: Original Packet

Source Interface: [ -- Any -- Fd  Destination Interface: [--Any-- &
Source Address: any = Destination Address: | any =l
Service: any \;:

Action: Translated Packet
Source™WAT Type: | Static I
Source Address: -- Original -~ ._ Destination Address: = Original -~ =2

PAT Pool Translated Address Service: == Original -- L=

ound Rob
] o interface PAT

Options

M Enable rule

|__ Translate DN5 replies that match this rule

,_ Disable Proxy ARP on egress interface
Lookup route table to locate egress interface

I

Direction: | Both .

Description:

-

{ Help [ Cancel ( OK )

(TV oY TN—T A NR—=DA L H—T =24 ALHE) EETLA F—T = ABLV%
Ao B—T oA ZAEHELET,

N—T v FE= T, 7740 MIEE LR EFEDT T DA » F—7 = A AT, Wi

EEWM O T a s, FEDA A —T oA ZAZBIRTEES, 2L, 7V vy 7

N—T A N=DA B =T oA A=V EFTIRTHEEIL, A F—T oA AXERT D

VERNHY ET, Tany) IIFZHEDA =T 24 ANEGENTVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv, #FEA
=Tz A AETRLET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& > 7 # 7  U X kv 8561
VH—T o ABRIRLET,

[@ Add NAT Rule

Match Criteria: Original Packet
Source Interface: |mside :| Destination Interface: | outside :J

240044

[Action: Transated Packet] > [Source NAT Type] Kr > 7% 72U A hnD, [Static] &3 L
£, [Static] 23T 7 4 /L FDOERETT,
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I Network Address Translation (NAT)

ATv74

74707 17 4 TwiceNAT0EE [

COBREITEETLT FLACOREH SN ET, 5EOEHITEICALZT 4 v 72D £7,

Acsan: Translated Packsl
Spurce MAT Type: |Stabc v1|

240042

Ny FOTEOIPVAET-1XIPv6 DT RL A, oF 0 BETXRA v HZ—T =2 A Fy NT—7

ICHEBLT 2L S0y bOT FLA (EEOKEILT FL AL~y B 75587 RV A)

EWAILET, DTy FEEBRINTZ ATy ORI ONWTIE, ROKEZZRL TLEE
Wy TITE, WHIHEARNCTTAT T 47 4 NAT ZFITLETH, INBAA NEEHR L F

‘j—o

Source Destination

10.1.2.2

—
|:|I irgide
4 =l

{OUISIC’ ) ﬂ

Real: 192.168.1.1

Identity Mapped: 10.1.1.1

a)

b)

101.2.2 --->10.1.1.1 > 10.1.2.2 ---> 192.168.1.1
Original Packet

Translated Packet

[Match Criteria: Original Packet] > [Source Address] {22\ T, A X %27 U v 7 LTEE
FOXy NI—07 FT7Vxy NEFRIZTN—T%EINT %), [Browse Original Source

Address] #A 7T 7Ry 7 AMBH LWA T V=7 bERIFINV—TE2ER L £, IPv4
T RUVAEIPV6 T RLADWM 2 ZNV—TICAND ZEIXTEERA, 1 2DFA 72T
ﬁéihf“é%%ﬁ%@i# F 73 MEany T, 2O T a it vy S

7 RUAS any ICRET D5 EICORER L £77,
Hame at 1P Address Hetmask
=)-IPw4 Network Objects -
Boawl 10.1.1.1 255,255.255... [~
_ﬁmm1 209.165.201.0  255.255.255... g

(f£%E) [Match Criteria: Original Packet] > [Destination Address] {22\ T, KR Z &7
Vo7 LTBEDOR Y NI =0 AT V=7 b TN—T FIiFIA v F—7 = A R %R
9% 7>, [Browse Original Destination Address] # 4 7 2 7Ry 7 AMBLH LWAT V=7 b
FIETN—TEAER L ET,

Twice NAT D E728iE1X, S8CIP T RLAZEHH I L TTN, 58k7T FLARIIA T =
VT, ST RLUAZIE LIRS, ZOT7 RLRICAZT 4 v IV EMERETE D

D, BUIZTATUT 47 4 NAT 2T E9, 5867 R A& HE 7712 Twice NAT
ERELT, EBEOT RLAKTE2Ry NT—2 A7V b IA—TOERAE1X

FETONL—LVDIEFATT 2 ETr, Twice NAT DMOKE D —EA2IEHTHZ N TEE
T, FEACOWTIE, Ry MU—2 477 k NAT & twice NAT O (4 ~<—20)

ML TS,

RN MEAERELT-AZT 4 v I A Z—T oA ANATIZRY, f v H—T 2 A A%
BIRLET, v F—TxA AEERETIHREE., LTV — 2B EERELE T, FHM
IZHOWTIE, RN— L AS ﬁbtx&74/ﬁNM‘61&~9)%§%L1<ﬁé
U,
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B 77277« wiceNATOBE

ATV TS BHENT Ay 8T RLRAEZHBNLEST, 2FV, 58X —T = A Xy hT—T

FRINDNNTy P T FVA (wy B 7RELT FLRAEEEDET FLR) TY,

a) [Action: Translated Packet] > [Source Address] IZ DT, AR ¥ %7 U v 7 LT [Browse
Translated Source Address] 4 7 B 7R v 7 AP BLEBEDIREILT RLURITERIRLIZHD &
MRy NT—=2 A7 V=7 hEFRIIIN—T 2R L £, EEOT FLX(Zany 245
ELZSEA T any ZEH L £,

b) [Match Criteria: Translated Packet] > [Destination Address] (Z2OWC, AL 227 U v 7 L
THFOFR Yy NI—0 A7 V=7 bERIFINV—T%3INT 50>, [Browse Translated
Destination Address] % 4 7 27 Ry 7 AMLH LWAT V=V NELIXTNV—TEER L
F£9, WEO~Vy L T T RLVAIZFQDN 2y NU—2 A7V "NelT52 6%
TEET,

T RVADT AT T 47 4 NAT Tld, EEOT RL AL~y BT 7T RLADM
FHIWCHIZRCA T V=7 VERIZIN—T 2R LET,

SEMET RVAEBEMT DS, A¥T vy v~ v EU71E, @F 131 T, Liedio
T, EEOT FL AL BT RLAOEIZFICTY, 7272 L, REIS U TEARD
BIZTHTENTEET, FEMICOVWTIE, A¥ T 4 v 27 NAT (51 ~—2) ML T
LIPEW, HEENDH~YYE LT IPT RLRIZOWTIE, NATOH A RT A (82—
V) BBBRLTLIIEEND,

ATvT6 (FFvay) P—EREROFREILH—E R R— FEI5EEY — A F— b &AL E
RS

« LDO/NT y FOEEILAR— P EIFSER— b (EEOFE LA — MERE~y B 7%
SR — R) ZFkBI L E 9, [Match Criteria: Original Packet]>[Service] {2 DT, BIEAKR ¥
27U w7 LTHR—FERETHIHMEOY —E R 7V =7 M %IRRT 55, [Browse
Original Service] ¥ A4 7 0 VAR 7 ANMBH L WA T V=7 MEER L £,

c BHAST-T y POREIEAR— M EZITSER—F (v y B EETAR— FERIEE
Bz — k) Z#5BI L £ 9, [Action: Original Packet] > [Service] 2D\ T, SR &
7V w7 LTHR—FNERETLHIHGFOV—EA 4T V=7 MEIRINT 57, [Browse
Translated Service] ¥4 7 2 7Ry 7 ANMBH LA T V=7 MEERRLET,

=R ATVl ME, FELAR— MR- OB G EGELZ LN TEET, EED
Y—bEA ATVl Nevov BT =R FT Vs MOWHFIZ, EETR— MELIT5E
FER—=TFOWTNPEEETHILENRNHY 3, THEHOT 7Y r—a UREEDEREIT
A—h2EHT 255 (—#0 DNS — =72 &) ([ZEFE LR — B X O%E AR — hOli s
EIRETDHIHLENHY £, BEEOEELR— MNIbsmicfHESNE A, A7 V=7 |k
TEEIAR— MR — FOM B EZEET L2 EIXFEAEH D THEAN, ZOEAITIE,
JEDORT sy ROY—E R FT V=l MIEBEOREILAR— M~y B S sfer— MR
GENET, BWMENTZ ATy OV =R LT V27 ML, vy BT SR RETR—
MNEBEOSEHEF— MR EENET, N— FEaERT 256, EEOV—EX A7 T=7 bO
Juhartewy S =R ATV bOT e haLOmFERICIZLET (& X
Xl E S TCPIZLET) o TAT T 47 4 NAT Tlk, EBEOR— R~y 7R —h
OWFIZR Y —EAFT V=7 Ml X £9, [lnotequal (FELL 72V | (=) EHE
TP AR— IR THERA,
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ATy 717

RITH 2R L ET,

74707 17 4 TwiceNAT0EE [

Name: web

Service Type:

Destination Port/Range: | 80

Source Port/Range:

Description:

.'[ Help ) l:l:am:elj E—'Gli—}

Match Criteria: Qriginal Packet

Source Interface: [ inside

%]  Destination Interface: | outside

Source Address: obj-192.168.251.164

D Destination Address: = obj-172.25.23.32

Service: web

Mame: web_map

Service Type: [ 1 tep

Destination Port/Range: | 808(

Source Port/Range:

Description:

.': Help ) [:CanceI:I E Ok 3

Action: Translated Packet

Source NAT Type: Static

]

ofa]:

Source Address: obj-192.168.252.128

| PAT Pool Translated Address

D Destination Address: | obj-172.25.23.32

web_map

G Service:

(fE:7&) [Options] fEILCNAT 7> a v ZRELE£T,

00
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B woz=sy>4

Options
™ Enable rule

| Translate DN% replies that match this rule

Direction

Description:

Help ) ( Cancel ) G0k

s [Enable rule] : =D NAT L— V& A X —T W LET, ZONL—)IUIT 7 4/L K TA F—
T o TV ET,

o GEEILHHNL—/LDA) [Translate DNS replies that match this rule] : 5657 K L A %%

ELRWEATHLZOF T v a v EERTEETN, 7 RLRAZZRAHITERL TS
D TDNSIGEIEENBERNZD, ZOF T a ET7 AT T 47 4 NAT 13
SNFEHA,

+ [Disable Proxy ARP on egress interface] : ¥~ v B 7 IP 7 KLV A~DERF /Ty ho7a X
VARP ET 4 E—T M LET, I ONWTIE, [y BT T RLREL—T v
7 BTSN,

s NM—7 v RE—R, £ ¥ —7 =1 A%E) [Lookuproute table to locate egress interface] :
NAT 2~ RIHRE LIcA v =T = A AT 5001, v—F Vw7 v T %
EHLTHOA =T oA R RELET, FBMICOVWTIE, A F—T=A R
DRTE] BB L TIIEEN,

* [Direction] : /L —/ L% HLFEIZT 521X, [Unidirectional] Z#8&R L %9, 7 7 4 /L ;i [Both]
TY, = VEZHEEMIITLE, NTT7 4 v I REBRDT RUA~OERiZRET 50 %
B CEET, ZORTIE. TAMNOEDIHERTIIHAERHY 7,

* [Description] : /L —/VIZBET BB % 200 SCFLINTEIM L £,

ATv T8 [OK] %7 V> 7 L, i\ T[Applyl &7 Vw7 LET,

NATOE=_AXR Y
WRDR—=T 35 NAT I A7 7 7 2R R TEET,

+ [Monitoring] > [Properties] > [Connection Graphs] > [Xlates] : {# ] FF @ xlate 3 JZ O bl i &
N T2 xlate 23779 5 121%, [Xlate Utilization] 7°7 7 Z38R L £ 9, ZiuiL, showxlate
o< ]\\‘ & IEJ%TTJ*O

* [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] : NAT D /X7 #+—~< A {EH %
FoRd HITiE, [Xlate Perfmon] 77 7 @R L £9°, Ziuid, show perfmon =2~ Kb
O xlate 1§ & [R5 TY,
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I Network Address Translation (NAT)

NAT O & &

nat oz I

F3v b
TA—L)
e 1) —2X 5 BA
X NU—2 7Y/ b NAT 8.3(1) Iy NI—=2 A7V 7 hOIP T KL AD NAT %%
ELET,
WROBEMAZEANEIITEHE S E Lz, [Configuration]
> [Firewall] > [NAT Rules] [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]
Twice NAT 8.3(1) Twice NAT Tl, 1 DD/L—/LTERETT RLAB IO

5097 R L ADMWT il T& £,

WOE R NE T Z41E L7, [Configuration] > [Firewall]
> [NAT Rules],
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B wors
73wk
TH—L4LY
HEER IJ—2 e

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— P} Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U — AT, 7a¥x
VARPIIT 4 =T M EN, A VA —T = A R
DOWEIIEFIZN— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q2)
LIBs, 74T 2T 4T 4 NAT OF 7 4 /L NEIEIZMO
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNE Lz, Zhucky, 77401
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFRITLLTEETL, @A *—7
NEREIT A =TT HEHTEET, BEDOA
2T 4 v I NATOTF xS ARPET 4 B—7 NIt 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT kR
JL—/L (natOaccess-list =~ F) OBITICIE, 1%
YV ARP T 4 £—7 WIZT HF— T — R no-proxy-arp
BIONV—=F VoI T v T a2l T5%F—U—F
route-lookup 23% 0 £9°, 8.3(2) B L 8.4(1) ~DFEAT
(A &7z unidirectional & — 7 — RiL, BITICfE A
SN0 E LI, 83(1). 83(2). 8.4(1) 75 8.4(2)
Ty I 7= T 5L, B R T 5720,
RCDTAT T ATANAT 2L T 4 Falb—Ta s
(\Z no-proxy-arp % — Y — K & route-lookup ¥—7— R
NEEND XI5 TWET, unidirectional ¥ — 17—
RIZHIBR SV E LT,

ZDOWDEHBNEF I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object] >
[Advanced NAT Settings], [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit NAT Rule],
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nat oEE

HaE

iy

TS5y bk
T4 —L
y—2

B

PAT ’—VEBLORTZ v Rrey 7 RLXA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5 f8
ETEDX T E Lz, £72, A7 3T, PAT
7 RLVADOTRTOR—FEHEHLTOHL T —LNOK
DT RVAEERTZDOTIZZRL, PATT KLAD T
TR EIY Y CEALS R—TNMITHIELTEE
T, ZHDHOKEEIX. 1 DD PAT 7 FL A TEH D
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERBIETADICENLLET, I 0REICLY, £
BDOPAT 7 LA ZfHHICERETE ET,

ZDOWDEHNEF I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT
Rule],

7 Ra by PAT 77— /LVEID YT T, BE [8.4(3) T Ra b BN YT TPAT P — L&+ 5% & X
FOFRANDEICUIP T RLAZFEHAT S W2, BA NMIBEFOEGERH DGH. TDRA RNLOD
Bl DB TlX, AR— FAMEHAFTRE THIULIE U PAT
IP7 FLARNEHINET,
ERINHEEITH Y TR A,
Z OFREIL. 85(1) 721X 8.6(1) Tl TE £H A,
PAT 7 —/L @ PAT "— ~D 7 5~ Fo&ipa | 8.4(03) EHTE 2546, EBROXELR— MNEFR~ Yy B

A—MILTERAINET, 2720, EBEOFR— IR
FHTERWEAIE, T 74V T, v~ BT R—
MIFEBEOR— FEZ LR CR— REE (0~511, 512
~ 1023, BLV 1024 ~ 65535) NOBIRENET, #
D=, 1024 LV H FOR— MMIIE, /NEWPAT 7'—
INDBRH Y F9,

TALAR— NEEEEHAT S T 7 4 v I B EEL BH DY
Bl PAT 7 — V2T 5 & &2, A XNERR 5
3oDBOMRDVIZT T » MR — M AT 5 &
INHRETE £9, 1024 ~ 65535 £721L 1 ~ 65535 C
7T

ZOWDHEHAZEF I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OFREIL. 85(1) 721X 8.6(1) TIXfFH TE £H A,
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B wors
TS5y bk
T4 —LY
HERER )—2 ELE)
PAT 7 — /L D HLEE PAT 8.4(3) % PATIP 7 R L A TlE, K 65535 DA — k2 H]

TE X1, 65535(HD AR — h TEHN AR5 78E81T,
PAT 7 — %t L CTHEIR PAT 2 A X — 7 /LI T H 2 L
MDTEFET, JLEE PAT Tix, BHE®ROET N LA
EIR—IEED, IPT RLATETIERL, H—E X
T LIz 65535 fHOR— FAMERH SNET,

ZORDHEEMNEL SLE L7z, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OMBEIX. 85(1) £71L86(0) TIIEHTEEHA,
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nat oEE

TS5y bk
TA—L1Y)

HaE )—R

iy

B

VPN ET7TDOr—H/LIP T L AZZH L T |8403)
BT DOEBED P 7 R L AT H#) NAT
JL— )

Fhiz, WEkxry hU—27 T, Bl Y Conlze—hu
IP7 RLATIZRL, VPNETOEEDIPT KL A%
AT 2HBE1/HY £4, VPN Tld@s. WNEx > b
U— T 78 AT R0, BoYToni-a—nb1
IP7 RLABRETICHEESNET, 2721, N —
NR=BIOFRy b= X2V T 4 NET DEED
IP7 RLRIZESL G2 EIL, a—A/VIP T KL A
EEHBLTCETOEBEDOARTY v 7 IPT KL AZRET
BENRHY F9,

ZOBEREIX, hU RV TA—T T LT DDA U H—
Tz A ATAR—=TMITHIENTEET, VPNEY
Va UNESLETIRUII S NS & AT Y27 R NAT
JL—LISENIZIE NG K OHIBR SV E T, /b—/bidshow
nat 2> REMHL TR RTEET,

N—T 4 T DORIEDTS, T OFREN ML TRV
X, ZOMREOBMITHER LA, THEHOX Y b
T — 7 L OMERED AN A ffEi8 3 51TI1E, Cisco TAC I
BREWELELIZEI W, ROFIRFHEZMRL T LS
AN

*CiscolPsec BX DR X7 734 T~ ODHNY
A—hrZNET,

*NAT RV —BLIOVPNRY >—REHINS L

AN, XTI IPT RLVA~NDY X —2 bT
T4 TIZASACNV—T 4 VT EINDEVLENH Y
T,

e — FKRT Uy IF Y AR—-FahEEAL Ob—
T4 T OMEDD)

cn—3IF (RTY vy IPERE) [THR—FESh
FH A,

ASDM TliiZa<r Nig¥hAR— SN EHFA, <
VRIA Y= VEFERA L Cavr REAHLLTLE
él/\o
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HaE

iy

TS5y bk
T4 —L
y—2

B

IPv6 1D NAT DR — k

9.0(1)

NAT 23 IPv6 N7 7 4 v 7 2 AR—NTDHL51270
IPv4 & IPv6 ORIOZEH G AR — hSivEd, IPv4 &
IPv6 DRIOZE# L, FTF AT L v kN F— R TIEH
A—hSHNERA,

WOHEENEF SILE L7z, [Configuration] > [Firewall]
> [Objects] > [Network Objects/Group]. [Configuration] >
[Firewall] > [NAT Rules],

Wi X DNS/Lw 7 7 7O NAT DR —
K

9.0(1)

NAT /L—JLI3A 2 —T JVIZ ST DNS A VAT v g
V&S B IPv4 NAT, IPv6 NAT, B X UNNAT64 %
EHT 556, NAT 135/ & DNS vy 7 7 v 7D
DNSPTR L a— ROEWEZ VKR — T 5L 912720 F
L7,

Per-Session PAT

9.0(1)

Per-session PAT #EHEIZ X o T PAT O4EaRMEN A B L
JTAZY T DGHEITEA N — =y MIME D
PAT #ft A fEH T& 5 X 91272V £9°, Multi-Session
PAT #f5e1d, M= M=k L CHlfl2== > b &
FIEE & THMLENDHY F9, Per-SessionPAT & v 2 3
VO THRIZ, ASA S U 'y MAEE S, BIEIC
xlate ’HIBRENE T, 2DV kY MZLoT, =K
J— RIZRNAEZ e & fiftfit L. TIME_WAIT JRHE % [a]58E
L %9, XMAYIC. Multi-Session PAT Ti, PAT # A
LT MBMERENES (T 74 FTIE308) .

ey b= KTv) b7 4 w7, 728 ZITHTTPR
HTTPS D541, Per-sessionfEREIC L > T, 1 7 KL &
THR— R ENDEHRDKIBIEMTHZERH0 £
J, Per-session HEREZEH L 72 WEEIE. FFEDIP 7
03RS D 17 R U RO REEGERITHR 2000/F)
T, Per-session BREAFH T 25581%. FFEDIP 7
0 k3T H 1T R U AOEEERIL 65535/ %) 7 A
THALNTT,

T 74N K TiE, TRTOTCP b7 7« v 7 B L VUDP
DNS k7 ¢ w7 7, Per-session PAT xlate Zfif f§ L &
9, Multi-SessionPAT 2 L &5 8T 7 4 v 7 T
Z X H.323, SIP, Skinny {Z%} L T Per-session PAT %7
=TI T BITIL, Per-session fHG/L— /L& AERK L F
R

WOWE DA S4E LTz, [Configuration] > [Firewall]
> [Advanced] > [Per-Session NAT Rules],
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Nt oEE |

TS5y bk
TA—L1Y)

HaE )—R

iy

B

NAT V—)L =D 7 %7 g a(93(])
v hET

A FZ—TINDOEPA . NAT L— /LD EHFITL—/L 2%
ANDFETHRICEH S, V—IVRBEDNT y—< R
B R RIFTZL1IH Y FHEA,

[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] i |2 NAT 23 BIIS L E LT,

X U7 /L — R NAT OHLHE 9.5(1)

Xy V7T 7 b— FEITREUE PAT Tld, NAT T 1
W1 DDOR— FMEHAZRI D B TLHOTIE RS, FHA R
WCR—hrDO7ay 7280 YTHIENTEET (RFC
6888 AL TS Z&EWY)

[Configuration] > [Firewall] > [Advanced] > [PAT Port
Block Allocation] =< > K238 & 31E L7z, [Enable
Block Allocation] 473 = 7 ~ NAT 3 L O Twice NAT
AT aT Ry 7 APBIMIIE LT,

SCTP |24 % NAT H 7R — 9.5(2)

ABT 47 Ty NT—7 ATV =7 FNAT L—/LIZ
SCTPAR— hZFRETEH LIV E LIz, AFT 4>
7 Twice NAT T SCTP DfEITHEE S N EH A, &
A 72 v 7 NAT/PAT |Z SCTP ZH7R— h L T\ EH
oo

WOMHAAE T X UE L7z : [Configuration] > [Firewall] >
INAT] BIVAREEA 2T 4 v 7 Ry NI =0 TV =)
K NAT /b—/L, [Advanced NAT Settings] % 4 7 &2 7 7R »
7 A,

NAT OAR— bk 7 a7 E Y Cioktd 2% |9.12(1)
=874

NATOAR— b7y 7 OEVYTEFHNTHE, F—
kN 7'a w7 OFERI L OHIBRHIZ S A7 A Tsyslog A v
t—UnNERINET, BERZ OREERNICT S
L HEELERBETA v E—305017 BNER SN ET,
AvE—UF, TOREETED Y THLNATHDTRTO
TI2T 47 R —h Ty l&ELAR—FLET (Fu b
=z (ICMP, TCP, UDP) | *fEtd K U%ESEA v ¥ —
TxA A IPT RLA, R"— K Ty 7 %258 .

WOBEHEHNAEE S4VE LTz, [#A (Configuration) ]>
[Z74724—IL (Firewall) | > [FHE%E
(Advanced) |>[PATOR— b+ TR YV EIY BT (PAT
Port Block Allocation) ],
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B woe=
AN
T —L
HEER 1) —X BEL]

JIGARZY T TOPAT 7 KL AEY 4C
DEEE, PAT F— 1D flaa 7 3 VidT
T AN NTHEBIRY, RETERIRDE
L7,

9.15(1)

PAT 7 RLANRT T AL DA L X— TG &N D5 7k
NEFINFET, VAN, 7 RV RIZTZ TAZD A
N—IZEA ST W22, PAT ' —)UZid T T A X
A= b 1 2OT7 RUVARMETL
7o Ml => MIFK PAT 77—/ 7 FL ZZH LY
ARXDR— T a7 8L, ENbET TAZ AL
N=ZEAATH LD E LTz, FA =i, [A
CPAT7 RLADR— T av 73 b0 £, Lo
T, J#F PAT (SR HEE & (TG UC, PAT 7' —/L D
B A XE 1 ODIPT RLAKETHOLT I ENTEFE
9, N— b7 vy ZiE, 1024~ 65535 OHFIPHTS512 R—
co7wvy 7 BEMTHYYTONET, A7 a T,
PAT 7 — WL —VERETHEXIZ, 20Ty 7E
DY TICFRIR—=F1—1023 %505 2 ENTEET,
72 ziE, B~/ —RTIXPAT 77—V IP T KL A&H 7=
0 65535 HOBHGT X CEMET LD L, 4/ —FK
JIAZTIH, K/ — NI RBoOTa v 7 285 L.
PAT 7—/VIP 7 R L 2720 16384 Dkt 2 WLt ¢
xFET,

IOEFEO—RELT, AX L RTarFl3r TAHX
WCTOEMEICEIDV 72, T XTD VAT LADPAT 7' —
VL, 7T MR — MEPH 1023 — 65535 i T&
HE DT F LI, LENL, flat 72 3 % PAT

TN NN EDDHZ LT, 77 v N E A
varCERATEELE, flaaF—U— KiZ¥R— K&
N0 EL, PAT 7—/VITEIC T T v M2 D

¥, includereserve ¥ —7 — K%, LLEIE flat %7
F—U— RTLZA, PAT 7 — LN O L 72 % —
J—RIZRVELE, ZOFTFvarz2Eif+se.

PAT 7 —/LNIZ 1 — 1023 DR — MEHZ G D H Z &N
TEET,

A= 7oy 7EYYTEEET S (block-allocation
PAT 7—nNA7ar) &, T 745D 512 HK8—h
Tuy 7 T, EOT ey Z7EY Y TH A XM
AEnEd, £/2. 79 RAXZHNDY AT LD PAT F—
JVIZPEBR PAT R ET H Z &1L TE £ A,

FBL/ZE S FU7- i : [NAT PAT Pool configuration]
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natoEE

TS5y bk
TA—L1Y)

HaE )—R

iy

B

AT AEFLD NAT L— /L OFT L7 9.16(1)

a0,

FLnvkZ >3 08 NAT b— LT — 7 VZBINS
Flc, ZokBZ v aid, VAT LOMERICRES R
FT, VAT ANEFITHEET 272D E R T TO
NAT/L—/LNZ D7 v a AZBmEh, Zhboi—
JUFIERC Lo — v K0 e S E T, DalE, v &
TAEFRDONL—NLNE T v a v BN E, 22— —
EFDN—)VINT AT KDWY BERE & 15T 2 "TRe Mt
HOVELE, BZY a3 000 —V%B0, HWE, /-
WEHIBRT 5 Z 1 TE ALY, show nat detail =~ >
NHICR R ESNET,

Bt (v 7tk) Ok L LToEaEs|9.17(1)
KAA %4 (FQDN) 47 =2 h® Twice
NAT #74— k.

www.example.com Zf5E % FQDN * v U —27 A7
T x/ FE. TwiceNAT /L— /L OB (= 71%) O
ST L AL LT TEET, A7 A TIE, DNS
P R—HIRINZIP 7 KL AIZE SN TL— R
BRESIVET,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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