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7 LET,

b) 2= T—Txr b TN —TD[GroupID]|ZANLET, a—L ==V N T N—T
T, 12U EOa— L =2—V2 0 b2 1 DL EDOMGCP AF 47 7 — b= A & BT
T ET, 0~ 2147483647 OFIPHDOEEFRE TE 97,

) BEMTONTWEa— L ==V MZES>THIBHEND AT AT = U= DIP
T RVRAZ T NV—TIZEBITBHI2E,. ENHDIP T KL R % [Gateway to Be Added] IZ A JJ
L. [Add>>] &7 V7 LET, AL Ronr— b= ZHIBRLET,

AT 4T =R Uz A3, EFEREZELZETFETE, A V¥ —Fy bEIEM
DNy b Fy NU—J BBELET—2 X7y e DBOBBEIT) Ry U — 7 B
<+, EmE. A—hYaAldavr RE, a— L =2 FOF 7 4L h MGCP FE—
k (UDP2727) IZEfELET,

d) MGCP AT 47 7F— bz ZHliEHITHa—1N ==V bDOIP T RLAZIBINT I
1T, £ 5D 1P 7 R L A% [Call Agent to Be Added] IZAJI L, [Add>> %7 Y v 7 LFE
I, REZRolz—V 2 FEHIBRLET,

WE, a— )l x—Yxr Miavr Re, Y= U= DT 74/ KMGCPAR— F (UDP
2427) ITEELET

e) [MGCPGroup] ¥4 7 2Ry 7 ATOK]| %27 V7 LET, LEZLUTT BB AL
DKL, o7 V—T7ZBMLE9,

[MGCP Inspect Map] ¥4 710/ Ry 7 AT[OK]#27 U 7 LET,

P EFLETAOTORANDA VARG Y3y
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RTsP A v 25 v ay [

INT, ZOA AT ary <y TEMGCPA VAR gy —ERARY —THEHAT
DL FET,

RDEZRY

T EGERTEEODAL AT g R U—ERETEDLIICRVELE, TV
re—a A Y TR NI A ART g DRTE SR T XN,

RTSP £ VAR o3V

KBP%yx&ayaym¥7jwb?4*~7wm@ofmiﬁo?7¢wbu%®mﬁﬁ
VBRI OLRETHMERH Y £, ZZ2TIE, RISPT U r— g f VAR
V! /@_Ob\fuﬂﬁﬂ LET,

RTSP £ VAR L 3 VOBME

RTISP A VAN Vg 2P a4 52 L1280, ASAIZRTSP X7 v h @i S 2
ZEMNTEXFEJ, RTSPIE. RealAudio, RealNetworks, Apple QuickTime4, RealPlayer, 35 J O
Cisco IP/TV D& THEM SvET,

B

GE)  CiscoIP/TV TiL, RTSPTCP R— h 554 35 LN 8554 A L £,

RTSP 77V r—y a i, #lHlF v kL& LTD TCP (FIFAIZ UDP) & & I THRIFEA
AR—F 554 #fEH LET, ASA L, RFC2326 ([ZH#EHLL T, TCP &V FA—bLET, 2D
TCP HilfH T v 2T, 7794 T PETREIN TS M TV AR—F E—RIILLT, &
FIETA N7 4 v 7V OEBIHEHAEINDG T —4% FyrOxrIvT—a I E
7

PFAR— FENTWA RDT k7 > AR — M, rtp/avp. rtp/avp/udp. x-real-rdt, x-real-rdt/udp.
x-pn-tng/udp T,

ASA L, AT —H A a2— K200 D SETUPJEE A vE— U %N LE 9, SETUPILNE A »vtE—
U, BEFAICBEIL T E5EA. — 3—IF ASA & OFLEBIR THTICHFEET S 2
LW BT, ==L EETHIERICKH L THEA T I v 7 Fr 2 a2B 2 ENRKEIC
0 FEI, _ODKEKf vE—=UNT T MY RERTHLEAE, ASAX, ¥4 Iv7 Fx
FNEL BREITH Y FH A,

RTSP A VAT v a0, PAT £720137 = 7V NAT 2R — b LTWEHA, /2, ASA
%, RTSP A v E—Y 8 HTTP A v BE—VWNICR SO HTTP 7 v —F oV Z23dilki CE 8 A,

gELETHOTorarns o zRsvay ||
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EELETADTARALDA YRRV a Y |
. RealPlayer 2 E &4

RealPlayer % € 24

RealPlayer Z i 9% & X%, SmEE— RZEL<EETDH I ENEETT, ASA TiE, ¥—
IN—=INLT T4 T MZ, E£7EF OWIT access-list T~ > R&EBM L F£7, RealPlayer D5
4. [Options] > [Preferences] > [Transport] > [RTSP Settings] %7 V v 7 L CaikE— REZEH L
\iﬁqo

RealPlayer C TCP & — K& i fi3 535A& 1%, [Use TCP to Connect to Server] = v 7 &R v 7 A%
J OV [Attempt to use TCP forall content] = v 7 AR v 7 A% A2 LET, ASA T, A VA
YAy VU ERET HDLEITH Y EEA,

RealPlayer C UDP &£ — R &9 %354 . [Use TCP to Connect to Server] 33 J2 UY [Attempt to use
UDP for static content] = v 7 Ry 7 A% AN LET, AT F ¥ A N TOFEHANTERN
TAT AT VIOV TIEL, ASA T, inspectrtsp 2~ R&BMLET,

RSTP 4 VAR 3 VDFHIEEIE
RSTP A v AT o g NIIROFIR R EH S vE T,
s ASAZ, ¥/ FHF ¥ A NRTSP £72I1XUDPIZ LB RTSP A vt —U %2R —FLEEA,

e ASA 1T, RTSP A v E— N HTTP A v BE—VHNIBENTWA HITP 7 2 —F% 0 7 %
ik T AR ERIEH D FH AL

Cisco IP/TV TiZ. A vt —® SDP E43iZ%f LT ASA NFEITT 2L HDEIE. Content
Manager ([CHH 7027 T 5 A NOEIZHEILET (70775 UM, A<
L 6HDOHDARIP T RLAEZESHAIENTXET)

Apple QuickTime 4 F 7213 RealPlayer 1D NAT % E CX £ 9, CiscolP/TV X, B =—7
& Content Manager 3MBR > hT—2Z1ZH D h—_R—BNHXy NT—TI1ZhdH L X
(2721 NAT 2l T& £,

RTSP 4 VARG 3 R)O—T v TDHERTE

Fy P =X LTCT 7 4/b b DA AT Vg VEER S TRWESIL. RTSP A A
Ry g R — T EERLTCRISPA VAR g DT 7 a v B AR~ AR
TEET,

A7 art LT, RISPA VAR v ay 7T A<y TuEIER L, RTSP A AT g v
DT T 490 JTARERTEET, oA 7 a3 & LTE, RISPA VAT g ViR
Vo=~ TChIT 47 JITAZEBEERTDHILHTEET, 7 IR~y T a2FlkT
LA AR ary vy TRTI T4y OREZEBEERTHZEOEWVX, 77X
~ v TCIIEMERREIEERLER T, VI Ay TEFAATE LN RTT, ZOFIA
TEHA VAR v ar <2y TIZOVWTHBALETN, 77 A~y 7 TlAIN D BT,
[Inspection] % 72T A FIHTHBH SN TWA LD L[H U TJ, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [RTSP] Z3&IRT 20, 70341 VAT v a v <~y TORERT
BT 52 &1k > T, RISP VT A v v FERETE ET,

P EFLETAOTORANDA VARG Y3y
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RISP 1 v 2 X5 a3y Ky v— vy 0%z |

@)

EXb DT THMATLIFIAISMAT, =R KU —DERPIA Y ART v a <y TERE
TEET, v~ v 7ORNFIL, MERGIEICERLFE LT T,

1R BRI

—MDONT T 4y IVREF T a rTIE, BEOLDICERERZHEHALET, b7
=7 D1 OEFEHTIHAT. ROICEREFRELIFZEREHRDO I A v 7T HERLE
—g‘o

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RTSP] Z &R L £,
ATV T2 RONTNPEFITLET,
c[Add] 27 VU v 7 LT, HiLnwsy7FEZBMLET,
e v HIEIRL, [EBdit) 22V v 7 LET,
ATV T3 HLn~ vy 7OGE, ARl (RK40 XF) LHHEANLET, vy 7 2mET D & 23,
EHETEDLOIEHADOHRTT,
ATy T4 [Parameters] ¥ 7% 27 U v/ L, Bt 7T arERELET,

* [Enforce Reserve Port Protection] : AT 4 7 Ah— h X2y 2—3 g VHOFRIFELR— FD
R ZHIRT 2702 E 9 D,

* [Maximum URL Length] : A v & —Y T T& 5 URL D KE (0~ 6000) .
AT 5 [Inspections] ¥ 7427 V> L, NT77 4 v 7 ORECESHTEETDHRFEDA VAR Ve
YEERLET,

NT 747 —BIMEL, RTSPY TA S T E2RXR—RZTHN, A VAT ary~<y ST
—HAEBERET L), FLRIOMAICEo TERTXET,

a) WOWTNNEFITLET,
c[Add] %7 U » 27 LT, FHLWEEZEBINLET,
 EFORAELRIRL, [Bdit) 227V v 7 LET,
b) [Single Match] ZJ#R U CHREZ EHERT 57>, £7213 [Multiple Match] %2R L T EE4E
ZEFRTHRISP 7 T A v T HEIRLET,
c) MR ZZTEZRLIZGAIL., KEO KX A 7L LT [Match] (FT77 4 v 7135 HEL

—HTHMENRDH D) F7X[NoMatch] (T 7 4 v 73R L BV ERH D) #iRk
RLUET, 7=&z0E, 55 lexamplecom| T[NoMatch] 2% L7254, example.com]

gELETHOTorarns o zRsvay ||



B srozxxsoay

ATvT6

EELETADTARALDA YRRV a Y |

EELWRNT T4 v I3 TRTCIT TRy TORBINCA Y 4, RIT, EEEZDTOL D
ICRELET,
« [URL Filter] : IR L7z EHEHRFIZEREHR T 7 A L CURL ZRELET,

* [Request Method] : announce. describe, get parameter, options, pause, play. record,
redirect, setup. set parameters, teardown OWT D ERFXEBRE L ET,

d) FIT74 v DORETEITTET 7 ar2BRLET, URLOBEDEEIL, #kx R
By 7 ThHhuXr L, Ray P LEEROu X T2 R—T VT HIENTEE
T, BRIFXOBEOELEIT. L— IR N7y M) Z@EHTEES,

e) [OK]#Z7 VU7 LT, AV AR varyeBMLET, HREJSCTT e 220K L
£,

[RTSP Inspect Map] ¥ A4 7 a7 Ry 7 AD [OK] %7 Vw27 LET,

INT, RTISPA v AT gy —EZARY I —TA VAR Vay vy IREHTES
o E9,

RDZRY

< TEERT OO AR gy R U= RETEDEIITRVELE, 77V
r—ay AV TR AL A AR g DR E EZBBLTLIEE N,

SIPA VAN L3y

SIPIZ, f ¥ —Fy "Rk, 7V 74=—, TLEBUVA AV MNBH, BLORAS o AZ
A=V JICELEHEN TS 7 FaL T, TF% A M—20OMWE & Ok
W2k, SIP Ry NU—Z 3B DX F 4 &I E S SNET,

SIP7 7V r—alr A VAR a T, AvE—Y ~o X —BLOARXDT RLAZE
i, FN— NOEWRA—T 0 BLOEARNREEET = v 7 MToivET, SIP A vE—
DM EFZEST 57 7V r—rareXa V7T 0BT R ha b ~oHELE | SIPN—2X
DOEEORH bR — NS ET,

SIP AV AXRT ¥ a U NET 74V T RX—T NI >TWET, Zhut, T 74/ s
RSB IRGS . FTEE S bSNTE N T T4 v I DA AR v a v A X —T T 5
TEDIZTLS 7 a X VU EHET AL EICORFKET HHENHY £3, T I T, SIPA AR
7 a NI OWT KRR L 9,

SIPA VARG O3 VDBE

IETF CEZINTWD SIPIZL Y, B 2FMoEFRSFEREDa— VBl Yy g v F
X Ta—v) 2MERFIREICZA2 Y 97, SIP 1L SDP & e | CllmsEMM 21T\ E9, SDP X, A
FAT AR —=LHOR—r2EELET, SIPEHHTHZ &1L, ASAILSIP VoIP 7 —

P EFLETAOTORANDA VARG Y3y
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| EFLEFADOTRFaILDAVRRY Y3y

sIP 1 v2<s 3 avnsrEE ]

M2 BELOVoIP 7 %o H— =% R— K~ TXEJ, SIP & SDP DEFIL. KD RFC
WZRHE S TWET,

 SIP : Session Initiation Protocol, RFC 3261

* SDP : Session Description Protocol, RFC 2327

ASARRHIDSIP 2— L Z YR — N T 55510F, 7TV 07 Ay —U TRE D55 —
I (UDP/TCP 5060) #&H CTEEEN, AT 4T AN —L@FFAFI v 7BV Y THNRD
720, AT 4 TEGT SLAOY 7TV T Aot =Y, AT 4T A—b, BIXOAT 47T
O A RET HILERH Y £9, £/, SIPIE, PNy O —HF—F —ZESITIP
7 RUAZEDIAALET, ASA YR — h3 5 SIP ERK URI D RKEIL 255 Th 5 Z LITiE
BELTLEEN,

AVABZ RN A= OIM) 77U r—3 2 2 ClE, SIPHEEMEE (RFC3428 CEFR X
NTN5) BEOSIPEADA R hf& (RFC3265 TEHZESNTWD) bEHALET, 22—
P—NFrvv hbyrary BV TRV Tary) 2R LG, 22— —2NAEWIZ
Ty bT5EEI2, IMT 7Y 7 —3 3 2 Tld, MESSAGE/INFO /720202 Accept Wi % 3
LET, EE 2 A2 =TV OTHLA L T A TR DAREMERH W 928, (THFH
LT ¥y hETHZLEHV EHA, ZOTD, SIPA VAT g VU0, HESN
TWASIPHX A LT U MEIZESTHA LT U MNTHER—VEREEST, ZOMEF, Bk
HEERF L 0 & S U ERSBRET HAMENH Y 7, BERAKEREH X Contact Expires E TE
FL., @% 305 T9,

MESSAGE/INFO ki, %, A— b 5060 A OEIIZE Y BCToHNZAR— b EFEH L T
BEaNA7D, SIPA VAR gy mo P02 aTA0ENHY 9,

B

6=

SIP A VAT v aid, Fyv v MEREDODHLEZYR—MLET, TUA bR —FK, 77 A /Vi#5
¥, TV =g AR R— N ERTWER A, RTC Client 5.0 (%A — F &R TWE
A,

SIPA U ARY S 3 VDHIEEIE

SIP A > A7 3= X, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, ¥ &
V105 TT A F&f, PAR—=FSNTHET, CUCMES /21T 9x. TIHHA—FshEHA,
SIP A Y AT vad, o) ) —2 L/ THRET 2560700 £7°,

SIP EEGE#3 Call Manager ([ZHt L TV W2 L 2R LD, RO CLI 22~ REFEH LT
KRALFRD TCP & 7 A v M DI R AT Z L3 TE £7, sysopt connection
tcp-max-unprocessed-seg 6-24, 7 7 AL NI 6 THDHT=H, L R&EHEEZRA L TLEE
AR

SIP £ Y A7 aif, TASMIME A % —%v k77273 7m b= (IFP) %4
R—=FLTWEHEA, SIPA VAT a2 0%, T38MIME 4 —F 4 4 V7 X A4 7 2FEHT 5
SIP % ke vy S LES, ZOXA TEFATHLERDLGEIL, SIPA VAT g
BN L T, RTP A MY — L&A T57 78R a2 ba— b—Lx2ER L ET,

gELETHOTorarns o zRsvay ||
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B srxxvsavonmssE

SIP £ > AR%Y L 320 NAT HIREIE
eSIPA VAT g 0E, HORENZIPT FLAIINATZEMALET, =7-L., *E
LM ITDOT KL AZEHTH L HICNAT ZREL TWHIBRE, M7 RL*
( Ttrying] JGEA v &=V DSIP~y X —HND [from] ) IFEEHEZONEEA, TD-
. ST RLRAOEREZEHMET A L HIZSIP N T 74 v 7 2L TWAEEIX., 47
VxZ NNAT 2T AMENRH Y 77,
X2 VT 4 LNAREILAS v F—T 2 A, FFMEEX2) T4 UL GBETT)
MomEFaUT 0 LoUL (i) ITEDA U F—T = A ATk L TIE NAT £ 7213 PAT
FHRELAEVWTLLES N, ZOREFFR—MENEHA,
KRBT T4y 7T A (DFE V| inspection default UISD T T 4w T T T )
IZSIP A VAT v a VERET DEAIL, M5 ACL ZEH L, 5060 5656 — kD&
FEETALICLTLEEIY, FHLAWE, IP VY y MBRELIEHBEINTE, SIP
Ny B —=DIP T FLUANEHE SN2\ NAT ORERN AT L RREMERH Y 3,
«SIPFEFHFD VIA Ny X =l v BT KL RAE N N—Ra—F 0 7T 5541F, SIP A
VAR a EAEINILBNTLIEEY, HINAT #FEH L CEETCI I94 T b7
RLAZEWL, 74NV M= DA B —T oA ANT TA T > s 5455
NN— b DA H—T A AL BRI BGE, MERRETHREMELRZH Y £,

SIP A > AR%S S 320 PAT HIfREIE
PAT % SIP TEMT 2546, ROFIBFESEHH S ET,

s ASA TIREINTWERY FTU—ZDSIP 7 XV E—h = RiRA 2 FEBEEL

Ko2&T2L, WODE I e —EDOLRMET THERENKILL E7,
cPATRNVE—bh = RARA LV PHIZERESIL TS,
eSIPLIYARNT ==y NT—712Hh D,
e TV RARA v BT rF Y Y 3—|Ti%{E X172 REGISTER £ v & — Y OB
74—V RIZAR— "R EIN TV,

* SDPERy DITEFENERE 7 4 — K (0=) DIPT RVAREEETZ 4 —/V K (c=) DIPT
RUVRAERI2D /Ny FESIPTANAANEETDHE, =74 — 1V FDIPT KL ANRIE
LB EINWERERHY T, 2T, o=7 4 —/L RTR— MEZHHE L 72V SIP 7
1 haLOFIRIZE D H DT, PATTiE, BT 57-DICR— ORI R2D T, BT
KL £,

«PAT #3285 613, A— FEFEROVNEIP 7 KL AZET SIP ~y X — 7 4 —)L
RIZEH SN WAREERN H 5720, NEFIP 7 R L ANAEBICIRNE 4, Z DR %8
T BI121%, PAT DbV ITNAT Z&EL £7,

P EFLETAOTORANDA VARG Y3y
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FornrosPaozrsvay [

TIHILEDSIPA VARG gy

SIP A L 2T g NET T4V N TAR—T IR TEY, WEELT 74/ DA A
RyvarRlv— <o 7 HERHLET,

eSIP A v RAZ kN AyE—Y (IM) OYLEHERE : 4 *—7 L
«SIP N7 7 ¢ v 7 LISD SIP R— MEA : 51k,
e P R—=L U FKRA VU FDIPT RVADHER : T4 —T L
VT T 2T ONRN—=T g SIPLUSNDO URLE~Y A @ T 4 =T b
s 1 UL bDgidedi v 7 o NERGE : A K —T v
« RTP &L - J56 ] 3] L 720
«SIPHEHL : AT — bk Fx v &y X —REEE FET LR
BWEALENTZ N T T4 v T DA AR v a VIR, F—T Tl TV RN EIZHERE LT

{TEEW, BEbanNe b T 7 4 v 7 2BETDHIZE, TLST e XU ERETIHILERH D F
7,

SIPA ARG RYO—T Yy TOHRTE

Iy NU—=JIZ L TCT 74V bDA v ART g VEWER 4 THRWEESTE, SIP A > A
Ivarv R — T EERLTCSIPA VAR v as DT Vark AR A A TX
i‘a‘o

A7 arvt LT SIPA VAR vay I Ay TH#ERL, SIPA VAT a0k
T4 0T VT AEERTEET, o473 ar & LTUL, SIPA VAT a iR —
VT TCNTI T4 T VIRABEEERTHIELTEET, /7 I7A T E2ERTAH &
EA VARG v ary vy T TRI 74y OREEZEBEERT DI EDENL, /T A~y
T CIIEMER A EELERTE, V7 Ay TEHAATEDL L VWO ETY, ZOFIRTIE
AVART gy 2wy TIZOWTIALETR, 77 A vy 7 THEMAIND —BIEHEER,
[Inspection] &% 72T 5 FIHTHBH E N TWA L@ L[H U TJ, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [SIP] & IRT 50, E70iTA L AXRT v a v <y TORERITIE
Wt AHZEICE-T, SIPV TRy PR ETEET,

Q
Evbh DIFCHBHTLZFIEIIMZT, =2 R —DERPIZA VAT vay v~y TERE
TEET, v v TONEIL, ERFIECERZRLF T TT,
1R BHHIIZ

—¥BDO T T 4 VREFT TV a T, BADEDICERERZHEHALET, b7/
=IO 1 DEFEATIHER. RN ERZRELZIZERKRE O 72 v 72 ERLE
j‘o

gELETHOTorarns o zRsvay ||
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B osriozxxovavkys—<yTiomE

FIE

ATy
ATvT2

ATvT3

ATv74

ATy TH

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SIP] % 3&R L £,
KOWTNNEFITLET,

c[Add] %7 Vv 27 LT, Ly 7 ZEBMLET,

CHNEEZRTFTHY Yy TERERLET, %2V T 4 LLVEESELERETHZ L,
[Customize] %7 U v 7 LT~y VA2 mETLHI L TEEST, ZOBROFIATIE, v
HHAL A ZETTENT 26D E LET,

L~y 7O5E, 46 (RK40XF) EaHEZANLET, v v 72mETH L 21T
ERETEDLDITFHADHRTT,

[SIP Inspect Map] # A 7 & 7 7R v 77 A D [Security Level] €= —TC, SLHE/Rpa 7 ¥ o b—
varbgbIL—HETEHLVERRLET, T 740 hOL-ULd [Low] T,

Tty b LSOOI N EMSE T H5E, UETKRTTI, [OK] 227 U7 L,
HBODOFEIEEZAFY LT, SIPA VAR g O —ERRY — )b— )L T v T &
L/\i‘a—o

RELE SDICH AL~ A AT HLERD DA, [Details] 227 Vv 7 L, ROFINEEFEITL

£7

a) [Filtering] ¥ 7% 7 Vw7 L, SIPA >V AX > s Avt—T 07 (IM) YEEKRELZ A F—
TMZTHMNE I D, FTESIPAR— K EDSIPLUSND N T 7 4 v 7 3T HMNE I »
Vi N D= S I

b) [IP Address Privacy] # 7% 27 Vv 7 L, —_"—L U KAHRA 2 hDIP T N RAZIERR
T DME I MERIRLET,

c) [HopCount] ¥ 7 %7 U w7 L, SB~DHRy TENOL YD RKREWZ L EFHERTZ20E D
ZBIRLET, ZHICED, 5EICRETHETOIZT DI &2 TE 2R\ Max-Forwards
Ny L —DERF =y 7 EnET, o, REAR T 74 v 71T LTEITT LT 2
vary (RKXrybhoReyY BERokay s UVey b Floidar) L eX %
ARX—TNELZT AT NDOELLIZTENERIRTOIVLELH D £,

d) [RTP Conformance] # 7% 7 U v 7 L., B HR— LIZHND RTP 737 2371 k2 /u|Z
EMLTWDZ 2T oy 7 TOMEIDEBRLET, £70, HELEZF = v 7 T2555
X, VTV RSN TR, v — R F R E IR T ACRET 2008 9 nEiR
RTxET,

e) [SIPConformance]l % 7% 27 U v 7 L, REBEBRT = v 7 b~y X — T 1 —)L NOFE IR
FEEA X =T MZTHME I D EBIRLET, BRLIEA TV a T8I, REAER N
TAv IR LTIATT LT 7 ay (KNry boRey” 8o kny 7 Uiy
b, F2iEm2) & aX o P2 A RX—TNVERET 4 E—T LD ELLIZT 5% EIR
LET,

f) [FieldMasking] % 7% 7 Y » 7 L. Alert-Info 3 & O Call-Info ~ »» & —® SIP LI%+® URI %
MRAETH0E 5L, User-Agent 35 X W Server ~v X —DH—/"—L x> KA DY
TR =T N=VarERETLINEINRIRLET, BIRLEAT v a e, FET

P EFLETAOTORANDA VARG Y3y
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SIP A v2xsvav Ky v—vyInEE [

ToT7 7 vary (A7 ERFR IR ZBIRL, nX o Va2 R—T /I T DT 4
T—T T DN ERINL F7,

g) [TVSServer] # 7% 27 YV v 27 L, BEMFE)—ERX b —_"—ZEELET, [EEMRIET,—
B R P— X—{L. HTTPS OH#eNLHFIZ Cisco Unified IP Phone 37 7'V 7 —3 3 o r— 33—
ERALTEDLLOICLET, RRABDO—A"—%BITEES, W~ TRULNTIP
T RUVAZASNLET, SIP A v ALY g T8GR ENT-EBFE T LK — " —I12%f
THEUHR— N ERE, BIEERIIENEERT 02 RELET,

CUCM Y — A" —TEFEMRGE —EA P — =2 E L ET, FETT 74V MPSADOR—
T B 8AE. R— &S (1026 ~32768) Z AN LET, T7 4Lk F— i
2445 T9,

AT 6 [Inspections] ¥ 7% 27 Vw7 L, NT7 4 v 7 ODREICESNTEETHHFEDA LV ART Ve
vEEHRLET,
No7 47 —HIHEAEL, SIPV TAS Y T HRX—RZTDEN, A AT vary~<wy ST
BAESERET L0, FREIOmFICL s TERTEET,

a) KOWFNNEEITLET,
c[Add] 27 U v 27 LT, FHLWEELZBMLET,
cBEFORELRERIRL, [Edit) 227V v 7 LET,

b) [Single Match] Z i8R U CHIEZ EEEZE T 5>, £7213 [Multiple Match] & 38R L T JL7E
BEFETDHSIPV TA Vv T HBIRL£7,

c) HHWEARZZ I TERLELGEII, KO A7 L LT [Match] (T 7 4 v 7 3HEHEL
—HTHMENDH D) F£7L[NoMatch] (M7 7 4 v V7 IZEMEL BRIV ENH D) %
WLET, 7=&xiE, T lexample.com| T[NoMatch] Z3N L7854,  lexample.com]
BEIC RN T T4 v ZITTNTI T ARy TORBINI A £9, RIC, BHEEZLITOL D
WICERELET,

« [Called Party] : ER L7 IEMFRBEITIEHEDL Y 7 2Tk LT, To~v &4 —THRE
SINTEEMERE LET,

« [Calling Party] : JE4R L 7= F LB E 2 A IEHRI Y T AU LT, From -~y 4 —C
Feit SR A LET,

* [Content Length] : 5§ € SN 72FE & (0~ 65536 /314 k) KLV EWSIP 2T ~y
X—rmRELET,

* [Content Type] : Content Type ~> % —, >F ) SDP # A 7/, BN L2 EHRIE -
IFIEHRBLY TR —HT 524 T2RAELET,

* [IM Subscriber] : R L7 IEMEHR F/ZIZEREBR 7 7 A LTSIPIM Y7 27 5

ARNERELET,
* [Message Path] : J®R L 7= IEBIEBL E 72T EHEKEL Y 7 A12xF LCTSIP Via~vy ¥ —%
BAELET,

gELETHOTorarns o zRsvay ||
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ATy T17

* [Request Method] : ack, bye, cancel, info, invite, message. notify, options, prack,
refer, register, subscribe, unknown, update DV T LD SIP ER FXAERE L E T,

s [Third-Party Registration] : 3R L 7= IEMFRE F 72 IXIEHFH Y 7 A2k LTH— R 3—
T4 BEROERE WA LET,

* [URI Length] : i & SN 72E & (0~65536 /31 h) ##ATW5H, WRLI-XAT
(SIP £ 721X TEL) @ SIP ~v» ¥ —® URI A& L £,

d) —HTH T 747 LTCEITTEHTZ7vay KXy hokay | Blo ke v
7. Uy o vy) b ol EAR—TNELET AT NDOEL BT D EERIR
LE7, linvite] BEO lregister] ([Z—T 2 ERGFRXOLGEIT, L— MR (X7 v K
B) b#EHTEET,

e) [OK]|Z#27 Vw7 LT, A AT aryazBMLET, LESUTTrEAZEYIRL
£7

[SIP Inspect Map] XA 712 Ry 7 ZAD[0K] &2 Vv 7 LET,

INT, TOA AR ary v T ESIPA VAR aryOYF—ERRY —THHAT
EHLOIRY FET,

RDBERY

T EREHT OO AT g R —2RETELEHCRVELE, 77V
r—arv A Iabhal 4 AT g DOBRE EZSERB LTI,

Skinny (SCCP) 4 VAN v 3y

SCCP (Skinny) 77U —a v A VAR arTlE, X7y h T —4%, EVR—I/LOHE)
FIBAICHLDIAENTNDHIP T RLRAEAR— MEEEZEBRLET, £/, BT v b=
T = v 7 LERWRAT— K N7 X T HITVET,

SCCP A VAT v a NI T 7 4 FTHEA F—T/VTT, T, T 7 /L FEIFDOMLBEERN
VRS, ETREEEILENTZ N T T4 v I DA VAR g v R —T T B0
TLS 70 XV 2R TETAERICORRTETIHLERDH Y 4,
ZIZTEH.SCCPT U r—vary A VART g NZOWTEALET,

SCCP A VAR 3 VDHME

Skinny (SCCP) (. VoIP % v hU—2 CHifl SN M%7 e k24 TF, SCCP &+ 5
Cisco IP Phone |, H.323 BREE CHEH TEX £4°, Cisco CallManager & fff3 2% &, SCCP 7 7
A7 v ME, H.323 #EER L RIRMER TE £,

ASA (%, SCCPIZ5%f L CPAT & NAT ¥ R— b LET, IPEFHEHTESL70— UL IP
T RLVALD G IPEHEBZWIEGATL, PAT BNLETT, Skinny 77V r—a v A AR
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cisco IP Phone D 47K— |||

g E, SCCPY 7V 7 84y RONAT & PAT #HR— h452 & T, FXTDSCCP
ITFV T Ry RERAT 4T Ny RN ASA BB TCTEALOICLET,

Cisco CallManager & Cisco IP Phones D@ H D 7 7 >~ 71X SCCP A L CTEY . Fhlp
RERZ LS THSCCP A v A7 vg k> Tl S E 3, ASA L, TFTP H—/3—0D
%71 % CiscoIP Phone & = D> DHCP 7 7 A 7> MIEET 5 Z & T, DHCP A 7> = 150
BLU66 b AR—k LE9, CiscolP Phone TiX, 77 #/L k /L— h&F#HET H DHCP 47
Tarv3IEERIZEDHIELTEET,

B

GE)

TDA AN g Y R—FLET,

ASA X, SCCP 7' k2L _X— g 222 LIRS L T 5 CiscoIP Phone 225D k7 7 ¢

Cisco IP Phone MDY HR— k

Cisco CallManager 75 Cisco IP Phone L [bkXTCHEEXF 2T 4 A VX —T =2 AA A ZHD FARrY
TlE, NAT 7% Cisco CallManager ® IP 7 R L A |ZHBERIGE ~ v BV TIIAYT 4 v 7 Th
LMY £, TAUE, Cisco IP Phone Tl Cisco CallManager D IP 7 KL XA & 27 ¢
Fal—ra r CHRMICIEET DRENDH LD T, AET 4y TATYT 4T 4 T
YEVIZEY, BEX 2T 4 DEWA U F—T = A A LD Cisco CallManager {Z Cisco IP Phone
MODOBREFEZITAND Z ENTEET,

Cisco IP Phone Cif., TFTP #—/N—{Z7 7 & A LT, Cisco CallManager — N—{Z$#i T 572
DICHBERFREHFRE X 7 ou— KT H20ERHY F7,

TETP Y —/3— & it U C CiscoIPPhone D it ¥ 2V 7 4 DIRWA X —T =4 A EIZH D
BaE. ACL 25 L CUDP AR — k 69 D{%i# S 7= TFTP — N—CHfi T 2 BN H Y £
T, TFTP Y —R_— I LTI AX T 4 v 7 = MU RKETT R, #BIAXT v 7 =k
VT H0ETHY £FE A, NAT ZEHT 256, @247 427 = FUVIERICIP T R
LRIy B 7 InvEd, PAT 2T 2561%, WLIPTY FLAER—MIvy BT
EhET,

Cisco IP Phone 7% TFTP #—/3—35 JL (X Cisco CallManager & tb_XTEF 2 U7 4 OFEWNA o HF—
7 xA A LIZH DG, Cisco IP Phone 23 & Z PR TE 2 L 9 1CT 572912, ACL A X
TAy 7 2 M VIRREHY FE A

SCCP 4 VAR L 3 VDHIREIR

SCCP A > A7 3 %, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, I
SR105 TTFAMEN, PFR—FSNTWET, CUCM 8.5 F1F 9x. TV FR— S EH
Ao SCCP A L AXRZ vad, D) ) —ARR G THRET 2560800 £7,

WL D Cisco CallManager 7 K L A3 NAT £ 721X PAT HIZHID IP 7 KL AR — b 2% E
LTWoEE. ASA X TFTP Z#8H L CHET 5 7 7 A L ONEIZKT LT NAT £721% PAT %
YAR— F LTV, #EFD CiscoIP Phone FH DB FRIT AWM L F£9, ASAIZTFTP A vt —
DO NAT ZHHR—F L., TFTP 7 7 A VI E VAR —/L 2B & 97728, ASA I DB e%kT

gELETHOTorarns o zRsvay ||
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B 7o+ rosceprozxsay

IZ TETP 12 X » THEXE &7~ Cisco[PPhone D> 7 4 X a b — gy 77 A JWIZHDIAEN
72 Cisco CallManager D IP 7 RL A LR — hEEHTH Z LIXTE EHA,

B

GE)  ASAK, a2— By vT v 7HOa—LEERE, SCCP 2—/LDAT— K7 )V 7 z—/LF—

N LET

FTIHILEDSCCP A VARG 3y

SCCP A v AR v a i, WOT 7/ MEZFERALTT 74/ h T, X—T NIZH->TW
ij—o

o XRGk : JEFHERE L 720

« A vE—YORKKID : 0x181

s TVT 4w I ADR S DR/ME - 4
AT 4T A A LT T 00:05:00
T FY T BA LT T b 01:00:00
« RTP ZEHL : Ji F 3R L 72w

Skinny (SCCP) 4 Y ARY L 3V R)I— TV TDERE

FIE

ATy T
ATvT2

ATvT3

ATv74

AvB—=UNRTA—HIER LTZEEDT Vv a v EEET HITIE, SCCP A v AT g
VAR — =y IEER LET, B LIEA AT g RY — = %, SCCP A
AR arvhAR—TNITALBEHATXET,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCCP (Skinny)] &R L £,
WONT NN EFITLET,

c[Add] %7 Vv 27 LT, Ly 7 ZEBMLET,

cHNRERTTHY Yy TEBRIRLET, EXa2 VT4 LA EEEEETLHI LD,

[Customize]l %7 U v 7 LT~y VA2 MmETLHI L TEEST, ZOBROFIATIE, v
ERHASA XETNLENMT A0 E LET,

L~y 7O5E AR (K40 30F) EHE AN LET, v v 7 amET 5 & &1L
EHTEDHDITMHADOHRTT,

[SCCP (Skinny) Inspect Map] A 7 &2 7" 7" 7 A D [Security Level] B = —"T, MERa 7 4
Fal—ralrbRbI{—HTDH2LNE2ERLET, 774/ bD LT [Low] TT,
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ATy TH

ATvT6

ATy 17

Skinny (SCCP) 1 L2~y 3v Ky v—vyvInEE [

Ty b LS OWNT AR ES L —ETA5E, U ETKTTT, [OK]ZZ7 U7 L,
BODOFEEEZAXFY LT, SCCPA VAT a DY —ERAKRY —)L—)L T~ &l
FALET,

RIEZ S BIZHAZ A XT DMENH H551%, [Details] 27 Vv 7 L, ROFINEZFATL
£7
a) [Parameters] ¥ 747 Vw7 L, ROF T a U HERLET,

* [Enforce endpoint registration] : = —/L & %&(5 £ 72135153 D A1IC Skinny =2 RARA >
NG DMERH D E D D,

* [Maximum MessageID] : #F Al SN D5 AKDSCCP AT — 3> A v¥v—VID, 774
b b DERAEIE 0x181 TY, 16 HEHAE I 0x0 ~ Ox{fF T,

* [SCCP Prefix Length] : fx KB L OUR/ND SCCP 7'V 7 (4 v 7 AR, T 7 # /v D/
HiZ4 T, 774V NORKEIZHY A,

« [Timeouts] : AT A THEIN T TV U THHRDOAA LT U 2R ETDHNE I, B
JORENSDEZA LT M, T74/NMIAT A TOBEEIES 5, VY7 F V7o
BAIE 1 T,

b) [RTP Conformance] # 7% 7 U v 7 L, BV AR—/LZ{iiLDd RTP /N7 v b3z m b abic
ML TWDZ 2T oy 7T EIDEBRLET, 70, HElEZF = v 7 T2555
E. V7T RSN TR, B — REEF ETLIIE T AICRET 2008 9 hE ik
WTEET,

(%) [Message ID Filtering] # 7% 27 U v 7 L, SCCP A v E—YDAT—var Avk—

VID 74—V NIZESWT Ry 75 T 7 0 v 7 2IRELET,

a) MOWVWTNNEFEITLET,

c[Add] 27 U v 27 LT, FHrLWEEZBMLET,

c BETFORELRIRL, [Edit) 22V v 7 LET,

b) HMEDO—FH A 7L LT, Match] (N7 7 4 v 71 3EHEL —ETHHLENRSH D) 2
[NoMatch] (N7 7 ¢ v 7| 3HHMEL B2 HNENH D) IR LET,

¢) [Value] 7 1 —/L R T, 0x0 ~ Oxffff O 16 KD AT — 5 A vt — ID DEIZES
ThI 74 v 7 %ELET, 1 ODOA v —ID OfEEZAST 57, ID OFFHOBR LA
BEHETHEEZATILET,

d) OX LT h2AR—TNELET A =TT ENEIDERIRLES, 7273 a VT
(AT NN = B G

e) [OK]ZZ7 Vw27 LT, 74V Z&BMLET, REISLTCT e 220K LET,

[SCCP (Skinny) Inspect Map] ¥4 7022 Ry 7 AD[OK]| %27V v 7 LET,

INT, ZTOAVARI gy vy T HSCCPA VAR gy P—E AR O —THEHT
XAHXHITY £,
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RDBERY

< T EEHAT DDA AT g R —2RETEL LRV ELE, 77V
—ar bAY IR NI AL AR a Ly DHRTE SR L TSI,

STUN A Y ZRT &3y

RFC 5389 TEFE X431 TCV 5 Session Traversal Utilities for NAT (STUN) (%, 77 74 V3 RHE
DI, TIUHFR=RADITNVEA L ala=r—Ta U HIZWebRTC 7 747 >
MZEoTHEMAEINET, WebRTCZ 74 7 bk, £ OHA, 777 KSTUN Y ——%
FEHLTARZY v Z7IPT RLABIUOAR— F25E LET, WebRTCIZ, Interactive Connectivity
Establishment (ICE, RFC 5245) ZfiH L CZ 747 v MEOBRAHRLET, by
FAT v ME, TCPRZOMOT v ha a2+ 252 L TEETHR, @, UDP 246 H
LET,

T7ATUA—ME, << OHE, BEUDP b7 7 4 v 7 &7 0y 73578, Cisco Spark
7% &0 WebRTC AR A 78 T TE RNV ENHY £9, STUN A AT v 3 T,
STUN = RiRA > MO E R —/L A3 B2, STUN & ICES DA 7T A 7 2 A8
AaEnEd, Zhick v, Wl CERT = v 7 PERIGE SNSRI 747 FOB\BEN
HRENFET, 20D, ZNoDT TV r—a e F—TNMITHDITT 7R L—
LTH LWAR— R 2B BER R £,

FIFNIDA L ANRT a7 T ATSTUNA U ART Vg A X —T)WZd 5 &, STUN
N7 7 4w Z7IZBBLTCTCP/UDP R— k3478 NEER SN ET, ZDA L AT g i, IPv4
7 KL &L TCP/UDP D XLZ ¥R R— T LET,

STUN A > A7 3 5 ZIE NAT BT 20 S0 DfIERH Y £, WebRTC ~F 7 ¢ v
JIZOWTIER, AHX T 1 v 7 NAT/PAT44 3R — h &£ 9, Cisco Spark (F &' > v —/L &
L LRWDT, Spark [ZIBMD X A 7D NAT 2V R — FT&xET, /2, FA4FIv7
NAT/PAT % &1 NAT/PAT64 % Cisco Spark T 5 L T&a £,

EUR— AN END L&, STUNA VAR Vg i 7 =2 — VA== —RL T T AH
F—RTHR—FENFET, 2FL, b2 a DT/ — FEITERSEE A,
STUN R DZAEHIZ /7 — RIZEFENFHA L, D/ — R STUNISE 23215 L7128A . STUN
ISEIE Re y S ENET,

B

GE)

STUN A VAT g O, BREISEEZRAET DO T o7 v a v IDMERHS
FT, TR T EMFHLTERO Ky 72 NI 7V a—T 0 V7T 55/1E. VAT LN
TRy ZHADOID O (=0T 4 7R A) ZERT H728, peap THRRIND ID & [E#HE
SN2 LIZHEE L TLEE N,

STUN A > AT v a DA F—T WULOFEMIC W, 77V r—rar bA4¥ 7 b
) A VART a VDORE SR LTLEEN,
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restogorarqrvacsvarorE [

BEEEETAOTORIILA VARG I UDER

HEES J)y—= BERETEHR
SIP. SCCP. 3L NTLS a2 X TdD IPv6 |9.3(1) SIP, SCCP, BXTLS a3 (SIP £7-1% SCCP %
DY R— Tk ) ZHEALTHWDEE, IPV6 N T 7 4 v 7 BT
XHLIITFEL,
THE SN~ ASDM HE@iLdh v A,
SIP COEMEMEET — B A, NAT66. CUCM |9.3(2) SIP A VAT ¥ a3 V EHEMRGEY — B A Y — "% 3%
10.5. BLOET /L8831 BEFEDOH R — K, ETED LI FE LT, NAT66 bEHTE £,
SIP £ > A7 3 3 X CUCM 10.5 TF A M FHR T,
SIPA > AT g v R v—~ v FIGEBFE — &
A =R R— FEMEE LT,
D a7 ZHEH L7- ASA TO SIP A > A |9.4(1) B D a7 T ASA AT 5 SIP /Y ST
R g ORT F—< 2 ANM L, NEBEET IHEDSIPA VAR g vV RN T F—<
VAN ELE L, 27F L. TLS, EE. £721L IME
Tax EHHT RS, N7 r—~ ADM EITRS
NEH A,
25 X7~ ASDM EfILdH » 5 A
ASAZ FAE Y T TOSIPA AT 27 (9.4(1) ASA Y T AHZTSIPA VAT g VERETE E1,

DY HR— b

7 v —ix, EEO2=y NTERTEETN (2—
RARZo v 70ly) | 2017 —4% 7a—FRT
=y MIFET HRERH Y 7, TLS V' 7 ¥ VR E
IV AR—FSHTWEREA,

EERINEEITZH Y £H A,

a7 1 ¥ U LOUC-IME 7' 1 3 2T
HSIPA LV ARY v a yOFR— R HIERE
nE L7,

9.4(1)

SIP f VAT v a v ZRETHEE. B 7u%/it
mucmm7m#/iﬁﬁféﬁ<ﬁbi¢ ek =
NI NT 7 4 v 7 ZRETHITE, TLS 7 ax v & [
LET,

[Select SIP Inspect Map service policy] 4 7 & 77K v 7 A
7> & [Phone Proxy] & [UC-IME Proxy] 23HIBR SV E L7z,

H.460.18 A I B4~ 5 H.225 SETUP £ v
Y — T DOHINCEE T D H255 FACILITY * v
=Tk AHI23 A AR g DY
Al N

9.6(1)

H.225 FACILITY A vt —378 H225 SETUP # v & —
DOHNZERET S (Zhik, =2 KR4 > F2YH.460.18 |
WL D GAICRETDHENRH Y £3) Z L&
HEIICHIB A VAT ay R v— <y T aik
ETEXHLHITD EL,

H323 A VAT g R v—~ 7O [Call Attributes]
BN T a rnBMEnE L,

BEEETADTO baLnA RV ay
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HRER 1)1)—= RETRER

Session Traversal Utilities for NAT (STUN) - |9.6(2) Cisco Spark % & #¢ WebRTC 77"V /77— 2 > STUN

VAN g v N7 747 ERETEHIIICRVE L, A AN
JaryTiE, VE—V b7 4w JITERY VR —
VIRBRE T
[Add/Edit Service Policy] %A 7 & 77~ v 77 ZA® [Rule
Actions] > [Protocol Inspection] % 72472 a V8BNS
nE L~

TLS 7' 2%+ C? TLSv1.2 & Cisco Unified |9.7(1) KEB{LSIP D TLS 7’ 12 % > COD TLSv1.2, 721 Cisco

Communications Manager 10.5.2 O 7" — K, Unified Communications Manager 10.5.2 T@® SCCP A > A
X7 a v EEHTELEOICRYELL, TLST 12X
TE. dlient cipher-suite 2~ FO—#E L TBEMEH
72 TLSVI2 K55 A A — b &Y AR — M LET,
EHEINTZEEIZH D EH A

SCCP (Skinny) A > A7 v = > Clid, TLS|9.13(1) tlsproxy % —7 — K, 35 X UV SCCP/Skinny 5 5{kA > A

TaxUnEIEIRE Lz, X7 varyOYR—MIEEENELE, ZOF—U—
RIZ4#% DY U — A Tinspect skinny =2~ > K25 B
SNDTETT,

SCCP (Skinny) - > A7 v 3 Ci&, TLS|9.14(1) tlsproxy % —7 — K, 3 X O'SCCP/Skinny 5 5-{bA > A

Tax O R — IR ELE, Ry varOYR— MIHBREE L,

F T4V RDSIPA AT g R Y —9.16(1) SIP A Y AT v ar3hbd b7 7 4w 7 T, BIUE,

~vx, FESIP T 74 v B Ry L
F9,

TV NTIEHESIP T T4 v IR Ry ENE
T, VARIODOT 7 4 b TliL, SIP DA AT 2 g Uxf
BR—RNTIESIP F T 7 4 v 7 BFR SN TWE LT,

T 74N D SIPARY —~» TRER I, no
traffic-non-sip =~ > R2NBIMSHE Lz,

P EFLETAOTORANDA VARG Y3y



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



	音声とビデオのプロトコルのインスペクション
	CTIQBE インスペクション
	CTIQBE インスペクションの制限事項

	H.323 インスペクション
	H.323 インスペクションの概要
	H.323 の動作
	H.245 メッセージでの H.239 サポート
	H.323 インスペクションの制限事項
	H.323 インスペクション ポリシー マップの設定

	MGCP インスペクション
	MGCP インスペクションの概要
	MGCP インスペクション ポリシー マップの設定

	RTSP インスペクション
	RTSP インスペクションの概要
	RealPlayer 設定要件
	RSTP インスペクションの制限事項
	RTSP インスペクション ポリシー マップの設定

	SIP インスペクション
	SIP インスペクションの概要
	SIP インスペクションの制限事項
	デフォルトの SIP インスペクション
	SIP インスペクション ポリシー マップの設定

	Skinny（SCCP）インスペクション
	SCCP インスペクションの概要
	Cisco IP Phone のサポート
	SCCP インスペクションの制限事項
	デフォルトの SCCP インスペクション
	Skinny（SCCP）インスペクション ポリシー マップの設定

	STUN インスペクション
	音声とビデオのプロトコル インスペクションの履歴


