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LHTEFET, LAEMENREINTWOARWES, ASA L, Y—AIP 7 KL A RADIUS
Ay —VEBBEETEILIREINTZIPT FLATHDIEWHI Z LT ETF v 7 LET,

B

GE)

GPRS %A X—7 /WIZLTCRADIUS T H DV T 4 > T A VAR a v &EHT5E, ASA
X7 BT T 4 v T HERD STOP A vt —C 3GPP-Session-Stop-Indicator 2 F = > 7 LT,

T HHZUPDP 2T HFAMEIELSAFE L9, BARAYICIZ. ASA TIX. 7TAH 7T 4~
THEROKT A =V Na—F—t v a rBLXOBET LT XRCOBRE KT I DRI,
A v —|Z 3GPP-SGSN-Address JEMEN B ENDHMLENRH Y £F, —HOY— R X—F 1 D
GGSN (X, ZOREMEEZT 7 4V FTHEE LWEARH Y £77,

ENAIL Y FT—Y TJAFIWNA VARG I VD

e e S

DT ~hanrdA AT g AT, IROFBICTHEEHEINTWDE T A B ANNETT,

* GTP

* SCTP,
» Diameter

* M3UA

. ENALRYRT—=IDA VARG 3y
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e 12y vavnF7rt |

ETIL

SAtEUREHR

ASA AR (=TT V)

Xy VT T4V A (TT7HNFTIEART—T V)

Cisco Secure Firewall 3100

Y U7 T4 RA

Firepower 4100 XY VUT7T 94 A
Firepower 9300 vy UT T4 EA
oI+ ~_XToOET IV XX VT IA BV AIMMOET LV TIIEATEEFA, 20T han

ITRAETE FH A,

GTP A/ VARG 3 DT IAIL K

GTPA Y AT v a NET 7 4 b THEA F—T > T0WERFA, FFEL, 22—V —HF
DAVART gy TEREETICA F—TNCT D E, ROWEEITOT 74NV b~
TR ENET, vy T ERET DLEND LD, BARDENLEREEDHTT,

s T — IR ENFEH A,
o BR D KB 200 T,
o NNV DOEREIT500TT, ZHiF, PDPaT X2 L (my RBRA 2 M) OBICHY

Liﬁ‘o

cGTP =Y RARA L DX A LT T ME304TT, =2 RARA > MZIEX, GSN (GTPv0,1)
BLUSGW/PGW (GTPv2) BEENn T\,

*PDP 27T FAMDHA LT D MI3045TT, GTPV2 TlX, ZiUIXT I7- a7 F A
kN ZALT T RTT,

cBLRDZA LT U ME 14 TT,
TV T A LT T MNE305TT,

« RV T DEA LT T ME T,
s T3ISEH A LT 7 ME 20 T,

« RBAZR A v —VIDAFFA] &N E T, matchmessageviiv2idrange =~ R&FRE L T,

FR— R ERNTOARN Iy RSN TRV K Fey 7 LY, 8 2o
FEL7Z0 TEFET, RERDOA v E—VRVAT ATHR— FENTWRWNGTP U U —
ATERINIEZA v E—VIIAHE RSN E T,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |
B = rrxvbo—s 102103 0mE

ENAILRYRT—D A VART I VDETE

ENRA N Fy NT—T THERAINA T haldA v AT a 3T 74V N THRIZR >
TWERHA, TSNV Ry FT—7 2V R—FT5120%, FNOERETIHLNERHY £9°,

FIE

ATFYT1 (EE) GTPA v A7 v ary R — <oy 7ORE (12—) |
ATFvFT2 (AT =ay) SCTPA VAT vary R v— <y TORE (175—) ,
ATw T3 (X7 ar) Diameter f VA7 gy R — vy FOHFE (18 2—) |
VT MU =7 TEELEYR— F SN TOWRWEMEEST (AVP) T7 4 V& U 732555

IZ. Diameter f V' A7 g R — <o P THEHATEIH AL AL AVP ZER CE£4, B
A 4 2 Diameter BVEERT (AVP) OERR (21 =) BB LT 70,

ATy T4 ((EE) K5t SN 7z Diameter TCP/TLS b7 7 ¢ v 7 A9 28541, ROBIIZHE-> T,
VB2 TLS e X 2 E LET, Kok &7z Diameter & v 23 VOfA (23 ~—)

ATy TE (FEE) MUAA AT v ary R v— <y 7OHRE (31 24—=)

ATYT6 TENRNANL Ry NT—T ALV AXT gD —ERA R —DOFE (342—2)

ATy F1 (AT ay) RADIUSTAT LT A>T A VAT a v ORE (36 3—)
RADIUS 7D T 4 7 AV ART va i, mREEGSREEN SH#E L £,

GTP A VARG a3 RYS— Ty TOHRTE
GIP FT7 7 4 v 7 CTIBIDNRTG A—F—5FITTHEICT 74V b = T R=— Xl S
VAT, GTP ~ v P2 ERk L. REL £,
1R BHHEIIZ

—MDONT T 4 IVREF T T a rTIE, BEOLDICERERZHEALET, b7
=7 D1 OEFEHATIHEAT. ROICERZRELIFZEREHDO I A v 7 HERLE
ﬁqo

FIig
AT w1 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [GTP] &R L £,

ATv7T2 RKOWTINEFITLET,
c[Add] 27 VU v 7 LT, HiLnwsy 72BNl ET,

. ENALRYRT—=IDA VARG 3y
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cNEERRTDHYy T HERLET, v 7 ZHmET HITIL, [Customize] 7 U v 27 LE
T, ZTOBROFIRTIE, ~v T E2DAZA XELITEMNTEHDL LET,

ATV T3 HlL~yTORAE, 4R K40 LT EEAEANLET, v v T ERET D &1L,
B TEDDOITMADOHRTT,

ATv 74 [GTPInspectMap] # A 7 1 77K v 77 A®D [Security Level] = —"C, ~ v 7 OIEDRE % e
Li‘é—c

Ea—3~y 7N T 74V MEZEH L TWD D0, EETIHAZ~A XL TWDLO0ERL
FT, REZSDICHAZ YA XTHUENHLH5E1E, [Details] 27 U v 27 L, FIAZHET
iﬁqo

O

B> b [IMSI Prefix Filtering] /R % 1%, ZOFIEDOHETHHINDLIMSI VT 4 v T A T 4 LK
Vo7 %RETHYa— Ry hTT,

AT 75  [Permit Parameters] ¥ 7% 7 U v 7 L THERA T v a v EHELET,

* [Permit Response] : ASA 73 GTP A V' AT 3 a » BFITT DA, 7 7 4/L hTASA
L. GTP ERCTHE I TV GSN £721X PGW 6D GTP &% Fu v 7 LET,
iU, GSN/PGW = RARA > RO S — i Ca— RRZ v 7 % LT, GPRS
DHREAT—=FEVT 4 mdTWND EEITBELET,

GSN/PGW 7'—V > 7R EL, v— K T TV R— 95722, GSN/PGW
TV RRAS U FERETA2AY NIV —0 AT V=20 N I NV—T%EE L, Z11%E [From
Object Group| & L CTEIRL E3, [RERIZ, SGSN/SGW D7Dl Hry NU—27 TV x
7~ FVv—T7%{ER L, [ToObject Group) & L TEHRL £7, & E1T 5 GSN/PGW
28 GTP ERDEEYE GSN/PGW ERILA TV 27 b ZA—FIZBLTEY, ISELTWY
% GSN/PGW 12 L D GTP IGEDEERFTFAI SN TWDEDA TV =27 b 7 —T T
SGSN/SGW 2% 5412, ASA TIANTF I SN E 7,

Xy NT—7 ATV b IA—TFF, = RRA LV FERARN T RLRAELIFZ R
RA LV NEEZLY TRy FhOERITEET,

[T5—0DFFA (PermitErrors) | : 5072 GTP X7 v MBI FIETHfT S5 & Fa vy
TENDNNTy NEHATLNEIMRELET, X7y ME, RV v—~ v T TEHRL
T varilE ST ey 7 TEET,

ATv 76 [General Parameters] ¥ 7% 7 U w7 L, LB RA T aERELET,

* [Maximum Number of Requests] : J&EFFH TH = —ITHMH S 115 GTP ZR O K%
LET,

E

Re

* [Maximum Number of Tunnels] : #F R &I DT 7 7 4 772 GTP h U RNV O KE AR E L
¥4, 2. PDP2 T HF XA MELIFZZ Y RRA Y FOBICTHY LET, T 741 M
500 T, HrLWERIZ N O RVORREIZETLE Rry XS NET,

AR E AN Z SV PEVE |
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B oroxrsoasgkys—<viome

ATvT17

ATvT8

* [Enforce Timeout] : IRDENEDT A RV Z A LT DU NEFATTLHMEIPHELET, ¥
A 57 7 b hh: mm: ss BT,

s [Endpoint] : GTP = KARA > FDHIBREND ETOIET 77 4 TR ORKIETT,

* [PDP-Context] : GTP £ v 2 > ® PDP 27T X A M & HIBRTHETCOIRT 7747
R O KA CT, GTPV2 TlE, ZAUIRT 7— a2 T F A LT,

*[Request] : U7/ A RBY 7 AN Fa—nDOHIBRENDETOIET 77 4 THEH O
BKMETYT, Fay 7 IREERAORBEOIGED Ruy 7 SnETd,

* [Signaling] : GTP > 77V V' VBHIRS D £ TOI T 77 4 TR O KETT,
* [T3-Response timeout] : #fE 4 HIFRT 5 F TO, ICERF DM O R KIE T,
* [Tunnel] : GTP b > R SN D ETOIET 77 4 TR DR KA T,

MBS U C[IMSI Prefix Filtering] # 7% 27 Vw7 LT, IMSIZ V7 4w I A T4V Z YT
ERELET,
T 74/ FTIE. GTP A Y AT va dk, AREASAA NV bY a—F (MCC) &EN
AN Fy hU—7 a—F (MNC) OlAaEb¥asF =7 LEHA, IMSI LT 4 w7 A
TANEY T HFBETDHE, ZE37 >y PO IMSI O MCC & MNC 23, #&7E & 7= MCC &
MNC OfiAGhd &S E 3, KIZ, Drop A7 a3 VIZESWTROWT DT 7
vaUNFEITINET,
« Dropnotselected (77 4/ ~) : EOMAGORICHL —ELRWGA, NFry MIkry
TENET,

*Drop selected : V72 < &b 1 DOMAEDEIL—ET D56, Ny MIfnyFahE
j_o

ENAN T MY 3= RSO IHTOEFET, IMEIZ2HOEOT L7 4 v 7 A& L
TONBMENET, EXAMNV Xy hU—7 a— N2 T3 K0T T,

PPl £ e v 75T TOMCC & MNC OMAGHLEEZBIMLET, 774/ kTl
ASA X MNC & MCC DfAFDEDNAENTHLNE I NET =y 7 LW, RE LM
HEDENENTHDLNE D DEMRTH2LENH Y 9, MCCELUMNC 22— ROFEMIC
DWW T, ITUE.212 #)% [ldentification Plan for Land Mobile Sations] #Z& B L TL 72 &V,

[Inspections] ¥ 7% 7 Vw7 L, hT77 4 v 7 ODRHEICESNTEET HRHFEDA L ART Vg
YEERLET,
a) WOVWTNILEFEITLET,

*[Add] 27U v 27 LT, FLWEEZEBINLET,

 EFEOEEAZBRINL, [Edit) 22 Y v 7 LE T,
b) FEHEO—FHX AL LT, Match] (b7 7 4 v 73 HEL KT IHIXLERH D) Fi2iT

[NoMatch] (N7 7 4 v 7 I 3FEREL R MERNH D) ZRIRLET, KRIZ, KELZRE
LET,

. ENALRYRT—=IDA VARG 3y
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* [Access Point Name] : f6& LIZ EREBR ELIXERRI S F AT 72X KA M
=% LET, 774N TR ARRT 7 EARA  MERFOTRITOA v E—
VA I, EOARITHIHFAISNET,

e [Message ID] : 1 ~255 DA v — IDIC—HLET, | DOMEE-ITME O %25
ETEET, Av&—T2 GTPvl AT A (GTPVO 2 &T) . GTPV2 [AF &R ET
DRENHY ET, T 7 AN BFTHEH, TX_XTCOADBRA -V IDRFIIEINET,

* [Message Length] : UDP <A v — ROR S8, & LIofi/IMA & & RIEORIZH D A
=Vl —HLET,

* [Version] : 0 ~ 255 @ GTP N"—¥ 3 AC—FH L E T, | DOE £ 72 ITEOHIPH 2 45 7E
TEET, 774/ T, TTOGTP N—V g URNFFR SN E T,

« [MSISDN] : PDP = 7 F X MERER, & v g UEREER, BLORT 7 —&R"
JWEDA v B—VNDENRAL )L AT — g VEEY T R T A NEEES (MSISDN)
DOIEREFRZIBE LI IEHRBLEIILEHRKRELY 7 A LA L ET, EHRBLTIE,
7€ MSISDN ¥ 72 (3 MSISDN D #if#l & Fe 4] D x HTIZFE-DW Tk ¢ & £, MSISDN
7 4 HE Y X GTPvI BEXUYGTPV2 DA THAR— &N TWET,

* [Selection Mode] : PDP =1 > 7 % X MEKERNORIE — FOFRER LS L E

T, BIRE—FTIE, AvE—ICT7 78 ARA 2 b4 (APN) ORETEEELE
TN, WOWT NS FF, BRE—RK 7 40L&V > 71E, GTPvI B X O'GTPv2
DHTHHR—FINTWVET,

o0 MR H+o APNITENRA N AT —2 g F-idxy hU—2ICk>THRES
NTEY, 727V P a U BRI NTWET,

el ENRNAINAT— g, APNIZTERS NV AT —2 g ko THRESNTE
D, 727 V)7L g VITHEERINTWERY A,

2:Fy FU—Z7, APNIZX Y NU—Z ko THREENTRBY, Y727 U7
Va FHERISNTWER A,

<3 TS CREA)

) AvE—YIDO—HKZIX, Ry hERay T TL003y MO L— NIRR A5
HZDDONTNNERIRLFE T, LOTRCTO—HEDOT 7 v avif, "y hERKayrL
FI, TRTOBIH L TaF U T a2 X—TMITH0E I MRINTE ET,

d) [OK]ZZ7 U7 LT, £ AT arzBLET, LEISLTTrERA %@L
e

ATw 79 [Anti-Replay Protection] ¥ 7% 27 U w7 L, ToF VT A A7 vavaRELET,

» [Enable Data Packet Replay Window] : GTP-U A v & —YDATGA T 47 U 4 v RU LR
ELT, TVF VT VLA ZBINTENEIDERELET, ATA4T 47 U4 Ky
DY A RFA =0 THY, 128, 256, 512, F721H102412720 £3, AR/ A >
T URERENDE, U4V RTIEH LW — AR FIIBITLET, —Ar 2%
FIX0~65535 DHEHTHY, ANMEIZETHET vV TEINET, £2. I biT
PDPa VT FARTELIC—ETY, Avkt—Vid, V=TV ABENT 4 RUNTHR

AR E AN Z SV PEVE |
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B oroxrsoasgkys—<viome

EEERRENET, T T VT VAL Ny A—RGIPT —H "7y Xy 7T %
L. Tz ) LA T SICRETDIAREMER D2 Yy a2 "M Y% v 7= DoS
WL S OITHELHET,

AT 710 [User-Spoofingl| ¥ 7457 U L, TVFATS =T 4T FTva BB ELET,

* [GTP Header Check] : GTP 7 — %4 /37 > hOWE~A v — REMR L, FEIP~y ¥ —05H
DGEEEDNRry Ne Ra vy TS0, TUoFARAS—7 4 0 T RFEETHITIT,
ZOF T arEBRRTDILENHD T,

[Anti-Spoofing] : N~ A B — RDIP~y X —HNDENA )L 2—F—IPT KL AR, Ty
a MNERIGNE R ED GTP HlEI A v — B0 B THNTWDHIP T RLAE—HKT 5
MEIIPERERL, IPT RLAR—HLRWGHEITZDOA v =% Ry 735089
7 GTP-CZBUTEID U THELOTIEARWIIDIP 7 RLRAEMEH L T Ny h—2R50
BETHD LIS RT—=T7 4 07) ARERHY £3, T F AT =T 10 713,
SN TWAD GTP-U T FLARNFEFRIC GTP-C #H L CEV LY TEEDOTHELEINE D
NEMERLET, ZOMIETIL, IPv4, IPv6, LV IPv4v6 PDN ¥ A 73— K &4
E3 N

EA WA DHCP ZfEH L CZ D7 RLAZRGT 554, GTPv2 TOxT Y Ra—
P—DIP 7 KL 2% 0.0.0.0 (IPv4) F7-1% prefix:0 (IPv6) (2720 £4, TDOHFE, VA
T LEINE Ay TR LTERPIOIP 7T RLAZEH L T2y Raa—%—IP 7 RL A
EREHLET, ROF—T—RFRZHEH LT, DHCP THAF L7277 KL ADT 7 4 /L s OHE)
EEEETEET,
« GTPV2-DHCP-ByPass : 7 KL% 0.0.0.0 £ 7= (% prefix:0 Z H#H L £ A, ZTORDY
I, T2 Fa—HF—DIP 7 KL A2 0.0.0.0 £ 721 prefix:0 DA 1337 v b &2 7Fa]
LET, IP7 RLAOEIRIZDHCP 235 &, ZoA T v a v idZ 7y FAT—
T4 T Tz I BN RALET,

« GTPV2-DHCP-DROP : 7 F 12 0.0.0.0 %7213 prefix:0 Z HH L A, TDORDY
2, = F2—H#—D P 7 KL A3 0.0.0.0 £721% prefix:0 DAL T X TONRT »
Fekay P LESd, 204 F T a g, IPT KL ZADOEMSIZDHCP 2 4 % 21—
PeDT 7B AZHEET,

ATY TN [Location-Logging] # 747 Vv L, nirr—yar X/ A 7vaafkELET,

* [LocationLogging] : &/ A /WK DGET DR E 288 272012, YT 27 T A O
AU ZI\CRERT 2 E I D ERELE T, BITOALEZBIT 5L, RERR—I 75
KREFHT 2DIENL B E T, BTor 7 2G5 L, A7 Ll International Mobile
Subscriber Identity (IMSI) Z &2 LWy (X v E—7324010) BT E/idER SN (A
T —30324011) BTFD syslog A v —Y & AR L £,

=P —NBERE SN TSR Ze— UL ID (CGI) F£721% E-UTRAN ©/L 71—
ZOVEERIF (ECGI) Zr 2 X vt— & 58415, [Cdl-ID] A7 a v 2 RIRL E
j—O

AT w712 [GTPInspect Map] ¥ A 7 /Ry 7 AD[OK] %27 U v7 LET,

. ENALRYRT—=IDA VARG 3y
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SCTP A v2xs a3y Ky v—vyT0EE [

INT, GTPA VA v a DY —EARY v —T, f VAR ary vy T REHTE
\iﬁqo

RDEZRY

< TEFERTEEODOL AR g R —ERETEL LRV E L, AL
Iy hT—=0 LAV ART g DY —ERR)—DORE (B4X—) B L TS

Wy,

SCTP A VARG 3RO —TY TDEHRTE

L— MR EDT 7V r—ya VEADAf n— K7 r ha,LID (PPID) (233 T SCTP
N7 4o 7IRBET 7 arrmfd 5, Y—EARY) O —THEHAEZNSSCTPA > A
R_7var RN v— <7 BERLET,

B

GE)

PPID 37— D= E£ 0 OFIcH Y, BED 7y MIEEKOT—% Fx o7 £7213 1 oD
T v > 7 RO EMTEET, Ny M1 OOHIETF ¥ o 7 E3EEOT —% F
VINEENTVWHEES, BlvSToN-T7varBniuey 7SR ThH 7y MIRkey 7
SNFEHFA, & xiE, PPID26 % K2y 7 FT 5 SCTP A VAR gy R — vy ThHR
ETDHE, PPID26 7 —H F % 71X, Diameter PPID 7 — % F v > 7 ZFpo7 v MIHES

FIE

ATvT1
ATy T2

ATvT3

ATy T4

S, Oy MIFey7EanEHEA,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCTP] %z &R L £,
WONWTNDEFEITLET,

c[Add] %7 UV v 7 LT, HriLvwy 7 ZEMLET,

cwy FEBEBNLCEdt) 27V v 7 LET,
L~y 7OgE, 40l (kK40 XF) EHAEZADNLET, vy 7E2mET D L &1L,
BETEHDOEMHADHTT,

SCTP 5—# Fx 7 DOPPIDIZFESNWC, P T 7 4 v 7% Kuy, L— MR, £2iinm
ek L E T,

a) KOWTNEEITLET,
c[Add] %7 UV v 27 LT, HLWEEZBMLET,
HEFORELATIRL, [Bdit) 227V v 7 LET,

AR E AN Z SV PEVE |
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B oviemeter 1o zxRxH a0 KL — <y ToRE

ATy TH

b) HEMEDO—EH A 7L LT, [Match] (77 4 v ZIZPPID & —ETHMENH D) £720%
[NoMatch] (FZ7 7 4 v ZIZPPID & RRDHZVENRH D) ZBIRL 7,

72 & %1%, Diameter PPID T [No Match] % 384R L 72455 1%, Diameter % % < 97XT® PPID
NI TR TIDBERAINET,

¢) [Minimum Payload PID] &R L, f£E T, MG T 5 [Maximum Payload PID] 28R L £ 9,
AHTE 2133 (0 ~4294967295) TPPID # AJ) CEE 9, PPIDD Y X FinHEIRT 5

Wik, 74—V RTLIRZ %227V v 7 LET, AEOPPID #84R L7-546. B
& 1X PPID O#PHICHEH S E T,

SCTP PPID ®IIED U A ~iZ
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CTHErd

TEET,

d) —EHT27y e ey (LTrZIZER) 750 20T om0 £i3r—
MHIFR (et P (kbps) HAL) T 50 ZEIRL 7,

e) [OK]ZZ7 Vw7 LT, A VAT arEBMLET, REILLTT e A2 KL
£

[SCTP Inspect Map] A 7 RV Ry 7 AD[OK]| %27 Vv LET,

T, SCTP A VAT gy —bE AR —TA VAT vary vy T EHEHATES
L 2lThn F9,

=

RDEZRY

v T EHERT OO AR a R = ERETEBHEITDELE, AL
I hT—=0 f VAR a DY —E AR —DOFRE (B43—) Z2BRLTLKEE
Uy,

Diameter f VAR L a3V RYS— Iy TDHRTE

S F &7 Diameter 7’11 NI )VERTT 4 VZ ) 757289 Diameter A AT g Vv
RV — <=y FHERTEET, ZO%, EH2 BRI Ne Yy 7E2Te ZICiiekc&E
7,

Diameter A v & — 74 V2 ) U T HRETDHICIE, b0 b AV EFEITRFC B LW
BN ARCER SN TNDHDOT, IO DHERIZOWVWTH LW EZFF> TWDAUNERSH D F
T, 7= & Z2iX. IETFIZiX, http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml {2
IRTBEREHRT TV r—vay, avwr Fa— K BXOBEMHESTOY R MRH D 7535,
Diameter { > A7 2 g »TlEY A RSN TVWDHTRTOHEHEZVR— L TWETA, il
HARIZ DUV TIEL, 3GPP Web 1 A ZHL T 7Z& W,

F 7 a2 LT, Diameter f VA7 gy 75 & < FaHERK L. Diameter £ o A7
arYDAyE—V T ANE ) THEEFEFRTEET, DA T a L LTI, Diameter
AVART gy R o=y TIT4NE Y T EEREEERTHAIE L TEET, 7

. ENALRYRT—=IDA VARG 3y
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| EXqLrybo—oDA02R Y3y
Diameter f VAR 23V K — Ty TOHRE .

TAYTEERT D LA VAT v ay vy T TTANE Y U MR EEERT D
ZEDEWE, 7 TA Yy I TR REREELERTE, 77 A vy THHAIATE S
EVIETT, ZOFIETIEA VAT v ay v~ v TIOWTHALETN, 7I7A <y
TEH &IN5 —EHEHET, [Inspection] ¥ 7T A2 FIETHHAINTHE LD EFE L TT,
[Configuration] > [Firewall] > [Objects] > [Class Maps] > [Diameter] Z 3R 50>, FoidA
ARy gy vy SORTEHEFIIENRTDH I E12L > T, Diameter 7 7 A ~ v FHRETEF
7

Q

Evk UTTATAFIEIZNZ T, y—ERRY —DERPICA LV ART gy vy THHRE
TEET, v~ v TORNFIL, ERFIEICEFZRZR LR T TT,

1R BHIIZ

—E DT T 4 v IBREAT T a TR, BEDOTEOICERFRAEA LES, b7
=7 D1 OEFEHTLIHAIR. RUICEREHELIZEREHRDO I I X ~ v 7P 2B LE
7,

FIRr

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter] Z &R L £9°,
ATY T2 ROWTNNEFATLET,

c[Add] %7 UV » 27 LT, Ly 7 ZEBMLET,

vy TERIRLUC[EAi| 27V v 7958, TONRERRTEET,

ATV T3 HlLn~y TOEAE, 4R (K40 F) EHHZANLET, v~ v 7 E2RET D & &1L,
BETEDLOITHHADOHRTY,

ATY T8 [INSA—=4 (Parameters) | ¥ 7 %7 U w7 L, Bt 7T aZ@&RLET, VAR— bkt
LBHD Diameter BEEZGie A v —T %0 JIC5EETH00 8 5D,

* [Unsupported Parameters] : 73— %54t D Diameter R A Fie A v — V% 1 7508k
THE DD, ViR — M54 [Application ID], [Command Code], & 7214 [Attribute Value
Pair] DEF A 0 JICisk CE £,

» [Strict Diameter Validation Parameters] : RFC 6733 ~®D ik 72 Diameter 7' 12 b 22 /L DO HEHL A
BHIMZLET, T 741 FTlE, A AT g 2k - T, Diameter ® 7 L — LM RFC
CHERLL TV A Z e 3R EnE T, By va vl#A v —VORIEB L OAT— b~
T DOBREAZBINTE £9,

AT w5 [Inspections] ¥ 7% 27 Vw7 L, 8774 v 7 ORHEIZESNTIET HREDA VAT g
CEEELET,

Diameter 7 7 A < v FZIHASNWT, FHREFA VAT var vV T BEEERETHZ
LickoT, ERITFOMITT, NI T4 v O—EHEHELERTEXET,

AR E AN Z SV PEVE |
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B oviemeter 1o zxRxH a0 KL — <y ToRE

RONTNNEFATLET,
c[Add] Z 7 U » 7 LT, FILWEHEZBMLET,
WA OREELZRINL, [Edi) 227V v 7 LET,
[Single Match] ZJ84R L CHREZ ELEEFRK T 20>, 7213 [Multiple Match] 2 38R L TH:HE
% EFeT 5 Diameter 7 7 A < v S EEIR L F T,
HUELR Z I CERLEGAIE, BEO—HX 4 7L LT [Match] (K77 ¢ v 7 | 3HUEL

—HTHMENRDH D) F7iX[NoMatch] (T 7 4 v 73R MEL B DZMERNDH D) &R
WLUEF, &kiT, BEZLUTOLIITHRELET,

* [Application ID] : Diameter 7 7" U 77— 2 > O ETE 7213E S (0 ~ 4294967295) %
ADLET, BAETHEGEE DM EINTT 7V r—ra VoO®EER S H551F, 2
FHOIDAZZDHLIENTEET, 77V r—a VOARTEITE SN A%
ERTE, F1IDBLOE2ID OMOTRCOEFSFIZHEHA SN ET,

INGOT IV r—a VITIANA BRI NE T, ROaT 770 r—a R
A= RFENFETH, OT TV r—va b7 4 VABETEET,

« 3gpp-rx-ts29214  (16777236)
« 3gpp-sba  (16777251)
« 3gpp-s9 (16777267)

< common-message (0) , (&4 Diameter 7' 2 | =1 /1)

[Command Code] : Diameter 2~ > R 22— ROLFTE721XEF S (0~ 4294967295) % A
HLET, BETHHEGER SN EINZa~r N a— RoRBEND 51T, 2&H
Da—REEHHZENTEET, a2~ Fa— NOLRTE - ITESHNCHM 2 EF%
TE, HF1a—FBIOE 22— FOROTXRTOFFITHEAINET,

7= & 21X, Capability Exchange Request/Answer =~ > K 22— K CER/CEA Z & T 5 IZ
I%. cer-cea & ASJLET,

[Attribute Value Pair] : JEPEDO AT L D AVP, AVP O#iH, F7-idBHEOEIZHESL
AVP %4 T& £9°, [AVP Begin Value] DI5A 1%, B A ¥ L AVP D4, F72iX
RFC %7213 3GPP HAfrfIARIC B FE I N TN T, Y7 b= 7 THEYR— ST
LHDODOLRIEFRETEET, VA IPLERTHIIE, 74—V RTLIRF %
70 w7 LET,

AVP OFHAZRAT HHE1E. BB DML D [AVP End Value] 24657 L £77, fHIZ
L oTAVP ZBETHEAIE. 2B HDa— F2EETEEEA,

473 a2 @ [Vendor ID] % 0 ~ 4294967295 O#iPH CIHETHZ L T, BAEEZEBIC
WOiATeZ ENTEET, =& 21, 3GPP X ¥ —ID 1% 10415, IETF i% 0,

AVP DF —H XA THRYPHR—FENTWEEEICOH, EOREEZRETEET,
Tl ZIE T RVAT—H XA TR DHAVPDIP T KL ALZIRETE £, AVP
DY A NIE, TNENDOT—F XA THRERENET, FOLIITEERET D0
X, AVP DT — 4 X A4 Sl -> TR £,

. ENALRYRT—=IDA VARG 3y
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ATvT6

$ 2% L Diameter BEE~7 (AP) fer: [

» [Diameter Identity], [Diameter URI], [Octet String] : 25 DT — 4 X A T = RE
TAHINTERERFLIIERKIADO I TAFT V27 M EERIRLET,

« [Address] : FRAT 5 IPv4 £72131Pv6 7 FLAZFRE L £7, =& 2L,
10.100.10.10 % 721% 2001:DB8::0DB8:800:200C:417A,

o [Time] : BRAGAREL K T HEFZFBELET, W2 ETINENDHY £7, KF
M 24 BERIE A CHREL £,

* [Numeric] : HHOHPHZIEE L ET, ANeEFEZFORMMBIX, 77— XA F12ko
TRV ET,

* Integer32 : -2147483647 ~ 2147483647

* Integer64 : -9223372036854775807 ~ 9223372036854775807
* Unsigned32 : 0 ~ 4294967295

* Unsigned64 : 0 ~ 18446744073709551615

* Float32 : 8 #7D/NEUR R B

« Float64 : 16 #7f# o/ N AT

d) —EHITDHDENT T4 v IR LTETTET7vay Ry hoRey 7 #EHo Ra
7. FliFex o r) @RLE T,

e) [OK]|ZZ7 U7 LT, f AT aryzBMLET, LEISLTTeER %@L
£75

[Diameter Inspect Map] # 4 7 =7 ARy 7 AD[0K] #7 Vv 7 LET,

N T, Diameter f v AT a DY —ERARY L —T, AL AT gy vy T HHEH
TEFET,

RDZERY

v T EFEHTLEODA AR v a R U—ERBRETELH X ELE, AL
X NT—=0 L VAR g DY —E AR —0HTE (B43—) Z2BRLTLEE
Uy,

51 X 2 L\ Diameter B EEXRT (AVP) DERL

HLWBEMEST (AVP) BNEFEI., B b &, I A X A Diameter AVP % {Ef% L T,
Diameter f > AXJ v a R or—<o A IFNOLEERL, FHITHZ N TExFES, RFC
F721T AVP ZEFRT D FDMD Y — 2036 AVP DVERIC LB E R A2 B L £ 9,

B AKX N AVP L., AVPBA A Diameter f > A7 L a R o— <o FEFRIF I TA
T THERTAGAEICDOR, ERLET,

AR E AN Z SV PEVE |
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7 R4 L Diameter BIEERT (AVP) DIERL

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter AVP] % &R L £,
RTw T2 [Add] %7V v 7 LT, HLWAVP Z1ER L £,

AVP Z#iRET D L X%, MBHOAEZETCTCEET,
ATV T3 ROF T arERELET,

« [Name] : {ERR LT B 7 A4 L AVP O4RT (K32 XF) o BIEERT ORE % E%
841X, Diameter f VAT v ay R v— vy T ERIET T A vy T TIOLRTE
ZRLTLIEEN,

« [Custom Code] : 7 A& I AVP =2 — R (256 ~ 4294967295) , ¥ AT A CERFHAD a—
RERVEZ—ID DMAEDLEEATTTLHZ LITTEERA,

* [Data Type] : AVP DT —% Z A T, RONTNNPOMT AVP ZEFRTE T, HLw
AVP BRBIOBIDG AL, T DOBID T A K N AVP IIER TE EH A,

7 KLA (IPT RLADEA)

e Diameter ID

« Diameter Uniform Resource Identifier (URI)

«32 By MEEVINEUR

<64 By MREY NS

«32 By MEH

<64 By MEEL

A7 T v NFH

« I 41

«32 By hOFFE R LIS

<64 By b OFFS 7 LB
*[VendorID] : ({EE) AVP ZEF L= X —0 0~ 4294967295 D ID F ., =& 21X,
3GPP ~ & —ID I 10415, IETF (%0,

* [Description] : (fE&) AVP Ot (Fck 80 30F)

ATy T4 [OK]Z27 V7 LET,

. ENALRYRT—=IDA VARG 3y



| EML 3y rTI—0DAVRRI Y
B5{t &Ntz Diameter £ v v 3o 0BE [

=24t S 7- Diameter v 3 D DBE

Dlameter TV =2 a N TCP LT b ENT=T — 22T 25856, {1 AT T3
VNEA =TV DT ANE Y T NN ERBET LTIy NNEERT A Z LILTEE
ﬁh LR oT, ZA4NEZ Y T — a2 B L, Fh %20 méhtnmb774/
WHEHT 25681, TLS Ve XU AR ETLHMENDY £, Kokl T 7 1>
Tﬁ&@7m%:w%ﬁm¢5 X, XL METY, ZOREILSCTP/DTLS F T 7 1 v
ZITEA SR EE A,

TLS 7 NIhE L LTHELET, o7 uXxiid, I 70 v 72 bL, BEL
THHLEERZL, BROZRICEE LET, Lo T, #solMl (Diameter 3—/3—
& Diameter 7 74 7 ) X ASA ZEHTHLERH Y | ?«T@é%%ﬁzgﬁi%%%
BRAELTWAILENRH Y 9, TLS V' v X U2 ET 5121, T VXNV EE HoIC B fiE L
TEBLIMERDH Y £, ASA BRZRETA ROT VX NGEHEICETLIELZ2ZR L TLES
AR

WO, Diameter D27 T A4 7 B L O — =L ASA OB OGRS, AT 57
OOREEMEZRLET, ZOTT/LTiL, Diameter 7 71 7> MIMME (£ V7 4 <
X—VAVNZUT 4T 4) THY, = Ra—HF =TI A, V7 DOFKMODCAGE
HEX, Vo7 ORGHIOGEEDBEAIHEH SN DO TY, =& 21X, ASA7 12X TLS
H— 33— CA FEBIE(X, Diameter/TLS 7 7 A 7 ¥ NEHEOEBLALIZEH SN LD TT,

2:Diameter TLS A VAR 3>

=
=

—_—

DiameterTLS 7 7 A 7> + (MME) |2

« 7547 b IDIFEHE

« ASATLS 71 ¥ H— 13—
IDFEFAEDBEAICHFEHIND
CA FFH &=

ASA 7’'a %3 TLS —/3—
« —"— D FFIHE
e Diameter TLS 7 7 A 7 D 1D

FEHEOEA MM S D CA
AL

ASA 7a x> TLS 7 94T K

e JTGATVRID (RET 427
F7-13 LDC) EZrFE

* Diameter TLS —/3—® ID EH

EOBELIMHH S5 CAFEH
==

=

Diameter TLS H—/3— (7L 7' %
v)

o — 3N— 1D FEBAE

cASAT XU TLS 7 A4 7 b

DIDFEHEDOELITFEAEIND
CA FFHAE

AR E AN Z SV PEVE |
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B oiemeter 5572t 09— —EEERORE

5 Diameter TCP ¥—/N— (TLS A7 |— —
72— K)

Diameter f > AX7 2 a VHAD TLS 70XV 2R ETHICE, ROA T a RN £9,

« 7JLTLS 7' F% 3 : ASA B LW Diameter 7 7 A 7 > k & ASA I L O Diameter —/N—
Mo RT7 7 4 v 7 %R LET, TLS Y — 33— OEMHEBEREMILT DI121X. ROAT
varnbouET,

CARET 4w TuXT IITALT N NTAMKRA Y AL ET, ASA X,
Diameter V—/3— & OIRERFIZ, 9-XT® Diameter 7 74 7 > MIE CiEAEZ R L
9, Diameter — /=2t o> TRI TA TV MBRFEILLIICHRZDDT, 7947
Y RZEICEIMEY—ERAE RS D Z L IXTEERA, —H, ZOF S a X
LDC 5LV bl T,

cm—HNEAF Iy 7FEAE (LDC) M LET, 2047 va 275 L,
ASA T Diameter —/3— & O@[FFFZ, Diameter 7 7 A 7> b Z & IZ—E DOREAE
ZaRLET, LDCIE, ABF—& ASANDLOH LWELEZRE, ZELZs T4 7
Y MIDFEAEN DT XTOT7 4 — /L RERFFLET, ZOHETIX, Diameter —
NWN—=TIIFAT N NT T4y 7 ORI EL, 7747 2 FEFEORMEIZ I
DNTEINE —ERAZ R TE X 91Th D £,

«TLSA 71— K : ASA & Diameter 7 74 7> "D N7 7 4 v 7 Zh55{b LE3728, ASA
& Diameter VP — _X—[TZ V77X R MERi A A LET, ZOF 73 03F, T80 &
MWD NT7 7 4 v 7 DPMEESNTGFTLEEND Z L 7220 EHEE LTV A 5A12, Diameter
P—R—=NASA LRI LT — o ¥ —ICHIUXFATARIRETY, TLS A7 — N&E/HT
b5E. MEREBCLEENED DT, NI 4 —~v  A&xE ST ENTEET, Z
x, A7 a O TEHRETY, Diameter ——%, 7 IA4A T FDIPT KLAD
ZFEESNTEIE Y — e A Z A& £,

39T _RTCDA T 3 id, ASA & Diameter 7 7 A 7 2 b EIOEHEBRIC T L TR UsRE %
HALET,

B

GE) TLS 77X IITLSVIO~12%2HALET, TLSONR—V g Ve FAASL — FEaRETEE
7,

WOIETIL, Diameter £ > A7 > g VHD TLS 7 u XL 2R ET D HIEICHOWTHAL
“3‘0
Diameter 7 54 7> EDH—N\—(EHEEFZENDET

ASA %, Diameter 7 74 7> Mk LT TLS r ¥ —n_"—L UTHEREL 9, FHAEEEH
AR i AVAC AP I Nl e

* ASA DY — N —FEHFE~DEL M SNFEGER (CA) FEPE %A Diameter 7 7 1 77
MIA Y R= P T 2H8ERHY £, ZhE. 7747 PO CAGERAER M7 £72137

. ENALRYRT—=IDA VARG 3y
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FIE

ATy T

ATy T2

Diameter 7 51 7> k &£ 04— i—f=tEERozE [

FGAT v FIMERTAMOBFTNRESNNTWAEENH Y £, FEHZEOME A OZEMIC
DNWTCIE, ZI9A4AT PO RFa2 A FESRBLTLIIEEN,

CASANR T TAT v FNEEETEX B X 512, Diameter TLS 7 74 7 > F O E~DELIZ

EHA SN CAFFHEZZ A VR — M A0ERH Y £,

IROTFNATIE, Diameter 7 7 A 7 > FDOFEHEZE~DBLITHEH S L7 CATEHAEEZ A A — |k

L.

ASATLS 7 ¥ = _R—THHAT B IDIEHEE A VR — F T B HECOWTHB LE

4, IDEEAELY A L R— T A5RDVIC, ASA THCELIEAELERTXES, F/-. TLS
TaX U EERT AL INGDEREE S VR THZ L TEET,

Diameter 7 7 A 772 h OFEAE~OFLIMHEHA SN TN D CAGEHFEZ ASA F T A RARA
MZA AR —=FLET,

ZDOFEIZ X > T, ASA 78 Diameter 7 74 7 > FER{EETE £,

a)
b)

c)

d)

[Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] %
EIRLET,

[Add] %27 V> 27 L, FTARKA L FNOARTIZAT LET, =& %X, diameter-clients
mEEANLET,

AEAEZ BN L £,

AEAEE 7 7 A Vb A VAR — N5, PEMIEATHEY 1) %7, 7215 SCEP %
LTA VAR —RTEET,

[Install Certificate] %7 U v 27 LET,

SFAEZ A VAR—F L, ASA7 2L $—R_R—DIDIFAEB L RF—XTHDO N T A FRA
v REERLET,

ZDOFIAIZ X - T, Diameter 7 7 A4 72 F S ASA ZEfHTCE £,

a)
b)

<)

d)

[Configuration] > [Firewall] > [Advanced] > [Certificate Management] >[I dentity Certificates]

TERLET,

[Add]Z 27V >y 27 L, FTARMKRAL L bOAHTEZATI LET, 72& 21X, tisproxy-server-tp

mEEANNTTLETS,

[Import the identity certificate from a file] Z IR L, HE AT L —XZ AN L., 77414V
(pkes12 X)) ZBR L £7,

FX HLOIEHZEEZER TE £,
[Add Certificate] 27 V v 7 L £ 7,

AR E AN Z SV PEVE |
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. Diameter 1 VARG L a VADRETA v Y V5472 MERAEICLDTILTLS TOXF L OHRE

Diameter 1 AR O 3 VDR BT A4V I 95472 FEEBRAEIZEK BT TIS JOF
DT
Diameter —/X—3FT X TD Y T4 7 > MIX L TR CFEAEZZITAND Z LR TE D55
IZ, Diameter — R —LEBET D L XIFEHTDASAHORET 4 v 7 7547 2 MEE
ERETEET,
ZOBRETIE. ASA L7 547 M (Diameter 7 A 7 2 k& DY — R —(ZHHEMEDOHRE
(24 =) THMHAIN TS XH1T) . BELWASA & Diameter V—N—FIZF A DOIEHE
B EZHENI T AMENH Y F7. ASA & Diameter F— N—DEEEMITRD LBV T,

* Diameter Y—/3—® ID fEFAE~DOBAIZHEH SN2 CAFEAEEZ A VR — N T 20 ENRN
HDHDT, ASAE, TLS N Ry =A ZHIZH— =D ID FEAEEZRFIETE 7,

e Diameter ' — N—HEHE L TWA Y T A4 72 FEFAEZ A VAR — T ALERH Y 97,
Diameter " — N—N £ 7FFHEZEE L TWARWEAIT., TOZEL IR S5 CA EH

ERA— SO VE— F LET, BSOSV T, Diameter — 13— K¥ 2 A > k%
ZRLTLIIZIN,

FIE

AT w71 [Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Z3&R L £,
ATvT2 [Add] &2 ) w7 LET,
AT9 T3 TLS 7 uXx 4 %2BELET (=& 2L diameter-tisstatic-proxy) . [Next]z2 U v 27 LET,
AT T4 Diameter 7 7 A T > b EDOY—N—FHEFROHRE (24 X—) TEML TLS H—/3—
77X IDFEAEEZBINLET, [Next) 27 Vv 7 LET,
F72ID FEHEZER L CaiduiX, [Manage]l 27 U » 7 L CGEIMTE £97, [Install TLS
Server’s Certificate] 7 U »» 7 L C, Diameter 7 74 7 D CAGEHFEL A VA R —1T5Z
L TEET,
VEIZR T, = _"—=NERATE 22X 2T 0 TV XL W) &, ERAEERT
WY ZXLDYARPST 7T 47 TNITYXLDY A MIBITTHI LI TERTEE
T, BEHREHEELRWESE, 774V OV AT AR S HARMER S ET,

B

GCE) TAMHBIDOEES. £7-1EDiameter 7 74 7> b EETE D EMHEEL TWAEEIX., ZDF
IEZ A% LT, TLS 7ua¥ ¥ 27 4 ¥ 2 L — 3 > T [Enable client authentication during
TLS Proxy handshake] % SR fifRr T & £ 7,

AT w75 [Specify the proxy certificate for TLS client] Z 3R L, WA FE(TL E7,
a) ASATLS 7uxy 7747 NHDOFEHELZEIRL 7,

FREFEHELZEBML CTORWESIE, [Manage] 27 UV v 7 LTAT<EBMLET,

. ENALRYRT—=IDA VARG 3y
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Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

b) Diameter h—/3—DFEHEFE~DBLITMHEH S4L72 CAREHEZ £72EB0 L TW e nEEIE,
[Install TLS Client’s Certificate] 27 U ~ 7 L CGEML F9°,

) UEE) Z7I9AT Y IBMERTEZEX2Y T 0 7Y XA (B HR) &, 6
BRINIY XDV A INNSET 2T 4T TAITY ZLDY A MIBITTHZ LIZE>TE
#LET,

TLS 7' 2 & U MEH ATREZR K 5 XA E % L TV W4, 7 1 % 1% [Configuration] >
[Device M anagement] > [Advanced] > [SSL Settings] D 5L EIC L > TERINZ /v —
NG AL — NEERLET, 774/ N TR, 72— b5 A LU0 E medium
T9, D%V, NULL-SHA, DES-CBC-SHA. 35X U'RC4-MDS5 %< X T O 5N
R TEET, ASA T RICHEHTRER b D L 1T R D AL — M 2T HBEICDH,
TLS 7' & ¥ @R Ors 5 TN EHEE L £,

d) [Next| 227 Uv7 LET,

AT w76 [Finish) 227 U 27 LThb, [Applyl 227V v LET,

RDBERY

Diameter f ' AX7 2 a L CTILS Va X v a2 HEHTE2 L5120 E L, AL Xy b
=0 AL AT g DY —E AR —0RE (B42—) Z2BRLTLIEEN,

Diameter f VAR L 3 VADOO—AHIL ZAF Iy HYHBAEIZKSTILTIS 7OFD

RE

Diameter ' —/X—TZ T A4 T hZ LI —BOGEHAZENLELREET., a— VA4 F I v
FEBAE (LDC) ZAEMT A EIICASAZRETHIENTEET, ZNOLOMHEL, 77
ATV IR L COWDRIFIEL, ZORIIMIEINET,

ZORETIE, ASA L7 T4 T b (Diameter 7 7 A 7 > b & DY — R—(SHHBRDORE
(24 =) THHAINTWDS L) . BELOASA & Diameter Y— N —[IZFH A OIEHH
BR AN T AMLENDH Y £4, REIX Diameter f V AXT g VHOREZT w7 754
T MEAFEIC LD 7V TLS e XU ORE (26 X—) T3 2560 L [FEERTT D,
Diameter 7 7 A 7 > haEEZ A VAR — T 5RO VICZASA ETLDC 22y b7 v 7T 55
N2 0 £9°, ASA & Diameter V— N—DEFHEHIIRDO LB Y TT,

s Diameter $—/N—OD ID fEHE~DBAIEH SN2 CAFENEEZ A VR — N T H0ENRN
HHDT, ASA L, TLS N> Rz A 7 HICH——0 ID Gt EARIETE £7,

«LDC h 7 A MARA v MEEKRT 2 HLERH Y £3, LDC H—"—0D CAGEHEL 7 X
A— kL. Diameter r——ZA VKR — T HUENRHY £, =7 AR— FEEIFIRD
LBV TY, IEHEDOA VR — MOFEIZ OV TIL, Diameter —/X—D K¥F 2 A b &
SIRLTLEEN,

AR E AN Z SV PEVE |
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B viemeter 1 2 RH LAV BOO—HL FAF S v HTRBICE B TS TOFLORE

FIE

AT w71 [Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] %z 3&R L £,
ATYT2 [Add] %2V v LET,

ATV T3 TLS 7’e X VA% ELET (72 & 21X diameter-tisdc-proxy) .

ATy 74 Diameter 7 7A 72 kL DOV —AN—FEBROFRE (24 <—) TBMLE TLS —3—

TuXx  IDFEAEEZEBINLET, [Next)] 27 U v 7 LET,

£ IDFEHEZER L T, [Manage] 27 U v 27 L CBMMTE £, [Install TLS
Server’s Certificate] 7 U »» 2 L C, Diameter 7 74 7 RO CAGEHEEZ A VA N —LT5HZ
L TEET,

MEIZIN T, == TEDEX2 T TAITV XL (FEH) %2, EHAERT
NIY ZXLEDY A RNNSETIF 4T TNAITY LD R MIBITTAHIZLICE-TERTEXE
T, B HFREZHEELRWES. T 74/ MOV AT ADESFANEHSNET,

2

GE) T A MABBOSEE. £7-dDiameter 7 74 72 M EIEHTE D LHEE L TWAEEIX. Z0F
Bz 2% 7 LT, TLS 7R 27 ¢ ¥ = L — 3 T [Enable client authentication during
TLS Proxy handshake] % &R fiEfr T X £,

AT 75 [Specify the internal Certificate Authority to sign for local dynamic certificates] Z %R L, & D F/E %

ETLET (P74 vBEEOTHF A MIERLTLIEEW) |

COFIAZ, FEHELF—DRIEKRTH L Z EExFites LTWET, NEREAEL F—%21F

EHDOEEIL, TNERIRL, EX 2 U740 703U XLAOFEICEA TS EE 0,

Q) B—WNEAFTI v IAERAEOXF— T DA, New]Z 27 Vv 7 LET, (RF
EERTDHINIZAT O TRy 7 ADY A REBETLHLENHY £1, )

b))  HLWF—XTDLHE] (de-signer-key 72 &) TIHHARSAFEHAEZER L £ 7, [Generate
Now] Z#7 Vw27 LT, F—%EKLET,

[Manage Identity Certificates] % 7 1 778 v 7 ZIZR Y £77,

¢)  [Certificate] Z#IR L T [Manage] 2 U v 7 L, ASATLS 7 uXx 7 F7 47 M HODFE
HELIOX—%2ERLET,

d)  [Manage Identity Certificates] ¥4 7 27Ky 7 A T[Add| 27 Vv 7 LET,

e) N7 A RKRA Y Mz&ETEMTET (de-server 72 E)

f) [Add a new identity certificate] Z &R L £,

g)  [KeyPair] TiX, m—/V XA F I v ZAEES—HIZER L7 b O &R UF—4 38R
LET,

h)  [Certificate Subnet DN] Tid, WZE72akhl4 @itz @R L £,

TR, ZAOIEA LT 7 4V hTF, Diameter 7 7Y r— g Y TV 27 R4AICH
TAHEEOEMLEND B 0E ) EWR L E T,

. ENALRYRT—=IDA VARG 3y
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ATv 76
ATy FT17

i)

k)

)

m)

0)

Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

[Generate self-signed certificate] 2R L £, Z DT A —F [THHTT,

[Act as a local certificate authority and issue dynamic certificates to TLS Proxy] %8R L £ 77,
ZOF T aNlLo T, ZORHEN LDC TN/ £,

[Add Certificate] 7 U » 7 L £,

[Manage Identity Certificates] % 7 12 778 v 7 ZZR Y £77,

FERR L7213 00 0 OFEEZ &I L, [Export] 7 Y v 27 LET,

Diameter —/N—|ZA AR — F TE D LD IFEAEL 7 AR — M T H0ERH VD £7°,
7 7 A W4 & PEM JER A FEE L. [Export Certificate] 7 U v 27 LET,

[Manage Identity Certificates] % A 7 12 778 v 7 ZZR YD £77,
REEZEBINL-EE T, [OK]Z 2 Y v 7 LET,

[TLS Proxy] 7 « ¥'— RIZE Y £9°, FEBED [Certificate] 7 4 —/b R C@EIR ST 7
WEAITE, AT <EIRLE T,

HFB) 72I7AT Y IMEATE 28X 74 742V X5 (BEE5HR) &, AR
R T NI XLDY A NNSETIT 4T TAITY XLDOY A NMIBITTAHZ LIk -
TEZLET,

TLS 7' & % o 3MEH AREZ2 ks 5 A EFR L TR WA, 7 8 % v [Configuration] >
[Device Management] > [Advanced] > [SSL Settings] OEF S{LREIC L » TEF S NIZS
2= UG AAL — R LET, 7740 M Tl 77— UL s L~ uid
medium T9, 2% ¥V, NULL-SHA, DES-CBC-SHA, # X O'RC4-MD5 %#[r< 4T
e AANMEHTEET, ASATRICHERFRER LD L ITRR DAL — NEEHT S
Bl d, TLS 7' a X AR oK 5 A EE L £,

[Next] #7 U > 7 LET,

[Finish] #27 V » 27 LT 6, [Applyl 227 U v 7 LET,

LDC CA FEBH % Diameter —/3—{ZA VAR — FTEDH L O F Lz, FIAICHOWLTIL,
Diameter —/3—D K¥x =2 A F 2B L TLZEV, T —H (L Base64 XA TH D Z LI
BELTLIEEY, ==z F VA F 7213 DER BB LE 25513, OpenSSL Y — /b
EHEALTEREERTILERHD £,

RDEZRY

Diameter f ' AX7 2 a  CTILS 7’ax v EFHTEL K510 ELE, ENAL Xy b
D=0 A VAR g D —ERA R —DFRE (B342—) 2L TN,

Diameter 1 VAR 3 VADTIS A 70— KFIZKA TS 7OX L DETE

ASA & Diameter & — S—[lDF v h T —27 NRANLETHD EHEELTHLEA1E. ASA &
P R—fDOF — X Z Wb T AT f—~v A TR NEECEXET, TLSA 72— K%

92 &, TLS 73 (X Diameter 7 7 A 7 b & ASA DB D® v v a v & 2b/AE 51k
L¥9 2, Diameter VY —/X—TZ7 V7 T A &AL E£9,

AR E AN Z SV PEVE |
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B viemeter 1 o 2RxY 3L AO TS A TE— RICEBTIS TOF L OBE

ZD
UJ

BRETIE, ASA &7 TAT 2 MEIORTHAEDEEBREZTENL T HMLENH Y .
RENEILEINFE T, ROFIEEZEITT HHIIZ, Diameter 7 7 A 7 > b & DOV — X —(F4#

X

B

BIfRORRE (24 ~—Y) OFHZET LET,

FIE

AT w71 [Configuration] > [Firewall] > [Unified Communications] > [TLSProxy] Z3&R L £,

ATYT2 [Add] %2V v LET,

ATYT3 TLS Vux oA ZfELET (72 & 213 diameter-tis-offload-proxy) .

ATy T4 Diameter 7 7 A 7 2 b DV —R—[ZHHEUROFE (24 2—) TEMLZ TLS ¥—r3—
TaXx v IDAEAEZRINLET, Next] 227V v 7 LET,
F72ID FEHEZER L Tt uiX, [Manage]l 27 U » 7 L CEMTE £97, [Install TLS
Server’s Certificate] 7 U »» 7 L C, Diameter 7 74 7 FD CAGEHEL A VA R —1T5Z
EHTEET,
BN T, == TE X2V T4 7T XA (B hHN) &2, fEHATRERT
NIV ZLDY A NNET 7T 47 TNATY ZLOY A MIBITTHILICL> TERTEE
T, WS HFRERELRWES. 7740 bOY AT AOK S HAMEH SN ET,

B

GE)

T A NHMOEGE. £-idDiameter 7 74 7 FEEETE B LFERE L TCWAEAIR. Z0F
IEZ A% LT, TLS 7u¥ ¥ 27 4 F a2 L — 3 > T [Enable client authentication during
TLS Proxy handshake] % SR fifRr T & £ 7,

AT w 75 [Configure the proxy client to use clear text to communicate with the remote TCP client] % #&4R L |
[Next] 27 U > 27 LET,

AT w76 [Finish) 27 U 27 LThb, [Applyl 227V v LET,

AT w71 Diameter 8 — X TCP & TLS TiE#72 5728, Diameter —/N—nH 7 74T h~D h T
7 4w Z7Zx L TUE, TCP AR— h % TLS AR — NMIZE#T 5 NAT L— L ZRELET,

£ Diameter V— N—H DO A7 =7 F NAT L— VA {ERR LE 5,

a)
b)
©)

[Configuration] > [Firewall] > [NAT] Z3&R L £,
[Add] > [Object NAT Rulg] #7 U » 7 L&,
AR T 0T 4 R ELET,

*[Name] : =7 Y= 2 b4 (7o & 21X, DiameterServerA) .

*[Type] (A7 =7 FDRFE) : [Host] 2R L 57,

« [IP Version] : i . IPv4 % 7213 IPv6,

« [IP Address] : Diameter —/3X—® IP7 KL & (/=& 2%, 10.100.10.10) ,

* [Add Automatic Address Translation] : Z DA 7' > 3 VI TEINL TS Z &V,
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* [Type] (NAT L—/LD4E) : [Static] IR L £,
* [Translated Addr] : Diameter %—/3—@® IP 7 KL A, ZHiLx, £ 7V=27 FOIPT F
VA LR TICA Y £9 (72& 213 10.100.10.10)
d) [Advanced] 7 U > 7 L, K ® [Interface] 35 L U\ [Service] 7> a V EFHELE T,
* [Source Interface] : Diameter % —/S—ZHf T 51 F —T7 = A A2 RINL ET,

* [Destination Interface] : Diameter 7 7 A 7 > MI$EiT DA VX —7 = A AZBIR L £
R

* [Protocol] : [TCP] Z3&iR L £,
* [Real Port] : 3868 & AJJLE7, Ziuk., 7 7 4 /L k@ Diameter TCP A" — &K 5T,

* [Mapped Port] : 5868 & AJJ LEF, ZiuL, 7 7 4/L k@ Diameter TLS A" — h &5 T
R

e) [OK]%Z7Z VU w27 L, [AddNetwork Object] ¥4 7 /ARy 7 AT[OK]%HH—EZ ) v
LET,

RDBRY

Diameter f ' AX7 2 a L CTLS VX v a2 HEH T2 L5120 E L=, AL Xy b
D=0 L VAR g DY —E AR —DORE (B43—) 2BRLTLTEE N,

M3UAA VARSI RYS— Ty TDERTE

FIE

M3UAA VAR ary R vr— <y 72 FH LT, ™A b a—RIESL T 7 & 20Hl#
ERELET, T2, ZTARKATHNCA vE—VE Fuy 7BV — MR TE £7,
T AN RDORA L b a— FERIITUTT, BOERZHEH L TWL5EIE, R r—<y
TTERINAERXEZRHELET,

KAV E a—=FRELEFA =T 7 T RTESONTRY —%2wH LAAWEEIE. M3UA KR
Vo— <~y 7T ERETHNLEETHY EFHA, v~V TRLULTA VATV a v EAHICTEE
—é‘o

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [M3UA] % #4R L £,
ATV T2 RONTNPEFITLET,

c[Add] 27 Vv 7 LT, HiLnwsy7FEZBMLET,
sy TERET DI, vy T EEIRLC[Edt) 227V v 7 LET,
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B wuarozxovaskys—<yiomE

ATYT3 HlLuwy FOLa, Al (K40 XF) EHHEZANLET, vy T aimET 5 & &3,
EETEDLDITRHADIATY,
AT Y T8 [Parameters]| ¥ V&7V v 7 L, MBI A T a v ERELET,

«[SS7]: x>y RU—Z TS5 SSTD/NY 72k 1 ITU, ANSI, Japan, China, Z D
TalEkoT, RAVF a—FOEHREADPDRELET, 773 VERELT
M3UARY v —%EBA LKL, AU U—ZHIFRLARWVERBY AT I TEEHA, 7740
FDRY T2 M ITU T,

[Enable M3UA Application Server Process (ASP) state validation] : & 727 ') r—3 3

== Tt X (ASP) EBOWREZFATT L0 E I D, VAT AEIMUA LY V3
> D ASP ODIRHE A HERF L, MREERSRICHEKSWTASP A v —T% K v 7 LE9, ASP
DEFEIIRERFEZ BT 5 L, T _XTDOASP A v =V E S FIckEk SN E
T BEEEIRASP DAT — N Fx v V7 PMEROIE, AT — N7/ 72— )b F—/N=00
BRGE. £33 T AZNTOBENRLERGE T, 72720, &R ASP DR T —
My 27k, EEZE-FTORENEL, v— R =7 V7 FEFZ7r—FEy X b
T— RTHEITL TV DHEAEIELEHA (RFC4666 1Y) , A AT v a0, =
VRBRA L RZEIWZASP RN 1 OB D EIRE L £,

[Enforce Timeout] > [Endpoint] : M3UA = RARA > N OFEEHEREZHIFRT 57 4 KL ¥
A L7 DR (hhmmss BR) o A4 L7 0 M0 GEIE, 028 EL T EEN,
774V biE 3045 (0:30:00) T,

[Enforce Timeout] > [Session] : &% 72 ASP IREEDHER A AN L TV DA D, M3UA
Ty a EHIRTHEOOT A RV XA LT D b%&E hhmmss B THRELET, A
LT U NEFF G EIE, 05 fEL TS EEW, 7744 ME30% (0:30:000 T,
ZDXALT U NERHCTDE, R Licky v a VORIBRERIETE ET,

[Message Tag Validation] : FEE L7 A v —3 XA TORFED 7 4 —/v KONEZ L
FORGET D200 E 20, BAECTAEK LR oA v E—ViE Fa vy 73N E T, Rk
A=V ZA TSI TRRYVET, BEET 2 A v -V 2BRLET,

« FIFHC& 22V gEde—Y —E (DUPU) : =—H—/HH 7 1 —/L RAMFE L. Aoh7%
HEBLIO2—Y— a— ROLEBRFENTWILERDH D 77,

s LT —  TRTOMHET 4 —/V RBFEL, FFr SNIAEDO I E FIL TN D MEN
HVET, HEZT— AvE—VIZIE, FOTT— a—ROMET 4 —/V RREEN
TWDRENRGH D F9,

SN AT —HAZATBIOAT —=Z AERT 4 —/V FIZiE, FFr SNTAED 7703
BENRNTWDILERS Y 7,

AT w75 [Inspections] ¥ 727V w27 L. b7 7 47 OREICIESONTEIET DHEDA AT g
vEEFRLET,
a) WOVTNLEFEITLET,
*[Add] 227 U 7 LT, HrLWEEZBML £,

 EfFORYEZ IR L, [Edit) 27 Vv 7 LET,
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b) HEMEO—EH A 7L LT, [Match] (FT77 4 w71 35EHEL T 20ERH D) 21X
[NoMatch] (FT7 7 ¢ v 7 3THMEL B ZVENH D) ZBIRLET, KRIC, EEZRE
L\i‘g—o

*[ClassID] : MBUA A vt —T D7 T AL XA THRAELET, ROKIZ, i ATHE:
EERLET, TNHEDORX vy E—UDFMIZOWTIE, M3UADRFCE LN RF o £
V= arESRLTLEIN,

M3UA A vt—C HS5R Ayt—IDAAT
0 (BHA Y E—) 0~1
1 (A vtE—) 1

2 STV T F VT Xy NU—ZFE |1 ~6
A yt—)

3 (ASPHRIEA VT F o2 AvE—) [1~6

4 (ASP hT 7407 AUTF A Ay [1~4
T—3)

9 N—TFT 47 F—EHRA v —) 1~4

«[OPC]: BIERA > N a3—F, 2FV " T 74 v 7 O%REFETERALET, AL b
=1 — X zone-region-sp JEZN T, AR ATHEZ2EIL SST NY 7 MT k> TH
7m0 ET,

ITU: RA > b 22— KiE3-8-3 KD 14 £y METT, EOHPHIL,
[0-7]-[0-255]-[0-7] T,

“ANSI D RS 2 b 3 K888 B0 24 By MIETT., ORI,
[0-2551-[0-255]-[0-255] T,

«Japan : KA ¥k 23— RiE54-7 XD 16 £ METT, EOFFEIL,
[0-31]-[0-15]-[0-127] T

«China: A > h 22— RL8-8-8 D 24 £ v METY, EOEFHIL,
[0-255]-[0-255]-[0-255] T,
«[DPC] : 856 A > F a—RERELET, A1 b a— &, OPCIZHOWTHM L
TWb &Y, zoneregion-sp XTI,

* [Service Indicator] : —E A 4 LV —2FEERELET (0~15) . HHFHREZ
=R AT —ZITRO LBV T, TNLHDOT—ER AT —FDFEHIC
DN TIE, MBUARFC B XN RF 2 A hEZRLTLEEN,

0T TV T Ry NI EHA vE—
1 TFV T Ry MU= TAMBIOA VTR A=
D TFV T Ry NU—T TAMBIOA T F U R A v E—

AR E AN Z SV PEVE |
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B = rrx0 b0 10250 3009—ER Ky v—0RE

ATvT6

3 : SCCP
o4 EEF— P —f

*5 : ISDN = —#—

c6: 7 —4 a—¥— (2B LOEHBREED X v +E—)

e 7 T4 =P EFHOBEBLOF ¥ L A yE—D)
«8: MTP 7 A b —H =T THIFE A

*9: 71— K3 R ISDN . —H —f

«10 : 774 b ISDN = —H—f

<11 : PHRIE

C12:AAL XA T2 7 F VT

< 13 0 T T — IR 2 — /Ll

14— U AHIHTm han

< 15 PRIGE I

c) ZZ7AIDODO—EIZIX, Ny b Ray 7T 5037y MO L— MR Z 5 H 75 2
OWNWTNNEBRINLET, MOTXTO—HKDOT 7 aid, Xy beRey 7 LE
T, TRTO—HIZH L TRXF L T E2ARZ—TNICTEH0E I DRI TX ET,

d [OK]ZZ7 VU7 LT, AV A7 varyeBMLET, HREJSCTT oA &80 L
£7,

[M3UA Inspect Map] XA 7 0 7Ry 7 ZAD[0K] %7 U 27 LET,

M3UA A VAT g —ERA R —TCA VAT vary vy TR TE5 L9127k
D\i‘a—o

RDERY

< T EFEHTHIEODA AR a R = ERETEDL LRV E L, AL
X NI —0 A AT gD —ERARY —DHRE B42—) ZBRLTLLEE
Uy,

ENAIILLYRT—D A VARG I UDY—ER R O—DEKTE

ERA )Ry NT—TTEREINS T ha DA AT g 0%, T4V DA A~
72 a iR U—TIHEENNIR > TWRND T, ZNHDA AT ¥ g PRGBS EITH
INCTAMERHVET, TIHNL DT e =L f VAT gy R —2RET D
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T, INHDA VAR a e BNTEET, Tt 2T v ¥ —T7 =4 XAEEFD
RY—l, MEIELTH LW —ER R —5ERT AL TXET,

FIE

AT w71 [Configuration] > [Firewall] >[Service Policy] Z3##R L C, L—/LZB & £,

T T HN DT a—rNV R Y —EfRET DI, [Global] 7 4 /L4 @ linspection_default)
=V ERINLC, [Edit] 227 Y v 7 LET,

« BrLVvLb— L 2 ERT 5121, [Add] > [Add ServicePolicy Rule] 227 U v 7 L£9, 7+«
W — KD [Rules] — Y F TiHEHLE T,

cENAN Ry NT—T AL AR a2y —ARBBAGEE. ERITN6DA 2 AY
TarEBNTAIV— ARG LGEIE, ENEERINL, [Bdit) 227V v 7 LET,

AT w72 [Rule Actions] 7 4 #— K ~X—F 72135 # 7T, [Protocol Inspection] ¥ 7 & 3K L £ 3,
AT9T3 HEAFTORY > —5ERTIEH, ) BpdA AT var R v— vy T EERTS
TOIERATORY =% fmETHHEIE, A VAT v avET =T ML, HLA
VAR ary R v— vy THTHEA XTI LET,
a) PHET 2T TICBERENTWETF v IRy 7 A& 4712 LET : [GTP], [SCTP].
[Diameter]
b) [OK] %2 U v LET,
c) [Applyl®7 U v 7 LET,
d) ZOFNEZEMEY K LT [Protocol Inspections] % 7 2R YD 97,

ATy T4 BHOEASNA NV 2y hU—27 7 haLzRRLET : [GTP], [SCTP], [Diameter]
ATV TS Zhoo7a hard1 2L EICkt LT 7 40 RUSADA v AT v a URRERGAIE, 4
T a ORIZH B [Configurel 27 U w7 LT, LN EFEITLET,
a) 774NN 2T EERAT LN, EREa—F—RERE LA AT va R v—
Yy T EREHTONEERLET, ZORKETY Yy 72ERTE £,
b)  (Diameter D7, ) BEB{L SN 7= A v — O Diameter 4 > AT ¥ g VEHNTT HIT
I%. [Enable Encrypted Traffic Inspection] Z %4 L, & S5{LIZMEH 325 TLS 71 % 2 4 3341
LET,

2

(G¥)  Diameterf > A7 g VHADTLS 7’1 £ # T L. Diameter ' —/3— T 7 ¢ v 7 [T NAT
R—b DFA VT v a vl Licas (& 2, A— b 5868 705 3868 (ITH—/3— 1 F
TUwIHEVEA LY FTARE) X, FYe—z, FFERANAVE—T oA ZADIHTA
VAR g v ERELET, MWLV —T oA A AT g o EEAT 5 L. NATed
Diameter N7 7 4 v ZIFIA VAR g o EANANZALET,

c) [SelectInspect Map] #4700/ Ry 7 AD[OK] =7V w7 LET,
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AT F6 [OK] £721% [Finish] #2 Vv 7 LT, $—E R HYU v— L—LafilE LET,

— » ~ = =
RADIUS 7Hh O VT A0 AVARD I UVDERTE
RADIUS T H U T 4 v T A VAT L a 03T 7 4V hTldA X —T N> TWVWERA,
RADIUS 7D T 4T A VAR g URRBERBESITREL T EE N,

FIE

ATV T1 RADIUS 7T H I T 4 v T A v AR gy RY— <y FOHRE 36 2—)
AT T2 RADIUS THDI VT 4 v T ALV AT g DY —E R R —0ikE (373—=) .

RADUS 7HO VT AT A VARGV R — 7‘/700)'“‘""'

BB BMEERETARADIUS TH I T A v T A VAT gy R — <y %
ERE L £,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] >[I nspect Maps] > [RADIUS Accounting] % 2R L £,
ATV T2 KOWTINEFETLET,

c[Add] %7 UV » 27 LT, HrLnvwy 7 ZEMLET,

ey FEBBINLCEdi) 27 Y v 7 LET,

AT T3 HL~y 7TOHE, 4R1 (K40 30F) EHHEANDLET, ~ v 7 2mET D & XX
BETEDHDI| ﬁ%@&fﬁo

AT v 74 [Host Parameters] ¥ 7% 7 U » 7 L, 4% RADIUS #—/N—F72{X GGSN O IP 7 K L 2 & 3B/
LET,

ASADA v —VHFATEDLL Y| TR THEX—EEZDLENTEET, =00
G IPT RLVRIETRF =y 7 SET, ASAIL, ZNHDARA RNHRADIUST A Y T
VT A= ar’—%%E LET,

AT F5 [Other Parameters] ¥ 7% 7 Vw7 L, %ERAT v a EFELET,

* [Send responses to the originator of the RADIUS accounting message] : /N7 —% ESMTP H—
N=NOS AT T HNE I IPERELET,

* [Enforce user timeout] : L —W—DT A KV XA LT U NEFEITTHENE I, £, #
ALT Y MEZRELET, 7740 ML TY,
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* [Enable detection of GPRS accounting] : GPRS i@ E|FE R DREL LT T2 E I E L E
T, BB XU PDP 2T XA N EHEUNCAELT 5728, ASA X, Accounting-Request
Stop ¥ & U Disconnect A vt —3? 3GPP VSA26-10415 J@tta F = v 7 LET, ZOEME
PAAET DA, ASAIE, REA LV H —T =2 A ADa—F—IP T KL AL —#T2 >V —
AP ZFF O X TORm 2 YT L £,

* [Validate Attribute] : Accounting-Request Start A > & — Y 22535, =2—WF—T o

DT =T NN EAERT DG AT B, b ORI, ASA DM A Bk
HINE D DERET DHEIENL B E T,
RRET DB MBMEAFRE L2 WAL, FramedIP 7 RLRABEMHED IP 7 R L ADHIZHS
WCIRESNET, BIMEMLEZRE L. ASANRBEEH SN TWAET RLRAEETeN,
DOMMOIRRET D BN R DT T T 4 VTR A v E—VEZETHE. HWENEE
FEA L CRET 2T _RCOERIL. IPT FLARE LWa—F —ICHE D Y TEnzL v
IHMHET, UrSnET,

EOFMIZ1~191 T, ZOa~vy NIEERIANTEET, BHEEZBI UGB O Y X
MZDUWNTIE, http://www.iana.org/assignments/radius-types & 2/ L T< 72 &0,

ATy 76 [OK] 227V vr7 LET,
AT, RADIUS T O T AV T AVARIT g DY —E AR —T, f VAT g
vy T EREHRATEET,

RADIUS 7H O T AT AVARGL I VDY —ER KR O—DHETE
TN IDA L ART g R —TiE, RADIUST AU LT AT AUV ART g
I X—T W ENTRWTED, ZORENLELRGAEITA 2—7 M2 LET, RADIUST B
TUT AT A VAR g NEASAD NT T 4 v 7 AICHERENETOT, EHEL—LT
1272 BHA AR gy — e LTEELTLEFEN,

FIE

AT w71 [Configuration] > [Firewall] >[Service Policy] Z3#R L C, L—/LZB& £,

o H LW L— L2 A{ERT D 121E, [Add] > [Add Management Service Policy Rule] #2 U v 7 L
£, U 4P — KD [Rules] X1—VF THEAET,

*RADIUS T T 4T AV AT gy )b—VEIL, RADIUS T OO T 47
AL ARYT v a v EBNTIEBL—ANHL551E, TN ERIRL T, [Edit) 227 U v
27 L. [Rule Actions] # 7% 27 U v 27 LET,

ATv72 EHPORY —2ZEHS 2120 BEHPORY —%fHE L THOA AR g R

=y FEREATAIZIE. RADIUSTH T VT A v T A VAR S a BN LTI,
HLWA 2T gy R — =y TOLBTTHEA R—7 /I L TLEE N,
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a) RADIUS 7 Hh U7 47 < v 7|2 [None] &I L £,
b) [OK]#7 Vv LET,

c) [Applyl %7 U w27 LET,

d) ZOFNEZEZHY K L T [Protocol Inspections] % 7 IZR Y £,

AT w73 HHO [RADIUS Accounting Map] Z 3R L 7, ZORE T~ v 7 E2ERTE 9, Mo
WTIE, RADIUS 7TAH I VT A4 v T A AT ary R v— <y FTORE (362—)
EHBLTLEEN,

RATw T4 [OK] £721F [Finish] 227V v 7 L TR VAL b =R KRY — L—LEREGFELET,

ENAILRZYRT—D A ARG I UODEZARYY Y

TITHEH BN Ry NI =T A AR g o FHEE ) T AHFEICONTEHBAL

o

GTP A VARG I VDE=ZHRY Y

GIP 27 4 X a2 b— g rEF AT HIZIE, R EXEC & — K C show service-policy inspect
gtp A~V REANLET, a~vr FE AT 25I2iE, [Tools] > [Command Line Interface] %
BERL £,

show service-policy inspect gtp statistics =2~ > RZfEH LT, GTP A > A7 ¥ = » O#FHE
WEFRRLET, WRICY I ERLET,

firewall (config) # show service-policy inspect gtp statistics
GPRS GTP Statistics:

version not support 0 msg_too_short 0
unknown_msg 0 unexpected sig msg 0
unexpected data msg 0 ie duplicated 0
mandatory ie missing 0 mandatory ie incorrect 0
optional ie incorrect 0 ie_unknown 0
ie out of order 0 ie unexpected 0
total forwarded 67 total dropped 1
signalling msg dropped 1 data msg_dropped 0
signalling msg forwarded 67 data msg forwarded 0
total created pdp 33 total deleted pdp 32
total created pdpmcb 31 total deleted pdpmcb 30
total dup sig mcbinfo 0 total dup data mcbinfo 0
no_new_sgw_sig mcbinfo 0 no_new_sgw_data mcbinfo 0
pdp_non_existent 1

show service-policy inspect gtp statisticsip_address =~ > RIZIP 7 RLA&Z AT 5 L, FFE
D GTP = KRR A & N O#EHER ARG TE T,

firewall (config)# show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00
GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter 0

Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
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Total Messages Received 1

Signalling Messages Data Messages
total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context =~ > RZ{H LT, PDP =7 % 2 MIPHT 51
WEFRLET, GTPV2 DG, ZHIERT 77— 27X A M T, RICFIZRLET,

ciscoasa(config)# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705€f,
SGSN Addr 10.0.203.22,

MS Addr 2005:a00::250:56ff:fe96:eec,
Idle 0:52:01, Timeout 3:00:00, APN ssenocauthl4é6

Version v2,
SGW Addr 10.0

TID
.203

0505420121517056, MS Addr 100.100.100.102,
.24, Idle 0:00:05, Timeout 3:00:00, APN ssenocauthl4é6
Version v2,

SGW Addr 10.0

TID
.203

0505420121517057, MS Addr 100.100.100.103,
.25, Idle 0:00:04, Timeout 3:00:00, APN ssenocauthl4é6
Version v2,

SGW Addr 10.0

TID
.203

0505420121517055, MS Addr 100.100.100.101,
.23, Idle 0:00:06, Timeout 3:00:00, APN ssenocauthl4é6
ciscoasa(config) # show service-policy inspect gtp pdp-context detail

1 in use, 1 most used

Version vl, TID 050542012151705f,
SGSN Addr 10.0.203.22,

MS Addr 2005:a00::250:56ff:fe9%6:eec,
Idle 0:06:14, Timeout 3:00:00, APN ssenocauthl46

user name (IMSI): 50502410121507 MS address: 2005:a00::250:56ff:fe9%6:ecec

nsapi: 5

primary pdp: Y
sgsn_addr signal:
ggsn_addr signal:

10.0.203.22
10.0.202.22

linked nsapi: 5
sgsn is Remote
sgsn_addr data:
ggsn_addr data:

10.0.203.22
10.0.202.22

sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready

PDP £ /2137 T — 225 % Z hE, IMSI & NSAPL (GTPv0-1) F7-1XIMSI & EBI (GTPv2)
DIEDOMBEDLETHDH o F/VID (TID) IZL > TilkBl&EnE9, GTP b xLix, #hz
AUBIE O GSN £721% SGW/PGW / — RiZH D, 2 2OFHET 52T F XA MIELoTEHRS
. P IDICE> TEBMENET, GTP hrrxuld, Ay b T —4 3y hT—7
EENRAN YT RAT T AN (MS) 2—H—L DT v EERET HHEICTHNETT,

SCTPDE=A2Y VYT

Woa~<wy ReEMHLT, SCTP =4 —T& %3, 2~ K2 AT 52, [Tools] >
[Command Line Interface] %R L £ 7,

* show service-policy inspect sctp

SCTP A > A v a » OfeHEWM A2 Fom LE 3, sctp-drop-override 77 7 > ¥ (X, PPID 7%
Fey 777 oa  Al—8T 27NN UE T2, N7y MIEPPID BN ER 57— 4
DIPTZEDREENTWZOTR Ty MEIRey 7IftEdE A, RICHEZRLET,

AR E AN Z SV PEVE |
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B scroz=suoy

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

» show sctp [detail]
HIED SCTP Cookie BN T Vo —va v aFRLET, SCIP T Vo —v 3 |l
T HEAERE FRT A2, detail F—TU— RZEBMLET, Bl 2—120F, ~LF
F—=0 7, BEOA N =LA, BT T 7 A NEERICETERbERSNE
ﬁ—o

ciscoasa# show sctp

AssocID: 7ladebl5

Local: 192.168.107.12/50001 (ESTABLISHED)

Remote: 192.168.108.122/2905 (ESTABLISHED)

Secondary Conn List:
192.168.108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
192.168.107.122(192.168.107.122) :50001 to 192.168.108.12(192.168.108.12):2905
192.168.108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

192.168.107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905
192.168.108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12) :50001
192.168.107.12(192.168.107.12) : 50001 to 192.168.108.12(192.168.108.12) :2905
« show conn protocol sctp
BILED SCTP #&ft i PIT DA #R L £ T,
« show local-host [connection sctp start[-end]]

A HF—=Tx2AA AT LT, ASAZREH U CSCTPRERI AT O R A T A ME R R L
F7, FEOEE T ITHFIPH O SCTP Hafie & Fi- DR A F DA% KR T HITIX, connection sctp
F—U—RFEBIMLET,

« show traffic

sysopt traffic detailed-statistics =~ > FEZHNZ L TWDGAIE, A1 v —T = A AT L
D SCTP it & A AT ¥ a v OMFHERAF RSN ET,
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Diameter DE=%1) >4 .

Diameter D E=4%2 1) >4

WDa~< & LT, Diameter =% —T& %7, a~v> N& AT 5HI2iE, [Tools] >
[Command Line Interface] % E4R L £,

» show service-policy inspect diameter

Diameter { > A7 ¥ a VOfteHEREFR R LET, WIHZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
Class-map: log_app
Log: 5849
Class-map: block ip
drop-connection: 2

» show diameter

£ Diameter i D AT — X AMEREF R LET, RIHZEZRLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : 0
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

« show conn detail
HpilEH A2 R~ LE T, Diameter 5. Q 77 7 &#FHL T~—72 S ET,
* show tls-proxy

TLS 7' % I % Diameter f + A-X7 v a » CHEHATLIHAIL. 070X INETH1ER
NERINET,

M3UADDE=421) Y

WDa<wy REFEHLT, M3UAZE=4#—TZ%73, a~v> N2 ANTHITiL, [Tools] >
[Command Line Interface] ##4R L £7,

« show service-policy inspect m3ua drops
M3UA A VAT v a kT 5D ey 7OEHERZ R R LET,
« show service-policy inspect m3ua endpoint [IP_address]

M3UA = RRA » FOWEBEREERLET, TV RRA U FDIPT FLAZIEEL
T, BFFEDZ Y RRA v MIBTAEREERTEES, "M TAM TV T 4 720137
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ENALRY bT=ODA VAR Y3y |

T AEENTZ T AT LTI, #EHERITZ=y P&t s, 2=y MHATRHRE S
NEEA, RIZHIZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

show service-policy inspect m3ua session

W T 7 r—va == 7 mkt X (ASP) REOMREZ AT DH L. M3UA
o va NIETAEFERSARRSNET, FRICIE, RECT Y=y a2 ID, by
arvinvIINELRETVNTNORBETH L0, £le, 7T AZOHEITT TS
F—F—tviari RN s T oy arOnTRThHALNEGENET, 3oL
D=y hEFF27 FAXTIE, 2=y bRT TAENBRITTHRITE > TRDHE .
WA I T Py ia U RRRINDTEDRDVET, ZNHDOHWE Y a3 UiF,
vy al BALT Y REEDIZL T RITIUX, A4 L7 U MFICHIBRSIVE T,
Ciscoasa# show service-policy inspect m3ua session
0 in use, 0 most used
Flags: o - cluster owner session, b - cluster backup session

d - double exchange , s - single exchange

AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

show service-policy inspect m3uatable
WEN—NEG T A A LMIUAA VAN v ay T—T NV EFRRLET,
show conn detail

Pt e £RLET, M3UABERLX, v 7972 L CT~v—2 & E7,
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ERALFy rI—0 422202 300BE [

ENAILRY TP A VARG 3 VDER

HaE

Y

Yy—2

HAETRER

GTPV2 A LV ART 23 & GTPvO/1 A > AR
v a v DlE

9.5(1)

GTP A VAT 2 3 VL GTPV2 AU TX 5 L H T
NE L, £2. TXTOAR—=T 3 VOGTP A ALY
g TIPV6 7 RUARYR—FEND L2 EL
.

GTPvl B LU GTPV2 IZ—E T HflBlD A v &— ID %
HETE S L 912, [GTPInspect Map] > [Inspections] #
AT TRy 7 ANELIIE L2, [General] /X7 A —
% X 7C, [GSN] # A 57 7 K3 [Endpoint] % A LT 7
MZ72 £ L7z,

SCTP A VAT g

9.5(2)

~NAfue—FK7a hariD (PPID) ([ZESWTT 7 v a
YEREAT L, TV = a v EA AR
< = % Stream Control Transmission Protocol (SCTP) K
T4y ZICHHATEDLEDIZRD E LT,

OB SNEINE 72 I1TEE S fvE L7z, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [SCTP].
[Configuration] > [Firewall] > [Service Policy] iBN/fwE
v ¢ % — F® [RuleActions] > [Protocol I nspection] % ~7',

Diameter { >~ AXJ g

9.5(2)

T — g VEA AT g > % Diameter T
T4 ZICHEHATEL LR, TV = a v
ID, 2~vr Ra—F, BIXOEMEE~RT (AVP) O~ ¢
NEY TSN TCT 7 v avra#EfTEs Lok
nE L,

IROBHEAEINE L IFEL SVE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect M aps] > [Diameter] 35 &

" [Diameter AVP], [Configuration] > [Firewall] >[Service
Policy] 1B N/#REE ™~ + ¥ — K@ [Rule Actions] > [Protocol
Inspection] % 7,

Diameter A > A7 2 g Dk E

9.6(1)

TCP/TLS 5 7 4 v 7 [0 Diameter Z a8 L, B 70~
o ha VT =y 7 B L, 7T AKX ET— R TSCTP
E® Diameter ZHETE D L1270 F L1,

WOBEHE BN E - ITEE S uE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect M aps| > [Diameter].
[Configuration] > [Firewall] > [Service Policy] @ [add/edit]
v ¢ ¥— R o [RuleActions] > [Protocol I nspection] # 7',
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B = srxvro—s 1021003 08E

ERAL Y RT=IDA AR vay |

HEES J1)—x BERETEHR

75 AK F— RTOHSCTP A5 — R~ 7L A |9.6(1) SCTPAT— NI ALV ART I a vy DT FAE T— R

VAR g TEIET AL FELE, /2, 7T AXZE—RT
SCTP AT — "IN A LV ART g9 WA NAERET
HZEHLTEET,
BMEZREFET I N-EHIZH D T A,

MTP3 User Adaptation (M3UA) A > A7 [9.6(2) M3UA N T 7 4 v 7 ERETEL LIV ELRE, £

va s,

7. ™A R a—F, $y—bER AT —% BILOY
A=V DI TR TIHESNCTT /¥ a kil
MATELE21TRVELT,
WOX—UPNEMEIFERINE L
[Configuration] > [Firewall] > [Objects] > [Inspection
Maps] > [M3UA], —t 2 KU v — L—L DAL
[Rule Action] > [Protocol I nspection] % =7,

SCTP v /VTF A MY —=I T OW~FKZ LV
TR TN, BIORTITTA T —a 0D
PR— b, SCTP = RiRA > MM D 1P
7 RUVANERE S 72 SCTP v /L F R —3
T OV R— b,

9.7(1)

ZDOVATF AL, SCTP /L F A N —3 > F Ol ~%
Z. VTRV TN, BEXOT I T A T—varbms
IZHAR—RFLTEBY, ZHNIZEYSCTP N7 7 4 v 7iZ
%9 % Diameter 38 X U M3UA A AT > 5 VOAFLR
MERRBEENTVET, ZOVAT AT, Fo RERA
v MZBEEDOIPT RUADRFRE Sz SCTP v /LT K —
U7 HYAR—FLTWET, vATEHR—I 7T,
THTY T RUARZKERE VR — L E T AT N3
KDOT, ®WT VT RVRZFAITHI2DDOT 7R
N— N a—PF—NHRET HLETH Y FH A, SCTP
TV RRA > ME, ENEN3DDIPT R L AZHIFRS
DULBENHY FT,

ZEH X 7= ASDM HEHEILH V FH A,

M3UA A V' ART v g » DUE,

9.7(1)

M3UAA v AT g id, ATF—h 77 x=—)LF—
N— BT TAZY T B AVTFHR—I T
EYR—FTDHE90CR0VELE, £, 77V r—
vay Y—n—TFrat R (ASP) DIREEDEE e MRFE
R, SFESFERAE—VORELERETE LT, ASP
RIED BB I EEIL, AT — h 7V 7 = — LA —s3— L
7 TAEZY U TIIETT,

WOMEHAEE ILE Lz, [Configuration] >[Firewall] >
[Objects] > [Inspection Maps] > [M3UA] [Add/Edit] % A1 7
ary Ry T A,
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ISR DI OUDEY I |

HaE

iy

)1)—2R

HAETRR

TLS 7 m % ¥ $— 3—@ SSL I 5 A A — |
DREHAH— |

9.8(1)

ASA N TLS 7 ¥ Hh—n"—L LTEEL TV D5HEE
(T, SSLIF S AA — hZRETE DL IRV ELL,
LRI, [Configuration] > [Device Management] >
[Advanced] > [SSL Settings] > [Encryption] ~~— " TASA
DT a—rS)VEREDHINAIRET LTz,

WOEENER SUE Lz, [Configuration] > [Firewall] >
[Unified Communications] > [TLSProxy]. BI/iREZ A
7w A7 A [Server Configuration] ~—=37,

MSISDN B L V&ERE— RKDOT7 4 &2 Y
T, TrFI A, BLR2—W— T —
T4 T IREICKT D GTP A VAT T a
> DFEREIETR,

9.10(1)

ENAN AT = a VEBEY T R T A NEEEEE
(MSISDN) F7-13®IRE— FIZHESWTPDP =2 T %
A RNDOERA v —T% Ky 795X HICGTPA v A
RI v a v ERETCEDLOECRVELE, £, TV
FVT A La—F— AT =T 7R FETEF
ERS

[%%E (Configuration) |>[Z 74 74—l
(Firewall) [>[#7> %9 k (Objects) >[4 VARY
L3> <7 (Inspection Maps) ]>[GTP] > [:BN/#RE
(Add/Edit) | ¥4 TRy 7 AEERELE LR,

GTPvl U U —Z 10.12 DK — K

9.12(1)

VAT ATGTIPYI VU —R2 1012030 R— &b k)
W0 E Lz, VX, VU —R261 03 KR—F3IhT
WE L7z, HLWaR— h Tk, 2540 GTPvl A vt —
UE XV 66 HEOERERZORBFHE N BEMES N TNET,

oI, BEOEELH Y 9, RHZEA v E—TID
B IND L0 E L, Daid, RBARRA
=iy a3, v iliEsncnE L,

BEIMFEZEFEAEINZEHEIEEH Y A,

ENANVIRKROSGFTOu X7 (GTPA A
RXR7ay),

9.13(1)

GTP A VAT v a VERETDHE, BEAINVEREDY)
MOYAT & ZNLEDY T OAEE 21 JIZ5ek T £
T BTOERZBHT 5L, RiEhka—I > 75k%E
AT D DITRNEOGE R H D £,

WOBE R AEHE S U Lz, [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > [GTP],

GTPV2 B L OYGTPvl U U — A 15 397K — b
SNTWVWET,

9.13(1)

2 AT 5T GTPV23GPP29.274VIS5.0 Y- R— h&h b
X 912720 £ L=, GTPvl ¥4, 3GPP 29.060 V15.2.0
EFTHR—FLTVWES, HrLWYAR—FTIE, 240
A=V B IO HFOFRESREORFHIBEINMENT
WET,

BMEZFEFSNZEENTID D T8 A,
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)1)—2R

HAETRER

GTPA L AT v arTRry 7 EN5 IMSI
TVT (v I AERET DHEETT

9.16(1)

GTP A > A7 3 U Cl&, #F7 5 Mobile Country
Code/Mobile Network Code (MCC/MNC) O#AEHE %
AT AT, IMSL LT 4 TR T 4B Y
ERETEET, Fa v 7925 MCCMNC OGO
WXL TIMSI 7 4 V2 ) T HFTTELH LD
L, Zhicky, EFELLABRWVHAGDEZ Y X |
LT, T 740 FTHOT X TOMAG LY ZFFAT
HZENTEET,
ROBEHNETSINELEZ : GTPA VAT g~y
7°® [IMSI Prefix Filtering] # 7'(Z [Drop] 47" 3 > 3B
mainE Lz,

¥y U7 T4 % AD Secure Firewall 3100 -
A—k

9.18(1)

¥ ¥ U7 74t AL, Diameter. GTP/GPRS. SCTP ##

TEEAENMLET,

HBYAE T Sz - [B%%E (Configuration) [>[T/34A

REHE (DeviceManagement) >[5/ VR
(Licensing) 1> [AY— kS 42X (Smart

Licensing) ],
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. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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