EXRA A —y b 7AMIILDA R
RNy

IITE, BARA A=y N TR harDT SV =y ay A AR Vg VIOV
BLET, BEDO7a haViclLTA v AR v a VEERTAMLENG LR, BIOI
VARV a v EERTASKRN R FIECOWTE, 7Y A~ ary LAY S han A
VAR va rOEESZRL T IEI N,

*DCERPC A V' A7 gy (2°3—Y)

*DNS A v AT gy (5§3—)

oFTP A VAR vay (9X—)

sHTTP A > A7 v a v (15 X—)

s ICMP A AT gy (19 °%—Y)

fICMP =T — A VAT g (20 %—Y)

CILS A VAT gy (21 =)

A UAR U A= A AR gy (21 =)

IPA T g AR gy (24 8—)

e IPsec XA AL — 4 L ART g (26 %—)

o IPV6 A VAR gy (28 X—)

* NetBIOS A > A7 a3 (30 X—)

*PPTP A > AT 3y (30 3—)

eRSHA VAT gy (31 %—Y)

« SMTP 35 L UWEIE SMTP A A7 v g3 (31 ~X—Y)

*SNMP A AT g3 (36 —7)

* SQL*Net A ' A7 a3 (37 —)

e SunRPC A V' AT v g (38 =)

«TFTP A VA7 v g (39 X—)

* XDMCP A VAR gy (40 RX—7)

s VXLAN A AT gy (40 X—)

e AWM A v Z—%y N Fa ha A4 AT g DR (41 2—)
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BERAVA—Fy F FArILDA VAR VA |
B ocerrc i xxvLay

DCERPC f AR 3>

T I FINV DA LAY g KR —"TiX, DCERPC A VAT v g URA F—T I E
NTWeWd, ZOBRENRLERGEIFAX—TMILET, 774V DT v —r3L A
AR gy R —ZfRET ST, DCERPC A 2~ g v ABINTE XY, £
I, R FA =T 2 A AFFORY —72 8, LEIISELTH LW —ERARY o—%
BBz &b TEET,

WDIETIE, DCERPC A > AT gy AW THB LET,

DCERPC D&

DCERPC (Z£-5< Microsoft ) £— F 71—+ 22—/ (MSRPC) !X, Microsoft /37
ATV FPBELIO—AR"—=T 7Y =T arTEAL{EHSNTWS e haLrThy, Y7 |
=T IIAT IR ==t ST LY E— FTHEITTEALIITLET,

B, Zo7a haloE T, 7747 v R TRERAR— NESTEREZ T AND
Y RFRA U R yR— )= N—T MERT—ERIZONWTHE AT I v ZIZEHD Y TS
N3y hU—JEREBWEDEET, RIZ, 74T ME, y—ERAZHEH_ LTS
Y= R—=DA L AB L ANDE I F VY Ty 7 LET, EX2 VT4 T 7747
VAL, WYIRAR— b EBER Y NI =T T KL A~OB A F ) a7 L, MBI T
TNAT Z@EH L £,

DCERPC A VA7 v a v =V d, EPM & U =)V ) U TCPAR— 135 LDV T4 T
NeDMORAT 47 TCPHEREEHRELET, 7747 NHICEPM O~ v B 7 vy s
Ty TR R—= b ENTWET, 74T e —n"—F, EOeXaVT 4V —lbho
THENENERA, HOIAENEZF—R—DIPT FL 2 ER— FEFIL, EPMOSHDIGE R v
YU TZITRY ET, 77472 FNEPM D HIREIN - —/"—D R — MIXF L THEED
B e R D FREMENHH DT, EUAR—ADEEEATEX, 2—F—RZDOXA LTV N
RETEDLLIICRSoTVET,

DCE A v A7 v a %, ROPWH—E#@HF (UUID) & Ayte—Y % R—FLET,
eV FARA Y F~ys3— (EPM) UUID, T XTHEPM A vt =V R Y R—FSNET,
* ISystemMapper UUID (FE EPM) , AR — hSNDH A vt— XA 73RO LB TT,
« RemoteCreatelnstance opnum4

* RemoteGetClassObject opnum3

» OxidResolver UUID (FEEPM) , R — FENB XA v =KD ERBY TY,

* ServerAlive2 opnum5

cIP7 FLAFEZEIFR— MEREEERVMEEDOA vE—Y (INHD A vE—VTIIHRAE
DOERIRNT=D)

B ExA 58—y b TFORANDAI YRR VY
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DCERPC £ w2 <45 L3> Ky v— vy TnEE [

DCERPC f VARG 3 RYS— Ty TDHRTE

DCERPC A > A7 2 a »DBMD/RT A —Z BEET HI121E, DCERPC A VA7 g v
RV — =R ER LET, fER LA v AT a3y R Y — < 7%, DCERPC A >
AR g v EAF—TNMCTALEATXET,

N7 74y O—BHEELERTHEEIT, VIR TEERT D0, FEFAR) —~<
FZmatch A7 — M AV NEEBEGDDIZLNTEET, /7Ry TE2ERTHZEE, A
VAR ary RV = vy TNTHEHSE NI 74 v VBREEZERTDHZEOENL, 7T A
vy T EFERATEL8TT, RIZ, A AT v ay R v— <y 7OFIRIZOW TR
LCWETH, 77 A~y 7 THANER N 7 4 v 7 OO W THHALET, 7
T A~ v P EVERT 5121, [Configuration] > [Firewall] > [Objects] > [ClassM aps] > [DCERPC]
DNEIZEIR L F 5,

@)

EXr UTFTHBATLIFIRIMA T, Y= KU —OERPIZA AT v a v <y TERE
TEET., v v 7ORNFE, MERGIEICERLSFE LT,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DCERPC] %i#{R L £,
RT9 T2 ROWTNNEFRITLET,
*[Add] 227V v 7 LT, HrL=y 7 ZBMLET,
cHNEEETTHY Yy TEBRLET, EX2 VT 4 LR EELETLZI LG,

[Customize] %7 U v 7 LT~y 7 amETHI L HTEET, ZORDFIATIE, v > 7
EHNASA XETITLENT A0 E LET,

RT9T3 HLW~ Yy TOGE ARl (RK40 T EHAZANLET, v~ v 72 RET D & X1,
EHETELDOIEIHOALTT,

AT 74 [DCERPC Inspect Map] %A 7 &2 778 v 7/ A D [Security Level] Dt = —"T, #HLT 5
BTD LV E R L ET,

Ty b LS OWNT AR ES L —ETB5E, U ETKTTT, [OK]ZZ7 U7 L,
HBYOFIEEZ LT L, DCERPC A > A7 ¥ g DY —E X RY o— )b— LT v FE2FHH
LET,

RIEL EBIZHAZ A XT HRERHDHHEE, [Details] 227 U v 7 L, FlAzkT £,

@)

n

A==

X BN —

I

al

B>k [UUID Filtering] R % &, ZOFHEOZE-THHINDLIA vE—Y T4 VZ Y T EHRET
b5va— by bTT,
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B ocerrc L xxv ALKy — <y ToRE

ATy TS BBERF T g BRELET,

ATvT6

ATy 17

* [Pinhole Timeout] : B> R—/L XA AT U MR ELET, 7747 MBMERT 29—
N—EFHRIL, EEOE DT RARA LV R o= bIRENDIGERD LD, XA A
T MEIZZ FGAT L OTF Y r— g VEBEAZER L THRELET, &L, 0:.0:1
~ 1193:0:0 T,

* [Enforce endpoint-mapper service] : ¥ —E XD N T 7 1 v 7T BRI ND K. N
By

TATRHIZ Y RRA U b vy /= =R ZFTTOMNE I PRELET,

* [Enable endpoint-mapper service lookup] : = R4 > kv v X—Hh—ERDNL v T T v 7
BEZA X =T NMZT MM EIDRELET, Y—E ANV I T v TDIA LT U NbiH
MTEET, ZA LTV FERELRWGEIE, BErR—L A L7 7 RS E
j—o

(&) [Inspections] # 7% 27 U w27 LT, FFEDXA T DA = IR LTHFITTHT 7
varEERLET,
DCERPC 77 7 A = v FIZHSNT, FllFA v AT vary v T T HrEERKETH 2
LIZE-T, FREFZEOWAET, N 774 v 7 O—BHELERTEET,
a) MOVWTNMNEFEITLET,

c[Add] 27 U » 27 LT, HLWEEZBNMLET,

« BEFOREMEZEIR L, [Edit] %27V v 7 LET,

b) [Single Match] Z %4 L THAELEHEFR T 572>, F£721% [Multiple Match] %8R L THHUE
ZE#FHTHDCERPC 7 7 A ~ v T HEINLET,

c) MR I TERLEGEII, KO A7 L LT [Match] (T 7 4 v 7 3HHEL
—HTHMENRDH D) F7X[NoMatch] (FT7 7 4 v VXML B0 ERNH D) &R
WLES, KIZ, LT D UUID 2R L E7,

« ms-rpc-epm : Microsoft RPC EPM A vt — Y Z#MAE L £,
« ms-rpc-isystemactivator : ISystemMapper A v & — ZBA L £,

« ms-rpc-oxidresolver : OxidResolver A v ¥ —Y ZMBAE L £,

d #piz )ty b9 50, OTICERET I RRLET, #ixz )by FT2 2 LaER
LIea, nX 72t 5286 TEET, iz by b425&, "7y RAR
2y &, AL, Y==K iE s T AT MITCP Y kY FAEESNE
RS

e) [OK]ZZ7VUy7 LT, AR¥ELZBINLET, LB TR 2#@0iRLET,

[OK1 %27 U v 7 LET,
N T, DCERPC A v AR > a DY —ERARY > —T, AV AT vary vy TEHEH
T&EET,
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ons (v zxxsvay [

RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
—ar A IR FaL AL AR a Ly DHRTE SR L T I,

. o N LS
DNS A AR 3y
DNSA VAT 2 g AT 7 4L b TA R —T N> TWET, 57 4/0 MESAO LB,

BERPEAICOBRRETHVLERHVET, ZZ2TlE. DNST7TFU r—sa A VAT g
NZOWTHALET,

DNS 1 VAR 3>DTIHIL bk

DNS A VAT g 0%, RO X H 72 preset dns map A AT gy 7T A~y T EEH
LT, T74NFTAR—=TNITIR>TVET,

ey KDNS A v E—URIE, 51234 N CT9,
« DNS over TCP A > A7 3 3 35T,

e RKZTIAT L EDNS Avbt—VEIT, VY—R La—RZ—#HT5 X9 I CHBICR
EINFET,

¢ DNS H'— RiFA 2—T7IZ72 0 . ASAIZ X > TDNSISENEEIN S L3 <IT, ASA I
DNS 7 = U IZBH#fT HALTWADDNS v a a2 UIlr L Ed, ASAILEZ, A vE—
O AT =X — L TCDNSISEDIDADNS 7= UDID & —FHT5Z L 2R LET,

« NAT O EICH S DNS U a— ROEHIIA 2 —T I TT,

o 7 haLOFRHNIA R—T N THY, DNSAX v —UKF = v 7 ¥MThbitEd, KX
AU BDEFEEN 255 LFLUF., 7-ULOESN 63 305, JEMG, V—7F RA L ZDF = v
7 ETY,

B

GE) BRSO 7y SRR SN H5E . Cisco ASA T CPU RN LRI HAMREMENH 0 £
T, MBLEND Ty FORNRHZ D & BHIT AL ARAL—F v b v 8
T 4 ORI SWHE) | CPUMEAZE S B LET, Ziud, Cisco ASA 2MERZ% <
BEZEITTALENRDHY , CPU Y Y —ADEENEZ 57D ELET,

o ~ o ~ O =L ==
DNS £ VARG 3RO —TwITNEFE
FIFIN DA AT g VEWER Ry R =218 5 THSTRWES, DNSA v A~
var R — <=y TEERLTDNS A VAR v ay T avk AR~ A A TXE
j‘o
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BERAVA—Fy F FArILDA VAR VA |

B ovsozxrovaskys—<yTiomE

FFar LT, DNSA VAR gy 7 TA<y FaERR L, DNSA VA7 q D
N T4 VT AREERTEET, MOA 7 a2 LTE, DNS A VA7 g R
V=TI T4y VTR EREERTHIE L TEET, VIR Ty T EERT D
LA AR vary vy T TCRTI T4y I OREEEREERTH I OB, 7T X
~ v T TR RRERER T, 77 A~y TEHFATEDL LW H ETT, ZOFIA
TEHA AR ar vy TIZONWTHH LETN, 77 A~y TSNS B,
[Inspection] # 72872 FIEHTHBH I TS LD L[H U TY, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [DNS] #i#R T 57>, £721TA v AT v a v~y TORERIT/E
KT HZLICE-oT, DNSZV T A~y T HHRETEET,

@)

Exb UFTHATLIFIACMZA T, =R R —DERHFICA v ART g v <y TEHHRE

FIE

&M
ATvT2

ATvT3

ATvT4

ATvTh

TEET, ~ v IONEIL, ERFECERA <R LT,

158 HHIIZ

—EDO T T4 v IREAT T a TR, BEDTEOICERZRAERA LET, b7
=IO 1 OEEATIEHEE. RO ERZREZIZERERO I 79X < 7 EERLE
—g—o

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] %z #4R L £,
RONTNNEFATLET,

c[Add]ZZ7 U vy 7 LT, HiLnwey 72BNl ET,

CWEERFT DYy TERRLET, EFa )74 LSV RESERT 5L b,

[Customize] #7 V v 7 LT~y 75 mETHZLHTEET, ZOBROFIRTIE, v~ 7
EHASA XEITBNT 260 LET,

L~y 7OHE, Al K40 XF) ERAEANLET, v~ v T E2RET D &1,
EETEDLOEHMHAOHLTY,

[DNS Inspect Map] # 1 7 & 2" 78 > 7 AD [Security Level] B2 —"C, SEhpar7 s ¥l —
varvikbI —ETAHALVEERLET, T 74 D LU [Low] TY,
Uty b L OWT R EGE BT 556, LETKRT T, [OK]Z27 U v L,
Y DOFEEZAF Y7 LT, DNSA VAT a DY —E AR — b— LT~ v T %
FALET,

RELE S BN AL A AT HMENRDH5EIE. [Details] 27V v 7 L, FlAZ&HTET,

[Protocol Conformance] ¥ 7% 7 UV v 7 L, MERA T a VRN LET,
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ATvT6

ATy T17

ATvT8

DNS 1 v 2R5 a3y Kys—vyTngE [

* [Enable DNS guard function] : DNS %/ — &[] L £7°, ASA (2K > T DNS IGE D HRE S

5 ETIT, ASAVEIDNS 7 = U —ICBEfT 5 TWS DNS By g 20l L
T, ASA X FE7m, Avb—UKHEE=F—LTDNSISEDIDADNS Z7=UDID &
—HT DL EMHERLET,

* [Enable NAT re-write function] : DNS L 21— R % NAT O EICFK SV TERR L F7°,

« [Enable protocol enforcement] : DNS # v & —UHAXDOF = v 7 &4 x—7 M LET, K
AA DRSNS LFUT, FINVDRIN6ILF, Elfi, V—T KA 2DF =
772 8T,

* [Randomize the DNS identifier for DNS query],

* [Enable TCP inspection] : DNSoverTCP k7 7 4 v 7 DA VAR v a U EHMLET,

DNS/TCPR— 53 T 7 4 v 7, DNSA VAT v a U E#EHT 57 7 A0—HTh
LIELEMEGELET, A VAT a DT 74V N 7T AT, TCPS3 REER T
EJ RN

* [Enforce TSIG resource record to be present in DNS message] : #E#LL T2y f & R
0y ZTERIFIeXF S TEET, METHIUL, Fry XSy y haer¥ o /T
EJ5 AN

[Filtering] # 7% 27 U v 7 L, B A 7 a 2@ RLET,

* [Global Settings] : 77 74 7> b 7213 — =D ELENENICERARL, FBE LKA
B2 7y e Ry 7Tl 20 & BIRLET (512 ~65535/31 1)

* [Server Settings] : [Drop packets that exceed specified maximum length] 33 & UF [Drop packets sent
to server that exceed length indicated by the RR] : #—/3—DNS A vt —Y DR KEZRE
LET (512 ~65535 34 ) | £/, kEZ U Y —A La— N TOEICKRELE

To MTORELAR—TMIT DL, DNSWHTOMENMEH SN ET,

* [Client Settings] : [Drop packets that exceed specified maximum length] ¥3 JX O¥ [Drop packets sent
to server that exceed length indicated by the RR] : 7 7 A 7> k DNS A v & —V DR KES
RELET (512~65535/3A 1) | Flid, mRKELZY Y —A La— FTOMEICERE L
Y, MIDORELAX—TNMTTDHE, MSWHOEMER S ET,

[Mismatch Rate] # 7% 7 J » 27 L C, DNSID A—E L — FBfRE L LEWEZ B R 256
DX T EFPNZTHNEIDERIRLET, 2E2E, LEWVEEZ3IPHZY 30 [HOA
—HKICRETEET,

[Inspections]| ¥ 7% 27 U w27 L, b7 7 4 v 7 OFEICHEKASNTEET LREDA AT Vg
VEERELET,

DNS 7 7 A = FICHSNWC, FHFA v A0 vary vy 7T HEBERERETDZ EIC
LoT, FREFOmMIFT, NI T7 4 v I O—FHIEELERTEET,

a) WOWTNPLEFITLET,

*[Add] %7 U v 27 LT, HLWAEELZBINL T,

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |

B ovsozxrovaskys—<yTiomE

ATvT9

cHETFORELTINL, [Bditj 227V v 27 LET,

b) [Single Match] Z 4R U TEAEA EHEFR T 57 . £ 721E [Multiple Match] A J%4R L T A:7E

<)

d)

2

ZIEFTHDNS 7 T A~y FaBIRL £7,

HUEL Z I CERLEGAIE, BEO—HX 4 7L LT [Match] (77 ¢ v 7 | 3HUEL
—HTHMENRDH D) F7X[NoMatch] (T 7 4 v V7 IXHEMEL B ZMERH D) =ik
WLUFET, 7=&2iE, UFH] lexample.com] T[NoMatch] 28R L7254, [lexample.com]
EETL T 74y 73T RTY TAS y TOMGINTIe Y £7, I, BEZLUTO LD
WCRRELET,

* [Header Flag] : 7 7 /7 NELWKLERH L0, FLIHESNTMEEELMLEND S

DERIRUHR, N~y X — 7774 5BIRT 50, Fid~y & —0 16 #E (0x0
~O0xfff) ZASILET, HEO~y X —lERIRT 5556, FELW 1 ZTXTo7
TIWRT y MIFETAMERS DL Z a2 RL, G TWnFhnl o077 7
TH7 Y MEETHIRIWZ L 2R LET, ~v & — 77740, AA (RS
) QR (7x=VU—) | RA (T 5HIF) . RD (LELFHR) . TC (W1 #HE
<) TY,

[Type] : /37> RDDNS Z A 7 7 4 — )V ROAFTEIIIMETT, 74—/ F4IE A
(IPv47 RLZ) | AXFR (70— 4i%) | CNAME (EBIOART) | IXFR (4
oY —vHsE) o NS (MR — A —s3—) | SOA (HERY —>DBA) . TSIG (K
TV ayEL) T, I DNS A7 7 =L D 0~ 65535 DIEE DK
T, BEOHEIIIMEOHMZ A LET,

[Class] : /3%~ B DNS 7 7 A 7 4 —/)L ROLBITET2IHME T, fEHAIRE/RME—D
7 4 —)V K4 Internet T9, fEILX. DNS 7 T &2 7 ¢ —/)L KD 0 ~ 65535 DEE DO
FCT, BEOEEIXMEOFHEEZ AT LET,

* [Question] : DNS * vt — Y OERHS T,

=

« [Resource Record] : DNS DV Y —Z L o— R T4, B, &, HEROKY V—2 L
a—FErTar bRETLENE I DERBRLET,

—H LT NI 74 v I L CEATTHFEERT Vv a U ERIRLET, Ty FO R
a7, BEROU, ~ A7 (N X =TT T —EHOEFEDOR) | L L, OWTTh
NTI,

AX T A R—TNVETET 4 =TT 20 E I D EIRIRL £9°, TSIG % 53
LT, v X P E T 4 —T N T ARLERH Y 1,

TSIG V Y — R L a— ROIFHEAREIT HNE I DEARIRLEST, F vy FORa v/,
NrybouXr Fdory o Rey 7 laX SR EEETT, @K, TSIG %
59 % 121X [Primary Action] C [None] 2384 L, [Log] C [Disable] Z 8RN 5 ML E N H 1
T, 2L, "o X =TT T —HOBEIL, R IOT T4 T Irvarvklld
W2 TSIG 2 H TE £ 7,

[OK]ZZ7 Vv 7 LT, AV AXZvaryZBEMLET, DB T RERA %20 KL
e

[Umbrella Connections] # 7% 7 U v 7 LT, 757 RKTO Cisco Umbrella ~D#EEfi & HZZ L
i TO
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pqvzssvay |

Z DX 7%, [Configuration] > [Firewall] > [Objects] > [Umbrella] ~2— " "C Cisco Umbrella £%#t
ERELEHBICOREELET, 20X T TAH T a %3 E L, Cisco Umbrella (27 /34

AuBEL T, ZOT /S, AN DNS /L 7 T v 7% CiscoUmbrella IZU XA L7 FT& 5 X

T HHENHY £, ZN%EITH &, CiscoUmbrella (X FQDN X—ZAD X =2 UF ¢ R
—FEATEA LI 9, Iz oW T, Cisco Umbrellaz 2 L TL 72 X0,

+ [Umbrella] : Cisco Umbrella ZH Nz LET, MBS U T, T34 A2 AT 5 Cisco
Umbrella 78 U 3 — D4 i % [Umbrella Tag] 7 4 —/L RIZFEEL£d, NI —&RE LR
WIGEIL, 7740 O ACL 23EH SvET, BED5E T T 5 &, Umbrella D7 /3A A
ID 3% 7 OREICFR R ENET,

* [Enable Dnscrypt] : DNScrypt Z# A ZhZ L C7 734 A & Cisco Umbrella fi] O #EE % K5 o{k L
F9°, DNScrypt Z AT 25 &, Umbrella U Y /L3 EDF—2HA Ly RO3BHIGSIVE
T FRHEA L R, 1B ZEIZ) S ANEDNY Ry A 752 FEIT L, H LW
B CT NA A& HH LE T, DNScrypt TiL UDP/443 ZfEHT 572, ZDHR— FH
DNS A VA7 v a AT D7 A~y TICEHENTWD Z L 2R T D20E N H
WET, 774N EDOA LAY a7 T ATIEDNS A 2 AT g 2 UDP/443 73
FTTICEENTWET,

« 72x—)LZA—T > : UmbrellaDNS H— —3MEH T & 72 5412 DNS fifik 2 8iE S %
Wik, 72— N A —T A X —TMILET, 7 x=—/b A —7 > OIRAE T CiscoUmbrella
DNS H—N—0FH T WX, ZDOKRY v— ~ v 7 T Umbrella HIENT 4 ©—7
JUZ72 0 DNS ZER%AZ 2 A7 A BIZERGE Sl DNS r—~— ((FIET 5 56) 1TB
B CTX 5L 91270 9, UmbrellaDNS ¥ — _"—23NFHEMHAREIC2 D &, AU v—~ v
FIEENOOEREZHBELEST, 2047y a U E2@RLARWES, DNSERIZT 7 & X
T& 72\ Umbrella U Y W NRA~BE LELT 2O T, IGEFITERGEINEEA,

AT w710 [DNSInspect Map] ¥ A 70/ Ry 7 AD[0K]| &7V v LET,

DNS A L AR gy B—ERRY S —TA VAT gy vy PR ERATEALS 1200
F9,

RDBARY

T EREHTAEODA AT g R —2RETEL LRV ELE, 77V
=gy AV TR AL A AR g VDR E EZBBLTLIEE N,

~ O N ~
FTIPA AR 3
FIPA VAT v g 0E, T 74V N TA X—T TR > TWET, T 7 4/ FUSO QLN
VERGEAICORFRET ILENH Y £3, 22T, FIPA L A7 g0 P 02o0n
T LES,
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BERAVA—Fy F FArILDA VAR VA |
B rrxrsvaoms

FTIP A VAR 3 VU DOHE
FIP7 7V r—a v A A2 a2 0%, FIPEy Y a a2 BEL, RO4HODDE 27 %E
1ITLET,

«FTP 7 — X Wk D= DB e h o XV T— 2T v x NV E8HELET, b0
F ¥ F/LDKR— FE, PORT 2~ REZIFPASV a~ v FafHLCxrIdvo— &R
T, BH XY FrxiE, TrANT v Ta—K, Ty Fyrua—K E£iiE
TALTZ RY JAM AR FADIRETHOD B THNET,

FTP o~ NRE—r U 2% BHLET,
o EERZEEA A AR L F T,
B FIZT v E— RENTE T 7 AN EITER L 2 — R303002 23R SVE T,

* Audit record 201005 is generated if the secondary dynamic channel preparation failed due to
memory shortage.

cHIDIABIP 7 KL 2AAZEH L F 9,

B

GE)  FTIPA L AU varviaT =70 TbE, BE2—V -2y 7 E— FTLOEER
B CE <720, BREFIPIITRTT 48— 12720 £9,

& 75 FTP

7 FTP 2495 &, Web 77 73 FTP BERINOH WAL 2~ v RERFETE /< 72
L, RSNy NU—2rObFx 2 VT 3k SE T, BERFIP 2 A X —7 Vi
9 5I1Z1L. [Configuration] > [Firewall] > [Service Policy Rules] > [Edit Service Policy Rule] > [Rule
Actions] > [Protocol Inspection] % 7 ¢, FTP OA§IZ4 5 [Configure] R¥ > %27V v 7 LET,

B FTP 2T AL XX, A7 a vV TCFIPA VAR v ary R — < FHEEL
T, ASA Z1@RT A Z EDNHFAENZRWFTP a2~ RERETE £,

FRE 72 FTP A AT g Tk, IROBMESSEFI S £,
FTP o~ FOERICEINTHLTRWE, ASA T Lo~y REZFFLEE A,
« ASA I, HYiIAL o~y REERETIHIEEREZ Ky 7 LET,

©227 a2 REL PORT 2~ R, =7 —XFHNIEREINLWE D ITHERINE T,
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A

FE BB FTP 2#fEH T 5 &, FTP RFC IZEZEICHERL L TWRWEFTP 7 74 72 NIRRT 5 2
EMBVET, IHIZ, A VAT a VEFIPAR— NORZEATH2LERH D £ GEF
@D FTP 78— NI TCP21 TF) o FEFTP N T 7 4 v ZITEEIR FIP A VAT v a V%A
T5&. BRCHTTP R T 7 4 v 7 C) FHILARW T 7 4 v 7 HENBRET HAREMERH D
£7

FRBRIR FTP A U A7 2 a o Tlid, FFTP a2~ RESED Y —r o A B L, RO
BT I T AT AW hET oy LET,

VB TCEN/Za~ 2 F:PORT a2~ RBLXOPASV InE a~ L ROh U ~DHMN 5 T
HOEMEIDDERINNET, o ~DEN 5 TRWEEIX, PORT 2~ RNEID#C
BNTWAE RS, TCPHEEFIZF L bET,

« RIEZ2a~ 2 K : FTP 2~ K23, RFC DFER P E VT <CR><LF> LFETHKR T LTWD
MEIDHERINFET, KT LT RWEAIE., BN ONET,

cRETR =2~¥ > K& STOR 2w ROV A X : 2o, BEDEREHEF = v 7 ENF
Ty VA AXNEHLY KREWGHEIE, =7 — A vbe—UBnX o ran, #EuasfArohn
F9,

s A KRS =T 47 : PORT a~ Rix, W27 T4 7 EMHRESNET, PORT
a=y R —R— bR EINDHE. TCP #fidfi S E 7,
NBEARAT—T 47 PASV REa< R (227) F, W= =L REINET,

vamﬁzvxk#ﬁ747/b#%%héméﬁn\Km%ﬁﬁﬁ@éhiﬁo:m
LD, 22—V —» 227xxxxxal, a2,a3,a4,pl,p2] ZFE(TT2HEOEX2V T 4 HK—

ILNFRTE £9,
«TCP A b U —AfR4E : ASA L. TCP A b —AfREZMH L2 BB AL b E
7,

cHER— h XD m— gy FIV T — FENTEE AT v R— MED., 1024 Kt
THDIMNEIDPBRHARLNET, 1~1024 DFH O R — FEFIL, TRFEAERHICETE
SNTWAED, X2 — FENFER— FRZOHPEANTH > 7-840 . TCP g IfiEk
EnET,

e v RRXATT A4 :PORT 2~ K& PASVIEE o~ RNDOR— FESD%ITH L
SCFH, THEO 8 LIkRbNET, 8 L KEWIEAIE, TCP #mAH UL E T,

« ASAIESYST 22~ RIZkT B FTP— N—DJ5& A L7- X ClE Xz T, —s3—
DYAT I EZATNFIP 7 T7AT 2 MZALNZWEIICLET, ZOF 74/ hOH)
VEZ NI 5121, FTP ~ v 7 C. nomask-syst-reply =~ > RZ2H L £,
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FIPA ARG O3 R)O—<T v TDHETE

FIE

R TR FTP A VAR va /Alid, X a7 o L m LS50 a~vr K7 40
&)/7&?%;)74%1/%& ENAEINTOWET, e hatto@mathoaf A
JrvalliFz, Xy NOREOF =2y TUVIXERTy NOBRXOF vy, av R
DE—IX—FDOF w7, BIOavy ROMENREENET,

Flo, 22— F—DEIZESWCFTPHfiZ 7 v v 7 TELHDT, FIPH A MIF U rr— FH
DT FANEEE, T/ VAEFEOL—YP—FFICHIRTEET, 774 VDEA T, H—
AL BREOMORBMEIZESN T, FIPEA 7 rn vy 7 T&EET, A AT 2 3 VIRFICFTP
BN R SND &, VAT A Av—vou 7 BMERSNET,

FTP A VA7 2 a W CFIP Y —R—=NZDL AT L XA TZ%FIP 7 74T > MIABT 5
ZLEFHAIL, AT L FTP 2~ REHIRT 256, FIPA v AT v ary K vr— vy
FEERBIORELET, ER LI~y 71, FIPA v AT g v b4 32— NI T 5L
WHTE 7,

FFart LT FIPA VAR v ay I A<y FaERL, FTPA VA7 3D
NTT7 40 VT AEERTEET, o+ 7 v a  LTUEL, FIPA VA7 v a R
V=TI T4y VI REEBEERTHILEHTEET, 7 TA Ty T EERT D
TLLAVARI v ary vy TN I T4 vV OREFEBEEET A LOEWL, 7T A
< T CITEHE R HEELERCE, V7 A~y TEHAIHTE S LWV RTT, ZOFIA
THA VAR a2y IOV THHLETR, 77 A~y 7 THAIND BT
[Inspection] &% 72T 5 FIETHBH ENTW5D L@ L[H U TJ, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [FTP] Z3&IRI 220>, E/idA VAT v a v < v TOFERHTE
KT HZEICE-oT, DNSV TR~y T HEHETEET,

O
Erk DUFTEHBAT2FIEICMAZT, P—ERARY —DERHFIZA VAR v ary vy TERE
TEET, vy 7TONFIL, 1ERFIEICERZRFE L TT,
1R BRI

—MDONT T 4 v IREFT T a TR, BEDOTEOICERFZRAHEH LET, 2 b0T 7
=IO 1 OEEATIHER. RN ERZRELZIFZERERIH O I X v 72 ERLE
ﬁ—o

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [FTP] Z#R L £,
RT9T2 RONTNNEFRITLET,

c[Add] 27 VU v 7 LT, HiLnw=sy7EZBMLET,
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CNEERERTDEY Y TEBINLET, X2l T LNV EEEERTL b,
[Customize] #7 UV v 7 LT~y 752 mETHZLEHLTEET, ZOROFIRTIE, v~
BNAZ<A ZEITENTH2bDE LET,

ATYT3 HLO~ Y TOEE, 4Rl (K40 05) EFHAEADLET, v v TE2RET D L X3,
EETEXDL0EMHDOHLTT,

AT w74 [FTP Inspect Map] XA 7 1 7 7R 27 AD [Security Level] B2 —T, ME/Ra 7 4 F= L —
varbRbIL—HETLHLVERIRLET, 77 4/0 O L-ULid [High]) TT,
Ty N LV ONTONESE BT 5856, LETKR T TI, [OK]Z27 Vv 2 L,
BOOFNEEZAF Y T LT, FTIPA VAT v a DY —ERAKRY — )L—)L T~ v 7%l

HLET,
RIE% S DI AN ~ A AT B UER D HHAIL, [Details] 22 U v 2 L, FHEZHET £,
O

E> & [File Type Filtering] N X7 7 A /v AT 4 7 EIUEMIME & A 7 DA L AR Vg U ERE
THRHODYa— Ay bTY, IOV TR THHLET,

ATw TS5 [Parameters] Z 7 &7 U v 7 L, ==L OGNS —%~ A7 T 5090, £
SYST 2~ RADINEE~Y AT T H0E D AR E T,

INOLDHAEZYAZTHZEIZE-T, 7747 MIKBRERT L AREMED B 5 P —/3—
HHROMHZPI S Z LR TEET,

ATw 6 [Inspections] ¥ 7% 27 U w7 L, NT77 4 v 7 OFEICESNTIET HREDA VAT Vg
VEERLET,
FTP 7 7 A <~ v FZHESWTC, FHIFA VAT v ary v~ v 7 THAEERTETHZ LI
koT, ¥RIFXFOMET, VT4 v O—HHERELZFERTETET,
a) WOWTNNEIATLET,
c[Add] %7 U » 27 LT, FHLWEEZBMLET,

 EFORYEZIEINL, [Edit) 27 Vv 7 LET,

b) [Single Match] iR U CHIEZ EHIER T 5>, £7213 [Multiple Match] 3R L T4
HEFRTDHFIP 7 T A~y FEERLET,

c) KR I TERLEGEII, KO- AT L LT [Match] (T 7 4 v 7 3HHEL
—HTHMENRDH D) F7iX[NoMatch] (T 7 4 v 73R MEL B DZMERDH D) &R
WLUET, 7=&z01F, 05 Texamplecom| T[NoMatch] 2% L7254, example.com]
EEL RN T 74 v 73T R_RTCY TAYy TOMBEINTR D 9, KIZ, EEEZLUTO LD
ICERELET,

* [File Name] : HBExE S ND 7 7 A VDA Z . IR L 72 IEBIRBLE 721 TEHIREBLY T 2
EHALET,

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |
B rrxrsvaskys—<viome

* [File Type] : #85&ND 7 7 A VD MIME £7213 AT 4 7 ¥4 7% BRLIZERE
BEIFERAER Y 7 A LMAELET,

* [Server] : FTP #— N—D A%, BN LI ERERELITERERIL 7 A LBAELE

j‘o

«[User] : =7 A v a2—H—DA4RT%, BR LI EHKRBLELITERHRIY 7 2 L RE
L¥ET,

* [Request Command] : /X7 v F T S5 FTP 2w R TY, LN OEEOMAE
b T,

«APPE : 7 7 A JVIZIBIIL £7°,

«CDUP : BUEDIE¥ET 4 L7 FUOBET 4 L7 FVICERLET,
*DELE : == 7 7 A LEHIFRLET,

«GET : == b 77 A VEESLET,

« HELP : ~ V7 1E#Z M L £ 9,

*MKD : == {ZF7 1 L7 MU ZER L7,

PUT : 77 A NP —R—ITEELET,

*RMD : B—="—D7F 1 L7 U ZHIBRL X,

*RNFR : [EHEFO] 77 A NVAZHEELET,

*RNTO : [EH#HZD] 77 A NAEHEELET,

«SITE : v —_—[lFDOa~vy RofgEIEHEINES, @, 2tV e— 8
PR SN £,

¢+ STOU : =B T7 7 ANAEFEH LT 7 A NVEREFELET,

d) BX T4 F—TNELET A =TT EINEIPERRLET, 77V a VIiTH
B AE VY PLET, Xy bEeRny L CEREZAL, = —F3 7747
YMZTCP VY FEFELET,

e) [OK]|ZZ7 VU7 LT, fAXTvarzBMLET, LEISELTT e A& KL
£

AT w71 [FTPInspect Map] ¥4 7/ Ry 7 AD[OK| =27 Vv 7 LET,

FIPA L A7 a3y —ERARI I —TA VAR gy v TPEEHTEXALYITRD
iﬁqo
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RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
—ar A IR FaL AL AR a Ly DHRTE SR L T I,

HTTP A Y ZARS a3y

HTTP A V AXRT 2 a NI T 74NV hDA VAR g R O —TlidA 2—7 &Nz
oD, TOAVARY T a YNBIRGEIIA R—TNMITHMERDY ET, L, T
7 4V R®inspect 7 T ANZIET 7 A/ FO HTTP R— R EENTWHEDT, T 74/ D
Ta—r\ A AR v ay R = RET DIET THTIP A Y AT v g U ZBIITE
F9, FHIE, HERFA =T oA RAEEORY =7 L BEIZL U TH LW —E R
R —ZET 52 b TEET,

ZIZTiE, HTITPA VAT v a v 2P AZ W T L E 4,

HTTP 4/ VAR 3 U DOE

HTITP A v AT gy 2oV LT, HITP N7 7 4 v 7 IZBR T D4 E DB ERZ
DD E N HIRHEL £,
HITP 7 AU —a v A VAT g  TCHITP DO~y X — L AT E2Fx vy L, SF&F
BT =2 F I NTEET, TNHDOF =y /T, HITPHE, a7V 247, brx
e bhanl, Ayvt— Fa bhalplntxa )T T I9A4A TV AZ2BRTL2 %
YEBEHTTP A v AT g UERRIIT 7V r—a sy 77 A T U4+ — & ST, HTTP A
VAR a R =<y TERETHEXIMHEHTEET, ko T, WEENRR Y
NO—27 X2 VT 40 RU—IZEDLRWHTTP A v — % FHTE WL S I LET,
HITP 7 7V 7r—ar A VAR g ThUpV T 77U —3 g b ASCI LIS 30
ZE&Te HTTP BRI EZ 7 n v 7 LT, BEOH DT 270 Web — N ZHIET S Z
LEFEET, HITPERSOIGE Ny X —D X EFIEREEDOY A XHFHIBR, URLOT 1 v
7. HTTP Y=~ B — H A TDAT—T 4 T H P R—hENTHET,
YEBE HTTP A v A2V g iE, T _XTOHITP A v E— I oW TRD S AR L F T,

« RFC 2616 ~O EHL

«RFC TERINEZ-FXZTE2FHAL WD &

< BN D FEHE~ D HEHL

o ~ o ~ O = =

HTTP A VAR 3 R O— Ty TDEHRTE
Ay —URRGRA—RIZEBER LTZEEOT 7 a U ERETAHICIE, HITP A VA7 g
VR — =y FERERLET, ER LA AR gy RY — =i, HTTP A >
AR g v EAR—T T B LA TE ET,
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FFart LT, HITPA VA7 v ay 7T A<y FE2ER L, HTTP A » AT g
DT T4 7 TABERCTEET, o4 7 a3 & LT, HTTPA A7 g ViR
Vo=~ P ThIT4 7 JIAXEBRERT DL TEET, 7T A~y T fikd
HZEEAV AR vary vy T TRI 74y OREEZEEERTH I LEOEWVE, 77X
~ v T TR RRERER T, 77 A~y TEHFATEDL LW H ETT, ZOFIA
TEHA AR ar vy TIZONWTHH LETN, 77 A~y TSNS B,
[Inspection] # 72872 FIEHTHBH I TS LD L[H U TY, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [HTTP] Zi&R$ 250, £70iFA v AT v ary vy TORERIC
BT 52 LIk >» T, HITP Z T A ~ v 7 HRETEE T,

@)

Exb UFTHATLIFIACMZA T, =R R —DERHFICA v ART g v <y TEHHRE

FIE

ATy T
ATvT2

ATvT3

ATy T4

TEET, ~ v IONEIL, ERFECERA <R LT,

158 HHIIZ

—EDO T T4 v IREAT T a TR, BEDTEOICERZRAERA LET, b7
=IO 1 OEEATIEHEE. RO ERZREZIZERERO I 79X < 7 EERLE
—g—o

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [HTTP] Z &R L £9°,
WONT NN EFITLET,

c[Add]ZZ7 U vy 7 LT, HiLnwey 72BNl ET,

CNEEFRTRT DYy THBIRLET, BXa VT 4 LRAEEBEEFETL L),

[Customize]l %7 U v 7 LT~y VA2 MmETLHI L TEEST, ZOBROFIATIE, v >
ERHAFA XETNTLENT A0 E LET,

L~y 7OgE, 400 (K40 30F) LAz AN LET, vy 72RET D & 13
EHETEDLOIEIHAOHLTT,

[HTTP Inspect Map] % 1 7 12 2 7R »» 7 A @ [Security Level] E' = —"C, SERa L7 1 F 2 b —
varbRbILETEHLNERIRLET, T 740 bO UL [Low] T,
Tty b L OWTROREE BT 525G, LETKRTTI, [OK]Z27 U v L,
O OTFNEEZ AR Y7 LT, HTTPA VAT v a VDY —EARY — )L—)L T~ v T &ff
}EH L\iﬁ—o

RIEL EBIZHAG A XT HRERHDEEE, [Details] 227 U v 7 L, FlAzkT £,
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@)

B2k [URIFiltering] 8 % ANIER URI DA AR v a U ERET HI2dDY a— Uy T,
ZHUSOW TR THRAL £,

AT Y F5 [Parameters]| ¥ 7 &7V v 7 L, M4 T a v ERELET,

« [Body Match Maximum] : HTTP A v & — Y OARLIRARITHMB IN D, HRTFE T,
T 74V ME20034 R T, REREEHRETHELE, N T+ —v U RCKERPELE
ZFET,

[Check for protocol violations] : /3%~ RS HTTP 7’1 f Z)UIZHEHLL TV B E D & fi
BLET, BXLTWDEA, #io Fry 7 Uty b, £@3n 7 ~0OiLHzT5 2
EINTEET, FryZE 3ty FT2O25A1EF. X 72/ 2—7 02T 52 8
TEET,

* [Spoofserverstring] : $—/N—HTTP~v ¥ —DEZRE LI XTHNCE S B2 F9, &K
82 F T,

AT T6 [Inspections] ¥ 7% 27 Vw7 L, N77 4 v 7 ORI SNTIEET HREDA VAT 3
YEERLET,
HTTP 7 7 A~ v FIZHASNT, FHEA VAT var~y 7T BEEERETHZ LIC
XoT, FFZEOWET, VT 74 v OB EELEFRTEET,
a) WOWTNNEFITLET,
c[Add] %7 U v 27 LT, HLWAEELZBINL T,

« EFORYEZ IR L, [Edit) 27 Vv 7 LET,

b) [Single Match] ZJ#R U CHREZ EHERT 57>, £7213 [Multiple Match] 43R L T EE4E
ZEFTDHHITP 7 T A <~y TR LET,

c) HMEELZZTERLIEGAIT, BEO—HF A7 L LT [Match] (FF77 ¢ v 7 3&EHEL
—HTHMENRDH D) £7X[NoMatch] (T 7 4 v VXML BV ERH D) #ik
WLUET, 7=&z0E, 55 lexamplecom| T[NoMatch] %R L7-854 .  lexample.com]
EEL N T 74 v 73T NTr T ARy TOMBRINTR Y 9, WIS, EEEZLTO LD
WCRELET,

* [Request/Response Content Type Mismatch] : J&& D 327 2 X A THRERD accept
T A=V ROMIME #A 7D 1 5L —FLRWASTy FERELET,

* [Request Arguments] : ZRO 51 5%, SR LI IEHRBLETITEREKI Y 7 2 LS
L\iTO

* [Request Body Length] : ZRDOASIBFEE Lo A NI REWR Ty REBAELE
R

* [Request Body] : ZRDOA %, BN LI EREBBRETIXERREL A LBE L E
j—o
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* [Request Header Field Count] : BR D~ & — 7 ¢ — /L FOEDFEE LT L D s
Ty bERELET, 74—V RO~y X —Z A TR ERRBETIIERF LD X A
TEBAETEET, EREHLDXATIIROEF Y TT, accept, accept-charset,
accept-encoding, accept-language, allow, authorization, cache-control, connection,
content-encoding, content-language. content-length, content-location, content-md5.
content-range, content-type. cookie, date, expect, expires, from, host, if-match,
if-modified-since, if-none-match, if-range. if-unmodified-since, last-modified.
max-forwards, pragma, proxy-authorization, range, referer, te, trailer, transfer-encoding,
upgrade, user-agent, via, warning,

* [Request Header Field Length] : 2RO~y & — 7 1 —)L RO I PHEE LT3A MK
IO RENWATy FERELET, 74—V RO~y X —F A TR IERERBEZITE
BEHSDEA T ERETEET, EFRFALDZ A 7L, LD [Request Header Field Count]
x5 —EERLTTY,

* [Request Header Field] : ZRDBR LIz~ X — 7 4 — /L RONEF L, BN L7 IER
RUVETITERKRBL FALBELET, FMIERS NI~y X —F A TEFEET D
Dy, FIZEREHEZFERAL T~y ¥ —ZBIRTEET,

* [Request Header Count] : ZR D~ X —DEBRIEE LI L 0 2V X7y R ERE L

£

* [Request Header Length] : ZERD~ v ¥ — DRI PIEE LT2AA ML RE W ATy
FERRAELET,

* [Request Header Non-ASCII] : E R D~ & —{Z ASCIH LIS D SLFN G ED /37 > B
rRELET,

* [RequestMethod] : ZERK A Y v RPEFRFHADZ A T EIITBR L2 EBRKBLDS L <X
EHEB Y T2 =T 27y MERELET, ERBFHDIA TITROLEBY T
9, bcopy. bdelete, bmove, bpropfind, bproppatch, connect, copy. delete, edit, get,
getattribute, getattributenames, getproperties, head. index. lock, mkcol, mkdir, move,
notify, options, poll, post, propfind, proppatch, put, revadd. revlabel, revlog, revnum,
save, search, setattribute, startrev, stoprev, subscribe, trace, unedit, unlock,

unsubscribe,

* [Request URI Length] : 3R URI DR SBFEE L7231 ML Y K&E W STy hER
ALET,

* [Request URI] : R URI DA%, IR LI IEHARBLETILIEHRELY 7 X LA
LET,

* [Request Body] : ERDOA %, BN LI EREBHEIZEREKRI Y 7 2H 50 0%
ActiveX £72ld Java 7 7L v hONEEBAELET,

* [Response Body Length] : JGE DAL DR I BEE LT AL ML O REW ATy &
BELET,

» [Response Header Field Count] : J&& D~ Z— 7 4 —)L KOMNEE L= L v Z0»
Nry FERELET, 74—V ROy H— 2 A T2 EREREITERFHO X
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ATy T17

icMp 1 > z2<5 23> |

ATERETEET, EFRFADY A TIXRD EF Y TT, accept-ranges, age, allow,
cache-control, connection, content-encoding, content-language, content-length,
content-location, content-md5. content-range. content-type. date. etag. expires,
last-modified, location, pragma, proxy-authenticate, retry-after, server, set-cookie.,
trailer, transfer-encoding. upgrade, vary, via, warning, www-authenticate,

* [Response Header Field Length] : [&ZE D~y #— 7 4 — /)L ROREIBEE L7231 MK
FORENARTFy FERELET, 74—V RO~y X — Z A TR IERRBLEIILE
BFHDIA T ERETEET, EZFHDZ A 7L, LD [Response Header Field
Count] |ZX}3 25— &R L TY,

* [Response Header Field] : J&E&DRIN LT~y X — 7 4 —)L RONE %, BN L7Z1EH
RELETITEHREL FALWELET, FHIERINT~Ay X —Z A TEHEETD
D, FETIXERREAFEHL Ty ¥ —2RINTEET,

* [Response Header Count] : JGE D~y X —OEMBEE LB L0 207y hEREL
i‘j‘o

» [Response Header Length] : [&ZE D~ X —DFE IPFEE Lo/ A MLy REwW Sy
FERAELET,

* [Response Header Non-ASCII] : JE& D~ X —{Z ASCIL A DLFENEEND /7 v
FNRELET,

« [Response Status Line] : JiV&ED AT — X Z{TONEZ ., BN LI IEHEBEZITERE
B I7ALWELET,

d) #Eobrry ' Uty b FHRERITA~OEREELITONE I MBIRLES, D R
0y 7EREFV Y FOBAER, o X R A X —TNEREET =TI TEET,

e) [OK]ZZ7 VU7 LT, AV A7 varyeBMLET, HLESU T e A58 iRL
=S

[HTTP Inspect Map] A 722 ARy 7 AD[0OK] %27 Vv 7 LET,

HTTP A VAT g b—ERA R —TA VAR vary <o T HREHTEH L9127

nE9,

RDARY

~ T EERT DDA AR g R = RETEDEICRVELE, 77V
r—ay AV TR AL A AR gV DRE EZBRBLTLIEE N,

ICMP £ AR 3V

ICMP A > AR gy 2V raFERTBHEICMP T 7 4w By ay] RO
LB, TCP 77 4 v 7RUDP b7 7 4 v 7 DL IITHRET A ENAIREICZARD
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F9, ICMP A VA7 gy TP EHH LRWEAIL, ACL TICMP 728 ASA % @it
ADEEITAHZELEHIRLET, AT — TN A AT g U EFETLRNE . ICMP
Fv NI =7 WEICFHSNDAREMERH Y £7, ICMPA Y AT g P uid, Bk
TETRENI O THDLI L, VT AR ENRELWI EEHRLET,

72720, ASAA VA —T oA RAZEEENDICMP b T 7 4 v 71F, ICMP A VAT g v
EAFRZ—=T WV LERAETOMASINEYA, LEBN->T, ASABNRNY I T w7 5740k
N—FE L CRIETE XG0 b= a—ERVBEE SN HAR E. FEORI T T,
A E—=T A A~D ping (T2 —ZR) BRET DAL H D 3,

B

GE)  NATIEZ. ICMP A v A7 v g v HERHCLTH, Ny FE2EHT5HE XITICMP A A2

7 varEfLET,

ICMPA v AXRT g A RX—T VT BHEZOWTIR, 77V 55— a1 A Fua b
I A AR g DREESRLTLLIEEN,

ICMPI5— A 2VAXRY 3y

ICMPT T — A VAR a i A R—T T 5L, ASA IZNAT DR EICH ST, ICMP
TT— Avb—VEEETIFMEAR Yy THOERYE v a U E2ERLE T, ASA IF. Btk
DIPT RLATRFy bae EEXLET,

T 4= VDA, ASAIL, ICMP =7 — X ve—T % AERT 5%/ — NHOLHE -~
varEERLETA, NEHAARE ASA OMIZH HHM 7 — RiZ L > THERK S 172 ICMP
TT—AybE—UiE NATU YV —RA&ZNL EEET D &<, IMBFAA MCBIELE T,
HNERAS A R 7S traceroute 2~ 2 K& L C ASA ONERICH D50 E TOAR Yy 7% b L—2F
%G, THITEUTIEH Y EFE A, ASARHFRIAR Y T EEHR L RWGE . TR TOHRHIR
FlE, vy BT ENTSEEIP T RL R L E B IZFERENET,

B

GE)

NAT 23 ICMP /37w N CEH SN D AREMENH 28561, HIZICMP =7 — A VAT v g
VERAEINCTHMENSH Y ET, NAT 1L, ICMP A » A7 3 g U Z2EHHIZ LT TH ICMP
N7y MZRFUTICMP A VAT v a 2 BEINICEITT 720, vy B 7 SNT5EET
RURZEEILT RLAELLTHERT S E, AF vy T —BRxy RU—ZZRELTNDHEHIC
RZDAEMERH Y £9, 72L& 21X, ICMP =T — A VAT V3 AT > T
Ay ICMP & A MBS EICHDIAEN -2 a—FR Ny FOSERENERIND L XA A
R E R O~ > 1 — Tk, BRI 50ENEETLT RLALE LTHERA SN ET, ICMP
TT— A AR g VEAINIT B L, XA LB o TRRMETLT RV RIZIE LUVMEDER
ESNET,

ICMP=T— A VAT v a i R—TNMITDHHEZOWCE, 77V r—varlb Ay
Ta hal A AR a DR EEBRLTLEE N,
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ws1>z<svay |

ILS 1 VAR 3y

Internet Locator Service (ILS) A > A~/ v g =P id, LDAP AL CTF L2 bV
T % ILS Y—/N— L ZZH#89 % Microsoft NetMeeting, SiteServer, 13 2 OY Active Directory D 4%

1A

S

-~

ABE Y

IEICXT L CNAT 2R —  LE9, LDAP 57— # X—XR|{ZITIP 7 RL AT MMEEEN D
7=,

ILS A v AT g CPATIMEATEX EHA,

LDAP % — S =3 MBIC 8 2556 W E T D3ME LDAP Hr— S —IZR R S R T e —

IV

BIETED X, MBIGEICK L TNAT 2 T2 2 £ 2L T 72 &, NAT %

ﬁﬂﬁ‘éz\gﬂfﬁﬁh CRNT = AR SR AT g U B

T EEHERELET,

ILS H—/ 3= ASA R OWNEIZH H5A 1. é DICRENMERZ ER3H FT, 208
B T4 T R EES LA — R GEFIXTCP389) @ LDAP H—/"— 7 7 & AT
B2 ODR—VINNE L) £97,

2

GE) ILShT774v7 H25a—LV 7+ V7)) kb Z VY UDPF ¥ RAETCRAET D
W, TCP ##ilL TCP IET 7 7 « THIBOZICEIW S vET, 774/ hTlE, Z ORI 60
77T, ZOMEIE, TCP timeout =~ > R L T TE X9, ASDM Tix, ZHid
[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] <1 > (Z& 0 £7°,

ILS A A7 ¥ g AZid, ROFIRFEEADH D £,

 BAETRPIGEIIVR—FENEH A,

HBEDOT 4L N Da—F—IFEESNEE A,

DT 4 L7 NUITHEBDID 2o TWAKE—D 22— — I NAT IZITR# SN ER
Ho

ILSA VAR Vg v X—T I TBHHECZOWCIE, 77V r—var b Af¥7nabha
WA VART v a DR EEZRL TSI,

K AYE—D A ARG Y

AVABZ I A =Y M) A VAT gD EERTAE, IMOXy hU—7
FEHZHIE L, WEBERORR, V—A0%E, BLXOBRERY NI =7 ~OZDMOEE %
Bk TEET,

IMA AT a T 74V DA AT g R —TTlEA X—T7 VT ENRW T
O, TOA AR v a VIRBLBERIGAITIA X =T VT HIVLERSD T, 2L, T 74
JV R ®Dinspect 7 7 AZIET 7 ANV FDIMA— EREENTNDLDT, T 74/ DT a—N
N ALARTay R)V—%RETHIETTIMA VAT a2 BINCTEEd, /-
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BERAVA—Fy F FArILDA VAR VA |

B x5 rrve—vaozrsoay

X, 2B =T oA REFORY —R Y, BLESCTHLWF—ERAR) > —%
BT 222 b TXE9,

IMA VAR g o EREETAEASIT. AvE—UBRTA=HIER LEEREDT 739
VEBETAIMA VAN Vay R)— <o FEBRETAILLTXET, ROFIET
X, M A AR g R — <y FIZOWTCHHALET,

FFarb LT IMA VAR Y ay 7522y TEERL, IMA VAT a0 k
TI4 w7 I TARAEERCEET, oA T a b LTI IMA AT v ar R v—
YT TRNI T4l VIRAREHEERTDHI LB TEET, VI IAXA vy T ofilid52 &
LAVARI v a Ly vy T ThI 74 vV OMBEBEHEERTLHILOEVL, 7 T7A vy
T CIIEME A REELERCTE, V7 A Yy TEHAATEDL L VWO A TY, ZOFIATIE
A AT ar <y FZOVWTHHALETRE, 774 v 7 REDT 7 v a Y EFEELZRD
ZLEERE, 7T A <y SEEARMIZE LTI, [Configuration] > [Firewall] > [Objects] > [Class
Maps] > [Instant Messaging (IM)] DJEIZIEIRTHZ LIZL > T, IM 7 T A v FEHETEE
D

O
Evk DUTFTHBATAFECMZ T, P—ERA R —DOERTIZA v AT gy v~y TFTERE
TEET, v~y 7TORNFIL, ERFTEICEFZRRSFE T TT,
1R BHHIIZ

FIE

&

ATy T2

ATvT3

ATvT4

—MDONT T 4 VREF T T a T, MEOLDICERERZHEALET, b7
= 7D 1 OEFEHTIGAT. RO ERFRELIZEREHDO I A v 7 HERLE
ﬁ—o

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [I nstant Messaging (IM)] DJIEIZE&R
L/i—a—o

KONTNNEFATLET,
c[Add] 27 VU v 7 LT, HLnwsy7EZBMLET,
vy 7EBRIRLUC[Edt) 227V v 7 LET,

FLn~y 7ORE, A (RK40 XF) EEEADLET, vy 7F2RET D L I3,
EHETEHDITHHADAHRTT,

NT7 747 OFEICHEKADNTHETIREDAS VAT v a v B ERELET,

MV FAyFITHEANT, EHRIEIA VAT Vg vy P TC—HEPEERETHZ &I
LoT, FHRFFOWMGT, "I 74 v O—HBIHMELZTFERETETET,

a) WOWTNNEFETLET,
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ATy TH

b)

d)

e)

4vREv bk Avt—UqvrRsvay |

c[Add] %7 U v 27 LT, HLWAEELZBINL T,
« BEFOREMEZERIR L, [Edit) 227V v 7 LET,

[Single Match] Z 3R L CHHELZ EHEEFR T D>, £ 721X [Multiple Match] Z 38R L T
EERTOHMZ FA~Yy T HRIRLUET, [Manage] %7 Vv 7 LT, FILWI T X<y
TERAERR L E T,

HUELZ I CERLEGAIE, BEO—HX A 7L LT [Match] (F77 ¢ v 7 3HUEL
—HTHMENRDH D) F7iX[NoMatch] (T 7 4 v VXML B DZMERH D) ZiR
WLET, 7=&xiX, X7 Texample.com| T[NoMatch] ZER L7545,  Texample.com|
EEL NI 74 v 73T R_RTCI TA vy TOMNBINTIe 0 £, ki, RELZHTELE
R

* [Protocol] : FFE D IM 71 |k =2/L (Yahoo Messenger > MSN Messenger 72 &) @ k7
T4y eRELET,

* [Service] : HFED M F—EA (Fv v b, 77 AMRE Web AT HHFF ¥ v
b =ik, T—LE) ZRELET,

* [Version] : IM A v =YD=V a U, BRLICIERRERE/ITEREHR S 7 2 L
BELET,

* [Client Login Name] : &R L7Z EHEREIFZERER 7 T AL IM A v =V DEE
LI TAT o s 4 ERAELET,

* [Client Peer Login Name] : R L 72 EREKBREITEREKHR 7 F AL IM A v E—TD
AR ET Ou A 4 ERELET,

* [Source IP Address] : HETTDIP 7 KL AB IO~ 7 #BAELET,

s [Destination IP Address] : 58D IP 7 KL AR IO~ A 7 #BELET,

* [Filename] : IM X v &= D7 7 A )V %, TR LT IEBIRBLE DI TIERRBL Y 7 2
EHRAELET,

Pco ka7 UVky b, £ ~0OekaiTo0E 2 m@IRLET, o R
0y 7ERIEFYVEY hOEARIE, eX e X —TNERIET 4 =T M TEET,
[OK]Z 27Uy 7 LT, A AT aryzEMLET, LEILCTTrERALZEYIKL
7,

[IM Inspect Map] ¥ 4 727 Ry 7 AD[OK]| %27 V7 LET,
IMA VAR gy B —ERARY S —TA VAT v ary~y ThREHTEXAL912720 F

To

RDEZRY

T EEHTAODA AT g R —2RETELEHIWCRVELE, 77V
r—arv A Iabhal 4 AT g DOBRE SR LT RN,
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BERAVA—Fy F FArILDA VAR VA |
B rrivaqozrsoay

o~ 2N . o > .
PAToa A VARG Y
IPATva s A VAR v a &z ELT, N7y ko~ X —O[IPOptions] 7 4 —/L KD =
YT UVIIHESWTEDIP Ny REFATHDICOVWTHIEITEET, EE L0
TarnbsrRry N Raey LY, 7 arE 207 (LT y &R L
D, BELLT/Nry EFAILIZYD TEET,

IPA 7 a TR SN A HIEERRIL, BRI TIEIMEATT N, 1A EO—I72RI
TIFAETT, BRI, IPA 7Y a i3 F A b AZ T X2 U T 0, BIOW KA
N—T 4 VT ORENEGEENTWET, IPA T a v OFERIMEETHY., ZD7 41— RIZ
A7 arzE o, 1, TN EEDDL N TEET,

IP A7 g BLUOMEY S RFC OZRO Y 2 MIHOWTIE, IANA OR—Y
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) ZZ M L T 7230,

IPAT L arDA L ANRT g 3T 7 /v N THBNI 2> TWETN, RSVP v T 7 4 v 7
WXL TCOIRERSTWET, T 74NV Oy TRHFAILTWNDEDOLUSMIBINDO AT > =
VEFFATON, FRET IANVNUNDOA AR v ay NI T 4T VTR T EE
AT LICLoTMDXA T DT 7 4 v 7 IZHATHHEICOHR, ZHEHRET HHLEN
HoET,

B

CE) IPATYarAvAXTvaid, 777 A0 MbEni= "7y bTITEELEH A, 72 &
WX, AT aNFTIITA NS VT ENNETA,

WOHETIZ, IPA T ary A AT a 2OV THALET,

O & o ~ —
PATaA ARG aDTIAHILE
IPATay £ AT aid, default ip _options map 1 VA7 g RY— <y
THEMEHLT. RSVP NI 7 4 v IV DF 74V FOIRTHEINZR Y F1,
e Router Alert 47> 3 IIFFAI &N E T,
ZDF T a s iE, FREL—ZIIH L, Ny FOSEERFEDN—F TRWEAETEH, /8
Ty bOarrFoVERETAIO@MLET, Z0OA AT g 0E, RSVP &3
LTCWAEAIIRIZEDLET, RO e b aix, Xy hORMENRA LIZH 51— H
TORAIEME MR 2 LB Y LT, RouterAlert 7> 3 U BNE EN/-RSVP /347w |k
ERuov7T5E, VoIP DERETHENECLZZENHY F9,
s FDMDA T a Gy M Rey T EnET,

AVART gl HoTARTy R Fr Yy 7 IR 572D, syslog 106012 2317 S E
To AvbE—UTIE RNy 7ORKIZR T4 T2 a VSR EE T, show service-policy
inspect ip-options =~ > RAfH LT, A4 7> a VOFGHEHREZR R LET,
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PFIvav4vrrsvayRyo—vyIonE |

O &~ fe) ~ [e} ~ fe} = =
PATLa VA ARGV R)O—TYTDERTE
FIFNRNUADIP AT ar A AT g BETTAEST. P SV ay A AR
Jvary R —~=v T EER LT, 4T a s ZA TONHRGEZIREL T,

O

Evk DUTTEMBTAFECMZ T, =R RY —DOERFIZA v AT v a vy vy TEERE
TEEYT, v v 7ORNFIL, MERFIECERRE L TT,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [IP Options] & &K L £,
ATV T2 RONTNNEFITLET,

c[Add] %7 U v 27 LT, Ly 7 ZEMLET,

vy TEBEBRLCEd) 27 Vv 7 LET,

ATY T3 HLW~y 7OGAE, ARl (K40 30T) EHBlZ AN LET, v v T ERETH & XL,
EETEDLDOIERHOLTY,
ATy T8 Fa[T 547 3% [Drop]l U A RS [Allow] U A MMCBEI L TEINL £9,

WOEY FEZBBBLTIEEN,

e [F 73V A7V aTE, v ICEENTW WA T > 3 DT 7 /0 k DOEE
MEREINET, Tz [Allowed] U A MIBE) L7=5E1E, [Drop] U A MIFRENT
WAHF T a bR ENET,

AT HA T a TR, [Clear] Ry 7 A% F 2T 52 LT, N7y bEXEETDHREIIC
Ry b~ B—MmbA 7y a v EHIRTEET,

s —HDOA T aE, AT ay XA TRESHINCI A NEnET, FExet v a v
BATDOFI Ty b (a—, JIFA BLOA S v arFHKE) T ATy ot
arOFFHDTETTIEHY EFEAL, ZNODOF T a s AT, FEROF T a v
ICERRENRWATREMER B Y £97, IEEAELT > 3 F, A ¥ —F%» b 7 v h=2)LRFC
791, http:/tools.ietf.org/html/rfc791 TEHR SN TR SN D XA TR SMEDOEAXTH D44
EHRH Y 7,

e Ry MIBEDOA T a v XA TINEENTWDEE, TNEDX A TOWNT NI
TAET 7 arinnry heRayT52 L ThE. Fory MIiFuy7PENnE
j—o

P A7 3 BLOBEET D RFC OZMO Y X MIOWTIE, TANA O~—Y
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) ZZH L T 7230,

ATy TS5 [OK] 227 Vv 7 LET,
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B oesecixz—qozx50a0

PAT>arv AV AT g P—EARY O —TCA VAT Vg vy~ T BERATES L
T F9,

RDEZRY

<y T EHEATEEDDA AT g R —ERETED LRV ELE, 77V
re—al A Y T NI A ART g DRTE SR T XN,

IPsec /\AR)L— A VARG 3

IPsec SAAN— AV ART L a L NFTIANV I DAV ART ay R —TidA x—T /v
WZENRNTZD, ZDA LV ARY 23 UIRRERGEIEFA X —TWIZT HRERH Y 3,
72U, 774/ hDinspect 7 T ANZIET 7 4V D IPsec R — R EENTWAHDT, 77 4
WEDTa—rS A AR gy R =% fRET D721 TlPsec f A7 2 a o &iB
TEET, FHE HE2FAN T —T 2 AA AEFORY —72 8 MBS U TH LW —
ERARY —ZFT 52 L b TEET,

ZIZTIE, IPsec RAAN— A4 AT gy TP IO WTEAL £,

IPsec /\X R)L— A VAR 3 UDPE

Internet Protocol Security (IPsec) X, 7 —% A h U —ADK P /N7 v N EZFHGES L OB 5L
HTEILE-T, IPHEZEX2 YT 4 CRi#ET H70DD 71 f )b A — K T¥, IPsec il
X, By a roffthE, By va ISR ES—D R I —2 3 DR
WEERRIZ, =— Y = v NE O ERGEZ N T D200 7 1 hav b EENTWET, IPsec &
FFHLT, AA N (arbta—Fa—P—F7@F—_"—72L) OXTH, EX=2V7 47—
Pz =BT 7 AT U4 —NRE) OXTRH, £l2idtxF 274 75— FU ALK
A NEOT—% T —%h{g#ETEET,

IPsec XA A)L—T F V) Ir—3ra v A AT 2 g >0, IKEUDP R— b 500 £ (2 BEEEA T
SBAZESP (IP 71 h=1/L50) BEWAH (IP 71 h=v51) R 7 4 v 7 Zfl M C
TFET, TOA AR g T, UERACLa 7 4 X2 b—va &AL TESP B X
WAH N7 7 4 w7 &BFFRIL, A LT U NERRERBEZFERHL CTEX2 Y7 ¢ bR LE
7

ESP £721X AH F 7 7 ¢ v 7 OHIREZFEET DI, Psec NAANL—DRY — ~ v T o
ELET, 2747 MO0 ORREGERE, TA RV EALT U MeRETETET,

NAT BEOIENAT b7 7 4 v 7 I3FF T ENET, 72720, PATIZVAR— S nEHA,
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IPsec /SARIL— A VARG 3V RYo— Ty TDHRE .

IPsec /IS AR IL— A VARG 3 RYSO—T Yy TOHRTE

IPsec /XA A )L— <= v P TlL, IPsec NAANL— T PV r—2a L VAT 9 DF 7+
IV NREMAEEETXET, IPsec AR N— vy FE2HiH+THE, 772U X NEMEHEL
B TH, BED 7 —%2FATxE 4,

AT A4FX 2=V allEENDT 74V N~ v default_ipsec passthru_map Tl%, ESP
Bl 9 257 747 T L ORREITHIRZR LICRE S, ESPT A RV ZA LT D ]\
10 3ICRRESNE T, RARDENLELRES, FTIXAHBEEZRET DLENS L5EIC
By A AR ary R v— vy TERETDODLERH Y £7,

Q
Evb DIFCHBAT2FIECMAT, =R R —DERFIZA VAT v ay vy TEHRE
TEET, v~y 7ORFIL, FERGECEKRRSFE LT,
Flg
AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [I Psec Pass Through] %3 L £,
RATY T2 KOWTNNEFRITLET,
c[Add] 27V vy 7 LT, HLnw~y 7ZiBIMLET,
cNEZFRTHYy TEBRLET, X2V T 4 LVULEREBEEFTHI LD,
[Customize]#27 V v 7 LT~y 752 mETHZLEHTEET, ZOROFIRTIE, v~ 7
BEHAZ <A REITBENTH200E LET,
RT9 T3 HLW~y TOEE ARl (K40 307 EHAZANLET, v~ v 7 2RETH L X1
EETEDLOIERHADOHRTY,
AT w 74 [IPsec Pass Through Inspect Map] # A 7 1 7' 7R v 77 2D [Security Level] £ = —C, H#E iy
T4 F¥a2lb—rvarbgb I —ETHL IV EBRLET,
Tty b LNV ONT NP ESE BT H5E, LETKTTY, [OK]Z27 U2 L,
B OFNEEAX 7 LT, IPsec/’SAANL—A AT a DY —ERARY — )b—/L T
~ v TEREHALET,
RIEZ S BIZHAZ A XTDMENH H5551%, [Details] 27 Y v 7 L, FIEEZKTET,
ATFYT5 ESPBLXWAH b VAT E I nEEIRLET,
Tu hanl il H7TAT U MIFRA SN RRERERB I OT A VA LT T b
ETEET,
ATv7T6 [OK]Z27 Vv 7 LET,
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B orsozxxooay

IPsec NAAN—F T g A VAR gy =R R —TCA VAT gy v/
EEATEAL D ET,

IPv6 f VAR 32

IPv6 A L AXRT vawEFEHT D E, JRESNY X —IZHESNTIPYG N T 7 ¢ v 7 &3IRIIC
OISR LZY Fey L) TEET, 51T, IPv6A VAT g Tk, IPve/ YT v
rNDYEIE~ > ' —D % A4 7 LNEFEH RFC 2460 IZHEHLL TWAHNE S bR TE F4°,

IPV6 A LV ART L a NET 74V hDA AT Vg v R —TEA F—T7 /U2 ENR 0
oD, ZOA AN v a UBRRBERGEIFA R—TNVICTHERNERS Y ET, T T4 D
Ta—r A AN gy R = afRELTIPVO A VAT v a U a2BIITEET, %
T2k, 2 REA AT 2 A AEFDORY =72, BEILEUTH LW —E AR o—
PERT A 2 b T ET,

IPv6 1 VAR 32DTIHILE

IPv6 A VAR g v A FR—T NI, A VAR gy R —< v TEHEELRNE,
TNV EIDIPV6 A LV ART g R v— <y PWMERES., ROT 7 v a rBNEITESH
F7,

« BEHIOD IPV6 JEBE~ v X — DB P LET, #ILL2VW Sy MIRkey 7 s, vno
WCERE S ET,

* RFC 2460 AR CEZRIN TV D IPV6 HE8E~ v X —DJEFZ @A LE 9, HFER L2 0%
vy MEIkry &N, v 7ICGEHEINNET,

N—T AT BAT Ny E =Gty e Ry T LET,

IPv6 f VAR L3V R o—3 v TORE
Nuy FERIFu X 73 ofhEs y X —Z2RET DL, £33 T Y FOBGREE T (£ —

TCTHIE, =R RV —THEHINDIPV6 A VAT v a R r—~<v T &(E
’E‘Z]\/i—é‘o

FIIE
AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [IPv6] Z &K L F 9,

RT9 T2 ROWTNNEFRITLET,
c[Add] 27 Vv 7 LT, HiLnwvsy7EZBMLET,
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ATvT3

ATy T4

ATy TH

ATvT6

P A 2 2x5 a0 Ky — 2y T0EE |

sy TEBEINLC[E) 27V v 7 LET,

L~y 7OGE ARl RK40XT) EHAZADNLEY, v v 7E2mET DL S,
BETELOITHHDAH T,

[Enforcement] % 7 % 7 U w7 L, BEFID IPv6 JE3E~ > X —TEF 2735008 9 M, F2i
RFC 2460 TEE STV D IPV6 LR~y ¥ —OIEF AT 208 5 aBIR L 3, $#Eil
L7guvWwbry MEIRey 73, » 7l S ET,

(%) [Header Matches] ¥ 7% 27 U v 27 L, IPv6 A vE—V D~y X —ZHESNT Rk v
FRER IR T LN T 7 v I EEELET,

a) WROWTNNEFATLET,
c[Add] Z 7 U > 7 LT, FILWEHEZBIMLET,
« BEFORMEZEIR L, [Edit] %27V v 7 LET,

b) —EHT D IPv6 EEE~ v X — AR L £ 7,
« 3k (AH) FREE~> & —,
CHIEA TV a Ny B
N TENMMEEF 2V T 4 A r— R (ESP) ~v & —,
c TTT AU Ny H—,
R TR Ry T T g Ny H—,
* [Routing header] : | DD~y X — XA TR EEIIIEZOFHMAZIEEL 7,

s [HeaderCount] : /X7 v h& Ru v FEzidw ZIZ5EeEk LW TRl 2 EE~ v & —
DERRBERELET,

* [Routing header address count] : /X7 > h& Nu v FE7idn 75k L2V TR
HEATON—T 4T Ny X—NDOT RLADRKBEHRELET,

) N\Ty RNy 7 T5h, alIliekT 20 ERIRLET, Xy e Fey 7458
Bl B X T EA R —TNICTHIEHTEET,

d) [OK]ZZ7 VU7 LT, A AXZaryaEBMLET, LEIZSU TR &0 R
ij‘o

[IPv6 Inspect Map] ¥ A 7 a2/ Ry 7 AD[OK] =27 U v 7 LET,

o’

IPv6 £V ART g P—ERARY I —TCA VAT gy <o T BFERATELLHITRY
i‘ﬂ—o

RDBERY

v T EFEHTAEIZODA AR g R —ERETEALHICRVELE, 77V
r—ar A R Al A ARXT T a VORIE EBRLTLIEEN,
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B vewiosrozxxsoay

NetBIOS f AT 3 Y

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

NetBIOS 7 7V r—a v A AT g U CliE, NetBIOS X —A P—E 2 (NBNS) X7 v
FRBEONetBIOS 7 —% 7T L H—E R Xy MIHDIAEFNTWSIP 7 KL ATNAT %
FITLET, £, TR baLERT = v 7 2T T, SEIERT 4L ROBRE S0
HHEEHERLET,

NETBIOS A o AT ¥ a NET 7 40 FTA =T W7 CTWET, SLEIZS U T, NetBIOS
a ha)ENE Ry TERRe ISR T AR =~y T EERTE T, ROTFIE
T, NetBIOS f V' AXF7 v ary R — <=7 E2RETDHIHECOOTHBELET,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [NetBIOS] Z 34 L £ 7,
WONT NN EFITLET,

c[Add] %7 Vv 7 LT, HiLnwey 7 EZBIMLET,

cwy FEEBNLCEd) 27V v 7 LET,

FL~w 7TOEE, £l (K40 XF) EHAZANLET, ~ v 72HFEET D & &,
EHETXLOITHADOLTT,

[Check for Protocol Violations] Z IR L £9, ZDOF T a 2R IRLABRWES, v~ v 72 Fk
THHAITIH D FHA,

ETT AT vavE, ANy b Ry XERIIn SEanbEIRLET, XNy FE R
0y 7 TAEEE. X S EA RF—TNMCT BRI ELTEET,

[OK] %227 U7 LET,

NetBIOS A/ v A7 v g —bEARY —TA LA gy vy FREATEL LT
R0 ET,

RDEZRY

T EREHTAODA AT g R —2RETEL LRV ELE, 77V
r—ary A R hal 4 AR g VOBRIE EBR LT TEEN,

PPTP A VAR 3 Y

PPTP X, PPP 7 7 4 v 7 D bR VD IR END 70 haL Ty, PPTP Yy v
IZ. 1 OO TCP F ¥ %L L@ 25D PPTPGRE F > /L THERE SN EF . TCP F v LI,
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| #2414 58—%y b FOPaLDA VARSI
(PR LY DEDN |

PPTPGRE k> RO A= — h EFBIHH IN 26T v 2/ TT, GRE bR/,
2ODKRANEDOPPP Y g FmitLET,

PPTP 7 7V r—a v A VAT v aid, A X—T7MIibE, PPTP 7 haj X7y
&AL, PPTP N5 7 4 v 7 AT A7~ 0IZ0E/ GRE 5 L xlate 414 F I v 71T
ERR L £,

BREIZIZ, ASAIX., PPTPD/N— g V@A & BIE o — LV DERIGE S — 7 o 2 &t L%
9, RFC2637 CTEHZSNTWDLPPTP A=V a U I FIBMHBESHET, EHL00MHIE
HENTZNA—=T a3 U PRAR—D g 1 TROLEA . TCPHITEF v 2L TOFENLUED A o AT
aiiT 4= T, . BEa—AOEREISEDY—F v ATB SR E
T, B L Oxlateif, IEO® I Z ) GRET —X T 7 4 v 7 BT 572012, S
WL T, XA FI v 7B EToRET,

PPTP A LV AT gy =Pk, PPTP N T 7 4 v 7 % PAT TEMTEX 5L 912, 4 F—
TN TBHENH Y £9, F7/=. PAT i, PPTP TCP T v /L TEE/S— 3 D GRE
(RFC 2637) A AT x— hZNTHAICRY . £0 GRE X L TIEITEITSNET, PAT
X, RIEIE/S—T 3 O GRE (RFC 1701, RFC 1702) 12X FEf TS EH A,

PPTP A L AT v a A X—TNMITDHHEZONTE, 77V r—varyb ¥ 7u b
OV A ART g VORTEEBZR LT EE N,

(o] ~

RSHA AR 3
RSH A >V AT v g U NET 7 /v hTA X—T Ml >TWEd, RSH 7’1 b a/,1ix, TCP
R—F514 TRSHZ 74T > F2>6 RSH Y —"—~D TCP i 2 HH L4, 7747 b
E— =1L, 7T AT M STDERR H/JA U — L %2%5F 5 TCP R— hEHE R
T—hL&ET, RSHA VAT v aif, SBIOLUT, xIvo— IR — FEZO
NAT # %R —FLET,

RSH A VAT g DA X —TIULOFEMICOWTIZ, 7V — gy LA Fr b=z
WA VART v ayDREESHRLTI I,

SMTP 8 K UHLEE SMTP £ VAR L3

ESMTP A > A7 v g VT, AL, 74 v vl REBRA v E—VHE Ny 77
F—_—=Tu—/7T o F =T =B OB LET, £, TV =Y arkEXxa
VT4 &7a baL#ERUC LY | IEH 72 ESMTP A v —U 7R 2@ L, EZEEBIOA—
RO T vy 7 HITWVE T,

ESMTP A » AT v a NET 74V ETA R—T Mo TWET, T 74/ K~ A U ARY
Var vy TR DN VLELRGRICOR, RETOILERH Y T,

2T, ESMTP A VAT g vy VA2 DWW B L £,
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BERAVA—Fy F FArILDA VAR VA |
B svrrssvesmr g xRy v avomE

SMTP 5L U ESMTP 1 VAR O 3 VOBME

$E3E SMTP (ESMTP) 77U r—a v A VAR v a v ZlilT 54, ASA ZERTE 5
SMTP 2~ ROREAZHIR L, E=% —HiEx BT 52 £IcL->T, SMTP X— XA DK HE
M LD BREICRETE £, ESMTPIXSMTP 7' b 2 /L DPEET, (& A EDORLETSMTP
W CnET,

ESMTP 7 7V r—a v A VAR Vg qt, a—F =Ml txba~vy REHPF—n—Rn
BETHA =L, Z0OERS LET, ESMTP A A7 g 0%, (kRO 3D
DEERF AT ZFEITLET,

e SMTP BR%Z 7 DDA SMTIP i~ K& 8 DD~ RIZHIBBL £4, PHR— K&
nNda<y KiZko LB T,

« §3E SMTP : AUTH, EHLO., ETRN, HELP. SAML. SEND., SOML. STARTTLS.
1 XY VRFY,

« SMTP (RFC 821) : DATA. HELO, MAIL, NOOP, QUIT, RCPT, RSET,

«SMTP a2~ RInE L —r v A=A —LET,

o EERZER DR : A—/L T RLAWIZHDIATN TV A ER R FENEEHZ b & &

W2, B L 3 — R108002 24 LE7, sEMIC OV TIE, RFC821ZZL T Z &,
ESMTP A L AT ¥ g U Cld, ROBFE R T =F xRN0 mE s, avr REREDY —
AR —LFET,

Y ETon-av R

o« RIEZ2 o< Rf&E (KCR><LR> TR T LT 7ARW)

*MAIL =~ > F& RCPT 2~ RTClE, A—VOEEHEEZEENRBTCINET, BER
SCFINIRNI, A=V T RLARAF ¥y ENET, it () 1THRsh (77712
EHEEINET) . <) BEO [>] 3A—V T RLAZERTIEAICORTFATENE
T (I[>] XVEne <) "3 0ERH ET) ,

¢ SMTP ¥ —_—|Z LB RBEDOBAT

s RATEIITHAR— Mg D a~v s RIiTk L, A v AT varm UL, Ny A
DFRTOXFZH XIZEEL, ZROIENHYT— "= Lo THGSNET, ZORR
I%. 500 Command unknown:'XXX'| O X972 A v =V TRRINET, RERRa~
Y RIE. BEESNET,

YR — bt 54D ESMTP =+ > F{Z ATRN, ONEX, VERB, CHUNKING C, 77 A ~X—
MILHR T

¢« TCP % [V — LRt

. :('7\»/ ]\“ /\0/1)703/])?/
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| #2414 58—%y b FOPaLDA VARSI
ESMTP « v 2 <422 a>07F 740+ ]

GE)  ESMTPA VAT v a v wA X—TMIT 5856, IROL—/MZHEDRWE | xtEER o SMTP
WAEHT 2 Telnet 7 v a UAMEIET A2 ENHY £3, SMIP 2~ FOE ST 4 X7 E
T DMERNHY T, BIRESATTRTITO2XLERH Y 3, ROIGEZFHITT HANIBITE
DISEEFHET DV ERH D £,

ESMTP 4 VAR 3 >DTI7+IL b

ESMTP A > A7 33 0%, default esmtp map f VAR v a v R v—~v 7 2HHL
T, 774/ N THEDIRY 7,

o = N— NP —I~ 27 ENFET, ESMTP A VAT g o0k, X7 2] .
0] . 10 2B — =D SMTP N} —DXLFAETAX Y AVIZER LET, EiF
(CR) . BXO™IT LF) IIEH SN E T,

BBl 28 FTRE T 23, M S EH A,

« EEMEZEMOT FLAORKRIFIEZHINT, 77 va vidFrshEdi,
AT FTORIN 512 LY REWEERIL, Fry 7S Tr ZIZiEsnETd,

c ZAEFED100 LV ZWVELIX, Fry7IhTe ZICigskInET,

e RXDEINIY AL LD KRENWA v E—VFr ZICEEINLET,

ANy F—ATORIN 998 LV R WL, FoyZshTr 7 kshEd,

eMIME 7 7 A VAN 255 XFLVEWA v =%, FeyrXE&h e Il Sns:
j—o

o Tlothers] |Z—%9 5% EHLO JG&&/RT A —H I~ A7 ShET,

ESMTP £ VARG 3R O— Ty TDERTE
AvE—UNNRGA—RIIEB R LIEEEOT 73 3 U ZIRETHIT1E. ESMTP A » A7 23

VARV Y— =y T EERLET, B LA AT g R — <= v 71X, ESMTP A
VAR g A R =TT B EMATEET,

4a & SRS

—¥D N T T 4 IV BREF T T a T, BADTEDICERERZHEHALET, b7
=7 D1 OEERATLIHEIE. RO ERERFEZIZERER O 72 v 7 E2ERLE
7,

BERAva—Ry bk Forarnsrzrovay |
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B svreozxxova k- <y TomE

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [ESMTP] % 3&R L £,
RT9T2 ROWTNEETLET,
c[Add] %7 Vv 27 LT, Ly 7 ZEBMLET,
CHNEEZRTFTHY Yy TERERLET, %2V T 4 LLVEESELERETHZ L,

[Customize] %7 U v 7 LT~y VA2 mETLHI L TEEST, ZOBROFIATIE, v
HHAL A ZETTENT 26D E LET,

RT9T3 HLW~y TOEE ARl (K40 307 E@AZANLET, v~ v 72 RET D & XL,
EETEDHDOIEMADHZTT,

AT w74 [ESMTPInspectMap] %A 7 1 7 7R 7 ZAD [Security Level] = —"T, S%E/Ra 7 4 F a2l —
VarbgbI BT LHLEBIRLET,
Ty N LA ONTRONESE BT 585A, LETKTTI, [OK]Z27 U w2 L,
BOOFEEZAXY 7 LT, ESMTPA VA7 a DY —E AR — L—)L T~ v &

EHLET,
RIEL EBIZAAG A XT HRERHDEEE, [Details] 227 U v 7 L, FlAzkT £,
O

B>k [MIMEFile TypeFiltering] RZ NET7 7 AN H A T DA LAY 2 a UV ERETDHIZODY
KBy hTE, ZHICOWTIFH TR LET,

g —

AT Y F5 [Parameters]| ¥ V&7 Vv 7 L, M4 T a v ERELET,
* [Mask Server Banner] : ESMTP #—/N—/nbH DN F =%~ A7 T 508 5D,

« [Encrypted Packet Inspection] : A > A~ ¥ 3 > 72 L C ESMTP over TLS (W 5{b & 7-4%
) EEFAITAMNE 90, MEBILU T, b hi-#iez e ZICilgkcEx 4, 7
THNLETIE, A VAT v arDRWTLS vy a2 LET, 2o+ 7va v
DOBIREMERT D L. VAT AERE B bt v v 3 VBRI T2 5 STARTTLS A v V7 —
A2 AEHIBRL, BREIIC T L —r T % R MNMER ATV E T,

AT w76 [Filtering] ¥ 7% 27V v/ L, B RRATvarzZ&ELET,

* [Configure mailrelay] : A —/LHfkD RA A A ZfRELET, #fixd Fuy 7L, HEHIZ
JELTR ZICERETEET, FR3, e X ~OREET 2T b TEET,
* [Check for special characters] : # A —/VOFEE E/ITZEET NV AR LTS A 7
D ANy Z7 74—=F NULBEFENDA =D LTEITT LT 7 v a v 24EE
LET, Bix ey 7L, REIECTr ZICiETEET, E0id, v/~
FETOZEHLTEET,
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ERKS =2y b TR FILDA VAR D3
ESMTP v 2 X523y KUs—vyT0%E [

ATy 77T [Inspections) ¥ 727 Vw7 L, bT 74 v 7 ORPEICIESWTIIET DRFEDA VAR T g
VEERERLET,
a) WOWTNNrEIITLET,
*[Add] #7 U v 7 LT, B LWIEEZBNL S,

cBEFORELRIRL, [Edit) 227V v 7 LET,

b) DK AL LT, [Match] (FT7 7 4 v 713 RHEL BT INERH D) £72i1T
[NoMatch] (K77 ¢ v 7| 3HMEL BRI VENH D) ZRIRLET, 72 21E, XF5
lexample.com] T [No Match] Z %R L7354, Texamplecom) # & 877 ¢ v 7%
NCI TRy TO/GINTI D £F, RIZ, BEZRELET,
* [Body Length] : ESMTP AL A v B —Y DR IDIRE LTIAA MLED REWA v E—
VE—HLET,

« [Body Line Length] : ESMTP A A v —Y DITORESVRE L7231 bE v K&
WA -l —HLET,

s [Commands] : A vE—YDa< RaflE—HLET, ROa<w FO1>FFHE
¥aFRETE £9, auth, data, ehlo, etrn, helo. help, mail, noop. quit, rcpt, rset,
saml, soml, vrfy,

* [Command Recipient Count] : ZEEDEMPIEE LIMEL D KE WA vE—V L —F L
EJ RN

* [Command Line Length] : =~ FEIFOTOR I BFEE LIS ML REWA >
- —ELET,

* [EHLO Reply Parameters] : ESMTP EHLO J&5 /N7 A —4 L —F L ET, IRD/NT A —
2D 1 OEITEEEZRE TE £7, 8bitmime, auth, binaryname, checkpoint, dsn,
etrn, others, pipelining, size, vrfy,

* [HeaderLength] : ESMTP~ v ¥ —OEINRE L2 A MLV RKEWA vE—D L
—HLET,

* [Header Line Length] : ESMTP~ > X —DITOR I BHEE LI2AA ML RE WA
-l —EKLET,

* [Header To: Fields Count] : ~~> Z—®D To 7 4 —/V ROENFEELIZE LY KRE WA v
-{Z“—ykéﬁ L\iﬁ—o

* [Invalid Recipients Count] : N2 EFOBPHFELIMMEL Y KEWA vE—T L —
BLET,

* [MIME File Type] : MIME £7-213 AT 47 77 AN XA 7% 8 LIz EHEH E -
XEHEDB Y 7 AL BAELET,

* [MIME Filename Length] : 7 7 A VAREE LT A MLV REWA v E—T L —
ﬁbij—o

BERAva—Ry bk Forarnsrzrovay |
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BERAVA—Fy F FArILDA VAR VA |

« [MIME Encoding] : MIME = a—F 4 7 2 A F & —HLET, ROXATD 15
F RIS AEFRE CTX 9, 7bit, 8bit, base64. binary, others, quoted-printable,

* [Sender Address] : EEHDE T A—/N T KL A%, F5E L7 IERFHRE-IXEHREDR
7 ITAERELET,

s [Sender AddressLength] : :{EZF DT RVABEE L7 AA ML Y KEWA vE—T
E—ELET,

o) BEEORny T Uty b, FER S ~0OREAITINE IR LET, o R
0y 7EREFV Y FOBAER. o X2 A X—TNEREET =TI TEET,
a< 2 RBEXOEHLOIGE T A—F DBE, a~ L ReE~ A7 9T5ZLHTEET, o
<~ RO—HDOEGAE, 1 RO Ty MEIREZ#EH T2 2 & TEET,

d) [OK]Z2Z7 Vw7 LT, A AX7varaEBLET, LB TR RAZEYIKL
=9,

[ESMTP Inspect Map] ¥ A 7 27 Ry 7 AD[OK]| %27 U v 27 LET,

ESMTPA VAR g VP —ERARY L —TAf VAR vary~yREHATES L5127
D\i‘é—o

RDBRY

<y TGRS EEDDA AT g R —HRETED LRV ELZ, 77V
r—ar A Y IR I AR g DRTE SR T IN,

SNMP £ AR <3y

SNMP7 7V r—sa A ATy g it TRARAND T T w7 LT ZARED B
74 OMFITHEAENET, ZOA AT g 0T, 2—F—REEDSNMP A& 2 b+
WZHIFR &AL D SNMP v3 2R ET DG AICHETT, AV AXRT v a R LOLE, BRI
72Vv3 22— —IHMER DT SNIZARA NNET NA AR — 7 TEXET, SNMP A A
R aNET 7 AN MR—= N TIET 74V S TEM > T D728, T 7 44 MUAD
A= 2ERTIHHICORRETDIHLENHY £3, T 74/ FAR— FI UDP/161, 162 T
HY (TRTOT A AL ATF) | FXOSIZUDP/161 TV v A4 572, FXOS 3715
7 /34 AL UDP/4161 T,

F 7 4V FTlE, SNMP A AT g IR —U U S ERER IS A=Y g VISR L £
ﬁ—o

B

GE)

NT T4 7 TRy T THEINZIRY £77,

FXOS H FATLTWVWABT /XA A TSNMP 2% ET D5 E. SNMP A AT ¥ g NIMETH
0. NI D EHEANIARY 4, SNMP A > A7 2 g 0d, AR— |k UDP/4L6]1 Z&te
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| #2414 58—%y b FOPaLDA VARSI

FIE

ATvT1
ATy T2

ATvT73
ATvT4

saNet 1 v 2 <5 o3> |

VEZIS U T, SNMP T 7 4 v 7 B EDAR— 5 OSNMPIZHIIRET 2 2 & 6 TX £9,
PIRTOD/R— g D SNMP 1T ZEMMEWZ0, BX 2V T 40 RY —Z2H L THED

SNMP "=V g V2R TLH2MLENE L L5560 H0 £9, VAT AKX, SNMP N—V 3 v
1. 2. 2c,. FLEFE3EHELRTEET, 36—V 0%, LFIZHBT 5 L 512, SNMP
~ vy TEERLUTHIE L ES, N—Ta UEGIET 2 0ERR2VGAIL. ~ > 778 LT SNMP
AVART v arEANMILET,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps| > [SNMP] Z#4R L £ 9,

[Add] %22 U v 7+ 50, ~v7HBRL, [Edit|22 ) v 7 LET, ~v 7OEMEEC~ v
HEANTTLET,

9% SNMP D /3— 3 2 RIR L £,

[OK] %27 U v 27 LET,

RDBARY

~ T EERT DDA AR g R = RETEDEIITRVELE, 77V
r—ay AV TR AL A AR g DR E EZBBLTLIEE N,

SOL*Net 1 ARy o3>

SQL*Net f > A7 v a NIT T4/ FTA R =T NI TNWET, A VAT a s =
YU, SQL*Net N—V a 1B X2 2P AR — L TWET A, S Transparent Network
Substrate (TNS) DA TT, A AT v a3 Tk, #BXT—% A U —2L4 (TDS) B%
FAR—FLTWEFA, SQL*Net X vE—0F, MDIAEFNLT KL R LR — MNIDWTA
Xy &, HEZS U TNAT OES B NHEH I ET,

SQL*Net DF 7 4 /b b OAR— FEIY 24T 1521 T, Z A, Oracle 2% SQL*Net FHIZfiifH L
TWAHETTR, S EEAEE (SQL) OIANAR— hEID Y TLiz—&H LA, 77V
r—va UBROR— N EERT 25613 TOR— b EEL T 7 4 v 7 7T AT SQL*Net
A AT aryEEALET,

WOBATL. SQL*Net A v ALY g VAN L ET,

* SQL #llffl TCP AR — k 1521 L[A LAR— kT SQL 7 —Z #5ik 23 TH4L £ §. SQL*Net A >
AR a U PA R =T NV TW0bH e, X2l T4 T 7747 AETrF L
THREL., Z T4 T2 bDW 42 K734 X% 65000 7> 59 16000 (20 5T 728, 7 —#
HRE DR FEAE L E 7,

cEL— RO SQLIBEDA v A7 v a2k 0 CPUMMASEDOHRETEXARNASL 7 )
FAELET,
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BERAVA—Fy F FArILDA VAR VA |
B swrrc oz ay

SQL*Net A > A7 L3 &M L%, clear connport 1521 =~ > R&EMH LT, A >
AR v a IR L THR AR TE L LI LET,

SQL*Net f V' AXRT v a L wAFX—TNITHHEZONTEH, 77V r—varybAyv 7
ORIl AR g OREEZSHRLTL XN,

SunRPC 1 AR 3>

ZOHETI, SmRPC T IV r— a3 A AT g U NZOWTCHALET,

SunRPC 4 VAR a3 VDE

SunRPC 7’1 k)b A VAT 3 U ET 7 4/ b TliEA *—7/V"CF, Sun RPC H—/3—
T—TNEERT LT, 7747 VA VOBBEEFAISNTWNDL Y —E A& TE &
9, 7272 L. NFS D hR—fbid, == T =T VDR EN2L THE Y — " —THELT
SNET,

SunRPC /%, NFSHBLO'NIS TEA & E T, SunRPCH—E R FEDKR—h ETHEITTX
F9, == FEDOSunRPCH—VLRIZT IV EHALLDI ETEHI7TA4A T MEI, O —E R
DEITSNTWDHR— FEHDMENH Y £T, £OOITIE, TRFEAR— K111 THR— b
~woX— kA (@HEIX rpebind) (ZHE L ET,

II7AT Y IR —ERAD SunRPC 7177 LA FKFEEETHE, R—F vy \—TF kX
T —EADOR— " EFERELET, 7747 ME, A—F vy X—=TakRL-oT
FFESNTZAR— FZHELT, SunRPCYZ =V — %W —"—ZKEFLET, ==& T
HEASAITZZ Oy NERITZE L, ZOAR— K TTCP & UDP Ol 5 O #IHHE 4 Bl &
£7,

Sun RPC A 12— RI{EHD NAT £721X PAT I3V AR — F SR TWEFA,

SunRPC H—EXDEHE

Sun RPC h—E R 7 —7 L& LT, #2472 Sun RPC & v & 3 2 F-50 T Sun RPC
N7 4w 7 EHIELET,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [SUNRPC Server] #E4R L £,
ATV T2 ROVTNNEFETLET,

c[Add] 227 VU v 7 LTH LW — =% BN F9,

e = N—%BR L C[Edit] 7V v 7 LET,

RT9T3 =2 T o 2R ELET,
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ATy T4
ATy S5

e ozxova |§

* [Interface Name] : #—/N—~D T 7 ¢ v 7 BMMuikShoA 2 F—T =1 A,
e [IP Address/Mask] : Sun RPC —/—D 7T KL X,

* [Service ID] : = "—DH—E R X AT, =R Z AT (100003 72 E) ZHET DI
L. Sun RPC #—/3— = @ UNIX £721% Linux =~ > K7 A T, sunrpcinfo 2+ >/
RafEH L £,

s [Protocol] : h—E AN 7w ha st LTHEHT S TCP £721% UDP,
s [Port/Port Range] : " —ERIZ X s THEHINTWDH AR — FNEZIFAR— ~OHiPH,

s [Timeout] : SUnRPC A ' AT T g NI Lo TEBROTZDIZHAINTZE L E—1LDOT A K
IVEALRT TR,

[OK1 %27 U v 7 LET,
(FFvar) b —v 2AHIER SN R— Va2 E=F—LET,

Sun RPC —E XA TN TNDHE /T—*/I/%%/TTJ“E) IZ. show sunrpc-server active =<
YREANDLET, a~vr F&2ANT5I21E, [Tools] > [Command Line Interface] 3R L £
T WITHIZRLET,

hostname# show sunrpc-server active
LOCAL FOREIGN SERVICE TIMEOUT

1 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
2 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
3 209.165.200.5/0 192.168.100.2/647 100005 0:30:00
4 209.165.200.5/0 192.168.100.2/650 100005 0:30:00

LOCAL 7 D= h UL, WA v X —T =2 AA ADT FAT > b EZF—R—DIPT
VA%~ LET, FOREIGN 7 LADOfEIL, INFA v F—T =A ADT T4 T MERITT—
N—DIPT KL A& R LET,

MBIZET, ROa<vw 2y REFALTINOOY—EREZ 7 Y T73TH5ZENTEET, dear
sunrpc-server active

TFIP A VRRY L3y

TFTP A V' AT 2 g U NET 7 4V b TA R —T Wl > TWET,

TFTP %, RFC 1350 IZfdid SN TWB X H1Z, TFIP Y — =L 7 54T "DOED 7 7 A )b
D BEBEXZITHTZOOME T e Fa /L TT,

AVANRT gz 0E, TRTPAR Y Bk (RRQ) . EXIAAZZER (WRQ) . BXW
T 7 —@% (ERROR) ZHMAE L., MESUTEA T v 71Tk & Bz /ER L. TFTP 7
FGAT U e —R—DODT7 7 A NMnEEFATLET,
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B H AR BR (RRQ) FoIdEXIAALE R (WRQ) #%fET5L. MEIZSLUT, ¥
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