ZRDRH

ZB DK

WD Ny 7 Tlid, BEHREOREEBHRB L OAF v VBERILARTET 5 HFIEICOWTHY

LET,

B O (1—)
BERHEONA RT A2 (48—)
BEBHREOT 7 Lk (53—)

BRI O E (6 X—)
BB OE=4Y T (11 =)
« BERHOBRE (15 <—)

ASA OEFBEMR L, BB U CRAl#R CRHiEd 288RE T4, Bigtix, X7y b Fay
7"0)%'-\7%%%67\*}?1/\ NTT 47 RE=NIHADNWE Thy ) LiR— 28T 5HZ LT,
LAY3I L4 T T4 T DOR=ZATA VEAERRKLES, —J7, IPS 7213k AR IPS ¥ —
ATV 2 — L, ASARHFA LI N T 7 4 v 7 DBIEERY M vE LA Y T £ Tilk
BIL TS ETN, TTICASAR Ry FLTE T 7 4 v 7 I3RETXEH A, %@t
W, B E IPS I AT 5 2 LT LORAEMNREBICHT 2B % fTERIC L E
7

BRIRHITIROER N ORI N TOET,
« SESERBREINET D EB L L OFEEHE B

BRI EHERIT. ASAITHT 2 BBOEHICHESIHLET, 7-& 21F. AF v VEER
HE A 2= T 5 e, FEHERE RS 2 & TEBZ O TE £, RO 2FEHEDOEE
BFEHEREZ R ETE T,
FEAE R EFEER « AT 2T RHET 7T 4 ©F 4 1200 TOREKN
MEEHET, EAEEBREFEHERIIT 740 F TA R—T Mo TEBY, 2
T A VAT HEEIH Y FEA,  [EAGEREERER Q=) |
LT TEEN,
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o« JEREBIBRHEHE SR AT V2 R LNALTT T 4 BT 4 BT A DT, ASA
WZERIDOFRA N, R—F, 7o bhaj, FEEFACLIZOWTDT 7T 4 BT 1 B
ETEET, EREEMRIREHERIL, NESNDHEHERIC L > TUINT7+—~v
AR ELEBETHDOT, T 74/ b TIE ACL OFHERIZ T A X —T il 5
TWET, MEREEMRDFEHER Q=) | 2ZRLTIEEN,

e IRA R AF Y U AHEITT AR ZINET D A v VEBMEEES 7 a0 LT, &

X VB CHD T EBBESNIAA FEHRTEET, A% v BRI (—
Y) | FBRLTIES,

e IPVAT RLAMMSLDIRDZ A 7D VPN IKBIT% L CTIRET D70 T& 5 VPN ¥ —

B A OB BRI,
¢ UE— 7 7 A VPN ~OiEF| 7258iE R OFIT (=P —4 /AT — K& A% ¥
VT BT IN— NI — ALY
c VS AT v MNMIAERE, WEFHIIH—DFRA NP LIUE— T Z7EA VPN ~y R
T RO AT E BV IR LR L E 928, ET LEE A,

« W72 VPN F—E X DF Y WA — B2 ~DT 7 & AR1T,
TIZRRAKKLIZELTH, ZNHDOHBIZL»TCarvta—T 47 ) Y — 25 HE

L. BBICE->TEI—EAEE (DoS) Z5I S I AEMENADH Y £9, VPN —E R
DEHEBRHORE (9—) Z2ZRLTIEIN,

EAXBRIREMET TR

ASATE., EAZEBREMEHEREEA LT, WOBEBETRey XLy hBXOEF 2
T4 AR NDOEIGEE=F—LET,

B zZeot

ACL 1T Lk DR,

s RIEZ2/3% v RN (invalid-ip-header <X° invalid-tcp-hdr-length 72 &)

B HIROMEIE (VAT AE2KROY Y —R{REar 7 4 Falb—va r THRESNTY
HHEIROMIT)

e DoS WEDMH (M7 SPI. AT — 7L 77 AT U+ —LIBEOREKLRE) |

cHRT 7 AT I F—NVRREICREMK, ZOFTa i, TOVANDT 7 AT T4 —I

B L=y b Ry 72T _XRCELEAL— T, £ ¥ —7 oA ADBATRN.
TIVr—yar AV AT a V TREKDO/r v b Ax vy VIRBEORRE, 77
AT T —/MIEE LRV y b Fay FATEaEn T EE A,

« e LW ICMP 237 v s Ofi .
s TTV =Y ay AV RART Y a VIEARBR DT v b,

o f VB —T = A ADWATT,
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mpasatwitEg [

c AX ¥ VIEBORIMN, ZOF T T a T, 7ok ZEEAIO TCP 237 > A SYN R v
TRV, FHIEAV =T 2 A N RY A 7 TTCP BGRICKRIM LI/ ED AT ¥ K
BEE=H—LFET, VA UEBERHTIE, ZOAF vy B L— MEREIUE
L, FANEZRBEE L L THBELTHBINICHRT 2 Z LIcko T L £,

s RFERtE v a ORI (TCPSYN MEBOMRHSCRY 77— %72 L UDP & v v a VIED
7 ) .

ASA X, i+ H L Hbicv AT A Y Ayt — (7331000 Z%XE L £1, ASA
i, —EMRBIZIBT AL AR b b— F EEHI AN MHBICBIT A NN—A N A X F L—
ro2fEOLV— MEBILES, N—Z F b— MNERRIX, FHV— MMEEO 1/30 £7213 10
BoIL, EHHENREVIZITT, ASAIL, ZETHA XL T EIEE L — MR &N —
AN L= MlRET =7 LET, fiHFOL— F3SEE L TS5, ASA T, N—2
BB DL — N A 7T LIZHRRIDODA v E—VDEIET2ODR XDV AT A vE—
VEEEFELET,

FEAEBR L., oy 7 E 0B EN R BB NPEIE LG A0 R T p—~ o AT L
9, 20XV FIUATEH, NI —< U ANDHE T LT T,

ek BUR H i AT IR R

PEORBE BRI R HE L, RA M A—F, v hai, ACLREDMERBIOAT Y =7 MTo
W, FFAI SN 7747 L= he Fury T ENT T T 407 L— hOWTEZFEIRL
£

A

FE
1L T

tl

TR M Z A X2 —T M T D &, A =TT DMEHEFRD X A F1TE LT, ASAD /R
T = AVEEZTET, RA MOHEFHEHREA R—TMZT DL, N T —< AT
RESHEBELES, FT 74 v 7 OAMBEWIEAIEL. DX A TOMEHERE A
F—TNMITHZEEZRFFLTLLEE N, 2L, A= MREHHEROEEIIZTNIZEREL H

D EHEA

Ax ¥ UERRE

BRI 72 A v VKBTI, HDOIRA IR TRy MO IPT RLAIZT IV BATEENE
IME1ODTORLET (M7 Xy NNOBEHDOFEA M T RTEIBICAF ¥ T 50, 1 DD
BFANERIEY TRy hOBEOR— VT RTCEINBEICAAL—TTD) ., Ax v BB HEEE
I, WORA MR AF Y U E2FEITTH0E2HNLET, NF 7497 7 =F ¥ IZ&EI<IPS
A% X U ST ASADEBHRHE AT v T, LT — X N—ARREES L, 2
NIZEENDRA MHEREAX Y T/ T A BT 4T 0TI TE £,

RARN T —=ER=RL, RERT 7T 4T 4B LET, ZOLIRTIZ/T4ET4IC
. RO T 7T 4 T 4 DRWEHE. ML TWAT—E R R—bs~DT 7t A, Mad572 TCP
e GEZ AL IPID 2 Y) | BIOZFDMDOELL oEENGENE T,
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A%y UL — N ERBIET S &, ASA [T syslog A vE— (733101) ZXE L. BB
CCHBEELZPRRLE9, ASA L, —EMRBICBT 2B A R b b—  EEHN— 2 M
BIZBITHNRN—A RN A XN L= O2FEOL— 2B LEST, X=X A Xk L—
ME, FEHL— MERED 130 23108055, EHELPREWVIEHI TT, AF ¥ V" HED
—H L R ESNDA X MR ENDST-NT, ASA T L — MR E S—Z b L— Rl
RaTFozyZ LET, FAMPDLEBFEINDI T 74 v I RELLIDOL— XD E, £
DARA MIKBEZLARINET, RAMNIZELLE NI 747 nELLLOL— NEB X
HE, FOFRANIF—F v MRS ET,

WDORIZ, AF% ¥ VEBHBHBOT 71V O L— hMilBRZ R LET,

R1IZAFX v VICEDBROBEDOT 74U bDL— IR

FEHL— bk IN—R+ L—Fk
EHID 600 PITS Ko v 77#b, ETD 20 T 10 Kua v 7 /#,
ERTD 3600 BPEITS Na v 7/, HEEO 120 BRIT10 Fa v 7/,

A

AR AX vy UL BABEOBRHEEEILZ. SA MBIV TRy hR—2DOTF — G ER LIS
PINET A, ASA DT 4 —v L AL AFVITRELSEETAZLRNH Y 7,

ERBREDONA FSM4

tXa)ToAVTERMNDHA KA
EEREBE B L VPN =22 R&E | BRSBTS 7 VE— ROLTHR— M Ei
F7, VT E— RTiE, TCPRATRIE OMFHERSIME—V AR — N SN TV D HFHERTT,
EZA—RELSIT4vIDEAT
« #FHTIE, through-the-box N7 7 4 » 7 DHNE =X — I ET, to-the-box N7 7 4 v 7
ITE=F—ESNEHEA,
cACLIZE > THEREINLE N T 70 v 71%, AxX vy VBB EZ M) T—LEHA, ASA
MOFFRI &I, 7a—%ER LT N T 7 4 v VOB AX Y UEBEBRIN OB EZ T F
R
s VPNV —EZADEAE, IPvAT RLANDS D to-the-box 8T 7 4 v 7 ODHRBNE=H —ENFE
‘é‘o

B zZeot |
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EBBREDT Ik

HARBERIEEERIZ, T 74V N TAR—T N> TOET,

WOFNZ, T7HNVIREERLET, ZNDHDOT 7 4V MEETRTEFRT HI21E, show
running-config all threat-detection =~ > K % [Tools] > [Command Line Interface] CTf# H L F 9,

BEREHER I, ACL OMEHERIZTT 7 4L B TA R —T IR > TWET,
VPN —E A& B T, 7 XCOV—EANT 7 30 b TEHIZ/ > TWET,

R2:ERKNLEEBBOBREDT 74U EE

k) H—RE
Ny kb Fay JnER EHL— bk IN—RA k L—F
* DoS WEE D HY ERTD 600 FPREIT 100 N EUr D 20 FPEIT 400 Kz >
. oy IR, 715,
RERST BB 77w -
n . 5 N S 3 N 9N S 3 N
o B IR OB IEFJIJ@O 3600 FH[HIT 80 R rﬁ;airm 120 F[1C 320 K v
o 7Rb, IR,
DO LWICMP 37 v F Dk
H
AXx CBBORM ERHID 600 PREITS Fu vy [EELO20HETI0 Fa v 7/
IR, .

ERTD 3600 PRI T4 Fu v [HITD 1200/ T8 Kua v/
IR, .,

Raet vy a Ot (TCP | ERTD 600 BHT 100 B | EILO 20 £/ T 200 K=

SYN WEDKRHRCR Y 7 — 7 | v v 7/, IR,

L UDP & v g K&

£ (EE) EHTD 3600 FHIC 80 K |[EITD 120 RV T 160 K~
oy 7R, 715D,

ACL IZ X & ERTD 600 FX[ET 400 K | [ETD 20 [T 800 Fw v
o b, IR,

EHTD 3600 LT 320 K |EUTD 120 RHIT 640 Fr v
7y R, IR,

c R T 7 A4 T U+ — /U | ERHIO 600 FPRE T 400 R HEATD 20 FO[EIT 1600 K7 v
REHE o 7IED, IR,

TV =T ay A AN EETO 3600 FPRITT 320 K[ EEO 120 [T 1280 K
72 a VIRBHONT Y N a oy SR, 71

BHOBH
|
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k1) H—RE
N7y bk Koy 7OEE Ty L— k N—R Kk L—F
A VB —T = A ADIEA T HERTD 600 FO[EIT 2000 F | ELTD 20 P T 8000 Kz
7 7Rb, IR,

ELHTO 3600 FP[H T 1600 K | [EITD 120 FL[H] T 6400 K1 v
7 7R, IR,

: oA
ZREHDOHTE
AR T 7 40 b G e T I T Y . e LB 2 M0

BRI —EATHL5A80H0 £3, SHICERBRHY—E22FTT 55813 ROF
NEZAEH L £,

FIE

ATy T EREBERIFEHEROBE (6 2—2) ,

BABBRHAFE BT, DoSKE (Y — ERIEHELER) 7o & OKEIBIE LT % gt
WHDHT 7T 4T A NEFENET,

AT v 72 PREBRHREHEROBRE (7 =)
RFv T3 Ak UHEBHOBRE 85—)
2T v T4 VPN Y—E2ADOBEMHOBE (9 2—) |

EAXBHBRE M HEROKE

EARBBMHEREHERIZ. T 74/ TARX—T IR TWET, ToE—7icd52 L
b, ET 4T NCLEHEHEAX—TNMITHZ ELTEET,

FIE

AT w71 [Configuration] > [Firewall] > [Threat Detection] %% L £,
ATw T2 MBI U T, [Enable Basic Threat Detection] 23R £ 72 1B MR L £ 47,
AT97T3 [Applyl 27 U v 7 LET,

B zZeot
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mammmmitagon: [

HERE BRI EHE DR E

JRE7R AR E M A INET DL OICASA ZRETHZENTEET, T 74/ FTliE, ACL D
HAHERIIA 2 —T 72> T E T, MOFHTEREZ A X —7 M T DI, ROFIEEFE
ITLUET,

FIE

A7 w71 [Configuration] > [Firewall] > [Threat Detection] Z &R L £9°,

AT 72 [Scanning Threat Statistics] fEIK T, RDA 7 a > OWTINERINL F5,
* [Enable All Statistics]
* [Disable All Statistics]

* [Enable Only Following Statistics]

AT 73 [Enable Only Following Statistics] Z3&R L 7235413, IROA T v ainh 1 DUl E&ERIRL &
ﬁ—o

s [Hosts] : AR A MEEHEHZ A *—7 M LET, FARNRT V7T 47T, A% ¥ VHER
AN T —=HR=2ZNIZHFETHRY . AR MEFHERIIBRE S E T, A2 T, ET 72
T A TN TD 10 DRICT —F_X—2AnbHIBRENET (FeHEHmb 27V 73 E
j—) o

* [AccessRules] (77 4/ KN CTA FX—T V) : T VAN—ILORFIEHRZ A X —T ML
\i‘a—c

* [Port] : TCP/UDP R — k OFEFHEHRZ A *—7 WM LET,
« [Protocol] : TCP/UDP LIAD IP 7’1 s 2 )L OfEFHE#RZ A F— 7 I LE9,

* [TCP-Intercept] : TCP fRATZAZIC L > TA o Z—k 7 F SN BT #2111 —

T LET (TCP RAITZEEA X — T WITT D HFIEIIHOWTIE, SYN 77 v KN DoS %K
BND OV ——DE# (TCP YT321E) #BZWL T &) |

ATV T8 KA K=, BLOT 8\ b LOFEHERICOW T, ET L L — MEROKELE T
& ¥4, [Rate Intervals] fHIL T, #itZ A 7D ZN % LT [1hour]. [1and8hours], F7=
1% [1, 8 and 24 hours] Z# IR L EF, 7 7 4/ b ORI [1 hour] T, AEUHEHENME ML
HIVET,
AT 9 T5 TCP AT DMEHERIZOWTIL, DA 3 % [TCP Intercept Threat Detection] FEI T
WETEET,
* [Monitoring Window Size] : JEFEE =4 U o 7 OO A X% 1 ~ 1440 77 OFEFHAN T
RELET, 774V ME304 T, ASAILL— FMEAROBICHKBEDE A 30 =Y 7Y
YITFTHOT, T 74N RO 305 TIE, 60 B I L ICHEHERPIE SV ET,
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B x=r mrptons

* [Burst Threshold Rate] : syslog A »&— D L & WMEZ 25 ~ 2147483647 OHiPHN T
ELET, 7740 MI1IMIZ400 T, N—A M L— MR ZhEZ#B 25 L, syslog
A vtv— 733104 AR S NE T,

* [Average Threshold Rate] : syslog A v & — RO FE L — D L E VMBS 25 ~ 2147483647
DHEPANTRE L ET, 7 740 MEI 1 BRHIZ 200 B TY, FHL— RN EBZD
& syslog A »vt— 733105 WAER SN ET,

T 7 4V MEZEEILT HITIE, [Set Default]) R¥ %27V w7 LET,
AT97T6 [Applyl #27 U 7 LET,

8 N

AEX v VEBBRHEDERTE
Y i U, VENS U CHER T 2720, A% v VBB AZRETE £,
WBEICEHTHVAT L a7 Ave— VR FEETAHALIICASAZRETEET, X, A
AR A FEPRTEET, T 74/ P TIE, FAAMRKEEL LGRS D L, VAT
Aal AyE—I730101 DERENET, RAMDPOLREORA v E—UNEEENEZ &N
FTHRENDGEIL. 7 RV RAZPEERENORAT D L9 IC LT EEW, =& 21X, Pluggable
Interface Module (PIM) ~/LF % ¥ A hZHNL7Z8E. PIM/L—F £721ZPIM A v —
NRey7ENhET,

FIE

AT w71 [Configuration] > [Firewall] > [Threat Detection] %% L £,

AT 72 [Enable Scanning Threat Detection] % &R L £ 9,

ATY T3 (L) ASANKA M A BURE LR L-HEIC BEIICAR X M a4 T & 5120%, [Shun

Hosts detected by scanning threat] Z®IR L, MLEIZJS U TROF T a 2 AN LET,
e RA NIP 7 R U RZBGEEX G BRSNS 1Z1E, [Networks excluded from shun] 7 ¢ — /L

RIZ7 RUVAETET Ry NV—0 7V =7 M EATILET, EEOT7 RLUAEIT
BT Xy NI, B~ TRYSTANTEET, IPT RLAFT V=27 O A RDD
Fv NI —7 ZRIRT DI, [L] REEHLET,

o ((EE) BEBERA NOBRIMIRK 2% E 3 5121, [Set ShunDuration] 23 L. 10~ 2592000
BoOMOMEEATILET, 7744 FOMIREIX3600F (1K#) T, 774/ MEEE
Tt HI2IE, [SetDefault] 227 V v 7 LE7,

ATy 74 [Applyl 27 VU v 27 LET,

B zZeot
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ven 4—ExngEgtnzE ]

VPN  —EXDEBIREDEETE

FIE

ATy I

VPN H—EZ2OBFMTEZANC LT, IPvAT RLANEDOH—E R E (DoS) WAL
ZLEMTEET, ROXA TOHRBRIHHATE HMEBOY—E203H Y £197,

)%—b?&ﬁXWWm74/M£Wﬂ%@ RAT— RARAF L —ETu 7 A 3RLT
VIR LUBAAET 5 2 & CREFRITIEREND Y V—2 &2 HE L, EHO2—P—RN
VPN | m74/T%@<&éT ﬁ#%@iﬁo

c VSTV NI, WEBZITHE—DRA N BYE— T 7 EAVPN ~y R
R~DOEEGRT ARV IR LB LETS, ETLERA, NAT— RAF L —IKE L [k
2. ZOBRET) V-2 EHE L, A7 — W —» VPN 28t T& 72 < 72 5 Al ReMERS
HFEI,

o HZH72 VPN b —E R SDF OV NEFEHERY—vRICE R LIS L LET, ZoEks
RADIPT KU AL, 2 bIicgREnE1,

INLDY—EREENCTDHE, VAT AMILESVEZBEZ 2R A & HEIRICHERR L <,
FhLL EoRITENR VI I LET, 7T RLRICK L Tnoshun <> R&EERA LT, HE6&
FECHIBECTX 9,

Y —E RO T EFENTOIZY vy 3 5121%, clear threat-detection service =~ K&
ERALET,

4RO HREIIC

WEIR R — /L R T AL LEWVEZRET 25513, BREETO NAT O HZ KRG L T 72
SV, PATZEHALT, RCUIP T RLADNLEEOEREZEFETEH LT 54T, &
RERE 7 T4 T NG —ERADfEERE LS LT, Ao —W =08 a e T 501
+ 7R A AR CTE L LT ARERH Y T, 72& 2IE. 2L OBEHENIEFITE R
MINIC B 2 e D R T L7 8T,

UE— 7 27X VPN RBAER O BB 2 A0 LET,

threat-detection service remote-access-authentication hold-down minutes threshold count
FNENOHHIZRD &80 TT,

« hold-downminutes|Z. FHZ DK SLDFR—/NL FEX T U HIHEZERLET, KIEE DO IPv4
7 RUAOHERREZ MY T —F 5%, miElOKRKE DR —/L K& 7 RN E IR D
LEVED T b piﬁ‘éz%ﬂ% DET, &2, A=V RET RN 1045 TL

TUMHEZY 20 T, H—D IPv4 7 N L A6 Ofee L 72 5REERIS 20 Bl 0 | 2 DD L
TR D B A ZAR IS0 3 H B ARV E, BEILIPvE 7 R LA IFHBR S v E T,
1 ~ 1440 5y DR 28 E CTE £
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B vnos—crozrmmoRE

ATvT2

ATvT3

s threshold count 1%, HE&% N U A —3 5= —/L R&Z 7 CHIRINIC IS 5 LE108 5
LT ORMBAEHR LET, 1 ~ 100D LEVMEEIEETE £,

= RZENT 5T, ROa~vr FEEHLET,

no threat-detection service remote-access-authentication

15'] .

WOFITIE, 20 ZLNIZ 10 BIOKRED A MY v 7 3% ELET,

ciscoasa(config)# threat-detection service remote-access-authentication
hold-down 10 threshold 20

VE— K7 ZEAVPNZ F4 7 MEBEOEBMRTEZGN LET,

threat-detection service remote-access-client-initiations hold-down minutes threshold count
FNENOHHITKRD L8 0 TT,

« hold-downminutesi%. FHxEDOBABNS DR —NL FE T B EZERZLET, 29470 b
D IPv4 7 R ADHERE Y T —7 2121E, BiEIORIG & DR —L &2 T AHIFNIC
T HBBO LEVEL U Y MOETHARERH Y T, & 2X, F— L RF¥ v
23104 TLEUVMEN 20 T, B—0D IPvd 7 R L A5 Ok L7=BER 20 [@H 0 . 2
OO LB O X A DA 10 5522 WIES . ERIE7T IPve 7 R L A 3HER
SNFET, 1~ 1440 HOEEMZfEETE ET,

e threshold count |, #EBR% b U T —3 257202 AR—L R& T U HBWNICIET D HLEN D
LMD EFR L ET, 5~ 100D LEVMEEZIEETE £,

P—E R AT B, koa~vr FEEHLET,
no threat-detection service remote-access-client-initiations

Bl -
WOFITIE, 20 55LANIC 10 [BIOBED A MU v 7 2R ELET,

ciscoasa(config)# threat-detection service remote-access-client-initiations
hold-down 10 threshold 20

HEZh 72 VPN H— B 2~ D5 T OB H 2 A LET,
threat-detection service invalid-vpn-access

= REWEN T HITIE, ROa~vr REEHLET,

no threat-detection serviceinvalid-vpn-access

1 -
& OFICIL, Invalid VPN Access ' —E X ZH NI L TWET,

B zZeot
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grrtoz=2u>5 |}

ciscoasa(config)# threat-detection service invalid-vpn-access

EZRHBHEOE=RYY Y

RO MY 7 TE, BBBEOE=2) 7L T T4 v 7 fEHERERTT D iEEZ#B L

ERXERBREREFHROE=2 Y

FEARE B H A S 2 £ R8T 5 121%. [Home] > [Firewall Dashboard] > [Traffic Overview] % i3
WLET,

IEREBIREREHFHROE=21) >

WRDOH v 2h— R L CTIEREEMR LG HEREE=4 ) 7 TEET,
+ [Home] > [Firewall Dashboard] > [Top 10 Access Rules] : ik %< b v b L7277 A L—/L

EFRRLET, FAUBLMESRIIZ0Z 7 7 TlERIIENERA, HHESNEZF T 74>
27 1%, [Traffic Overview] > [Dropped Packets Rate] 77’7 7 T8 C& £,

* [Home] > [Firewall Dashboard] > [Top Usage Statistics] : [Top 10 Sources] 33 & O [Top 10

Destinations] % 71Z1%, A A FNOMEHERNPRRINE T, FEMRH T LY X LITHEEK
LT, Zo— A ==Y 7 L 27— K V7 OMAEDLEE LTHEHAESND A V57—
Tz A AT ML 10 ADOFRA MIFEREINDZENRHY 5, ZiuITHIsn-E8ETH
D, FRENDIPT LA TEGHCTE £,

[Top 10 Services] Z 71Zi%, R—h &7 a b a L O GFOFKHIERNE RSN (ERT D

TIE, MERA RF—TNWICHEESNTWARLERSHY £9) . TCP/UDP AR— k& IP 71
b ) E A T EMBE DY HEERNEFERSINET, TCP (Fu h=v6) L UDP (7
2 hav17) i, IP7e FabORRSIEFEENLTWEFAL, TCPA— K & UDP A~ —
MIR—=FDOERIZEENTWVET, ZHWHDX AT (R—FEZFE7Te banr) o1
DOMEHERTE T E2A RX—TNMZT DL, A R—T N ESNTHEFHER ST PE RIS E
7,

S,

* [Home] > [Firewall Dashboard] > [Top Ten Protected Servers under SYN Attack] : TCP fX175%/5

DFFHERER R LET, Detaill| RZ %7 ) v o 35E, BEYL TV T F—H0
FoRENET, ASAIFL— | W%@%K&%®@%wE%V7UVﬁ¢6®T\?7¢
L R 30 R CIE. 60 BV T L ISHEEHERSIEE S VET,
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B vwwo—crommptoE=49Y

VPN Y —EXDEBREDE=42Y) VY

WO RE Y7 THHAT 5 X512, syslog B8L W show 2~ REfHH LT, VPN —E2D%
Bt e =2 —TEET,

VPN H—EXDEZFHRE®D Syslog E=2 1) >
INHOY—ERIZEET HIROD syslog A v E—VNERINIGENRH Y £7,
* %ASA-6-733200: Threat-detection Info: message

DX yE—UE, BEMREICET L i iE A N e lELET,
%ASA-4-733201: Threat-detection: Service[service] Peer[peer]: threshold of threshold-value was
exceeded. Adding shun to interface interface Additional_message
ZOA =V, BESNIEY—CERORERT 77T 4 €7 4 BRKT, R HY—
EANIP T RUAZPBRLIZZ L2 RLTCOVET, A v E—VIBMERNE T
WOHLBENH Y £, 2L 2E RAVPNZ 74 7 Mt T o846, B TSSL

(72X IKEV2) : RABEEIZRZ T4 7 » FEAGREIKR (SSL (or IKEv2): RA excessive client
initiation requests.) | D X 912720 £,
showshun =2~ FEEHA LT, PEBRSNTZAAFDY R 2R R TEET, IPT FLX
MBEE TIINZ L3> TWDHATX, noshun =2~ > K& L CTHEBRZHIBR T
TET

VPN H—EXDZEFBRED show a7 > RIZKBE=ZA Y LY
WDa<y REMHEH LT, VPN b —E2DOZEMRHOFKHERE R R LET,
show threat-detection service[service] [entries| details]

VBLIZIS U T, BFEDOY—E X (remote-access-authentication. remote-access-client-initiations,
F7ziXinvalid-vpn-access) IZE 2 —ZHIRTEET, RONTA—=FZBMTHI LT, Ba—
I DICHIRTE ET,

sentries: B GDO = N OAEFR R LET, & xR, BRI TICRRLIZIP T R
L AT,

e details: —EADFEME Y — 2 NI OW T ERRLET,
BIRLI-A 7Y a CESNWT, T A7 LA BAIIROEERN RSN ET,

« F—ERDLRH

o —EXDOWKRE  ARVETITED

« B AR RE T URRE

o P—E R L EVWVHRRE

s =B RT 7 T a UHEHEHR

o [BHL (Failed) ]: & SN RAEOUEPICEENREAELE LT,

B zZeot



| zroBH

VPN 4 —E X DB B D show 27> K2k 3E=2 U275 [

s [7ryXr 7 (Blocking) ]: #E SN AETF—L R AHHANTHY, LE
VMEIZEE L7l L E Lic, ZORR, V—ERE, RERET 27y 7357
DHOPRE BBICA A b= LE LT,

o [fe#k (Recording) ] : #iE SNIZRENK—IL RE T VI TH L0, LEVWEIZ
LB LE L, ZORER, Y—E A IRAELTELET,

o [PAR— bxI54% (Unsupported) | : & Siv7ossEid, BIfE B #ERAZ AR — F LT
WEH A,

o [#E%h (Disabled) ]: BAENHMESINFE Lz, 2720, P—ERTEHIR>TE
7

1

WOHTIE, T_XTOV—EARFAR>TRBY, VET— T 7 BAFEIEY—ERZHONT
BIER 72 BB DN B S N TV ET,

ciscoasa# show threat-detection service
Service: invalid-vpn-access
State : Enabled
Hold-down : 1 minutes
Threshold : 1
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: O
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 3
Name: remote-access-client-initiations
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 0

O O B - O o O O o o

o O O o o

RIZ . show threat-detection serviceentries =~ > KOHlZ R L £ 9,

ciscoasa# show threat-detection service remote-access-authentication entries
Service: remote-access-authentication

ggogt I
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B vny—ExaRcERSAHROBIR

Total entries: 2

Idx Source Interface Count Age Hold-down
1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114

Total number of IPv4 entries: 2

NOTE: Age is in seconds since last reported. Hold-down is in seconds remaining.

&Iz, show threat-detection service details =~ > RO AR L E7,

ciscoasa# show threat-detection service remote-access-authentication details
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 2

O O s P O

Idx Source Interface Count Age Hold-down

1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114
Total number of IPv4 entries: 2

NOTE: Age is in seconds since last reported. Hold-down is in seconds remaining.

VPN 4 — ERERICEA S - HBROHIBR

WDa~y ReEH LT, VPN —E R ZH#EH IR E2E =4 — L., HEBRZHIBRCTE £
9, VPNV —bE 2D B L > Tl S 5 HEERIE, show threat-detection shun =< > K
IR ENVWIZ EICEE LT &Y, Zoawy Nit, 2Ax v UEBRHEICOLEmA &
ET,

* show shun [ip_address ]

VPN #— B2 DEBMRHIC K> CTHEBMICHR SRR b, F7zid shun 2> R&fE
ALTFHCHRINTZAR b EET, YRENTEFA MERRLET, LEITELT,
EEL-IPT FLAICE 2—%HIBETx 4,

* noshun ip_address[interfaceif _name]

BELEIP T FLADLSDOLYERZEIRLET, 7T RLAREH DA v Z—T = A AT
PEREN., —HoA v F—T 24 ATHRAEZOEFIC L TBLEAIE. A7 a T
BrOA B —T 2 AL EFRETE ET,

e clear shun

FTRTOIP T RLADLLPRZHIBR L 7,

B zZeot
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grrtorE [

ZERE DB

HaE

Y

T35y bk i AR
T4 —L)
I)—Z

HARTS K OMEIRE B AR HE . A% v > |8.002) R L OMESRA AR HRGEHE . A % v BB H 2
Bt BASRELE,

OR[N EA X iE L7z, [Configuration] > [Firewall] >
[Threat Detection], [Home] > [Firewall Dashboard] > [Traffic
Overview], [Home] > [Firewall Dashboard] > [Top 10 Access

Rules]. [Home] > [Firewall Dashboard] > [Top Usage Status].
[Home] > [Firewall Dashboard] > [Top 10 Protected Servers

Under SYN Attack],

HEBRI ] 8.0(4)/8.12) | PRI ZRRETE D L5170 £ Lz,

WOMmEMNETE SLE L7z, [Configuration] > [Firewall] >
[Threat Detection]s

TCP {RATAE OFEEHEH 8.0(4)/8.1(2) | TCP fRATZAR OFEFHERAEA S E LT,

ROBEAEANEITEE I E L7z, [Configuration] >
[Firewall] > [Threat Detection], [Home] > [Firewall
Dashboard] > [Top 10 Protected Servers Under SYN Attack],

RA MEEHER L — FERO I A X~ X |8.1(2) HRHERAINE SN D L— MNUEROSE I A X~ A AT
XHL0IRVELE, T4 RO L— ML, 3
L lLIZEESINE LT,

WO EMNETE S4LE L7z, [Configuration] > [Firewall] >
[Threat Detection]s

N—A  L— MR L — D 1/30 (2 |8.2(1) PIFTO Y UV —2Tid, EHL— b0 1/60TLZ, AEY
EHEINE LT, ERKBICHEAT B0, Vo7 v FREREE L —
M ORI 30 B2 S SvE LT,

A= brBLOT 8w Fa/ViEeHER L — FERE | 8-3(D) FEHERNINESIND L— MEROEEZ D A X~ A X T
DI AR AR XHL9IRVELE, T4 MO L— ML, 3
H1IAEREINE LT,

WORE N X jLE L7z, [Configuration] > [Firewall] >
[Threat Detection],

AEVFEHAEROM 8.3(1) BEBEO AT VERAERAELE LT,

| ggogt I
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B zuntomE
HeRES T35y bk Bl
T+—L1)
1)—X
VPN H— 2 D&k H 9.20(3) VPN —bEZADOEBMRHEZHE LT, IPv4T KL AN

DRD XA 7D VPN BB %L CTIRETE ET,

e U — h 7 7 & A VPN ~Oial 72 38 3E I B D34 T
(=P —Z/RAT— REAX ¥ T HT— kK
T A —AWERE)

VI ATV MIMMEIRE, HEEITH— DR A R
S5UE— M7 7R VPN ~y Ro o RO
TEBEVIE LB LETN, TTLEEA,

o 572 VPN —E 2 S F ) N — B 2~
DT U & ARLT,

TI7RAKKLIZELTH, INHOKEIZE -T2
VEa—TF 4 7Y Y—REEE L., BEICk o T
F—EREAR (DoS) ZSIEEITREEMELRH Y £7,
clear threat-detection service. show threat-detection

service, shun. threat-detection service D4 o~ o RKpdiE
ANFEFEREEINE L2,

B zZeot
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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