TOETIL., ASA ZRMET AN, E7001%. ASA FSESC L T A MG T Ok AR E
B IFEICHOWTIBH L7,

4,.,_“_._,

« B OREE (1 _X—Y)

'Tﬁ L@Eﬁﬁ (2“\0‘—‘\/)

s DT =Z Y T (29 X—)
o PEfeax E DR (30 ~X—)

]l+ r]&

rIl+

Bt E L 1T, TAA R LIz BT S ESERBREOZ 2R LE T,

EHRRESA T
BEG R EIIE. RO LI RIATRH Y £,

cEXFEITFEHTOPANDTOA—INILEALT Ik : T_RTDOTa—)VA A LT U MNMIT
TH MERH Y F9, BENCERN KON AIGEIZOR, T 74V MEEEFE L TL 2
éb\o

cb;ITAVT VSATEDEREALT O : =R R =2 LT, FFEDH
ATDLT T4 DT a—=rVIA LT Y e EEETEEY, $XTCORT T 4 v 7
IITADEA LT Y MIT 74N MERH DT, TNODEERET HLEITHY £
/\Jo

cEGEFIRE TCPRRITRIE : 7 7 4 /L hTIE, ASA 2T 25 (F70i3sdc &3 2)
OBICHIRIZH Y A, —ERARY — L — L% LT, ¥BEOWEYZ T ADH|R
%ﬁﬁbiﬁo:ntib\#~Ex%%(mﬁ)W%¢%%~N~ﬁ%£éni¢o%

W2y AR (TCP N> Ry oA 7 &5 T LW WoiiEs) ICHIR2RETE 7,
ZHUTED, SYNT T T 4 TR LHRESNE T, UIERORIREZ B2 D, 7
2X L An Yy MV LT TCPIAITZE Y R—R BT 77 4 712720
F9,
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« Dead Connection Detection (DCD; 7w FiEfEt&EE)  ATH O RN 67T A RVIREEIC
725 ZE MMV KEEN TR B DA X, DCD 28N LET, T4 RAZA LT D
FNEEEZBZHE, ZNOLOERMPHALONDZENHY £7, DCD TiE, 74 Kk
RETIEH DL bOOFNREREHEL, 74 KAV AA~—%2 )y b TDHZETENLD
Pt AR LE T, T A AR 2B 2 5 7= 0NS, DCD IO mMIC 7 v —7 % 5(5
LT, BB EDNTHLZ LEMMTAEELTWANE ) 2R LET, show
service-policy =~ RO NIZIZ, DCD WL DT 7T 4 BT 4 BERTIZODH T X
NEFENET, showconndetail =~ REFHT D &, BEMEZEROFBEHRL L0
n—7 DEERELZRGTEET,

TCP—4 2V ADS VA LI : TN D TCP #K:121% 2 DD ISN (1> — 4 o 23K
) NEVBTHEATEY, ZOILD1DF7 T4 T FTEBRSN., b9 1203 —
N—=THERENET, T 74V FTIE, ASAIL. HE & BIEOM M T+ % TCPSNY
DISN T AL LET, T LI XD BORENH LWL S b ko
ISNZTFHILTH LWy a2 A Yy vy 7T 20%MIELES, 72720, TCP ¥ —
U ADT X AMEIL, TCP SACK GRIRWIMERRINE) ZFEMHEELET, 7947
VDRI D U AB TR AN RRET A bD L B 57T, NIRRT
T, NI 7497 ITARTEIZT X MMM T o ENTEET,

TCPIE#RIE : TCP / —~ T A Vix, BELR A7y b oR#ELET, — DX A T DR
fro WEBE A NT T 4w 7T ATUHT B HEEARETE £,

TCPRT—RINA IR : x>y NU—V TN —T 4 T EEHTHNE I DETF =
795 TCP AT — R/ XA NATEET,

SCTP X7 — k7\A 78R : Stream Control Transmission Protocol (SCTP) 7'& b = /LRRFEN
VBT IE, SCTP DAT— R IV L VAT Vv a v ENANRATEET,

J20—0A70—F: 7e—,n3NICEK T EX SN lE#E R ICAH 77— Nand
NZT7 4w 7 &L CERINTEEd, 70— FRiZkoT, KEETY 7 A VOERIER
E. F—HER/RT SV r—a DR T —<v U AEA ESHH N TEXET,

IPsec 7O0—MA 70—k : IPsec A P VPN £721ZVE— 727 EBAXA VPN EH =2
T4 TV vxE—ar (SA) OWHIERER. PsecB#fitlIT A ADT7 4 — ) K Fu /3
~ TN —=KT LA (FPGA) (A 70— REINDHT2D, T/ AD/NT —~ 2 AW
FLES, ZOHEEYFR—F 277y b7+ —LATIE, T 74V N THEIIZR->TW
*7,

BefellR, %A L7 w7 b, TCPIEHUL, TCPI—4 > AD T & MMl THke TREFER] (TTL)
DF 7V AL MIE, FEAEDX Y NU—ZIZEURT 740 MERSH Y £9°, Zh b
BEDRENMIEL DD, MEOBEHERSHY . Xy N —JIFED XA TOREN S HY5
B, FRIZREHOT A KV 24 LT 7 MK DEREREGUENIEAE LTESGE DR T,
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ATy T

ATvT2

ATvT3

ATv74

ATy T5

ATvT6

ATvIT1

ATvT8

smozz [

Z DM OPEHG BRI LN > TWET, ZNHD—E R, — et —e L LT
TR, FEDO NI 747 7 TRACORRELET, ZNUOOEREIZITRO L DONEEN
TWEJ : TCPRAT(E. TCP A7 — bk /XA XX Dead Connection Detection (DCD; 7 v K2
iRt . SCTP A7 — h NA /R 7ua—F7a— R,

KO—EINRFNTI, £2 50D TS TOBEOREIT OV THEA L E T, BEICH U TE
BT BRELBA T S0,

1R BHHEIIZ

T KIZTNARIAD E, T7AT U —MTETT 7 & AL —/L 3 L OVNAT %7
LT, By N ZERTARLERLENE I MEHMLET, #himo UL, x7 A
FRyZHO ARP =2 R U BNFET D0 E ) DICBRRIER SN E T, 2oz, #EHn
FELTYH, ZOERHEENO 7 v RRT AL A2 EBRTHZEE2ERTI2H0TELHY £
Th, TA RVEALT D N EOBRORE L, RERPERNPIKS TV AT LY VY —R% 5
HLERWESIZLET,

Ta—\)L B A LTI RORE 42—=) , ZTNHOREIX. T, Az@iad 59T
DI T7 497 L TEESERTT NaAaLDT IAN DT A KA XA LT 7 NEEFL
F9, BHIOX A AT 7 MLV Uy bENDIERICEER S 2580, 97 o— L X
ALT T RNEERELTLEIN,

SYN 77 v K DoS B 6 O — "—Dfi# (TCP R17%(5) (T ~<—) , ZOFIE%E
EFHLC, TCP AT EERELET,

B2 TCP 7 NLELD ) A X~ A X (TCP~ > 7. TCP / —~F A4 H) (9 2—)
EEDNT T 4 v T 7 TFAZHDONTT 744 D TCP EHALOEEA EFH T A4 .
IHBRN—T 4 2 T DTCP AT — hF = v 7 DA /S (TCP AT — k3 /8R)  (12°8—
D) (ZDOEATDON—T 4 VITEENDHEE) .

TCP > —4 v AD T X MO (15 2—=) (T 7 4V bD T o F MU E DO
F—BEAT ST L TNBES) |

K7 o—n4t7a—F (16X—) (avta—T7 4 v JTENRIOT—2 22—
T =~V A RETHILENDDEHE)

FEDRNT T 47 7T ADERROHKE (TXTOHV—ER)  (24%—Y) , T, Bk
OFEHOWHATFINETT, ZNOHDORTIE, Y—EA R — Lb—LE2FEHLT, FFED b
FITAvT TITADTa—NVDT 7 v Mixk EEXTEET, ZNOHDOL—LEMAL
T, TCP /) —~FA VDB AL~ A X, TCPL—r L ADT v Z IMEDOEFE, 47y hOEGR
FREFOT 7 U A b, BEXOFOMDOA TV a UHEREDEELITVET,

TCP A7 a Ok 27 —Y) (MOEHER R TCPEIELZ U By NEITIAETE T HM4E
BHDHIEHE)
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B /o sqi7yrons

JB—NIL B3A LTI FDEE

FIRr

&M
ATvT2

| iR

N EXEARTE FANOBEA D Y F EERA R N DS RS T A R ZA BT M
MARETE £, IRELET A FABMOMA 1y FSHA SHAN > 5BE, U Y —2
N

Ta—N)V BALT T NEETTHE, =X R —IC LD TEDO N T 7 4 v Tu—
A FEETEDIZH LT 74V DXL LT U FRREESNET,

BEDODXA LT U MR ETERWTa haj)l (GREARY) Tik, 74 KX A LT 0 M2
T,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] % &R L £ 7,

BESTDEIAALT T IDRY I A F L THLWVEREANTSHZ LT, A4 LT U Mai
ﬁ_i’]\/\iﬁ—o

FTARTOHMIE hhimmss R TRR S, 1ZE A EDOHE, BRI 1193:0:0 T,
[Authentication absolute] & [Authentication inactivity] Z R < X TOHEIZBN T, F=v 7
Ry JRAEFTIITDHE AALT T MRT 74V MEICREY 3, ZhB20088ICF =y
IRy I AEF 7T HT LT, LW SICHGRAET 2 2 L 2B L E T,

AALTY NeT 4 B—7MITHITIE, 0 AT LET,

* [Connection] : it A 12 v NP SNDETOT A POV, ZO#MNIZS Ll Bz 5
VENB Y T, T 744 ML TR-TT,

s [Half-Closed] : TCP /~—7 7 v — X§Eki# U % £ TO T A K/VIEfRE], FIN & FIN-ACK @
WA SN EE. B —T7 7 n—XREL R snEd, FINOARBRE S
AT, WEOBERY A LT T A EASNET, RAMEIZ 30T, 77 40 M
1L 1053 T9,

«[UDP] : UDP i Z# AL D FETOT A KAVKREE, ZOWMIZ1 0 EICT20ERSH D F
T, F T4 MI 25T,

« [ICMP] : &XEI7RICMPIREENSE T D ETOT A R, T 7410 8 (BX ORI
X2 BCT,

* [ICMP Error] : ASA 73 ICMP = a2 — 5B 7 v &5 L TH 56 ICMP #fit 2 HIkR9 5 &
TOT A RABEREIT, 0:0:0 225 0:1:0 O, F721% ICMP timeout fEDWFTILAMEVN S T
To T7HNVNMIO (T oE=TN) T, TOFXALT T MHREYT, ICMP A AN
JvarEAMICTHE, ASATIE, = a—8ENZEIND LT ITICMP B & HIlbR
LET, LIER->TED (TTIZHAL o) EHICERSNTET X TOICMP =7 —
TSI NET, ZOXA LT U MNIICMP #HOHIFRZESE 50T, EEZ ICMP =
T—5ZE TEET,
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* [H.323] : H245 (TCP) 33X (VH.323 (UDP) AT 4 THEGNHE T T HETOT A RILEE

o 740~ (D of/IME) 1254 T3, H245 & H323 ODWTND AT ¢ THEFRIC S
FBl U 7 T VDR ESNTWAT-8H, H245 (TCP) #:%eiT H.323 (RTP 3 X X RTCP)
AT AT ET A RV EA LT T bt LET,

«[H225] : H225 > 7+ U » Vi 2B 2 F TOT A KA, 77 4L ME 1 B C

o TRTOCH LR VT SRgICHkie 3 <IC7 n—XF52d, 44 LT Tk
iz 18 (0:0:1) (2952 & &H#EREL £,

* [IMGCP] : MGCP A7 4 THHF NHIR SN D ETOT A RV, 774/ MI 55 TT

B RANTIRICRETEET,

« [MGCP PAT] : MGCP PAT B & HIbR9 5 F TOT A RAKE, 77 4L ML 555 TT,

B/ MBI 30 BT,

* [TCP Proxy Reassembly] : LD/ /Ny 7 7 N TREL TWH /37y b & Fr vy 745

FTOTA RV EALLT 78 (0:0:10 ~1193:0:0) » &7 #+/L MZ, 14 (0:1:00 TT,

* [Floating Connection] : [l U% v b T —27 ~OEHDONL— FRFEL, TNENA MY v 7

NERIPDIGE . VAT DIEGHSIRE R TA M) v 7 BRIREOLV— &2 LET, XD
WL — FOMERFTREIC A o T2 B BT, ZDOFA LT U Mo TR L 5D
T, TOwYRN— N EHER L TR E ML CEET, T 740 MI0TT (LS
ALTUNLERA)  EVEWL— R NEFEHATEDXL92T5IT1E, #4477 Mz
0:0:30 ~ 1193:0:0 D THEL E T, ZDOXA~—L, KB r FNNA U H—T =2 A

(VTD) ZA LTl SnEti, VIIZN LSRN AX v 7 LTEEAIT. F
T UTTHMERDY T,

* [SCTP] : Stream Control Transmission Protocol (SCTP) ##ki%& P U 5 £ TOT A K/LEERH

(0:1:0 ~ 1193:0:0) . 7 7/ L2455 (0:2:00 TY,

* [Stale Routes] : iV b— k& /L — X DIFRAN— AN HIRT DRI REFT 2RH, Zh b

D/— MIOSPF R EONE Y — U =A v ha/VHTT, T 74/ MIT10/
(00:01:10) T, $HE T HHPHIL 00:00:10 ~ 00:01:40 T,

* [SUNRPC] : SunRPC A 7 v MRS D ETOT A KK, ZOMEIZ 150 kicd

HUVENHY ET, T 7 44 MEIZ 10 5T,

«[SIP]: SIP > 7 F VU 7 AR— "R A U D ETOT A RAVKEH, Zo#MIXs5 558 Bl

TOHMERDY 7, 7740 MEL305TT,

* [SIP Media] : SIP AT « 7 R— MMEGEFA LD ETOT A FAKEE, ZOMRIX 1 5Lk

T HMERSHDET, T 74NV MI2H5TT, SIP AT 4T #A~—%, SIPUDP A
F 47 Xy &5 SIPRTP/RTCP T, UDPFHT VT 47 XA LT U FDORbD
RSN ET,

* [SIP Provisional Media] : SIP & & AT 4 7D X A L7 7 Ml (1 ~3043) o 774/

ME243TY,

« [SIP Invite] : EISEDE R —LE AT 4 7 xlate ZFH LD ETOT A R/VERER] (0:1:0

~00:30:0) ., T 7/ it 347 (0:3:00 TY,
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. JO—)L B LTI FDERE

* [SIP Disconnect] : CANCEL A vt —YF 71X BYE A vt —T2000K %515 L72h»

72AIc, SIP Yy v a VEHIRT A2 E TOT A RAVEERE (0:0:1 ~ 00:10:0) , 7 %/
rx 243 (0:2:00 T,

* [Authenticationabsolute] : FFEF ¥ v > 2 NZ A LT 7 MIRD | 22— =28 LW i %

FRERES 2 MBENEL L ETOHM, ZDOFA~—F, AAADL—LTHHA v b A—
TuaFTOMEMSNET, ZOWMIE, A0y S XA L7 T FED SEVRLER
HYFET, VAT AT, i““‘f?ﬁ‘*%ﬁb“?’%ﬁ%ﬁﬁ%?‘éifﬁfﬂ%Liﬁ‘ FTRTOHF LW
Befot TRBAEZ R T D F v v U VAT HENS, ROFIRFHAZZFE L T 7ZS
AN

cHERE TNy U7 FTP 24 25613, 2Oz 0 ICRE LRV TIIZEN,

o [RAEMOK) 2 4 27 7 (Authentication Absolute) 17230 D354A. HTTPS i&FEIZEIE L
RN ENH Y ET, HTTPS @BGERIZ, 77 U7 W3 EE D TCP ki % Btk L T Web
NR=Tru—RNT5L, Ei*ﬂ@ﬁ%#\/u ia_ W UETH, EO%ROBE CITFGEEN Y

H—snEz7, :@7‘:&5 :L~—47“ $. WREDO I b B IFRAEN— Y N RR S 1
9, THNEFERET I, qu@@ﬂL&%ATﬁ N 1RVIZERE L E9, Z Ok
%%ﬁ%#é&\mﬁéMTwﬁwa—% MEICEEITLIP 7 RLANSLT 7 & A
THEIBEE T 77 AT 04— L EZBRBTELB8F00HY F9,

* [Authentication inactivity] : FBAEF ¥ v ¥ 2 BX A AT 7 MIRY | —W—38 L e
ZHRAET D MENE L DHETOT A RVEEE, ZOHFIX, EfAey MELY HEW
VENHY E£T, ZOXA LT U MIT 7 /L FTEIC ﬁofwiﬁo:®&4v—
X, AAA DIL—LTHDHHI Y hAL— Tax T TORMEFESNET,

* [Translation Slot] : NAT Z#i A & v MRS D ETOT A R/VKERL, ZOHIFIL 1 4

BT DHENRHY £, 7740 ME3REHTT,

«PAT 220w b (8.4(3) LAFE, 8.5(1) BLU8.6(1) #Fr<) ., PAT EHa A v kMR

SNDHETOT A RAFEH (0:0:30~ 0:5:0) . 7 7 A4/L ML 30 TT, BIOERENT v
TARNY =LA TNAA ATHEHEFANTODAEEER S B 720, Bk S iuiz PAT A — b
EHERHTOH LWERE BRI ET DV — 2 BREET 56, ZOXA LT D MEHEPe
FIENTEET,

+ [Connection Holddown] : #&ft CHEA SN TV A L— 23 H S FEEL TV, F233ET

T4 T ofe b XD, VAT AR A REFT A, ZoFR— K¥ T UHIRAIC
N— BT 7T 4 TR bR E, B snEd, St — L RE U 2 ~v—
DOHBE, V= IRRBELTT I VT HHEBEERHLGEIC, V— 7Ty
DB OTZETT, = FDIWEREP b - E R EETLLIICHF— NV R T L XA
v —HEWOLTIENTEET, T 74N MIISHTT, F5ETE HHFHIL 00:00:00 ~
00:00:15 T4,

AT T3 [Applyl 227 U v LET,
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SYN 75 K DoS Bt > D ——ngE (Tep k172 ]

SYN 735 v k DoS WEMN b DY —/N\—DIREE (TCP K1TZ(E)

FIE

ATvT1
ATy T2

ATvT3

BEEFE DD SYN X7y hEFRAMIEETLE, SNV T T 4 7 h—ERiE
(DoS) WBNFEELET, ZNHDONRTFy MIlE, ATV =74 TENTZIPT RLAND
FEESNET, SINSTY Y FNDOT T T 4 ITNEFHNTAEL D E . SYN F 22— kIR
AR E . EH 2 — =0 D ORI L T — 22 c& {2 £,

SYNT7 T w7 4> FWE R T DI e mlR e & 9, wiiske &1k, X500l
OB THEIZRD N Ry oA 7 &5 T LTWRWERERD Z &L TF,

PR O LEWMEEZBZ D L, ASA [ZV——D7 Xt LTEEL, ZOHEEN
H—2Fy FIRA RO SYN F 2 —ZIBIM S 720 K 512, SYN Cookie K EMHFH L TZ 747
> b SYN HRIZxT 2 SYN-ACK JE& 24 LET, SYN 7 v —(%, JARMITHE 2 1Bk
T B0, MSS, A LAZ T BIXOZFOMDIER OBEFRI NNy a2 N bR I D
SYN-ACK TR N DHEMD L —r V AFFTT, ASAIL, ELW—F U AFK B THE I
M4 ROWNICZ TAT 2 b bBIRENTZACK 2% 15T D&, 7I9AT 2 MRAMTH S
TEEREL, YN O AT TTEET, XU EERITTLa R -3 M,

TCP fRATME L FHE N E T,

SYN 7 Z v FEBNO I —N"—%Ri#ET DD RV —x 0 K ek ATIE, #EkelR
R E L, TCPHATRAE OHGHEREZ A X —T ML, fREE=F—TD2H0ENDHY £7,

1R BHHIIZ

AT DY — =D TCPSYN Ny 7 11 7 % o — L WKW IR 2R E L T\ D
EERMERLET, LV EWIIHIBHIIRZRETH &, A7 747 M, SYN
BRI — =T 7B ATE 2L 720 £97, HIHEEGHHIRICEY) Z2MEZ R ET DI
X, =R —DOFE, *v hT—27 == R E NSO LT 7ZEN,
« ASA E7 /L ED CPU 2 7HIZ K - T, FIFEEELE X ORI O R K, &£ =27
X DG OBEHGENRE T, RESNTWEIEEZBEZ 258060 7, KEOEE.
ASA TR n-1 OB L OWIER 27 T LE T, 22T, nlZ=70 T,
XX ET M40 TRHY . 6 SDORIRFEI L O 4 SOWIMEEE A E LT
Hlx, K4 A4 T TIo0BMEEFHATEET, SHEHAOTT VO a T HEMHRT DI
%, showcpucore =~ R&E AL ET,

[Configuration] > [Firewall] > [Service Policy] Z3#&R L £,
[Add] > [Add Service Policy Rule] #27 UV v 7 L9,

2%, RET DIV —R—DONL— BN T TICHDHEE, V=V ERELET,

N—IVERFEDA L —T 2 A4 AZHMHAT B0, TXTOA U Z—T oA AT v —r Ui
AT 2E2NEIMEBEIRL T, [Next] 27V v 27 LET,

gwnzE B
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B swosorpesxgncny——0RE (TCP 1T

ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

ATy

N7 7 4 v 7 3 OE X, [Source and Destination IP Addresses (uses ACL)] %2 3#R L T, [Next]
Vw7 LET,

ACL V— 1V DO%AEE, —X—0 IP 7 K L A% [Destination] IZAJJ LT, ¥ ——DF 1 K

IVERRELET, BHIX, [Source]iZany ZfEMALET, KT LAEL, Next] 227 U v 7 L
£7

72 & 21, Web —3—10.1.1.5 B L 10.1.1.6 ZFE#ET B E1F. kOX A LET,

* [Source] = anyl
* [Destination] = 10.1.1.5, 10.1.1.6

* [Destination Protocol] = tcp/http

[Rule Actions] ~—"C, [Connection Settings] ¥ 7% 27 Vv 7 L, IROA 7T aruw AJJLE
D

o (#1185 (Embryonic Connections) | : A8 A & Z & O] TCP #ft O fie K& % 2000000 F
TOFPHATHELET, 774/ MEO T, AWMMEGRENTISNDSZ LE2RLE
T, 72EziE. ZhE 1000 ICRRETE £,

[ TAT > T EOUHIEEGE (Per Client Embryonic Connections) ]: 7 7 A4 72 hZ LD
[F] RE R TCP #5fe D fe R¥L (2000000 £T) o 7 74 7 v b I & OERRYIM B OBt
ZASANLTTIERAWTND Y 747 2 "AHT LW TCP Bife & Bk 92 & ASA 138kt
ZFHIELE T, 22X, ZhE S0 ICRETEET,

« TCP Syn Cookie M SS—#J i Eafe B[R 123 L 7= & & ICHIEEEHE D SYN cookie % k9%
72DV —R—=Dig K7 A b A X (MSS) (48 ~ 65535) , 5 7 4/ hiF 1380 T
T, ZORTE, MBEGEHRE IS4 Ty Y OMHEGRAEHBRT 258D
HEWRHY FT,

[Finish] Z#2 U v 7 L CA—LERAE L. [Applyl &2 U v 7 LCF AL A EH L ET,

[Configuration] > [Firewall] > [Threat Detection] % i®## L T, 472 < & ¢ [Threat Detection
Statistics] 7' /L— ' ® [TCP Intercept] #attE# A A r—7 WMIZ LE T,

TRTOMEHEREA X —T WM LT2Y TCPRATRZELE T2 A X—7 M LD $5Z &R
TEET, Flo, F=FV 7 U4 U Lb— afiET L6 TEET,

[Home] > [Firewall Dashboard] % 4R L. [Top Ten Protected Servers under SYN Attack] % v 3 =
A— FaER L CTiREE=F—LE7,

[Detail| R %27 Vw7 35L, BEYVTV 7 F—2RFRINET, ASAITL— NH
RO EDRZ 30 7V 7LD T, 77 4/0 FD304HRETIE, 608 I LITH
FHERBIE SN E T,

WEHE#HR A 7 U 73 5I1ZiE, [Tools]>[Command Line Interface] % fifi H L C clear threat-detection
statisticstep-intercept =~ K& AT LE T,
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BEGTCP /v MUEOHRETA X TPy T, TP/ —35144) |

EELTCP /Ny NMUEBOHRATAX (TCPTYy . TCP/ —< 5

A 4)

FIE

ATy T
ATvT2

ATv7T3

ATy T4

TCP / —~ T A WX, BER/ 7y FEHBMLET, Zhud, ASA IZL DHBRHKFICLEE (3
ry NEFFR, Fuey 7, £RE707) SE5ZENTEET, TCP ERbIE. KB
ASA ZR#ET DHDIZHEN B F 9, TCP EHULITEICA 2 —T MTle> TWE T8, HERED—
WOBEE AN~ A A TEET,

TCP /) —~ T AT AS~<A XTHITE, T, TCP~vy 72 HEH L TRELZTEZELET,
Wi, Y—EARY —%EHALT, @BRLENT 7497 7 TR~y TRBATEET,

[Configuration] > [Firewall] > [Objects] > [TCP Maps] & R L £,

WONT NN EFITLET,
c[Add] %27 UV w27 LT, HILWTCP~ v 7 BMLET, v~ v 7D4HIE AT LET,
e~y TEBINRLCIEt) 227 Y v 7 LET,

[Queue Limit] 7 4 —/L RIZ, /X 7 7T L T TCP #EHOIE LWIEFIZERETE 5, BE
e’y NOEKREE 0~250 37y FO#EFETANLET,

FI7 I MEDOIZ, ZORENT A =T LTHY, vT T4 v I DEAL TS LTT 7+
NEDYVAT A Fa—HflRBERAINDZEEEW®RLET,

TSN r— g 4 AR Vg v B X O TCP check-retransmission DHEEGED & = —fil]
[RiX3 /%7y T, ASANRARD T 4 R Y4 XD TCP 737 v F %5 LIZ5HE
I, 7RI RXEINTERELE —FHTHEOICF2—HIBRFA T I v 7IIEREINE
9,

s LD TCP ¥ D% AIE, BE R ATy NMIZToEFEE L ET,

[Queue Limit] % 1 LA EIZERET D &, TXTCTHOTCP FT7 7 4 v 7k LTI SN D BF 7
INTY NOBNIOREE—HLET, 2L, 77V r—varA A7 var, B&
IXTCP check-retransmission D b7 7 4 v 7 OIFE ., TCP/X7 » b7 RAZ A4 XX T
TOBRENF = —HlRHELELEL T, BEINET, TOMDTCP 77 4 v 71220 T
E. BER ATy NIy 77 IS T, ZOEEBWT DD TIERL<, EELWIEFIZHE
ESNET,

[Timeout] 7 4 —/L RC, BHFR/T MRy 7 7 [ZEFTE DKM AE 1 ~ 20 FPOET
RELET,

INHONTy BB IT, #4257 0 MIBINICE SR> TG E81E, Fry 7 Sh
£, T 74/ MI4BTY, [QueueLimit] 25 0 IR E SN WEAIL, T_XTO T 7 4 v
JIWZELTHEA LT T hEERTEEH A, [Timeout] NANZ /25121, HIREZ 1 LRI
ETHHLENHY FT,

gwnzE B
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B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

AT T8 [Reserved Bits] TlL, TCP ~v ¥ —IZTHIFEHE Y M3 H 2537 b O T ([Clear and

allow] N7y FZEFFRITHENICE v M ZHIBRT 5) | [Allowonly] (B v hEZH LW (5
ZHvR) ) . Fi2iE [Drop] Oy FEHIBRT D) ) AEIRLET,

ATFYT6 WONWTNIHOF T g ZERLET,

| iR

* [Clearurgentflag] : /X7 > M &FFHT DRI/ Yy FOURGY 7 7% 27 U7 LEd, URG
777, AN — A¢@M@7 XV TTAF VT 4 DEVERNZ DX MC
FENTNDZ LRI LES, TCPRFC TiX, URG 7 7 7 O EMEZRfiFR A
IS TVWERAL, 207D, TV RVATAIREA 7y NS ESERFIET
WELLTEY . ZADBEITKT HME55MEIC2 D 2 ERH D £,

[Drop connection on window variation] : TAEAD T 1 o R W XD RFEAE L 7ok
EFRy T LET, VLAY Y PA X AN=ALIE ST, TCPIFRE RV 4 FU %
T RANLAXTE, W, WEREOT — X 22T ANTIZ, (DN ERY 4 R
Va7 RN AXTEET, TCPHMRICE D TU 0 FUDHE/IN 13T 5 Z &2
RSN TOET,

[Drop packets that exceed maximum segment size] : &7 T iE L 72 MSS Z i L7z 347 » b
ey 7 LET,

[Check if transmitted data is the same as original] : —E D72\ TCP F415 & Bh1E 3 5 fik
BT —% Fov 7 2GMILET,

[Drop packets which have past-window sequence] : V 4 > KU ¥ —>7 U AFFEZHEBZTWD

Ny by DED TCP X7 hDU—r VARENTCP ZETY 4V RUDANE Y b

REWEEIL, Ny M RryZLET, ZNUOLDONRTy MEFFAT 5L, 2047
Vg UAERERMEERE L. [Queue Limit] 2 0 (F=—HlfRZ2T 4 E—7 02 d2) ICRELFE
R

[Drop SYN Packets with data] : 7 — X Z &1 SYN X7 v h& Ru vy LET,

[Enable TTL Evasion Protection] : #£#t D e K TTL Z e #l]0> /3% > F TTTLIZ L » THRIE S
TEF, BTy POTTLIFHBRTE £9725, WROT LI T EREA, VAT AT,
TTL % Z OHEHEDO LRI OfK/N TTLICY £y P LEY, ZHIZ K-> T, TTL Z [k L 72 %
BORi#EL £,

ol 2, WEBFIITTL ZIEFICHLS LTRY v —2 @il d 537 v hEEETE £,

ﬂlﬂﬁmaﬁé&uwAtI/%T4/h®W®w~&iA#/k%%m/7bi¢

COBET, WBEITIL 2R LEEEOH LNy v F2EETEET, 207y
ME, ASAIZE S THEROLIICAA DD, BwHLEST, —FH, = FFRA bR
A RNMZESTIEE, 2O/ MREBEFIZ X - TG SN O v TR £97,
ZOWE, WBFITEX 2V T AL DHBO 2T, WBIZKS LET,

* [Verify TCP Checksum] : TCP F = v 7 H AZMGEEL . BEEICKRR L2 Ty b2 Fu v
LET,

* [Drop SYNACK Packets with data] : 7 — % % & ¢e TCP SYNACK /X7 v h& K v 7 L&E

B
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BEGTCP /v MUEOHRETA X TPy T, TP/ —35144) |

* [Drop packets with invalid ACK] : #%h72 ACK & &ty b Rey 7 LET, KO LD
TR AT 2 ACK Mt S NS ATREME N B 0 £,
o TCP #2578 SYN-ACK-received 27— & A TClt. 51 L7~ TCP /347~ F® ACK EE
DRD TCP X7y MFED Y —7 A& LA U TRWEA, £0 ACK (&) T
ﬁ_o
« ZAZFLTZTCP /37 v R D ACKEZBRD TCP X7y MMED Y —r V AFH LY K
XWEAITEIC, D ACK ITHES T,

GE) RN/ ACK &1 TCP /37 v Mid, WAAS 855 CH B nf

ATy 71

SHET,

({EE) [TCPOptions] ¥ 7% 7 Vw7 LT, TCPA T v avagle/Nry NIRTH5T7T 73
VEBRELET,

Ny NEFFRTAENCA T a7 U T L0, N7y MIKFED XA TO¥H—~F T 3
VINEENTWAEEII ATy NEFFRILIZY , /N7y NMIFFED X A T DA T v a I
EENTOTHERAT Y FEFALEZEDVTHZENTEET, T 74/ FTlE, o+ _XCToA4
Taror VTR, BEOA T v a oy y T EIZIRIEZETEREINDGA (FRL
HOLGET Ny MRy 7E3NET) [5O04HFINEA T v a e LEd, -,
MD5 E72EFE T E AT v arondT ez gie Ny y b Ray 775 K5 ICEIRTH 2
EHTEET, TCPHHfA A LV ANT v a T 556, REICHEFBRIMSS A7 a b
RASEMERE (SACK) A7 v a v ZRE, T XTOF Ty arBnZ V7 InET,

a) [Selective Acknowledgement] . [TCP Timestamp]. ¥ J O [Window Scale] 4 7°> 3 Zkd
LT v arEERLET,

BADNAR T F T a w2 HETDHE, PAWS & RIT T 4 B—7 L2480 ¥4,
b) [MSS] (KRBT AL N VA R) ATV aicidd a7 7y ara28RLET,

WEOHFFAT 7 ary, BEGAT 7 vary, BIXOZ VT 772 a 20z, [Specify
Maximum] ZJ&R LT, K7 A b A X (68 ~65535) # AJTExET, 774+ /V
k@ TCP MSS %, [Configuration] > [Firewall] > [Advanced] > [TCP Optiong] ~{— ¥ T
SNET,

c) MD5A TS avEaETL/N\T Yy FEFRAITENE I ETINLET,
F v IRy 7 ABERERT DL, MDS A7y a v aE&iery NI ke y7FanE
T, ATV a v ERIRTLE, @E TV ay GFAL B, k320 7) A
TEET,

d) FEOHPBIIA T a AT 277 a VEBRLET,
6~7, 9~18, BLU20~255FDAT > a FZT 74V b Tr7 I TERTHET, 14
POIAT Y a VEFFATI0, R AT v a v el Ty M Fry 7 TEET,
SESERA T a VRS EICR RET v a v ERETE £, BICHEO BTk

wmmne W
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B ot —7 o TD TP 27— FF T v I DA SR (TCP RF— ks34 /$R)

ATy T8

ATvT9

FTEANDL, 77varvz8RL, [Add| 27V v 7 LET, B—F7vaicxtdd7
v arvEHRETHIE. ETFO®RBEICECETEADLET,

RE LT 2 HIBR 25618, ORI AEIR L, [HIFR (Delete) 1227 U v 27 LET,

[OK] B LW [Applyl &7 U v 7 LET,

P—bE ARV —TTCP~ v 7ZHHTEL LRV ET, ~ v TR NT T 4 v 7 ICE
TH5OE, —EAR) —ZBLCEHINZHETET T,

P—b ARV —%EHLT, TCP~y 72 N7 7 4 v 7 77 RTHALET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DNEIZEN L F 7,

b) N—NEBMFRIEIREELET, V-V E2 7o — UL ZHEALZY, A X —T A AT
HHLZDTH5ZENTEET, ZERE TXTONT 7 4 v 71T LTRFE RNy
FNORFEZ A Z~A ZFTDHITE, TRXTOR T T4 v 7 IC—HT 57— )b—L %
fERL L £ 9, [Rule Actions] ~<*— VIZiEA E T,

¢) [Connection Settings] ¥ 7% 27 U v 27 LET,

d) [Use TCP Map] Z#IEIR L, 1E L7~y 7 ZEIRL £77,

e) [Finish] £721X[OK] %7 U v 27 LTHh b, [Applyl 7 U v 27 LET,

EXMIL—T A VITDICPRAT—rF TV DINA/RX (TCP R T—

WAL WAV.S)

TCP AT — "X ANRAEfERATH &, BIEIZASATARNA ATAT = IV A VAT g
F xRN NRATEET,

BADEEEIE

Fy MU= IRV —T 4 VITBRER DD, BEOEHROT 7 MU R7a—b A N
T RT7 =N 20D D ASA TN A TE AL, BEEZIT HBEICKT S
TCP AT — hNA RREZEATHLENH Y 97,

7272L, TCPAT — " NRANRRZE-2THxy MU= DX )T 4 BT 5720, FE
WCFEHNCIRE SNT-BE 7 7 A THRA RAZEHT 20 ERH Y 9,

EXRAIL—T 4 > T DfEIRE

FERFRN—T 4 T OREIL, BERORVBEBENRT U AT RBEEIFMNOT7 7 A4 T 74—
NEEIBTHGEICRAELET, ZOHA, Ny MIEE AT -7 VOBEFEOER T b
VE—ELRWEY, FayrXIhET,

BIERE & SE/NNRAEE

F7 4L FTIE, ASAITHER X 2 VT 4 7Y AL FEH L TTXTOBELRELE
T, ASAX., EX 2T 4RV V—ICESWTEELZH T2 Fay 7 LEJ, ASA I,

| RS
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sestiL—5 < voomE i

Koy FOIRKE Gt LWBEE £ 7 13N ST 88kt) MR TD LIk, 77 AT U r—
w®N7ﬁ~vyx%%k@if%wiToﬁbw@ﬁsmwwﬁ/%%ﬁyyaygﬁﬂx

. WSS A MR N R T, F LGRS M E Ry Meary tr— L L—
/AX DB TES,

ASA 1. BEfFO#HRIZ— ﬁ?éﬂ?ﬂ&/Fﬁt%:)?%f)7~®%%@éﬁ®ﬁ@§
EZTHIERL BEAREN L CGRBT L2 EEFALET, I OKEE LT e
/x#ﬁhbiﬁottb\mﬁﬂxﬁiﬁﬁi\#ﬁﬁw~74/7/): /ayk$%
THRBEMERH Y £T, ZOHFXTIESYN Ny hEFEH L, TCP v —7 > AFFMGE/e &£
DF v H#FATLET, BOT U MU R — A "\ R7a—0l R E T
ASA TA A& @il T M ENH D T,

ERMIL—T 4 VT F UL

ez, HOFLWERN X2V T 4 T IAT A VIZRETDELET,
SYN /X7y NIty v a VEBEARAZERL, #ioxy Y BEEASAA T —7
BMESNET, ZOEROKG Ty B X2 VT 4 TFITA4AT A1 Zi@E LT
e, @Ml ANOZ Y NVIC—HTHDTIONRTy MIEFEINET, 72720
Bt DR SN X2 VT 4 T T ITAT U A2IZEETDHE, SYNXTr Y hidt
v VEBISAZEE L TN, mElE S RIEE OO U R
X2 VT 4TI ITATUR2IINTy ME Ry T LET, ROKIX, FESFRL—
TALTORERLIZLDT, TURMUU RN T T 497340 NI R T 7 4y
7 E3Re D ASA @il LTV ET,

B 1L —T 1 >

Security
appliance 1

/ ecurity
% appliance 2
\

QOutbound?Traffic

3
Return?Traffic ' Inside }
. network y,
S bt

251155

T T ARNY =B Z IR —T 4 T RHEESNTEY, BEN 22D ASA
TNA R E@RT D ENHLEEE. FFEDOBREIZH L TTCP AT — hXA XX %
RETEET, TCP AT — b NN, EHANRATOR v v a VO EEEE
L. BN ADA ALY Vg U EEGILLET, ZOMEETIE, UDP#ki & [A L &

wmmne W



i |
B P 7 F A RROHA ES 4 EHIREE

I TCPMENLEI S NE T, lRESNT-Fy hU—27 L —FH L7=IESYN X7 v b
IASA T A AT A TR CEE SN AT Y N U BSTEE LRSS S A TR
BHENLT A2, ZO7y Mty a VEFHAREZBEELET, WoTlAEK
NAWZADE, T T4 TIEEEHNADA VAR g VAL RZALUET,

TCP RT— NN ANNRADHA FS54 2 EFHIREIR
TCP A T— FINA IRRATHR— kSN0 ViggE
TCP A7 — hNNANRREFEHT B L EE, ROEERIZVR—FESnEFA,
TN —a A VARI Gy A VAR TR, BIEN T T v ERIE D
F7 47 Ol GFNRELC ASA Z BB THMNENRNDH D2, A AT 3 L TCP A
T—hFRNANRA NTT 4w 7 A SNERT A,
CAAAFIEEE v ay  a—HF—25H D ASA THILINAES. D ASABRHATES
FT7 4w 7%, FDASA T2—VF—REFEIN TV Wiz, HEEINET,

o TCPRATZAE. AWM HIE., TCPL —4 v A& 5T & MMb + ASATITEEG DL RE
DB EIN2W=o, b OREITEH S EE A,

« TCP EHL : TCP / —~ T A FixT 4 &—T NV TT,

TCP ATFT— FINA/NRAD NAT i/ KS54 >

Bt v a NI T AN, AT EIEBNCHENL SILD T, TCP AT — h NARR 8T 7 4 v
I RNZHE T DT INA ZATAZT 4 v 7 NAT ik €T HMLERHY £F, ¥4I v NAT %
FEHTDE, A A1 TORYy Va VZRIRENDT RLAIL, T A2 TOEYy a3~
WEIRENAT RL R L I3E A 4,

TCP RT— b NAINADETE

FERIN—T 4 VBT TCP A7 — M= v 7 A XA THI1E, WEEEZITHHRA
FFRy NV DORICEMNT D N T 7 4 v 7 7 T ABERIRSERZL T, P—EAR
Vo—%HLTRTI7 747 7 TATTCP AT — "L RRAEZHGINZLET, A /RRIT
FoTRXYy NU—I DX 2 VT A PMETT DD, 2077V r—r a2 TEHETHIR
LET,

18 BRI

FEEDHRCIZ 20 N7 7 4 > I B WGE | BlIZ A L7 U NLET, 20T 74V ME
TCP AT — K WNANR NT T 47 TTAD[TA RVEHEZ A L7 7 & (Idle Connection
Timeout) | #ZEH T2 A — =T 4 RTEETEHF O TCP #ftix., 7 7 4/L F T 60 7%l
ZA LT NLET,
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FIE

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

TP o—4 o205 v seommit [

[Configuration] > [Firewall] > [Service Policy] # &R L £,
[Add] > [Add Service Policy Rule] #7 U »~ 27 L&,

7703, AR RO —ABTTICHLIEE., V—ILERELET,
V= IVEMEEDA VB —T 2 A AW T D0, T_XTDOAL o H—T = A AT a—r)UZ
AT EIDERIRL T, [Next] 27V v 7 LET,

N7 7 4w 7 EOEE X, [Source and Destination IP Addresses (uses ACL)] 3% L T, [Next]
27 )y 7 LET,

ACL V— /L DA%, [Source] & [Destination] {Z/b— F DHEDHR A FDIPT KL A% AJjL
T, 72 bant% TCP & LTHELET, T LEZL, Next] 227 Y v 7 LET,

10.1.1.1 ~ 10222 DEITTCP AT — h F = v 7 2 A2 FT5E1F. ROLIHIICTATLE
ﬁqo

* [Source] =10.1.1.1
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

[Rule Actions] ~<—"C, [Connection Settings] % 7% 7 U v 7 L, [TCP State Bypass] % &R L
i ‘j‘o

[Finish) 227 U v 27 L TA—LERIFEL, [Applyl 227 U v 7 LTCT A A EH LET,

TCP o— 4 VAN Z U3 LIEDEHE

% TCP B&5elllx. 7 947 v P CARESN D ISN & —_"—TAE 2 ISN @ 2 5D ISN
NV F9, ASAIL, FIE & RIEDOM FIH TEiET 5 TCPSNY D ISN 27 % AL L £,

PRAEXNGDRANDISNEZ T X 2T 252 LI 80 BEEFENH LWERICEH S kO
ISNZTHLTHLWEYy Y a v Eanf TPy vy 7 T50%HIELET, 275L, TCPY—7
ADZ X AMElL, TCP SACK GEIRIIHERRINE) ZFREMIHIELET, 7 747 v FMBRR
YD AB SN =BT O LD E R D DT,

2R, TENAT T UTNAENDTZD, LEIZSUTTCP Il —r v AEFT o4
MBS TS Z ENTEET, wICHZRLET,
BIOEINEER SN T 7 AT U — A THOUM L —r o AB BTN T X S, N T
T A IHETL L3N bOD, WEDT 7 AT U4 —/LTIOMEEFITT DM
WALV A,

*ASA TeBGP v~V F iy 7ZMHLTEY, eBGP 7 TMD5 #fiH L TWBHA, 7
VHELMMEIZED . MD5 F =y 7 NI ENE T,

gwnzE B
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B xsso0-0ro0—¢

e ASA THEGE DL — L A% T U A LME LWL D ICT BULENH D WAAS T34 A& fif
AT 255,

«ISA 3000 D/ N— R 7 =7 NRARZEHANT L E T, ISA 3000 3T —& NAD—HTH<
HE. TCPHHRII R vy FENET,

CGE) 7 7AXZ VU TEGERTDIHEARIE. TCPY—47 v ADT X 2T 5 2 LidHEsn
FH Ao SYNACK/NT w b3 Ruy FENDAIREMDS & 572D, —EiD TCP & v ¥ a U H3 il
SESHUVIRWATEEMED Y B VD E T,
FIg
AT w71 [Configuration] > [Firewall] > [Service Policy] %8R L £,
AT w72 [Add] >[Add Service Policy Ruleg] 227 U v 7 L%,
FE A=Y DI T T4 v T DL—ARNTTICHLEE, V=L ERELET,
ATYT3 N—NEREDA L H—T oA AZHEAT D0, TXTOA U H—T =4 AT 1 —r U
AT 2N0EIMEZIRL T, [Next] 27V v 27 LET,
ATV T4 N7 4y I BEOGEIE, VT T4 v —BOXATEBILET, 7T A~y 7L, TCP
FFT7 4y 7 LET, TCP AN— F—EZATOREDRA FE@HI L7z (ACL ZfEH L
) VfEEDONTI 74w 7 EBAELIEVTHZENTEET, [Next] %27 U v 27 L, ACLTAK
ANEBRET DN, F—FE2EHXRLT, [Next] ZFHEZ V7 LET,
el 21X, 1022215 T 5T _XTDOTCP N7 7 4 v ZIZH LTTCP v —F U AKFT X
IMEET 4 B—TMIT D5EIE. RO X IITATILET,
* [Source] = anyl
* [Destination] = 10.2.2.2
* [Destination Protocol] = tcp
AT 75 [Rule Actions] ~*—3""C, [Connection Settings] % 7%~ U > 7 L. [Randomize Sequence Number]
EA7ICLET,
ATw 6 [Finish] 227 U v 7 LTA—LERIFL, [Applyl 27V v 7 LTT A AEHFHLET,

KIFEIJO—nA 70— K

F—HE =D R—FENTWDET /A X T CiscoASA Z BT 285E481%., BEH 2
A7 —FR+TB5 8774 v 7 %BILT, I 740 v I BNICHEE TAAL vF L 7EN5 L

| RS



| mmsme
sn—#7o—rEAosnsEE [

HCTEFET, 70— RiZLkoT, REET7 7 A IVDlEERE, F—FE/NHRT T r—
gD T v AT EER LN TEET,

e NANRT F—< A a—TF 47 HPC) fHEYA b, T2 T, ASAIZA ML —
ViEara—T 47 ATF—va YETERINET, 1| DOREY A DS NFS &%
HMOFTP 7 7 A MREETL T 7 A VR ZFEH L TRy 7 7 v 7279 &, REDOT —
2 RNTT7 47 BASA EOTRTOa s Tx A MIEEELE 52 £3, NFS #4177 5 FTP
T ANMBEBIOT7 7 A NVEOF 70— RiZk->T, D T 7 4 v 7 ~DEEHEE
WanEd,

. Ii a7 AT A HBYTHEM S 45 High Frequency Trading (HFT) . 2 Z Tld, ASA
—J A7 —3 3 L Exchange M CREINE T, BX = U7 ¢ X@EF IXMEICIT2
@ iﬂi%\ﬂﬁ\ PEIEIIRE R TY,

FT7a— RENAHENT. ASA ITEEBEDOFENIRFZ T 722 L— LR LV ART g i YD
WOEX2 )T A HAERYNICEALET, ASAOEy v a bl Ed, =721, —H
BN SN D &, 7 — RENDIERAHIIE, S5 50 ASA Tix7e < NIC T
fTbnE 7,

Fr7ua—Rspnfz7a—i%, ERNRTCP 77 7 A7 arvDF =y r | FELIZEGAIC
IF = v 7V LAOMERR ED, HIRSNIZAT— M TNV AV ART Vg &5 LT £7,
VAT AFIVBEIE LTI ORDUBEDT=DITT 7 AT T A — IV T AT A~DRT N EIERR
NI Z N TEET,

FT7a— RRARER 7 a— & T 5123, 7a—F7e— R —ERE2EHTA—E X
BY—N— N EERLET, T 70— 320K, KO EE-TEAS A 7e— R
INFET,

«IPv4 7 KL AD 7,

« TCP, UDP. GRE D7,

AEMEF 721 802.1Q X Ut EA —V Xy N T L—LADIx,

e (RFUVART LY N E—KRDHR, ) AV H—T 2 A AZ2OEFELTY v I —
TOZNFFRY AR TH—,

FIa—REnFETe—D Y A= To—btTa— RXhET,

J0—A70— FEADFHIKEIE

TN A2 & B HIRE
ZOEEIL. LFOT AL A THR— &R TWHWET,
« Cisco Secure Firewall 3100 (§1)D &)

» Cisco Secure Firewall 4200 (F#E9D #)
* Firepower 4100/9300

| gwnzE B
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JO0—#4 70— FEADHIKEE

AoO—FTEHUNTO—
D7 —E ATt 7a—RLEI L LARNTIEEN,
cIPV6 T KLy 7Y IPVAT Ry v IR Lanwr a—,

« TCP, UDP, GRE SO ~7' v haiixtd 571 —,

B

(G¥)  PPTPGRE EiiliA 7 n— R T&x £H A,

P A VAR Y VMBI B =, FIPIREBEICE o T, 3v ba— F v RudA
7R RTEEHANED L Z Y T—F Fr g4 7n—FTEET,

o FNA A THEET 5 IPsec 36 L O TLS/DTLS VPN #5455,

=Ty RE—FOTILFFy A 7r—,

B3OULDA L E =T 2 A ZARHDLT ) vV ITN—=FIHT DT AT L R
DNV FF¥Y AL Tr—,

sTCP A X —k7F kN 7mr—,

*TCP AT — " A X270 —, AL T7 4 v 770 —F 70— K& TCP A7 — R
ANRALERETDHZ T TE LR A

cAAA By A NL—T T a—,

* Vpath, VXLAN BH# D7 12—,

e X2 VT 4 FN—TTHITFTFENTZT7 0 —,

« JTARZ—TIRHT7 o —nDRBAELESEIHA T, Moy 728 — 7 — R Khbinksh
DV NR—=AT 11—,

VI RAND—TlbENT- T e — (Za—Dd—F =2l = b TRWIES) .

Z DD FHIEEIE
TJu—F 77— REEATLHIELHIT, ROEH FLOFHKFELZEZEB LTI,

s Zu—F7nu—RKeFTy NERBE (DCD) IXAHMERH Y FHA, A7 — T 58
I DCD Z#fRE LW TL 7230,
Ju—F7u— REEZ—T 28507 a—0n, N— R =7 LOFR UBaTicRENC A
70— RT5F2—IC Ao TWAERE, IO 70—0L 34+ 7a—RKanEd, o>
o—lEE EBVICEISNET, ChErkal Par (2B LWVWnET, ZORWORK
A F R4 B12iE. CLI T show flow-offload flow =~ > K& L £,

FT7u— RENT-708—|IFX0OSA v X — T oA A @@ LETH, FNHDOTu—Dk
FHITERBET A AL U H—T o RAFFRRENEE A, LIEER-T, T /S A

| RS
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I
JO—#70—FOEE .

B=T 2 A ADH T B LNy b= ML, A7n—RFahic7e—@3IRI_ENEE
/\Jo

Ao0—FZEMNCTHEH

Ju—nNAT7a— K&k, 7a—KNORT y MIROFHEET-T58 774 T U4 —
VAR —F 4T VAT ARSI, S LI ESET,

c B A LARBE L TUSND TCP A7 a ViInGENTND
7T T A MEER TN,

s INHIFEa A N <L F XA (ECMP) V—T 4 VT DORRTHY, ANS137ry MEl1o
DA VE—=T 2 A AMBRIDOA L —T = AZBET 5,

N—T 4 T T =T N~OEER 7 a—ZEHSNET, HiLvb— R ERET DD
PRy RIRFAL ZITIRENE T,

JO0— A 78— FDEE
Ju—47u— RERETDHITNE, P—ERE2A 3—T/ILThH, A7u— RKT5%5%

T77 4y 7 T o —ERARY =L ElRT D MERH Y 3, Firepower4100/9300 155
A BN —EREECTH L XL, BESHTLILERHY T,

FIE

AFYyIT1 Jo—F7o—RFRHP—b 2% A F—7 I LET,
Firepower 4100/9300 D56« AN —ERAEZF T L5 & 1L, BEDTLILERH Y
7,
Ve— KRB BELREGAE. By hVARE—REEZITHICIE, V7R EREF T =—N A —
N7 L TRICEB BT REFMRH Y £7°,
c ISR LT EONCHIE ) — R Ta~y REAHLETA., Gl — FEa4+ <oy
T—=hLANTLEEN, bz, TTIVTAXZDOE ) —FR&2U 7 —FLTob, il
—RIZR->TIUVZ7—hFLET, KIZ, #lfEl ) —FETAH7a— K —ERARY —%F
Ebijqo
s T x— NV —NR— N T /T 4 T 2=y hETa<wr REANLETN, 772747
2=y bETSIZI T =R LN TLEZEWN, b2, AX N 2=y F &2 T—}
Lo, 705747 2=y b2V T—FLET, RIZ, 77747 2=y N ETEHZ
o—RHP—ERAR) > —2RELET,

a) [Configuration] > [Firewall] > [Advanced] > [Offload Engine] &R L £79,

b) [A7B—FI 2P DERIE (Enable Offload Engine) | 4 2 LE T,

¢) [Apply] &2 V> 27 LET,

d) [Save]x 7 Vw27 L, BENEEZAX = T v/ a7 4Xalb—a JREEFELET,

| gwnzE B



. IPSec 7A—MDA 70— F

e)

wawaE |

(Firepower 4100/9300) [*Y—JL (Tools) ]>[¥ AT LY A— K (System Reload) | % %R
LT, A 2%V 7 —hLET,

ATYT2 70— FT/0LD T 74 v 7 2@ T 29— A RY — =L a2 R L ET,

a)
b)

2)

[Configuration] > [Firewall] > [Service Policy] # &R L £ 7,
[Add] > [Add Service Policy Rule] #27 VU v 7 L %9,

0, RANDL— BT TIIHIGE. V=L ERELET,

N—NVEREEDA 2 —T7 2 A ATHMHT 20, TXTOA X —T A A7 v—r31
WCHEATANE I PEBRINL T, [Next] 227 Y v 27 LET,

774y I EOEEX, 778X UX R ([Sourceand Destination | P Addresses (uses
ACL)]) £72i3AR— 1 ([TCPor UDPor SCTP Destination Port]) 2 & 2 HBE 25 H ki)
AT ar T, ATV a v ERIRLTC[Next]) 227 Y v 7 LET,

ACL £/ 3R — FOFEHEEATILET, KT LD, Next] Z27 Vv 27 LET,

7z ZIE, 10.1.1.0/255.255.255.224 37 % b EOFTXTOTCP T 7 4 v 7 47 u—
ROXGEFTLHEEE, ROLIICANLET,

s [Source] = 10.1.1.0/255.255.255.224 (F721% 10.1.1.0/27)
* [Destination] = any

* [Destination Protocol] = tcp

[Rule Actions] ~<— " C, [Connection Settings] % 7 % 7 V) v 7 L. [Flow Offload] %% L
£7
[Finish] 27 U v 27 L L=V EZRFEL, [Applyl 227 UV w7 LTCT A ZAEFH LET,

IPSec 7O—DA7A— K

IPsec 71 —A4 71— R, RO X D7 3 —~ 0 AEERE T,

WY N TR T 4=V KT a ST~ TN — R T LA (FPGA) MEEHAD N— K

U7 Ay R—FR M IPsec i A 7 — R LET,

= R =7 THEAME S, Hi, FEESL, BLREEZ1T S 22k, T3 2D

RIF—< o A%b ESEET,

e PIR— R TN ZRETNTT 74/ N THEMIIR>TNWD LEFRIFFIZ, YATAY 7 hUx

TORRE 7 —tF 2T AR =2 TE 5L 91T LET,

IPsec 7 O—#4 70— FO4E

IPsec A FE VPN E/IZVE— T 27 EBRAVPNEXF 2T 4 7Y —2 3 (SA) OF)
Wity FT7 v 7%, IPsecBERITT AN ADT 4 — L RS a s I~ —K T LA (FPGA)
A 7u—REnET, 207 RICEY, T AONRT p—< U ARA ELET, Secure

| RS
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IPsec 7 0—# 70— FOFIREE .

Firewall 1200 & U — X TlX, T/ AD/T 4 —~v 2 A% LS 572912, Psec H2fiEnd
Marvell Cryptographic Accelerator (CPT) (247 — KEfuE T,

F7m— FEEICIE, AR TOFERESBIOESUHENGEENE T, VAT LAY 7 MU=
Tk, W7 e —NOBEICEF2 VTRV —2@EALE T,

IPsec 70 —A 7 r— NE, ROT A XX A TITHHSET,
* Cisco Secure Firewall 1200
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

IPsec 7u—A4 70— RiX, XA ZADVNTINV—T R J B2 —T 2 A4 ADRFHITIR > T
DA bERINET,

IPsec 70—74 70— FO#IREIE
F 77— RENRW IPsec 7 2 —IIRD LB T,

¢IKEvl F> X/l IKEV2 N RNADHENAT7a— RENET, IKEV2 L. L7 e
PR —FLTWET,

e ARV 22— AR—ZADF—FAERPREINLTWND 70—,
s EMEMTEINTWNA 7 I —,
e RARNT T T AT — a U RRESNTNSE 71—,

T UFVTVLA T4 R T A AN64E Y hTEERL, TUoF VT LA NEH/>T
WRN T —,

« AH#E, ESP 721X NAT-T EXOALBZ Y HR— I EzT,
s T T AT UA—IVT A NVEPEINI I TND T a—,
«E— K

e FIURAR—RE—ROTu—, FURALE—ROTR—OHNFTO— RENFE
‘a_O

e wNTFALTHFARE—R,

IPsec 7O0—A 70— FDERTE

IPsec 7u—DF 70— RN, ZOEEZ Y R— A5 N—RFRU =27 79y N7+ —ATIXT
74V N THNI 2o TWET, 7272 L, HAOREIZT 7 40 FTIEEDT /> Tz
D, T OEENVE LRGSR T AVNERH Y 7,
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ATy I

ATy T2
ATvT3

wawaE |

ayv

1R AR

IPsec 7R — A 70— RNI7 v — VLIRS ET, BIRLIE N7 47 Zr—Z LT
RETDHZLIXTEERA,

ZOMBEA TN T A, Zoavr RO noBRAMH L £,

BEDORTEIRIEE F/RT 5 121%, show flow-offload ipsecinfo =~ > &M L £,

[#8R (Configuration) 1>[Z 74 74 —JL (Firewall) ]>[F#iE%E (Advanced) ]>[IPsec
A2780—F (IPsec Offload) |DIEIZER L £,

IPsec 7 01— A7 10— REFNIT A2, [IPsecA 70— F (IPsecOffload) | &#R L £,
[IPsec7 B—# 70— FOH AEFEE (Egress Optimization For |PSec Offload) ]% %K L T,
F=H R Ak EIE L, B— o xrr7u—0nRT7 p—< Ak E ESEET,

WA DORERRIE., 77— A7 a—REEFBITY, =720, HAhkE{bEZAENCLThH,
IPsec 72— A 70— RHEENCLARNNE Y HERTT,

DTLS St 7 V€5 L—>3a Y

ASA 1%, $FED T 7 A 7 U 4 —/LE T /L O Datagram Transport Layer Security (DTLS) K51k 7
787 b—vareYR—hLES, ZOWMEICLD, IPv4IB(E & IPv6 @57 D DTLS T
BEbB L OESSNTEBEDOAL—T"y b3 ELET, ASAIZ, BIELZBGET 572012,
WS T Y FORBEIEGIATLE T, 7 R &RKELL T, B bR 7m—0
NT =~ A bsEET, EHLDOMELT 74/ N TAEMC/R->TEHBY, DTLS12T
DHENEL £,

HR—rESNBETIL

* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

EEIET OS5 L—32 DFM

Cisco Secure Firewall 3100 38 X 14200 TlZ. FPGA B X W Nitrox VIEEALT 7T L —&H
DTLS 55t 7 7 FL—a v aHR—FLET,

DILSEES{E7 oS L—>a Y

F 74 hTliE, DTLSEBALT 7T L—3 3 I ENT e > TWOET, B U CES)
I CTEET,

Cisco ASA IZ. AFOLRB T TIEDILS BT 727 L—ra v B2 T LERA,

| RS
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DSBSt o5 L—varnE=2u>y |

« 70 —73 DTLS 1.0 £7213/%%7 v MEMFEZER L T\ 5,
* DTLS F—M0NFAMK I TV D,
I TGARE N TERIITNAT I THFARE— R,

FIE

AT w1 [k (Configuration) 1>[7 7 A 7 7 4 —/v (Firewall) |>[;fHiz%E (Advanced) ]>[DTLSA
71— K (DTLS Offload) ] DJAIZIEIR L E T,

ATw7F2 [DTLSA 7 r— K (DTLS Offload) | F = v 7Ry 7 A% A2 LT, 77314 AT DTLS K=
k7787 —va A LET,

RATw 73 [DTLSA 7 v — RO il (Egress Optimization for DTLS Offload) 17 = v 7 R v 7 A% 4
ST LT, AR T v FOREbZ AN L, BEEtE L £,

DTLSEEB L7 oS L— a3 DEZAY DY

DTLSHE BT 78T L— g v E AR LN v N OE#ELE R L TE=4—7 5123,
Threat Defense /XA A CCLI a2~ R&fHL £9,

*DTLS s BT 78T L—a v EHIRE b T v N OREILD AT — X A 2RI 5
Wi, koa<yr ReEHLET,

ciscoasa# show flow-offload-dtls info
DTLS offload : Enabled
Egress Optimization: Enabled

*DTLS W51k 7 7 & T L— a YOG EFRRT 51213, kO~ REMEHLET,

ciscoasa# show flow-offload-dtls statistics
Packet stats of Pipe O
Rx Packet count : 975638666
Tx Packet count : 975638666
Error Packet count : 0
Drop Packet count : 0

CAM stats of Pipe 0
Option ID Table CAM Hit Count : 1145314723
Option ID Table CAM Miss Count : O
Tunnel Table CAM Hit Count : 0
Tunnel Table CAM Miss Count : O

6-Tuple CAM Hit Count : 975638666

6-Tuple CAM Miss Count : 169676057

NOTE: The counters displayed are cumulative counters

for all offload applications and indicates the total packets
offloaded

| gwnzE B
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» Secure Firewall 3100 35 X O 4200 (DWW T, T /31 AD Nitrox VI S{LT 78 L—4 D
et ERRT2I2E, Woa<wr REFEHALET,

ciscoasa# show crypto accelerator statistics

Crypto Accelerator Status

<snip>

[Offloaded SSL Input statistics, Pipe 0]
Input packets: 290593023
Input bytes: 147049729714
Decrypted packets: 290593023
Decrypted bytes: 147049729714

[Offloaded SSL Output statistics, Pipe 0]

Output packets: 254271808
Output bytes: 136352952720
Encrypted packets: 254271808
Encrypted bytes: 136352952720

BEDLS 7499 VS RADEHEDHRE (T RXTOYH—EX)

P—EA RV =2 LT HWED T 7 4 v 7 7T AT LTS S ERERDORE %

TO2LNRTEET, Y—EARI I —2EHLT, KOWNKZFEITLET,

*DOSHWEEL SYN 7T v T 4V THENLIRET DO SN D6 HIIR & 85t ¥ A L
T RN AF~A X LET,

o T A RKILIREE 'C ‘bﬁfﬁ I A #ERF4 5 X 912, Dead Connection Detection (DCD; 5 » K
o) #58E L £,

*TCP ¥ — /7 v AE T T LV E MUMARBEBRIGE, ThaeT 4 B—7 Mz LET,
*TCP / —~ T A FREFEI2TCP N7y "InOIR#ET L HEE DAY~ A LET,

c ERTHIN—T 4 VT OB THDL T T 4 v 7K LTTCP AT — ML XA ZEAL
FT, XANRANT T4 TIFAVART g VORI TR A,

eSCTP AT — "INV A LV ARY g & A 7123 AL, Stream Control Transmission Protocol
(SCTP) AT — h NARZAZFEIE L £,

s PR —FHRON—RT =T 7T N7 —LDONNT p—< 2 A%A EI®EDITIE, 7
—F7u— REFEELET,

cASAN FL—R JL— MDICETREND L DT, 27y FOFERATRERRR] (TTL) 25
7Y A BMLET,

e
i
il
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BED ST 190 9520EHEDEE (TATtoy—tR) ||

GE) Ry MEfHR (TTL) 25727 UV A2 v 35 &, TTL 28 1 O3
Ty MIRry Z7SETH, HERICTILA LY KEW STy b
afe b MESND Y Y g »TlE, BN ET, OSPF
hello /X7 R EDO—EFD /37 v MITTL=1 THEE I DT
W, TV ARXT LV M E—RDASA T3 ATlE, X7 v b
el 27 7 U A b5 & P L7202 5843 5 ATHetE
N ET, ASANRNL—T v RE— RTEIEL TWAHAIE, 3
7y MR O EET 7 U A L TH OSPF D7k A
RG22 EHA,

FIRHZAE I CTEX 2V TCP A7 — F XA XA L TCP ) —~<FA DI AKX~ A A 5rx HBE
DT T 497 JTAIKH LTINS DREDEEDHAGDOEEHRETETET,

@)

Eh ZoOFEIL, ASAZBEBRTAN I 74 v DY —EART v—ZrLET, B (tothebox)
T 74 v 7% L TERORE R E R ORRKEEZRETH L TEET,

1R BHIIZ
TCP /) —~ T A W E AL <A XTHEEIL, FATT HEIIHE R TCP < » 7 & {Ek L T<
7230,

FIE

AT wF1 [Configuration] > [Firewall] > [Service Policy] ##R L T, /L—L &I & £,
« HLWL— L ZERRT H121E. [Add] > [Add Service Policy Rule] %7 U v 7 LE4, 7«
#— K® [Rules] *— Y F TleAFE T,

B ORTELEETIHINL—ANHL5EEF. TNEERLUC[Edt]) 227 Y v 7 LET,

ATw 72 [RuleActions] 7 4 % — K ~_X—TF 7L 7 T, [Connection Settings] ¥ 7 % i#IR L £ 7,
ATv T3 KB AERET SI21E. [Maximum Connections] fEI TR DIEZ R E L £,
T 74V M, BRAIRRIZS U £ A, FIRZFEET D &, VAT NI OB A B
THMENRSY ET, ZAUTKD, CPUL ATV OFEFAENEIML, K2y 7 A X TIXEAR
WP T2V AT MZEWE LORBEN R ET HAREENH Y £,
* [Maximum TCP & UDP Connections][Maximum TCP, UDP and SCTP Connections] : (TCP,
UDP, SCTP) hT7 7 4 w7 7T ADTXTHY T AT b CRIFICHERE S5 IRk
(2000000 £T) . 77 A4/L MIO T, AFREGEDFTFIENDZ & ZRLET, TCP
PO 6a . AU SN B O AICEH S ET,

wmmne W
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ATvT4

| iR

+ [Embryonic Connections] : 78 A k Z & O#JH TCP £t O i KA 2000000 F TOFiPH T

ELET, P &1L, FMEIL LSO TUREIZR DN Ry oA 72T LT
W ESR D Z & T3, 7740 MEI 0T, mARVMERENTISNDZ LE2RLE
T 0LSNOHIREZRET HZ & T, TCPIRATZEEZANCLET, ITZEICL-T,
TCPSYN X7y b2 L CA v X —T =2 A A% T T T 4 745 DoS BBEH & N
VAT LERELET, £, VAT NI EDE T v arEHRELT, SYNT T
T4 TR LET,

* [Per Client Connections] : (TCP, UDP, SCTP) 7 7 A 7 bk Z & ORI D Kk %

FRELET (K 20000000 , 7 74T > Fdi-h O RERR OB %9 TPV T
D7 T7AT Y MR LWERERAD L, ASAIL, TOEREHES L Xy hE Rry
TLET, TCPHHGRDYGE . T IICITMESLE A tlfe, ~N—T7 A —7 V8, ~—7 7 n—
ARG ENTOET,

* [Per Client Embryonic Connections] : 7 7 A 7 > k Z & Dlfllks TCP #IH45#E D e K&

2000000 £ COHPFETIHEELE T, 7734 T v b2 & ORGSO % ASAD D
FTTIZBEHWNWTWADZ T4 7 2 bm#H LU TCP 56t 2 BRI 5 & ASA 1385kt 2 FHIE L F
7,

« TCP Syn Cookie M SS—#J iz e Ex i FRIZ 22 L 7= & X HIAEERED SYN cookie # 75

7-ODY— =D REZ A A X (MSS) (48 ~ 65535) , 5 7 /L FiF 1380 T
T, ZORTEIL. VEEEREZIZI5M4T Y Y OMBERER AR T AT
BEWRRHD F9,

Bt 2 A LT 7 N EFRET HI2IE, [TCP Timeout] fEIK CRDEAEFHE L £,
* [Embryonic Connection Timeout] : ##]l (\N—7A—7) TCPHfi A v v F RIS L%

ETOT A RAREE, BDZA LT T M a7 48— T 2I12iF, 0:0:0 2z A L
T T 74/ ME30TT,

« [Half Closed Connection Timeout] : /N—7 7 0 — X4 2 AL HETOT A RV ZA LT U

AR (0:5:0 (9.1(1) LARTOFEE) £72150:0:30 (9.1Q2) LIEDHE) ~ 1193:0:0) ., T
7 &V MEIX0:10:0 TF, N—T7 7 a—XDOHEHIIDCD OB E 2 T £ A, Fi2. ASA
. N—T7 7 —XEREO T L XICVEy RERELEREA,

* [Idle Connection Timeout] : (TCP 7217 CT7/e<, HHWH 71 havd) HA o v Nnfi

MENDETDOT A RKE, #EEDOZA LT T N&2T 4 B—7 T DITiE, 0:0:0 %
AN LET, ZOHMIES 2 ECT 2468 DY £9, 774/ T 1R T,

» [Send reset to TCP endpoints before timeout] : ASA 728, i A1 v b &R d D aiic o

TURFRALBZTCP VY b A v —URRETINE DD

« [Dead Connection Detection (DCD)] : Dead Connection Detection (DCD; 7~ RE&giH) %

AR =TT HMNE I D, T A RVEGOHIBRNEIALHRIIC, ASA IF=2 R AFA MZ
T —T7EEE L TERPAEN TN E I LET, WHFORA NBISE LS
BlE. SR SR E T, TSN OGEIE, SRS E T, RKERITEE (57
T 4L ME 5T, &L 1 ~255) &, DCD 7o —ZITSE R WA IZH 0 a—7 %
EET2FE CTHET I CTH YT (7 7 4L ME0:0:15C, &% 0:0:1 ~24:0:0)
EHRELET, NTUVART LY RN 77 AT U4 —LE— RTEEL CWDHHAE, =
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ATvT5

ATvT6

ATy T1

ATvT8
ATvT9

ATy 710

ATy 71

TCP AT 3 VDR .

RIRA L NMCAXT 4 v T N—"E2RETIHILELRHY £9, 70— FHiTbi 5856
IZIEZDCD #RETEXRWEH,. DCD 7 e —F 70— FKDO T 7 49777 ANEMBE L
NI LT &, FEEM & Z G TEE Sz DCD 7' v — 7 O % B9 %
121%. show conn detail =~ > R&fEH L £4,

7T AL T E MR CEEL TWA U AT ATIE, MBEAE 14 (0:1:0) R
ELBRNWZ LA LET, Bt v AT AWM TBEIT2UERD H56, LERETIC
X 30 LA By | BENMTOIDANIERVHIRINDEAERNH Y 7,

VIl VAT DT X MM ET B —T7 W2 T 512X, [Randomize Sequence Number] % 4~
IZLET,

RAERROBEANDISNE T X 2METHZ LK, WBREDH LWERICEH S D ko
ISNZTHILTH LWEYy Y avang Yy vy 7 TH50%MIELET,

TCP / —~ T AV OENEE I AKX~ A4 XF 5|21, [Use TCPMap]l 4 2L, Fry 7 &y
YU A NBLBAFEDTCP~ v V& EINT 57 (BIATRERYE) . [New]Z 7 U v 7 LTHL
WTCP v v 7 2B L E7,

7T AT By MMk ATRERER] (TTL) 27 27 U A2 h 32121, [Decrement time to
live for a connection] & A IZ L E T,

TILDO7 7 VAL MIL ASAR FL—A L= MIRy 7D 1 DL LTERRENDEOITNEE
T9, F72. [Configuration] > [Device Management] > [Management Access] > [ICMP] T ICMP |
EREA v =YD — MlREZEOTHLELH Y £,

TCP A7 — bk /A NRA% A X —TWZF HITIE, [TCP State Bypass] 4 2L £,

SCTP A7 — ks /XA NR %A F—T MZF HIZIL, [SCTP State Bypass] A4 2L £,

SCTP AT — M I AL ART g EFA 71T HITIE, SCTP AT — h ANA R FHELF
I, EEMIZHOWTIE, SCTP AT — R 7 A v ARZ L a v BB LTI TIEE N,

(Firepower 4100/9300 > ¥ —3 @™ ASA, FXOS 1.1.3 LI A, ) 7a— 47— REFIC
$A1Z1%. [Flow Offload] =4 2 LE7,
Tu—ANIC HETH VL DN ABER SR 7 — RENAWE R T 7 v, 7
0— K —ERE2FMMITHLELHY 9, [Configuration] > [Firewall] > [Advanced] >
[Offload Engineg] %33R L £ 9,

[OK] £ 721 [Finish] # 7 V v 7 L9,

TCP A 7 a3 DR

RFEA T a v ERE LT, TCPEIEDO W SOl EEEcXET, TNODOREDT
TV MEIZ, IZEAEDORY NU—ZIZH L TWET,

gwnzE B
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wwae |
B et omm

FIE

ATw 1 [#H (Configuration) ]1>[Z7 74 7~ +—JL (Firewall) ]>[5¥# (Advanced) | >[TCPA 7
23> (TCPOptions) | DIRIZIER L 7,

ATV T2 A E—T A ATLDOTCP Yty FEWELRER LF9,
Q) BHETIEHA X —T o AR, [WE (Edit) 127V v 7 LET,
b) BEHTAZA T arERNLET,

AEBSINFA VNI RTCPAy bD )y FIEEEZIELET ., ASA OiFiEZ
A, TIZ7EBRAV A FERIZAAARTEICHE SV TASAIC L > THEE ST RTO
FHETCPEYy > a/ZTCP Uty FEEELET, ASAIL, 778XV X MELIF
AAAIZE > TEFFAIEN T, BEFOERICER L T8O, AT — 7V T7 A7

VA= Lo THERINT Ny Fo Uty X EFELET, ALEF2UT 1 L
NNDAE =T 2 A ABD NT T 4 v 7 b BEEZTET, ZOF T aritA

F =TT Lo oA, ASA IXESR S 37 » Ml biBaE IR L &

R

EESNFET IO RETCP Ry bD) Yy FEEEEELET. ASA DOifEH
ke, TRV A NELIZAAABRTEICHE SV TASAICE > THES =TT
DHETCP Y a NZTCP Uy AR ELET, ASAIL, 77EAY R MEL
IFAAA ICE s THASINTE, BEFOERICBLTEBLT, A7 —F 7V 7747
TA— I X o THER SNy oV Yy hHEEFELET, RLEX2U T4 b
SNNDA B =T 2 A ABDONT 7 4 v 7 bBEZTET, ZOF T arEkA

X =T M Lo TeE . ASAITIER SN/ Ty M &b i@aE3ICEEL £

T, ZOF T arit, 774NV NTHYTT,

¢) [OK]%Z7 Vv L%ET,
ATV T3 FOMDTCP 7 a o Zmk LET,

AEBINAEBTCP ATy FD) 2y FEEZEEELFEFT., bEF2U T 4 LD
BRWA v H =T oA AT L, T7EAY A2 MELIXAAARTEICHESNOTASAIC L -
THEGINTETCP X7y b Uy FEEELET, ASAIL, 77EBAV A MERIX
AAAIZE > TRFFAIEN TS, BEFOERICE L T8O, AT —b IV T 7 AT Ut —
MK oTHEGRENTAAZy bty FBEEFELEST, 205 T a &4 x—7 I
L7gino o6 ASAITIES S N7 > M &b @aEFICREEL £ 7,

A BZ—T A APAT ClX, ZOF TV a v aElRlT2ZL2HRBLET, o473
VEMHRTSH & AT SMTP £ 721X FTP —3—225 @ IDENT % ASA TR TE £,
INOOEERET VT 472y hTAZEICL T, 30BDX A LT T N IRAEE B
T&EFET,

TCPEBGNRARET AL b H A XERFIMIZX /A FMZLET, KTCPEZ A hF
A RE A NN TRELET WS~EEDKRKNME) o T 74/ MEIZ 1380314 h T,
ZOMREE T 4 B —T WM T HITIE, bytes & 0 ICERELET,

| RS
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cTCPEBKOTR/NET AL b A XZREIMICX NS FZLET, KRBT AL R A X
Z FEX L, bytes RiifilZ72 B0 E 91 LFET (48 ~ 65535 31 1) . ZOEEIX., T
TN RTF =T ATT (0ITHRTE) .

TCP DT, L &t 157, TCPEKZE TIME_WAIT AKEEICRFIMICHIFLE
T IEIIREE DO TCP 7 a— XX 7 o —Ar o ZADd L % TCP 50N 15 LA 4G
TIME_ WAITREETHEFF SN D L OHI L £F, = RAERA T TV r—va 0774
VR TCP T V= VANERFZ 0 —XTHDHEAIC, ZOMEEZHEHRT D 2 & 2 HiE
LET,

s TCPERARKRMEBE S AL M, TCP R 7 X MO REE 6 ~ 24 IZHRELET,
T 7 # v MEIX 6 T3, SIP EaHf%A Call Manager (2826 L TNV Z L 2R LT2 5
HRALFED TCP &7 AV RO RBEEST Z LN TEET,

ATy T4 [Applyl 227 U v 7 LET,

EHmox=421)>9

ROR=V LT, iz t=4—LE7,

+ [Home] > [Firewall Dashboard] T, [Top Ten Protected Servers under SYN Attack] % v ¥ =
A= FRE2WRLTTCPRITZEEE=F—LET, [Detail| R¥ %27 V) v +5L &
BTV T2 RFREINET, ASA L L — MEROMICKBEOEZ 30 [V~
Vo 73 H0T, 7740030 5FETIE, 60 B Z & ICHEHERDIE S ILET,

« [Monitoring] > [Properties] > [Connections] T, B/ED % F£x L £ 7,

« [Monitoring] > [Properties] > [Connection Graphs] T, 74—~ A2 E=F—L %7,

X 5|2, [Tools] > [Command LineInterface] Zf#HH L TkDa~> REAHTEET,

« show conn [detail]

BREmMAE R R LTS, SERIT. 77 72 L TR0t 2 s LET, -
Ex1E. To) 7970, TCPATF— Kk XA RADKHETHDLNT T 4 v 7 B LET,

detail ¥ —U— N2 95 &, 7 v Nkt (DCD) 7' —7 OEWRNRFRSNET,
ZOERIT, REWE BB CERS T e —T SR EEE R LET, 2L 21X, DCD
RSB D BEGEREMITIR D X 512720 £,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1ls, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

« show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}
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BRI AT —Z AER, A7 —FO CPUEHER, 7o —RRE&h7a—n¥ bt
M, A7ve—FRFaInkr7e—kitERzat, 7e—0F47u— RICETIEHRERLE

B

* show service-policy

Dead Connection Detection (DCD; T v NG HH) OFFHEHEREZ2ELV—EA R > —D
MAatEmAE R~ LET,

« show threat-detection statisticstop tcp-intercept [all | detail ]

WBEEZZ T TREINTZ L 10— "—Z2FRLET, al ¥—U—FE, Fr—RAZh
TNDLTRTOY—N—DERET — 22 &R LET, detall ¥—7— Rk, BES 7Y
I T =2 aFoRr LET, ASAIT L — MERORICKBED R Z 30 BV T HD
T, T 740 O30 MR TIE, 60 B Z L ICHEHERSINE SN E T,

B

(GE)  Cisco ASARRETIE, FIiEE QU=od N Rz d 7 T ARNEREET LTV W
FOR) I CIBALOIN, 77T A TTNARERZ U NAL T AL A TR S NEFA, =
DOFFHZ LY, HA VAT LOFELvX 2 VT 4 PHERINET, 2078, i /5d Cisco
ASA TEEBRHEIGEVWRE U AEEMERH U TR, ZNEFETHEINDZ L TT,

T3y bT4—
HRER L)1) —2R & BA
TCP A7 — K /34 /XA 8.2(1) Z OBEEENE A X E L7z, set connection advanced-options
tcp-state-bypass =~ > F2VEA S E L7z,
TRTCOT | Aok Y A L7 |8.2(2) TA RNV EA LT Y ML, TCP 2T TR, §_XTOTm b

v bk

IVICHEHT DX ICEEEINE L,

WO MBEMAZET XjLE L7z, [Configuration] > [Firewall] > [Service
Policies] > [Rule Actions] > [Connection Settings],
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W P T ART 47 )b— |k
AT D8O X A LT T b

8.2(5)/8.4(2)

FILCAY NI ~OEBDAZT 47 v— FDFELT
BY, ZNFENANY v 7 BRI DAL, ASA (3RS
B CA MY v 7 DN BOL—F2EALET, LA
Jo— EBMERFREIC R S T2 BT, 20X A LT 7 MZE-T
BHEPPA L OND DT, ZOHEU L — Nl L CEREH
WL CEET, T 74N MIOTT BERIIF A LT 7 MLE
BA) o ZOWEERFHTHIZIE. XA LT T b EBLUVMHEIC
EELET,

WROBEHNEEL S4vE L7z, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

PAT xlate (2%} 3 A 3% E Al RE72 & A1
LT 7R

8.4(3)

PAT xlate X% A L7 7 FL (F 74/ hTiX30 ) . ASA
D LWEBHICAR— F2BEEHAT D& —8OT v 7 A B
U—2 =%, BIOBRNRT v 7 A MY — L T3, AT
RE LTBIWTWARIEEMEN S B 720, Z O LW 2R
TAHEENH Y FT, PATxlate DX A LT 7 h&, 30~ 5
S DOFPHANOEICHEETEX DL IRV E L,

OB HAZEE Z4vE L7z, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

Z OFgREIL, 85(1) £721%8.6(1) TIXEHTE £ A,

P—E R R — L— L DR R
ekl & B

9.0(1)

=B R R — =)L D KRR ELD 65535 725 2000000
WZhlE BEiFoivE L,

WOBEMNET XjLE L7z, [Configuration] > [Firewall] > [Service
Policy Rules] > [Connection Settings],

IN—T Ja—R XA LT T Mg/
B % 30 FUIZHI

9.1(2)

Ta—r B A LT NBLOEHREZ A LT 7 SO D N—
7 Ja—RARKAA LT T OR/MEE, £V #ENT DoS ik
AT A 70105 005 30 I EE S E L,

ROBHEPELESNLE LT,

[Configuration] > [Firewall] > [Service Policy Rules] > [Connection

Settings], [Configuration] > [Firewall] > [Advanced] > [Global
Timeouts]
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Jb— N OIRIZHRT DA —V K
B BA LT U R,

9.4(3)
9.6(2)

BTSN TOWDL— b3 D fEEL TV, £72133E
TIT 4 Tl oin & EIT, VAT NN AR AR &
WETEDLLIICRDE LT, ZOFR—VRE T HRNIZ
N— RN T I T 4 Tl B WA BRI S vE T,
Jb— R OBCEN S SIS TN D L) ICh— v RE T~
AA—%RMETHIENTEET, L, FEAEDRY
NI —7TlZ, V= D75 T EBIET AT 7
b b D15 BEE)I T,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] &
WRAZEE SVE LT,

SCTP7 A KV ZA LT T FBXD
SCTP A7 — h /XA /XA

9.5(2)

SCTP #fiDT A RV ZA LT U MaRETEET, £/,
SCTP AT — b NANRAEHHZLT, NT 747 DI TR
TSCTP AT — b IV AV ART v a v d 7ICTEET,
WO AT XUk L7z : [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts], [Configuration] > [Firewall] >
[Service Policy Rules] 7 ¢ #— K| [Connection Settings] % 7",

Firepower 9300 =D ASA O 7 1 —
F7r—N,

9.5(2.1)

ASA DA 7 — REh,  (Firepower 9300 0>) NIC |2 E £
U BEZONDIVERDHL 7 —2FETEEY, Zhuck
D, T—HEUF—DLYVRERT =X 70 —D/NRT —~
VARMEELET,

Z OHEREIZIE. FXOS 1.1.3 2S4BT,

WO ANEME 72 13ZH &4 E L7z« [Configuration] >
[Firewall] > [Advanced] > [Offload Engine]. [Configuration] >
[Firewall] > [Service Policy Rules] @ F T/L— L Z BN & 7= (35
9 5454 @ [Rule Actions] > [Connection Settings] % 7,

Firepower 4100 2 — X L@ ASA
D7 u—F 78— ROPR— ],

9.6(1)

ASA /B A7 m— K& 4L, Firepower 4100 Y — X @ NIC T
BB DUERD DL 7 — 2 RETEET,

Z OHERETIE. FXOS 1.1.4 23 ETH,

ZOMBEIZIX, FHloa~ > RELITASDM WHiIdH D £4
/1/0
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T3y bT+—
HEes L) —R SR BA
NZ AT L b B—RTO~ [9.6(2) 7 AT Lk E— RO Firepower4100 35 L 189300 V) —
NF Xy A MNEFOT7a— AT o — X T NRA AT, NICIZE#EY Y Ex 5Nbd~v/LTFF v A Mz
RO¥FFE— K, ferAT7n— FTEXHE9ICRVELE, vAFF¥ R b A
7a—Kit, A V¥ —T =2 RE2OFEFELT Y vV T —
TR TEET,
ZOMBEIZIX, FHloa~ 2 REFIZIASDM WHiIdH Y £4
oo
TCP 473 a VLB DT, 9.6(2) TCP < v 7 HRET D7 v b D TCP ~v Z—MN®D TCP

MSS B L UMDS 47> a T 57 7y a s ZRETE5
Ko7 FELE, EHI1Z, MSS, XA LARZ LT U4 K
U YA X BLOERNERICE S 7> a v OFT 74 D
RPN ETINE Lz, VHNE, ZnbDF 7y a ik, ~y
B — T EDEA TDF T a B2 B ABETHIFA
SNTWE L7, BIEIX, Ty MCREDZ A TDOF T =
YIR2OLLEBENTWDIGE, Oy MIT 74V T
Fay7snEd, &z, BEiX2 20X A LAZ T
F T a i’y MIFFRISAIVTWE L7eA, BRI R
02y FINET,

MDS5, MSS, BIRWFERINE, XA LAZ T BLOU (v
R YA Rkt L, MUZA TOBEEDF T a2 HNC
THDDTCP ~y THHETEET, MDS A7 a0l
By UHIOT 740V N TEA 7Y a vy s U7 S0kt
L. BIfEOT 7 4V FTIEFFAI SN ET, £/, MDSA 73
VEGELASR Ty N Ry 58 TEET, MSS AT
varyDEEIE, TCP~y Tk KE 7 AL b A4 XEE
TExET (N7 7427 7T7ATEID) , MOTRTO TCP
AT a DT TN NIERIIHY A, ZNHITZ T
ShET,

WO HE AT S3E L7 : [Configuration] > [Firewall] >
[Objects] > [TCP Maps|[Add/Edit] %A T 7 7Ry 7 A

NEF—h U =A 7 baLdl
WL— DX A LT T B

9.7(1)

OSPE2 EONEF— 7= A 71 k32 )LDdvb— b &I
TELEDDIA LT U NERETELLITRYEL,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ®
BIAIAEE SVE LT,
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ICMP=5 —D 7 a—/ )L Z A LT
/AN

9.8(1)

ASA N ICMP = 2 — &R v M &5/ LT G ICMP ##ic &
HIBR T2 ETOT A FARHZZRETEH L IR F LT,
CDHEA LT NBNER (F 740 F) T, ICMP A v A
VarNENCRESN TV DAEE, ASA T a—s&v2%
FT2LTICICMPERAHIBRLET, Lo T, &TL
TWDZOHERUIX L TAKR SN =T XTOICMP = 7 — Xl
FEINET, ZOXA LT T MIICMPERROHIFREE L5
DT, BERICMP 7 —% %575 Z L NAREIC D 7,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] &
B AEESNE L,

TCP A7 — h RARADTF 7 4 )b
FOTA RVEALALT TR

9.10(1)

TCP AT — F NARZREEFEDOT 74NV DT A NIV 2 A LT
7 MBI AR, 20D £ L,

T v Rt (DCD) D3]
BLOREMOEHR, BT 7 A
2N DCD OHHR— K,

9.13(1)

7 v Rt (DCD) # AN L7841, show conn detail
:vVF%ﬁ%LT%E%kméwuﬁfékﬁ%ﬁﬁf%i
T T v NERRHZERT 5 &, 7 77 4 77 iRy
T&ZFE9, showconn D)L, =2 RRA > BT a—7 X
NrHENRSNET, &5, DCD A7 7 A X THHR— h
SNDHLEIITRDFE LT,

HHYEEFE SN : 2L,

TGO RRE 7 A M A X
(MSS) ZRELET,

9.16(1)

P—E AR =2 BE LT, WIHHERHIRICE L L SI2h)
HBEHE D SYN cookie #AEKT B2 DHD Y — _R—DFKE 7 A
v hHA X (MSS) ZERETEET, JiuL, mARUIHIEE
HLRETHY—ERARY O —DEBICERNDH Y 97,

BN E 72138 S U7 EE : [Add/Edit Service Policy] 7 o« #—
'@ [Connection Settings]

SIP Call Init ®7 A K/ 7 ma—,3L
B A LT T NDOFTE

9.16(x)

Call_Init Z—/LIRAED SIP & v ¥ =3 2 (IRWIOHEFEA v & —

DEZEH) HIBRSNDETOT A FAKE (OFVISE %%
FELARD - 2358) %, 0:0:1 ~ 1193:0:0 DFiPH CRE T %
T, T 7 40 MEIZ 328 (0:00:32) T,
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IPsec 7u—NA 70— RKENFE
ﬁ_‘o

9.18(1)

Cisco Secure Firewall 3100 CTi%, IPsec 7 2 —{%T5 7 /v b TH
7u— RRENET, Psech A NHE VPN 72XV E— 727k
AVPNEF=2UT 4 7Y — 3 (SA) O ER.
IPsec EfEITT NA ADT 4 —V R TPl I<T NV ir—sT L
A (FPGA) IZA 7 — REND720, T/A AD/RT —~<
AMmELET,

ROBRABINSVE L7z, [#A (Configuration) ]>[Z 74
F72#4—I)L (Firewall) 1> [F£#IE%E (Advanced) ] > [IPsec
78— F (IPsec Offload) ]

DTLS BBk T7 7L — 3 v

9.22(1)

Cisco Secure Firewall 4200 33 & TV3100 * U — X%, DTLS K&
w77 —yvarErR—hrLET, N— K7 =7 IDTLS
5 b L LA FEIT L, DILS Kb 77 1 v 7 & DTLS
WAL N T 74 v I DAN—Ty b\ ESEES, ~N—F
T =T, BIEENET B0, BB L N v b O
fEbFATLET,

HHATE S : [%E (Configuration) 1>[7 74 7 W 4 —
)b (Firewall) ]>[#F#l (Advanced) ]>[DTLS# >~ m— F (DTLS
Offload) ]>[DTLS#A ~7 m— K (DTLS Offload) ]334 U8 [DTLS
F7v— RO & (Egress Optimization for DTLS Offload) ]
Fxv IRy T A,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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