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HaArT XA NRRRL TS AID ZF D, Cisco Umbrella Connector % 3 = AR — R{Z
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VAHDFQDN Tit, A v 7V ¥z b 7axiiZIP 7 KL A%
ELERA,
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LET,
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AT 74 [Paste Certificate in PEM Format] Z3&R L, FEBAEZ R v 7 A0 (T £,
BEGIN CERTIFICATE 173 & U END CERTIFICATE 1T1%. & Th a2 THhHEWER A,

AT w75 [Install Certificate] 227 V v 7 L £,

FEHFET A ATIERSNE T, Ba—Z28HLTY A RSN P T A MRS > b E2FRRT
LMENDH Y FT,
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I U EERLET,
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AU — <7 TO Unmbrella DA F—7 0t (8 X—) OFBICHES T, DNS A > A
ray R — <=y 7T Umbrella 2 A 32— 7 /VIZT AMENRH Y £97,
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* CiscoUmbrella % v N U —2 F /34 2 ¥ = 78— R (https:/login.umbrella.com/) (2w 2
AL, MREOURD Y T =T F /XA ZADAPI h—27 »ERGLET, b—27 i,
16 DO CFH], 7= & 21E. AABBAS9AOBDEI485C912AFE 12720 £3°, kD%~ b
T —27 T34 AD APl % —% Umbrella % v > 2R — K HAER L ET,

* Cisco Umbrella &g — N—DFEHELY 4 A b—/L L FE 1,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Umbrella] Z &R L £,

AT 72 [Enable Umbrella] Z 3% L £,

AT w73 [Token] 7 4 —/V KIZAPI h—27 & AN LET,

ATv T4 (EE) DNS A A7 v g R — < v 7 TDNSerypt A % —7 W T 581, &%
T U CREBEDOMFEIZ DNScrypt 7' 2 A X —ORHAF—2RETEET, F—ZHEL
RONEEIE, BUERAA SN TNDT 7 4/ OB —SRGEEICHE A S E 7,

X —EZ 21 MO 16 EETT, 251 FZ Lo TXY)- 7= ASCI @ 16 HEEE A A
TLET, F—EIT79 34 F T, ZDF—{L Cisco Umbrella 2> 5HE L x4,

F 7 b F—i%
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ATy TH

ATvT6
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(%) [EDNS Timeout] Zi&IR L CTT A KV XA LT DU NEETELET, ORI RIET
HFETH == ODIRENIRNGE. 7747 2 B Umbrella H—/N—~O e X HIBR
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A A 57 v b X hours:minutes:seconds DT, 0:0:0 ~ 1193:0:0 O CIRE T F9, T
7 4V FE0:02:00 (24y) T,

(EE) U YVILNIPVA B I VLN IPY6 T, i35 DNS BEsR A2 R4 55 7 4L b LA
4+ Cisco Umbrella DNS —_—D7 FL A ZRELET,

IHLEDA T IV EBRELRWVES. VAT AIT I 4N PO —_R—AEH L ET,
(f£EE) Umbrella DA NRAZME a0 —H )b AL VA ERELFET,

Cisco Umbrella /XA /XA T HMEDHSH DNS EBR T —h L RAAL UEFEEL, b0
BREFEHD DNS v — NN—|CHEEBITDHZ ENTEET, & 2E, T XTONERER NG
T ENDZEEMBEEL T, WELDNS 1 — S—THHRD KA A V& DT X TOLF R TX
S

O—W ) RAAL U EERTAHERERRA 727 MGt 1OOFERERY S22 ET 5
ZEh, EREBRA T2 FELTESEAFIZANITHZELTEET, ZNHDI T A%
MAEDLEALZELTEETN, HETEXDLDIX1 DETTY,

O—AI FAL Y NANRREBRRBY SRA 7 3 v ORICH D [Manage | RA %7 1 v
I LT ZARERLET, Flo, EREZFOLEIL[AAVEd]) ¥ 4 7 7 7R v 27 AT [Manage]
RELEI VT LT, INEDFTV2r FEEKRTHZELTEET,

DNS 4/ VAR 3 R S—<TwTTO Umbrella D1 r— T )Lt

FIE

ATy I

7 11 —/3)L Umbrella % € DAL, T34 ADBFEBLIODNS Ly 7 T v 7 UEA LT FD
HMUICBWNTHOTIEH Y 8 A, 77T 4 7DNSA AT g L O—EE LT Umbrella
PBIMTALENRHY 9,

Umbrella % preset dns map DNS A > A7 ¥ g R —< v FITBMLT, Za—r0Z
A X =T NMZTBHZENRTEET,

7L, BARAE<A RENTZDNS A U ART g VEFHLT, B4 02730 R
Vo — =758 o7 097 7T AZHEBAT 5541, Umbrella 29— 22 ML
THITATLICAR—TNCTHHLERH Y F7,

WO FNETIL, Umbrella 7 0 — )W HZEET 5 HEIZOWTHALEST, 1AX~A XE1
72-DNSAHY v —=v T NHDEEIE. DNSA VAT gy R o— <o 7TORE &5
LTLEEW,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] % &R L 9,
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ATv 72 preset dns map A v AT gy vy T EXTAZY v 7 LTHRELET,
AT 73 [Umbrella Connections] ¥ 7% 7 U v 27 LT, 777 K TO Cisco Umbrella ~D i 2 A 2hiZ L
£7

* [Umbrella] : Cisco Umbrella Z# HZNZ LE T, HEIL U T, 734 X{Z#H T 5 Cisco
Umbrella 78 U & — D4 i % [Umbrella Tag] 7 4 —/V FIZFRE LT, RY T —ZHE LR
WA, 774V b O ACL A S ET, BEDE T 5 &, Umbrella D7 /3A 2
ID 3% 7 OREICR RSN ET,

* [Enable Dnscrypt] : DNScrypt Z fZhZ L CT7 734 A & Cisco Umbrella i O#GE 2 K551k L
%9, DNScrypt ZHNT 5L, Umbrella U VLR EDF—AZHA L » KRB S E
T F—HAL Y RiE, 1R ZE ) Y AREDNAN Ry oA 7 2F(T L, H LWL
BECTT A A& HH LE 9, DNScrypt TiZ UDP/443 24572, ZDHR— FH
DNS A VAR v a NMERT L7 TA vy FICEHEENTNWD Z L 2R T HLLEND
DET, TT7HNV DAL ART 3 7T ATIEDNS A AT 23 (2 UDP/443 3
TTICHEENTWET,

« 7x—J)LA—T 2 : Umbrella DNS H—/3—73 i T & 72 W 5412 DNS fifik 2 BhifE S H 5
Wi, 72—V A —7 A RX—T NI LET, T =—/LF—T7 L DIREE T CiscoUmbrella
DNS H— =3 FHTE 2 WEEIE. ZORY > — <~ 7T Unmbrella BIENT 4 &—7
wmﬁb\mm%ﬁ%yx%ﬁi;ﬂﬁéﬂtm@mﬁﬁwﬂ~(ﬁﬁ#é%ﬁ)K%
B TX5 L9127V 9, UmbrellaDNS % — _R—23FEMHEHAREIC2 D &, AU v—~v v
FIXENOOHHAZBEBLET, 2047y 3 U 2BIRLAWSS, DNSERIZT 7+ 2
TE 720 Umbrella U Y L ASA~BE) LEET 5O T, ISEIFEESNERE A,

ATy 74 [OK] 227V vr7 LET,

Umbrella ) & 3752

Umbrella D 7' 10—/ )VEREZFEIT L, DNS A A7 ¥ 9 > C Umbrella & A X —7 /L2 L7z
5. T3 A5 Cisco Umbrella |28 L TEREREZIT O LB H Y £9, Cisco Umbrella (25
NAARAID PEESINTWAENE I NEHERTHI LT, BEBNEFRICET LENE > %
?:I b4 y ’C\‘% gij—o

a2 R&E AT 52, [Tools] >[Command Linelnterface] £7-1XSSHE v a »AfFHL
7,

BN —E R R Y o —DEHMERZ MR L. Umbrella D& A M LES, = ZI12iL,
Cisco Umbrella (IZ X » ClEH Sz ARY o— (7)) | 8D HTTP A7 —# ZAa— K, BX
PF AL 2D BDRENET,

HTTP A7 —# X% 200 (j%Th) THHILERHY 7, I?~ﬂ~°iﬁ%%bfmi¢
401 1 API h—Z27 U MNIELL NI L &R L, 409 12534 A7 Cisco Umbrella (2 \ZIFAE
THZEERLTWET,

mmMM®)fwA@ﬁfi U NRNEISETHDZ LR RT LT TEERA, BINEK
B, TIZEBREEARY > —TZNHDIP T R A% 5 DNSBENENTWAE Z &
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EHERLET, SRR TERRRO TS 50 £, A—T 1 > 7 OREE R LTINS
BabbYET,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count O

protocol-enforcement, drop O

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Unbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53

Unbrella: bypass 0, reg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

Fh, FHTar 4 Xal—vary RI—<yvFTO7 4 NVEZNH) bHERTEET, &
Vo— <y 7®Oumbrella 2~ FEEHF LT, TXAAIDERRLET, Z0Oavwr ReAg
F—=TMILTh, TS AID 2 EHERET DI LI TEEEA, ROFIT, Wzl
TRE T 51 #HZFR R LE T, Umbrella (IZEH SILD DNS A U AT v a v vy P &L L
TASDM DT NA AID ##£rT 252 &6 T&E7, IDIL, [Umbrella Connections] % 7 |Z 7R
SNET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760fddéd3
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns_map

Umbrella Connector D E=4 1) >4

Z ZTi&. Umbrella Connector & =% —9"% HIEIZOWTHHA L £,

Umbrella H—E X R O—D#HETHEHRODE=42 1 Y

Umbrella 2 A 2 —7 M2 3B L DNS A v AT = v OREHEHROMEE L 254 W FF R
TExEJ,
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Umbrella 4 —E 2 K1) o —ogitEgoz=421>7 |

a<> K& AT 5IZiE, [Tools]>[Command Linelnterface] £721ZSSHE v a v &L
\iﬁqo

show service-policy inspect dns [detail]

detail ¥ — 7 — R&EEA LW E, TXTORAKRMRDNS A AT a2 B0 & Unbrella
DHJEHEBNEREINET, AT —F X 7 1 —/L RN, AT LT CiscoUmbrella ~® &4k 4
RITT 720D HTTP AT —HF A a— REHEELET,

U R, EAF O Umbrella —N—% /R LET, TNOHOEHRIL > T, $—s3—
DIGEZELNE DD, EFREFBUE — =R FRENE O D E YT 572012 AT AT
== TA—=THNEIPRbNY 4, 72—V 4 =72 E—ROEE, VAT AT
DNS ZERIFFA] SAUO DNS Hr— 38— (RES LTV DHHE) (BB LET, 2ot —
RDYA . Umbrella H—/N— 8BS O] 13 DNS 2R CINE # TG TE 8 A,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count 0

protocol-enforcement, drop 0

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

FEA A2 I TIE, DNSerypt #EaHHHR & A SN D F =R RRENET,

asa(config)# show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 1500, drop 0
dns-guard, count 3
protocol-enforcement, drop 0
nat-rewrite, count 0
Unbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,
device-id: 010af97abf89abc3, retry 0
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
Unbrella: bypass 0, reg inject 6 - sent 6, res recv 6 - inject 6
local-domain-bypass 10
Unbrella app-id fail, count O
Umbrella flow alloc fail, count 0
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Umbrella block alloc fail, count 0
Unbrella client flow expired, count 0
Unbrella server flow expired, count 0
Unbrella request drop, count 0
Unbrella response drop, count 0
DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6
DNScrypt length error, count O
DNScrypt add padding error, count 0
DNScrypt encryption error, count O
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count 0
DNScrypt: Certificate Update: completion 1, failure 1
DNScrypt Receive internal drop count 0
DNScrypt Receive on wrong channel drop count 0
DNScrypt Receive cannot queue drop count 0
DNScrypt No memory to create channel count 0
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count 0
DNScrypt Send no handle count 0
DNScrypt Send dupb failure count O
DNScrypt Create cert update no memory count 0
DNScrypt Store cert no memory count 0
DNScrypt Certificate invalid length count 0
DNScrypt Certificate invalid magic count 0
DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0
DNScrypt Certificate invalid signature count 0
Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None
Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
Query Magic 0x714e7a696d657555, Serial Number 1517943461,
Start Time 1517943461 (18:57:41 UTC Feb 6 2018)
End Time 1549479461 (18:57:41 UTC Feb 6 2019)
Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836
Client Secret Key Hash
48DD:E6D3:C058:D063:1098:C6B4:BA6GF:D8A7:FO0F8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE
Client Public key
6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58
NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog * v &—2DE=421) %
K@ Umbrella BIHE D syslog A v — T % E =X —TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella ¥ —/"—~D/b— FPFET D2 L BLOHNA ¥ —T =4 ARFRESNIE
FICHERE L TV D Z & 2 L T 728V, £72, DNScrypt HICERE S AL AR F— 23
ELWZ EHERLTL 7Z&E WV, Cisco Umbrella 2> 58 LW —Z2 BG4 2 L ENAET S
BEndn £7,

« [%ASA-3-339002: Umbrella device registration failed with error code error_code. |

HrT— a— FORFIT, ROLEEBY T,
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¢ 400 : RO XEZITa T U VICERH Y F9, F—27 URETED ), A
LTCWAREEMELHY ET, F—27 2 Umbrella® vy 2R —FDO h—r7 & —FH L
TWDHZ AR LTI,

¢ 401 : APl h—7 U DEKRENTWER A, F—7 U EFHEHREL T ZEVY, Umbrella

Hyal—RO =7 EBHTHEET, BTH LW =27 v Z2FHL TS
W,

« 409 : TNA A D DBIOAE & BEE L TWET, RFEORNAIZ-OUVT Umbrella & H
HITHEFR L TL 72 &,

« 500 : NI —"— =T —, BEONAEIZ OV T Umbrella EHEITHR L TLEE
AN

+ [9%ASA-6-339003: Umbrella device registration was successful. |

« [%ASA-3-339004: Umbrella device registration failed due to missing token.

Cisco Umbrella 7>5 API b —27 % HEif5 L. Umbrella D7 10—/ N)LERE TR ET D MLEDS
HYET,

« [%ASA-3-339005: Umbrella device registration failed after number retries. |
syslog 339002 A v E—VEfER L, BIETHOMNEDOSH LT —%RELET,

« [%ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect. |
ZOA =V, VAT APHEEFIHEEL TS I L2 LET, TOD, Hil
ITMEDH Y EH A,

+ T[9%ASA-3-339007: Umbrella resolver |P_addressis unresponsive and fail-close mode used, starting
probe to resolver. |

Tx—) 7 a—XE— RNEFEHA LTS8, Umbrella DNS H— =034 T A VIR
% F TDNS ZERICHTHINEFRGTE A, MERRRELARWEGESIE. VAT A0
5 Umbrella b —/R—~DL— " BNEFEETZZ L. BLOT 72 AFHEHRY > —THh—/R—
~DODNS 77 4 v I RHFRASNTND I EZMHERLTITEIN,
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Cisco Umbrella Connector O & &

T3y bT+—
LJI—=2R B

1

N

Cisco Umbrella 78— b, 9.10(1) Cisco Umbrella TEFEEINTWD = X —FF 4 X vF a2l
T4 RV —Ea— W —HERICHEH T %5 X 912 DNS Zxk %
Cisco Umbrella ~V Z# A4 L7 b5 X HTT A RAEHETE
F9, FQDNIZESW TR ATl £7017 vy 7 TE LT,
F721E, % LV FQDN O 13 Cisco Umbrella f 7 VU ¥ =
YhTeXF U —2 YU XA L7 NLTURL 7 A V&
VT REITTEET, Umbrella DR EIL, DNSA AT v g
VARV U—IZEENTVET,

WOMEZBIMEIZER LE L, [Configuration] >

[Firewall] >[Objects] >[Umbrella]. [Configuration] > [Firewall]
> [Objects] > [Inspect Maps] > DNS.

Cisco Umbrella ®5@1l, 9.12(1) Cisco Umbrella /XA /NATHMLENRNH D —H)V KA AL 4
ERETZDLXIICRDELE, TNHDRAA O DNS #
Kix, Umbrella & ZLEEH3° DNS ¥ — S —|ZEEEEE SV E T,
F 72, DNS ER O T D Umbrella H— 3 — H5E T
XAXH1IZnFELE, EHIZ, Unbrellah— —%ffi T
7RG AIE, DNS ELRS 7 1w 7 S0 X 912, Umbrella
AVANRT gy R =T 2=V =T NCERTDHZ
EINTEET,
WORENEE SE L7 : [RE (Configuration) 1>[Z 74
79+—JL (Firewal) |>[#7 x4 k (Objects) ]>
[Umbrella]. [&E (Configuration) 1>[Z 74 794 —IL
(Firewall) 1 >[# 7>z ¥ + (Objects) 1>[< v TDHREE
(Inspect Maps) ]>[DNS],
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