ASA £ & U Cisco TrustSec

Z DFETIX. ASA |Z Cisco TrustSec & FIET 2 FHFIEIZOWTHBHAL EI,

» Cisco TrustSec {Z DT (1 =X—7)

s Cisco TrustSec DA KZ 4 > (10 ~X—7)

» Cisco TrustSec E AT H72DD ASA DFFE (13 =)

v %272 T 47T FCisco TrustSec (2% 95 VPN OHR— |k (24 ~X—)
s Cisco TrustSec DE=X VU 7 (26 <—)

* Cisco TrustSec DJEE (27 <—)

Cisco TrustSec [ZDULVT

Wk, 77 AT U= NREDEF 2V T AHRBIZ, FAIERINTNWDIPT FLA 7
v b, BEXOTe ha S nWTTr Ry hr— LB FETLTWEL, L, &
¥EDR—H VA Xy NT—=7 ~OBITIZfEV, a2—F— Lok 7T 27 /1
U—BIOT XLy NI ERET L0 Y T o BN KIEICA EL TV E
T, TURFRA L ME, ETETEBHHERY, 2P —T@FIEIERT U FFRA b
(ZFv T by T TR by Av—R T2 XT Ly hel) #HEHLET, 2F0,
a—HF—@EL = FRA  NEEOMAEDRIZEY, 7747 74— AFREE 72 I3H A
T7AT VA —NEFFOARL v TFRON—H IR EDFITT A ANT 7R 3 ha—LHlro
TOIEELTHERATE B FD6 % 7 X—=Z2D/L— VPN O FEE RS S v E 7,

ZOME, BEREOFy NT—I 2K, Ry hT—I DT /A LAY, KA, a7
LAY, BLXOT =22 ¥ —0tXxa )T 4 2GITTH0OITIE, =2 RABRA v MEthE
PRI TAT Y N TAF LT AT A BIEDT A T U T 1 LRI ET £ EERE L7
0 £,

Cisco TrustSec 1%, BEFOIDRFEA 7T AN T/ Fx 2kt +57 /78X ary ha—T
To Xy MU= TAL AMOT — 2 BEERFFZHNE LTRY, ¥X2U T4 77&R
P—ERE 12507 T v N 74— ETHELET, Cisco TrustSec HEAE TIL, FITT /31 X

Fa—Y =@ = FARA  NEMOMAEDEZHEH LT, m—ARXR—Z2ABIRT AT
TATANR—ADT 7 A2 b — L ERELET, ZOHFROT XA FZEY T 1 BIOYR
BIZL T, Ry P DT78A VLAY, FBLAY, BIUP=2T7 LAY TORY FT—
I ERRIZBT X2V T A DA £,

ASA £ & U Cisco TrustSec .



ASA & & U Cisco TrustSec |
B ciscoTrustsec  SGT &5 & U SXP 4 K— R IzD10T

T OBRERIC Cisco TrustSec & E3E3 A2 F 5L, kD LB Y TT,

c FNRA AMSDWEITEVELRRT 78 ALY, WRTAHEMREARAN T —T T 35—
AL 9,

« AR ETITIER AR v DU — 7 ~OHEHGr 2 UERICHERR T 572, EX a2 U T 4 U R
PR E L E T

B FEZIZI T RR—ADITI V=AW T IV BATDHERYy NT—F a2—HP—DT 7T 4
BT IR IR IEN - HIEA LB S N E T,

o thtE b, FEFICEF 2T R T 7 EARY —FH, BXORAFr—I 7NV RFETA =
ALY, BETA A SOER S ET,

« OV T, RO URL 22 L TL &0,
o {2ZE1011F @D Cisco TrustSec ¥ AT LB LT —FF 7 F v DA,

http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html

e TIUIR—X L FOFREIHTA R~D VY 772 Y, Cisco TrustSec Y U = —3 3 V&%
WCEAT B5E6 D TFIAE,

http:/www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing DesignZone TrustSec.html

e CiscoTrustSec Y UV =—3 3 > % ASA., AA vF. AL Z2ALAN (WLAN) ==> k
n—7 ., BLOW—% L HIERHT 255 OB,

http:/Awww.cisco.com/c/en/us/solutions/collateral/enterprise-networks/trustsec/solution_overview ¢22-591771.pdf

. Cisco TrustSec 77 v b 7 4 — L DY R — h—, Cisco TrustSec Y U =— 3 %Y
" —hLTCWB A AR CTEET,

http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

Cisco TrustSec M SGT H LU SXP H7/R— Kk IZDULVT

Cisco TrustSec HEHETIZ., BX¥ =2V T 4 IN—7 77 v R X, bR YEEry hU—2 %
=)L R_R—ZADRy NT =T BT 572D, a— X=X T ¥ RXar a—/L (RBAC)
WCHESWTESN DT RY—2 2 KR Y =0, X —T M7 £4, FiERHCEGSh
T NAABL 2= — T LT vy uid, 7y haetXa V70 JV—T7ZLICH%E
THDIEHINET, Cisco TrustSec 7 7V RIZERETHTXTONNrw MME, BF =Y
T4 IN—T" 27 (SGT) THZI7fFsnEd, #FX 7%, BETE L9427 > D
BETXDTAT T AT 4 EZBANL, T—F RATEXF2 VT4 R o—%@HAT 20%
SMHET, SGTIX, SGTEMEHL TEX 2T 4 ZV—7ACLEZERT HHEIC, ALY

EIRORHEL NV ERT ZENTEET,

SGT I%, RADIUS N> & —[E A @M T332 IEEE 802.1X #8iE, Web #8:7E. F 7213 MAC #&
FENA XA (MAB) ZfEH L TT A RZED ¥ THRET, SGTIL, FrFEDIP 7 KL A FE
TIAAL T A F =T 2 A RIAZT 4 v 7IZEV Y THZ LN TEET, SGT 1L, ik
DREINBIZAA v FEZT 7 BZA RA v MIEAFI v 7 I EENET,

. ASA § & U Cisco TrustSec


http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html
http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing_DesignZone_TrustSec.html
http://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/trustsec/solution_overview_c22-591771.pdf
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

| ASA # & U Cisco TrustSec

Cisco TrustSec #AED O—)L .

X2 VT4 IN—TZMWT e han (SXP) 1%, SGTELIWNEX =27 4 ZL—7 ACL %
PAR—=RFLTWDEN— R =T7IZkF 5 SGT kit ~x— Ry =7 AR — E B0y RU—7
TNA AT IP10-SGT ¥ v B 7 7 —F X=X %5y TE % L 9 Cisco TrustSec [A] 1 IZFHFE &
n=7v barlct, aryte—Lrr—r 7 ha)LdSXPiL, IP-SGT~ v ' 7 %383
KA (VH—TI7BAVAY AL v TRE) DXy NI DT v T AN —L T
NA ZRTELET,

SXP BEtIIARA v bV —RA L R THY | ML AR DEET m b & LT TCP &6 L&

¥ o SXP (I TCP AN— M5 64999 il L T a2 BlAn L £ 97, £/, SXP Hfeld, {50
BELOFEIP 7 FLRIZE > C—RICHMN S ET,

Cisco TrustSec #gED O —JL

TATUT AT ABIORY —_R—2D7T 7 v AEEZ2 M 5 7-®12. Cisco TrustSec
BEIZIE, Roue—A23b 0 £,

o 77 B AHERM (AR) T/ BAERML, Ry hTU—T DEGESNTZY Y —A~DT
IR ABERSTHT RIRA LV FTFARAL AT, ZRHDT AL AET —FT 7 F ¥ DS
FTA<IRBTHY, ZOT IV BAMERIITAT T AT 4 7 LTy ML » TR
nE9,

T 7R RAERMNCIX, PC, Ty by HERERE. Y ¥ 1 AT MACsec X% IP
TAVIREDT Y RRA N TS AREGENET,

RV —FvVarRA» b (PDP) : KUy —FTvVarRAVMIT 78R 2 b
17—/ VR 217 E 9, PDP X 802.1x, MAB, Web i%iE7s & OMEREA TR L £9°, PDP
X VLAN, DACL 35 X O Security Group Access (SGACL/SXP/SGT) Z & 2 #FrI 3 K OV
ZYVAR—FLET,

Cisco TrustSec F§HE CTlZ. Cisco Identity Services Engine (ISE) 73 PDP & L CTHEREL £,
CiscoISEIZT AT T AT A BLOT 78 A ar hu— LR Y —OHREZIRIE L £3,

AU —EFHRAA b (PIP) AU —FHRAA > ME, RV —FTvTVarRA4v b
WANERIE R (72 & 2. FHE. ST, B L OVLDAP JE@ME) ARt 5 %55 T,

AU —fE#HAA > MZIL, Session Directory, IPS &> #—_ Communication Manager 73
EDTNAANGEENET,

RY—FHEHRA b (PAP) : RY —FHERA V MIKRY >—%ERKL, FAIVAT
LA LET, PAPIITAT T 474 VAT MU ELTHLEWEL, Cisco TrustSec #
Tnba—YP—=T AT T 4T 4 ~D~ 7L Cisco TrustSec ¥ 74 —3— 1)
V= AND B T EITVET,

Cisco TrustSec #%HE Tld. Cisco Secure Access Control System (802.1x 3 UV SGT #4~— h
G ENTZARY = H——) BPAP & L THREL £

RV —x2r T —AA MRS (PEP) ARV — T T 5 —AAL hRA Vb
1. % ARDPDPICLAWRE (R — L—ABIWT IV ay) #EFTA 07 4
T4 TY, PEPT A RX, Xy NU—I RRICHEHET LT T4~ VBEAZHLTT
ATUT AT AEREFELET, PEPT A AL, =V FRA YV h ==V b, #FA]

ASA £ & U Cisco TrustSec .



ASA & & U Cisco TrustSec |

B crau50—TRyv—0mm

P—R— ETETTNRA A, Ry hU—7 Tu—rE, SFEFEEREETHOLELARD
TAT T4 T4 @EEFEE LET, FERIZ, PEP 7314 AL SXP #fHL T, *v b
U—J BETHEEETELET T/, RZIP-SGT~ v Vo 7 il L £,

TJ U— T F— A A N IARA U MZIK, Catalyst Switches, /L —# 77 A T U 4 —
L (BREYIZIZASA) | —3—_ VPNT /XA A, SANT A R EDFxy NU—27 5
/\4173).3&%2&“0

CiscOASA L, TAT T AT 4 T—FT7 7 F ¥ DO TPEP ODKEZR/-1LE£9, SXP #{#
AL T, ASAI, BEERA v " OEETAT T AT A IHREZFH L. TOHEREZEA LT
TATFUTF 4T 4 _R—ADORY —%@EHALET,

tXa)T1 JIL—T KR —DER

X2 VT4 RV —OEAITEX2 )T 4 IV —TOAFNCESEET, =V FRA Vb
FRA AL, T—=E B Z—DY) ) —=A~DT 7B AZITLET, 774 T U4 —/LTHRE
ENIZWRD P N—ZADRY =L LT, TAT T AT A X—ADKY —(F, 2—
P—BLOT NS ATAT T AT AICHESHWTERESNE T, =& 2iE. mktg-contractor 73
mktg-server (27 7 EAT&E S & LET, mktg-corp-user I, mktg-server 35 &L O corp-server (Z7
JEATEET,

ZDEATOEAIIRD L O RFNER DY £,

e a—W— T N—TL YV —ZAN1ODF T V=7 b (SGT) #FEHLTERINLET (§
BRY —EH)

A=W T AT T 4T 4 V=R T AT T 4T 4%, Cisco TrustSec Xfhts A A ~ F
AT ITANT I F ¥ BRTRESNET,

WORNZ, EX2 VT 4 TA—FDOLFT_R—ZADRY L —HAOT-ODORE R LET,
R1:E¥20F4 FIL—FRIZEIGRY S—BEROBA

%H
I".I'Iktg sEners
.| = i—ﬂ |\§|

Access Access

-ﬂ? . Switch Smtch EI
End Points
[Access Requestors) Corp servers

304015

Cisco TrustSec #E¥d4 2L, V== I AT — a2V R—1+T2F=2UT ¢ K
Vo —%ETEET, £72. Cisco TrustSec DEHEEIZITR D L 5 REE N H Y £9°,

. ASA # & U Cisco TrustSec



| ASA # & U Cisco TrustSec
ASA ISk BtFa T4 S—TR—20KY v —n@Ed ]

S ARY —FHAIL, = "—DF =/ SCT ZEIVHTHI ENTEET,
« SGT 1H#I%. Cisco TrustSec XIHZAA v TF DA L T T ANT 7 F ¥ NIBRFENE T,

» ASA [Z, CiscoTrustSec KA A IRIZHR Y > — 2T 572 DIZIP-SGT ¥ v E' 2 7 &
Acaxd,

s = "—D B02.Ix FFAINMHATH L7, BALMILTE £7,

ASAIZLBEXal)Tq4 TIL—TR—=XDOR) —DEH
E

GE) 2P —_R=2D0 X2 VT4 RI—BIOEx=2UT 4 I —T_X—=2ADKRY >—{Z,
ASA CTHETEFET, ¥X2V T4 RV —TiE, *v NV BN, 22— —_—20DF
M, BIOREXF2UTF 4 L —TR—ZDBEOEEDOHAEDOEERETXET,

Cisco TrustSec & T 5 X 912 ASA ZH T T HI21E. ISE 75 Protected Access Credential
(PAC) 77 ANV A VR— b THHLENDHY 7,

PAC 7 7 A /L% ASAIZA V' AR— b4 5 L ISE & OLEREET ¥ RVIBHELSNET, F¥
FIVISHESL D & ASA IX. ISE 2 L CPAC & =7 RADIUS 7 %7 v a %
L. Cisco TrustSec BT —Z 2 X v o— RKLET (BEIZIE, %=V 7 4 Z—7
T—TN) o X2 T4 IN—T T—T L oT, SGTRN X2 T4 JIA—TZIZ
~vbErTEINET, ¥X 2 VT 4 F—TOLRNIISE ETEHRIN, EX=2UT7 4 71—
TN RTWART T TEL L1272 77,

ASA VT, BeWZExX a2V T 4 IN—T T—T Ny ra—RKThLx2, T—7LNOT
RTCOT M) ZIAZBES>THAN, 22 TRESNTWDIEX 2T RV —IZEENDLT
RCOEF2VT 4 FA—TOLHTERILET, KIZ, ASA X, ThHDEF2V T 4 K
V=% —HANTT 7T 4 7L LET, ASADN X2 T 4 S —TDARIEMHRTER
WiGAE. Rt X2 U7 0 ZV—T74I1Z% L Tsyslog A vE—V 2R LET,

WO, X =2V T 4 AU —7 Cisco TrustSec T/l SN A HAEZRLET,

ASA £ & U Cisco TrustSec .



ASA # & U Cisco TrustSec |

B ssacsztx105 0 G—TR—20K) o —0ER

B2:txayTa RUS—0BERA

ISE (PDP/PAP) -t—» |
,uumgnnc:atmn Lser —-»Tag g

P

i
| "-|—|- g
= Q A Metwork
Access a2l ﬁ \"E}_(P* : ERALETI
End Paoint g Switch Firewall
(AR) t;EP) tPEP)‘R\\\\ (PEP)
[ Tag> Policy | [ Tag—> Policy | 3

1. =V RRAV N TARARE, TR VLAY TAAL RICEHET 7 BAT B0, £72132V
T— kKT EBREZNLTTZEAL, Cisco TrustSec TER3FL £,

2. TIEBALAY T/NA AT 802.1X X° Web BGEAR EDOFRGEF X AEHA L TISED = R7R
AN TNRARABRIFELET, T RFRA N TAARF, a— L BLORT—F A
N o TEREBE LT, T, Azl xa2 )70 JA—FIHELET,

3. TI7BALAY TNRALALSXP 2 HEHLT, 7Ty 7 AR —LA T3 AT IP-SGT < v
SO v =

4. ASA I Ty bEZETDHE, SXPOLEINZIPSGT v v B 7 A2HA LT, &ExT
BLUSEHEIP 7 L AD SGT #FFE T,

< BV I RFHOES . ASAIZFDO~ v B T Ea— L IP-SGT ¥ 32—V % 5 —#
NR—=2{Z@EHE L ETd, a2 b= L= TETENDIP-SGT v X — V% T —HF_—
AL, & IPv4d £7213IPv6 7 KL AD IP-SGT~ v B 7B LET, T —FX—AT
L, vy B IR FEINTEEEIONGEISNE T, SXPEHROET IP 7 KL AR~ v
U7 ORETRE L THEASNET, FIP-SGT IC~v vy FEn-xr MU IZiE, HETH
BEAFET D AREERH D 7,

ASANEEZE L LTHRESNTWVDEHEA. ASAIZSXP ETICIP-SGT vy B 7 = |
VAT RCTEELET,

5. ASATSCT EITEX=2 VT4 INV—TDL4HIEFERHLTCEX2 VT 4 AU —0EE
SNTVDLEGE. ASAIFZEDORY v —Z@EH LET, (ASA TiE, SGT £/oidtx =Y
T4 IN—T DR EELEX 2T 4 R U—EERTEET, X2V T4 I —
TOHRBNZFESNTHRY —2@HATHI21F, ASAITEX=2VT 40 JV—T FT—T LT
SGTIZEX =2 VT 4 FN—TDAHIE~Y vy LT T HMENRDY £T) |

ASANEF 2T 4 IN—T T—TNTeXa VT4 TNA—TDL4FZERDITDHZ LN
TET, ZOLFINREXF2V T4 R —IZHEENTVDLHE, ASAIX, EX =2V 7«

TN—TDEFI AL R L, syslog A ve—Y &4 LET, ISENLDOEX2Y T o
TN—T T —=TNOEF X2 T 4 FIV—TOLFDOFER, ASAITEF=U T 4
TN—TDAFID D> TND T L ERT syslog A v E—VEERLET,

. ASA # & U Cisco TrustSec



| ASA # & U Cisco TrustSec
XY Ta TL—TIZHTHEENISEICRIFTEE

TXa)T4 JIL—TIZHTHEENISE ICRITTEE

ASA X, ISEOIRBIOT—T N EX o a—RLT, ¥ X2 VT4 INV—T T—TN%EE
WPICEFHF LET, EX2V T4 7N —T1F, XUro—RFOARICISECARE CE$£d, =
NOEDOEFIL, X2 VT4 NN —TFT—TNARNTEHINDE T, ASAIZIIXmINER A,

O

Ek ISEORYI—BEOEHL, AT F U ARFMPICAr Va2 — LT85 52BEIDLET,
SO, BX a2V T 4 IV—TOEREMHRIITIICIE, ASATEX=2 T 4 T V—TF F—
TNEFETEHRLET,

TDEICRY —REDEFEEITHIZ LT, EXa VT 4 VA —TOL4HIERIEL, EXa
V74 R —%ZREEICT 7T 4 7L TE DA eE N i KIBIZE £V 97,

X2 VT4 IN—=T T=TNE, BET —F DX A= —=RHREINIC e 5 & B BRI EET
ENET, ¥Xa VT4 IN—TF T—=TAOEHL, AT~ FTCrIH—F25ZL b0
T,

ISECEF¥al) T SN—ToBEETLHE, ASAREX2 T4 INV—T T—T L& TH
T5LEITRDOARY EBREELET,

X2 VT 4 TNA—TDLFIEHA L CHRESNZEX 2T 4 =T R =720
X, BX 2V 74 INV—T FT—T N EE L THET A2VLERNDY T, X2 U740 7
N—T BT aELR) —L, WIZT 7T 4 770 F9,

X2 VT 4 TN—T T—=TABHMOTHHTEDL L) IRl EiT, EX2V T 4
TN—TDEFIEZLTXTOR) =R RSV, X2 U7 1 Z— T OLARIDfRR
SN, RV =BT 774 7fbsnNEd, £/o, X I7HEZOTRTORY —D RS
F9, RBAZRZ 7 OEEIL syslog WAERINET,

X2 VT 4 TAN—T T—TNVOHBRBRYN TN, FOT—TNE7 VT T D,
HLWT—TNEEHTELLIICRDFET, EIF Y a—FRLizex20T7 4 7
N—"T T =T N> THI & E AR Y —n il S E 7,

s ASA THRRBEH DX 2 U T 4 TN —TDLEINAHIZZ2D L, X2 T 40 R v—
DT 7T 4 7bENET, 7L, ASADEfTa L7 4 Fal—arTidexal
T4 RN —MREEINET,

*PAP THEGFDOEX 2 VT 4 JA—TRHIBREIND &, BEFOEXa VT 4 JV—T X7
DA R D FREVEDN D D £978, ASA DR ¥— AT —H AT LER A, BEED
X2 VT 4 TN —T OLBNIRMRIZ 2D REENH Y . ZOEE, R —I13ET 2
TATERVET, BX2 VT 4 TA—TOLARPEAAINLGE, FTLWY &R
LCRY —REa A LENET,

*PAP THILWEX =2 U T 4 J—TRNBINENbdE, RHREX2 VT 4 IN—T X T
DEEFINC 2 DA REENR H U | syslog A v B —URERINET, 272 L, KU — AT —
A2 2ZTENLER A, AR EX 2 U T 4 P A — T OLFINRRE SN D ATREERH Y . £
OHE. BEMTOENTWERY —RNT 77 4 T E 1,

ASA £ & U Cisco TrustSec .



ASA # & U Cisco TrustSec |
B ssaconEzssvssson—

*PAP TH JDLRINERINTZHAE. X7 HEHAL TRESNERY —ZX>THLW
ZHINFREINET, R o— AT —FRAFELERA, EX2VT 4 TN—TD4
B L TRESNTERY —iF, FLWZ lEEZFEH L CHa v M EnET,

ASA TOEEESLUREZEOO—L

ASA TiX, SXP DRy FU—2 TAAL AL DD IP-SGT v v B> 7 = b OEZ(E
DY R—FENET, SXPEEHTHE, EX2 VT4 TS RE T2 A T T —ILN, N—
Ry =T7 %7 v 77— RELFELETLINERLS, TV BA AL T NOLDTAT T 4
TAEREFECEET, T2, SXPEHFEHLT, Ty 7ANI—LTRA A (T—HFkV
H—FNRARRE) DHEDIPSGT~ v B 7 = N EF T A MY — A T4 R ZPES
ZEBLTEET, ASAIL, Ty 7 AN —2BLOX T A N — LD GG IEFREZ(E
TZFET,

ASA T SXP BT ~D SXP ##t A ik iET DAL, TAT T AT A ERELHTEZDH LD
12, ASA ZIXEEFRIIZGEE L L THEETAILERH Y 1,

cEEHT— R ASATINEINTZT 7T 4 TRIPSGT~ v ¥ 7 2 ") 29 TR
RO EDT v T AN — A TN, ANTHRETEDL LI ASA ZRELET,

CZEHEE—R AT AN =LA T NA A (SGT X AA vF) HDIP-SGT v v B
Tz ) EZEL, RV —EREROT- DI OBHRAEHTEX S X 9512 ASA 23
TELET,

SXPHEHGED— H DA EEHE E L TREINTWDIEHA, b)) HFOmIZEEHELE L TRET
HZRERH Y FET, WOLAEBRETT, SXPHEEROMMGEDOE DT /34 ZZ[F La—v (i
FEHBEEHEELEMG E LZEE) BDREINTWVDHELA, SXP AR L, ASA I
syslog A v E—T AR LET,

SXPHEEINERH DA ThH, IP-SGT~ v BV 7 F—E_R—2n LA 7 o a— K& IP-SGT
v oI Y BEETEET, ASATSXP BT~ SXPERMNHELSND &, ZEH
DIEEZNLIP-SGT v v BV F— A R—2ApKE Xy a— RLET, ZO®%IZITHhILA
EHRIITRNT, FILWLT A ANy NU—J IS L XIZOAEEEINET, 20Dk
B, SXPOERNBFWNHME|L, =2 RAAMRRy NU— 7 BREEA(T O S ITHpFI L ET,

SXP il U CH BN IP-SGT v v B Z = hU (X, SXPIP-SGT v v B> ¥ F—X
R—ZATEHINET, ALvv 7 = NUNREZRD SXP#fi 2/t L TR S 56
LHET, v BT TR T, FEH LKy E T R Oae—% 1 off
FLFET, RUCIP-SGT~ vy By T EOBERO~y 7 = "3, v~ v B 7 &8 L
ﬁﬁ@ETETFVX&ioTﬁ%éMi¢ SXP X IP-SGT ~ % — Y ¥ IR LT, H LW

¥y B TR TER SIS :.w/txa T2 R RGBT S L DIT, SXP T X
N—ANORZD =2 &' — 75>¢JIJI3?é>ht vy LTy U REIRT S L S ICER L E
ED

SXP BN A EHE & L CRESN TV AEAIILT, SXPIZIP-SGT v~ 12—V ¥ IZX LT, T
NAATCRE LT R TOV v B 2 N R ETICHRET DL OERLET, L~y
v rma—an RIS E, IP-SGT v 32—V ¥ I SXPIZx LT, #EHE L TRES
ﬂ‘(b\éﬁf‘fju% LT%@?/E/&%%SJ’S‘TE)J:O%*L&?

. ASA § & U Cisco TrustSec



| ASA # & U Cisco TrustSec
1se~0 AsA D5t [

ASA % SXP Hit DL EE B L OZEH DM F E LTRET D L. SXP L—T0NRAT 5 AlHE
MERHYET, DFV, SXP T —FNHKANIFDT —H ZEE L2 SXP VT TREESN DA
REMERN BV £,

ISE ~0) ASA )& 453

ASA 23 PAC 7 7 A VB IEFIZA AR — b3 5121%. ISE OF8##% X 117~ Cisco TrustSec % v b
U—0 TNRA AL LTASAZRTETHLENRSH Y F£9, ISEIZ ASA 28T H121E. kROF
JIEZ F4T L ET,

FIE

ATy F1 ISElcu s 4 LET,

AT w 72 [Administration] > [Network Devices] > [Network Devices] % %R L £ 7,

ATy T3 [Add| 227 Y v 7 LET,

ATV T4 ASADIPT RLAZALET,

RATw 5 ISEN2—VP—FBEEAICHEH ST 5854, [Authentication Settings] FEIk (2 AR 2 A J) L
£
ASA T AAA —_—% R ET DAL, ISE T 2 CER LB L RE L 9. ASA
D AAA Y — =3 ZOIERELHEM L T, ISE L@ELET,

ATV T6 ASA DF A 24 FNRALAID, NAT— R, BIUOF v ro— FHREEELET, 2
SDOX AT DEITHEZOWTIL, ISEO~Y=aTLE2ERB LTI,

ISETOEFal)T1 TIL—TDHERK

ISE LIBET AL IICASA ZRET HHAIE. AAAYV—_R—%2EELET, AA AV —1—%
ASA THRET HHEIT, V== N —TERETIHIVLERHY T, X2V T 4 71—
71X, RADIUS 7’1 h a Va5 K HICRETHALERHY £9, ISETEXF2UT ¢ 7
N—TZENT DR, ROFIREZFETLET,

FIE

RATYF1ISElce /A LET,
AT w72 [Policy] > [Policy Elements] > [Results] > [Security Group Access] > [Security Group] & &R L £,

ATFYT3 ASADEF=2VUT 4 VL —7%BMLET, (EX=2VUT 4 70— 1F, Za—LTho,
ASA ICEATIZH Y FHA) .

ISE (X, # 7' %{#H L T [Security Groups] T > kU Z{Emk L £,

ASA £ & U Cisco TrustSec .
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B racornosm

AT 74 [Security Group Access] fHI T, ASA DT A AID 7 LT v VB IOSAT— REHE L
\iﬁqo

PAC 7 71 JLD AR

PAC 7 7 A VAR T HI01E. ROFIEEZFEITLET,

B

GE)  PAC 77 A MICiE, ASA B L WISE NZ DR THRAT S RADIUS T ¥ 7 g o 2{R#T
EHEEXF—DNEENTVET, Z0ED, LT IOF—Z2LEITASAITREFEL TS IEE N,

FIE

ATYF1 ISElcun /A LET,

AT 72 [Administration] > [Network Resources] > [Network Devices] % 3R L £,
ATV T3 THRAADY A D ASA ZRIRLE T,

AT 74 [Security Group Access (SGA)] C. [Generate PAC] %27 U v 7 L7,
ATYTE PAC 7 7 A NEM ST HI21E, WmAV—FE AL LET,

PAC 7 7 A IV ZBFEAL T BT DI AN T B AT— K (713 E%—) 1. AL R 7L
Ty NDO—EE L TCISE CTHRIE LIZ/NAT— REFERH D A,

ISEIZPACT7 7 A VAR LET, ASAIZ, 75 v =, F7-IZTFTP. FTP, HTTP. HTTPS.
SMBZANLTYUE—F b—R_"—m5PAC 77 ANV EA L R—TExFET, (PACT 7A/L
. AV AR—=FRNZASA 77 vV 2 BB ESN TWARLETH Y FHAL) .

Cisco TrustSec D1 F54 >

Z 2 TIX, Cisco TrustSec 3% ET ARNIHERT AMEOH LT A 74 B L OHIFRFEIC
DWTEALE T,

Jx—I)LA—iN—

T ITFATITITFATBERT I F A TIAZ N, T 4 X2 L— g Dl T
ASADEX=2 VT 4 FN—TR=ZADKRY) o —ERETEET,

CASANT = — VA —NR—RED—ETHDIEE. 774~V ASAT /XA AIZPAC T 7 A
WA VIR—= T HRERHD ET, £/, T4~ TRAAL ATRET — X 28 HT5
VELH D FT,

. ASA § & U Cisco TrustSec
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Cisco TrustSec DA K51 > .

cASA X, N T_AFE VT 4 (HA) FAICERESNZISE t@lETx$£9,

« ASA CITHEHEDISEYh —N"—ZRETEET, HAOT——NEZEARROLE., 7l EHi
X2 ZBLUBEOY — =t a R A E T, 27E L, — 33— U X K23 Cisco TrustSec B
BF—420—fE L TFrra— RENEHEE, TOU R MIERINET,

CISEmH AT a— RENTZPAC 7 7 A V73 ASA THIREIN & 720 . ASA DNEHF Sz
X2 VT4 IN—T T—TNE X7 ru— RTERVWEE, ASARNEHSNEZT—7
NEXyra— RTLHET, REICFVya—Ranlexa 70 IA—7F7—T )
WCESWTEX 2T 0 RY v—%2w@H Lt £,

9S54
CASAWT T AKX U ITHERO—ETH HEE, filill=y MIPAC 7 7 A /L&A R —
FNT2AUERHD F9,

*ASAY T ALY Y THERO—HTH LA, fillfla=y P CRET — 7 2 T 5 0%
NV ET,

IPv6

ASA IZ, IPv6 & IPV6 Xttty b T —27 T34 ZFIZ SXP %R — bk LET, AAA —/3—
ILIPv4 7 RV AT H2MERH D £,

LAV2SGTA RO ay

WA B —T A A, T B —T A A, TLEA L H—7 A A, EtherChannel A
VH—=T A A, BIORTOLYR—FEINFET,

B LA — T oA AF IR —T 24 A2 (BVI 2 E) TiZYR—FEnEH
}\/o

¢ SAP XA =— 3 VB XU MACsec 2 L7 V7B B{Lid AR — b & TV ER
}\/0

o 7 x—)LF—N— YT R—FINFEHA,
« VT ALK v T AR—FINFEH A,

«SGT AEFEEINTH, ASAITEEFO 7 o —2FH0E L £ A, LAETO SGT IZHSWTHT
PNTERY —IZBTDWREN, 7u—DTA 7H A 7 Tbizo Tl ST 9,
7277 L. ASA L, 737w RRLETO SGT IZESWTHEIN- 7 e —IZ/B LTV ThH,
SGT OEHENKEZ 137 v MZHEBICKBETE £7,

s Firepower 1010 A A v FHR— F B L VLAN A VX —T7 = A AT, LA ¥2&Fx=VUT 4
TN—T" BT ARV arzhiR—rLTHEREA,

ASA £ & U Cisco TrustSec .
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. Cisco TrustSec D HA K54 >

ZOMDHA FS 4 >

e ASA I, SXP S—T 3 v 3 K= K LTWET, ASA IE. &F SF747 SXP RS F v b
U= FALADSXP A=V a v EFRAvE— R LET,

e ASAIZX. Cisco TrustSec (CTS) BREETFT —Z OIWA[ZEHE (CoA) ZHR—FLTWWEFA,

« SXP X A ~—DHIRNYUINT- L XX 2 VT 4 INV—T T—TNERHTH LD
ICASAZRECTEET, ¥Xa2 VT4 V=T T—TMIA T~ R THE U a—F
TEXET, ASADEXF2UT 4 F—F T—TUNISENSEHEISNIZHEE., ZOLEHE
DL X2 VT 0 AU —ICKBESNET,

e Cisco TrustSec I, > 7N arTHFAF T—FKRBLOALF a0 TFAF — K (&
AT A aTXA R ET— F&2R<) T Smart Call Home #$EZ VR — s L TW\WET,

e ASA |, Hi— Cisco TrustSec KA A > TCOLFAIEHT AL IICHETEET,

cASA L. TRAADSCTLD~V YL TDAETF 47 a7 4 FXal—a v
AR—FLTWWEHRA,

e NATIXSXP XA v —VTHR—FENETA,

cSXPIEFR Yy NU—I DL T —AA L N RA L MZIP-SGT v B 7 a2 Bl LT,
TIEAVLAY AL v TFNTUTH—AA L N KA FERRDNAT RAAL ITEL
TWDHA, 7Ty 7e— KT 5IP-SGT~ v SN TH Y . FIT77 /31 A% 5 IP-SGT
Yy BT TR ARBEN AN R EGED ZLILTEEE A, FORERE, ASA
FFEATT A ACEX 2T 0 Z—TRbExF 2 VT 4 RV —2@WHATEEEA,

o SXP I T A ASAICT 7 4L b NATU— RERET A, T/ AT— R
ALZ2WESICLET, 7L, BEA/SAT— NI SXP BT TR —bhanEtd
Mo BREZSNIZT 74V h SXP/RAT—RIFEARy hT—7 2K T—ELTVWDHHLE
DDV ET, PHEEA AT —RERET DL, HERNKITDREERH Y | EEX v
t—UNERENET, TIAN I RAT—REMHAL TR Z%E L THHRESNTY
WG E . ERIZSAT— R L TR 2k LI-5A R T TT,

* ASA % SXP EEHEFZIIZEE. HOWIZFOM L L TRETEET, 7272 L. SXP
BHGONL—T1X, T RZET ~OMGFROER N H D56, 12137 3 ART A
ADHEF AN SN2 T == O THLIHGEICRELET, (ASAIL, T—F% &
B—=DT I A LATYNEDY VY —ADIP-SGT~ v B &8 TcxE£9, ASAIL. =
NEDOETHFT AN =5 TN, AT H2LERH L5508 HY £9) . SXP
Begi—FI2 Lo T, SXP A v B —VHREDO T LAWEENEAT S A REMENH Y £
T, ASA PEEEBLOZEE L LTHESNTWDEA, SXP #i/L—7 034 L,
SXP 75— X NEWNCZE DT —H B RE LT TRESNDLAREENH Y 7,
cASADR—HVIPT FLAZERTIHHAIT., TXTOSXPETTET UA MREHS

NTWNDZEEWRTINENDY ET, IHIZ, SXPETNEDIP T RLAEEFET
HEAIT, BENASAIIKBEIN TS Z 2R TAHILENRD D 9,

cHEIPAC 77 AL 7RV a = 3R —FENEHA, ASA EHEIL, ISE FH A
VHE—T 2 A ADPAC 77 A NEERL, TN%& ASAICA VA= T HHLERHD F
T,
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Cisco TrustSec &#i& 9 7= D ASA DERFE .

PAC 7 7 A WIZITHHIRR H O 97, BIFED PAC 7 7 A VS HAREIALIZ 72 2 Bl 5T
SENTZPAC 77 ANEAHR— T HZHERHY T, THLARNE, ASA FBREET —
ZDOEFERETEEEA, ISENBA 70— RKEN7ZPAC 7 7 A /LA ASA THIRY)
NERY, ASARER SNzt X2 VT 4 IN—TF T—TNEX T ra— RTXW
By ASAREH SINT—T N EX D a— RT5FET, KBV e— a3kt
Fa2VT 4 IN—T T—=TMIESNWTEF2 VT 0 RN o—2@EHA LT £9,

X2 VT 0 ZV—7WNISE TER I (BARTEE, HIBRZRE) HE. ASA X, £BF
EnteXa T4 IA—TICBEMTONTESCT £t Xa VT4 VT4 %55
DASAEX2 VT 4 RV —DAT—XRAEERB LERA, EL, ASAIX, ZNLHD
X2 VT4 R —DEFINTZZ L ERT syslog A vE—T&AKLET,

NN F Xy AN XA FILISELO TIEHAR—FINTWHERA,

SXP #5813, IROBNZART I H1Z, ASAIC L > THAEER SN2 >0 SXP 7 [ TH)
HIKIRRED E £ & 720 5,

(SXP peer A) - - - - (ASA) - - - (SXP peer B)

L7223 - T, Cisco TrustSec EHAT DL I IZASA ZRETHHAIT. SXPEHREZHRET
572012, ASA T, no-NAT, no-SEQ-RAND, MDS5-AUTHENTICATION TCP 4+~ = o
A X—T AT DMENH Y 3, SXP BT H D SXP AR— ~ TCP 64999 56 CTD k&
T4 7K L CTCPARIE NS A RA R —%ER L4, £ LT, @R ¥ —7 =
ARIZRY) o—m@ALET,

7ol ziX, Roa<wr Ry MI, TCPIRIENA RARY 2 —0D ASA DFRTEHFIEEZRL
Tb\i*ﬂ

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-1list SXP-MD5-ACL

policy-map type inspect dns preset dns_map
parameters
message-length maximum 512
policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global

Cisco TrustSec L& 9 57-60D ASA DELTE

Cisco TrustSec & #HAT D L IIC ASA ZRETHITIE, ROZXZ A7 #FEITLET,

ASA £ & U Cisco TrustSec .
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B

. Cisco TrustSec &L #i5 3 51=H®D AAA H—/\—DEKTE

15D HHEIIC
Cisco TrustSec & #EHT5 & 912 ASA R ET DA, ISE TRD X A7 & FATT HMERH
nET,
* ISE ~D ASA DXk
< ISETOEF =2V T 4 Z—T DMK
(10 ~—)

(9 =)
(9 =)

* PAC 7 7 A VDAL

Fig
AT w1 Cisco TrustSec AT H7-8DD AAA — —DKE (14 2—2)
ZAFv T2 PACT7ANDA LFE—F (152—)
AT w73 Security Exchange Protocol D% E (17 ~<—)
DX AT T, SXP DF 7 4V MEEENZL, BELET,
ATFw T4 SXPEFEOEYT OBM (18 =—7)
ATy TS BET—ZOEH (19 2—)
PVEWSE L TCINEFEITLTLEEN,
ATYT6 EXx=2UT 4 R —0RE (203—)
RTFYT1 LA¥2E8Xa)T 4 IN—TDEX T LRI arOHE 21 =2—)
_n|—l—|
axX A

BT HT-60D AAA H—/N\—D
B LEd, ASATISE &

IZ. Cisco TrustSec ® AAA V— _X—ZHET 2 IFIEICONT
. ROFNEZEFITLET,

Cisco TrustSec
RET HITIE

-

WETLEIIZ

IR B

« BRSOV —R— F L —T 1%, RADIUS 7 & ha V&4 25 L 9ICRETHALENDH D
¥4, ASA IZFE RADIUS Y —"— F)L—T % BIN4 5 &, BREFKKL £,

o ISE & o — P —ZBFRIC T 284813, ISEIC ASA 28 L7 & =IZISE CTA LzdhF

ﬂM%W%LiTo:®%$_OPTM ISE BHFIZHWADLE T a0,

AAA r—R— T —T %

FIE
IR £,

ATy [Configuration] > [Firewall] > [Identity By TrustSec]

. ASA § & U Cisco TrustSec
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ATvT2

ATvT3

ATvT4

ATvT5
ATvT6

ATy T1
ATFvT8

2AFvT9
ATy 710

pac 77 4 L1 vi— ]

ASA |[ZH— "= 7 —T" %87 HI2I%, [Managel %7V v 27 LET,
[Configure AAA Server Group] % A 7 12 J' 7R v 7 ANEKRSINET,

ASAHISE TIER L7zt X2 V7 4 I N—TD&FIZ AN LET,

ZIZTHRETDY— = I —T41E, ASAISE TIER L7-tX=2 VT 4 7 —TD4H]
L—H L TWAMERHY ET, 2007 N—TFLN—F L7245, ASAIXISE L B{E T
FH A, ZOFHRIZOWVTIE, ISEEHZIZI WS hE TSN,

[Protocol] K v 7' # 7 U A k)6 [RADIUS] #3R L £,

[AAA Server Group] ¥ A T R 7Ry 7 ADFKY DT 4 —) ROATNZOWTIE, — A 728(E
DREHA RO RADIUS DEAZSHL T &V,

mm%&Uy&Li?

T N—=F N — =% BINT B 121E, 1B L7z AAA —3— F—T7 %33R L, [Servers in
the Selected Group] f8Ik C [Add] Z#7 V v 7 L £ 7,

[Add AAA Server] XA 70 VR v 7 ANRFRINET,
ISE —N—0EEINTWERY NT—F A Z—T oA AZBRLFET,
ISE J—""—DIPT7 FLAZ AN LET,

[AAAServer| XA T R IRy 7 ADFEY D7 4 —) RKOAINZHOWTIX, —EIIRBEDRE
A A R RADIUS DEEZZRL T IZEW,

OK1 %27 U v 7 LET,
[Applyl 27 U v 7 LTERNEEZFITay 74 Fab—rva VIR FELET,

PACT 714 ILDA >ik—

ZIZTHE. PACTFANEA R — T BHFEICONTHBALET,

4R8O HREIIC

¢« ASA X PAC 7 7 A IV ERNT 521X, ISE O#8#%k S 7= Cisco TrustSec v kU —27 5%
AAELTASAZRTETHVLENDY £7°,

« ISE T?® PAC 7 7 A VDAERRFFIZ PAC 7 7 A W ERE AL T D720l H Sz /XA U —
FEESLET, ASAIZ, PACT 7 AL ZA L AR—F L., LT 2HEICZ DAY —
RRMEE L2 ) F7,

e A VR—=FTBHE, PACT 7 A /VIINVRAM IZEEE L £9, HAE— R CTEIEL TV 5
EH. T NF—R_R—=J 7 2T — s INAY I EZELLSRETSHE. PACT 7 A L%
TI2T 47 2=y MZAVR— 52 LT, Bh oY ICEREINET, AV F—F&
N7 7 A MENVRAMIZ B 27280, Y7 b =T OF v 77 L— R L, T34 AR
U7 =T BN, W7 7 A VA v R— N T DRERD Y £,

ASA £ & U Cisco TrustSec .
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e TNRA ATHE—DPAC 77 ANVEHFHLET, BEOPAC 7 7 A VEA AR — T 5
LU DENCA VR—FENTZT 7 ANND, A VR—FLTEEPAC 77 AL THEEHZ D
nWET,

* ASA L, ISETHAKSNTZPACT 7 A NIZT 7 EATHLENRHY £, ASAIL, 77 v
v =, F£7IL TFTP, FTP, HTTP, HTTPS, SMB %41 L CVUE— k #—s3—/5 PAC
TrANEALR—FTEET, (PAC 77 AME. AV FR— R ASA 7T v =2l
BLE SALCTWAMETH D FHA) .

¢« ASA DY —N— TN —TFEHBELFET,

FIE

AT w71 [Configuration] > [Firewall] > [Identity By TrustSec] Z &R L 9~

AT 72 [Enable Security Exchange Protocol] &= > 7 R 7 A% 4L T, SXP &4 X —7 /LI L&
-340

AT w73 [Import PAC] 27V v 7 LT [Import PAC] XA T /Ry 7 AeFrLET,
ATY T84 ROEAXD1 DEHEHLTPAC 77 A NVDIRAL T 7 ANV EANSTILET,

* diskO : disk0 D/ XA LT 7 A V4

e diskl : diskl D RAB IR T 7 A V4

eflash: 77 v v a2 DRABLOT 7 A L4

o ftp : FTP O/RXAEB LT 7 A V4

e http : HTTP D32 B L7 7 A L4

« https : HTTPS D/SAB L N7 7 A V4

esmb : SMB O RAB LN T 7 A V4

e tftp : TETP O/ XZFB LT 7 1 L4

TILF E—F
e http : HTTP D XAB LT 7 A V4
e https : HTTPS D2 B LT 7 A L4
esmb : SMB D/XAEB LT 7 A V4
o tftp : TFTP D NNAB L7 7 A V4

ATV TS5 PAC 7 7 A VOB SALIHE SNAH/RAT = FE2 AN LET, ZONRRAT—KRiE, T/31 A
TJVLT oy O—EE LTISE TRE LIZ/NATU— R EFEBRH Y THA,

ATV 6 HERDT=DIZNSAT— REBASLET,
ATw 77T [Import] 27 U 7 LET,

. ASA § & U Cisco TrustSec
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Security Exchange Protocol 0% & .

ATy T8 [Applyl 27 U v/ LTEERNEZFEITa L 74 Falb—va VIRTFLET,

MC774»%4/T%FT6%Q 7 7 A VX ASCII 16 I EH I, A X TV

Security Exchange Protocol D% €
Cisco TrustSec % #1195 & 5 1T Security Exchange Protocol (SXP) Z %0 L Ca%ET D H
NV ET,

IR BRI

Pl b 1 ODA v HE—T 2 A A% UP/UP AT — MITHMLENRHD £, T X3TDA
B —T 2 A ANK DT LIREET SXP 231 R — T /WZ72 5> TV A A, ASA Tl SXP 23H)
ELTWARW, HDHVIESXP 24 R—T I TE RN Z L2 RT A v b=V FREN
FH A, showrunning-config =~ > R&Z AN L THRELHRT HE, 2~ ROHNITKRD A v
T UNRERINET,

“WARNING: SXP configuration in process, please wait for a few moments and try again.”

FIE

A 7w 71 [Configuration] > [Firewall] > [Identity By TrustSec] %z i&R L £,

AT 72 [Enable Security Exchange Protocol] = v 7 Ry 7 A% 4 N2 LT, SXP &4 X —7/MZ L&
T SXPIX, 774NV FT, T4 =T NMITRESNLTVET,

ATwT3 (LR, #EINFETA) SXPEHIOT 74V hOua—A VP T RLAEZAILET, IPT
RUA1X, IPvd 7213 IPv6 7 KL AZEHTE £,

B

GE) ETIPT RLUARBGEARERBEEA X —T =24 ADIP T KL AL LT, ASA 7% SXP ##5i
Or—ANVIPT RLVAZEBELET, HESNe—BINV T FLARS L H—T A AD P
T RUVRERRDYE . ASAIISXP ETIZHERE TE T, syslog A v E—U &AL ET, SXP
B DT 7 4V FOEEITLIP 7 R L AEZRERT I, ASA 23 route/ARP fR5E % F21T L T SXP
Bt OEEILIP 7 RLAZRETEL LT HZ 2L ET,

ATy T4 (FEE) SXP 7 TOHO TCPMD5 RBIHDTF 7+ /)L h RATU—RE AN LET, 74/ KT
1T, SXP HEHEIZ NN AT — RIZRESNTVER AL
F I AN NONRRAT — REHFEHTHEHICSXP T AR E LIRS, FRI3EL-S
BICDI, TTHNVEFDONRAT—REZRELET, S2AT— R, K80 LFARETE
F9, ZHUIRE B LS ER AL

ASA £ & U Cisco TrustSec .
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ATy TH

ATvT6

ATy T

ATvT8

ASA # & U Cisco TrustSec |

(EE) ASARITRIOWFEEAZ A ® L, [Retry Timer] 7 4 —/L K CSXP ¥ 7 M D LV SXP
BRERELET,

ASAIZ, AR LTRSS SN 5D £ Tt il At i, R L 7230T#%. BERITT25 £ T
WA TRIFE O MAHE U £ 4, FRITHIRICIZ0 ~ 64000 P DEEIEECTE T, T 741 1
1120 0T, OEIEETDE. ASA L SXP B 7~k 24387 L £ 8 A

AT 2 A ~—I3, SXP BT T3, R LITRRDMEICHRET D L2 MR LET,
(EE) I A ~—DlEEEF L E7,

SXPETNSXPEfe Ak T T AL, ASAITHR— VR AT ¥ 4~v—%BFBELET, m—/L R
Ay BA<—DFITHIZSXP BT BNE SND &, ASAITRESY f ~—%ZBt L E T, K
12, ASA X, SXP~ v B F—A_R—22FH LT, PO~y 7 H2FEH L ET,

ik <~ —DWRNTIND L, ASAIL, SXP¥ v B F—A_N—2% A%y LT, &
Wy B oo MY (ROt Y v a v TFEH AN M) EEBILET, ASA
X, IR ZFEILE LT~—2 LET, YA ~—DHIREINIZRS & ASA I,
SXP~ v BT FT—=H_—=ZnBEEIET MY ZHIBRL £,

THEIIRNTIZ 1 ~ 64000 BDOEEFEECTE E T, T 74/ MMI 120 0T,

(ff:E) [Network Map] T, SXPV2 UL F&MHT HET ~ODAE—h—& L THEET 555D
IPv4 73y MEEEOWRS ZREL T,

BTN SXPV2 LA F AT L5A, BTV 7%y E XA T 4 7 ~DSGT #HfR c& £
Hh, ASALX, A DEANNA LT 4 U TWZIPVAT TRy M XA T 4 o TRl TE £
T (IPV6 A T 4 TR ESNERA) . ZOa<2 KT Y7 Ry b XA T 4 v
TNBAERTEDLRA NN T 4 v T ORKEPIEESNET,

BREITIZ0~65535 R 8ETEXE T, T 74/ MIOT, 7Ry b AL UF 4 T WERA
MR T 4 IR S NN L 2B L E T,

[Applyl #27 U v 7 LTERRNEEZFITa L 7 4 Fab—ra VIR{FLET,

SXP ##5t D E 7 M3EN

FIRr

ATy I
ATy T2
ATFvT3

ATvT4

SXP Hf5e D BT BN 5121%, RO TFIEZFEITLET,

[Configuration] > [Firewall] > [Identity By TrustSec] % &R L £,
[Add] 7 U v 27 LT, [Add Connection] ¥4 7 2 7R v 7 A%F R LET,

SXPETDIPvAT RLAEIZIPV6 7 FLZHZ AN LET, T IP 7 FL AL, ASA (2
A B =T 2 A ANET IV EBATEDLNLENDHY 7,

ROMED 1 52V L, SXP HHIRBRAEF — 2T 20 E ) aife LET,

. ASA § & U Cisco TrustSec
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ATy TH

ATvT6

ATy 71

ATvT8
ATvT9

mur—20E5 ||

* [Default] : SXP Bt HICERE S NTT 7 4/ b NAT— RZEH L ET,
« [None] : SXP #5212 /A U — R&MEH L EH A,

(EE) ROfED | D& RN L, SXP HEHDOE— REHELET,
* [Local] : @ —H /L SXP T /NA ZA&MHLET,
s [Peer] : 7 SXP 7 /34 AZMEH L £,

SXP #f5t T, ASA WIEEE X ITZEHEOWTILE L THRIEET 202 HEELE7,
* [Speaker] : ASAIZIP-SGT Vv B 7% T v 7 A MY —L T34 RZIEIETEET,

s [Listener] : ASAIZX T A RY—LA TNA AN IP-SGT v v BV V52 TEET,

(X7 a) [Advanced] 27 U v 7 LT, SXP#kiD a—H /L IPv4d £7-13IPv6 7 FL 2%
ABLET,

ASAIZ, W— b Vo T v 7HEHLTELWA, VX —T =2 ZAEPRELET, 7T FL 2%
BETHHESIE. BEA X —T oA ADL— NV I T v T A H—Txf AT RLRE
—HFTDHMERH Y T, SXPHEOEFILIP 7 R LA ZFETTIZ, ASA 23 route/ARP ff
RaeFITLUTSXPHEHDOEFEILIP T FLRAEZRETELLIICTHZ L2 MRLET,
[OK] %27V v 7 LET,

[Applyl 27 U v 7 LCEEZFETar 74 Fab—ra VIBRFELET,

BRIET—2DEH

ASA T, ISEnbE®Xa VT 4 I —F &7 (SGT) 4T — NI EOREFT— 252X 7
H—RKLET, ASATIROX A7 7 T3 5L, ASAIL, ISEDOEE LCERET — ¥ %2 H#)
Bz 7Ly LET,

¢ISE LBIET 5L HICT AAA —_—2RELE T,
*ISEHPAC 77 A V& A v R— KM LET,

o Cisco TrustSec Fpig T —Z # 5T 572 ASA THEHT 5 AAA —— JI)L—TF %8k
BILET,

WH. ISENDLDORET—22FEHTY 7Ly adTH0EEIHY T, 2720, X2
TA TN—TNISE TCELINDLZ ROV ET, ASA X2 VT4 INV—TT—T 1D
T—HEV Ty aTHET, INHOERITASAIIKMEINERFA, TDOZH, ASA D
F—H%Y 7Ly 2 LT, ISETOEF=2lT 4 Z—TDERENHEIIZ ASA [T S
HrolCLET,

ASA £ & U Cisco TrustSec .
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B cx205«kys—ome

=

GE) AT T U ABEMHFICISE DR Y U—REBLNASA TOFET—X VT Ly ak AT
Va—NTHIEEHRELET, TOXIICHRI V—REOERENETLHE, EX2 VT o
T N— TR NRIR SN D AREME RN I RAL S, BEX 2V T 4 R U S —2NASA THIFRZ T 7 7 4
TleEnET,

BT — 2 2885 512013, ROFIEEZFATLET,
FIE

AT 71 [Configuration] > [Firewall] > [Identity By TrustSec] % &R L £,
AT 72 [Server Group Setup] 781k C [Refresh Environment] > [Data] #7 V » 7 L £,

ASA 1%, ISE 25 D Cisco TrustSec BT — 4 %2 V) 7L v a2 L, REINT=T 7 +/V MHEIZ
R 4 ~—% )y FLET,

X1 T4 RKI)O—DERE

Cisco TrustSec RN U o —id, %< D ASA BERRICHAIATe Z ENTE E 9, PE3E ACL ZfEH T
HIHEEE (ZOETHR—FEHE L TY A NENTWDHEREABR<) T Cisco TrustSec % i
AT&EET, ERACLIZ, (EEDOR Y N =T R—=ZADNRT A= L Lbitkxa T4 7
N—TEB|EEBINTEET,

T U EBAR N—NEHRETARICIE., TIZEANL—LORE 2R LT, FO/o
PEAE ACL 12 DWW T, #E3E ACL OKE 22 R LT 72 &0,

cACLTHERATE A X2 VT 4 IN—TFT7 V=27 b I N—T2HRTET D IFECHONT
X, ¥ X207 4 IN—T F T2 b ITN—TORELZSRL T IEE,

e ZE TR AN—NME, Xy NI IEREFEAL A =T =2 RAD T T 4 v
ZFFAETIFES LE T, Cisco TrustSec Tix, EX¥ =2 VT 4 ZA—TIZHESNWTT /R %
I Ccx ¥4, 7=& ziE. sample securitygroupl 10.0.0.0 255.0.0.0 DT 7 & A )L— L ZAERK% T
FET, L BEX 2V T4 =T R T Xy 100008 EOEDIPT KL AZFF-T
WTHRINWZ EEERLET,

X2 VT 4 TA—F DL (F—_— a—F— EEFGINT A 2R L) | a—PF—
NR—2 @M, BIORERDIP T KL AR—=Z2DAT7 V=27 b (IP T KL A, Active Directory
AT V= b BLUFQDN) DMABDEICKESNTEFa YT 1 K o—ERETE
T X2 VT4 IN—T A=y FIu— VAR TIEL, T3 A L GFTEMEE
BOLHIENTEET, o, ¥Xa2 VT4 =T A=V FE a—%— -7
AN —=2y PR L E A
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LAY 22%2UT4 FL—TDaxvs 1 vkovavonE [

LAN2tEX2UTa GIL—TDEXUT ARSI VDERTE

CiscoTrustSec {%, &%y hU—7 2—P =B LN V—2AOKTE LFEEZITV., X2V T ¢
TN—"7"%227 (SGT) EMEEIND 16y hOFEFEZEV Y TES, ZOIDIEX, *y NT—7
Ry THCIER IR ENET, ZHICED, ASA, AL vF, L—Z 72 EDEEDOHHET A
AAT, ZOIDFTITHEANWTRY —Z2 @A TE £7,

SGT & A —HF v h XX 7 (LAY2SGTA ARV arEbMEIng) 2RHAT L,
ASA CYARAIMBA DA —H x> b 71— 7 (EtherType 0x8909) #fHH LT, A —¥ v
NAVHE =T 2 A ATEX 2T 4 IN—T T HEZETEET, kv, #Exo
X2 VT4 IN—T X T T =2 THXARDA =YXy b 7L —AITHATEET,

ASA X, A VX —T 2 A AT LOFEFHREIESNT, BE Ty McexFa VT4 Z 01—
T RTEFHEAL, EENNT Y bOEXa VT 4 IN—T X TEMBLET, ZOMREEEEM
THIET, Xy bT—7 TAALZAMIZBITF L2 RBRA 2 N ID OsikE A > T4 2o

Ry TNRAKRy TS THEITTEET, 2, EHR Y THTY—L VAR LAY 2SGT A VR Y
VarEFERBTEET,

WD IZ, LAF¥2SGT A VR arDO—iEfilzRr LET,
3: LAV 2S6GTA VRS 3y

Switch Router
q Inline Tagged Irline Tagged
S SGT 100 SGT 100
Urntagged Untagged
A= SGT 100 = User 1
=]
ACL: Allow User 1 lll
{0 access server III
I
User 1 Server

aJraaTa

FERFTUA

ROEXT, ZOBEBERELTEGAEDODAN T 74 v 7 OFHENLEEICHONTRI L E
ﬂ—O

ASA # & U Cisco TrustSec .



W osmorur

K1:ADLSTa99

ASA # & U Cisco TrustSec |

AVB—TIA4R AV T4 FXalL—
av

BIHEDRIENTY b

RTDIENRENTY b

Ay RRFEITSNR,

Nry IS ER YT END,

SGT 723 IP-SGT ~ % — ¥ % 7 5 Hfe:
b,

cts manual =2~ RXRITEN D,

SGT fEAS IP-SGT v % — ¥ ¥ /b Efs
énéo

SGT fEM IP-SGT ¥~ % — v 1> b s
éj/LZDO

ctsmanual =< > K & policy static sgt
sgt_number === > R23E 7 & & 54T S
N5,

SGT {73 policy static sgt sgt_number =
~ v FTHfESNh D,

SGT fE7* policy static sgt sgt_number =
~r FTHRBEND,

ctsmanual =< > K & policy static sgt
sgt_number trusted ==~ > K23 5 & b
FITEND,

SGT 2337 F DA T A > SGT
MORFEND,

SGT fE 7 policy static sgt sgt_number =
~ v RTHfREh D,

B

GE)

IP-SGT ¥~ % — ¥ & —3F 5 IP-SGT ¥ v B L VN FIE LR WEE . TR I TW5 SGT i

( TRB) 239 Tox0) ) AEHILES,

WOERT, ZOBRBERELILGAEOHNINT 7 4 v 7 OFH SN HEEIZ O TR L %
R
R2HEANZTTavY

AVBE—TzA4RAVT4FaL—Yay |[FEXTY O TDOEE
aAw Y RRFEITS R, 2T

ctsmanual 2~ RBFITIND, g T E

ctsmanual =~ > K & propagate sgt 2~ > K23 | & 7' ff %

W EbFITIND,

cts manual =~ > N & no propagate sgt 2~ | Z 772 1L

RN 7 & bFITS N D,

ROKT, ZOHKHE

T ENAENVMEICHOWTEHBLET,
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1v8—7x42TOeF1YT4 F—Ts508% [

%= 3:to-the-box =5 7 1 v ¥ & from-the-box =52 1 v

A8 —TJIARAVvT 4%
L—ay

ZENTY DR TDEE

to-the-box N7 7 4 v 7 DAL
AV B =Tz AT, av R
DIFAT IR,

Nry bR RRryTENRD,

to-the-box b7 7 « w7 HHD AT]
A H—T A AT, ctsmanual
awy RPRBITEIND,

N7y MEZITFANLLINA N, R
U o — DR SGT DRI TH
PARAAR

ctsmanual =~ FARITE N
20N, F£720%, from-the-box k7
T4 v I HOMhA U E—T =
A AT, ctsmanual =~ K&
no propagatesgt =~ > K73l J5
EHFITEND,

277 Ly MIERESND
2. RY S —Ow AT TR
VN, SGT M IP-SGT ~ % — v
MO IND,

ctsmanual 2~ > RAFITE
5, F721%. from-the-box k7

GINEANTy EREES D,
SGT fli7} IP-SGT v 32— ¥ b

T4y HOHNA L E =T =
A AT, ctsmanual 2 <> K&
propagatesgt 2~ > R23E 7 & 4
FITIND,

B

IEshns,

GE)  IP-SGT v —V v & —EHT 5 IP-SGT ¥ v VU I MFELRWEGEE, PRI TW5D SGT i

( I'RBH) 2%7 Tox0) ) 2MEHIHET,

AB—TIAARATDEF2) T4 FIL—T R5TDHE
A BE—=T 2 A ATEX2 T 4 IN—T ZTERETHIZIE, WOFIEEZFEITLET,

FIE

ATYT1 ROWVTNINOF T g v ERIRLET,
« [Configuration] > [Device Setup] > [Interfaces] > [Add Interface] > [Advanced]
* [Configuration] > [Device Setup] > [Interfaces] > [Add Redundant Interface] > [Advanced]

* [Configuration] > [Device Setup] > [Interfaces] > [Add Ethernet Interface] > [Advanced]

AT w 72 [Enable secure group tagging for Cisco TrustSec] = v 7 Ry 7 A& AN L E T,
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B rserqoF o sozmRE

ATvT3
ATv74
ATvTH
ATv 76

ATvF1

[Tag egress packets with service group tags] &= v 7 Ry 7 A4 2 LET,
[Add a static secure group tag to all ingress packets] F— > 7 Ry 7 A& A NI LET,
X2 VT4 IN—T 2T OESENTILET, ARRMEOFMAIL 2 ~ 65519 T,

[This is a trusted interface.Do not override existing secure group tags] = v 7 RNy 7 A& A 1T L
=7,

[OK] %7 U w7 LTRENEEZRTFLET,

IP-SGT /N1 VT 4 VT DFENETE

FIE

ATy T
ATy T2

ATvT3

ATvT4

X 7Y
R— k

IP-SGT XA T 4 > TR TFETHRET DL, ROFIEEZFEITLET,

[Configuration] > [Firewall | dentity by TrustSec] %% L £,

[SGT Map Setup] fEIK T[Add]| %227 V v 7 T 55, £71ESCGT~ v 7% &R L T[Edit] 27 VU »
7 LET,

[SGTMap]| ¥4 7 /Ry 7 AT, SGT~v7DIPT KL AL SCGTEZ#%YT 57 4 —/L F
WA LET,

2~ 65519 O SGTHEEEZHETEXET,

X b =2 % SGT 12~ v 7 5HI21E, [Prefix] F= v 7Ry 7 A% 4L T, 7%y b
FEIEIPV6 LT 4 v 7 AR ANTILET, 728 20E, 10.100.10.024 &~ v B 7T 512014 24
EANLET,

[OK]. [Apply] DIEIZZ V v 7 L, BEEZRGFLET,
54 7 > kCisco TrustSec [Zxt3 5 VPN DY

ASAIZ. VPNE v avDeXa VT4 IA—FFZX L TEFR— ML TWET, SEAAA
P—N—ZfFHT L0, Fi2E, v— DNV 2—F—=NVPNINL—T R v —Dx2 VT 4
IN—T BT HRETHET, X2 VT4 VV—7 %7 (SGT) % VPNt v a IZE
NBTHZENRNTEET, IHIT, LAY 24— %> MRHE T, Cisco TrustSec ¥ A7 L%
NLTCZDETHAGHET 5 Z LN TEET, AAA $— 3= SGT 4RI T X 2V A2,
X2 VT4 IN—T 2T N—T R —THHLEZY, a—h a—F—nFHLE
DETDHZENTEET,

wiX, VPN 2 —H%—|Z SGT #E| Y Y CTH-OD— B2 7 ot 2 TT,

. ASA § & U Cisco TrustSec



| ASA # & U Cisco TrustSec
YE—F FHERVWPN T L—F K o—s& 00—t 1—F—~0 seToem [

1 a—%F =3 ISEV—"—2EGL AAA Y — "= 7 L—T 2L TVDVE—F T2k
A VPN IZEERE L £77

2. ASADISEIZ AAATESRZERLET, ZOHRICSCTREENTWIHEENRH D £,
ASAE, 22— —D RNV T 74w 7IZHTDHIPT RLADEY B THITWET,

3. ASAN AAATEHREEH L T —H—%FFEL. PRV E2ERLET,

4. ASA 7% AAA T5# B L7 SGT L0 U THALDIP T FLAZFHEA LT, LAY 2
~y A —WMIZ SGT ZBM L £,

5. SGT & & ¥e/37 » RS Cisco TrustSec * v bV —ZNDORDET T3 AZIFESINET,

AAA = "—DEMIZ, VPN 22— —(ZE Y B THZOD SGT NE EINTWRWNEE, ASA
W7 N—F R —DSGT #HEHLET, Z—7 KU 2 —IZ SGT NEENTWARNEE
WX, Z 27 0x0 3E 0 ¥ THRET,

B

GE)  F7-, ISERTEE (CoA) ZHEALTCHRY v —D@EMICISE #FEHT52 b T, &
UL —DOHAZRET D IHIEICHOWTIE, VPN ORENA REZBR LT EEN,

JE—FZ7O9EAVWPN G IIL—T R)—EXUO—h)L 2 —HF—~
d SGT BN

VEeE—hT7I7EAVPN I N—TF R o—FiFn—IN 22— — F—F X=X TEHKIN
fe—H#—0 VPN KR U & —T SGT BHEZRET 2I121E. KO FNEEZEITLET,

IN—T R v—Fda—bL a2—F—HDOT 7 /L ks SGTIZH Y FH A,
FE

ATV F1 VE—KTI7EAVPN VL—7 KU L —TSGT % ET HI21E, ROFNEZFATLET,
a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] DJIEIZ
HIRLET,
b) [General] ¥ 7% 7 U > L, [MoreOptions] %7 U v 7 LET,
¢) [Security Group Tag (STG)] 7 « —/V FiZ 2 ~ 65519 O#EPHOEE AT L E T,

SGT Z#%E LW AL, [None] Z IR+ 52 &b T x7,
d [OK]%ZZ7 VU vZ7 LET,

ATFYT2 a—IN F—=ER=ATa—P—HD SGT & ET 5121, KOFMNEZEITLET,
a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] DJIEIZIER L %
T
b) P —ZBNLC[Edit] 22 Vv 7 LET,
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. Cisco TrustSec DE=4 1) 4

d)

e)

[VPN Policy] #7 UV v 7 L¥7,
[Security Group Tag (STG)] 7 « —/V RIZ 2 ~ 65519 OFFHOMEE A L E5,

SGT %% LW AL, [None] Z#INT 52 & T&E £,
[OK] %227 U7 LET,

Cisco TrustSec DE—_4 1) >4

Cisco TrustSec DEERIZ DWW TIE, ROBEHEZ SR L T 7Z 3V,

* [Monitoring] > [Properties] > [Identity By TrustSec] > [SXP Connections]

CiscoTrustSec £ > 7T AN T 7 F v BLOSXP a~ v ROREFHLDT 7 + )V MizrF
%Li‘j‘o

* [Monitoring] > [Properties] > [Connections]
YXa VT4 IN—T T—TNE, EX2 VT 4 TNA—T D4R, IPT RLATT —#
MERINDEIIC, PTRFLRAEF2 VT4 IN—TDT—T N vy 2 M &
TANE) T LET,

* [Monitoring] > [Properties] > [Identity By TrustSec] > [Environment Data]
ASADEFX 2 VT 4 T NV—7"7T =T I EE4 5 Cisco TrustSec BRI IGF H A KR L E T,

* [Monitoring] > [Properties] > [Identity By TrustSec] > [IP Mapping]
X2 VT4 IN—F T—=T M, X2 VT 4 INA—F D4R, IPT FLATT—4
MEREINDEIC, IPTRLA X2 VT4 IN—TDT—T N~y T = )%
TANZY T LET, BRLIEEX2 VT 4 J0—F A7V =7 N ACL THEH S

TWAEFT, b LMD EX2 VT 4 INN—TF TV MR A RSN TWDL5ET
ZFoR"T DI, [Where Used] 27 U v 7 LET,

* [Monitoring] > [Properties] > [Identity By TrustSec] > [PAC]

ISE 705 ASAIZA U F— F &7 PAC 7 7 A MICHAT A ERAF L. PAC 7 7 A LD
AR N N 28546, 2RO 30 BUNIZR > T2858100F, BHE A vb—Y
NEENET,
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Cisco TrustSec 0D [EFE

X 4: Cisco TrustSec 0 & FF

Cisco TrustSec O /& E .

T3y bT4—
HEEESR L) )—R SR BA
Cisco TrustSec 9.0(1) Cisco TrustSec IX. BEFD ID B A 7 T A T 7 F v & Fk

ETHT IR s ha— L TT, Xy NU—7 T340 XD
T BRI EZBENE L TRBY, ¥X2 VT4 TR H—
2% 15077y N7+ —5 ETHASLET, Cisco TrustSec #
BT, EMTT7 A Ao —V—EEL = RARA v MEttofl
HEDLEEFHAL T, B A R—ABLOTAT T 4T 4 X—
ADT 7 ®A ary ba—LERELET,

ZDY Y —ATlX., ASA IZ Cisco TrustSec BtEa S TRV, &
X2 VT 4 IN—FIZESOTRY =2 S £ 9, Cisco
TrustSec KAA VHNOT 7 RZARY —ik, A ITTEFEL
FHA, Fv FT—ZIPT RLATIEARL . BETBLO%EED
FNRA AP —) WIS TNET,

ASA X, BEX 2 VT 4 IN—TIZHESZDMDEATDRY
V= (TN T—=var A AN Vg o7 ) 1Tk LT Cisco
TrustSec Z#IEHTE 4, L2, RETHZ/ TA Ty TOH
W2, BX 2T 4 =TI ESLT 7 EBAR) =2 AL Z
ERTEET,

WOEENEAEIIERINE LT,

[Configuration] > [Firewall] > [Identity By TrustSec Configuration] >
[Firewall] > [Objects] > [Security Groups Object Groups Configuration]

> [Firewall] > [Access Rules] > [Add Access Rules Monitoring] >
[Properties] > [Identity By Tag]

LAY 2kXa T4 Z—7 |9.3(1)
DRI A VRIS g

CX2 YT IN—T BXL T A —F Ky b ZFL T LT
b THEHALT, RV —Z2@EHTESL S22V E L, SGT
LA =V Ry N FZXLT (LAV2SGTA VAR T v a b bR
nN5) #FMATEE, ASATI RagoA—Y %y h 71L—3
7 (BtherType0x8909) ZfiHL T, A/ —¥ Ry hA ¥ —T =
AATEX2 VT 4 IN—T X7 2%EZETEET, Zhick
D, EETOEXF2VT 4 IN—F EZTHTL—2 TFARD
A —FFy b T L—AITHATEET,

ROBENEL S E LI,

[Configuration] > [Device Setup] > [Interfaces] > [Add Interface] >
[Advanced Configuration] > [Device Setup] > [Interfaces] > [Add
Redundant Interface] > [Advanced Configuration] > [Device Setup] >
[Add Ethernet Interface] > [Advanced]
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T3y bT4—

HeE L) —R

N

5158

Security Exchange Protocol (SXP) |9.6(1)
/N—37 = 3 @ Cisco TrustSec
A—k

ASA @ Cisco Trustsec [X, A b S 5 4 7 X0 L3R
SGT & H 7 % NED/NNA T 4 7 % A[REIZT D SXPv3 & S22k
THEOIT E LT,

[Configuration] > [Firewall] >[I dentity By TrustSec] & [SGT Map
Setup] XA 70 TRy 7 ANERINE LTz,

Trustsec SXP #2f5t D% & Al RE72 1 | 9-8(3)
BRR—N R Xy XA ~—

T 7V hD SXP AR — NV R X7 XA <—L 120 TT,
DX A—% 120 ~ 64000 PIZERETEH Loz E LT,

PH/ETE Sz~ K ctssxp delete-hold-down period, show
cts sxp connection brief, show cts sxp connections

ASDM ¥R — MIdH Y £HA,
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