T7IOXI)IL—IL

ZOETIX, TIZ7EBANL—ILZHHALTASA ~DRy NU—27 77 A0 ASA Zdim+ 5
Xy NU—7 T 7w AEHET D HECOWTHHALEST, VT v R 77 AT Ur—/LE—
ROBEB R T AT LU N 77 AT 74—/ E— ROBPEL, Xy NI —27 T 78R %
HAE 2121k, 77 EBA L=V EFEALEST, FTUAXRT LY N E—RTIHE, 772X L—
(LAY 3 T 47 DEA) & EtherType V—/v (LAY 2 bT 7 4 v 7 DA O
FEERTEET,

B

GE) ASAA U H—TxA RIEHRT 7 VAOHBNTT 7824 5121F, ARAMIPT KL AR
TEHT 7R NL—VEINELY A, LEROIL, RREBEORE T A FIZHE-> TEHE
TR AERETDHI LT TT,

e X NU—27 T UEAOHI (1 2—)

T I EBAN—=NLDTA LA (8§ =)

o TV AKIENCET HHA RTA4 2 (8X—)
o T 7B ARKIOHKE (10 X—)

T I EAN—NADE=LY T (21 2—)
« TR A N—ILORERE (22 =)

>y bI—0 T XD

T 7B A JL—)LE, ASA OIRBEHATL T T4 v 7 EERZ LD TY, BEORLD
LAY DONL— NV EHAEDLETCT 7R a2y ha—L R —5FECXFT,

e A UH =T A AZEI S THENDIEET 78 AL— (LAYIULEDNT T 4 v 7)
EIEHIMEREHTMOFNFN TR HL—L Y b (ACL) M TxEd, EET 2
TAN— VT, BEILELWED NT T 4 v 7 DEEHEIZESNT N T 7 4 v 7 BFFa[E T2
IFHEE SN ET,

e T R A L HZ—T A4 A (BVL, —FT v RE—R) IZEV Y TOHNTWAILET
T AN— (LA¥ILULEDRNT 7 4 v7) (BVIZIEET DL, HEHMERETM
DENENTER2DNV— Nty bEHEATE, VvV I N—T A R—=Df v H—T =

TR IIL—IL
I



B sy a—mms

7oA L= |

A ACbLNL— bty FEBMATEET, BVIE AL R—DA U H—T 2 A ADWFGIZT 7
T AN—ANRH D L, MEONEFIZHF BN L > TR 9, HEFHH, AL X—=DT 7
TR A= BN, RIZBVIOT 7 A2 L— AR SNET, #EHM. BVIL—
WINERAND, A N—=DA U H—T 2 ZADN—)LPRIZEBEINET,

e 7 — N LIZEID S TCENATEBET 7R L—L : TSIV DT VA 3y ha—)L

CLTHERATAE D a— UL Lb—L By NEERTEXET, Fa—UL b—j3A
VH—T A A= VDRI SNET,

EHT VAN (LAXILULEDNT T 4w T) A E—T oA AT DH T

T4v7 EEEFERNT T4 v ) EHETLIE-OL— Lty MEEATEET, Z
NEONL—T, CLI®O Taryirg—L FL—y| T2 RA TV —FIZHEYLET, F
INA ZZHETAHICMP T 7 4 o 712290 T, Vb YIZICMP V— VA RETE E7,

e A B —T oA AZE YK THND EtherType LV —b (LA Y2D T 7 4w 7) (TV

VIN=T AUN=DA L F =T = ZADF)  FEHMEFREHTMOENEITHER
L=ty FEREMHTEET, EBtherType L—/Vid, IPLSD R T 7 4 v 7 Dxw b
T —7 T 7 A %HI#ET 50—/ T9, EtherType /L—/LTl&, EtherType (2T K7
T4y PSR EIIER S NE T, £, T vV INN—T A=A U F—T =
A ANHERT 7B A V= ZBEH LT, LAY3IULED NI 7 4y 7 ZHlHTE E7,

IL—ILIZEE T 5 —A%IE#R

WO MYy 7 TE, 778X V—13FE LD EtherType /L —/VIZEET 2 — 2 M 2124t L =

AVA—TIARTIERIL—=LETO—NILTIER L=

TIRAN—NVEREDA LV E—T7 A ZATMAT L0, FHET 78R V=1LV ETTO
A B =T 2 A AT 0=V TEET, A1 F—T A AT 7 BX )L—LL—FEIZ
Ia— VT I RAN—NERETEET, ZOBA, BFEOERA VA —T A AT Ik
ZN—AREIZHAD T — L T 722 =L L) bR SNET, Ja—_L T
TA =ML, BENT 7y ZICETEASNET,

AINDURIL—ILET I RNV R IIL—)L

N7 7427 DFEIZESNTT 7R N—LERETEET,
e AR R AR R T IRANL—UE, A F—T 2 RAIASTL B +T

T4 v ZICHEBENET, Ju—L TR L—AVBIOWERT 7 X L—VITHEIC
ARG R =W ) F£9,

TN R T ITRA—=E, A =T oA AP EESND T T4

ZICHEM SNET,

. TOEX L—IL



| 79€x 11—

IL—ILOIER .

B

GE) (SRR BEO [T RO R IR, A0 —7 A AZBIT5H ACL Ol x4
ERLELOT, BIEIE. A Z—T7 24 RAZBVWTASAICEVZEEND T 74 v 71T
ACLPNHEHSNDZ EE2RL, BEIIA L F—T 24 ATBWTASANLEEEND b T
T4 ZICACLBEHASIND Z 2R L TWET, INOOHGEIT, —fRICHEE IS,
X2V T A DIENA LV F—T 2 AMBENA LV F—T 2 A~D NT T 4 v 7 OBEIR,
—RIZEBLEFEEND, EX2 VT 4 OENA L H—T 2 ANBIRNA VX —T = A ZA~D
N7 4y OBEIZERLEREA,

T2, WEBFR Y NU—7 EOFRFEDR A MIR->T, % hU—2 DO WebH—/3—
T 7B ATEDLIICTDHARECE, 7Y MUY FACL AEHATY, o1 o
7 RACLEERLTCT 7 BAZRIRTHZ L TEETN, HELLEARANTFT 78R
BRI DT 7 RNT 2 R ACL & 1 DIZTERT 2 AT (ROMEZRL T2
), OTRTORA NI, 7V MU KRACLIZK VAR Y U —27 Bl S
£7,

X 1: Outbound ACL

Web Server:
209.165.200.225

=

/-)j \
Outside

f‘"

ACL Cutbound
Permit HTTP from 10.1.1.14, 10.1.2.67,
and 10.1.3.34 to 209.165.200.225
Deny all others

Inside ® HR \ Eng®
A

i

ACL Inbound ACL Inbound ACL Inbound
Permit from any to an Permit from any to an Permit frem any to an

K E]E]I'|| _I/l:ﬂ)

_..- L
mLLLM-—’m‘;ﬁS‘mh:ll,;?l' == 10.1.3.34 9 209.165.201.8

tatic g . )

10.1.2.67~» 209.165.201.6 Btwtie: AT g

Static NAT B

IL—ILD)ER

=L DIEFREETT, ASAIZBWT, 27y MEIRET 20 Ka v 7T 200l 1
NAHEE. ASATIE, Ny b EKL—LEDIREN, 1A é:h%.’) ACLIZBIF 5 ZEN 6D/ —
NN NAIZHE S T TOINET, NI ONL—UZEE LTS E, ELBEOL—WEIT = v

TR IL—IL
I



B =zousy

B BB 7R 5 Al

R HEE

7oA L= |

JENFETA, T2 2iE, REIER LET 78 ZA V=R, £ F—T A ATk LTI
THORNT 7 47 ZARMICHTT 55D THIUE, TNLEOL—VIETTF =y 7 SNER
/1/0

FEX 2T A A B =T oA ZANBIEEXF 2T 4 A F—T = A ZA~D Pv4 B L IPV6
DZ=FXY AN NTT7 47 XT 74N FNTHFAIINET, ZNICITEEOL—T v K A
H =Tz AEN—T v RE—RTOTY) v B A 2 —T7 x4 A BVI) MONTT7 4>
ITINEENET,

TNV ITN—=T A NR=DA L BZ—T 2 A AT, BEFa2V T4 AV F—T A ADND
BexaVT 4 A X —T 2 A~DZOBBROFAN, RLTY v ZV—TFNTDHA
VHA—T A RAEHAEINET, TV v ITN—T A N—DA v HF—T o2 f AL )—F
RAVHE—=T 2 A ZAEITHNOT Y v T—T DAL =L ORNZIIREFEROFF1IH 0 £
A,

TV ITN—F A RNR—=D A E—T A A Ob—FT v REFIZF T AT L | F—
R) bR%&EFT 74/ b THAILET,

« WHMD ARP, ARP bT 7 4 v 7 OHIENZIZARP A VAT v a V&R LEST, 77
A NL— L TIHHETE EEA,

« 516100 BPDU,  (Ethertype L— /L2 L T b2l T £4)

Mo ~7 7 4w 7ZiE, JERT 78X L—v (IPvd BLOVIPv6) | F 721 EtherType /L— /L
GEIP) OWTFraEHT 2 0ERH Y £7,

ACL Otk CHEERIO RS DR E SN D T2, BIRINIZHFRTLZ2WERY . T 7 4 v 7 (3@l
T&EEHA, HEZE FHEDOT RLAZERSTARTO—YF =2, ASARRHTOXR Y FU—
TIZT V7 BATHI EEFATIHHE, FFEDOT RLAZESR LTS 2T, thod+XTo=a—
P—Z R LET,

BH (2 bha— FL—r) O ACL X to-the-box FT 7 4 v 7 HFEBL TWETN, A
B—T oA AD— E@Mﬁw—w@X%’ IZREERD deny 3 H D R A, ZORDVIZ, FH
T IR NI E LR Wl E O 7 7 & AL — L CRHMl S AL E T,

mﬂ3mm1®ﬁm\Ml@%%ﬂ%é%%%@ﬁéﬁ\mk?74v&%mwmc%@
LEHA, 72L& 21X, EtherType 8037 77T 5855, ACL DRJBIT & 5B 7245412
T\%%leu%%ﬂ(ikﬁ%&@?#nU?%4V§—714Xﬁgﬁ&®ﬁ%;9
T A4 AH =T o2 ANFEFERRIIZEER) LIZIP b T 74w/ R T7ry 7 SNDHZEEHY T
A, 7272 L. EtherType b —/L TTRTD hT 7 4 v 7 ZWRANCIEEG L723EA1E. IP &
ARPD h T 7 4 v 7 NMEGR SN, WA T bard T 7 4 v 7 (HEiRrIyo—3 g
E) EUNTFAESNET,

Ta—rN)V T T EAN—)VERETDHE, BRORERILZ 72— L b— UMLBE S =%
\—fat D gi—j«o {k@%j]{?@llﬁr%;‘j% LT< fuéb\o

. TOEX L—IL



| 79€x 11—

naT 7522 — [

1. AV F—T=zAART TR )L—)

2. TV ITN—T A RXR—=DA B —T A ATIL, 7V RSV H—T = A A
(BVD) 7 7+ A JL—)L

3. Jua— )7 A )L—)L

4. BEFERAY72HEAS

NAT &7 0 €R IL—L

TI7EANL—NE, NAT ZRELTWAEETH, 778X V—LO—HERET HERITH
WCEBROIPT FURAZERLET, =& 20X, WEHHY—/3—10.1.1.5 HD NAT &% iE L T,
PRI 7\ —T 4 ZRREIRAERD IP 7 K L & 209.165.201.5 % Z DY — _R— (1595
BElE., ZONEY—_"—~DT7 78 RAEINBNT 7 4 v ZIZEHFRIT LT 7R L— LD
T, =R"—D= o 77 FL A (209.165201.5) TiEZR< EEOT FL-x (10.1.1.5) %%
BT 20BN HD £77,

E—DtExXa2 T4 LRILVAVE—DTDTARETIERIL—IL

FEALHE—T 2 A ATEXF2 VT 4 LRXABHY, T 7 EAL—AREEINHANIEF =
VF 4LV DF =y INEFTENET, LER-ST, 77 82— L THRL I L35S
TH, A F—T 2 A AU TORILEF 2T 4 L_XAOF =y 71280, HEEnTay
7 ENDHAREMENH Y £9, R TRIL X2 T 4 LYULOERNHTFATSNS L9152
T, FAHESRORETT 7B ANV—VINFIZBEIND LT HMERDLLERH Y
3

FLEX2T 4 L_XVDATA L F—T oA AL HNA 2 —T7 oA A ORI, A
CLeFXaVT A 749 DA B —T oA AW TF = 7 OxHRERY £,

NSO AT HI2I1X,  same-security-traffic permit inter-interface =~ > K& A /)
LET,

NS ORERETFAT 521X, [#8RK (Configuration) |>[7/34 ADERE (Device
Setup) >[4 2 —T 4 RADEEKE (InterfaceSettings) 1>[4 2 —T =4 X (Interface
) IONAIZEIR L, [RICEF2U T4 LRILTERSINIZ2OULEDA V2 —T 24 XED
FS 27499 EFHMIZFT S (Enabletraffic between two or moreinterfaceswhich are
configured with the same security levels) | 47> a U Z&IN L 7,

FIUANA v B —T 2 A AL A F—T oA AZEo8GT. MUEX=2UF 4 85
TAITDA A =T 2 ANTF = 7 OXRELD FT,

IS O AEFFA T 5121%, same-security-traffic permit intra-interface =~ > K% A7)
LET,

NSO AETF R 511X, 48 (Configuration) 1> [7T/31 RDERTE (Device
Setup) >[4 32— 24 ADEKE (InterfaceSettings) >[4 2 —7 =4 X (Interface
) ] DIEIEIRL, [RICLA 2 —T A4 RICEHEINE2DUEDRA FEID RS T4y
9 #H#ZF % (Enabletraffic between two or morehosts connected tothesameinterface) ]
FTva vERIRLET,

TR IIL—IL .



7oA L= |
. WRT 7R IL—IL

VR 79X IL—IL

ZOWETIX, WEET 7R L= I OWTHB L E T,

JR—2 bS5 7490120 TFTBLETIER IL—IL

N—TFT v RE—=FE FNTFTUART Lk F— ROMWHIZxT 5D TCP., UDP, ¥ L ONSCTP #
FAZOWTIE, VH—2 T T4 v 7B TH00T7 78 A N—)VIVEH Y FHA,
ASA VX, FESL SR ITFIEEHGE D) X —2 N T T 4 v 7 BT _THRLET,

72720, ICMP 72 EDax 7 va LA a ha iz onTid, ASAIFE SRty v a v %
WSt LET, Lo T. (ACLEEETA LV H —T oA AL5EA LV E—T =4 ZTHAT
HZET) TIZEANL—ILTHGMDICMP 273570, ICMPA VAT gy my Py
EAR—T VT HULERHD ET, ICMP A VAT v ay m VU id, ICMP &y v a v
ERTAEREE LCRWET, =& 2 IE, ping #1135 21%, echoreply (0) (ASA 725
ARAR~) E7zldecho (8) (RARNDH ASA~) ZHELET,

JO—FX Y XA METILFXXYREF PS5 T40 90D

N—Tv R T77AT T+ —VE—FRTE, 78— FXx A vV TFFXY XN NTFTT 407
X, 727 8A L= LA THFRAISNTWALEATHLY Ry 7 SNLET, ZHUdid, AR —hEhT
WRWAAFI v I =T 47 7a ha/BIXODHCP REENET, X141 FI v L—
T4 7T FaLELEDHCP Y L —%, DT T 4 v 7 EHFATDHEIICHRET DL
TR E7,

NG UVART LU NEREFIN—T Yy R 77 AT U4 —VE—=RCTRILTY v 7 N—TDR
VNR—=THHA LA —Tx2A AT, T7B8ANV—NLEFEHALTIP VT 7 4 v 7 23T 5
ZLENTEET,

2

GE) INODOREREATDRNT T 4 v 7 3axsa LA THARZD, T/ A NL—ILEE
BEIOREOMFOA 2 —T 24 AZHHALT, V=2V T T7 4 v 7 OBBEFAT5
VERH D F9,

WORIZ, FILT YV oY TNN—T DA NR—=TohDHA L H—T A AWOT VA N—)L%&
FEHLC, 22—V —RHFATEL N2 T 74 v XA T2 RLET,

R1LELITIUYDS TL—TDAUN—FEDT IR L—ILOENE S T4 vD

ckSTJ499 AR

147 JO kaFERFR— K e

DHCP UDP R— k 67 B L1r68 DHCP $— "= A 2 —T L DGA . ASA
X DHCP X7 v hO@imaEESE LET,

EIGRP 7r szl 88 -

OSPF 7'a k=389 —

TOEX L—IL
6| I



| 79€x 11—
grrsez -1 [

cS2J490 4

47 O braFERIER— b3

~NFXx AL |UDP R— KNI, 77V r— |=LAFFx Ak A RU—2AF, #HIZClassD

A KUY —2A alkoTERYET, |7 FL R (224.0.0.0t0239.x.x.x) TIX[E =4
EJ e

RIP (vl £721% |UDP &="— b 520 —
v2)

EET7OHR IIL—IL

ASASETCOENT 7 4 v 7 BHlIT AT 7B A V— L A2HETEXET, to-the-box FFE 5
T4 T (fH—T A A~DHTTP, Telnet, SSH 72 X2 X B868) ([2xb4 57 7 & Al
Pr—miE, SNAEHET 7 BAL—L L) bEEINET, LEB->T, ZOX I RFATS
NTEB N T 7 1w 71, to-the-box ACL THIRIIICHELR SN TWDIGA THAEENTFTSh
3

WHEOT 7B A L—)L TR AR, A2 —T A AD— i@ﬁﬁw~w@$% IXRFER D
deny 8B 0 XA, TORDVIZ, BEHT 7R V— Ul —F LaWERITBE DT 7 & A
L — L CRMII S L E T,

it\?ﬁ42~®KMPF§74/ﬁ . ICMP V— V&2 L CHIfICE £3, T35 &
ZI@ETHICMP N7 7 4 v 7 OFIENCIX, BEOYEIRET 78 A — L E2ER L ET,

EtherType /L—JL

Z OIETIX, EtherType L—/ VI OW T L E T,

HYiR— kI TS EtherType B LU Z DD ST 495
EtherType /L —/VIZIR Z il L £,

o« — R Z A D IPX BLURMPLS 2=F% ¥ A NEFHITvALF XY A 25T, 16 B
k@ 16 Xl CT/x 472 EtherType,

oA —HXv F V2T L—A,

« 7 7 /)L N THAR &N 5 BPDU, BPDU %, SNAP TH 7L ENTED . ASA IT45
\Z BPDU Z LT 5 K H IZERFF SN TV ET,

e hTF 7 R—bF (A=HH) BPDU, k77 BPDU O~3A 11— KiZiX VLAN {F#
GENDHT-O, BPDU 45 L. ASAIZL Y. J(E VLAN 2 L T3A v — KR
BEIESNET,

+ Intermediate System to Intermediate System (IS-IS)

« IEEE 802.2 i U > 7 filffl 7 ko i —EA T 7 HA KA L FDOT R AIZHES
WCTT 7R a i cE £,

TR IIL—IL .



7oA L= |
. A= b5 T4 v IR 9 % EtherType JL—)L

WKDEATDNTT 4w 7 HR—FENTWERA,

« 8023 BT L— A4 :type 7 4 —/L RTIE7Ze< length 7  — /L RMEH SN D72, L—
ITIFRBEL SN EE A,

)B2—2 b5 74 v I1Zx9 % EtherType JL— /L
EtherType [Z=2 R 7 v a U VABITH L7720, N7 7 4 v 7 WG EE I 508N H D
Lo, MDA Z—T = A ZATN— VAT LLERNH Y £3,

MPLS D EF7]

MPLS % #F ]9 5 35A 1. Label Distribution Protocol 3 & Uf Tag Distribution Protocol @ TCP #5¢
DY ASA ZfRH L THENLSND X DI L TL SV, T, ASA A v H—T = A A LD

IP7 RUARZLDP vy a U E7EXTDP £y v a3 D router-id & L CHEHT S L 912, ASA
WCHERE S LTS FOMPLS V— 2 2R ELET (LDPBLOTDP 2T 52 L2k v,
MPLS V— %%, BEET 537 v MEHT A7 (7 RV R) 2RI =— M TE5H L9
W20 ET) .

CiscoIOS /L—Z T, i7" b= (LDP £721X TDP) IZ@ L7—a~> RE AN LET,
interface X, ASA IZHEHiSNTNWAHA X —T = A ATT,

mplsldp router-id interface force
EJ ek

tag-switching tdp router-id interface force

TIOVAIL—ILDSA R

77 AEHNA — VTR T A B o R BB E LE R A,

722l =N TFr hand LTsp AT 2551, ¥ U7 T4 B ARMET
j—O

7O EAHEBETEHA KM

IPV6DHA K54

IPv6 VR —FLET, Q0L EETT RLRLSERT FLRAIZIEIPvE 7 R A & IPV6
T RUVAOMABEDLREEEZEODLIENTEET, 9.0 LV LAETON—T 3 o TlE, BIOIPve 7
TR AN—NEERTILENDHY 7,

Per-User ACL D= E18

o 22— — LD ACL Tl, timeoutuauth 2~ > ROMEAHH S E T2, ZOfEIT AAA
Da—F—=T¢tDtyary XA LT YU METEH =T 4 RTEET,

. TOEX L—IL



| 79€x 11—

7oA 5E=ET 554 k54> [

c 2P =T LD ACL DIZWOIC hT 7 4 v 7 S SHHA . syslog A v — 109025
N7l sSnEd, b 774’ v BNHFR SNTHA . syslog A vE—VIdAER SN E
HFh, 2—HF—TLDACLDlog 47> a O RIZH Y £ A,

ZOMOAA K54 v EFIREIER

B

HER OB E L HIZT 7A=Y R ML, ZEROELESNZAV—ADNEEND
2B ENHY FT, BEHIC, T BRATV—TF0O ACL BIEFITKREL 20,
VAT LEBRONRT p—w AR B XD RN H Y £, syslog A v E—T Dk
G, 7 == A —"—RADT=DDIEE, SSHHTTPS BFHT 7 & AHEGE OMEST & HEEF /2
CICMERS DAL, T 7 22— LD T N—= TRVENS LIVER A, — %I,
=)L) A R B ERPCHERFEELL T, vLb—b, By B LARWWL— L, fRIETE 2L
7257 FQDNA 7 V=7 N EZHIBRT HOMERNH Y 3, o, 707 b A—T
R OFEEGRFTL T 230,

cHILWEHTIIA 7 V=7 N A—TWHBITT 74V N THEMEEIET,

FTV 2 N ITN—TRBEARI—TNMITDHE, VI T v TONRT —< o AHET
L. CPUMHRIZHMLUETR, 727 ERA L—LORBICHLERAETY ZMIHT EN
TEET, ATV N IN—TRBEANLTEGE, Xy NV —7 ATV =7 b E
IV —ER 3TVl MIEESNFEEALDR, TNO6D T N—TDEFRIZHESINHNT—H
TEHT IV BA L=V PBRENET, 204 T a 2R ETHINE. 778RA L—)b
T—TNDFH 5 [Advanced] R¥ %27 ) v 7 LET,

object-group-searchthreshold =~ > FZFEH L TLEWMEEZ A R—7 ML, T+ —~
VADE T EBGIET A ZENTEET, LEWEEMH L-BETIX, # 2 & ICkET
SO G DIP T RLANRR Y hU—2 A7 V=7 NeBAEShET, BELT ML
=BT D47V NOBMB, 56T FLAE—KT 58D a2 5 & 8mn
s E T, —BHEPERICRD 2 EEZSTEDIIV— LV ERELET,

GE)

FTV 2 N TN=TOREIE, XAy NT—7 ATV b
P—bERA ATV NOZBTEHELES, EX2UT 1 71—
TEFE—F ATz NTEHEMELERA, ACLIZEF =
VT g4 JA—TREENTODIEHAIEL. ZOBEEEZHNC LN
TLEEW, ACLWIET 7T 4 7o, ZTOMOTH L7
WENEL 72 D AREMER H D 77,

TV RAIN—=TIZN T ary aly NETAEMENTLILET, VAT LON
T AL EEMEEZESODL I ENTEET, 2L, MRPHEEICED D RN H
HARARNLIZFQDN AT V=7 M &I 5561, 77?%7»~7@:/ﬂ4wﬁ*

BRI SR WATREMER H B 72D, F T HF 7 varaly MIfEINEE AL, FEH
WZOWTIE, — IR ERET A FOEAREDELZZRL T EEV, ZO0F 7=
VEEN [Conﬁguratlons] [Device Management] > [Advanced] > [Rule Engine] ® FiZdH D £797,

TR IIL—IL .



7oA L= |
B 7 txnmons

+ ASDM Tl¥., ACL D)L=V DRFHZH DT 7B A U A DI AL NMIESHNTL—/LDH
MEE SNE T, ASDM TH LWWL— L 2B L72G6a b, BET 50— L ORIZH 5
X RRBAE LTRESNE T, 72720, ASDMD/ 37 > b b L—HE, CLIORA
N—NRICERESNTZa A Mo—&Lx7,

c BEIRELIISLT FL A, HDWVTMEL RS LY — B XITEEOHA 2 AT 5

L. ASDM TZNEDEHICK LTF L7 4 v~ A DM_INLINE D47 Y= 7 h 71—
TRHBIIHER S E T, ZhbDA T V=7 NI, V=V T—T L Ea—DZnb
DAL R—=F 2 b 3— MIHBITILE SFvE 23, [Tools] >[Preferences] C [Auto-expand
network and service objects with specified prefix] /L—/V 7 — 7 VR EZ RINFEIRT D &, 4
TV MhEFRRTEET,

s BRI R AA 4 (FQDN) Xy NU—27 47Vl MR EEi-idsfcoLEgEr L
THERT I, T—F A Z—T A ADDNS biRETDHILENHY 1,

FQDNIZ L D7 7 ZADHIFENIRA =T 4 — MNUDOA B =X L THDHZ LIZERLTL
EEWV, RORAEBELTIIZIN,

e DNSJGEIIA T —T 4 V7 ENDAREMEN B D72, BRICEHE TE HNEDNS I —
/\‘_@ﬁig{ﬁ)ﬂ L/jzjﬁo

« —HRDOFQDN X, FFZIEFIZARDE N —R—DA, BT LiTvnked Th, %%
HOIPT RVRAZFEFOZLNHY, TNOPHBIIATINDZERHV ET, &
AT AEF Y v 2 SNTWADNS V7 T v 7 OREERAT 720, 2—%—
EF Y v V2l AFEL WY RUAZIGT ARtk d 0 . 2 OHkEI X FQDN /L—
A LER A, FQDN %y NU—27 47V =7 M &2EHT 50— 0%, 100 A
DT KL ATIRR SN DA RN L TOREAIHERE L £,

100 #8257 FL AR ESNDFQDN DRy U —27 7 V=7 b —/ L& 1E
LW EEHERE L ES, BT FLARRIS L, /851 ADDNSF ¥ v =
THEHAHETH 5 ATREMEIR V) S T,

« NKDH D FQDN Tlt, 725 DNS Y — =R 73257y hOIPT KL AZEKTH
BRBYET, LIAoT, 2—F—2RE L2 b O L ITR4 D DNS H— " —%ff
AL TWAHEA, FQDNRX—Z2DT 7 & ZHl#EINL—LRN 7 547 FTHHSA TV
HHA FOTRTOIPT FLARIZEHIN W ERHD, — L TEK LR
BIFHIER A,

o —#® FQDN DNS = k UlZid, FEF TR rTREREM (TTL) AR E ST
WET, ZORE, Ly T v T =TIV THBEICE I LS UNE L, 2R
VAT ANRT = VAL EEE X DGERH0 £,

7 0t A FIEDERTE

TITE, TR ar ba— v ERET D HFECOWTIHALET,

. TOEX L—IL
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FIE

TI7RAN—NVEEATDITE, ROFIEZFEITLET,

AT w71 [Configuration] > [Firewall] > [Access Rules] DJIEIZ IR L F 9,

N—=JIA v E—T 2 AB I OHRBNIHER S, 7 e — L b—UZEn s L idhlo 7
N—FICFELDENTWET, BT 7R NL—AERETAHAESIT. ZOX—ITHRYIRS
NET, oD N—T0N, ERENTT 7 BRI N—FL L TA v E—T oA ZAEI1TY
72— UIZE D BT HNTIEE ACLIZHY LET, #4115 D ACL % [ACL Manager] ~<—|Z
FrRINET,

ATV T2 RONTNILEEITLET,

« B LVWIL— L& BIN 5120, [Add] > [Add Access Rule] DJIEIZEIN L £,
o 22T FRNOFEEDBFTIC N — L ERAT HI2IE, BT 5B Fich 5BEFOL—L

Z IR L T [Add] > [Insert] DJNEIZEIRT 55>, [Add] > [Insert After] DNAIZER L FE 5,

= VERET HITIE, V=V EEIRL, [Edit) 227V v 7 LET,

ATFY T3 =7 aXT 4 E AN LET, BRI LIERS TV a v ERIORLET,

e [Interface] : V— IV ZEHAT HA L F—T 2 A AZHELET, 77— b b— L ZERK

THEAIEL[Any] Z@IRLET, V=T v FE—FROT IV vy JL—7TiE, 7V v
RHA L H—T A A BVD KTV ITN—=F A R—=DA B —T =1 ZAD I
T 7R — L EERTX $9,

* [Action] : [Permit] £ 7213 [Deny] : XD b7 7 ¢ v 7 ZFFAIT 2068 (B3R T 500 %

fRELET,

* [Source/Destination criteria] : #F7E (BIET KLV R) L% (77497 7u—0DF—

o b T RVRA) EFLET, @FIL. RAMEZEFY 7Ry FOIPVE T RL A2
IZIPV6 7 RLAEZFRELET, ZHTRY NI—F, Xy NT—T FT V=T s T —
7. FRERY N =R ATV N I TRTIENTEET, EET
Da—W—AFliFa—F— IV =T LIRETCEET, £/, [Service] 7 1 —/L KTk
T4y OEEERTETDHE, TRTOIP b T 7 4 v 7 TERL, BFED T 7 4 v
JEMNRETHLV—NVEERTEET, Xy NV —2 $—ERX ATV MIH—EX
GO HAIE. [P—E A (Service) 17 4 —/V FIZIP 48T L £9, Trustsec & %
HELTWEEAIE, EXa2V T4 IV—T2FEA L CHELEmEEEHRTEET,

BHARER TR TCOA T > a VOFEMIZOWTE, 77 BA L—nD7 a7 ¢ (12 3—
V) BBRRLTLIIZEN,

N—IVDEZRNTT LIZH, [OK]ZZ7 U v 7 LTL—)v T—7 VBN LET,

TR IIL—IL .
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AT T8 [Applyl 227 Vw7 L, 77 EBAN—IEFEEIMRTLET,

TOERIIL—ILOTAIINT 4

TIEAN—=NVEBINELITRET D2 LZICRETELTE T L EZRIRLET, £<D
T A=V RTIE, WERY 7 AOFIZHD[LIRZE7 Y v 7 LT, TDT 4 —/b RITHHE
TLHAT V=l MBI ER, RETEET,

A3 —T14R

N—IBEHSNDA U H—T A A, T a—rb )b—)VEERT 555613 [Any] % 3R
LEd, V=T v RE—FDTY v I —FIZx L, 7V o IRBA LV H—T oA A
(BVD) FHETV v IN—T A R—=DA =T =2 AEBIRTEFET,

[Action] : [Permit]/[Deny]
RO T 7 4w 7 ZFFal T 208 () T2002HELET,
[Source Criteria]

BMELEIELTWD NT 7 4 v 7 ORIEEOFE, [Source] IZRET HMENRH Y 7
N, FOMDTaXT 134T a T,

[Source]

BETTDOIPvE 7213 IPve 7 R LA, T 7 4/ MiElZany T9, ZiUTTXToH IPv4
FRIEIPV6 T RL A —HLET, IPvd DLE X —47» MIT 58581 anyd %,
IPv6 D X% 2 —77 >y MZT H5AILany6 # 2N ZEIVEHATEET, H—DOKRA T
FL 2 (10.100.10.5 £ 721% 2001:DB8::0DB8:800:200C:417A 72 &) . V7 % v k
(10.100.10.0/24 % 7213 10.100.10.0/255.255.255.0 =\, F 721X IPv6 DA X

2001:DB8:0:CD30::/60) . X NI —7 77 "ERITIRY NU—7 3TV
N I N—T DL, Fy NT—T B—ERAFT V=l N IN—TDOHRTETIEA
=T oA ZADLHIEEETEET,

User

TATYTAT A T7AT T —NVEENILTWDHEEIX, 2—F—Fida—
P—IN—TF% b T 7 4 v 7 DOEETE LTEETEET, 22—V —2NBEFHEH LT
W5 IP 7 RLAEFA—MZ—HLET, 2—H—% (DOMAINwser) , =—H— 7
J—7 (DOMAIN\\group 2 DD \ZF/N—TZ %R LET) ) | Eolda—H—F
T N IN—TEEETEET, ZOT7 44— RTE, [.]E27 Vv 27 LTAAA
P X—= TN —T PO AR EEINT 21 B4 RTE AT 5 L0 bILH0ICHE T
7,

Security Group

Cisco Trustsec ZH NI L TWAEARIE., EX 2V T 4 TA—TOLFIRHX T (1~
65533) . FEtEFX 2T 4 IN—T ATV NEFBETEXET,

[More Options] > [Source Service]

TCP. UDP F721% SCTP Z4asc—E X & L CHRE L7=-HE&1%L. TCP. UDP,
TCP-UDP, F721ISCTP A ETERFADY —E A AT V7 kx, MEHOA TV =

. TOEX L—IL
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72 L—Ln7os7 ¢ [

J Ned T a s TRETEET, BEIL sk —vR0LEEEREL, FEILT—
ERITERLET A, FHELT—ERAZERT HHE, st —v 2071 hand
EEILT—ERC—HTLO2XERHY £ (L& 2E, MAFEbAR—MNERDOH D/
ZRWTCP 72 E)

[Destination Criteria]

i
]

MELEO2ELTWD N7 4 v 7 DZ—5 > FOFHE, [Destination] 135X E T 2 MLED
HYETH, ZOMOT BT 4 1TAT v a T,

Destination

SEHEDIPvA 721X IPv6 7 R LA, T 7 4V MiElZany T9, ZiULTXTDIPv4 F
70X IPv6 7 RLAIZ—E L E T, IPv4 DA E X —5 v MIT DA T anyd %, IPv6
D&% H—4y MZT 55 A T anye 2 TN EEHACTEEd, BH—DOKRA RN T L
A (10.100.10.5 F 721X 2001:DBS8::0DB8:800:200C:417A 72 &) . V7 % >~ b
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 JEZ. £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . %~ NI —27 47V bEIFFy NU—7 AT V=7
N ZN—T DR, Ry NT—F =R FT V=T N T NA—TDLETETITA
B —T A ADALRIERETEET,
Security Group

Cisco Trustsec ZH NI L TWAEARIE, EX 2V T 4 ITA—TOLFIRHX T (1~
65533) . FEtEFX VT4 IN—T ATV NEFEETEXET,

H—EX

IP, TCP, UDPXRED T 7 4w/ O7 v fhaj), 7 3 CTCP, UDP, F£7=i%
SCTPDAR— hEFRETEET, T 74/ MIIPTTA, L0 EEKYR T harz
BELT, =7y NMITBD T 74 v 72XV RET D ENTEET, @
WX, TN DEA TOH—E R A7V FEBIRLES, TCP, UDP, BLWN
SCTP DA 1L, tep/80, tep/http, tep/10-20 (AN— M#iPH) | tcp-udp/80 (AR— k 80
fEE® TCP £7I1XUDP 7 7 4 v Z71Z—3) . sctp/diameter D L 5 IZAHR— b ZEE
T&EET, XAy NIV —ERFT V7 MIP—EAIREEED D 5EIE. [T—
E' A (Service) | 74— /L RIZIP ZfE L £,

=D BIOFMBAE AN LET, 1 ITTORKLTEIL 100 XFETTT, #5872 AN
T&FEd, CLITIE, 110 aXA e LTEMEN, V= 1LORNIEEBESNET,

6=

12077y 74 —2 (Windows 72 &) L THELIOLFETa A F&BIML, £
SOXFTEROT T v 7+ —25 (Linux 72 E) DOHIBRL X D & LcfE, JTOCTR
ELFRHE SN2 W ORESCHIBRZ FITTERWARENERH Y 9, ZOHIRIX, &
EREONTESEIERFETELa—RT57 7y M7+ —2DEKGEHEICE D LT
T

TR IIL—IL .
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[Enable Logging] : [Logging Level] : [More Options] > [Logging I nterval]

nX s ATy a T, =IO Tsyslog A v —T %2 ED X HITERT H0E
EFLET, ROuX T A7 g 0 BRETEET,
[Deselect Enable Logging]

A—Dua Xy INERIR D ET, ZO—M BT ABEEICOWTIE, F0¥
A 7D syslog A v E—V HRITENER A,

[Select Enable L ogging with Logging Level = Default]

N—IVZT 7 b OuF o RIS ET, G S 7o LT syslog A v
= 106023 BNFEITENET, 7T ITAT LV ARKBEELZITTODLHE. DAY
TV OFITHEIT T — BRI KT T AR H Y £,

[Select Enable L ogging with Non-Default Logging L evel]

106023 DRV IZ, EHI Z Iz syslog A v E—7 106100 BNt SivES, A vE—
2106100 1%, FTEMICE » b LIz EITRITSNET, £D%, [More Options] >
[Logging Interval] Tax & L7[Mf@ Z & ICHRIT S, TORIBAOE v MIaz R L%
T, HEREINDuX 7 LUl [Informational] T3,

FEEAYE—V2ERNT DL, HBOFELZREBTCELHLEEBIT, HHICL > T
A=V DONNRESIT/0 £, DoSHEEZZ T TWAEA. A vE—106101
MNERINDZERHY T, ZhuL, AvE—106100 D v b T2 hDOAR
WHEHENDF v v oo SNHEG 72 —0 D, 1 DOMRBIZE T 25 KEZ#E 2
Tl ERLET, ZOMET, 77747 2 A THRABT 572012, RO
FCHEHEROIEZAE I LET,

[More Options] > [Traffic Direction]

=@ J5E ([In] £721L[Out]) ZHELET, 7 74/ NI [In] T, Za— v 77
TAN— WV EERT VA NL— LV TIEIOF T a v LNRIRTE EH A,
[More Options] > [Enable Rul€]
W= IVNTNNAATT I T 4 T2l TWDHNE I, BIHZIe > TND—/LiE, —
NT =T VRO E LB EDTH A P TRRSNET, V—AEZEITDHE, L—b
FHIRT 22 L7, =D KT T 4 v 7 ~OEHAEEIETEET, ZOd, 0
=V BNLBETE LM LT 58I, BRCHEANCTHZ ENTEET,
[MoreOptions] > [Time Range]
JV—IVIRT 7T 4 TIZIe o> T\ D MEN D DR L M H 2 EF%T DR A 7 > = 7
~ D4, RFREIFE 2 E L2RWGE . v—WXEICT 7T 4 7T,

TR IIL—ILOFHEA T a  DERE

T EAN—IVOFMA S a v EFERH LT, L= LOBED—EE I AT v A AT HT LR
TEXEd, 2770, ZnboF7a i, FEAEORSICERUICEET AL T 741
M CRHREEINTWVET,

. TOEX L—IL
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AT w71 [Configuration] > [Firewall] > [AccessRules] % #4R L £,
ARTFY T2 V=)V T—T D FIZHD [Advanced] RZ %27 V) v 7 LET,
RTYT3 ROA T a v ELBIISCTRELET,

* [Advanced Logging Settings] : 7 7 A4 /L NSO X FERET H L, A »E—T106100
DFEFHEREFDT-OIHEG 7 —R3F v v a2 ShEd (727 ERL—/LDsyslog A~
TV 21 °—) #58) . AFTVEBLOCPU VYV —ANEHIRIZHE S/
WE T D7, ASAITRIFHESR 7 v —8UCHIR AR EL £ T, Zhid, G 7o —
DHELRLTOWALARERH L7120 TYT, ZOHIRICETLHE, A vyE—T 106101 3
FATSHET, 106101 IZOWTUL FARETE 7,

« [Maximum Deny-flows] : ASAIZ LY 70 —DF v v aMEIESNAENCHETEND
R 7 —0RKE%Z, 1 ~4096 OFPHTIHRELET, 7 7 4/L ML 4096 TT,

s [Alert Interval] : E5 7 2 — PR RKBICELIZZ L AR T VAT LA BT AvkE—Y
106101 235847 S D KRR (1 ~ 3600 F) ZfEELET, 7 74/ X300 FT
‘a_O

[Per User Override] D7 —7 /L : —H —OFEFAEHIZ RADIUS r—_—m b X7 om— R
LTzFAF I a—P—ACLEZA »F—7 = A AZEV Y THNZACL L0 bR
DMEIDERELET, mE 2 A ¥ —T7 A AACLY10.0.0.005D T 7 4
JET_NTHAEL, A4 5297 ACLA10.0.0.00°6D NT7 7 4 v 7 24T+ 5
G, TO2—PF =L L, ¥4 FTI v 7 ACLIZK>TA > #—7 =14 AACLMN |E
TxXNFET, 22—V —D LEEZEZHATIEEA X —T A ATOWT, [PerUserOverride]
Frzv IRy I AeA N LET ERAFMOR) , 22— —TL O EESHEENRT 1
=7 N/ B L, RADIUS —R—IZ Lo TRIEEINE T 78 2 —UT, £DA
H—T 2 AL TREENZT 7R L= EEEENET,

T74NBFTIE, VPNUE—FT 27 BRA NI T4 w734 F—7 A ZACL L RE S
NEdA, 2L, [ANT U RVPNEYy v a VEEDNIL AV F—T A AT Ik
A YA RN%&E/SA 323 % (Enable inbound VPN sessions to bypass interface access lists) ] ™
%€ ([#hk (Configuration) 1>[V E— F7 7 AVPN (Remote Access VPN) |]>[F v b
T9—27 (V747 K) 727X (Network (Client) Access) |>EF =T 27 747 MNHE
#7177 4 — L (Connection Profiles) ]34 ) OB|RZMER L I2HE1L, ZA—T KV
—TVPN 7 4 VAR S TNDH00E 9 H (K (Configuration) 1>[VUE— 7 7
# AVPN (Remote Access VPN) |>[F v hU—27 (VA4 T k) 727 &EA (Network
(Client) Access) |>[Z/V—7" 7R Y > — (Group Policies) ]>[BI/#wEE (Add/Edit) ]>[42
W% (General) 1>[ZDfhid>A 7 = (More Options) |>[7 « /L4 — (Filter) | 7 4 —/V
FEZM) | BLO[2—YP—T4L D EFEX (Per User Override) | 47 a v ERELT
WHEPE I MIZE - TEMEN R D 4,

* [No Per User Override, no VPN filter] : b5 7 4 v 734 ¥ —7 =14 A ACL L FREX
WET,

TR IIL—IL
I
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* [No Per User Override, VPN filter] : T 7 4 v 7 i3ET A ¥ —7 =1 A ACL L B&
Ef, WIZVPN 7 4 V& LR SHET,

* [Per User Override, VPN filter] : N7 7 4 v ZIX VPN 7 4 VX DB L RESNET,

» [Object Group Search Setting] : [Enable Object Group Search Algorithm] Z##R$T 5 &, /v 7

T TDONT ;=< AIRTLETNH, A7V N ITNV—T2EHTHT7 7R L—
NORRICHER AT ZMRADIENTEET, A7V NIV —TRREA X —T
JNZLTEGA, Ry MU= A7V 7 MITBESNERAD, TNHD T NV—TDER
WCHESWT—HTHT 7R L—ADBRESNET,

[Enable Object Group Search Threshold] Zi#IR L CL X VMEEZKE L, /X7 4+ —~v 2 ADIK
TEPIELET, LEVEZMEH LZZEWETIL, B2 L ICHER L5 0mFo P T

RUARR Y NT—=0 ATV hEBAESNET, BELT RLRAIC—ET 547 V=
7 MO, 5T RLRAE—ETHHO 1 TEEB2 5 LHEENUEshET, —&F
BB RIZ2D 2 2 <Tewlii—LaRELET,

() FTT T N INN—TORKRIX, ry NUV—T ATV b
P—bERA ATVl NOKRTEHELES, EX=2UT 4 71—
T F T2l FTHEHEELEYA, ACLIZEF=2UT 4 Jb—
TINEENTWDLEEIE, ZOKREEANIL2NTSIEIN,
ACLIIET 77 4 7722720 ZOMO T LRWENEE 25
AREMER H D F9,

« [ATASHBDKRE (Forward Reference Setting) | : (7.18 KV RIDO U U —ADH) @FH.
ACL £72134T7 V=7 b IN—TWR WA T V=l hRAT V=7 N TA—T 5L
70, BESHEINTWAEL T Vs NOAT V=27 NI NV—T%HIBRTHEIXTEE
A, F7-. access-group 2 ~v 2 RTHEL TWRWACL #&8 (7 7 A L—/L %
M) 7228 T&ERA, EEL, 2OT 74NV NOBEEZEEL, 7V =7 MET
[TACLZIERKT AN TN O & [RGB TXHXICTHILenTEET, A7V =
7 FEIZACL Z1ET 2 E TR, ZNH2ZRTHNL—0T 78X 77— 138
SNFET, FABHE A 1 —7/WIZ T 5HITIL, [Enable the forward reference of objects and
object-groups] Z IR L 7, FAIZMAEA RX—TNVIZT DL, BFOAT V=27 FOZR
DA I APFERIZ D% ASDM THBITE RS20 Z & ICEE LTSN,

B

GE)  ZORTEET 74NV FTHDIZ>TEY . ASA9.18(1) LA TIX
WETERLI Y E L1,

ATvT4 [OK] %27V v 7 LET,

. TOEX L—IL
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EEBT7I9ERX IL—ILDEHETE

BEOEYT (£13EEOET) 175 ASA ~O to-the-box HFL ~T7 7 4 v 7 T 51 >
H—T 244 AACLZRETEET, ZDOFA 7D ACLIZ, IKEDoS (¥ —b z4f#h) HEs
Ty 3 AR EICARTYT

BEOT 7EANVL—IVEFRRY A2 —T 24 AD—HOEHL— /L OKRBITIIRERD
deny "0 FHA, TORDYIZ, BEHT 78 A V— U~ LAWERHTET O T 7 & A
L — TRl S v E T,

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [Management Access Rules] % %R
LET,

= UFA v Z—T = A ARNHEL SNV TWET, K7 A—T R fElkShTary br—1 7
L—UACLE LTA v H—T7 = A RZEND Y THNIERACLIZHYS LET, £41H0 ACL
%, [Access Rules] ~<— 3 JL OV [ACL Manager] X— VIR RSN E T,

RT9T2 ROWTNERITLET,
o FTLUVVL— VL EIBIIT 5121, [Add] > [Add Management Access Rule] DNIEIZERIN L F 57,

« AT FTHNOREDGFNC N — NV EFAT 2121E, BINT 2550 Tich 2B F0 /L —/L
Z IR LT [Add] > [Insert] DJEIZEIRT 5 Ay, [Add] > [Insert After] DJNAIZER L FE 5,

=)V EMRET HIIE, V— L EFERL, [Edit) 227 Vv 27 LET,

ATYT3 N—=NDTunT 42 N LET, BIRTDERF TV a v ERIDRLET,

« [Interface] : L—VEE@HTHA L F—T 2 A AZEELET, V=T v RE—FDT U v
CIN—TTiEH, TV UL v H—T A A BVI) EETV T TN AN~
DAL H—T 2 A ADWTHIZT 7 A —)VEIERTE 7,

* [Action] : [Permit] 721X [Deny] : XfG:D N7 7 4 v 7 2[5 ES (BKFE) +2500%
fRELET,

* [Source/Destination criteria] : #5760 BIET NV R) L%% (M7 74w/ 7a—0DF—
Ty b7 RLVR) EERLET, BEIT. SAMNERITY TRy bOIPVE T KL A E
IXIPv6 7 RLRAZRELET, ZiUIXy NV—2 EidRky NIV—2 7927 b7
N—TTRTZENTEET, EELO—V L4 F L F2—Y— I L—TALIEETE
£9, E£72. [Service] 74 —/V RTHrI7 7 4 v 7 OMBEATRET DL, T XCTOIP T
T4y TIERL, FFED N T 7 4 v 7 xR ETHNL— IV EAERTE £3, Trustsec &
FIELTWDEEIE, EX=2 VT 0 IV—T%2EH L CEEL LB EE ERTEET,

FERRERTRTOF T > a VOFEMICONTIL, 778X Lb—nO7 a7 ¢ (12—
V) ESLTIEEN,

N—VDEFRNTET LIz, [OK]Z27 U v 7 LTL—b T—7/MZBMLET,

TR IIL—IL
I
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ATV T4 [Applyl 27 U v 7 L, M—ILZREIHRFELET,

EtherType L—ILDEETE

EtherType V—/WET ) v ¥ IN—T A NR—=DA L F—T =2 Af A Jb—T v REILFT
AXT VU N T77A4T7 04— )VE—F) OFIPLAV2 T 74y 7I@AINEST, 2
SON—VEMFH LT, LA Y237y MNO EtherType fEIZHESWT N7 7« v 7 ZFFAl &
ToIIEFE T X £9, EtherType L—/LTlX, ASA Z#RHETHIEIP v T 7 4 v 7 O 7 a—%&Hl{H
TEET,

TV Y TN—T A R—=DA F—T = A A YLHEF L EtherType 7 7 £ A JL—/L Dl
FEu#EMATE £ 7, EtherType /v —/WE, YEIRT 7 B A L— LITER S ET,

FIE

AT 71 [Configuration] > [Firewall] > [EtherType Rules] %% L %9,

N—UIA H—T 2 A AB L OFMBNHER S TWET, &7 V—7 R, BRI TA >
H—7 oA AZEHN Y YT H 7 EtherType ACL IZFEY L &9,

RT9T2 RONWTNNEFRITLET,
« Br LV WL— L& IBIN 5121, [Add] > [Add Ether Type Rule] Z3#R L £,

o AT FTNORFEOHFNN— IV EFEAT DI21E, BT 28550 Fld 2 BEFEOL—
Z B LT [Add] > [Insert] #3257, [Add] > [Insert After] Zi@IR L 7,

N — VEMRET HITIE, V= EBIRL, [Edit) 227V v 7 LET,

RTYT3 N—NOTaxXT 42 AN LET, BT LERA TV a v ERIORLET,
* [Interface] : L — NV ZWHTHA X —T = A AZEELET,

* [Action] : [Permit] £ 7213 [Deny] : XD b7 7 ¢ v 7 ZFFAIT 2068 (R3S T 500 %
fRELET,

* [EtherType] : IRDA T a VML TR 7 4 v 7 ZRAETEET,
cany : IXTDO LT T 4 v 7,

cbpdu: FT AN R CHASHNDETY v 7 ha F—y o=y b, REEEAT
Be. ZOF—T— RIEF A 2 1T dsap bpdu 28 S AU E T

*dsap : IEEE 8022 #wBR U > 7 ilfHl X r v R OSEIY—E A TV EA KA DT R
LA, &5|Z, [DSAP Value] (T 0x01 ~ Oxff DD 16 W CHF AT £ /213G T2 7
RLAZEOLIHERHY ET, WIZ, —HMOLET FLAOEEZRLET,

. TOEX L—IL
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cx42: 7V vy Furbharsr—4¥ 2=y (BPDU) , XEZWHTHE. 2
AULT /314 A EC dsap bpdu (A # S v E T,

» Oxe0 : Internet Packet Exchange (IPX) 802.2LLC, RExMHT 5 &, ZiUudTr N
A A LT dsapipx ICZEH S E T,

» Oxfe : Intermediate System to Intermediate System (IS-IS) ., REZWHTH &, =
UTT A A ECdsapisisicEfrsnE 7,

« Oxff : Raw IPX 8023 B, REZ WM T 5 &, ZAULT /3 A 1T dsap raw-ipx
CEBISNET,
« €li ipx : Ethernet I IPX /&=, EtherType 0x8137,

* ipx : Internetwork Packet Exchange (IPX) , Z D ¥ —TU— KL, 3 2DOfEBIDONL— %
RET DO dsap ipx, dsap raw-ipx, BEL N ei-ipx D> a—rH > hTT, ZO
BT, BREZT NA AT LIRER CHEITSNE T,

+ isis : Intermediate System to Intermediate System (IS-IS) , REZWHTH L. ZDF—
U — RiZT A A ECdsapisisiZA# SN E T,

e mplssmulticast : MPLS < /L F % ¥ X |,
* mpls-unicast : MPLS = =% v A |,

* [hex_number] : 16 £ > k@ 16 #HEL 0x600 ~ Oxffff THHE T & DL D EtherType,
EtherType @ U X MZ-DW\W T, http://www.ietf.org/rfc/rfc1700.txt (27 7 £ A LT, RFC
1700 Assigned Numbers] ZZH L T 7230,

* [Description] : /L—/LD HEJOFI 2 AT LE T, 11TORRKICTFENL100 3LFE TT, &
BATHAI)TEET, CLITIX, SATAa A e LTEMES L, A—/LORNIELE S 4L
iﬁ—o

« [MoreOptions] > [Direction] : /L' —/L®F 723 [In] 2> [Out] NEFRELET, 7 74V M
[In] T¥

N—IVDEFRMNT T LIzh, [OK]Z 7V v 7 LTL—V T—T7 VBN LET,

ATV T4 [Applyl 227 U v 7 L, N—ILE&HEIRTFELET,

ICMP 75t X JL—ILDERTE

T 7 4V h T, IPvd 7213 1Pv6 2 L TIEED A X —7 = A AIZICMP /X7 v R &%
BFCEES, 2L, ROBIHRHD £97,

*ASA X, 7EH—FRF¥ AT RLASETO ICMP =2 —ZRIZSE L EE A,

TR IIL—IL
I
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FIE

&
ATy T2

ATvT3

B 7t

7oA L= |

B

axX ;e

cASAIZ. NI T4 v IDEETEA L E—T A AFETDICMP kT 7 4 v ZIZDISE
LET, ICMP 57 4 v 7%, A v F—T A ARETHNTZA L 2 —T = A ATEE
TEFEHA,

FONA A BB LIR#ET B2, ICMP V— A ZFEH LT, £ X —7 = A A~ ICMP
TIRABEEDKRAN, Xy T =2 FILICMP ¥ A FIZRETE £9, ICMP L—/b
WZIZT 7B A V= L EERRICIEFE 238 0 | 23Ty MRS —E LTZ V=L DT 7 2 a U h3E
HEnxd,

A B =T 2 A AZK L THNTND ICMP V—VEZ3RETHE, ICMP L—/L DY A D
BIZHEEROD deny ICMP /L— LN IBII S L, T 7 4V FOBEREE SN E T, TDd, —i
DA =V 2ATETEEST LA, RODOA 2= XA T HFFAT 5 L9 IZICMP
=L DU A KN DOFAZIZ permit any L— /L& EZHHMERH Y FT,

ICMP BZEERHERA v —Y XA 7 (A7 3) IIXEICT 7B AFAI 245352 L 2HEL
F7, ICMPEIEARFEA v —VEESTHE. ICMP/NAMTU T 4 A B3 I Z 4,
IPsec B LNPPTP R 7 7 4 v 7 MEILTHZEBH Y £7, £7-. IPv6 DICMP /37 > N,
IPV6 D FA N—EER Tt A S ET,

[Configuration] > [Device M anagement] > [M anagement Access] > [ICMP] DJIEIZE4R L F 97,

ICMP V— )V ERTELET,

a) A—L%EMT 5 ([Add]>[Rule]. [Add]>[IPv6 Rule]. % 7-i% [Add]> [Insert]) 7>, /L—
NVEBIR L CIREL 7

b) HIEITHICMP ¥ A 7 ZBIRLE T, T XCTOXA FIEHT 5% 1 Lany 28I L £4,

) NW—NEEHTHA L HZ—T oA ABTRLET, KA ¥ —7 A ATkKL TREBINZ
N— IV EAERT DB RN H Y £,

d) —HL7EFN T 747K LT 78 AT 50EGT 5053 L £,

e) TRTDOKIT 74y 7V —NEEMAT 556 1%. [Any Address] Z IR L £, FFEDR
A NERITRY b7 ZHIET D581, T RLALE~R27 (IPVAOEEA) 7237 R
LRET VLT 4y A (IPv6 DHHE) AT LET,

f) [OK]Z27 Vw7 LET,

(7> a ) ICMP OEERGEA v E— 2T HHIRIZ, RO 7> a U E2FH L TR

ELET, ASAZRYyTD1 2L LTHRRT D ML —RZ )b— FMNIXE LT ASA Ol 2 7 a4

H7=HIZiE, —E R K Y 2 —T [Decrement time to live for a connection] 47" =

([Configuration] > [Firewall] > [Service Policy Rules] > [Rule Actions] > [Connection Settings] % -
TRIRY I R) A R—TMITBIES, L= MRE KX T HUERD Y T,

s Rate Limit : BIFEREA v =T DL — MilfRZ, 1 H7-0 1 ~ 100 OFFHATHELE
T, T7HNNMI IBRHEZY 1 AU TT,

eBurstSize : /S—A M L— &2 1~ 10 DEFATHRELE T, ZOHOISEITEEENET
D, FNLIEOIGE R, V— MIIRBIZET 2 TEEINEE A,

A IL—I)L
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TOERRIL—ILOE=AY LT .

ATv7T4 Apply 227V v LET,

TR IL—ILDE=Z)Y

[Access Rules] X—VIZHF/L—/L Dby MIBERRSNET, By MU=V LE2EbED
L. TOEHGH EMRARREINET, by MRV Y NTHIZE, v ELEI7 Y v
L T [Clear Hit Count] Zi&R L £7, ZNEETTH L, MLEFRDFELA ¥ —T =4 AT
BHINTWDTRTOL—/LDOE y MIPTHESND Z EIZHERE LT EENY,

7R IJL—ILD syslog A v t&— DL

T I RA =T D A v =D, syslog A XY FOE2—7 (ASDMOE 2—7 7 Y)
ZEA L CHERTEET,

TI7ANIORX T EEHLTHD5E, BIRIICHES Sz 7 e —I12x3 % syslog A v
T —106023 2 REREINET, L—LDY A NDOKREIZHD THFEROD deny) 12— T 5
N7 4y 7 FRERINEEA,

ASA W ZZ T T1-6. G SNT/"7r v &7 syslog A v EB—VOEPIEFIZRKE L
RHZENRBHY ET, RDVIZ, syslog A vE—106100 ZEHT 0¥ 7 &2 A F—T L
WD 2RO LET, 20X vE—VFFK L — FAL—LbET) ORFHIERE =
THEDOT, ZNEMHT L EICLD, EflkSLdsyslog A vE—VOREFIRTEET, F
7oy BFEDONL— IO NWT, T RXTCouX 72T 48— NWITHHELH £,

A vE—=U106100 DR X T RA RX—T /N T, X7 RS ACE & —EL7%E, ASA LY
a—x2 b EER LT, FBESNZBBNTZE Loy y hofa B L £, ASAIL,
BAIDOE Y IR oTc b &, BIOKMBOKD Y (Zsyslog A v E—T%AERK L, ZORIRIC
BFAby hOBFHBMEBRBZDOE Y "OE A LAAX L ThEFLET, &FROKD VI, ASA
Ty ARV Yy PLET, 1 DOMBBNTACE & —8T25/37r v 72 o 2546,
ASAIZZED 77— = MY ZHIBRLES, L—1Ou X 7ORETIE, ZNEnD/L—v
IZOWTC, B XA vbe—VORBOIEN, YET7T 4 (BERE) LHlEdsZEnTEET,
7ua—, BEILIPT RLA, 5P T RLA, Ya hal, BLOFR— K TERINE

T, [FIL22ODKRA MEDOH LWEHE TIL, BEILR— MR RRLIGENH LD, HioT
DOFLWTo—pNMEREND L, FL 7o —0#NEREN2VWEER"HY £3,

WeSL SNl BT 5, &Ny &2 ACL TF = v 7T 5 MEIIH Y TH A, &
WOy NEFRe X7 &, By MICEDLNET, ICMP 2 EDax7 v a v LA
M7a haLOEEE, FFRAISNLTWA Ty My T RTrFrran, EGESN 7y b
T RTeXorEnxd,

INHEDA =Y OFMICOWVWTIL, sydog A vE— HA REZBRL T EE0,

TR IIL—IL
I
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@)

Evh Xu®v—106100 DX IR A 2—T VT, 237y BN ACE & —HL7-HA. ASA LY
n— x> b EERL T, BBESNEZMBENTZE L Ny b %ZBIFLE4, ASA T
X, ACEflouXx 7 7u—%RRKRKEFHTEET, CORRTHLRED 7 v —0[HEFHZ
FETHAREMRH Y £, AEFVBLOCPU U YV —AREHRICHE SNARNE HICT 5D
72T, ASAITRIFHES 7 o —8ICHIB 2R E LET, ORI, 57 a—icxt LT
HESNET FA 7o —C3TRESNFTEA) . T, EGE 70— 3K 8L RL WS A
BEMER®H D72 CTT, HIRIZET 5 &, ASAITEEFOES 7 o —n3HRYIc /2 Ecax
OB LWESR 7 0 —2ERET. A vE—106101 ZFITLET, 20X vE—V D8
B, BXOHEG 70 —0F v v o DR KREIL, M ECHEcEES, 77E8AL—10D
AT a0 E (145—) ZBRLTLIEEN,

TR IIL—ILDERE

T3y bT+—

HEREA L) )—=R tEA

AV H—=T 2 A AT A NL—1|7001) ACL ZfEH L7z, ASARH DRy NU—2 T 7 ZDHlH,
WOBHEAEAN S LE L7z, [Configuration] > [Firewall] > [Access
Rules],

Jua—) 7 IR L—)L 8.3(1) Ta—r\)L TR —LREAINE LT,
WOmENEE I E L7z, [Configuration] > [Firewall] > [Access
Rules],

TATUT AT 4 7747 7x— |84(Q2) TATTATA T7AT U —NDa—F =BT L—

DHHR— TEREILEBEIHEHTE LRV ELE, TAT v

TAT A 77AT T4 —/VACLIZT 7 & A JL—/LRL AAA L—
e EBIZ, BIXOVPNERECHEHTE £,

EtherType ACL 28 IS-IS F 7 7 1 v |8.4(5). 9.1(2) FNTUART VN T AT U4 —/LE— FTIX, ASA 73
7 & AR—h EtherType ACL Z#ffH L CIS-IS b7 7 ¢ v 7 %S Z LA T
D EoIChvELE,

WOE 23T Zj1E L7, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

TrustSec DR — 9.0(1) TrustSec ¥ = V7 4 F)—F % #E 0 &5l T& 5 &
INCRVE LI, TAT YT AT 4 7747 Ur—/VACL %
TIRANL—LEEHIEHTEET,

. TOEX L—IL I



| 79€x 11—

722 L—rorE [

Tov bT4—
HEER L)1) =R & BA
IPv4 35 L OV IPv6 D ACL 9.0(1) ACL CIPVA B L TNPV6 7 RLARHR— I DH L 51T/ b
F L7z, FEILBIOSELICK L TIPvE B L TIPVe 7 R LA
DMAEDLEBIEETEET, any ¥ —7V — N, IPvdB LV
IPv6 N7 7 4 v 7 BRTLIICERBINE LIz, IPv4 DHOD
N7 74 v %KTanydF*—T—R&, IPVODHLD T T 4
7 HFET any6 ¥ — U — RGBS vE Lz, IPv6 [E4 D ACL
IIIEHESE T, BEAFD IPv6 ACLIEHEBR ACL IZBAT S E T,
BATOFMIZOWTIL, VU —RA /= SR TIEEN,
WOBEHAEE SVE LT,
[Configuration] > [Firewall] > [Access Rules] [Configuration] >
[Remote Access VPN] > [Network (Client) Access]> [Group
Policies] > [General] > [More Options]
ICMP = — RiZ L > TICMP FZ  [9.0(1) ICMP 22— RIZESWTICMP R 7 7 o v 7 OFF A £ 72 134 A
T4 T T ANE) T 5720 MTEDLLIITRVELL,
g2
DIRACL ST PRI WOMEAHAE - AT SR E L,
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups].
[Configuration] > [Firewall] > [Access Rule]
TIRAR T N—TF =Lz |9.1(5) A X—=TNDEE, V= /VOFREDTE TR, /—/L ORI
DrFZeYrvaryaiy hET AShEd, V=V ORENRT 4+ —v L A~DORETH Y £
L Hoo
WO EI2NVEA X F L7, [Configuration] > [Device
Management] > [Advanced] > [Rule Engine],
ACLBIOA 7 V=7 hafmEd 932 MY Lizar 7 4 Fal—rarytyiarTACLBLUA
BleoODAL T 4 Fa2lb—ay TVx NERETEDLLICRVEL, A7V =7 FBX
twa v WACL RIS 2 Z L bARETY, DE D, EIEMHFEL
TIEAN—ANTOFT =y itf%i;i;7figqgg?%whwﬁiv7ﬁtx
k35 L O ACL DT H B TNTTERET DL EBTERT
Stream Control Transmission Protocol |9.5(2) sstp 7’2 L EEH LT, A— FOHEEELT 7B A L—

(SCTP) DT 7 & A JL—/L D
AR—k

NWEAERTE D L DITD £ LT,

[Configuration] > [Firewall] > [Access Rules] ~X—T7 7 & &
N—VDOBNMREL AT a7 Ry 7 ANERINE LT,

TR IIL—IL .
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7oA L= |

T3y bT4—
HEER L)1) —2R & BA
Ethertype /L'—/LC. IEEE 802.2 7 | 9.6(2) IEEE 802.2 i#l Y o 7 fili#l /X7~ hDgie—e 2 77 & X

U Uiy S OFESE— A
TIEBRARAL L FOT RLUARY
A—rShET,

KA FOT RV RAIZ%E % Ethertype D7 7 & A filf#in—/1
EERTE X210 E Lz, ZOBMZEY, bpdu F—
U RBRR T 7 4 v 71— L72<72Y 7, dsap 0x42

(2% LC bpdu /L—/L & EXH 2 F9,

ROBEENAEE I E L7z, [Configuration] > [Firewall] >
[Ether Type Ruleg],

TV TN—TF A R—=DA
#— 7 = A AT Ethertype /L —/L D
N—Tv RE—F BTV v
CIN—T DA H—T = A
A (BVD) OYLIET 7 & A L—/LD
HFAR— b,

9.7(1)

Ethertype ACL Z{Ep L., V—7 v RE—FKDT7 Y v 7 —
T RAUN=DA L E =T A RZHMHATELLOITRDEL
7o £720 AUNR— AU HF—T oA ZZMZT, 7V v IR
A B —T AR (BVD IZHERT 7B A V— L&A 5
ZEHTEET,

ROBEENAEE I E L7z, [Configuration] > [Firewall] >
[AccessRules], [Configuration] > [Firewall] > [EthertypeRuleg],

EtherType 7 7 & A Hllf#l U A h D%
L8

9.9(1)

EtherType 7 722 22> hu—/L U X NI, EthernetlIIPX (EII
Hw)%#f—kiéiﬁ’&@ibtoé%’\D%P#~
T — RIZH LWF—TU— R B &E 4, 3@ DSAP B (BPDU
(0x42) . IPX (0xE0) . Raw IPX (0xFF) . 3 X OVISIS
(OxFE) ) #H¥AR—FLET, TOFER. BPDU £721L SIS
¥ —U— F&EH 2 BEED EtherType 7 7 & A= U
X H B DSAP AR Z 2 L 9 ICE# S 41, IPX D/L—
UL 3 DDL—1 (DSAP IPX, DSAP Raw IPX, &L NEI
IPX) (B SLET, EHIZ, IPX % EtherType fii & L T
TH5ry b ¥y I F RSN E L, 2T, IPXA3
SOAER] D EtherType (2595 7289 T,

ROBMEAELEINE L
[Ethertype Rules].

[Configuration] > [Firewall] >

F T2 N TNA—T OB L=
VMENT 7 4L TEEC/RD L
7=,

9.12(1)

INETIIAT V2T b TIV—TORBVEI /2D E, =
DHEREIC XY LEWERER S, 74—~ ZADE T &)
IELTWE L, £ZOLEVMER, 7744 P THEHICRY £
L7z, L& VUMEIL, object-group-searchthreshold =~ > R % fif
ALTEMICTEET,
ROBEHEPELINE LT
Advanced

[Configuration] > [Access Rules] >

. TOEX L—IL
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T35y bT4—

HrE L)Y =R BLL]

N

ACL &+ 72 =7 FoRilhEBIx |9.18(1) T EAITN—TEIEIT IV EANL— L ERETHEXIC, F
WIZAMZTT, bz, 77kER FHEELTCWRWACL £33y NI —0 4TV 27 b as
HlIEOA TV 27 b7 —TRHERN MTx%x1,

77 AN FTRRCIY F LI, SBle. FTTw s I TR TEER DT 7 & 2

WL TCT 74V N TEMNIRDVE L, TRARET v 77
L—FRLTH, BlEfExooa~y FIdESNICARY 9, A%
2T 5% (L) | FEITITOLERHD £,

forwar d-referenceenable =~ > K% Hl|f& L. object-group-search
access-control O7 7 /v M EHENEFT LE LT,

FT =l NI N—TRBORE | 9-22(1) AT NN TRBEEENIES L, T2 EBAa > b
1k, 0 —b— LGl L R A IR T DDA T V=7 Fby
77y FRERINEME S, CPUA—R—~y FAHIR S E L
oo 7020 NTNA—THRBOBREICEEZHY F¥A, &
WL SN -EET B T E T,

TARAACLICIRD A~ RPBINENE Lz, £72iE, 2+
v RHAPEBE S ALE LTz, clear asp table network-object.,
debugaclogs, packet-tracer, show access-list, show asptable
network-group. show object-group,

TR IIL—IL .
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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