TORAGEDATo o b+

FT7 Vs e, a7 4 X2 —a AT AEDOFEAATRERa R -3 BT
T ATAIPT RLVA, =R A7 EDRDVIZ, CiscoASA 27 4 F = L —
varTAIVY FEERL, FHTEET, ATV VS FEFEHTLE, 2T 4K
L= a VDAV TFUARKGIZD T, 2, et 7 V=7 FELEEL, ZD
72 FPESRLTWAMOT R TOGANIIKMTELNHLTY, A7V =7 bEMFAL
RTAUE, TRIZTEET 0TI, BB U TEERED /RT A —X 2 BT T 5 MLEH
HVET, 22T XY NV —2 FTV 27 MEoTIPT FLABLIOY T2y b v &
INERINTEY, ZOT FLAEZEETIHE, ZOIPT L AZZRT HK5HEETIX
B, ATV FERBTT RLRAEZERT LI LT NRMLIETT,

ATV NOHA KTy (1 3—)

e F TVl FOFE (2—Y)

TV FOE=HY T (15 3—=Y)

ATVl FOERE (16 X—)

IOV FDHARSAY

IPV6DHA K514
IPv6 DR — MIIFTRDHFINENE T,

1 ODXY NT—I F T2 N ITA—TDORTIPvaB L IPv6 D ) ZR{ES®
HIEMTEETN, NATIZH L TIE, IBREA T V=7 b I A—FIIMEHTEEEA,

ZOMDAA F54 2 EHIRER

ATVl hBROAT V27 b IA—TRERLF— b A=A AT 20, 4T
Yl NOARNIEA O O TRITIIXR Y £8 A, [Engineering] & W I ARTOFR > b
J—0 7=V § ZV—7& [Engineering] L WHIARIOY—ER F 7= b7
N—TEERT DA, ViR b1 oDFT V=V NI A—THOEKICHNT (£
X 12 7) ) ZBIMLT, ZOA4RTEEAEDOLDIZT L0ENHY £7, 72& I,

LA PP N |



ToeRHEMOA TS b |
B ooy rom:

[Engineering_admins| & [Engineering hosts] & WO ARIZMEHT oL, A7 V=7 b7
N—TDA4FIEBEGDOEDIZ L TREBRRICT A Z ENTEET,

«ACL £72137 7 B A L— /LT, EFETEITFHRT LA, HDHVITAE T T35
=R EHOEHEZ AT DHE, ASDM TERLOHEBAIZR L TT LT 4 v 7 A
DM_INLINE D47 ¥ =7 b V=T PHBIERSNE T, b4 7V s b
i, A7 V27 b R=VIIEERENEFAR, T ATEERSNLTWET,

ATVl M, X BT BEOI@H#$% &()- {} HED T, 64 LT E TITHIIR S
NTWET, 777 MIE, RXTFENPLTEREIENFET,

77201 FOERE

ROFHTIE, EICT7 78R3 bu— AV THEASNLGAT V=7 bERET D HIEIZONT
AL £,

XY NT—D AT FETIL—TDEFE

Fy NT—27 F 727 FBIOIZA—F13, IPT7 FLAETIFIARA MAEHBELET, =
oA 727 b7/ vA aryra—L JRAMCTHERALT, V=L E2HELTEET,

2YRIT—=O X TOxH FDOERTE
1Oo0OFy NTI—2 77 NMIE, 1 OOFRA N, 2y NT—ZIPT RLA_IPT KL
ADFIFH, FIXmEM N A A 4 (FQDN) # ANDZ LM TEET,

Flo, A7V MR LTNAT V=L E2A RX—TMZTHZ LB TEET (FQDNA T V=
7 NaEBRL) o AT T 7 N NAT OFREDFEMIZ DUV TIE, Network Address Translation (NAT)
ML T I,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Network Objects/Group] % 4R L ¥ 9,
ATYT2 ROWTNDEFEITLET,

* [Add] > [Network Object] ZEIR L, HrL AT =7 h&BMLET, 4riz AL, £
BT E AN LET,

BEfFOA Tz MEBIRL, [Bdit) 227V v 27 LET,
ARTY T3 A7V D [Type] 7 4 —/v K & [IP version] 7 4 —/L RIZESNWNC, 7YV =27 hOT K
LAERELET,

* [Host] : HE—AR A MDD IPv4 £721XIPv6 7 KL A, 7= & 213, 10.1.1.1 720X
2001:DBS8::0DB8:800:200C:417A,

B 7/tx4@0+rIos b
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| 7oE2$WOFTSH b

ATy T4

2vro—s4Ivzo b v—JozE ||

s [Network] : x> hU—2 7 KL X, IPv4 DAL, ~A7 2G0T, &3, IP
address= 10.0.0.0 Netmask = 255.0.0.0, IPv6 D ¥4 1%, |P Address=2001:DB8:0:CD30::
PrefixLength=60 D L 512, L7 4 v 7 ZA%EFDET,

* [Range] : 7 KL AD#iFH, IPv4 7213 IPv6 OHIPHZIEECTEET, vAZ FE37 L
T4 I AEEFEDRNTIEEN,

 [FQDN] : 52&f&ffi KA A >4, DF V., www.example.com D X 9 72K A M4,

[OK]ZZ7 Vw7 L, W [Applyl 227 U v 7 LET,

IHNTRA—IVDERFFIZZ DRy NI =20 A7V 27 FEfEHTEET, A7V =7 Mtk
L7est. ZEARZIHBNICEOF 7V =7 M HT 5T X TOL— /MK SV E T,

2V RID—=H AT H FTIL—TDEHTE

FIE

&
ATvT2

ATvT3

ATvT4

Fy NT—7 F T2 N IA—FITE, ATy Fv hT—7 0K R N EREEEICERD
Ry NT—=T F T2 FNegGhb Il ENTEEST, Xy NIV—I 4T V7 b T A—T 1%,
IPv4 & IPv6 Dl DT RLUADIREEZEDAZ LN TXET,

72720, IPv4 & IPV6 WIRAET 247 V=2 h Z/b—7R, FQDN A7 ¥ =7 FREENA T
ATV =T b IN—T % NATIHEMT 22 L3 TEERA,

[Configuration] > [Firewall] > [Objects] > [Network Objects/Groups] Z 3R L £7°,
RONTNNEFITLUET,

* [Add] > [Network Object Group] iR L, FrL\WA T =7 FEBEIMLET, 4RiE AT
L. tEETHMHAEZ AN LET,

EFEDOAT Vs FEEIRL, [Edit] 227V v 7 LET,

ROBPIEZMMAEDETHEH LT, ZA—T1Cky NTV—7 A7V =7 MaBIILET,

cBEORY D=0 XTI MTL—T T TICERSN TV DRy NUV—2 X7
T NERBIZV=TEERL, [Ad| 27 v 7 LTI A—TIZEDET,

cHLWRY R T—=0 F T R AVNDER : FiLWVWFR Yy NU—0 ATV =7 b5
HAaEANL, [Add 227V v 27 LET,

TRTCOAUNRF TVl MeBIILZG, [OK]Z27 Y v 7 LTHG, [Applyl 227 U v 7 L
i‘ﬂ‘o

LA PP N |



7o eRFEOA TS+ |
B ycxto0z0rey—ExsL—ToBE

THNTIA—LVOEREIZZOXRy NTO—0 T W I A—T%FHATxET, REL
TVl b IN—TORE, EERARIIEBHNCZED I NV—T % HT 5T TD/L—Z
AR S ET,

Y—ERXRFA TV FEY—ERTIL—TNDEHRTE
P —bERF T2 N N—T L, PR FalBLOR—EEELET, 2NHDOFT
V2l T/ BAaryia—L JAMNCHEALT, VL E2EHENTEET,
HY—EX ATV FOEFE
P—bE R ATy MNF, o7 a ha iR ESH B LN TEET,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Service Object/Group] % &R L £,
ATV T2 RONTNNPEFITLET,

« [Add]>[Service Object] Z IR L, LA TV =7 FZBMLET, LEiZ AL, {EE
TaE AT LET,

BEFEOAT Vs FEBEIRL, [Edit] 227V v 7 LET,

ATV T3 —bRZATHRINL, REIE U CHEEZ A LET,
e 7’1 k3l 0~ 255 OFFHOHME F 7=1%ip. tep. udp. greZe & DBER DA i,

*ICMP, ICMP6 : A v &—Y A4S La—RKDOT7 4 —/VREZEHOEEIZTDHE,
ICMP/ICMP R—2 3 v 6 DHHWWH A vE—IIl—HIHDHT ENTEXET, ICMP ¥ A
TELMETITES (0~255) THRETDHIET, A7 V=27 haeZDAvE—V ¥ A
TIHIRCEEST (AT vay) . XATERET DG, TOXA T (1 ~255) 1Tkt
THICMP 22— RE{EETHETEET, 2— FERELRWESIE, T XToa— R
EHENET,

« TCP. UDP, SCTP : ¥&{E70. %656, E£/IIZOMGIZH LT, (FETHR— M2 ETE %
T, A"—ME, ARIELITBESTHRETEET, RKOBERFEZEDDLZENTEET,

o< LD/EW, T2E 21X, <80
o> LD REW, =& 23X, >80
= LS, T2k 21X, 1=80

oo (INAT7Y) EOEFEN R, 72 & 21X, 100-200

B 7/tx4@0+rIos b
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y—ez sr—70zz |

ATy 74 [OK], HWT[Apply]l &7 U v LET,

HY—ERXRTIL—TDHE

FIE

1O —E ATV N ITNA—T120F, SEIELRT 0 FaMEELTWHET, KLEIZ
LT, ZNbE2FERTA7e haloREolB L0 ER— ., BLOICMP O ¥ 4 7B &
Na—RFE2ANDZ ENTEET,

458 HHEIIZ

ZZTHHT LI RN —EA ATV N IA—TEFEHLT, TRTOY—ERAEE
T TEET, 72720, ASA83() LV bENZMERAARETCH TV —ER T N—T F T V=
I NDEATHFRETHIELTEET, 29 LIEkoA 7Y =7 MMZiX, TCP/UDP/TCP-UDP
R—=hITN—7, Tabaliin—7 BIXOICMP/ V—7NE&FENET, ZNHDTN—
TOarT 7 E, ICMP6 £ ICMP 22— RZ 4R — K L72WICMP 7 v—7 %Br< . —fi%
72— EA A7Vl N ZV—7OETHREICHYLET, ZRODEROF TV =
7 MEFEH LZWEEIL, object-service 2 > RIZBIT 27 % Cisco.com D=~ K U 77
VU ATHERB LTS EE 0,

AT w71 [Configuration] > [Firewall] > [Objects] > [Service Objects/Groups] % %R L F 7,
RT9T2 ROWNTNNEFRITLET,

* [Add]>[Service Group] ZiZIR L, HL WA T V=7 h&BMLET, 4Rz AL, {£E
T Z AT LET,

BfFOAT V=7 FaEEIRL, [Edit] 27 Y v 7 LET,

ATY T3 WOBEEZMAGDETHENL T, JV—F = A A7 V=7 FEBMLET,

cBEDOY—ERY—ERTIL—T: T TCUUERINTWVDLY—ERA, =R 4T x
I h, FREINA—T 2B, [Add] 227V v 7 LTI NA—TIZEDET,

cHLWAUNDER : il —E 24TV hOZMEZAS L, [Add| 227 ) v 7 L
FI, AT VT NMCARTEMITGE, BRAEAT LML WA TV =7 FBERE
. ZA—FITBEMESNET, 9 TRWEA, ARIOBRWA T V=7 MNIZoT7 v —7
72D A R TY, TCP-UDP 47 ¥ =7 MIA4RIZMITLHZ I TEEFA, ZNHIT
ZDTN—TTT DAL RTE,

AT T8 TRTCDODANANFT V27 bEBEMLEL, [OK]ZZ7 Y v 7 LTob, [Applyl 227 U v 27 L

£,

LA PP N |



ToeRHEMOA TS b |
B <709 Ex47020 rEry bI—0 4—ERF TS b TL—TORE

TN TA—LOERBICZ DO — R F Ty N I A—T%FEHTEXET, ELE-AT
Vxl b IN—TORE, BEERNRITHEBHNCZE D I NV— T2 HT 5T TO/— Tk
IhET,

2 NT—OY—ERF TV bERYMNIT—OH—ERA TV
N O E l_|_I
Ik TJIL—TDXTE
Iy hNI—IH—EAAF TVl bEREFRY NI =R AT V= N T N—TF T,
HB—D7 7V r—yvarvkEERLET, 77U —v a3 id, DNS RAA 4 (example.com
RE) P T xy b, BLXOA T3 TFe habR— (TCP/RO 7 Y) THERK T
*9, LB oTC, Xy hUV—0 —E 2 ATV NEFITRY VT —F —ER AT
VI N IN—TEFERATHIET, HORY NU—7 TV MY —ERA ATV
7 NOWNREE 1 DDA T =7 MIHESTEET,

LR ACL TRy NU—I Y —E R AT Vxs b I N—T%ER LT, »— b~y (R
e R— 2 —F 4 ITER) L TR ar ra—b—b BIWRVPN 7 4 L Z T
JATEEd, ACL TIEXy U= % —E R FT7 V7 b (FA—F TR Z B
TERWZLICHEBE LT ESY, I —7F7 =7 b2EHT I, ZUICAH TV =
NI N—TFT7 =7 MBMTALELRH Y F7,

RAAL U OHEERFTT 5 L. DNS AX—E L 712 LT, k0GR —% —0 DNS
FRZBELUTHSLEZIP T RLAREBFSNET, kY., BEROBMBIRFIZIP 7 FLA
BEEARERRIC 20, IOy b — by 7T 7R ary b —nb—Ulk -
PN IE L <ALBLSNET,

FYNIT—=O H—ERFTTI FDAARSAY

e Xy NI =7 =R AT =27 MIDNS FAA L OMEEEEGD DHA1L. DNSA v A
N a UBBETT, DNSA VAT g AITF 74V FTA X —T N> TWVE
T, Xy NI—7 =R AT V=7 FEEATIHAIL. B LARNTIZEN,

*DNS A X —E> 71X, UDPDNS /X7 v h TOAFIT S, TCP 721X HTTPDNS /X7 »
FTIEFEITESNEFA, BREM KA AZFT V=7 3Ry, 77E2AYRXRNT
ATVl FEFALRLSTH, Fy hT—27 $—E 2 KA A U OFREIZAEICA X —
TINET,

*DNSA LAY v a v iR v—~ v Tdnserypt # HNZT 5 Z LIXTE EH A, dnscrypt

X, XYy NU—2 =X ATV NTHEHIND RAL U DIPT RLAZRSET S
ToDITMBEIRDNS AX—E U 7 E HHENRH D T A, RAL LV OREEZ Gy hU—
7 =R X TVl MIEMERRRICRY ., BE#ET 2T 78X arhe—r = b YT
—HLFEHA,

I RK1024DFy N =7 $—E R ITN—THEZECTEET, 2L, ZOHIBRIZT AT
YTATA T FATUA—NAOR— ) a—W T—T L HFINET, ERINTR Y
N —27 =R T N—FT L2, 200 hna—— T N—TEERTE F9,

B 7/tx4@0+rIos b
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g =% NS H— i [

c Ry NI =7 —ERXR ITNA—TONFITEHL TLENENERTALL, Xy NT—7 H—
BRI N—T DR ERT D LIETEEE A,

e Xy NT—J P —ERFT V=) FEFITITN—T PN ACL THERAESNTWAEES., 47
Tl FEHIBRLTH, A7V FORNENRNZ VT ENDHET T, 7Y =7 AR
X, RETERINT-F TR FT,

ATVl NELIFX T N—TDdynamicxF—U— Rif, AT V=7 "RFETaLT X2

L— 3 VZRIFEE T, showobject HNICOAFERENDHZ EERLTVWET, Z0
XF—U— REEHERELRNWTLZI, ZHUIEIINTOT A, A~ 32— v BMEH L
£

c Xy NIT—IH—ER ATVl FOapp-id a2~ Rix, FFEOT 7V r—a iy
AapEIN B THESE 1~ 4294967295 ODHFATCERLE T, ZDa~vr REEHEHRTE
LANWTL IS, Zoa<y RiE, BT A A~ —V vy AT 25512 H
LET,

{ERETZ % DNS Y —/\DHERK

Iy RN =P =R F T2 NCRAAL L AEZRETDHE, DNSERISE N T 7 4 w0
DAX—E U ZIZLSTDNS RAAL VLZIZHIET AHIPT RUARIE S, EORERBF ¥ v
VaINET, TXTODNS ER/JSEEZAX—E L T TEET,

AX—Er7END L a— KRt A, AAAA, BIOMX TY, fifk SN aNIIEFEE A
REREM (TTL) 23 S, Fe/MEK 2 40, BOKMEIE 24 BFREIC©F, 2Rk, Frvia
NEL bk Y ITRiE S E T,

X2 V7T 0 EOBHNG, BT 2 DNSH—_"—%EHKTH I & TDNS AX—E 7 D
PHZFIRCEx E7, BHEINTWRWDNS —/X—~DDNS F 77 1 v 7 | TEH I, *v
N =P —bERAET V=l hOy BT ORBIERSNETA, 7740 KT, &E
BLOFEEINTETXTODNS b= _"—RMEEINET, BEHTEDH U X MEHIRT 256
DIHEENRLEN /20 5,

B

GE)  HEHERDIEX, 7747 b3MEMT S DNS b —"—ZFHTE o — =L LTEETLHZ
&TY

1R BHEIIZ

DNS AX—E L 7%, T 740 N THZ/2 > TUWB DNS A v AT 3 g VIEGFE LTV E
T, DNSA ARSI g UNENC /o TDRWZ AR LTSSV, £72, DSNAX—
v 7k dnscrypt BERE & HHAPER 72 2h, DNS A VAT v a vy R v— <y 7 TEDa
< REHHIC LT Z &,

LA PP N |
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B coro—v9—txtIvzsromE

FIE

AT 71 [#R (Configuration) 1>[T/34 A EHE (DeviceManagement) ]>[DNS]>[DNSY 54 7 >

 (DNSClient) ] DIEIZRIR L E 5,

AT T2 [IEEEENT=-DNSH—/\— (Trusted DNSServer) ] C. EHHT D5V — =& RETH-DDA

TrarvERELET,
a)  (EE) WRAICERE SN S 72 DNS — &l 72 13EikR L £,

[BIN (Add) 1227 VU w7 LTH LW —2REBIL, IP XA 7 (IPv4 F£7213 IPv6)
BBERIRL, Y—OIPT RLRAEZASLT, [OK]Z27 U v 7 LET,

T KUV REEETHITIE, P—"E2BRL, [wE Edit) 1227V v7 LET,

o P REEIN L., [HIFR (Delete) 127V v 7 LTREHEINZT—"DY A b %
DY —EHIELET,

b) WROF T a o hBINE T TERIRER L E T,

HUEE (Any) ]: T XTODNSH—RZEEL, T XTEAX—E 7 LET, Z0D
FT v a NI T T A N TIREIZ > TWET,

o [FERR S 72 % —~ (Configured-Servers) ] : DNS H— 7 —FTHRE Sz ¥—
EEETLINEI D, ZOFT v aiE, T 74N THHTT,

« [DHCPZ A 7> b (DHCP-Client) ]: DHCPZ 74 7 > k & DHCP #—/ 3D A X —
BT A=Vl Lo TEEEINT— 03, B SN DNS h— R E RS
HMWEIDdy ZOF T aE, T AN RN THETT,

« [DHCP”*—/ (DHCP-Pools) ]: 7 /3 AA ¥ —7 = A A TIFITZH T\ % DHCP
Y=L TCT RVAERSGT 527 747 2 RO DHCP 7 — /VIZEE ST D
DNS % —REEH#HT LN EI D, O T a it T 74V N THHTY,

« [DHCP YU L — (DHCP-Relay) ]: DHCP 7 7 A 7 > k& DHCP % — SO A X —¥"
Vb= Ryt —UICLoTFEHEINZY— 03 B SN/ DNS h— e R s
NDINEI D, ZOFT T a it T 74N THEHTT,

AT T3 [Applyl 27 Vv 7 LET,

2V NI—O HY—EXRF TP FDOERE

Fy NT—7 =R FT V=V hClX, B—OT 7V r—va v aERZLET, £/, W
T3y MIFER LY —fXHJIZIZIDNS RAAL VA DOWTNNZE > TT 7V 7r—3 a3 VOBAT
FEHFRLFET, MEISUT, YR halbtiR— 2G0T, 77V r—a COFHFAZEKD
ADET,

B 7/tx4@0+rIos b



| 7oE2$WOFTSH b
v ro—s 94—z +75z4 oz |

Py hIT—=I =R AT V=27 ME, XY NIV V=R T N—TFT =7 b TOH
fEHCcEEd, 77 AH#IY A b=+ (ACE) Ty hU—F =V R AT V=7 b
FEBEATLIZLIITEEYA,

FIE

RTw 71 [#R (Configuration) 1>[Z 74 7 A—JL (Firewal) >[4 T x4 b (Objects) 1>[F v
FD)—HH—ERFTTxH MY IL—T (Network ServicesObjects/Groups) %8R L %7,

ATV T2 RONTNNEFEITLET,

-[BAM (Add) ][> [Ry kT—% #TS T4k (Network Object) JONEIZET L, H L\
FTV s M REMLET, 42 AN L, EETHEAZANLET,

BfFEOA TV =7 PEEIRL, [Edit] 227V v 7 LET,

AT w73 (Not recommended.)App-ID 7 4 —/L RIZT7 7V r— 3 ID ZBIMLE9,

BEDOT TV r—a IR LT RAaRNE Y BT 1 ~ 4294967295 OFFHDO —EDOFHKFF T
T, Zoa<wr N, BT AL AR =y AT 2385 LET, 2 OfEIEH
ELRNWTL &N,

ATFY T T2 NI 1O ED A AN—FBINLET,

a) [FTLWLAUN—DER (Create New Member) ] TIRO W ZRIR L, WAL T L
AR EANTILET,

e domain : £ K253 LD DNS 4, ZO4HTNE, ERERI%  (www.example.com 72 &)
FIITE R 7241 (example.com 72 &) (22 Z &N TE LT, HOMNRAFTIOS
B TRTOVT RAL | DFE YV ZOL4RTEELT R TOHF—/—

(www.example.com, wwwl.example.com, long.server.name.example.com 72 &) (Z—%K
LET, BE—EDRHL581E. RbEWARNTTHERPRESNET, NAL A
BEDOIP T RV AR TEET,

esubnet : Xy FU—Z7 DT FL A, IPvd Y73y FOYEIE, 10.0.0.0255.0.0.0 D L 9
2. Ry NU—=2 7 RLREv A7 2 EDET, IPv6 DEA 1, 2001:DB8:0:CD30::/60
DEIZ, TRVARET VT 4 v 7 Ae@HET, W7 4 —N NEEZ A LE
R

b) [Y—E R XA (Service Type) ] TROWTHNMNEBEIRL, @HIR7 4 —/L RICASL
i‘ﬂ—o

e protocol : tep, udp, ip72 &, FERTHEHINLTr ha LT, ATV Mt —
EAEF L72WE ST 51ciE, Hicip LA LET,

step £7201Fudp 0 1 ~65535 DAR— FEEHwww 2 ED=—F=v 7 2 A LET,
H—OR—FOHEAIZ, A= EEEANTIET T, BEOR—FOHE, RO
HRTO®RICEFEEDL I ENTEET,

<. FBELEAR—FESIV/INSWVEEDOR—F2EKLET,

LA PP N |
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B ~ro—v9-Ex479z0rs0—TozE

ATy TH

>E FELLER—FESIVREVEEDOR— F2ERLE T,

crangelE. FEELZ 2 ODFR— FDOBOIEBEOR— FZ2ERLET, HIDOR—
FNEFIX, 2FHOR—FES LD /LI NEFTRITFIUERY 84,

¢) [ (Add) 127V v Z7 LT, v hUV—7 $—ERE4FT7 =7 MBMLET,
P—ERZHIRT DI, TOH—EREBINL T [HIBR (Delete) |27V > 7 LET,
d) MERTRTOMENAT V=7 MIBMENDET, 207 A%Z#MYIELET,

[OK1 %227 U w7 LET,

Y NT—=D H—ERXRXTT2zI b TIL—TDEE

FIE

ATy I

ATy T2

ATvT3

Xy NT—2 =R IA—TE, Ky hT—2 F—ER FT V=2 N LRI T
v NERIERAAL VOREEEDDLENTEET, RI—R—AN—T 4T T+
A arvira—n, BEORVPN 74 NVZOT7E®A arka— YA~ ) (ACE) T
Fy hU—7 =R AT V=7 Ml TEET,

Fy hU =2 =R I A—FEER LT, ALHETLETELERHHT 7 r—v 3
YONFAY EEHZLET, 2L 2E, REAT~OFA M VPN F R ATERL, A v
B—Fy MZhT T4 v IV kET DT TV r—ya v BERTIHE O N—TEEKTE
£

Xy NI =7 P—ERFT V=l b TN—T, BRmMIC, £703%y NV —27 h—v 2 %
T2 bADBRIZE S TEDDLT TV r— a3 OITHIRIZH D £ A,

[#mX (Configuration) 1>[Z 74 724 —JL (Firewall) >[4 x4 kb (Objects) |>[FY
FD)—HH—ERF T o MY IL—T (Network ServicesObjects/Groups) %8R L %7,

RONWTIINEETLET,

*[B (Add) [>[ry bT—9H—EXTIIL—T (Network Service Group) ]Z %R L,
HLWAT V=7 bE2BIMLET, A2 AL, EETHAZ AT LET,

oA T2 bERBR L, [#RE (Edit) 12270 v 27 LET,

BEfFOV—EAF 727 e V—TI0BIMLET,

a) [BAFEORY FD—U H—EX ATz b (Exigting Network-Services Objects) % &R
LET,

b) B (Add) |22 Vv 27 L CAT Y=y b A—T0BMLET, A7 V=7 NEH|
Brd ik, T4 T V=7 FERIRLC[HIBR (Delete) 1227V > 7 LET,

¢) MERTRTDOAT V=l MR NV—TITBMENDET, ZOT oA &E@YiKLE
D

B 7/tx4@0+rIos b
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ATV T4 TN—THNT1IALED A AR—ZEBEEET DITE, ROFIEEZFEITLET,
a) [FLWARY FI—OH—ERF T Y bAN—DERL (CreateNew Network-Services
Object Member) ] ZiE#R L £,
b) WOWTNNETIRL, @EEIRT NLAEHREATLET,

« domain : it K253 LFDODNS 4, Z DO4HENE, 522eEfMi4 (www.example.com 73 &)
F 2T 20724400 (example.com 72 &) [ZT5 Z N TEET, HMuHIRARIOY
By TRTOVT RAAL Y DFEVZEOLRIZFLT X TOH—3—

(www.example.com, www1.example.com, long.server.name.example.com 72 &) (Z—%
LET, BB L5813 RbRWARTCERPBESNET, AL AT
IO P T R ARIRTE LT,

esubnet : Xy =2 DT FL A, IPvAY 7 X v hOEFA1L. 10.0.0.0255.0.00 D X 5
2. XY RU—2I T RL AL AT ZEDET, IPv6 DAL, 2001:DB8:0:CD30::/60
DL, TRVRET VLT 4 w7 A%EDET, @7 4 — LV RIEEZATILE
7,

c) [Pr—E R XA (Service Type) ] CIROWT AN L, @bl ~” 1 —L RIZAHL
£9

e protocol : tep, udp, ip72 &, B THEHEINL Y haLr T, A7V FEY—
ERIRIE L2V E S ICT DITiE, HiIZip EATLET,

etep £720Fudp 0 1 ~65535 DAR— FEGLwww 2 ED=—F=v 72 AN LET,
H—DR— NOEAEIT, A—  NEFEANT L0 T, BEOR— NOHE, kO
HETORICEFEZOL LN TEET,

<X, BELIEAR—FEFZLV/NSVEEOR—FEEKRLET,

> X, FELEAR—FEFZLY REVEEOR—FEERLET,

srangeld. FEELZ2 ODR— FDBOEBEOR— F2BE®RLET, KO R—
FEFIZ, 2FEOFR—FEZLY /NI WNESTRINIEZRY 8 A,

d) pBI (Add) 1227V v 27 LT, Xy hUI—27 $—EREZ 7 L—FITBMLET, —F
A EHIBRT DI, FOV—E A &R LT [BIFk (Deete) 1227V v 7 LET,
e) MERTRCOMENIN—TIZEBNENDET, 20T AEEYIELET,

ATy 75 [OK] &7 U7 LET,

O—hJ)L 1—HF— JTIL—TDEE
Rk Liza— IV 2P TN—FE, TAT YT AT 4 T7AT U d—NEYE— T2

MEECTHHTEE T, TOINV—TE2PEACLICAND &, 72E2IET 7 B A L—)LTHi#E
HATE5L91272 7,

LA PP N |



ToeRHEMOA TS b |
B o2y sr—Jowe

ASA X, ActiveDirectory FAA 2> b —F T/ r—VULIERINL TS —F— )L —
ZIZOWT, Active Directory H—/3—(Z LDAP 7 =V Z%E L £9, ASA X, TDOIL—7
ETATT AT A4 N—ADN—VHIZA YR—bFLET, 2L, e—h 74 X3t

X274 RV v—%Ffou—hn a—W— VL —T20ELT 5, 7r—VUTERIN
TWARWSR Y hT—7 JY—=ZARNASAIC LV =B T4 XENTWHHARHY £4, u—
N 2—H— ZL—TZIX, Active Directory "H A VAR — hSH, RA RSN —T
BIPa—W— I N—T%2ED5 N TEET, ASAIE, vm—H/L F—T 8L Active
Directory 7 V—7 %A LET,

2 —HF—ix, B—A) 2—H%— Z)L—TL Active Directory 22 H A VAR — Iz —H— 7
N—FIB/TH N TEET,
ACL Ca—H—f b a—HF— VN —TLE2EBEHEHTE 5720, ROGEIZETe—h1 a—
W TN—THRETHLERNH Y ET,

e —HN T HAR—=ATEREINTND 22— —D I N—T EAERT D,

*AD = AN—TEHINTVDIH—Da—F— VL —TTHy T F ¥ Shipmofoa—
P—Fida—Y— T N—T DI N—T EVERT 5,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Local User Groups] % #&4R L £ 7,
ATV T2 KOWTINEFEITLET,
c[Add] ZEIR L, HrLWWAT V=7 bEBIMLET, 4RIz AN L, (EETHHZATIL
\i‘g—c

BFOAT Y= FEBRL, [Edi) 227 Y v 27 LET,

ATV T3 RONTNOOFEEEHALT, A7 V=7 Mea—W—FZ I/ —7 %8N L ET,

cBEOA—YH—FFITIN—TEER 20—V —F I N—TE2ET FAA 2B L
ThH, 2=V —ZFEB3IN—TLE2 VA IPLERL, [AdMd| 22V v 7 LET, U
A RPEWGS, 22— —ORBEI R — T 572OIC[Find)] Ry 7 A&FERALET, 4
AN, BIRESNTZ RAAL O — =BG SNET,

c A—H—RBEFHTAN : 2V —AF I T N—T 4% FEHOMRER » 7 AT AT L,
[Add] %27 VU v 7§ 5700 T, ZOHEEERTLE, BRINTZ FAL A TER X
e RAALVAERRELTWRWEAIXT 74V K RAL UBRERSES, =2—F—D
Yitr. 74—~ v MZ domain_name\username; for groups, there is a double \\,
domain_name\\group_name T,

RATYTE TRTCOAANFT V=7 FEBMLTS, [OK]Z27 U v 27 LThb, [Applylz27 U v 2 L
E

B 7/tx4@0+rIos b



| 7oE2$WOFTSH b
txayss n—F 175z k S—T70%z [

TN TA—LVOERBICZDa—HW—F Ty N TA—T % FEHTEXET, ELE-AT
V7 I N—TORE, BEERNRITHEBHNCZED I NV— T2 HT 5T TO/— Tk
INET,

XY FA IN—T AT TIL—TDETE

VB LT x 20T 4 IN—TF 7= b Z)—71%, Cisco TrustSec & A" — b B HEHE
THEATEET, TOITNA—TEIEACLICAND E, 22T 72X L— L THATE
HEHTe ET,

Cisco TrustSec EFAEINTWND EXE, ASAIZISENSEX 2T 40 ZA—TOFHE XY
vua—RKLET, ISEFTATT 474 VAR R ELTHEMEL, Cisco TrustSec & 77>
ba—W—T AT T 4T A ~D< 7L, Cisco TrustSec Z 7 D HH—/3— U ) — 2~
D=y TEITNET, BXa T4 V=T ACLOT bt Ya = 7B LOEHIE, H
RAEFHICISE ETITVWET,

EEL, BB I RENEFa VT 4 RY V= foR—IN ¥x2 VT4 IA—T %
PELT D, Ja—VVIERBSNTORNR Y N —2 U Y —ZARNASAILE Y r—h T4
AENTVWLHERHY ET, m—IntxaUT 4 ZA—72L ISENRHF T m— RS
Nie, XA RSN X2V T4 IA—ThEDHIENTEET, ASAIE, m—hL L
ROCX2VT 4 IN—TEHEELET,

ASA ECr—AN X2 T 4 V=T EERT DL, v— X VT 4 ATV
N IN—=THER LET, 1o0u—Hhb X2 T4 A7V 7 b I A—12, 1 28UE
DAAPNENTZEXR2 VT 4 A7V IV —T7F70138X20 T 0 IDERITEx=2Y
TAIN—=THEANDZENTEET, 2=V —i%, ASA LITFELZVWHLWEX =2
FAIDEFIFEX 2T 4 TN—TREERT AL TEXET,

ASA FTHERRLT- X2 VT 4 AT V27 P I A—T %, Ry hT—F V) —A~DT 7%
AZDOHIFENAFEHTEXES, X2 VT4 AT N IN—T%, TR T—F0Hh—
EARY—D—EHE L THEHATEET,

O

Evb ASAICE S THRBHRZ FRA4FTEFER L T/ INV—72ERT 585, FDF V4RI ISE T
fRRINDET, ZOITN—THERT LT XTON—NANRIET 7T 0 712720 F7,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Security Group Object Groups] % Z4R L £,
RAT9T2 RONTNNEFETLET,
c[Add] ZEER L, LA 7 V=2 MEBEMLET, ARIEZATI L, [LETHHZATIL
EJ RN

LA PP N |
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B snesons:

B0 A TV =7 FEEIRL, [Edit] 227V v 7 LET,

ATV T3 KONTNOOFEEZFERALT, A7V MetExa T4 JA—T7Z2BMLET,

cBEOO—AILEXaA)TFA TL—T ATz FTIL—T%ER . S ClcEgsn<T
WAHAT V27 bV ARMPBERL, [Add]|Z27 U v 7 LET, UARREWVWEAS, 4
TVl NOBFEEYR— bT D70 [Find] Ry 7 A&2EHLET,

CSEMbRHEENEX ) T4 JIL—THE&ER . BEEDOITN—TDY A IS T N—"7
ZIEIRL, [Add 227V 7 LET,

X T 4 BTFERRBHEFETEMN : ¥V ESERTex2 VT4 IN—T4 %
TEOMER v 7 ZIZAN L, [Addl 27 Vv 7 F 5720 TH, Z71E, 17005 65533 %
TOHTTH Y, IEEE 802.1X iBFE, Web 8k, 71X ISE 12X D MAC FBFE/ A /A
(MAB) Z# UL CT A RIZH VY THNET, X2V T 4 ZA—TD4ARINXISE E
TEREN, BF 22U T 4 Z =Tt WARTCHMBITE 2 K512k 4, &
X2 VT4 IN—T T—=TNE-T, SGTREF2VT 4 IN—THII~v v BT &
NES, B 7 EARNCOW T, ISEOREESL T EEW,

AT T8 TRTCODANANFT V=7 bEBEMNMLESL, [OK]ZZ7 U v 7 LTHb, [Applyl 227 U v 7 L
ij‘o

TN TA— VORI DX VT 4 IN—T 7V =7 b I—F A TEET,
WELIAT =y N IA—TOBE, BENFTEABNICEO I N —T 2T 5T <To
=R AR S ILE T,

FFfElEnE D% TE

REHIPA A7 > = 7 ME, BGAREZ], & T, BEL A7 T a v ok L= b U THEAL
SN EOHLZERZLET, TNOHDOFT V27 ME, FFEOMRE £ 7213E PE I~ —
ATT 7 BATHTDIZACLAV— VTR INET, =& 20X, BB RO BREE D —
R ~DT IV AEHFATDHT VA V= VEERTE £,

B

GE)  BREFPHA 7 Y =7 MFEEOEMN = N 2805 2 N TE T, 1 DORFEFMEIC
absolute . & periodic ED i 5 235 E SN TV 5 HE1E, periodic fiEiE absolute 7 BAAAREZ] (2 2]
B L2 RICO BT S 4, absolute DFE TRFZNZ B L 7o 2 I135HM S AV EE A,

RFHEIH 2 ERL L TH T 2D T 7 B ZFHIR S EE A, ZOFNATIE, RERFEHPH7Z T
EERLET, TOHK, 7I7ERX 3 bm— L b=V THT V=) NeHTOIMLERHD
iﬁqo

B 7/tx4@0+rIos b
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FIE

ATy
ATvT2

ATvT3

ATv74

ATy TH

rI7oxy

+ovzsrne=52>5 |

[Configuration] > [Firewall] > [Objects] > [Time Ranges] % R L £,
WONWTINNEFEITLET,
o [Add) Z IR L, B LWRFEEPH 28 L £3, ARia AL, [EETHHAZ AT LET,
« BEAFOWFIGHPH AR, [Edi] 227V v 27 LET,

BRI 22 BRMGIFZ R & ONE TRz 2 IR L £ 77,

TN ETEAETSHIEL, $TT52 LDV EHAN, HEOHRERETLHZ LT
S EY, RpHEMICIE, AN LERZbEENE T,

(A7 vay) BHEENT 77 1 7127 D0 B RPHE BN O ) K LR L 2R 7
T4 TREFENICHR Y R LM 2R E L E T,
a) [Add] &7 Vv 74 %0, BEFOMRZER L T[Edi) 27 Y v 7 LET,
b) ROWTINEETLET,

* [Specify days of the week and times on which this recurring range will be active] = 27 U ~ 7
L. URA RIS HEAFERZZRIRL 7,

* [Specify a weekly interval when this recurring range will be active] 227 U v 27 L., U Ak
O HAT LA BRI L £7,
¢) [OK]ZZ Vw27 LET,
[OK] %27 UwvZ7 L, SHIZ[Applyl &7 U w7 LET,

FrDEZARYY G

Iy hU—7, =R, BLOXa2VT7 40 IN—7 477 MIBELT, fixD4~7
Y7 hOERIRILE 3T T & £9, [Configuration] > [Firewall] > [Objects] 7 # /L #1285 4%
ATl FOR—T T, [Where Used] R¥ %27 U v 27 LET,

Ry hT—2 F 7= FOEE. [NotUsed| RE L5227 U v 42 A—A$H 3o
TV hCHEHESATWARNAT Vs FaROFHZEHTEET, CORRICE-T,
KEADAT V= r FEMHEICHIBRTE 5 X9 1cR 0 £,

LA PP N |
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70 FOER

ToeRHEMOA TS b |

T3y bT+—
VN

HRER 1)) —=x EBA

AT N TN—T 7.0(1) ATVl N IN=TITE 5T, ACL DEE AT T2 A
UNTTE AV N A

EREHBLORY >—~v 7 |72(1) AART var R v— vy TS D ESEBEB X
DRV v— <o 7RNEASNE L7z, classmap typeregex =
~ U R, regex 2~ > R, BLUmatchregex 2~ > RVE A X
WE LT,

R AVE S/ 8.3(1) FTV 7 RO R— IR HEAINE LT,

FAFLUTF 4T 4 T AT T4+ — |84Q2) TATTATAT7AT VA= NDIDDA—Y—FT V=

NTOZ—YP—FT =~ T 7 b TN—TPREASE LT,

IL—7DfEH

Cisco TrustSec D72 HDEF = 1 8.4(2) Cisco TrustSec D7=ODEX =2 VT 4 JN—T FT V=V F 7

TAITN—T FT 7 N T — N—TRHEANSINE LT,

-

IPv4 35 L OV IPVe DA R > kT —|9.0(1) RN, %y hU—2 7227 b IA—FIZEER TS

I XA T N T N—T DiE, TXTIPVAT RLATHDD, TXCTIPv6 7 RL AT
RINERY ERHATLE, BUETIE, Ry NV —2 4T V=
7N TN—TD IPv4d & IPv6 DG DT KL ADIRA %W
A= DHETRDE LT,

GE)

BAEAT V=7 N T N—TEZNATICHAT 22 LIXTE £
/\/o

ICMP =— RIZX->TCICMP k7 |9.0(1) ICMP = — RIZHEASWTICMP 7 7 o v 7 OFF Al E 72 1THES

T4 T T ANE) T 5720 MTEDLLIITRD E LI

g o

DIRACL 277 FIRIER WOREAHA S/ AT S E LTz,
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups].
[Configuration] > [Firewall] > [Access Rule]

Stream Control Transmission Protocol |9.5(2) ¥ED SCTP R— MZXT AV —E A A7 V=7 hRBIOYS

(SCTP) D% —bERFT =7 |
DOV R— |k

N—TEFTEDL L IITRD E LT,

[Configuration] > [Firewall] > [Objects] > [Service ObjectsGroups]
R=TTH—ER LI T V=7 bBIOT —T DBNRE S
AT Ry 7 APERINE L,

B 7/tx4@0+rIos b
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vz roBE |

HaE

iy

T35y bT4—
Ls

)1)—x

BLL

2y NU— I —VERFT T
ce, R —R—=ZAD)V—TF 4
TERIOT 7 AGENZBT 5% >
NI —J Y —bERAFT 7 D
155

9.17(1)

Xy NI—IH—ERA ATVl FEREL, TEEIE
T/7EAaryhe— YZARNTEHLT, AU ——2

N—=T 4T N—h=y7BILORT 77X a2 ha—1L 7
N—TTHEHATEET, XYy NV—I P —ERX ATV |
[ZiX, IP 7 %y FEZIEDNS R A A 4 OAAENE Eh,
F7Fvarscra hallR—  NoftEREERET, b
i, BAMICR Yy NI—I ATV e —ERF TV
FEAG LET, ZOERIZIE, B TE 25 DNS —~"—%
EF LT, DNS AL UARIIMEFATE DXEILNE P T
RUAZERIIBGTED L OICT oML EENTWVET,
WOEEEMEZITEFINE LT,

* [Configuration] > [Device Setup] > [Routing] > [Route M aps]
DNEIZBE L, [AdV/Edit) ¥ A 7 a /Ry 7 ZA%BMLE
ED

* [Configuration] > [Device Setup] > [I nterface Settings] >
[Interfaces] DNEIZEE L. [Add/Edit]) XA 7 2 7R v 7 A
ZEMLE T,

* [Configuration] > [Firewall] > [Objects] > [Network Services
Objects/Groups|

» [Configuration] > [Device Management] > [DNS] > [DNS
Client]

Py NI =T —E R T L—TD
PR— b

9.19(1)

BRI124 D%y NT—27 —E R TN —TRERTEXBH LD
2720 F L7,

LA PP N |
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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