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» Webtype ACL : [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] >
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VERUMNMYARENTWBIEFTE ACEIZRH L TNy hE2T A NLET, —BERROND
L ACEIFEFNU ETF = v 7 SNEF A,
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WLTWET, MHEEEIND] FT7 74 v 27id, BIZACLIC—HET, LR ->TH—EX
EZNW T T 4w 7 D2 ETT (ASDM TiE, =& 2iE, —E R RY v— —/L Tk
FERIIT—B/AR—FDMEH 4, AAA V— L CIEEREF/AREREE M S v E 473, CLI Tl
WCHFRAES DN EHA SN ET)

FO—ILIC K DRERNGHES

through-the-box 7 7 & A Jb— /W5 ACLIZIZKREBICHED deny A7 — h A FB3H Y
FI, Lo T, AV ¥ —T oA ATHEHINDACLRED NT 7 4 » 7 #il#l ACL TIL,
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« 77 A L—/b (access-group 2~ R THH I HILHE ACL)
e —tARY——)L (V2T R — 7L —ALYU—7 O match access-list T~ >~
)

ARy MRy N NTT 4w TANED T T 47 53% (dynamic-filter enable classify-list
a< 2 R)

e AAA )L—/)L (aaa..match =<2 R)

« WCCP (wecep redirect-list group-list =< > R)
=& 2iE, WEY—/3—10.1.1.5 DO NAT 2 E LT, X7V v 7 I—T 4 7 R[BERS:
HDOIP T KL A 209.165.201.5 % Z D — "= 5T H8581F. ZONE—_—~DT 7
CRENRNT T 4 VNZHFRT BT IR NL—LDOHT, b—N—D= T T KL &
(209.165.201.5) TiI72< EEOT KL (10.1.1.5) 2R TEILENH Y 7,
ITYEVSIPT FLREERT HH4hE

WOEBEIX, ACLAZHERLETA., ZNOHDACLIX., AV Z—7 oA A L TR#BEINL~ v
v EnN-EEERALET,

* [Psec ACL

s capture 2~ K ACL

o« L—F—HAL ACL

s J—T 47 Ja hanid ACL
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L. ASDM TENOHDOHBIZX LT V7 4 v 27 ADM INLINE DA 7Y =2 b 7 /L—
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Da—P—AFlFa—F— V=T EIRETCEET, £/, [Service] 7 4 —/L KTk
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KL 2 (10.100.10.5 %721 2001:DB8::0DB8:800:200C:417A 72 &) . ¥ 7 % v k
(10.100.10.0/24 % 7213 10.100.10.0/255.255.255.0 JE=, F 721 IPve DA X

2001:DB8:0:CD30::/60) . X hU—27 A7 V=27 vETZITRy NI—T FT V=7
N TNV —TF DL, Xy KT —27 —ER AT r N TNA—TFDLRTEITA
B —T A ADARIEEETEET,

User

TATYT AT A T77ATUA—NVEHERNILTODEAIR, =——Fid=—
Y= N—T % T 7 47 DEFETLE LTHRETEEY, 2—F—2NBEFEHALT
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ERFERLEREA, FELT—ERXAZERTLIHA, A —E207 1 haix
EELT—ERZ—HTHMERDY ET (L 2X, MHFELR—NERDOH D/
ZRWTCP 72 L)

[Destination Criteria]

MELEIELTWA NI T4 v 7 DF—57 > FOFfME, [Destination] IXXET 5 LE N
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721X IPv6 7 R L AIZ—E LE T, IPv4 DA EH —7 v MITH551Tanyd %, IPv6
DHEZ—T v MZTHEE T anye 22 NENFEHTEES, BH—DKRA M T N
2 (10.100.10.5 % 721% 2001:DBS8::0DB8:800:200C:417A 72 &) . 7% v b
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 JEZ. £ 721% IPv6 DAL

2001:DBS8:0:CD30::/60) . % v hU—27 A7V x7 hERIEIFR Y NI ATV
N T N—TF DL Ry RT—F —E R FT V=27 N T A—TDOLBITETITA v
B —T A ZADLHIEREETEET,

. TOEXarvkOo—IL YR+
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BLL

mirAcEn 7057+ [

Security Group

Cisco TrustSec Z# NI L CWAEEIL, BX 2V T 4 JA—TD4HRX 7 (1~
65533) . FEtEFXF VT4 IN—T ATV NEFBETEXET,

H—EX

IP, TCP, UDPXRED T 7 4w/ D7 v fhaj, 7 3 CTCP, UDP, F£7=i%
SCTPDAR— hERETEET, T 74/ MIIPTTHR, L0 BEAKKR T harz
BELTC, =7y NMITB T 74 v 72XV KRET DI ENTEET, @
WX, ATBNDEA TOH—E R A7V FEBRLES, TCP, UDP, B3I
SCTP DA 1L, tep/80, tep/http, tep/10-20 (AN— M#iPH) | tcp-udp/80 (AR— k 80
fEE® TCP £7I1XUDP 7 7 4 v Z71Z—3) . sctp/diameter D L 5 2K — h ZFEE
T&EET, Xy NIV —ERFT V7 MIP—EAIREEED B 5AIE. [T—
E' A (Service) 1 7 4 —/V RIZIPZFRE L 9, —EADIREDFEMIZ OV TIE,
JE3E ACE O —E 2 DEE (128—2) BB LT EEN,

ACE D HBIOFAZ AN LET, 1ITORKCFHIT 100 LFFETTT, EFITE2 AT
XF9, FITIXCLIDERE L TEME v, ERIZ ACE ORNIZE E SVET,

GE)

1 o077 Ty 74 —2 (Windows 72 &) ETCTEFELANDOLTFTaAt s MaBML, £
LOXTFHEROT T v 74— (Linux 72 ) DOHIBRLE S & LlE, JOFR
ELFR#E SN2V ORESCHIBRZ FEITTERWAREERH Y 9, ZOFHIRIX, &
EREONTESEISERFETELa—RT57 7y M7+ —2DEKGHEICE D HDOT
R

[Enable Logging] : [Logging Level] : [More Options] > [Logging Interval]

nX s ATy a T, =IO Tsyslog A v —V &2 ED X HITERT %
EHELET, o047y arid, 778A L—LE L THEAESND ACL, O£V,
AUE =T 2 A ARSI TND ACL £7213 7 2 — LI H & TV D ACL DOAIZ
HHEINET, 2047 v g SIMOBEREICHEH S TS ACL TIREH I E T, KR
ouX s A TvarEFERECEET,
[Deselect Enable Logging]
= DX TN £, ZON— BT A EEICOWTIE, EoX
AT Dsyslog A vE—UHRITSNERA,
[Select Enable L ogging with Logging L evel = Default]
N—IUZT 7N hoax o 7Rt I E 4, RSN 728 2 LI syslog A v
t—106023 BNEITSNET, TTITAT U ANKBEELZT TODGE. ZOA Y
TV ORITREIT Y — R E KT AR £,
[Select Enable L ogging with Non-Default Logging L evel]

106023 DV IZ, HFH STz syslog A v E—7 106100 DRI ET, A vE—
2106100 1%, ETHRMNCE v b LIz ZITWITSNET, D%, [More Options] >

T7OEXarvka—)L YR+ .
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B iaccos—crouns

[Logging Interval] C¥%iE L7-[MfR Z & IZHITS, ZOMBANOE v MEAERL &
T, #ERENS X/ LUl [Informational] T,

HEA v E—VE2ENTLE, HBROZELRETE DL L LBIT, HHICE-TE
A=V DGHBES T £3, DOSKEEZZITTWAHEE, A v E—106101
NERENDZENRHY EF, 2T, AvyE—106100DE v N w2 FOAR
R ENDF Y v v a2 ENTHEE 7 2 —0FN, 1 DOMMRIZE T 2R Kz #E 2
Tl mRLET, ZOEFSNT, 777947 AR ELZBEET 572012, ROME
FCHEHEROIEEZ I L E T,

[More Options] > [Enable Rul€]
V= IVINT A ZATT I T 4 T2 TNBENE D D, o> TWBIL— L, —
WNT =T WD E LM ZOTFA N TRRSNET, V—EEhTHE, L—b
FHIRT D22 &R, =D RT 7 4 v 7 ~DEAZEILETEET, 20D, FO
S— VLTS LW LG AT, R CTHEANICT A Z ENTEET,

[More Options] > [Time Range]
W= IVT 7T 4 T2 o T DTN S LR I H 2 ©3% T 2 KA 7 v = 7
kD4, R A EE LR WEE. Vv —VXEILT 2T 40 7T,

Hi5k ACE DY — E X Dt#k

JERACE OFEEY — R ITIX, ROFMHEZHEECTCEET, EETH—ERADLAIT, £7 V3
NFETWETA, KV RESNTEY, TCP, UDP, TCP-UDP, %7213 SCTP &4 L fEE
TEXFERA, XY NIV =R ATVl NIV —E AR ED DAL, [P—E A]
74—V RIZIPEEELET,

TI0zH b2

EBEDODIATDOYV—EA LT V27 bELEFV—EA LTV b I A—T D4R, Z
NoEOA T o7 MZE, T CHATASEIERIFELEDDENTEEST, 20
72, ACLBI CH—ERAEREBHRHATL I ENMHICTEET, EREAL T V=7 b
NEBHABEINTWDIZ, FEITHEEZ ALY, MBOA 7V =7 NE/ERLTEY
T, MWBERAT V2l FRRONDGERH Y T,

Joktan
1 ~ 255 OFIPHOEAE £ 7= 1%ip. tep. udp. gre7e & OEEE D4 i,
TCP. UDP, TCP-UDP, SCTP#H— k

tcp. udp. tep-udp, B Wsctp F—TU— FIZR— b E24RETDHZ ENTEET, tep-udp

XF—U—REFEHTDE, tep & udp ZEBICHEEETICHEH O 2 haLOR— NEE
HTEET, A= MIKDFETHEETEET,

o Hi—7R"— I : tcp/80. udp/80. tcp-udp/80, sctp/3868, F 721 tep/www., udp/snmp, F
7213 sctp/diameter 72 & DBEHI O H— ¥ X4,

o R— REIPH : tep/1-100, udp/1-100. tep-udp/1-100. sctp/1-100 1%, AR—k 1~ 100 (1
L 100 2&te) I LET,

. TOEXarvkOo—IL YR+
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e A= MIFELL 2V RO 1= 2B L £3, 72& 21X, TCP A— b 80
(HTTP) VISDAEEDTCP F 7 7 4 v 712 —E SHDI2IE, =tep/80 LFEE L £,

A= REBLV/INEN <EBIMLET, & xIE, 150 REOEEDAR— F D TCP
N7 74y 71— S DITIE, <tep/150 LHRELET,

e AR—REFLVRE WV >ZBIMLET, & xIE, 150 OEEDOAR— FD TCP K
T 74w I B EIEDHITIE, >tep/150 EFREL T,

(GX¥)  DNS. Discard, Echo. Ident. NTP, RPC, SUNRPC, ¥ X Talk IZ. N FHIZ TCP ®
EF L UDP ODEFEDOW FNMETT, TACACS+ TlL, A— F491Zxf LT 12D TCP &
%Z)S%‘g’cﬂ"o

ICMP, ICMP6 * v t&—%

FEED A vE— (ping = —FRVINERA vE—TURE) RAvE—Y a— KX —
Zo MZTEET, ICMP (IPv4 [H]1)) B I OICMP6 (IPv6 [A11F) % 41 /3—9" 2 EFev 7~
FTV 2l NREZEABEINTWATD, FEITOFUERDABEIZRLGERHD £

T, BRI D L 512720 9,

icmp/icmp_message _type[/icmp_message_code]
icmp6/icmp6_message type[/icmp6_message_code]

A= XA T1E1 ~255 OFFHAOEAM F 72 1ZBEM DL FI T, 22— R0~ 255 DHEiH
OB T, BIRLUI-BENEEDOZ A F/a— RIc—B+TH 2L 2R LET, #9501
e ACEDR—ELFEH AL

Z4E ACL DEETE

FEHE ACL X ACE O&4RIffEar T LTERENET, HLWACL ZEKRT HI12iE, £9
2T FEERTAMERDHY £3, TO%, EH¥EACLT—7 VA H L TACE ZiBML7-
D, EFOACE Z#fRELZY, ACEZIT~EX 7=V TEXET, ZOT—7 /I, ACLZHE
THEXLACLZHEHAT AR —%5%ET H L ZIZ ACL Manager TH 7 & L THRRINE
T, ELL0%EL, Vg RUSOITE HEBRWTEIEILRFE L TY,

FEAE ACL TlL, IPv4 7 RLADHEMALT, 857 FLADHREERLET,

FIE

AT 71 [Configuration] > [Firewall] > [Advanced] > [Standard ACL] % &R L £,

ATw T2 HLWACL Z1ERT 58413, [Add] > [AddACL] Z#IR L., 4EiZ AN LT[OK] %27 VU v
7 LET,

ACL 27T FRT—T7 MBS NET, HEE ACL OARNTERETEERA,

T7OEXarvka—)L YR+ .
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. Webtype ACL D% 7E

ATYTI RONWTNNEFEITLET,

« ACL DRRIZ ACE ZBINT 5121E, ACL4A 721X ACL NDOILE D ACE 23R L, [Add]
>[Add ACE] Zi&IR L £,

« ACE 2 E DOLATICI AT 5121E, BEFD ACE 28R L, [Add] > [Insert] Z 3R L C%
D—L D FIZ ACE ZiEINT %2>, [Add] > [Insert After] Z i8R L £ 77,

=)V ERET DT, V=V EFIRLUC[Edt) 227 Y v 7 LET,

ATY T84 ACEOT T 4 # AN LET, ROA TV arBnb £7,

* [Action: Permit/Deny] : f8E L7 8T 7 4 » 7 ZFFa] GBR) + 2570, L GBIHR, ~
—B) TAH0ERRLET,

*[Address] : F T 7 4 v T —ORHELITZ—F v T FLAZEFR L ET, 10.100.1.1
RMEDKARNT RLUAD, F v hU—7 (10.100.1.0/24 % 721% 10.100.1.0/255.255.255.0 J&
A) ZEECEET, FRF, XYy N2 43707 bEBRBINTHZLELTEET (B
A7 V=7 FONED [Address] 7 4 —/V Rize— RENET)

* [Description] : ACE ® HEIZRE4 2% 1 17H720 100 XFLLFCTAN L Ed, EHIT
EANTEET, FITIECLIOERE L GEME L, ERIE ACE ORINCEE S VET,

G 125077 v b7 +—2 (Windows 72 &) L THEFELSDO LT T
IARNEBENML, ZNOOXFEMNDOTZ > b7 4 —2A (Linux
72E) MHHIBRLE D & LA, T FENIEL RS
Wz OFRESCHIFRZ FAT T R WAREMER H D 9, Z OHFI[R
X, BESEONTEZIFIERFE T a—RTH7T7 v b
T A — LADRFHEIZ L D b DT,

ACEDEHRENTET LTeH, [OK]Z 27 Y v 7 LTT—7 M — v ZBMLET,

RATv 75 [Applyl 227 U v 7 LET,

Webtype ACL D% E

Webtype ACL (%, 7 7 A 7> hLVASSLVPN T 7 4 w7 D7 4 VZ )T FEEDOFR > b
T—2 TRy b, AR, BEORWeb —N—~D2—HF— 77 ZXOFHIBIZEH S
FI, TANVFEERLBRVGAIE. TRTOERBTFT S E ., Webtype ACL i3 ACE @
AEiffE oy L TERENET, HLWACL 2ERT212%, a7 2ERT 5
VERH Y FF, ZDtk, WebACL 7 —7 V& FH L TACE ZEML7=Y, BEFD ACE %
WELV, ACEZ W~~~ T&E4, ZOF—7MiE, ACLEZRETHE XL ACL%E
T DAY > —%%ET H L &EIZ ACL Manager TH 7 & L TERINET, EH505E
b, Uy RUADITE S RO TRIEIXFR LT,

. TOEXarvkOo—IL YR+
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FIE

ATy T

ATy T2

ATvT3

ATv74

ATy TH

Webtype ACE ® 7 O /8F « .

Webtype ACL (21, URL{IARIZIM A TIPv4 7 KL AL IPV6 7 KL ADMABRDLEEZEDDH Z
ENTEET,

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access| > [Advanced] > [Web] >
[ACLS] DIEIZER L £,

Br LU ACL 1B+ 28413, [Add] >[Add ACL] 2R L, 4RiZ# AL T[OK] %227 U »
7 LET,

ACLa T FRT—7McBMENET, B Cooary 72 8RR L C[Edit)| 227V v 75
LIk, 2T FO4RIEERETEET,
IKONTNNEEITLET,

« ACL DKREIZ ACE Z B4 521X, ACLA £721Z ACL NDOTE D ACE Z34R L, [Add]
>[Add ACE] Zi®&R L £ 7,

* ACE R EDLATIZI AT 5121%, BEfF® ACE Z iR L, [Add] > [Insert] Z R L CTZ
DN—v D 2 ACE Z3BI1F %2>, [Add] > [Insert After] 2 38R L 9,

=)V ERET DT, V=L EEIRLUC[Edit) 227 Y v 7 LET,

ACE D7 a7 42 AN LET, BIRTLERAT v a JIROEBY TT,

* [Action: Permit/Deny] : f8E L7 b7 7 4 » 7 ZFFA] GBIRN) + 2570, L GBRIER, ~
—%) TAHEPEERLET,

e [Filter] : 385EICEAS M T 7 4 v 7 =BG M, 7w ba v z@RLTh——4 (7
VAU TRALET 7 ANE) #ATITDHZEICL>TURL 8 ET 50, IPvd £721%
IPv6 7 KL AL TCP YV —E RZA$EETHI ENTXET,

ERFEEZRR T RTOA T2 3 22OV TiX, Webtype ACE D7 /37 ¢ (15 _%—2) =5
LTLEENY,

ACEDEHRNZET LzH, [OK] 227V v 7 LTT—7 M —ZBMLET,

[Applyl &7 U v 7 LET,

Webtype ACE @ 7'0/8T «

Webtype ACL @ ACE Z B E72IIMRmET D L I, ROV NRXT 4 EZRETEET, £<D
T 4=V RTIE, WMERY 7 AOHFIZHD [ RE %7V 7 LT, 74—V RTHEAT
ELAT VT FEBRR K, EITRETEET,

BED ACEIZDWT, URLE/IET7 RLRATT 4NV EZ Y 7T RN TEEd, 72770,
WG TT74NFTBHZLITTEEEA,

T7OEXarvka—)L YR+ .
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* [Action: Permit/Deny] : R E L7= N7 7 ¢ v 7 ZFFa] (GEIN) T 520, G GRIVEER, K

—8) T2 ERRLET,

« [Filter on URL] : %85 URL ICEESL b T 7 4 v 7 —85 Mt 70 b a L &2 % RL T
P—==H (AT arTRRETFANE) ZANLET, & 2E,
http://www.example.com & 5E L 7, F/oiE, T X TOV—"—%XRIZT HITIL,
http:/*.example.com & 57 E L £3, LLFTiX, URLOFHEEICET D Bk & HIRFEHE
WL OovRLET,

« T _XTO URL # AT D551, any ZBIRLET,

« [Permiturlany)] EHETH L. 7o b i/ ——IP//3Z | OFEAD URL
X _RTHFAIEN, ZORE =N LR NT 7 4 v 7 (R— MEER L)
ey 7 SnET, BRRPREES A LWL S, HERKR—F (Citrix D

FVEAR— B 1494) ~OHHE AT § 5 ACE ZfEH L T 7280y,

e Avw— bk bR E ica T T T A b, smart-tunnel:// & ica// DH A TITDIH—
B3 5729, [permiturlany] #fH L7Z ACLICE > TEEE2ZITHZ LIEHY
FH A,

«fEHTE 571 b auid, cifsy/, citrix:/, citrixs://, ftp://. http://. https://,
imap4://, nfs://. pop3://. smart-tunnel://, XN smtp:// T9, 712 h=a/LTUA
WA= REFEHTHZ b TEET, L& 2 mﬁimmkivmm I—E
L, TAZ Y RAZ *ZFT_RCOTa bavic—%LET, &2
*://* example.com |X, example.com X h U —27 ~DFTXTDH A 7 @ URL ~X—
AT T 4B LET,

e smart-tunnel:/URL Z$8ET 5 &, $—_"—H T E2EFDLH LN TEET, URL
WCRAZGDH T LT TEERFA, 2L 21E. smart-tunnel://www.example.com |
BT AILAIBE T A3, smart-tunnel://www.example.com/index.html 1352 17 ANUASA]
T4,

c TAKY AT (%) :*ﬁiﬁﬂ%ﬁﬂﬁﬁ@iiﬂméﬁbi¢o¢&T®Mm
URL [Z—E X 5121%, http//*/* E AT LET,
BRSO IHMEE D 1 TFIC B L ET,

Ay a ([) : XFOHMAEIRET HBRIEHT AT, ALy afnIc
BESNFGHICBTAEED | TRIC—FHLET, 7L 2L,
http://www.cisco.com:80/ & http://www.cisco.com:81/ D[] 512 —E I HIT1E

Mhttp://Iwww.cisco.com:8[01]/] & AL F7,

» [Filter on Address and Service] : 48567 RV A L —ERIZESWT R T 7 4 v 7 2HBE L

e

« [Address] : 465D IPv4 £721%X1IPv6 7 KL A T4, +TDT KL | *ﬁéﬁé
I, TRTOIPVA £7-213IPv6 7 FL AIC—E % any 2 L £, IPvd DRI
HBXEDHITiFanyd &, IPv6 DA —H I EDH 2 iFany6 2 H L E9, BH—DFRA b
7 KL (10.100.10.5 % 721% 2001:DB8::0DB8:800:200C:417A 72 &) . 7 x> b

. TOEXarvkOo—IL YR+
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Webtype ACL 045l .

(10.100.10.0/24 F 7-1% 10.100.10.0/255.255.255.0 JE=, F 7213 IPv6 DA
2001:DB8:0:CD30::/60) ZfEE CxF£9, F/2id, Xy hUV—7 A7V xr F&ER
LT, A7 V=27 FONFER 74—V Rile—FRT52 L6 TEET,

* [Service] : H.—® TCP ¥ —E Aftkk, T 7 4/ MIAR— KR LD tep TT 2, H—D
AR— b (tcp/80 <° tep/www 72 &) F72ldA— M (tep/1-100 72 &) ZIFETE &
T, WHRFZEOLZENTEET, & xIE, 1=tep/80 1% 80 LISL DR — k| <tcp/80
I3 80 KD T TOE— k. >tep/80 1% 80 BOFT~THHE— F T,

» [Enable Logging] . [Logging Level] . [More Options] > [Logging Interval] : 2> 7 47T 3

TR, EBC N T T 4 v I BEE T H LI O W Tsyslog A v E—VE ED L D ICAE
R D0 EEFRLET, KOaX 7 7 v a v wFETEET,

* [Deselect Enable Logging] : L—/LOu X 7 2P LET, ZONL—LTHELEIN
HRTT 4w 7IZONTE, EDOX AT D syslog bRITSNER A,

* [Select Enable Logging with Logging Level = Default] : /L —/LVDF 7 /L k aX > 7%
L ET, HEINT ATy T &I syslog A »E—2 106103 23FITINET,
TTTAT UAPKEEZT TODEE, 20Xyt Y ORTHRET Y —ERICE
Ba T ARERH Y £7,

* [Select Enable Logging with Non-Default Logging Level] : 106103 Ot v 2, HEH S
7z syslog A v E—7106102 2@t L £9, A v E—106102 1%, £ RplcE v b
L7zl ZIRITSNET, D%, [More Options] > [Logging Interval] T iE L 7= fH k@
TLICHET SN, ZOMBEAOE v MiARLEY, #EShorX s LUl
[Informational] T9,

* [More Options] > [Time Range] : /v —/V 3T 7 7 4 T8> TV D MENH B IREfEH L HEH
ZIEFRT DM A7 Y = 7 S OL4RL, REEEEH A RE LeWEE, v—/HEEIC T 7
T 4T TY,

Webtype ACL 051
PUFClE, Webtype ACL @ URL “X—AD/L— )LDz DhvRr LET,
TALE 2

fi7s  |url http://*.yahoo.com/ Yahoo! T _XT~D7 7 B A ZESR L FE
‘a‘o

bRy url cifs://fileserver/share/directory BEINFEFIIHATXTOT 74
WASDT I RAEHE LET,

B url https://www.example.com/ directory/file.html  |{5EEN7=T 7 A N ~DT 7 & 2%
GLET,

el url https://www.example.com/directory BEINEBHFA~OT 78 AZH7] L
i TO

T7OEXarvka—)L YR+ .
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B rcoz=5u2y

T4ILE 28
fizs  |url http://*:8080/ A— b 8080 &I LI AL E DL ~D
HTTPS 7 7 B A ZEH L £,
AT url http://10.10.10.10 10.10.10.10 ~ HTTP 7 7 & A % &
l/\jzj_‘o
Gl url any LD URL ~DT VA% T LE

T, WEIL, wl T B RAEREST S
ACL D& LIS NET,

ACLOE=R Y

ACL Manager, f%=% ACL, Web ACL, ¥ & O®EtherType ACL 7 — 7 /L{Zi&, ACL ¥ & T
FoRINFET, 7215 L, T30 RATHE SN TWDONEE IEFEICE R T DX, ROa~v > R
EHEHLET, a~> K& AT 5Hi21E, [Tools] > [Command Line Interface] % i#&K L £ 7,

« show access-list [name] : % ACE DITHEF Ly N UV hNEEF0LT 7R URA RNERR
LET, ACLAZEL T ZIV, £OLARWNE, T _XTOT7 78R U X RRFRS
WET,

« show running-config access-list [name] : BIfEFATL CTWAHT 7 ER VAL a7 X
L—va v aRmRLET, ACLAZIEL TSN, £HLAgneE, I_XTOT 7 EX
UAMBERRINET,

ACL O & F&
e

FEUE JEAE, Webtype ACL 7.0(1) ACLIZ, Ry NU—2 T EREHIH L0, &F SE 7204
RBEHEHTL2 N7 74 v 72 BE LIV T 572DIfEHESNE
9, JEIET /A 3 hu— U A M, through-the-box 7
A Ay ba—LEZOMDON ONORRICER SvE
T, W ACLIL, V— b v 7 & VPN 7 4 V¥ THEH S
9, Webtype ACL L, 77 A7 hLASSLVPN 7 1 /L4
Uo7 CEASET, EtherType ACL X, IP LSO LA F 2
KT 74y EHIELET,

ACL Z#%7E$ 5 72% D ACL Manager 35 J OV DL D~2— VM
BMsinE Lz,

N

)= BLL]
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accomEE i

HaE

iy

IJ IJ — X

Bl

PEIE ACL TOEBEDIP 7 KL X

8.3(1)

NAT £721X PAT 2325 & XX, S E I EBERET, ACL
TOSy B 7 7T RUVABIOR— OFERABAREIC/RY F
To ZHDHDOERRIZOWTIE, BHSN TV ZRWEREDOT L
ALR— R NEEHTHILERDHY £7, FEEOT RLALFR—
FAMEHENDDT, NATa V7 f Falb— g UPNEEX
NTH ACL Z2EE T H0BT <20 7,

JER ACL COT AT VT 47T 4
T7AT T F DI R— |

8.4(2)

TATVTATA T77AT VA —NDI—HF—BILOI L—
THERBEILEHEIHEHTEDL ORIV E L, TA4T
TAT A T7AT TH—/VACLIZT 7 A )L—/LCAAA L —
e LBz, BIOVPNRRIEICHH T £,

EtherType ACL 23 IS-IS 7 7 1 >
7 &Y AR— b

8.4(5). 9.1(2)

RFZUAXT LU N 77 AT U4 —/LE— RTHL, ASA N
EtherType ACL Z i L CIS-IS b7 7 4 v 7 I T&X % &
2TV FE LT,

WOHEENET INE L7, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

$L3E ACL T Cisco TrustSec D
AN—k

9.0(1)

Cisco TrustSec ¥¥ = V7  ZI)—TF%E{E L L suielcfEi
EDREONERVE L, TAT VT AT A4 77A4AT T —)b
ACLZT 78X L—)L b L I TE £,

JIBE ACL & Webtype ACL T IPv4
7 RLURAEIPV6 7 R L ADHA

9.0(1)

J3E ACL & Webtype ACL TIPv4 7 KL A L IPv6 7 KL AN
PR—FEINDEIITRY FE L, FMExBLO%EHLICR LT
IPv4d BELOIPV6 7 KL 2ADFAADE LIRETE 7, any
F—U— R, IPVABEIOIPV6 N7 7 4 v 7 E£T L HICE
HENE L, IPVADHD T 7 4 v 7 KT anyd F— U —
K&, IPv6 DHD ~T 7 4 v 7 ZFKT any6 ¥ —T — RNEN
EivE L7z, IPv6 [EA O ACLIZIEHESECTY, BEFF D IPv6 ACL
IEHEIE ACL IZBAT S NE T, BATOREMIZOWTIL, VU —
A )= e TIIEIN,

WOBEEAEE SHLE LT,
[Configuration] > [Firewall] > [Access Rules]

[Configuration] > [Remote Access VPN]> [Network (Client) Access]
> [Group Policies] > [General] > [More Options]

ICMP =— R{Z X > TICMP <
T4 T HTANEN L TTHID
DOYEIE ACL & F 7 = 7 MREYE
ik

9.0(1)

ICMP =1 — RIZESWTICMP ~ 7 7 o v 7 OFF A E 723G
MTELEDITRD LI,
WOBEHPNEANEZIIERENE LT,

[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]

[Configuration] > [Firewall] > [Access Rule]

T7OEXarvka—)L YR+ .
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B roomE
HEES )1)—2 SRBA
ACLBXOA TV =7 MafmET 9.32) ML LTmar 7 4 X¥al—varytbEyiarTACLBLOA
LoD T 4 Falb—g T2V PERETEALIICRVE L, A7 V=27 FBX
tyg v WACL i 52752 L L AHETT, 2FE0, ELEFEL
P IR R A PCOHT CoRodT V=) b ACL T BN i SOT 7k %
F 35 L OV ACL ORI 5 T T ERET O - °
TR N—)VOFFMBEENEREINE L,
Stream Control Transmission Protocol |9.5(2) sctp 7 v ha A EEA LT, A— hOfEEEE T ACL V—/b
(SCTP) @ ACL ®H&R— k EERTE B L9170 E LT,
[Configuration] > [Firewall] > [Advanced] > [ACL Manager] ~—
UTT VR AR Y OBIRES A T a7 Ry 7 AN
EEHINE LT,
Ethertype /L'—/L G, IEEE 802.2 it | 9.6(2) IEEE 802.2 iHR U > 7 HilfEl R r » b DFEseh—E A 77 & A

V7S N ORI — e A
FOEARLY FOT LAY
H— hERET

RA Y FOT RV AIZxE % Ethertype D7 7 & A ifilf#i—/1
EERTCE L2720 FE Lz, ZOBIMCEY, bpdu F—
T— PRGN T 7 4 v 71— L72< 720 9, dsap 0x42
(2t LT bpdu /L—/b &2 EE Lz £,

WO E AL S3LE L7, [Configuration] > [Firewall] >
[Ether Type Ruleg],

TNV T—F A=A
#—7 = A AT Ethertype /L — /LD
N—7v RE—F, BIOTY v
IN—TDOEHRRA A —T = A
A (BVD) OIERT 787 A )L—)LD
PFR— b,

9.7(1)

Ethertype ACL Z{Efi L., VW —T v RE—FKDT VU v J)L—
TRAUNR—=DA U H—T oA AZHEHTE L LT EL
7o o, AUN— AU FZ =T A RIMAT, 7V v IR
A HZ—T x4 A BVD WKIET 722 L— L EZBEHTS
ZEbLTEET,

WO E AT S3E L7, [Configuration] > [Firewall] >
[AccessRules], [Configuration] > [Firewall] > [EthertypeRules],

EtherType 7 7 & AHlff#l U A kD%
EO

9.9(1)

EtherType 7 7 £ A 2> hm—/L U X M, EthernetI1IPX (EII
IPX) 2R —bTHEIIZHRVE L, SHIZ, DSAP F—
U — RIZH LWF—TU— R B E 4, 3@ DSAP B (BPDU
(0x42) . IPX (0xE0) . RawIPX (0xFF) . X OVISIS
(OxFE) ) ¥ AR—hFLET, TOFEFR, BPDU £721L SIS
X —U— N&E 3 2BEF D EtherType 7 7 & Aflffl=> K U
IXHEIIIZ DSAP (EERZ L35 K 9 ICEH S, IPX DL —
UL 3 5D L—/L (DSAP IPX, DSAP Raw IPX, 3L OVEI
IPX) (CE#HELET, & HIZ, IPX % EtherType fii & L Tt [
THE NNy B XYy I T3 EEINLE L, ZhE, IPX A3
SOAER] D EtherType (2595 7289 T,

WO E A SHUE L7z : [Configuration] > [Firewall] >
[Ethertype Rules].
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9.17(1)

JEaE ACL 38 XY 7 & Al — L D E(E JLds L O%E Je e
ELTHRYy NY—I =R AT V=7 MEATEET,

T AT T == OFEREACEE 72137 7 A )L— /L DB
- fREmmAEELELE L,

ACL L A7 Y =7 FORFIGT BRI
WIZANZTT, IBlZ, 77&XA
WEOA T 27 b7 V—TRRFEN
T 74NV NTHEMIeD £ LT,

9.18(1)

TIRATN—TEINIT VB AN—NVERET D EEIT, &
PAHELTOWRWACL £72dry NI —2 4TV xs b
MTEET,

I, ATV NTNV—THREBENHHRERDOT 7 & AH|#H
WXL CT 74V N THEMZRD E LT, T, AT v 7T
L— RLTH, BlXEXZoa~vy FIRESCY 3, HL)
T A% E (L) | FEITITOXLERHD £,

forwar d-referenceenable =~ > K% Hlf% L. object-group-search
access-control D7 7 )V hEAINCEE L E LTz,
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