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///7&w%7% RELET, T, REIP 7 FL A, UDPAR— b (LEIDST
T) . BEOIZ =T D IPsec HAEMENEZENET, T L—TICBMNT 5T XTOTA
A AZIE, INV—THNTOT A AOERNAM ZBRE | [F—D 7 V— TR ERET Db
ERHY ET,

« FRALATVPN B— KRG ULy PEFML, RT YV v I T RLALE T T "= FT
RUVRIpEDTNARAEFEOT /RN T 4 H#ERTHI LI, BMTEHEIT A AEHRE
LET, INODEIZTNA AL > TR 9,

A— KNSV VTRADINT )Y DA VRA—DT A RETFAR— M IUE—TIAR
DERTE

wwm~Fﬂiyyyfﬁw—7®?ﬂfzm@ﬂfuyﬁ(%%)4y&—7z4zkf§
A=Kk (NER) A F—T =2 A AEHETHITIE, WOFNEEZFEITLET,

B M T7RASEYUTaATLay
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ATy

ATy T2

ATvT3

ATy T4

A— KRSV U TRDATY v oA v 8—T14RETSAA—F 4 v8—Tx1208% ||

FIE

VPN O — RRF v/ ary7 4 Falb—y gy £— KT, lbpublicF—U— RZ$HEE LT
interface =~ RE AN L, ASAIINT Y w7 AU F—T A AR ELET, ZDa~v
RiZ, ZOF AL ZAD VPN 00— KNRF L I Db DRT Y v I A 2 —T = A ADLH]
FXIP T RLVAERRELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

VPNE— RT3y v/ ary 74X alb— gy £—RT, lbprivatex—7U— REZFEEL T
interface 2~ RZ AL, ASAIZTITAR— AV F—T oA AERELET, Z0a~
YRIE, ZOTF AL ADVPN B —RKRT v T DD TTA X~ f L H—T = A{ AD
ARTETIXIP 7 FLRAERELET,

1 :

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

TN—TNTZDT /A ANZEID Y THEENAN AR E L ET, EOFMHIL 1~ 10 T, &
FEMEALIE, T3 ADEEWFE T IIBEFOT 4 LI X TRENBELIZL X, ZOT /A A
WIN—TF 4 L7 2 ZhebalfEbaR LET, BEEVEZEIRET D E (& xiF10) |
ZDTNRAANTN—TF 4 L7 X5 alRetEn@m< 720 97,

1 -

72 2E, ZOTNAL R ITN—TNTOBBENELL6 2 E Y B THITIE, kOa<r RE AN
L/\i‘a—o

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

IOTNAL ARy NI =7 T RUABBEERT 25813, 7731 ZUZED 4T 5 NAT
T RLZZEELTCnat 2~ FEANLET, IPVABENIPVv6 7 FLRAEZEHZET DI, T
NA ADKRA NG ERECTCEET,

i

7L 2iE, ZOF A RTNAT 7 R LA 192.168.30.3 38 L 18 2001:DBS8::1 ZE Y 24T 5T,
Woa<r REAHLET,

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #
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B veno—rnssuoLsrL—TREOEE

VPN O— K/\5

ATy T

ATy T2

ATvT3

ATy T4

DOV —TREDETE

I

TN—=TRNDETSA XD VPN 01— FNT o 7 7 N—T @i asE+ 21203, ROFIA
ZEITLET,

FIE

Jua—)V a7 4 ¥ a lb—3 g2 F— KTvpnload-balancing 2~ > K% AJ) LT, VPN
0— R RV T ERRELET,

&1

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z 3T vpn-load-balancing 2> 7 4 ¥ 2 b—3 g F— RIZADD, ZITEYOr— KA
TV TREERETEET,

TDOTNRAAVRBELTNDIIL—TDIPT RLVAETITZELEMN NAAL V4 E2RELET,

Zoawr Rt VPNe— RRZ U TN —T 2K ERTH—DIPT KL AFE72IZFQDN
ERELET, FNA—THNOTRXTOASADBEHETLH XTIV v T3y hOT KL AHiH
WT, IP7 RLAZBIRLET, IPvd 7 RLAEIXIPV6 7 RLAZIEETE £7,

&1

7-& 2L B IP 7 RL 2% IPv6 7 R LA 2001:DB8:1 IZHTET AL, kOa<wr FEA
HLET,

hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

TN—THR—=FERELET, Z0a<vr R, ZOT 3 ZANRBMT 5 VPN 2 — RKXF
T N—TDOUDP R — FEEELET, T 74/ MEIX 023 T, BlOT TV — 3
VTCIZDOR—IMEHAESNTWAESIT., a— R XT3 ZIHEHT 5 UDP O%EER— T
FerE ANNTLET,

1 -

722X, IN—T R — & M4 ICRTET DX, ROa~<~> REASTLET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(EE) VPN 2 — RRF o 77— 1250 5 IPsec Bl 5k 2 A 2 —7 VI LET,

F7 40 P TIEEB LI SN EYRA, 2O a~<2 Rid, Psec i E{bZ A r— 7V F -1
TAE—TNMILET, 20T =y 7 EHERETIHAEIL. STHEMELIEE L CTHRIET
HUENRHY ET, VPN ar— RT3 77— NO ASA 1%, IPsec ZfEH L T
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ATy TH

ATvT6

VPN O— RNV T —TRMEDEE .

LAN-to-LAN h > FUBHTHEELET, T/ AW THREINDITATOR—RKART v
TIERBREFALEIND LT DI0E, ZoEts A x—7 1 LET,

G¥) VPN 0 — RT3 v 7 T N—T DR SAb AT 51, £, WA o2 —
7 A A%FEE LT cryptoikevlenable 2~ > REFITTHZ & T, WEA ¥ —
72 A ATIKEVlI A X =TT DRMERH Y £3, €5 LWEE, VPN —
KRG T T N—T O b EHEL L) ETHE, 2T — A vE—UNRER
SET,

TN—T DR Z R E LT & ZIZIKEVl 24 2 —7 /ML ThH, Z—T~DF
NA ZADBMERET HHNCT 4 B—7 /W LA, participate=~ > K& A
NTHETT—RAyE—VNRRRIIN, £OTNV—T1Tk L THESRIZA 2—7 L
2720 8 A,

1 -

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

TN—T DAt E A F—T T 58 1%, cluster key =~ > K% A7) LT IPsec 1A i
%%Eféﬁ%ﬁ%@iﬁo_®37/kilmmﬁ FbEA X =T ML TH DA, IPsec
ETMICHAREZIRELET, Ny 7 ACANT LML, #EdT 57 AZ VA7 5L LT
FREINET, T T LINTZXF—F AN THLERD DG (2L 21X, BIOMER) D
g —L7=%—) I, cluster key8key 2~ FE& AHLET,

1 -
7o & Z0%, EREE# A 123456789 ICRRET DX, kDa~vr RE AN LET,

hostname (config-load-balancing) # cluster key 123456789

hostname (config-load-balancing) #

participate 2~ > K& AN LT, =T ~DZDTFT A ADBIMNEA X —T M LET,
i)

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDBRY

BED ASA / — KPR — KR v T DEDIZ T NV—T S, BXaT 7747 b 8
fElZ 7 V—"7 URL DN LG G, flx D ASA / — RTUTZITIRERDH D £,

R VE— R NT IR0 7 AN, K — NRT U TRET FL X (IPvdB &
WIPv6) DV NA—F URL R ELFET.
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B et asmALEY LYY a0 D 2—T i

¢« ZD/)—FKDOVPNE— R RT3 7 RT Y v 7 7T RUVARZR LT V—7 URL %%
El./ijqo

tunnel-group., general-attributes, group-url =< R&fH LT, kD7 /L—7O URL Zi%E
L\i—a—o

TEBMH A VEEFERALEVSIALY 3000 F2—T L

ATy I

ATy T2

ATvT3

ATvT4

F 7 R TIE, ASAIZVPNE— RARF v DY A A L7 R TIPT FLAETZ27 T4
7 MZEFELET, DNSAIWCESSGEAERFEH SN TWDEEHAE, AV NN—T A RZV X
A V7 FEND EZFOFEAEZTENC/AD 7,

TOASAIZIVPN R —RRT T T4 L7 LT, VPNZ 47 v MNERERID A
IN—=FT AR (T N—TNOHD ASA) [ZV XA VT 8T 5EEIZ, DNSWiLy 7T v 7%
EHLT, ZTORALN=FT A AD GMBIPT KL ATIEeL) 22Efi KA A >4 (FQDN)
EEETEET,

VPN — RNF o 78— RCREEEM NAA 4R LI) XA VY haeAf 3x—T L E
I T 4 B—T7 it Bk, Fua— L ar T X ab—v 32 B— FTredirect-fgdn
enable 2~ REFEALET, ZOEEL T 74V N TIET 48— IR >TVET,

48O HREIIC

TN—THND VPN 2 — KRT U T TR ZADTXRTONTBLONE Ry T —27 A
H—T A AF, WUIP %y NU—7 FICEETHZHEND Y £9,

FIE

VPN 22— RKNT v 7 CO FQDN OfEHZ A F—7 M LE T,
redirect-fqdn {enable| disable}
1

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

DNS H—_—Z, % ASAEEA v X —T A 2D MY EZBMLET (= FURIEEL
ROVGE) o ENEND ASAINTIP 7 RL AL, My 27 vy 7RICZEDT R U AR} T
HDNTEDNS = FUMBEESNTWALERNHY 3, ZNHDODNS T b UIZx LT,
WLy 2T v T HhA X —TNCTDHHERHY 3,

dnsdomain-lookup inside =~ > K& LT, ASA CDNS/V v/ 7 v 7 %A X—7 ML &%
9, inside DERIFIZIL, DNS h—rN—~D)— h ZFFAEBED A X —T = ALFEL E
7

ASA TDNS #—_—1IP 7 FL A% E#H* LET, # : dns name-server 10.2.3.4 (DNS H—/3—
DIPT7 FLRA)
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>

VPN O— K /N5

veno—k nsvvusniEs ]

VU DERES

HEADVPNO—K /NS> U5 CLERE

WIZ, BREM RAAL LDV EA VT NeA F—T ML, FN—TDNT Y v
A HE—=Txf Ak test LIEEL, V=T DT FTARX—h 4 X —T =1 A% foo
EHRETHA A —T oA Aa~vy ReEte, VPNR—RRT vV avw s Ri—
T ADEIERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate

VPN O— RN\ U U T EHRORTR

VPN B — RGO T ITN—T DT 4 VI X, TIT 477X aT7 7747 &y
var, JIAT MRy ay, FLUTHESNZHIREIXT A & o A RIZES
SEKHFAE Y arBNHbDT7N—THNDOE ASA NDH A v —V 2 EMMICZELES, 7
N—THNDH D ASA DFEEN 100% W ENTH DL ERENDIGHE. IN—TT 4 L7 X%
THICH L TCEBICEREZ VA A LT F T D2 LIETEEREA, ASARWVASIENTHD LIRS
NTH, 2=V —IZL-oTIHT 7/ T4 7 E2ITHMFBELREL Y, T4 22 METD
AREMEN BV F, EERE LT, By v a VAR TIEARL., By va VARG IET
T4 TIREDE v a VEEGIWEENE ASA I > TIRILENETASA s~ R 77 L
VAD-sessondbsummary v 2 REZ LTS EEW, 2F0, 77747k yvay
WETN—TFT 4 L7 ZITHESNE T A, ASAD GET 77477ty aildio7T) Vo
EWZR2 o TWABEATH, JA—T"7 4 L7 Z XML U THERiE ASA 125 X ) ¥
ALV 7 bLET, ASADBH LWEREZZETL L, ROELIIET V774 7o Tty
varnulir s, BILWERNED T A B AR ST ET,

WOBENL, 100D SSLEyay (FTI7T7470DH) & 2% DSSLAWERLTWET, I
NEOHFIZIL, FET 7T 407y a TG ENTWERA, DFD., FET VT 4772
Ty g I VPN B — RT3 U FOARIZHZ ONER A,

hostname# show vpn load-balancing
Status : enabled
Role : Master
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Failover : Active

Encryption : enabled
Cluster IP :
Peers : 1

Load %
Sessions

Public IP Role Pri Model

192.168.1.9 Master 7
192.168.1.19 Backup 9

VPN O— RN\S U VT DR

192.168.1.100

IPsec SSL IPsec SSL
ASA-5540 4 2 216 100
ASA-5520 O 0 0 0

NTFRLFEYTa AT ay |

)1)—2A

HEETRR

SAML #fi [l L7 VPN B — kK xZ v w7 |9.17(1)

ASA 1%, SAML FBGFE&fFH L7= VPN 12— |
TEhEYR—b T2V F L,

VPN m— RRZ o7

7.2(1)

ZOBRENEAINE LT,

B M T7RASEYUTaATLay



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



