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WONTNPDOTFEEZFEALTCIP T FLAZRELET,

T o= VF == FTRE) T BLONVN—T Ny =T 2 ADOEIX, IPT
R AZFHTHRETHNENH D £9, DHCP & PPPoE XV HA—FENEH A,
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DHCP #—/ =6 P 7 RLAZERS L ET,
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B -

ciscoasa(config-if)# security-level 50
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451
WIZ, VLAN 101 /3T XA —X OB EHZRLET,

ciscoasa(config)# interface vlan 101
ciscoasa(config-if) # nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0

RIZ, ~NAVFarTFARNE—-—RTarTFAMary7 4 Fab—g (N T A—
BB ETHHERLET, A X —T7 2 AIDIE~ v 74 TT,
ciscoasa/contextA (config)# interface intl
ciscoasa/contextA (config-if) # nameif outside

(

(

ciscoasa/contextA (config-if)# security-level 100
ciscoasa/contextA(config-if)# ip address 10.1.2.1 255.255.255.0

MENE YD
IPv6 7 KL ADFEE (18 X—)
MBA LB —T 2 ADA =T LB LA —F Ry b RXT A —=FDOFE
PPPoE D% (10 =X—2)

A B —Tx A ANDSL, F—T N FT A5, FIEFEOMDTETISP [T STV,
ISP 73 PPPoE I L CIP 7 RL AZEID B TAHEAIT, RONRTA—=F 2R ELET,

ZOERERITEBEON—T Y LV T TA_R—=NFAVYLVLT v T %y hU—2 (VPDN) 7 /L—
THEEFLET,

vpdn group group_name request dialout pppoe
1

ciscoasa(config)# vpdn group pppoe-sbc request dialout pppoe

ISP FRFEA ZLR T 25618, FGE7 1 h a L& # IR L £,
vpdn group group_name ppp authentication {chap | mschap | pap}
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ISP THIV ¥ ToHN /e —H—4 % VPDN 7 — 7| ZBFdfH I £ 5,

vpdn group group_name localname username

1 -
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vpdn username username passwor d password [store-local |

1 -
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TV TN—T1F, ASADBN—T 4 7 TIER T v ITHA 0 H—T A ADT)L—
T, TV IN—TIFE T AT L N Ty AT UL E— R, =Ty R 77
AT T —VET—RDOWHFTHR—FINTHET, 7V o TN—TDFEMIIHONTIE, 7
Vo7 —FIconWTEBR LTI,

TV IN—=F RS B —T = RERET DI, ROFIEZETLET,

Ty oREBA U 23—T 4R (BVI) DETFE

TV ITN—=TFTLIZ, IPT FLUAZRET HBVINKLETT, ASAIX, 7 U v¥ 7 r—
TNOBRIEEND Ny hOERFEILT FLALE LTZDOIPT RLAZEHLES, BVIIP T
RU A, #isiizxry hT—27 LRI TRy NNICHLILERHY £9, IPVA ST 7 4 v
DA, TRTONT 7 4 v 7 BB ST 51T i BVIIP 7 R LU ANKETY, IPv6 ~ 7
T4 w7 OEEE, bt NI T4y R ERBSED) 7 a— IV T RURAERET

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

B ooomeros—5z02 B omE

HHENRHY ET, VE— MNMEEARCOEHBREL GO 7 HREE RELT A0, T u—
NVEBT RUVAEZRETHI EaMRELET,

N—T v RE— ROYE, BVUCARIZIRET 5 &, BVIDBLV—TFT 4 V72BN £T, 4Rl
FRRELRTNE, 7V INA—TIE T AT LU N T AT U gp—/LT— ROFE
ERICE D ICRRBE SN E T2 7,
—¥DETNLTIE, T 74NN 2T 4 Fal— a7 Y IA—T7 L BVI G EN
TWET, BINMOT ) v 7 —7BILUOBVIZER LT, V=DM TA L N~ Z—
T oA AEFEYVYTTLH LB TEET,

)

G FFUART LY kB ROERIOERA 5 —7 = AT (FHR— FENTVESETFAD
BE) . RETERWT Y v 7 —7 (ID301) a7 X = b—3 3 SICHBHIZEN
INET, ZOTN T TA—TETV v TA—TORIBICEENFEE A,

FE

ATw 71 BVI Z1ER L 7,
interface bvi bridge_group _number
5 -
ciscoasa(config)# interface bvi 2
bridge_group_number (X, 1~ 250 DT, ZDOTV v F—TF AL R—2iE, HBTY
A H—T oA ABEID Y TET,

ATFvT2 (FFvAXTL b E—F) BVIOIPT FLAZRELET,
ip addressip_address [mask] [standby ip_address]
1 -
ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
BVIIZIZAR A b 7 RL A (/32 £7213255.255.255.255) ZEID ¥ TRWTLEE W, 72, /30
Y7 Ry b L (255.255.255252) . ARA N T RLAR3IORMOMD Y7 3~ F&2FH L7
WTLEEW (RAMT RLAREFE, Ty 7 AN —A =% XL ARN)—Ah/L—%_ BVI
WZENZINLDTOTT) , ASAIL, V7 Ry NOKEIAT RLAE{RET FLATEZEIN
HFT_XTOARP X7y b2 Ruy 7 LEd, 200, B30V 73y L, 2007
2y "B T T AR — A N—FIZTRERT RLAZEDYTHE, ASAIZF VA b
YA — N T v T AR —A —F~DARP TR % R v 7 LET,
7z — /A — "= {ZiX, standby ¥—U— RBLXO7 FLRAZHEHLET,

ATYvFT3 =Ty RE—F) KOWTHrDHEZEHALTIP T FRLAEZHRELET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| L=FYFE—FELUVFSVRRTLYF E—FOAVH—T (R
JyysmEsva—7z12 B 0Fz [

T2 V=N TAZY T DEEIT IPT RLAZFERTHRETDLENH Y £7,
DHCP i3V AR —FShEHEA,

*IP7 FLAZFETRELET,
ip addressip_address [mask] [standby ip_address]
il

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

standby ip_address 51 %i%, 7 = — /A — _R—THEHL 7,
ip_address 5| #k L mask 518UCIE, £ v F—T =2 ADIPT KL ALY TRy <&
7 iR E LET,

« DHCP == 56 1P 7 RLAZHS L ET,
ip address dhcp [setroute]
i

ciscoasa(config-if)# ip address dhcp

setroute ¥ — VU — RZIEET 5D & ASA 2 DHCP r— _R—mbiESNTEF 740k Lb—
NefEfCTEB o172 FT,

DHCPY —R2Z Uty FL, Y —RAEZERTHIZIE, Z0oavr FE2HANLET,
ip addressdhcp =2~ K& A3 %R0, noshutdown 2~ REFHLCA X —7 =
A ZAEFME L TWRWEES, 50 DHCP ER DB EEINZ2WZ ENRH Y £9°,
ATvFT84 (V=T v RE—FR) S ¥ —T oA RAZL4HTEMNTET,
nameif name

&1

ciscoasa(config-if)# nameif inside

NG T4 05TV Y TN~ A=A (T2 21X, M A v Z—T = 2D
TV TN—T DAL IN—=) [ IV—T 4 TTHVENDDLEEIE. BVIIZART & T 5 4%
ERH Y FT, name Ik K 48 LFDOT F A FUFHTT, KLFE/NLFIIXKFI S FEH
Mo BEIEERTHITIE, Z0a<wy RCHLWMEZEANLET, FOLRTE2SRT 5T
ToOa<y RBRHIBREIND =, noTEUIATI LT 7ZE0,

AFYyTE5 (L—F vy RE—FR) X2V F 4 LV EZRELET,
security-level number

51

ciscoasa(config-if)# security-level 50

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B ouovon—grvn—o—mutars—7z42 852 —20%E

number (Z1%. 0 (B FAL) ~ 100 (B EAfr) o E2EELE T,

151
WOFHTIE, BVI2 7 RLARLZAZ L ANAL T RLRAEZHELET,

ciscoasa(config)# interface bvi 2

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 100

TV GI—=T A NR—D—RAGA VE—T AR INF A4
o
D EXTE
ZOFL, TV P I N—T AN A o H =T o f ADLH], EX 2T A LL B
LT Y v F AT R RIET RSN THRI LT,
8 % B I

cRLCTY I N—7T, SEIERFERDOA X —T AR WA L F—Tx A X
VLAN %7 A v H—T = A A VNI A ¥ —7 xA A EtherChannel { > ¥ —7 = A R)
EEDDHENTEET, BHA X —T 2 AT R—FENTVERA, L—T v F
&— FTi. EtherChannel & VNI IV A — FZLEHA,

TN F AT HFARNET—FRTIE, ITFHFANETARLR—=ZATROFEEFEITLET,
VATA AT A FKal—2arhbaryTxR AR ary7 4 ¥l —3 g U0
51Z1%. changeto context name =~ > K& A L7,

e T ART LU NE—RDBE, BEHA L X —T oA AT ZOFIEAFEH LT
W, BEHA LUV Z—T A AERETDHHAEEFE. FT U AXRT Ly hE— ROEEHA
H—T 2 ZADFRE (16 2—) ZHZRLTLIZE N,

FIE

RFYT1 Ao H—Tx AR AL T 4Fal—ar E— REBBLET,
interfaceid

1 -

ciscoasa(config)# interface gigabithethernet 0/0

A F—T A AIDITIE. KOEDONRHY FT,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| »—FYFE—FEEUVFSVRRTLUF E—ROAV2—T (R
TY YT IN—T A vri—o—f@ttA vi—71 42 15 ri—s0%E [

* port-channel

« physical : ethernet, gigabitethernet, tengigabitethernet 732 &, HHA ¥ —7 = A ALY
A= bFENTWERAL, A F—T =2 ALICHONWTE, EHLTWDSETLDON—F
V7 A VA=A RESZRLTIES N,

« physical_or_port-channel.subinterface : 7= & 2 (X, gigabitethernet0/0.100F 7= (%
port-channel1.100 7¢ &',

* Vi
* vlan

« mapped_name : ¥/LF I T F A K T— ROEFA,

GE)
Firepower 1010 TiL, AA v FHR— 27V v T N—T AL N—L LTHETH I EITTX
FH A,

L7 T N—TNIZHEVLAN A VA —T = A A YN —F A A —T =2 A%R
ESELZ LFTEEEA,

G
N—7 v RE— RTlE, port-channd B X Ovni £ VX —T = A RIT Vv P T N—T DA
W=t LTHR—FENFEHA,
RTVT2 A8 =T A 2%T Y v ¥ Z—TITHD HTES,
bridge-group number

1 -

ciscoasa(config-if)# bridge-group 1

number (X 1 ~250 ¥ T, BVIA v F—T =2 AR FI—FHTHILERHYET, 7V v
TN—TINIRK A DA B —T oA AZEN Y THENTEET, M—A ¥ —7 =
AABBEDT Y o TN—F 28D YU THZ LT TEERA,

ATYT3 AL H—T oA ZADLHIERE LT,
namef name

1 :

ciscoasa(config-if) # nameif insidel

name |3 K 48 LF DT F A hXLFHITE, RLFL/PLFIKSNEFA, ARTEEET
HIiE, ZOawry FTHLWEEZBANLET, TOARTZZRT LT ~Toa~r R
Pra D72, no BRI AN LN T ZE 0,

AFYTE X2 UTF 4 LLERELET,

security-level number

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



L—F9 R E—FBEUIFSVRARTLUF E—FOA058—Tz4Z |
B 'soxx7Lor2—rogE v s—T 21 20BE

1 :

ciscoasa(config-if)# security-level 50

number (213, 0 (B FZ) ~ 100 (f bAn) OBELAEREL £7,

BENEYY
MTUE L X TCP MSS D% E

FSURRTZLU M E—KDEBA VA —T 14 ADETE

RNIZUAXRT LY N 774 T U4 =)V E—RTlE, 3XCOA L H—T 2 A ARTV vV F
N—TIRLTWARERH Y £3, ME—DFIFMNIEH A > ¥ —T =4 X WAV F—T =
AR, BTA L E =T oA A (ZHADET AL TYHR—FENTWDEHE) | 38 HE A v
H—T = A AERERT 5 EtherChannel f ' Z—7 = A A (BHOEHA L X —T =24 ANRH5H
BE) onTnm) TF, FEA X —T oA RIERIOEEA U H—T 24 AL LTHET
& £7. Firepower4100/9300 > ¥ — Tid, HHA ¥ —7 = A X IDILASAGHEET A AT
B Y CTlomgmt XA 7T A HF—T A ATHESNTWET, OS> X —T A 2 X AT
TEEA V=T oA AL LTHEHTEERA, Y7V E—RERITa Ly TXFA NI LTI
ODDEBA L H—T oA AERECTEET, MOV TEL, FT AT Ly M E— ROE
A E—T oA AL TSN,

BWHA X —T A AL, To-the-Box B L NFrom-the-Box N7 7 4 v VAT, "o 74 v 7
ZHBTAIENTEEE A,

1R & BHEIIZ
DA VH =T A ATV Y TN—TIZEN Y THRNWTL SN, RETERWNT
Uo7 —7 (ID301) 1. 274 Xal—avicAEmicENEnET, Z07
Vol Z—F137 0 o2 J—70HIBICEENET A,
« Firepower 4100/9300 > ¥ —3 Tl&, EH A X —7 =1 A ID X ASA #HELT /A4 A IZEI Y
T/ mgmt-type A X — 7 = A ATHSNTWET,

cINTF AVTHRANE-RTIE, EDA L F—T A RAb (ZHICIFEERA LV H—T =
AALFENET) | AT HFAMTHASEL LR TEERA, T—F A F—
T A ATHEHT DHMER DY T,

eI F arTHFANET—RTHE, a0V TFAMETAR—ZATROFIEEZFEITLET,
VAT LAMLAVTFXAN a7 4 X ab— g AT HIZIE, changeto context
name 2~ K& AN LET,

FIE

RFUTN A s =Tl A ALY T 4 F¥al—var T— FeBBLET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R

ATy T2

ATvT3

F5URRTLY L E— FOBES v 4—T 11 208% |

interface {{port-channel number | management slot/port | mgnmt-type_interface id }[. subinterface] |
mapped_name}

1

ciscoasa(config) # interface management 0/0.1

port-channel number 5|%ti%, port-channel 1 72 £ ® EtherChannel 1 > % —7 = A A ID T,
EtherChannel f > % —7 = A AZiE, BEA LR~ X —T 24 ADIRNEREINTWNDHH
R0 £,

< NVF arTH R E— R, alocate-interface =~ > R&fEH L TEIY B THE.
mapped_name = A7) L £ 7,

Firepower4100/9300 > v — 3 T, ASA FRERT A RZEIY (T mgmt ¥ A TA U H—T =
A A (EBIA B —7 = A4 A E 721X EtherChannel f > #—7 = A4 ) DA H—T = A AID
FHEELET,

AVE =T 2 ADAHIERELET,

nameif name

11

ciscoasa(config-if)# nameif management

name |35 K 48 SLFDT F A M CFHITT, RUFL/NLFIXB SN EE A, AliEELT
HI2iF,. ZOav s RTHLWMEZFANLET, ZOARTEZRT 5T X TOa~< > R3HE
PrEanB720, noERUTIAT LT a0,
RONTINDFEEEHLTIP 7 RLAZRE L ET,

sIP7 RLAZFEICTHELET,

Tx— )L F—nN—L L HIFHT ST IPT RLARAERZ AN, T RLAZFET
RETAHMLENRHY £, DHCP IV FA— F SN FH A,

ip_address 5| %4 L OV mask 51T, A F =T = A ADIPT RLALH TRy b v A
7 HRELET,

standby ip_address 31%i%, 7 = —/LA—_"—THH L £,

ip addressip_address [mask] [standby ip_address]

i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

DHCP #—/ 3=/ 5 P 7 RLAZES L £,
ip address dhcp [setroute]

il

=Ty FE—FBELUFSVRR7LVFE—FD1v45—T124Z I
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B ro7rLzomE

ciscoasa(config-if)# ip address dhcp

setroute ¥ — U — R&Z$EET S L. ASA 28 DHCP — _—n OSSN TF 7 4L k )L—
MR TED L1 £9,

DHCP Y —A% Uty hL, HHY —2Z2FRT DT, Z0oavr FEEFEANLET,

ip addressdhcp =2~ > K& A9 2 Hi1IZ, noshutdown 2~ REMFHLCTA > ¥ —7 =
A AEH LTRSS, —#0 DHCP ERBEE SN N ER”H D £,

ATy T8 EX2 )T 4 LNLERELET,
security-level number

1 -

ciscoasa(config-if)# security-level 100

number (213, 0 (B TNAL) ~ 100 (& bAn) OBELERREL £7,

IPv6 7 KL AD&TE

ZOWETX, IPv6 7 KLy v U T HERET D HIEIZHOW T L £,

IPv6 [CTDLVT

DT a AT, PV ICET AR EEN TV ET,

IPv6 7 F L X$EE
WO 2FEED IPV6 DL=F ¥ A h T RLAEZRETEET,
e Ju—L s Fa— UL T RV AT, N7 Y v %y NU— 7 THERATRER AT Y v 7
T RLATYT, 7V oY TA—T0O8E. ZOF7 FLRAZZEA L N— (X —T (A
TLIZERETHOTIEHARL, BVIAIKERET I RERSHY ¥, £/, N T AT LV
FE— RTCEBA L —T A ADT 0 — LR IPv6 7T RLAZRETHZLLTEE
ﬁ‘o

ey zu—A: Yrra—hnT RLAE, BEEREINTEF Y NT—27 2 CHEHAT
ELHTTAR—=F T RLVATY, v—&iE, Vorora—An T RLAEZHEHL Ty
N EHEET DO TR, FEOWELR Yy NT—2 B A b ETEBERZTEZITVET,
N—2X, T RUARBEEITT FU AR 8O R A N—IERERICEAcxE4, 7
Vo JN—TTliE, AN~ HF =T ADINR) 7 a—J) T KL AZETA
LTCWET, BVIIZIZYV > 7 a—hLv 7 RLAEHY 8 A,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR



| V=79 R E—FBLUIrSVRRTLU L E—FOA V8 —TI4R
Modified EUI-64 1 52 —2J =4 X ID .

BAKR, IPv6 BNEMET D LDV 7 a—h L 7 RLAZRETHLENDY £4, Fu—
ST RVARERETDHE, Vo7 a—b T RLARA U H—T = A AZHBEIICHRE S
nNa7d, Verra—an 7 RUVAZEINICRET ALEILIHY AL, 7V v T A—7
A B —T oA ATIZ, BVITZB— LT RURAZHRTE LTSS, ASARHBIIZ A L /3—
AVHE—T 2 A ADY 27—V T RVAREEAKRLET, ZF7a— VT RLAERELR
WAL, Vo om—h 7 RLAZBEICT 50, FEITHRETDHILENRH D £,

)

CGE) Vo rua—hn 7T RUVAORERE T 2T 25/, a~2 KU 77 L2 ADipv6enable 2~
>R (A#hE%E) F7213 ipv6 addresslink-local =~ > 8 (F#EEE) 22 L TS0,

Modified EUI-64 1 > 2 —2J 4 X ID

RFC 3513 [Internet Protocol Version 6 (IPv6) Addressing Architecture] (A > —F v k 71 k=
NR—=2a 67 Ry 7T —=F%727F %) TiX, AT VH000 THEEDL S DEFRE,
TRTCODZ=F Y ARNIPVEO T RLADA » H—7 = A ABBIFETE SN 64 £ F T,
Modified BUI-64 U CHRAANL T H Z ENER SN TWET, ASATIE, v—HL U 7T
BESNZARA MZZOBEHEZEHATE £,

ZORERENA U H —T 2 A ATHEMEEN TS &, FDA ¥ —7 = A A 1D 73 Modified

EULI-64 TE XA L CTWD Z L ZMERT A2, £ v X2 —T = A ATRAE LIZ IPV6 /37
FORETLT K LABREETMAC 7 KL RIS LTHRENE T, IPV6 /37 v kA v

4 —7 = A A IDIZ Modified EUI-64 TG ZEH L TW e WE . X7y MIRe vy 7 &, K
DIVAT A s AvE—URNERSNET,

325003: EUI-64 source address check failed.

7 RV AEROMERIL, 7o —0MERSINDGEEICORFETINE T, BHFEOT7a—0n5 0
Ty MIMERSINE A, £/, T RLRADHERIZe =BV ) 7 EOKRA MR L TOHRE
frexEd,

IPV6 LA VIREBEEISAT Y FDERTE

ASAVE, (IF—TNET ACERINTINIA LV Z—T 2 A AR ED) 7 FA4 T M A F—
T2 A AN DL EDIPV6 LT ¢ v 7 A%ZIFTHRILD L 912 DHPCVE T L7 o« v 7 AHAT
IIAT U R LTHIET D Z LN TE, ASAIZZEDT VT 4 v 7 A%V 73w MELTHNE
AUHE—T oA AZEIN Y THZ ERARETT,

IPv6 T LT 1 v REEDHE

ASAIZ., (=T NETDITER S NIINBA =T = A ARED) I IFAT A H—
T2 A AN DU LEDIPV6 T VT 4y 7 REZITFEID X D IZDHPCVe TV 7 v 7 AFAT:
JIAT R LTHBET D2 LN TE, ASAIZEDT LT 4 v 7 2% Y7 %y MELTHER
AUH =T 2 A ATEID B THZENARETY, THUSK D, NHA  F— 7 = A RITHHHES
N TUWDARA M, StateLess Address Auto Configuration (SLAAC) Z{#H L T2 12— 3L IPv6

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}



=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |
B reoovozzgzmyiry ron

T RUVAERETEET, 27E L, WNESASAA > X —T = A RIT VT (v 7 ARAEY—/3—
ELTHBEL AW EE L TLEEW, ASAL, SLAACY A4 7> M7 a—/3VIPT R
VARG LTEERA, 728 20E, —F 2 ASA ITER SN TV AHEA. ASA
IXSLAACZ A4 7 RE LTHEREL . IPT RLAZESETEET, LirL, —ZDEH%D
Xy NT—=ZWZRBET VT 4 v 7 ADY TRy MEFER LW E, V—2 ORNEA v 2 —
Tx2AAETENLDT RLRAEZFEHTRETHLERH D 9,

ASA T3 & DHCPv6 h— "—3EENTE Y, SLAAC 7 74 7 > hAMERZR (IR) /¥
7w M ASAIZIEE L7236, ASA IEDNS — 3—0 R X A U478 EDOE#H %2 SLAAC 7 F
AT MIRMETEET, ASAIX, IR AXT Y NEZITWATET T, 77947 MIT FL X
EEOYTEEAL, 7TAT 2 FBMBEDIPV6 7 KL AZART D K HICHRETDHITE, 7
747/bfmm§% REEANNCLET, FIAT LV N TAT— ML ARHABREEHFD
T DL, W—H T KRNI A XA N A=V TRELET VLT 4 v 7 A (ASANT L
T4 I AT L CZE LTV 7 4 v 7 R) IZESWNTIPV6 7 RLARHRESNE
7

IPv6 TL T4 v REFEBY TRy ~DF

WOBITIE, ASASDHCPV6 7 RV AZ I 47 hafH LT, A v 4 —7 = A A LT
IP7 RLAZZITID & ZA%ZRLTWET, £/, ASAILDHCPVG 'V 7 1 v 7 AHEY
TAT U ML TRET LT 0 v 7 220G LET, ASAIX, ZHESNT LT 4 v 7 X
164 3y NT—21H 73y MEL, BIEESNTT VT 4 v 7 AL FEITRESNTZY T
v b (0, w1, FRT ) A LE—T oA ZADIPV6 T LA (0:0:0:1) ZfEH LT,
FHNCNENA X —T =2 AT a— )L IPv6 7 RL ZAZE D B TES, ZNHDONERA
H—T 2 AR SN TWD SLAAC 7 7A T > bt &/640 7%y FOIPV6 7 KL A%
BELET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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P LT 1w REEBYIxy ton [

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64
SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPv6 7L 74 v REE B2 TRy DY

WOBNL, ASAB 42V TRy MV T 4 v 7 A% T3y METHEZAZRLTNE
9, 2001:DBS:ABCD:1230::/62. 2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62.
2001:DB8:ABCD:123C::/62, ASA I, W¥E>* v kU —72 (::0) |Z2001:DB8:ABCD:1230::/62 ™
FIHMRER 64 7Ry b4 DOWTNEZHEHLET, ¥V AN —A L—FZi%, FiH)
TEBND /627Xy b TcEEd, MoL—XF, WA X —7 A A (14, ::5, and
::6) 12 2001:DB8:ABCD:1234::/62 OFIF FIHER 4 DD /64 T 3R> hDHHLD 3 D&M L E
T, ZOHA, WEL—F A v X —T 2 AIREEINTT VT 4 v 7 AZBICRGTE 72
W2, ASA ECERILEENTT VT 4 v I AeFRpm L, W—FREILEDT VT 4 v I A%fE
AT 20813 HY £, @, V—ZARHIRENICR>T256, ISPIZBEED Y 747~ M
RV 7 47 ZAEFTLELETH, ASARFH LWT LT 4 v 7 A2 TR 1256, FiLn
TV 4 P RAEERT DR ON—FRELEET HLENRHY £9, DHCP O—Eikil+
(DUID) %, FHEENZ bk L ET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

- = =

IPv6 LT 4 v O REREV AT FOEE

12O EDA 2 H—T 2 A4 ATDHCPY6 L7 4 VAT SAT v MaA FZ—T M LE
T, ASA X, V7 Fy MELTHEEFR Yy hT—ZIZEIV S THZ LM TED 1 DL ED PV
TV 4y P ARG LET, @E, TVIT 4 v I AT TAT v e A R—T M LTA
VA —=Tx2A AIDHCPV6 7 KL A 75 AT hafELTIPT FLAZEAE L, FOMoD
ASAA LB —T 2 A AN, ZHEENTT L7 4 v 7 ANLREENAT FLAAFEHALE
7

IR B
« TOOREIX, V=T v R 77 AT U —LEB—RIIBYHR—-FINTHET,

ZOBREIT~ LT 2T F AN E— FTEYPAR—-FShEEA,

COMREIX, 7T RF Y T TIIYR—FERTOHER A,
COMSREITEHEHA VX — T 24 ATIERETXE A,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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FIE

ATy T

ATy T2

ATvT3

ATvT4

P TL7 (v 2EEs 547 roEdE ]

VT 4 I AFAEEEAT DA, IPV6 b T 7 4 v 7 O EBG 72912, ASAIPV6
FANR—RBDN—F T RNRE A XA g% DHCPv6 - — " —{2 k> TEID HTH
NBEFTV7 4w 7 ZOHESEE M L 0 IZD DTS WVEICERET AL ERH D £,
7= & 21E. DHCPv6 4 — _—NTF L7 ¢ v 7 AFATOHEF NI 2 300 IR E L TV
LY 6L, ASARA ORIIEA 150 IR ET 20BN S £7°, HIEAWIMZRET S
(2%, show ipv6 general-prefix =~ Fafi /] L9, ASARA ORMREZHRET HITIE.
IPv6 A N—REDFKE 28 X—) #ZRL TSV, T 74+ /0 MI 200 TT,

DHCPV6 ¥ — 38— Ry F U=V RSNV F—T 2 A ADA 2 Z—T 2 A X AT 4
Xl —grE—FE2EBLET,

interfaceid

£

ciscoasa(config) # interface gigabithethernet 0/0
ciscoasa (config-if) #

DHCPv6 'V 7 4 vV AFTNLI TA T hEAH L, ZOA L F—T oA ATHF LT L
T A w7 AL ET,

ipv6 dhcep client pd name
£

ciscoasa(config-if)# ipv6é dhcp client pd Outside-Prefix

name (21K 200 LFEEFEHTE £,

ZETLEEINET VT 4y 7 ZZATH 1 DU Lo v FEREEL T,
ipv6 dhcp client pd hintipve_prefix/ prefix_length
i

ciscoasa(config-if)# ipvé dhcp client pd hint 2001:DB8:ABCD:1230::/60

W, BEOT L7 0 7 AR (/6072 8) #ERLETH, URNHED T VT 4 v I A%
FELTERY, V—RAOHBEREIND & IZENERFEICHIUS LI2WEEIR, 2077 1w
JADEREL Y NELTANTEET, o b BR27Vv 740 v 7 AEET L
T4 I AR) BANTHE, EObB Y NMIED D), FFEHLEBLE Y MIED DNE D
23 DHCP Vr— "= K> THREINET,

ASAA Vv H—T o2 A ADTEB—)LIPT RLALE LT VLT 4w T ADY T Ry FEEID Y
THIZIE, 78— ULIPv6 7 KL ADEE (24 X—V) 2L T I,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B /o7 rLzons

ATy TH

ATvT6

(EE) SLAAC 7 ATV MIRAAL VL ET—R— T XA —2 M9 51213, DHCPv6
AT =KL AP —=N—0DFRTE 25 L T TEE0,

({EE) BGP T L7 4 v I RA%&T RANZAXTHIZE, IPv6 *xy bV —7 OFRTE #ZMH L
TLTEEWY,

1

12, GigabitEthernet 0/0 TDHCPV6 7 KL A7 54 7 v b BLONF VLT 4 v 7 ZAFAE
IIAT MERELTHEIZ, T RVAEZT LT 4 v 7 XL & BT GigabitEthernet 0/1
BER2IHEID B THHZRLUET,

interface gigabitethernet 0/0

ipvé address dhcp default

ipvé dhcp client pd Outside-Prefix

ipv6 dhcp client pd hint ::/60
interface gigabitethernet 0/1

ipv6 address Outside-Prefix ::1:0:0:0:1/64
interface gigabitethernet 0/2

ipv6 address Outside-Prefix ::2:0:0:0:1/64

S80—/NJ)LIPv6 7 FLADETE

N—T v RE—RKRODEEDA X —T 2 A AE T VAT LY F B—REREFIL—T v R
ET— FOBVILIZK LT a— L IPv6 7 RLAZRET DL, ROFIEEZFEITLET,

DHCPV6 BEX O TV 7 4V AFEAT v aif, v VF arTHFA N T— TP AR—FX
NTWER A,

)

GE)

Ta—)VT RLRAEZRTETHE, Vo Zua—hLT FURATIHBMICHRESIND 2D, Blx
WCRETAXLETIH Y FHA, 7V v TA—F2o0W T, BVI T/ r— L 7 KL A%

ETDHE, TRTDOALUNR— A H =T oA ADY 7 ua—h) T RLANEEBIICHRE S

nWET,

BT B —T A ADEE, BA X —T = A ZAD[E U Burned-In MAC Address %1 5 5%
DT, MACT RL AL FEITHET LI L2BEOLET, IPv6 V7 a—L 7 KL AX
MAC 7 RLRIZESWTEREIND 2D, YT F—T 24 AZ—EDODMACT RL A%

BNV YTHZET, —BOIPV6 V7 u—Hh/L 7 RLUANABEIZ/RY . ASA THED A A
HUATDN T T 47 OFEERETAZENTEET, 22 L TLEEV, MACT FL
ADFENRE

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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FIE

&

ATy T2

JB—LIP6 7 RLRADHRE .

1R BHHIIZ

cAF AVTRA R E— KT, IR PEFAN—ATROFIEEETLET,
VAT A AT 4 FXal—varynbarTX¥AN ary 4 XFal—va gz
51Z1%, changeto context name =~ > K& A LET,

A B —T xR AT 4 FXal—ay FT— NEEBLET,
interfaceid

£

ciscoasa (config)# interface gigabithethernet 0/0

FTZ AT LY b =R, 23V —T v RE—FDT Y ¥ FV—70DH4A, BVI #48
*’:‘_E‘ L/ij‘o

11

ciscoasa(config)# interface bvi 1

N7 AT L R E—RTIE, BVIIZINA, BEA VX —T oA AEBETHILEHLTEE
ﬁ—o

1 -

ciscoasa(config)# interface management 1/1

=Ty RA LV E—T 2 A A) WONTNDILDFEZHEHALTIP T FLAZRELET,

T 2= F—=R=R I TRAZN T BLONWV—=T Ry A H—T x4 ZADFHI. IPT
R 2 TETRETDVLENRHVET I I7AX VL TOEE, Vo Z7u—hLT RLADT
R EITT A —FEINTWERA,

e AU B =T 2 A ATAT— ML AT RLAHBRE (SLAAC) ZHLET,
ipv6 address autoconfig [default trust {dhcp |ignore}]

A H =T 2 ATSLAACEA RX—TNWIZTDHE, N—F T KRREZALA XA N AvE—
VTCEZELET VT 4 v 7 AZFESWTIPV6 7 RUANRHKRESINET, SLAAC BWHIC
BRoOTWBEH, AV F—T A ADV 7 a—h)L7 KL AL, Modified EUI-64 A >~
Z—T A ZIDITHEASNWTHBIIC AR S NE T,

GE)
RFC 4862 TlE. SLAAC ITHRL ENTZARA MINL—F T RREZA XA b AvbB—V%
FEELRWVWEHEL TWETD, CiscoASAIZZDRE. W—F T RREZAL XA N Ay
t—UEEEFELET, A vV AT 5T, ipvend suppressra 2~ R&Z&M L
TLTIEEWY,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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B

axX ;&

T 7 F )V Rb— hEA A M—LF 521, default trust dhep 7> ignore ZfRE L £,

dhep ZFEET D & ASAITEHE TE 5 XELh S (IPve 7 RLAZ#RAE L 72F Ut —/3—
D) BAFSNIN—FT RRYA XA "InHOT 7 4/ bb— OB EFERLET,
ignoreZ#5ET5 &, BIDOFR Y FU—INEA—FT RREAL XA "2 BETE5 X9
220 ET (ZOFHETIE, VAZBRELIRDAEERHY 1) .

DHCPv6 Z#fifH L C7 RLAZEG L £7,
ipv6 address dhcp [default]
1]

ciscoasa(config-if)# ipv6 address dhcp default

default ¥ —V— RZ4EET D&, V=8 T NI XA FPDBT 7 40 b /b— R
‘FEnxEd,

A BE =T 2 A AFEH T — LT RLRAEZEID Y TES,
ipv6 addressipve_address/prefix-length [ standby ipv6_address]
fil

ciscoasa (config-if)# ipv6 address 2001:0DB8:BA98::3210/64 standby 2001:0DB8:BA98::3211

Fa—sL 7 RLAZEIDYETLHE, AV F—T =2 ZADY 7 a—J T FVANRH
BRI S E T,

sandbyl, 7 =— VA —N"—=XRT DOt H L F ) 2=y bERITT = — G —— T )—
FTCHAINAL X —T 2 AT RLAFEELET,

Modified EUI-64 B XA FEH L CTA v 2 —T 24 ZAD MAC T RLANSAER I A v
H—T A AIDE, MESINTET VI 4 v 7 ABEETHZEICE-T, AV X —T7 =
A AT a—)L 7 R AZEY Y CTET,

ipv6 address ipv6-prefix/prefix-length eui-64
i

ciscoasa(config-if)# ipv6 address 2001:0DB8:BA98::/64 eui-64
=N T RLAZEN B THE, A F—T =2 ADY 7 a—HN T FLANRAE
EICAER S IV E T,

ABUNRA T RLAZIEETIHILEITIHY E A, A Z—7 = A X ID P HEWIZAER
SNFET,

FAEENTZT VT 4 v 7 ARMHLET,
ipv6 address prefix_nameipvé_address/prefix_length
i
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ATvT3

ATy T4

JB—LIP6 7 RLRADHRE .

ciscoasa(config-if)# ipvé address Outside-Prefix ::1:0:0:0:1/64

ZOREEEIL. ASAIZHIDA X —T = A ATDHCPV6 7'V 7 4 v T ALY T AT > b
EAMNCEREBRTDICMETT, IPV6 S L7 4 v 7 ABTLT T4 T v Nk (22
N=) EBBL TSN, @%., BESNEZT VLT 47 AT /60 LT THDH2H, B
Boaxy NT—27Ich 7 xy METEET, s s 2 747 MHIZ SLAAC &
R—NTDHERDLEEIL, 64NV R— SN2V 73y hETT, /6007 %y &
7T o7 FLA (1:0:0:0:1 72 &) ZfEETH2RENDH Y £F, TLT 1 v 7 2 /60 K
WMOBEE, 7T RVADORNZ « Z AN LET, ExiE, BESNET VT 47 AR
2001:DB8:1234:5670::/60 TH D HE. ZDA VX —T oA AZE Y B THNE 7 a—L
IP 7 R L A1%2001:DB8:1234:5671::1/64 TH, /L—F T RNRNLZ A XA N TT RARZA X
INBT VT 47 A1F2001:DB8:1234:5671::/64 T¥, ZOFITIL, L7 1 7 AN /60 FK
MCTHLIGE, TV7 4y 7 ADFEYOE Yy ME, BIICEEIND IZXsTUREND &
T, 02D ET, 7= xiE. LT 47 A 2001:DB8:1234::/48 Th L4, IPv6 7
F L Z1% 2001:DB8:1234::1:0:0:0:1/64 (272 V) F£ 97,

BVIA v Z—T7 x4 R) BVIICEFBI T/ a— L7 RLRAZEV Y TES, FTLU AT L
VhE—ROEBA L HE—T 2 A ATYH, ZOHEZRFEHLET,

ipv6 addressipv6_address/prefix-length [ standby ipv6_address]
il

ciscoasa(config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

Ja— T RUVAZRENVYTEHE, A X —T A ADY 7 a—)L T KL ANEHER)
B S L E T,

standby IL, 7= — A F—N—=XTOEHHFY 2=y NERITT ==V F— = T —T
THERSNDZA X —T A AT RVAERELET,

(7 ay) a—hn U ZOIPve 7 R L A2 Modified EUI-64 XD A > % — 7 = A A%
Bl Zw#H L £,

ipv6 enforce-eui64 if_name

&1

ciscoasa (config)# ipv6 enforce-eui64 inside

if_name 513121, nameif 2~ RCTHRELILA V¥ —T7 = A ADL4FIZRRELET, Z0OA
VHA—=T 2 A RZKLTT RLABREZEHTE £,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

IPV6 1 N—IEEDEHTE

FIE

ATy T

ATy T2

IPv6 %A N—EFR T at A%, ICMPv6 A vt —VBIOEE /) — K~ ALFF¥ A 7 KL
AEMFHLT, MLy hT—2 (=B V7)) EORAN—DY I ET R AZRE
L., R’AN—OFiAH UrlaEME 2R L, L — & Z2E88 L £7,

=R (RAN) ZRAN—RKFEFHLC, #e) v 7 BICHFET L2 ERboroTnDH R
ANRN—DY I ET RLUADFFER, B RoTzF v v ¥ 2 fiORERI— T 2TV ET,
T, BANMIFANR—EREFEHAL T, FA MR- TRry hEEEELEIS ELTND
e — 2 2 L4, &610, J—RiZZo7a ha L E2ER LT, EDORA N —0NHE
AHECTEDRAN—=]RNE I TRWDET 77 4 7B T 5 & L bic, BRIV VI ET
RLRZBELET, V—F LT —F~DRXARKDOND L, A MIBEEL TWAE
N—RETIRNENRRET 7T 4 TITHMELET,

RETAHAIPV6 A X —T =2 AZEELET,
inter face name

51

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa (config-if)#

BFHET NL A (DAD) OFITEIEEZRE L £7,
ipv6 nd dad attemptsvalue

value 513 DE N EOFPAIL 0 ~ 600 T, ZOMEMN 0 DA, FHESNIZA L Z—T oA
A TO DAD BN ES SN E T, T 7 4/ MEX 1 T4,

DAD (%, EV Y THNAENT, L2 =F%+ A IPv6 T FL2ADO—EMEafERE L., *v b
—JZICEBETDHIPV6 7 LA EN TWaaWnha ) 7 XR—2ATHER L7, ASA
I, XA N—EEERA v E—V %A LT, DAD #ETLET,

FET7 FLABRKBHEENE L, FOT7 RL2AOREEIZDUPLICATE IZEE L, 7 KL A 3#

ARG 72D ROTT— Ao —URAERINET,

325002: Duplicate address ipv6_address/MAC_address on interface

BE7 RLARA L —T oA APV 7 a—LT RLAThHUE, A v Z—T = A LT
IPv6 /37y S DOABRIFEENIZ /20 £9°, BET SLAR T o — L 7T RLATHIUEL, =D
T RUVRIIMEAINLERTA,

1 :

ciscoasa(config-if)# ipv6 nd dad attempts 20

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATvT3

ATv74

ATvTh

pvs x4 —R0EE [

IPv6 A N—EFEROFEETHHELEHRELET,
ipv6 nd ns-interval value
value 3B OAFEZNZ2EIX. 1000 ~ 3600000 X U T,

a—hN U EZHHMDO ) — ROV 7 LAY T RLVAEZRHT LD, /— Kb >x
A N—=FFHER A v— (ICMPv6 Type 135) A —AL U o 7 IZEESNET, A3 —
EEERA v E—VEZETDHE, 5808/ — RiE, FANRX—T RRZA XA N AyvEe—¥
(ICPMv6 Type 136) Z#u—H/L V> 7 BIZEEL UM LET,

EEIL) — RBEAN—=T FNRNE A XX N5 5 L, HEL ./ — Resd/ — R3@E
TEDHEITRDFT, XA NRN—EFERRA =V, %ANRN—D ) 7T KL AN
SN, RAN—OFEAREEOHBICOERASNET, /— FBH 511 X—DF|En]
RRIEEZMRAET DG, RAN—EEFERA v E—CNOMEIHET FLAE LT, ZTOFRA3—D
=Xy AMNT RLRAZFEHLET,

XAN=T KREAL XA N Aye—=VF, v—INV V7 O/ —F DY 7@T RLX
NEFINZEEICHLREESNRET,

51

ciscoasa(config-if)# ipv6 nd ns-interval 9000

UE— D IPVv6 / — RIZEIERERFMZRTE L E7,

ipv6 nd reachable-time value

value 31 EDOFEZN/2EIE, 0~ 3600000 X U R T, value lZ 0 242 &, BErTRERER A
HEARREE LCEEINET, BIEERMOEEREL, BT 5DI1X, ZET /1 A%
ElT,

FAN—BEAGERRZHET D &, FHTERORA N—2 R cEEd, FME2EETE
THE, HHTERVRAAN—Z LY BRI TEET, 72720, FMEFET5H1ZE, IPv6
Fy NI — I HHIRE T XTOIPv6 * NT—27 T ALY V) —ADHEENIE X F
T, WE O IPv6 DIEMATIL, HFVEVKRERE IR X EH A,

&1

ciscoasa config-if)# ipv6 nd reachable-time 1700000

IPv6 L—& 7 RARZ AL XX FOEEMBEEHRELET,

ipv6 nd ra-interval [msec] value

msec ¥ — U — NI, ZOMENIVPHEMNTHREIND ZLE2RLET, ZOF—T— RN(F
TELZRWEES, HITWHEM T ESNE T, vaued |3 DOH L 72MEOHPIHIX 3 ~ 1800 . msec
X —TU— KRB EIN TV AEEIEL 500 ~ 1800000 X UM TY, 57 4/ ME 200 BT,

EEMROMEIZ., 204 =Tz AA ADLERFBINDETXTDIPV6 L—F T RANK A XA
Y hMIEENET,

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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ATvT6

ATy T17

ATvT8

ATv79

=Ty FE—FBEUFSVRRFLYFE—FDA V4 —Tz4Z |

ASANRT 7 AL FL—Z L LTHRESNTWALEE ., FERRBIZIPV6 /L —F 7 RAKE A X R
VR IIATEALUTICTHHERHY £,

D IPve 7 — R EREWI LAWK 912, CiscoASAITREM (Vv ¥ —) T X LKL E
—g—o

5 -

ciscoasa(config-if)# ipvé nd ra-interval 201

a—hL U ED) =K, ASAZY 7 FEOF 740k b—F L RATHBOES 21
TELET,

ipv6 nd ra-lifetime [msec] value
F7varOmeckt—TU— RiE, ZOEBPI VBB THRESNSGZEEZRLET, Z0OF—
U— RERE  LZ2WEGA, EITREN T, value 5l DHFZN72EIX 0 ~ 9000 T, 0 & A
NT5L, ASAITER LAV HZ—T =2 ADT T4V V—F L RIS ERE A,

=X DOFIYBOMEIL, ZDA v X —T oA AMBEREEINDEITXTDIPV6 L—HF T KA
HARXA NMZEENET, ZOfHIZ, ZOA L Z—T2A A LOTFT 7L L—ZELTO
ASA ODFHAMEZ R LFET,

1 -

ciscoasa(config-if)# ipvé nd ra-lifetime 2000

No—H5 T RNE A XA NEf L ET,

ipv6 nd suppressra

N—ZFFEA v E— (ICMPv6 Type 133) IZISEL T, —F T RNRNEZ AL XA N A vt—
¥ (ICMPv6 Type 134) DHEBICIXE SN E T, V—FHFHEA v E—VE, VAT LDEH)
BRICAR A PDBIREEIND T2, RA NI, RICATFV2a— L ZTWNEHNL—Z T RANX A X
AUKNAvB—VEFFOI LR EELICHBREEZITO) LB TEXET,

ASA TIPv6 7'V 7 4 v 7 AERMT HMERRNA U H—T = A UNBA v F—T A A
) T, INHDA vy E—VEEHIITEET,

Zoavr REANTDHE, ASANRY 7 ETIEIPve L—F Tid/e <, lH O IPv6 £ A 73—
DEICRZD LT T,

JR‘AEESN D SLAAC 7 R L ALIAD IPv6 7 K L A2 DERIZ DHCPV6 & #1425 X 5 (2 IPve %
T—hLVAT RLVABHEHRTEZ 747> b (SLAAC) ([Z@FEI9 5121%, IPv6 L—H T K3 H
ARXA L N7 T T EBMLUET,

ipv6 nd managed-config-flag
ZOFTva L, IPVOL—F T RNZA XX R gy NOBEBIIRT RVARET 77
ERELET,

DNS H— "—7 F L 20O F R OEGIZ DHCPV6 A2 4% X 912 IPv6 SLAAC 7 A4 T
v MZEENT AT, IPVO V—HF T RANZ A XA M7 T 7 Z2BMLET,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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ATy 710

ipv 1 —gzE0EE ||

ipv6 nd other-config-flag

IOFTvaiE, IPV6V—F T KRNREA XA N XTFy ROFOMDOT RVARET TV
EERELET,

IPV6 /L —H T RNRNE AL ZA L MIEDDIPV6 T VT 4 v 7 ABRELET,

ipv6 nd prefix{ipv6_prefix/prefix_length |default} [valid_lifetime preferred_lifetime | at valid_date
preferred_date] [no-advertise] [no-autoconfig] [ ] [off-link]

FANR=TFTNRAAF, VT 4T AT KNRNEARXZA L MEFALT, O X —T7 = A
AT RLAZA#BKETEET, SLAAC TliE, V—% 7T RRZX AL XX~ A vE—U T
HENDIPv6e 7V T7 4 v 7 ABEHALTC, Vo Z7ua—LT7 RLANLZa—)L 2=F %
Ak T FLRAEERLET,

T 74/ N TIL, ipvbaddress 2~ REHLTA U H—T7 A AT FL AL LTHRES
NDETVT 47 AX, V=B T FENRL A XA NTT RARZ A XENET, ipv6nd prefix
av U REFHLTCT LT 4 v 7 2%T RANZAL XA MNRICRETHE, LD T LT 4 v
JALETDT RARZAXEINET,

SLAACHIE LS HERET BITIE, W—F T KREZA XA N Aot —UTT RRZALXEND
TV T 4T ARNEIZ64 By hTRITIVUER D F¥ A,

edefault: T 7 AV N LT 4 v T AMMERHEINTWAZ EE R LET,

« valid_lifetime preferred lifetime : 8 & L7 IPV6 'L 7 ( v 7 AZ GO EREN D H D
ELTT RNNF A XT L ZRE LE T, BEEOFHMFIZIL, 7 FLAOHIRITH
DERA, BREADHRZEBZS L, 7 LA TBEIRREICZRY £9, FEIRREDOT ML
ADFERFHERERSEFEALN, HLELLNTWHDIDITTIEH Y 8 A, BRI OHIR
HIni=t4iz, 7 RLUARER /Y, ERTEFEYA, ANT7A 7 XA DIIEBERT A 7 X
ALELFEUNZENLYEVRENSH Y 9, HEOFPHIL 0 ~ 4294967295 FCT9, HAfHE
IFIEBR T 28, Zhudinfinite ¥ — 7 — RZEHA L THRETHZ L TEET, T 740
~ DA 2592000 (30 HRE) T, T 7 4 /b b OESEAHARIX 604800 (7 HRH)
<7,

« at valid_date preferred date : 7L 7 ¢ v 7 ZADOHNHIBRNEIN 5 KE D AT & G 2R L
F9, HAHEmonth_namedayhh:mm EFEE L E£3, 72& 21E, dec 1 13:00 2 AN LFE
R

e no-advertise: L7 4 w7 ADT RARNZ A AR NEBC L FET, default L7 4 >
T ADEE, ZTORTEIIA LV 7TV T 4 v 7 RAZORBEHINET, BEOL 7Y
77V 47 AT no-advertise ZFRELRWRY 7V 7TV T 4w 7 A FBIE R
ET RRNZAXENFET,

« no-autoconfig : 7’7 4 v 7 A{X IPv6 SLAAC IZIIfEAH CE W2 L2 EL 7,

coff-link : ¥§E LTV 7 4 v 7 A2 ATV 7 LTRELET, L7 47 A ILE v
N7 UTTT RREARXEINET, V7497 A%, BT V7 497 AL LT
=T 4 T T—=T A ISNE Y A,
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B rexq—gromE

onlink 34> (F7Hx/V k) OLEF HBEINET VI 4 v 7 AREDY 712510 Y4
THONET, HESNTZT VLT 4 v 7 ABELEDLIRT RVAIL NI 7 4 v 7 B#&E
T5 7 —Rix, 55V o7 ETCu—h)LZRIERRETH L E R LET,

51 -

ciscoasa(config-if)# ipv6 nd prefix 2001:DB8::/32 1000 900

RTYTN IPv6 FA N—ERX Y v aDAET 4 v T M) EFRELET,
ipv6 neighbor ipv6_addressif name mac_address
RDOHTA BT A > EHIREFTIT, AZT 4 v 7 IPv6 KA N—OREIHEM SNET,

+ipv6 neighbor =< > Rifarp 2~ FIZBRITWET, IPv6 A N—ER a2k D

HEEBLT, IBESNEIPV6 T RLADT Y B Y BRRA N—ERF ¥ v 22T TIC
FIET2%6, = NIIEEBMICAY T v 7 = MV ICEBESNE T, Zhboxz
FUIE, copy 2~ REHEH L TERELZRGFT 5 & ZITHEIHRGFINET,

IPv6 XA N—RRX v v a2 DAXT 47 =2 b BFKRT 5HITIE, showipveneighbor
aw s REHLET,

clear ipv6 neighbor =~ > RIZL VY, AXT ¢ v 7 = b U ZERS | IPv6 R A N—HE%
Fx v raNOTRTO=Y MY ZHIFRLET, noipvéneighbor =~ Fik, fEE L
ABT 4w 2 M) ERAN—ERIX v v v apbHllRLET, Z0a<wr R, IPve
FANR—RRT B EANLHBENLSIZ N THLIFAA T Iy = P iEFyr vy
NHHIFRL EH A, noipvbenable =2~ REFEH L TA v ¥ —7 = A ATIPv6 % M2k
ToHL, AET 4y 7 2 MU EBRWNT, 2OA L F—T = A AHICRESNTCTRTD
IPv6 A N—FKF v v o = PUPBHIBRENET (= b Y 0fREED INCMP
[Incomplete] IZZHL SVET)

IPv6 A N—RBX Y v aNDRAAT 4 v T FPUNRRA NIRRT RIZL -
TEREINDZEIEEHD EFEA,

clear ipv6 neighbor =~ > RZFETLTH, AZT 4 v 7 = F UMD IPv6 A N—HK
XY vranbillRENDZEEFOHVETAL, ¥ATFTIv I NIOZ VT IETNMTh
WET,

AR S 372 ICMP syslog 13, IPv6 A N— = [ U O EMIF R EHICER L3, IPv6
FANR—xT U MNIDASAT 7 H/V N XA ~—1F30 0 THD72H, ASA (T30 B xIC
ICMPV6 %A N—RBB L OISE N v MEER L ET, ASAIZT =—/LA4—/3— LAN
BEIOIPV6 7 RL A TRESNIZREA VX —T = A ADW T RS L5581, 30T &
12, ICMPV6 A N—ERBRIB L RINE T > "y, REFADOY 7 a—J)VIPv6e T KL
AD WSO ASA THRSNET, £, &7 v MIEED syslog (ICMP #feds L O
0=V ARA NOIERETNLT 4 T XU ) BART D72, #fE ICMP syslog 234l &
NTWBEEICRZDZENHY ET, IPV6 XA NN— > N DY 7 L v = REMIL,
WHEDOT—2 A H—T 2 AIREARETT N, 7oA —R_—f U H—T = A
THEHBREARETIEH Y £ A, 72720, ZDICMP %A N—¥ER T 7 4 v 27 O CPU D
W T DT T,

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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1 :

ciscoasa (config)# ipvé6 neighbor 3001:1::45A inside 002.7D1A.9472

W—TYFE—FELV IS VART LY FE—FDA
VR—TDITARADE=ZZ) T

A B =T = A ADKEFHER, AT —H% A, PPPoE #E=4—T& £,

Y

() Firepower 3 & " Cisco Secure Firewall €7 /L DA, —HOREF T Cisco ASA =2~ R THER
SNEHA, FXOS a~ FEMEH LT, KVFEMRA & —7 = A AfaHERE R T D0
b £7,

* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats
7'F v N7 F— LT — RO Firepower 2100 D5 1%, KD FXOS connect local-mgmt =<2 K4
ZRLTIEZIN,

* (local-mgmt)# show portmanager counters

* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

FEAMIZ OV TCIE,  TFXOS troubleshooting guidel] % &M L T 72 &0,

A4 03 —7 14 RfETER
* show interface
A H =T 2 A AfEEHERAEFR LET,
« show interfaceip brief
AV HE =T 2 A ADIPT RVALAT—H AEFKRLET,
» show bridge-group

BEINEA v H—T o2 A MACT RLALIPT RLAREDT Y v o0 —TFEH
FRRLET,

L—TFTYRE—FELUVIFSVARFLUVFE—FDAVE2—T (4R .
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. DHCP Information

DHCP Information
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« show ipv6 dhcp interface [ifc_name [statistics]]

show ipv6 dhep interface =~ > Kix, X CTHDA > ¥ —7 = A A0 DHCPv6 [ % £~ L
F9, A H—T A AN DHCPV6 A7 — F LA P —N—E HIZEE SN TV DA

(DHCPv6 27— h L A Y —N—Di%iE M) | Zoa~vy NI — =2k > T
S TW5S DHCPv6 7V — /L& YU AN LET, A& —7 A AZDHCPv6 7 KL A 7
FTAT U NERTT VT 4 v I ARET ATV NOBRENHDHGE, ZDa~r RiI%k
IIAT 2 FNOREE Y —N_"—nOZELEEZRRILET, HEDOA L F—T =1 A
DOWT, DHCPH—R—F 37 T4 TV FDOA v —V OFEHIEREZFRTEET, K
2, Zoavwy RTRIEEESNDIEHRFIZ R LET,

ciscoasa(config-if)# show ipv6é dhcp interface
GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: fe80::20c:29ff:fe96:1bf4
DUID: 000100011D9D1712005056A07E06
Preference: 0
Configuration parameters:
IA PD: IA ID 0x00030001, T1 250, T2 400
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
IA NA: IA ID 0x00030001, T1 250, T2 400
Address: 2004:abcd:abcd:abcd:abcd:abed:abed: £2cb/128
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: O
Prefix name: Sample-PD

Managementl/1l is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£f9
DUID: 000300014CO00826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128
preferred lifetime INFINITY, valid lifetime INFINITY
Information refresh time: O

ciscoasa(config-if)# show ipv6é dhcp interface outside statistics

. =TI RKRE—FELV IS VRARTFLYFE—FDA VA2 —T AR
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DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of Solicit messages sent:

of Advertise messages received:

of Request messages sent:

of Renew messages sent:

of Rebind messages sent:

of Reply messages received:

of Release messages sent:

of Reconfigure messages received:

of Information-request messages sent:

wl

O O O b O ==
o

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of Solicit messages sent:
of Advertise messages received:
of Request messages sent:

of Renew messages sent:

of Reply messages received:

5

6

of Release messages sent:
of Reconfigure messages received:
of Information-request messages sent:

1
1
1
4
of Rebind messages sent: 0
4
0
0
0

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

« show ipv6 dhcp client [pd] statistics

1

1

DHCP Information .

show ipv6 dhcp client statistics =~ > KiX, DHCPv6 7 7 A 7 MEFHEHRAZF /R L, &

ZREINTZA =IO %R LET, showipve dhep client pd statistics =~ > I
I, TV T A I ABET TAT v P ORGEHEREFRLET, RIZ, 03w TR
LN s EREIZ R~ LET,

ciscoasa(config) # show ipv6é dhcp client statistics

Protocol Exchange

Total
Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of

Statistics:

Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

L—TY RE—FELULSURRTFLYFE—FD1v48—T7z1Z |}
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. DHCP Information

Error and Failure Statistics:
Total number of Re-transmission messages sent: 8
Total number of Message Validation errors in received messages: 0

ciscoasa(config) # show ipvé dhcp client pd statistics

Protocol Exchange Statistics:

Total number of Solicit messages sent: 1
Total number of Advertise messages received: 1
Total number of Request messages sent: 1
Total number of Renew messages sent: 92

Total number of Rebind messages sent: 0
Total number of Reply messages received: 9
Total number of Release messages sent: 0
Total number of Reconfigure messages received: 0
Total number of Information-request messages sent: 0

Error and Failure Statistics:

Total number of Re-transmission messages sent: 1
Total number of Message Validation errors in received messages: 0

show ipv6 dhcp ha statistics

show ipv6 dhcp ha statistics =~ > KiZ, DUID N 7 = — /LA — 3 — 2= M TR
ShEEEEED, 72— NF—"—a=y MDD FT7 V7 v a VOFEHEREZ R R L
F7, WIZ, Z0avy RTREESNDE#RBIZ R LET,

TIT 47 2=y Nk

ciscoasa(config) # show ipvé dhcp ha statistics
DHCPv6 HA global statistics:

DUID sync messages sent: 1

DUID sync messages received: 0
DHCPv6 HA error statistics:

Send errors: 0

AL RS 2=y b b

ciscoasa(config) # show ipvé dhcp ha statistics
DHCPv6 HA global statistics:

DUID sync messages sent: 0

DUID sync messages received: 1
DHCPv6 HA error statistics:

Send errors: 0

« show ipv6 general-prefix
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PPPoE

prroE ||

show ipv6 general-prefix =~ > Ki&, DHCPv6 7'V 7 4 v 7 AT T4 T MZL - T
RSN T_RTOT LT 4 v I REETDT VT (v 7 ZADMO T 1t Z~D ASA FiAf
(Tarva—<URb] ) 2RRLET, RIZ, Z0oa~vr FTRESLDHERIZ R
]\/\i—g—O

ciscoasa(config)# show ipv6é general-prefix
IPv6 Prefix Sample-PD, acquired via DHCP PD
2005:abcd:ab03::/48 Valid lifetime 524, preferred lifetime 424

Consumer List Usage count
BGP network command 1
inside (Address command) 1

show ip addressinterface_name pppoe

BIfED PPPoE 7 74 7 v hORERF WA TR LET,

debug pppoe {event | error | packet}

PPPOE 7 7 A7 FDT Ny T A F—T M LET,

show vpdn session[12tp |pppoe] [ id sess id [packets |state | window]
PPPOE ¥ v g v DAT — X A KR LET,

WIZ, ZOa~vy FCRESHDFERFIZ R L ET,

ciscoasa# show vpdn

Tunnel id 0, 1 active sessions
time since change 65862 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Remote Internet Address is 10.0.0.1
Session state is SESSION UP
Time since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn session
PPPOE Session Information (Total tunnels=1 sessions=1)
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65887 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn tunnel
PPPoE Tunnel Information (Total tunnels=1 sessions=1)
Tunnel id 0, 1 active sessions
time since change 65901 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
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IPv6 1 /N\—I1FH

IPv6 neighbor discovery /37 A — & Z BT 5121%, ROa~ > REFEITLET,

* show ipv6 interface

ZoavrRiE, N REOA B —T oA 2K EETe, IPV6HICERESN TS A
B — 7:4x®n—%t)74% ExForL, BESNIA LV F—T =2 A4 ADHRTEER
ALET, LL, Zoavwy RZARTEZRIA L, IPVORAENIR > TWNDHTXTDOA >
A =T 2 A ADRELEZFRLET, 272 ROHATIE, ROHEAPERINET,

AU HE—T A ADLHTE AT —F X

e rE—HLBLINa—Lha=F%y AN T FL X
A H—T 2 A ANETHNTFY AN T—7
*ICMP U XA L7 FBEXOTZT— A v E—VDORE

o A N—PRBDOFHRE

AT PN OICHESNTND & & DEERDIFH

fEH STV D R A S —ERIR OB 2 T RERRFfH]

W—T Y RFE—FBLUVIFSIUARTZLUMNE—FKDA
R— A AN

20DT)V I IN—TE2EL RSV ARTLY N E—RFOH

oo A_T LY R FT— RORDOHFITIL, 3OO Z—T A AFNEND2ODT Y v
IN—TFLEHERA L —T = AR LET,

interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 0/1
nameif outsidel
security-level 0
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
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interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside2
security-level O
bridge-group 2
no shutdown

interface gigabitethernet 1/2
nameif dmz2
security-level 50
bridge-group 2
no shutdown

interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown

20NT) T IN—TZECRXRAYF FLAN 5 A2 LD

ROBFITIL, 3ODA L F—=T x4 ZADZENENE 1 DOBEHEDOINTHANL—T v N A & —
T2 A RZ20DT7 ) v IN—TERELET, 7V oI A—T1ERNETHY, T >
I N—T2FIRT Y v 7 Web P — N—NEEINT2dmz T, TV v T TN—T DA N—
A HF =T A AL, HEAUN—DEX2VT 4 LAARELL, A—08X=2 VT @BEN
AHEIZ 2> CWH T, 7Y v V7 NA—7NTHHICEETEET, NEA L =Dk F 2l
T4 LoUL3 100 T, dmz A U R—DEF 22U T 4 LUy 100 TTR, ZhbDtdal
T4 LoULVEBVI BEEICITEA SN EE A, BVIOEX 2 U7 0 L-ULD &, BVIEO k
T4 oI LE T, BVI LA OEF2U T 4 LoUL (100, 50, BLUN0) 1%, NES
MHdmz ENENBINE, B ORdmz 0 H4MT~D T 7 4 v 7 ZRFEREIZEFAT L E 9, dmz
OV == T BN T T4 T EBHFATHOIL, T 7R —)LRAEBICEA S E
£
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200TN)yCIN—TEELAAYF FLANES A FD

( Internet _:}

-

an A

BVI 2
209.165.201 1
outside
GigabitEthernet 111

F 4
209.165.200.225 (DHCP)| _ GigabitEthernet 1/7

inside1
GigabitEthernet 1/2

insided

10.10.10.2 I ,10.10.10.4

“"'t:'-
inside  10.10.10.3
e s S ol
10.10.10:1
1&10105 10101&?
1UJUJUE

interface gigabitethernet 1/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown

|

interface gigabitethernet 1/2
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/3
nameif inside2
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/4
nameif inside3
security-level 100
bridge-group 1
no shutdown

|

interface bvi 1
nameif inside
security-level 100
ip address 10.10.10.1 255.255.255.0

|

interface gigabitethernet 1/5
nameif dmzl
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/6
nameif dmz2
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2507y SIN—TERERAvF KN ET A ropl [

security-level 100
bridge-group 2
no shutdown
interface gigabitethernet 1/7
nameif dmz3
security-level 100
bridge-group 2
no shutdown
|
interface bvi 2
nameif dmz
security-level 50
ip address 209.165.201.1 255.255.255.224
|
same-security-traffic permit inter-interface
|
# Assigns IP addresses to inside hosts
dhcpd address 10.10.10.2-10.10.10.200 inside
dhcpd enable inside
|
# Applies interface PAT for inside traffic going outside
nat (insidel,outside) source dynamic any interface
nat (inside2,outside) source dynamic any interface
nat (inside3,outside) source dynamic any interface
|
# Allows outside traffic to each server for specific applications
object network serverl
host 209.165.201.2
object network server?2
host 209.165.201.3
object network server3
host 209.165.201.4
|
# Defines mail services allowed on server3
object-group service MAIL
service-object tcp destination eg pop3
service-object tcp destination eq imap4
service-object tcp destination eg smtp
|
# Allows access from outside to servers on the DMZ
access-list SERVERS extended permit tcp any object serverl eq www
access-list SERVERS extended permit tcp any object server2 eq ftp
access-list SERVERS extended permit tcp any object server3 object-group MAIL
access—group SERVERS in interface outside
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B 7o e rBEU RS URRFLU N E—FDA 28— T 14 ROBE

W—T Y RFE—FBXEXUFIUVARTZLUFE—FDA
R —TJ A ADEFE

HRES TIv b FEREIEER
TA—L)
IJ —Z
IPv6 A /N—RIR 7.0(1) Z O EASNE LT,
ipv6 nd ns-interval, ipv6 nd ra-lifetime, ipv6 nd suppressra, ipvé
neighbor, ipvénd prefix, ipv6 nd dad-attempts, ipv6nd reachable-time,
ipv6 address, ¥ L Wipv6 enforce-eui6d =~ > FVEASLE LT,
R AT Lo b E—F 82(1) FNTUVART LUk 77 AT U4 —)b F— KD IPv6 H7R— KA S
D IPv6 DH R — | VE LT,
T AT Lk =k [84(]) X2 VT4 AT HRA RO ==y RERTT2WGE, £t
DTV Y TN—T X274 arTFAPRRBIHEHLIZWGE, A 02 —T =4 R
BTV IN—FIZTN—TL, xRy N =221 DT 2EHED
TV IN—TERETCEET, 7V INV—TDLNTT 17
DTV v TN—TMoRIESES, v/ E—NERIT=
VTXRANIEIL, ENENAODA U E—T 2 A RAND IR 5 EK 8
DTV Y IN—TEFETETET,
WD~y RPHAINE LT, interfacebvi, show bridge-group
IPv6DHCP U L —®D 7 K L& 9.0(1) =1 > K ipv6 nd managed-config-flag, ipv6 nd other-config-flag 733 A
WET T SNFEL,
N7y AXT L hE—F 931 TV Y TN—T ORI 8D 250 EICH 2 F Lz, oL
DTV Y TN—TDEKR T RTIEHEKR250ME, v VTF E—RTIEI T XA M2 b HK -
3 250 (ZHEN DTV oY IN—TERETE, F7V vV ZN—TRK4EHD
AUE =T A A&BMTEET,
interfacebvi 3 X (" bridge-group =~ > RWEHE S E LT,
N7 AXT LYk E—FR (9.602) TV Y TN—THI2 ) DA B2 —T A ADHFKEN 4025 64 1Tk

T, Vo IT—7T0%
DA B —T = A ZEDBEKR
T 64 | HEHN

RENE LT,
EHINa~vy RiEbo 8.

B LTy RFE—FBEUFSVRRFLUFE—FOA V2 —T (R
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L=F9 B E—EBEUFSVRRTLY F E—RDA v8—T x4 20BE [J|

HEES TS5y bk B EETEER
TA—L1Y)
)—X
[Pv6 DHCP 9.6(2) ASA TIPV6 7 KL v v T ORDEEREEN Y HR— S E L=,

«DHCPV6 7 KL A 7 547 I : ASAIZDHCPv6 H— 3—71 5 IPv6
Ta—L T RLVALE AT arDOF 740N A— NERELE
KR

¢ DHCPv6 'V 7 4 v 7 AFAL7 T AT b : ASA X DHCPv6 #—
N=MHEFLT VT 4 v 7 AEBBELET, ASAIL, ThHD7
T4 I A LTHOASAAL VX —T =2 ADT FL A&
EL, A7 — ML A7 FUZAABRE (SLAAC) 7747~ bHQ
FU%y hU—2 ETCIPv6 7 RLAZHBERETEALH9ICLE
7

TS VLT 4T ADBGP A—& T KA AL XA |

« DHCPv6 A7 — kL A #—,3— : SLAAC 7 T A 7 b 73 ASA |21
WHER (IR) N7y hEEETDE, ASAIZRAAL VA VR —A7R
E D ofE#H%Z SLAACZ 7 A 7> ML £4, ASAIL, IR
7y NEZITWDIET T, 2947 MIT RLAZEIY Y CEH
Ao

WD~y RPNBMEZIIEE S LE L7z, cdear ipv6 dhep statistics.,
domain-name, dns-server, import, ipv6addressautoconfig. ipv6address
dhcp. ipvedhcpclient pd. ipv6dhcp client pd hint, ipv6dhcp pool. ipv6
dhcp server, network, nisaddress, nisdomain-name, nisp address,
nisp domain-name, show bgp ipv6 unicast. show ipv6 dhcp. show ipv6
general-prefix, sip address, sip domain-name, sntp address
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B 70 k2 FBEUFSURRTLU L E— KOS V8 —T 2 ROBE

HEEER Ty k HREIEHR
TH—LY)
1)—=X
Integrated Routing and Bridging | 9.7(1) Integrated Routing and Bridging (#t&/V—T 4 V7B LT Y v )

(IRB)

X, TV oI N—T =Ty KA H =T o f A N—T 4 T
TOHOMBEZRM L E T, 7V vV —T LT ASARL— FDORDY
TV o PTEA B =T 2 A ADTV—TDI & TT, ASAIL., ASA
W77 AT A —LE UTHEE LT 2R TARDT Y » P L3RR
FT, 2FED, A F—T oA AOT 7 AHIENFAT S F, BE O
T7AT VA —MRESL T RTCEITEINET, BEfE,. 7 AT b
VRI77ATUA—INET— RTORT Y v T N—T ORENARETS 5
7tz TV VI NN—TETON—T 4 T IFTEERATLE,
OHREEHT 2L, V=T Y R 774 T 4=V E—FRDOT I v
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