ERNGEA 3 —T 4 AEE

TOETIEH, AP Xy MRE., PVr AR T —AREREDERN A L H—T = A ARE
WIZHOWTEB L ET,

)

() ~AFar7XAME—RTE, ZOHOTRCOH AT BV AT AFFTAN—ATEITLT
KISV, ary7FAMNL VAT AFTAR—RZY)Y % 5121%, changetosystem =~ >
KEALET,

\}

GE) 77 v h 74 —2A F— RO Firepower 2100 33 X ' Firepower 4100/9300 + ¥ — TiX, FXOS
FRV—=T 4 T VAT LTHEARNIRA B =T = AREZATOET, OV T, B
END Y ¥ =V OBREXTNFEAT A FEZRLTIIZEN,

« ERWI2 A V2 —T 2 A ARFEIZDONT (1 3—2)

cHARA L E =T 2 A ADREDHA RTA 2 (4—2)

AR B =T 2 A ADT T H IV IRE (5 2—)

WA B —T 2 A ADA F—T LB LA — Xy b XTI A—FDFE (62—
)

« Vx VIRT L— LY R— FOFME (ASA AE, I1SA 3000) (10 =—2)

» Cisco Secure Firewall 3100/4200 D% > b U —27 2 2 —/)LOFH (11 _X—)

cE=H VT A E—T A A (16 =)

AR B =T 2 2DH] (17 =)

cHAA LV HE —T 2 A ADHBEDBE (18 2—2)

EXPGA A3 —T 4 REEICDNT

ZOHETHEH, A =T AR A LV H—T = AZOWTHAL T,
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Auto-MDI/MDIX #£gE

RIAS A VX —T7 =2 A4 ATiX, 774V hOHBR T — 3 VREIC Auto-MDI/MDIX ##
BELbEENTWVET, Auto-MDI/MDIX i, A— h I —1 3 7x—XATAL—}
=7 NERHTLHE, N7 e A4 —R"—%FTT52 LT/ aRTr—7 L5 E R
BIZLET, £ F—T7 A AD Auto-MDI/MDIX Z AN T HI1Ci%, HELT 27 L v 7 R
DTN EF— "R IT—2 a VICRETHAULERSOY £, HEET 27 Ly 7 Dl
FIZHRMICEEMERET DL, MTORETAH— hprIv=— 3 URESIZ S,
Auto-MDIMDIX & #5h27e 0 5, ¥HE Y b A —Hxy hOME L “HBELZTNLZEN
1000 & 2" HICRETHE, A F—T oA ATEHFICA— b rAoo—2 g U RFEITEND
729, Auto-MDUMDIX IEFIZAE N/ D | T EHA,

EEAA—TJIT/(4R

BEHA LA —T A A3, FHLTWAETAICE LT, BN 7 4 v 7 HHOEBA
H—=TxAf AL FT,

EBA A —T (4 ADHPE
WDA B —T A AR L TASA #EFHTXET,
EEOEBN T T 4T A AT R

cHHAOEH ATy NR—F A F—T x4 A (AL TWDLETFTLTHEHATE 2548)

REERT 7 ADBBIIES T, BT IV A~DA LV H—T o AEBZETHLEND DL

NHY ET,
EEXOY MNEKR—FA232—T7 4R
WDOFRIZ, TETNIEOERA X —T 2 ABRLET,

RLETLILEDEEBA VA —T (R

BRI T4 voITxt

I3 —TA(4R

ETIL B 0/0 BEEIN EHE1/2 L CTEREARE ZEFATRE
Firepower 1000 — X1 — it it it it
Firepower 2100 — FoIIvS — — X I

b 5 < O N i
N7 74w 7 R
TAHRZLIETEET
N, ZOAf L HX—T =
A ADAN—T M
T A EEICITE LT
WEHA,
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4200
Firepower 4100/9300 |54 72 L — — — it hits

A B —T=x

A4 A ID I

ASA G #E T /S

A ZIZEID Y

T ¥ mgmt

BAT A

H—T A A

S AN @A

£75
ISA 3000 — Xt it — — —
ASAv xS — — xS —

EEERALS 74 v IICHTHIEREDA 3 —T 14 ADEHA

EBEDOA LV E—T oA A%, BWEHINT 74 v 7 HELTHRETHI EICL > TEHEFEHA >
H—T oA AL L TEATEET, ZI2iL, EtherChannel f > ¥ —7 =4 A b EENET
(management-only =~ > K& &) |

FSURARZPLUFN E—FDEEBSA A —T (4R
I ART LU R 77 AT UL E— RTiL, FFr &b K@EB N T 7 47 L F—
T AMZT, BEA L —T A A WEA L =Tz A, T4 X —T A A
FEHLTWDIETATHR—=FINTWDIEE) OWTIh) ZENOEEREHA 2 —
73:/(X k Lf{i}ﬂ‘?%iﬁ‘o

oA B —T oA AZA T ITEHA L F—T oA AL LTHATEERA,

Firepower 4100/9300 > v — 3 CTiX, HHA V¥ —7 = A A IDIL ASAFREET /A AIZEID YT
7= mgmt-type { X —7 = A AZFESNTNET,

)

GE) B R —T oA AT, BEDOTY oY TA—TO—ETIEH D A, BIELED KN
L, RETER2WIT U wY T NA—TD—FTT,

EEERAMSITa4vY
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B x5z z08%081 k51>

BHA X —T A AL, To-the-Box 38 . ('From-the-Box N7 7 4 v VT, FNTF 747
BT 52 ENTEEEA, WTHUOHEL, 7V v U7 A—T3MOT ) v o7 —7L
BETERWED, VT 74 97X AYR— BT HETH, FHA LV F—T oA A
57V P TN—TT, TN —T 4 7T DHIEIETEEREA,

HEMACT FLRAT—TJILEIUVR A v FHix

KTZUVART LU R 77AT U4 —)LB—RTlL, BHA LV —T =2 A ZL>TT—%A
VA —T 2 A AL[EUJET Cisco ASA DMAC T RV AT —TNUVNT v 75— hENET,

L7z o T, WINDPDAAL v TFR—bhael—FT v RR—hFELTRELRWIRYD, FHA
B—=T 2 A ABIONT A H—T oA A%FELAL v FITHRE LW TLESW (T 74
Jb b TTlE, Catalyst A~ F R THD VLAN A1 v FR—EDMACT KL A&IH L%

T) . FIH LW E, WEMNICERINTEAAS T DOEEA VX —T 2 AA R NT T 47
NEFETDHE, CiscoASAICE T, T—HA L Z—T oA ATIIRL, BEA L X —T x4
AEMBHLTCAL v FIZT V8 ATHEIIIMACT RLAT—TNANRT v 75— hahZE

T ZOMENRKT, —IFEINC RN T 7 4 v 7 BRIl L ET, t#;)74hmﬁm#%\9
2 EBH30PMIE. A v TNET—F L H—T 2 ANDNRT >y FDTZDIZMAC T R
VAT—TNNASAIZE>THT v 77— SNDHZ LEH THA,

RILFAVTEFAME—F

“NVF arTHFANE—RTIE, EOA X =T x4 AL (ZHITIFEFA VX —T = A A
LEENET) . T FAMNITHAESEDL ZLIXTEEFA, PR—FENDZET LD
VT XA NBEALTEREITOCE, BHEA LAY —T oA ADY T A X —T = ZA%EAERK L,
BHYTA L H—T oA AEKa T XA MIEYYECTET, —HOET N TITEEHA ¥ —
T2 A ADYTA LB —T oA ARFAI SN2, ZREDET /T LT F A MO
BHETOIE, T—HF A Z—T oA AT D 0ERH Y £9, Firepower 4100/9300

VX —UTIE, BEHA VI T2 A REZOYTA U F—T oA A X, 2T F A NN TER
WA SNTZEHA v A —T7 2 A AL LTRMINEYA, 205G, FHY 7/ 4 —T =
ARET—=HA B —T x4 AL LTHV, BVILIZENT2XLERNH Y £7,

ERAVE—DTITARADEEDHA KSA4

FSUVARTZLU M 274724 —ILE—F

INFALTFEARND RN T U ART L M E—RTIE, 20T X MBRIEOA 2 —T =
A AEFHTHMERHYET, avTFANMITA VX —T oA RAEFIT L LT TEFE
A,

JI— LA —/\—

Fe B AR —T oAl T2 NI —N—F IR T — "D F—T oA A5 LEHETS
ZEiFTEEEA,
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gh1v8—7:24207 740 52 [

ZOMDHA FS4 >

s —HOEFRED Y — R, BEHRHNDA B —T = ABFENTRD . ASAN [
AT AL VT 4] IRRBIZ/IDETHEACTE £ A, ASAM [SystemReady] IRFEIZ/2D &
KD syslog A vE—T AR LET,

$ASA-6-199002: Startup completed. Beginning operation.

ERXAA—DT A ADTIHI +EE

CTOHETIZ., THHEHEHFEOF 740 a7 4 X2l —2 g UBRREIN TV RWEESDA
H—T 2 ADT 7 )V REERLET,

AUB—DARADT I 4+ IL FDIKEE

A HE—=T 2 A ADT 7 )V FOIREEIL, TOXATBINa L THFA ME— Rk TER
nET,

VIVF arTHFANET—RTIE, VAT LFATAR=ZANTDOA Z—T = A4 ZADIRREITH>
MhLT, TRTOEN Y TELDA U H—T oA ANT T A )V N TA RX—T W7o TNE
T, ElE L. NI 749 MAE—T oA AZWEWRT HT-OITIE, £DA L F—T 4 A%
VAT DFIFAR—=ANTA F—T MR TWERBERH D £T, f L F—T A A% A
TAETAR—ATY Yy N THE, ZDOA L F—T oA RAE, ThadtFLTnbHT
RTCOAVyTHFARNTH T LET,

VTN RELIIVAT AFITAR—ATIE, AV F—T oA ZADT 7 /)L k DIREEITIK
DEBYTT,

WA L HE—T AR T 4 E—T I,

*VLANYV T A v H—T 2 A : A F—=T )N, T272L, NTT 4w I BT F—TxA
Az BT D7 DITIE, MBS =T 2 A A A R—=T NI TV HRENRH Y F
R

e VXLANVNI A > Z—T A X : f F—T )L,

« EtherChannel ;R — FF v %)L A Z—7 =4 A (ISA3000) : A%, 7-7-L. FTF7 74w
27 73 EtherChannel % 383 2 72O, Ty RmNV I N—TYHA X —T =2 AH A F—
T2 > TWABMLENH Y F5,

s EtherChannel " — hF ¥ Rf/b £ X —T = A A (FDOMOET ) B,
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B 72 58—z 200%—TNEBEVA—H %y b 85 A— 2 ORE

A\

6=

Firepower 4100/9300 D34, EH E, v —YBLIWASA DS T, A v Z—T A A% H
MBI CEET, A F—T oA AZEESE DL, WMFDOFNVL—T 4 7 A
TALAT, AV =T REFNNITHLERDHY £9, A ¥ —7 = A ZAOIREEIZEBZH
ENDHDT, ¥ — & ASADBDOAR—ENELDZ ENRHY £,

TIAILEDEES LUV ZEEE

« T 7 4L FTIE, i (RIA45) Ao X —T 2 A ADWEELF 2Ly r AT, F— %

Y —va VICRESHLET,

FIAILEDARI R B4 T

2oMaxy B # A7 (copper RI-45 & fiber SFP) ZFFOET /L6 dH Y £7, RI45 1T 7+
VRTT, ASAIZT 7 A/3SFP ax 7 X2 5 L ) ICRETE X7,

FIHILEOMAC 7 FL R

FI7 NI, WA VB —T 2 A FIRXR— FA U MACT RLAZFERA L., o1
BT 2 f ADTRTOYT A Z—T 2 ZFFR L= ALV MACT RLA&EFHALE

TO

WMEA 32—

T4 ADA%—TILIEB LUV —H Ry

NS A—RDERTE

ZIZTHEH. ROFEZOWTHALET,

cWHIA L H—T 2 A F—TNITT B,

cFPEORE L “HBE EHTE25E8) aRET D,

e 70 —HIHOR—X T L—LEk A X—TNITT B,

« HIHRRV ETIEZ R ET D
ZOFIEL, A F =T A ZAFRED L T EETA, ZORFRTIE, O TF A —%
ERELZWE2ICLEY, 72& 21X, EtherChannel f V' X —7 = A ZADO—& & LTHEHATS

A B =T 2 AL H BT D EIETEERA, EWRA X —T 2 AL T a v
. EFABLOA LV E—T 2 A ADEA ST Lo TERLY F9,

)

GE)

Firepower 4100/9300 D354, FXOS DEEARA L F—T =2 A ADFEEITVET,
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MEA VA= T 1A ADA F—TMEB LU~y k $5x—208%E [

\)

GE) 71010/ AA » FHR— MO TIL, [Firepower 1010 A A v FR— hDHARA X —T = A A

FIE

ATy T

ATy T2

k] #ZBLTLTEEN,

1R BHEIIZ

YALF AUTFHFRARNE—RTIE, VAT LAEFAR—ZATCROFIELETLES, avTF
A RNNB Y AT KFATAR—RIZY) Y 2 H1T1E, changetosystem =2~ R& A LET,

RETHA A —T = AEHELET,
interface physical_interface

1 -

ciscoasa(config)# interface gigabitethernet 0/0

physical_interface ID (Z1%, # 4 7, ZAm v b, BILOKR— F&FES (type[slot/]port) 7237 AL E
bdéo

WEA L Z—T =2 ADE A TITE, ROEDORHY £7,
* ethernet
gigabitether net
« tengigabitethernet
« management

ZATIfF ARy MNAR=FE2 AN LET, 7oL 2L, gigabitethernetO/1 &5 K 51272
DET, A4 720y NAR— FOBOAR—AHMEETT,

(F8) HEZEBNLET (ETVCL-TRRYET) |
speed {auto | speed | nonegotiate | sfp-detect }
i -

ciscoasa(config-if)# speed 100

Firepower 1100 383 X TN 2100 Y67 7 A XA ¥ — 7 = A4 AD4E . speed nonegotiate 5 ET 5
EHEEAY 1,000 Mbps (ZF%E S, 7 o —HflliE T A—& LY — MEFEFROY 7 xT v
T—2a VN F 4 =T IR £, OETFILDOEE . negotiate-auto v > RAFEITL
£,

sfp-detect Z3EIR LT, A > A F—/LEIN TS SFPE Y = — /L OMEE 2 L, 16 Y) 72w
EHEALET, 727 by AFFICETET, HEirI v o— 3 VIIAER T, FECDORE

gxwng1oa—2z12%%E [}


asa-920-general-config_chapter15.pdf#nameddest=unique_880
asa-920-general-config_chapter15.pdf#nameddest=unique_880

BAMGA v —T A REE |

B 72 58—z 200%—TNEBEVA—H %y b 85 A— 2 ORE

ATvT3

ATvT4

ATy TH

Z[EE) (auto) ICR>TWET, FTaT7 LA —R FT o o— 084, KU O E Ml
HENFET, ZOF Ty avid, B TRy hNT—VED2—LE2RJOETFTIVICER L, HEL
HEIWNZFE BT 2 58I R T, —HOAL v TFBIONNT o—L, FFZEEHDOA
X —T7 A ADLE, BEiIrIvZ—va AP AR—FLTWETA, ZDHA, Cisco ASA
DA P —T oA A% TENEFEIZFEE L, nonegotiate-auto b Ed 5 &, U7 MEREL £
ﬁ—o

VoD r I —y gt o —HlflERELET,

negotiate-auto

HEjr I o — g 0%, WELIIINGRESNE T, — DAL v T IL, ¥TEEDA >
H—T A ADGE, BEirIo—2 a2V R— ML TWERA, ZOHA. Cisco ASA
DA B —T A A& FENEEICHEE L. nonegotiate-auto HiXET 5 &, UL 7 EREL £
7,

i -

ciscoasa(config-if) # negotiate-auto

EE) TaZby 7 AeBRELET,

duplex {auto| full | half}

SFP A v X2 —7 2 A AFE_EHOHEVR—FLET,
i

ciscoasa(config-if)# duplex full

(EE) 25Gbps L EDA v #—7 =4 A 2K LT, BIHAYVETIE (FEC) ZiELET,
fec {auto| cl108-rs| cl74-fc| cl91-rs| disable}

EtherChannel X >/ 3—A X —7 = A ZAD-E 1%, EtherChannel (23BN 5 HiIZ FEC Z 3% E T
DB Y 97, EtherChannel /25 A % — 7 = A A& HIERT 58813, BHEBHRICA ¥ —
72 A ADFEC #{l{FRETHMLERDLLAERH D 77,

—H DAL v FTIE, BRCRBE AR A v 2 —T = A ZADE4E, FECOBHBT— K29 R—hKL
TWERA, AL v TFOVER—MNMULL T, PEITHEELHEKT S LI LT ZE, FEC
PN B EIIBEID LEHA, I T 5 &, EtherChannel 23 1EH IZEIME L 72V GE DS
HYET,

BEZHEHT38E8ICERTIREIX. P T —R0EA4 T A2 —T =4 ANEE
() 7ty NU—J BV a— ML TR F9,

R2:BBREDT 74+ FEC

FSoo—nNE47 BER— DT IHILEFEC | Ry FT—9FED21—ILDT
4 JL b+ FEC
25G-SR cl108-rs cl108-rs

B ERwnA 8 —T A REE
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ATvT6

MEA VA= T 1A ADA F—TMEB LU~y k $5x—208%E [

FSoo—nNE47T BAER—FDTIHILLFEC (RY FT—VED21—ILDT
# L~ FEC

25G-LR cl108-rs cl108-rs

10/25G-CSR cl108-rs cl74-fc

25G-A0OCxM cl74-fc cl74-fc

25G-CU2.5/3M AHEixdyo—3 3 HEirgo— g

25G-CU4/5M EEE ==t % EEES=D =t V%

25/50/100G cl91-rs cl91-rs

HEE) ¥HEy MUALEDA v H—T =24 ZATT7a—{lill&1T 5 720lc, ~"—A (XOFF) 7
L—AEAZLET,

flowcontrol send on

&1

ciscoasa(config-if)# flowcontrol send on

Tu—HEc LY, B L TWE A —P Ry hAR— NI, BEEL TS — KN o7 8iEE
H ) — SO T—REIETEL L IICTHILICE-~T, WO T 7 4 v 7 L— k&l
TEXFET, ASAR— FCTERENEL (WAL v FTHa—A 27U Y —ADBEE) |
FENI 74 v 7 B ETERLI RoTZGR, F—AT7 Vb —L%EETHILICLST, 20D
RENFE SN D E TEEEZFIETH L IIC, TOR— b 2LMHFR— MIEMLES, FA—
X7V —LE% h#ék\%hwfﬂ4xir 2 Xy NOEEEFIET SO T, HEEERE
DT =5 Xy MERBPIESLET,

GE)
ASAE, VE—FETN I I 747 %L —MIHTED LI, R—X 7L —L2D%EEE
PR—FLTWET,

=L, A—XT7 Lb—ADZFEFR—FEINTHERA,

WIS A A > FITIL, %ﬂ%h@mf%FJWWOA/77@7H~AN7~WW%@ AA
FNINY 7 7 Z2ER— MIEIBICHID Y TES, Ny 77 EHER g — g T —HF —
~—7 QMB@mmA/77))%ﬁzé&\7m%ﬁ@mﬁ%u&ofw5#~1®4/
B—=T 2 AMHLR—AT L —ANRERFINET, £, Ny T77BR—FDONA Ut —H—
~—7 (3125MB (12503 v 7 7) ) 22 DL, FEDA L H—T 24 ANHAR—XT L —
ANREEFEEINET, R—XDEE#R, Ny 77 EHEMEU +—F—~v—27 LV L RIS &,
XON 7 L —LZFETEET (Fu— U TR 1.25MB (5000 3y 7 7) | R— T &1225
MB (1000 X7 7) ) U7 NX—=RrF—lZ, XONZ7 L —L%2ZETHELENT T4 v %
B CcE £,

B23X IIEZEINTWVAE 7o —§lfll 7 L—ADLNFR— X TWET, 7544V F ¢
R—=2D 7 v —fllfIVR—FZINTHEEA,
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ATy 717

o~

O RD
3000)

BAMGA v —T A REE |
rDEE (ASA {RFE. ISA 3000)

A B =T 2 Al A FT—TNIZLET,

no shutdown

&1

ciscoasa(config-if) # no shutdown

A H =T 2 A RA%ET 4 B—TMZT BIT1E, shutdown =<2 K& AJJLE9, shutdown =
v REANTLHE, TRTOVTA =T ALy N LET, /¥ —T =
A ALV AT BFITAR—ATY Yy hEUUTHE, ZOA A —T oA AL, TDOA
H—=T A ZAFIEFELTVDLTRTOaALTHFARNTUyy NE T LET,

L/__lAf*7R I\o)*§£b“: CASA\H&A»\

Ty VR T L— A b, BN 1,518 31 F (LAY 2Ny X —B LU VLAN ~ v

H—kEte) LV REL, 9216 31 FETOA—H Xy b7y bDZ LT, A —F %
N7 L —AZWBET 570D AFYFBREHOT LI, TXTOA v Z—7 = A ATxf
LTOF% R I —bDPR— "2 X—TNITEET, Py R 7L —AZEV YT
AEY BT L MMOMEE (ACL 72 E) O AEHENSFHIRINAHE13H Y £9, ASA
MTU (Zb A ¥ 2 (14 34 F) BEIRVLAN ~y X — @431 ) Z2EFETITA 2— YA
ERETDHDOT, ET/MCE > TUIMTU FARMEA 9198 12702 Z LITHEE LT Z3VY,

ZOFEIL., ISA 3000, BEIRASARIB ICOALEHTEET, ZOMDET VIX, T 7 44
FCYY A7 L —L%EHFR—FLTNET,

Ty AR T7 L—AE, 8GB RAM KD ASAvS B XN ASAVIO TIIHA— SR EH AL

1R B
s NTALTHFARNE—RTIE, VAT AFTAR—ATIDOA S v a ERELET,
ZOREELET LI-BE1X, Cisco ASA DU o — RRSHE T,

VX URT L= EERETAVNEOLLIEA A —T A ADMTIU &, T 7 /L MED
1500 LD KREVMEIZEREL TLEE W, 22201, mua~> REFEHALTEE 9198 12
RELET, v LFarTHFAME—FTE, 2 TFAMNTMIUZXRELET,

* Be sure to adjust the TCP MSS, either to disable it for non-IPsec traffic (use the Sysopt connection
tcpmss 0 command), or to increase it in accord with the MTU.
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Cisco Secure Firewall 3100/4200 D~y kD —J EL 2 —ILDEHE .

RS i AV N S e N PR U

jumbo-framereservation

1

KIZ, D% R I7L—bDOFEAX—TNICL, a7 4 X2l —a B RIEL
TASA XV u—RT56%RrLET,

ciscoasa (config)# jumbo-frame reservation
WARNING: this command will take effect after the running-config is saved
and the system has been rebooted. Command accepted.

ciscoasa(config) # write memory
Building configuration...
Cryptochecksum: 718e3706 4edbllea 69af58d0 0a6b7cbb

70291 bytes copied in 3.710 secs (23430 bytes/sec)
[OK]

ciscoasa(config) # reload

Proceed with reload? [confirm] Y

Cisco Secure Firewall 3100/4200 D~y R —2O E a2 —)L

DEHE

JL—972

BN T 7 AT U4 —)VOERE A NTTBENCR Y hT—T T a— L&A A =L LT
BA. Ty a i EZARAECT, Ry NI —Z Y a—LFADCRY . i TX BINEIC/ -
TUWET,

WET— R T FHBICF Y NI =T a— DA VA N— VB BT+ HLENG LA,
WROTFNEE SR L T IZE,

R R— b DBE

WCGBUEDA LV H—T 2 AT LITNSENWT L= T 0 hR— ek cExEd, ZOTFIE
TlE, F—RrOT L =777 NEFBMOFEZONTHIAILET, 7L—2 T 7 hF—k
I%. EtherChannel ~DiEMN%Z &S, MOYEA —V Fy hAR— M ERUC XL ITEATEET,
72&Z2I1E, 0GB A v HZ—T 2 A ANH 45D 10GBR— M7 L—2 77 hT&EET, R—
NDOEMR YA X BITET NI L > TR Y £97,
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B oo—o7ork—ronz

BETA LA —T oA ADRTTIEHA I TWAESIE. TFELRLS B H—T oA AT
R4 2 5% % FEICHIBR T2 L ENH D £97,

1RO SRS
e R—=FINTNDET VL= T U N —TNEEHTLIHLENHY £3, FHMIZONT
. "= RV =2 T7RETA F2ZRLTIZE N,

« VTABYN T ENET == N —N—D G VT AZ]T 2=V F— =Y 7T (5
FHD) BlA 2 =T A A0 (BHEEHD) A4 2 —7 =4 ZABER I TN
CERMERLTLIEESN, VITRZ|/T 2= F—R_=U 7 ITHEHENTWDEEE, £
H—T 2 ABETLHILITTETERA,

FIE

RATYT1 OGBLULEDA v —T 2 APER—MESEILET,
breakout dot port

7= & %1%, Ethernet2/1 40GB A ' ¥ —7 = A AZ&4EIT AHI2iE, Ay M2, A—FZ1%
BELET, DEBOFA ¥ —7 x4 AL, Ethernet2/1/1, Ethernet2/1/2. Ethernet2/1/3. 3
L Y Ethernet2/1/4 & U CikBll S vk 4,

JIGARY) T ERNLT === —=DGEIL, #ll ) — N7 T4 T 2=y hTIOF
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* /eth-uplink/fabric# show interface

* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats
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ZRLTIEIN,

* (local-mgmt)# show portmanager counters

* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

Rz oW TIiE,  TFXOS troubleshooting guide] &ML T 72 &0,

=111}

» show interface
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« show interfaceip brief
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duplex full

no

shutdown
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interface gigabitethernet 0/1

speed 1000
duplex full
no shutdown

interface gigabitethernet 0/1.1
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EERKA 23— A ADEBEDERE

RIAVE—TIARADERE

HERESR )1)—R | #EEE1EER
Secure Firewall 3100 [EER— F D5 | 9.183)9.19(1) | Secure Firewall 3100 D[ EAR— kT FEC % Auto (ISR ETH L.
7 v ORIV ETIE (FEC) 73, 25GBSR, CSR, BLXULR T v —RDT 74V DX AT
25GB+ SR, CSR, BLULR F 7~ M cl74-fc TiER< cll08rs IZFRE SN A L H I F LT,
=D cl74-fe D> cl108-rs I X - .
FBARE S NTca~v R fec
nE L% %
Cisco Secure Firewall 3100 > 7 = — |41 | 9.18(1) NF 7497 R=ZA BB ELTWDLES, X—ZX M NIC O
WS D700 7 L— A —EHE I FIFO Ny 7 7 123 BIV 7 Ry 77Oy 757 o ITR&E
BBZLHE, Xy MR Ry ENAHRERHY I, 7
a—HHHOR =X 7L —LEARX—TNIZTHE, ZDLD
RREEORAEIHITE E T,
/AT SN7-2~ 2 K flowcontrol send on
Secure Firewall 3130 33 L 83140 o~ |9.18(1) Cisco Secure Firewall 3130 3 X TV3140 D 40GB A v X — 7 = — A
L—27 77 hiR—hk ZTLIiZ4OoDI10GB 7 L—2 T U hAR— hEKTE S L 51
0 FE L,
/AT XN7-a<2> R breakout
Cisco Secure Firewall 3100 {2317 % % v | 9.17(1) Cisco Secure Firewall 3100 TlX. 77 A4 7 U 4 —/VOEIEN A
KNI — 2 FLa— DRy AT v ORETHR Y NI =7V 2a— NV EBMEZITHIBRCTCEET, £
DY R—k Ca—NERUEA TOYNDEY 2 — T D54, FEE)
IV EH D FH A, BHVOREBDRIZEY 2 —/VEBINT 55,
BV 2= VEERICHIRT 520, EVa—AEHLWE A TOE
Va— VBT DA, HESNLE T,
/A SN2~ F : netmod
CISCO Secure Firewall 3100 (233 () 5 i1 |9-17(1) Cisco Secure Firewall 3100 25 Gbps 1 > % — 7 = A A%, ARV

FTIEDY R — K

IJ/\

FTIE (FEC) YR — b+ L% 3, FECIZIT 74 /v b THERI 2 -
TRV, [BEH (Auto) JIZERESINTWVET,

HH/EREIN-a~ R fec

. HEAMLGA 8 —T AR

s

X JE



| &Xma408—Tx4 2%

gxq -7 208:z0BE [

HEEA J1)—Xx | BEEETEER
Cisco Secure Firewall 3100 {2331} % SFP|9.17(1) Cisco Secure Firewall 3100 (X, /> A h—/L &N T\ 5 SFP (2
WZEES S HERRED T AR — K DA VE—T oA ADOBWRERHZ R —FLET, SFPOMMH
T 7 4V b TEDINC > TCWET, 24T a it %T
Fw N =7 F a2 —)VEOETIVICETE L, HE 42 B
FEHT HGAITERTT,
BH/EE S-a~ 2 K speed sfp-detect
Secure Firewall 3100 ® B & =23 = — |9.17(1) Secure Firewall 3100 D HElx 2> =—> 9 0%, 1 FHEw ML
vavit, 1 ¥y U EDA v oA B =T 24 RTONWT, HE S IR E IR
2 —T A ATHHELITEDZT D THZENTEET,
ZLENRTEET, BH/EE -2+ K : negotiate-auto
Firepower 1100 35 X 02100 D7 7 A |9-14(1) HElR A m— g U2 2 K 9 I Firepower 1100 F 7213
NS B —T = A A TOMREDHH) % 21000 7 7 ANRNA v =T 2 A AERETEHIHITRDFEL
g — g L OEML 770 10GBA X2 —7 A 204, HEhxITo— 3701
THEZ IGBICHETEZET, HEN 10GBIZREINLTND
A B —T 2 ADOHBI R T =—3 g IEHICTE EE A,
HH/EFE S~ K speed nonegotiate
ASA R DEFL0/0A v F—T = A A(9.6(2) ASARIE DEH OO A L F—T 2 A AThT 74 v 7 ZEBRS
TOBEBEBNT 7 4 v 7P H—F WHZENTELLH912720 F£ L=, LLAIL., Microsoft Azure
DASARIE OB TEIB T 7 4 v 7 B AR —KFLTWELE,
LS%IE. TRTOASABMB CTEB T 7 4 v 7 B R—FEh
FTAEET, TOA B —T oA AR EHEHPICHRETXET
D, T 7N N TIHEHERICRESINLTOHERA,
WD a~y RPZEHLIHLE L7z, management-only
XY A=Y Ry b A F—7 = |8205)/84Q2) |+ _RTHDASAET N TEFA LY A=V Xy AL X —T A
A ATO7a—HHOR—Z 7 L—A 2D 7 a—HfHOR—Z (XOFF) 7L —Ahx A F—T I TX
DO R— bk HLEHTHDFEL,
flowcontrol @~ > RREE I E L7,

A B =T A ATOT7 a—fH#HO
R—X T L —LDOYR—k

IR0 FE LT,
Z OREREIL., ASA5585-X THHUAR—hFENET,
flowcontrol =< > RANEA X E LT,

ERWLGA 3 —T 4 ARE




BAMGA v —T A REE |
B 2x 25—z 1208E0mE

HaE

iy

) —R | HEETER

ASA 5580 IZxtT 5 Y v AR oy b |8.1(1) ASA 5580 1ZV v AR T L—LEYAR—FLET, Vr R T
PR— k L— A bk, B R RAE 1518 XA F (LA ¥ 2~y X —F8
KOFCS #5Tp) LW KEL, 216 31 FETOA—H K> b
Nry hOZETT, A=V Ry N T —LENUHET LD
AFVEBEEHLT LK, XTOA ¥ —T = A AT
LTYY VR T7 =LY R— b e X—TNWITEET, V¥
VIR T L—AZEID YT AEY LT L thoMEE (ACL
72E) ORAERAENPHIRINDGERH Y £7°,

Z OHEREIL. ASA 5585-X THHR— I FET,

jumbo-framereservation =~ > RRAEA S E LT,

ASA 5510 Security Plus 7 1 & > A (2%t | 7.2(3) ASA55101%, GE (¥ &> b 4 —Hx>v k) % Security Plus 7
THXATEY b A =Py b PR— AL ADHLAR—FOBLRITHR—=FT2E51C20FEL
l\ 7o 742 A% Base 75 Security Plus {27 v 77 L— K L7z

Y&, #MED Ethernet 0/0 35 X OF Ethernet 0/1 78— DR &L, jTD
FE (77 A K A —H%%v ) @ 100 Mbps 75 GE ¢ 1000 Mbps
WML ET, A % —7 = A A4 (X Ethernet 0/0 35 J TN Ethernet
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