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ZYR— T DHMENRH Y £ (] : CiscoNexus 7000 & F2 >V —X 10 F > b A —H

v hEYa—)

EtherChannel T8 DT 75 4 7V v 7 Y R— T H2AAL v FOBRE. TEVATLT2E
DAA > FICHGET 5 & 223 R EtherChannel (2K 16 MOT 75 4 7V v 7 HRIETE
\i j—O

WORTIE, 4 /) —KITREIBINE ) —RKITREITDI6T I T 4TV TDANRSEK
EtherChannel Z 7~ L £,
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B /o235 1-vror—TLEge7y TR N —LBEUSIVR MY —LBEDRTE

Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2 Switch 1

I

|
port-ch

' Node3 |
anneld

port-channeld

Router or
Access Switch

Virtual Switch Link

Switch 2

- E&

Py =

DISRBAZY b —TNWEHRET Y TRAMN)—LBEUST O UR M) — LSRR DE

FIE

ATy T

TS AR T EHRET BRI,
ONF—% Xy NI—T 2 r—7 VT LET,

JIAZEEHY v Ry NU—T FHRy NT—7 | BX

JTARZEIEY) T Xy NU—F BEHXY NT—F BIOT—H Fy NU—T Bl —T
IVTCHHRE LET,

G¥)

TIABIEMTHLIIC ) — %

YIXRy MU= PEETY,

WRET DN, 7Rl b, 77T 4770 T ALY
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£1=y rTDI528 1v58—T 112 E—FoEE [

ATYT2 ToTARN)—LLEHET A N) —LOMIRLRET DHENH Y £9°, 72L& 21X, EtherChannel
Z 9 53HA 1%, EtherChannel D7 7 A b U —AL/Z 7 A b — MEER 2R E T D LEN
HYET,

BIAZYFTDISAREA2E—T AR E—RFDERTE
U T ARY T AN T HENC, A3 REtherChannel Z# T 5L 95127 7 A4 T 74—/
EEHTAVERHD ET, VITRXZ YT E o THATE A L X —T = A AOFEENF
[RENd720, Z0O7utATiEE, EFEOREICHEBEDR2 WA U2 —T 24 ARHDHNE D
MEMERL, PR—=FENTWRWVWA U H =T oA AERETERNVNEIITLET,
1R BHHIIZ
¢« B— ROFRTEIF., 7 T AXITENT 54 ASA THEBNIAT I LERH Y F7,

EHEHA LA —T 2 ATV TH, [l =T = A HEEE) L L THRETEE
T, BHA A —T oA AT, A A =T A AT DB IENTEET (T A
TLYy N T77AT U —VE—RDLETYH) ,

EHA LR —T oA ZAERIA B —T oA AL LTHRETDHE, BHEHA LA —T AR
L THEATF IV IN—F 4 v T %A X—T I CEEE Ay AXT 4 vV — b %Al
AT BH0ERHY 7,

FIE

ATy TN o ar 7 o Xalb—varaFnl, Mmfllic, v 4 —7 =24 AE— RNIZLTHET
O T4 X2l —Ta U EBIETESLLIICLET, Z0avwy FTCHEHE— FIEFEEIN TR
/l/o

cluster interface-mode spanned check-details

&1

ciscoasa(config)# cluster interface-mode spanned check-details

RTF9T2 IF3AZ YV TRHIZA VB —T A AET—FERELET,
cluster interface-mode spanned force

51

ciscoasa (config)# cluster interface-mode spanned force

TNV IIRETH Y EE A, HRMICE— FE2ERTIXLERH YV ET, T—FREZHRTLT
WARWEAIL, 79 AZV T2 AX—T NI TEER A,

Cisco Secure Firewall 3100/4200 0 Cisco ASA 7 5 X 2 .



Cisco Secure Firewall 3100/4200 @ Cisco ASA 7 5 X 32 |
B #5 —rcorrs—TzrzomE

force 7L a v EREET L E, BHHEOR NI 7 4 Xa L— g COBREIXITOTICE—
RRELEINET, a7 4 FXab—rva  OfENPSLIHEIT, T— NEEE LIZRICFH)
TRPTHVERNDVET, AV FZ—T 2 A AT 4 Fal— g OEENTXLDIX
T— FOREZRIZBOENDDT, forced FaraHH+TA2ZL2HBELET, ZDLHIC
THIE, HIETH, BEOa L 74X a2 b—2a VORENOHBETEET, S &V
ANMBEIRGENT, T — REHE L7 T check-details 47> 2 VA HETLET,

forced 7 a ERELRVE, A2V a7 4 X2 b—2a U RH5EIF. v
TA4FXa2l—2arE 77 LTI — KT ROLNDEDT, 2y —/LR— MIHE
ML TEHET 7 ERAEHRETHILERDY ET, 27 4 Fab— a3 VZABREDOREN
WA (ENr—R) | T RPEEIN, a7 4 X b—ra RIS ET,
AT A4 X2l —varEIIVTLELSBRWEAIX. nZ AL TCavy REKTLET,

A B —T A X FB— REfERT 5121, nocluster interfacemode =~ > R&Z AN LE7,

HE/ —FTDA V83— 24 ADETE

I TABN T ERENCT AR, BEIP T RLARRESNTWDHAS VA —T = A%
TAZKINCER T HMEND D £7, DA F—T 2 A ATHONWTIX, 7 T7AZV L TD
AMEDORIZE CTHETEET, TRTCORENPHT LN TAX A AR—=LREHTH LI, T
RCOA U E =T oA A FANIHRET HZ LML E7,

CTITIE, VARV T HMMERD L DAV E—T 24 AR ET D HEICHOWTIBHAL
F9,
EEBRAA VA — T RAZBRDA 22 —T A RARELTEET S

AR A v H =T =2 ATEEDON—T v R A L H—=T 24 ZATHH, TNETNUNHEHADIP T
RLVAZIPT RLVA =NV BELET, AT TAXIPT LR, DT T AXD
TODOEET FLATHY, FIZHIE , — NIZELET,

BHEA LA —T 2 A AL v F—T 2 A AL LTRETHZ LWL F4, EBIEHRA
VHE—T oA AR BIE, MBS U TE =y MOESEREH G CE £7°25, A3 R EtherChannel
A B =T A AT, H#H ) — R~OFEF LN TEERTA,

1R BHHIIZ

e NT ATHANE—ROLBEIL, ZOFRIEEKE I TIFARNTEITLET, £
VFFXFAN AT 4 X2l — gy F— FITAS TWARWESIE, changetocontext name
av U Re AN LET,

e (ATFvav) AvH—T A A% T /XA A —N/LEtherChannel f ' ¥ —7 = A XA & L
THRETH, BIXOYTA =T 2 AERETHEEL VBTG U TITWET,

* EtherChannel D34, Z @ EtherChannel I = MMZxXfLTr—Hh/LTHH, AN
I EtherChannel TiZdH ¥ FH A
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FIE

ATy T

ATy T2

ATvT3

ATy T4

BEAA VA —T 1A REBAADIva—T 126 LTRETS |

o—H)VIP T KL X (IPv4 & IPv6 D— £ 7-1IM)7) OF—NVE2HRELET, ZOT KL X
D1OB, ZOA L F—T A AR TAX 2=y MZEIV Y ToNET,

(IPv4)
ip local pool poolname first-address — last-address [mask mask]
(IPv6)
ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

1 -

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipvé 2001:DB8:45:1002/64 8

HIEKTYH, Z7IAXANOZ=y MEERIUEOT FRUAREEND L OICLTLIEE N, 77
AR HPART HTEOEEIL, 7T RUVAZECLET, BUEOTIA4 v 2=y MIBT 5D A
A IVTAZIPT RLRX, ZOF—LO—HTEbHY FHA, LT, ALEry hT—7 D
IP7T RLVAD 1 D% ALY 7T AXIPT RUARICHERL T 7ZE0,

Koy MZEID Y ToNDr—HLT KL A%, FRICERICHFET A Z EITTEEHA,
o=y FCHEHAISNTNST FLRAEFRRT HITIE, show ip[v6] local pool poolname =~ >
REANLET, K7 TAX ALNZE, JTAZIISIMUIZEEICA L NID BNEID B TS
NET, ZOIDICL-T, T—ANoEHAEINEZe—B/VIP BIRLELET,

AV H—T A A AT 4 FXal— gy T— REBBLET,

interfaceinterface id

51

ciscoasa(config)# interface management 1/1

AVE—T oA ALERHEHE—RNIHEL TN 7 74 v 7 B@EBLARNE I ICLET,
management-only

FIHNNTIE, B TOA L F—T oA AFERERE LTREINET, FT AR
Ty FE—FRTIE, 20a~vry NEEHI A TOA 2 —T A AL THEIZA X—T IV
270 F9,

A B —T A4 ADLFIEEELET,
namef name
1

ciscoasa(config-if)# nameif management
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B e=r o501 25BAOA 08— T4 RELTEET S

ATy TH

ATvT6

ATy 17

name (3 K 48 LFDT ¥ A M FHITT, KXFE/ILFIEXMESNEFA, LBIEEFET
L%, Zoa<wr RTHLWMEZFHA LET,

A D TALDIPT FLAEZREL, 77 AZ T—NaEELET,
(IPv4)

ip addressip_address [mask] cluster-pool poolname
(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

1 -

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipvé6

COIPT RVAE, VF9AX 77—V T RLALREILRY NU—7 FIZFEEL TV DLER D
DETN, T—MIZEENTWTIEERD ERA, IPVAT KL AL IPv6 7 RLAD—FFE721%
W HFEHRETEET,

DHCP, PPPoE. B L ONIPv6 HENREIZV AR — &N EHA, IPT RLRAEZFEHTRET DM
FENHDET, Vo u—hAT RLADOFEHHRELTFA—FEINTWVERA,

tF2VT 4 LULERRELET, number 121%, 0 (BIK) ~ 100 () OB¥AIEELE
K

security-level number

51 :

ciscoasa(config-if)# security-level 100

A B =T oA A% A F—T M LET,

no shutdown

1

WOFITIE, A =Ry FIBBIOAS =V Ry N AA L EZ—T oA A%T /AR
v — 77 )L EtherChannel & L CE%/E L T2 5., I @ EtherChannel Z{&ER]A > % —7 = A
AL LTHELET,

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface ethernet 1/3

channel-group 1 mode active

no shutdown

interface ethernet 1/4
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R8> K EtherChannel D% E .

channel-group 1 mode active
no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé
security-level 100

management-only

Z 7% K EtherChannel D% 5E

FIE

&

ATy T2

A% R EtherChannel (%, 7 7 AZHNDTXTDASAIZIENR D HDTH Y . EtherChannel DE)
EO—EE L Tr—R RT3 7 HITH N TEET,
188 BRI

o AN K EtherChannel f > Z—7 = A A E— NIZTHALERH Y £77,

cINTF AT HRADN T— FOLAIE. ZOFIEE AT LFATAN—ATHIBLET,
EFEVAT A AT 4 Falb—Tay E— RIAS> T RWEETX, changeto system =
~V REANLET,

¢« T UART LU N BE—ROBEAIFE, TV vV INA—TERELET, 7V v UAREA
VA —=TxA A (BVI) ORTEZHZRLTLIIEEN,

o A% R EtherChannel i H L TWAE., 7T AX Y U IINFERIZA X—T WD FE
T, A= FF xRN A Z—T oA RAFEH LEEA, ZOBEMIZLY, JTRAXDOT
TATTEHRNZ=y NI NI 7 4 v 7 BNEIREINDONPERNET,

F v TN—TBINT DA —T = A ZEEELET,
interface physical_interface

1 -

ciscoasa(config)# interface ethernet 1/1

physical_interface ID (21X, # A 7', Ay b, BLOKR— FES (type slot/port) N E £ E
To FHXXNITN—TDZORNDA 2 —T A AZL>T, ZA—THNOMDTTDOA
VH—T 2 A ADEA T LEHENRRED T,

EtherChannel IZZ DA VX —T = A ZAZE ) BTE,

channel-group channel_id mode active

1 -
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. Z /%> F EtherChannel @

ATvT3

ATvT4

ATvT5

ATvT6

ATy T1

Cisco Secure Firewall 3100/4200 0) Cisco ASA V7 5 X 3 |

B

X JE

ciscoasa(config-if)# channel-group 1 mode active

channe _id (X1 ~48 T, ZDOF ¥ XNV IDDR—FF ¥ )b A H =Tz AN T 4
Fal—a ATELHFELRWESIT. BEcBmEhEz+,

interface port-channel channel_id
active &— R 7215, A3 K EtherChannel {Z%f L CH AR — &N E 7,
AVE—T oA A A F—TNVIZLET,

no shutdown

(47> 3 ) EtherChannel IZX B2 v X —T 2 A AZBMNT5I121%, o7 ot 2 a4
NIRLET,

51 -

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

2=y NI LITEE DA FZ— T = A A EtherChannel (25 ETW5 &, VSS. vPC,
StackWise. F 7-13 StackWise Virtual D A A~ FITHE T DB ESITEST B FE T,

R—=FF X RN A B =T A AEEELET,
interface port-channel channel_id

i

ciscoasa(config)# interface port-channel 1

DA HE =T A AL, FXYRNVITN—TIIA v H—T oA AZBIN LT E X ICHBICHE
RENTZHDTT,

(7> a) ZdEtherChannel FIZVLANY 7' A v ¥ —7 = A4 ZAEAEKT B TEDHEIL.
Z OB CERLET,

1 -

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

ZOFIEDFEY OEIIE, b TA o F—T = AW S ET,

(N TFarTHARNE—NR) AVTFANMNA X —T oA A%EV Y TES, TOHKT,
WDEBVIZATILET,

changeto context name
interface port-channel channel id

&1

. Cisco Secure Firewall 3100/4200 O Cisco ASA 7 5 X &



I Cisco Secure Firewall 3100/4200 @) Cisco ASA V7 5 X %

ATvT8

ATvT9

R8> K EtherChannel D% E .

ciscoasa(config)# context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1

NF AVTEANET—FROBEEIF. AV F—T oA A AT 4Xa2lb— 3 DN DL
SIEarTHF A MNTIThILET,

A LB —T A ADLHTERELET,

nameif name

i

ciscoasa(config-if)# nameif inside

name (3 K 48 SLFDT ¥ A M LFHITT, KLFE/ILFIEXRMESNERA, LBTEEFET
H0%, Zoa~r RCTHLWMEZEHEAN LET,

T AT U4 ET—RIGEL T, ROWTRNEFITLET,
=Ty RE—=R:IPV4T RLALIPV6 7 RLAD—HEITM 2R ELET,
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length
i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa (config-if)# ipv6é address 2001:DB8::1001/32

DHCP, PPPoE, X OIPv6 HERREIZ Y AR— h SN EH A, "A v MY —RA > Mgk
DOHFAE. 31 By bV T Xy b~ A7 (255.255.255.254) ZEETEEd, ZOHA.
Xy NU—=JFHI3 70— RFv AN T RLAHDOIP 7T FLRAEIFRINETA, U v
Ja—ANT RLADFHEREG T R— SN THEE A,

NZUVART LY N E—=R A F =T AfA ATV v TL—TZED Y TET,
bridge-group number

il

ciscoasa(config-if)# bridge-group 1

number X, 1~ 100 DT, 7V vV INA—TIIRK A HDA o X —T = Af A%
BV YBTEZENTEET, Al—A v Z—T oA ZAEEEDOTY) v S L—F1T80 4T
HILFETEERTA, BVIOZ U 7 4 X2 b—2 g VT IPT FLAREGEENTWS Z
CICEBELTLIEEN,
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ATy 710

ATvIN

ATvT12
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P

X JE

X2 UF 4 Lo ERELET,

security-level number

&1

ciscoasa(config-if)# security-level 50

number (213, 0 O FZ) ~ 100 (e bBAD) OBELAEFREL £7,

WA 22 % N U — 7 O A BT % 7212, A23> F EtherChannel D[4 ¢ 27 11— 3
JVMAC 7 KL A% FE)THER L ET,

mac-address mac_address

&1

ciscoasa(config-if)# mac-address 000C.F142.4CDE

S FU—27 ETHRAEFHENTWARWNW—EDO MAC T FLAZRETHILENHY 4,
MAC 7 R L Z X F#% Eéhfwé%é\%@NMC?FVXiﬁf@%@iw/kuwi
DEF, MACT RLRAEHELTWHRNE . flil e =y FOEE INGA, #T LUV
o= MIA v Z— 7I42_ﬁbwwm07bvx%@%bi#o_h_ D, —EFY7R
T NT— 7 OEIENFEAET HAREMERH Y 77,
YNTFArTHFARNE—RTIE, 2 TFAMITA ¥ —T 24 A2 AT H8561F. MAC
T RLVAOHBEREANCL T, FBHITMACT FLAZHRELRLS TTILEIICLET,
JFEEHA X —T oA ZADBEAIF., ZDavy REFEHLTMAC 7 KL A% FHCHET S
WBERHDZ EICEBELTLIEEN,

mac_address|Z, HHHEXTHRELE T, HiZl6 By D 16 B TT, 72L& 2iEX. MACT
K1 A 00-0C-F1-42-4C-DE X, 000C.F142.4CDE & AJjL ¥,

HEVER S MAC 7 RLABEAT 254, FEITEH D Y TSH MACT RLADERMD 2
NA MZIZ A ZEHTE A,

W=7y RE—F) A NEZ TFAXV T DEE, A4 N LI A NEFEDMACT K
LABEIORIP 7 FLAEZRELET,
mac-address mac_address site-id number site-ip ip_address

i :

ciscoasa(config-if)# mac-address aaaa.1111.1234

ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if)# mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa.l1111.dddd site-id 4 site-ip 10.9.9.4
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J—taxbsvFavzcxar—varorsn i

YA FEAEDOIPT FLRL, Z7a— VP T FLRALFELT 7y b EICHAINERH Y *
T, 2=y hMEHTLIVA FEADOMACT FLABLIWRIPTY FL AL, o=y hOT—
NARNT T a7 40 FXal—aIZHBELEYA FIDICL>TERY 4,

T—FrRFSwTarI74XaL—23 0 DERK

7 FAZNDE ) — Ring T AZICBIMT HI10E, 77— b AT v TRIENLETT,

HE/ —FOT—+bR Sy TOHRE

I TAEANDE ) — KRBT TAXIZBINT HIZE, 77— hA NI v 7TREDLETT, —&M0
Wi, 79 AZICBIMT D RIICHEINIRE LT ) — RB®I#E, — RERvES, 7I53AXY
VI AR =TT LB T, BEMMNRE TS L, 77 AZOHIE — RREEINE

T, WANET T AZRNIZ1I DD ) — RLpnWiee, 07— KB#IE — Rickv 9, 7
T AFIBINT 2% /) — NiZT—% J — R0 £9,

IR B
AL T A XAl —va BRI T T LET, B TTTAXNLHIET MR AE T
CEIHAT, 274 X2 b—ra B ETLTEALICLTELEHTT,

cwNTF AT HANFT—ROGH, VAT LFTAR—ATROFIEEZIATLET, =
UTHRA NN VAT AFLTAR—RIZY)Y B2 AL, changetosystem =~ > K& AT)
LET,

C I TRZY T EAR—TNELZT A =T MTT DHITE, 2 Y =R = 2R
HMEND Y £, Telnet £721L SSH 22 Z LIFTE £ A,

BT D T AL — FEBNT 5 &, —RIC, REMNZRANT > BAERE R r oy 7703
BETLZLENHY iﬁ‘ﬁ\ ZHFERNOEMETT,

c VTG ALHIEY I DA XEHENEORELTRBEET, 7T AXGIEY 7 DV
VT (178—=Y) EBBLTLIEEN,

FIE

ATYT1 I ITRAZIZBINTDHEN, 7T AZHBE) 7 A H—T oA A A F—T L ET,
BTIITARZN U T oA R—TNMITDHEXL, ZOA L H—T A RA% 7 T AXEHEY
ELTHEAILET,

FTRBEDA L H =T 2 A AR D LGEE. RO T XY T A B —T = A A&
A LT 1 >® EtherChannel &35 Z & ZHLE L £9°, Z @ EtherChannel {% ASA (2% L Cr—
TN THY . AN K EtherChannel TliddH D £H A,
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B s —roo—rxr5vT08E

JIALHEY s A v H =T 2 f AT 4 Fab— a0, Hlill) — Kb T —4 ) —
RICHERSNEEAR, ALy 7 Fal—aras /) — FCHEATILERDY ¥
T, O T4Fab—vaFERENRNIZD, F TR oA =T = R
DBRETA / — FTEBNAT O BENRH Y £,

*VLAN YT A X —T 2 A A% FAXGY) 27 L LTHERTAZ I3 TEERA,
EH XA HE—T 2 A AT TAXGIEY) 7 ELTHERT A EIETTEEEA (B
7> EtherChannel 221270030 57)
a) AV H—Tx A A AT 4 Fal—TarT—REHKBLET,
interface interface id

1 -

ciscoasa(config)# interface ethernet 1/6

b)  (fEE. EtherChannel ®3;%) EtherChannel |IZZ DA > F —T7 = A ZA%HIV 4 TEF,

channel-group channel_id mode on

1 :

ciscoasa(config-if)# channel-group 1 mode on

channel_id X1 ~48 T9, ZOF ¥ XNV ID DR —FFxr X A4 F—T 2 f AP
T4 X2 b=y a VCEREFEELRWEAR, BEMIGEINSNET,

interface port-channel channel_id

I ITARENY) 7 TCORER N T T 4 v 7 HHIBTEDLL912, 727 AXEI#Y > 7 D
AUNR—= A =T AZXHLTUIOnT— FE2EHATAHIZLAHBRLET, 7T RHF
Y 71X LACP b T 7 4 v 7 DA — "=~y REXHEE LEFA, ZIUIREEES R
72 BEL-X Y VU= THDHNHTT, i 5 —# EtherChannel % Active & — RIZ¥

ETHZEaBEIOLET,
Q) AVE—TxAABA =T NMILET,
no shutdown

VERHLIDIFA L E—T oA ADA Z—TNMEFEIT T, £ F—T A ADLHIRE
DIRTA—=HERELRNTL I,

d)  (EtherChannel ®357%) EtherChannel [ZiBMT 5 A X —7 = A4 AT LTV IR L E7,
i -

ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if) # no shutdown
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ATvT2

ATvT3

ATvT4

ATvTh

s/ —roI— k2 r5yTonE |

TIALENEY A H—T o ADKRBE ) — FEHEELET, 7— XA X —T <A
AZDFARKMTU L0732 &8 100 351 FEVMEAIEELET,

mtu cluster bytes

1 -

ciscoasa(config)# mtu cluster 9198

MTU /% 1,400 ~ 9,198 /31 M DRI THRE L ET 2, LOHPENTSH 2,561 ~ 8,362 DHITILEH
FELRNWTLEE N, Tay 7 FP—LORBICL Y, ZOMIU YA XLy AT LRI KiE
TIEHY EFHA, T 740 O MTU I 1500 31 N TT, 7T AXHFIEY > 7 O MTU %K
B, 7F7ZAXZGHY 7 DT 7 4 v 7 ET =Xy MREREGEEND =D, 7T A X
Y 03T =2y ROV A RZMATI TAL NT T 4 v 7 DA —_"—~y F|IZH
SISTHMERH Y £,

7=& 2iE, mAMTUIX9198 N1 R TH BT, T—HA X —T A ZADHAKMTU I3 9098
2720 I AZEIEY 71X 9198 ICERETX E T,

Ioavy RFZu— Y ar7Z Fal—raryavy FTER, /— P THERs R
WIT— ATy T arg 4 Fal—arO—HTLHY ET,

J T ARNEHEMT, VTAF a7 4 Fal—varyE—RILET,

cluster group name

51

ciscoasa (config)# cluster group podl

AR 1 ~ 38 LFD ASCIL LFHNTH D Z ENNETT, /—RITLICRETE D7 T A
TN—TIEN DT TT, 7 ITAZDTRXTOAUNARE UCAFIEZERTOILENH Y £,
JTALDIZD AL NDLHIERE L ET,

local-unit unit_name

1 ~38 FDO—ED ASCII LTFHEHERALET, &/ — NIZ—BOLRINMLETT, 77
AFRNOMMD /) — RERI CLRIZMTHZ EIFETEEFA,

1 :

ciscoasa(cfg-cluster)# local-unit nodel

7AYo A4 % —T = A A (EtherChannel Z#4%) ZigE L £1,

cluster-interface interface id ip ip_address mask

B -

ciscoasa (cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2
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B s —roo—rxr5vT08E

ATvT6

ATy T17

ATvT8

ATvT9

BT B—T o f AEEHA 2 —T oA ZAFHFAESNET A,

IP7 RFLARIZIZIPVA T RLAZIELET, IPv6 i, ZDOA v Z—T A ATIIYHR— L&
NEFA, 2L HZ—T A A1, namef ZHRETAHILIITEEEA,

J—RZ&IZ, RLRYy NU—27 FORRAP T FLAEZEELET,

YA NI TAZ Y THEEHLTWASAE, IROLIIZZD /) — KO A NID Z5E L
YA FEADMACT RLAMEHINA L5 LET,

site-id number

1

ciscoasa(cfg-cluster)# site-id 1

number (21X, 1 ~ 8 OFIFANDIEEZ AT LET,
filf ) — ROBRRIZKT LD ) —ROTIFTAF VT 4 & ELET,
priority priority_number

1 -

ciscoasa(cfg-cluster)# priority 1

TIAFIVTA4IE1~100 THY, | D@D TI7A4 XYV T 4 TT,
(FFvary) 772G 7 ORIE NT 7 4 v 7 OFGEF—ZFELE T,

key shared secret

1 :

ciscoasa(cfg-cluster)# key chuntheunavoidable

HHREIL, 1 ~ 63 3LFD ASCI XFHITT, LAMEIX, F—%2ERTHOIHEHEN
¥, Zoav R, T—HRA LT T 407 (E,‘ffﬁtﬁ E7 v T — MROERE SN DN
2 E) ICIEBLEYA, T—F XA T 740070, WIZZIVT TFARELTHEES
nEJ,

(A7 ay) cLACP VAT LAID BIURV AT ADT 54 F VT 4 2#FETHEHELE T,
clacp system-mac {mac_address | auto} [system-priority number]

51

ciscoasa (cfg-cluster)# clacp system-mac 000a.0000.aaaa

A /X K EtherChannel Z i 9% & &%, ASAILcLACP ZfiH L CTRA/X— A A vTF L D
TEtherChannel Dk F = —3 3 &ITWVWET, cLACP I =— 3V DREIZ, ALY T A
ZND ASA ITEWIZHEET 720, A v FIE 120 (RAE) T4 A ThHID X I
HZFET, cLACPRIAL T —a DRI A—=FZD1DTHHY AT AIDIZ, MACT R
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ATy 710

s/ —roI— k2 r5yTonE |

ZORELVEST, 7 TAXZNDTXTOASANRFE LI AT AID 2 LET, Z gl
/) —RickoTHBERSNL (F7408)  TXTOEL XY ) — NCERINET,
HHWE, ZOa~v FIZHHHOEXTFEHTHET 22 T&ET, HiZl6 By b
16 ¥ <Td, (& zi, Mm?vammAmmAAmuiOMAmmAMmEAﬁL
F1) ., FITIAYa—T 4 T ORNT, 2, BINES e MACT RLURAEHEHT
5591, FEITMACT RLAZRETDHZ ENHY 3, Mz, BEAER SN
NMCTkvx%ﬁ%LiTo

VX%A7§4ﬁ9%4 (1 ~65535) 1Z. EDJ— KBy RADIREZEITI NERDHT-
OIERENET, T74/V TR, ASAIZT T4 A4V T 41 (&EDTITAF VT () &fE
HLEST, ZOFT7A4F VT 41E, AATFOTITA4F )T 4 LV HE N ENRMNETT,

Zoaw R, 7= RMRA NIy TIREO—HTIE AL, I — R F—% ) — FicHE
ENFET, 2L, VIR BY T EA R —T NI LRI, ZOEITIEETE A,

TIARBY T oA X —T M LET,
enable [noconfirm]

1 :

ciscoasa(cfg-cluster)# enable

INFO: Clustering is not compatible with following commands:
policy-map global policy

class inspection default

inspect skinny
policy-map global policy

class inspection default

inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cdl169999
INFO: Done

enable 2~ RBATSNDH L, ASAIFFEITay 74 Falb—ral ZAFxF Yy LT, 77
ALY KIS L T RWEREDIER o~ ROFWAFHET, 7740k 374
Fal—rarithdavr Ry, ZhiCiEg4 5o énh%wiﬁ‘lﬁﬁiwﬁuuTV/%%
FJU%‘T%J:ﬁ WZROBNET, IEELELTNoZ AN LEGAIL, 7T AX Y T3 A F—

W20 FH A, MERABK L, At \Wa~y F&AEICHIRT 51203, noconflrm
# T—REFEHLET,

BONZA F—T N LTz ) — RIZHOWTiL, #li#l ) — REEPEALFET, ZE TIEEEID
=BT FAZDOHE—D AL NR—THAHIVERH LT, ZHHH — Rz 9, =
OHIFFIZa 74X 2 —2a VEEEFATLRN T E SN,

JIGARN) T T =TT BI2iE, noenable v K& ASLFET,

GE)

TIGABN T T 4 =TI LTEGEER, IRXTCOT—F A —T =2 ARV ¥ v T
voEN, BHERAA LA —T 2 A AT NRT 7T 4 TR0 £9,
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B 7 —-roi-rzxr39708

—

F—

il

WORFITIE, BHEHA L H—T oA AZHEL, 77 AXHEY) 7 HOT A Aa—
711 EtherChannel Z3E L. D% T, [lnodel] EWHLEID ASA DT T AKX Y v
TaAR—TMILET, TIUIROIZTZ T AXITEMENDS /) — R THDH=d, i
| — Kz 4,

ip local pool mgmt 10.1.1.2-10.1.1.9

ipvé local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

R/)—FDT—FrR Sy TOERE

T—H ) — RERET DI, ROFIRIZENET,

4a & SRS

VG ABRY T HEAX—TNEIZT 4 E—T T BIZIE, 2 Y — L R— N
HUEENRH Y F9, Telnet £7/-1X SSH 2 HEHTHZ L iXTxEH A,

AT A Falb—=varENYIT T LET, BT TAZNOHIET HMENE LT
EZHAT, a7 4Falb—varyaf@BrTEr Ll LTBILDTT,

eI TF AT HXANET—RTHE, VAT LFTAN—ATROFIELZFETLES, 2
T XA NN VAT AFITAR—RZY) Y B2 A%, changetosysem ==~ K& AL
i‘j‘o

eIV T4 FXal—rarHIL, ZIARAZIV U ITHELTHEINTW WA U H—T = A4
ANHLHBEET (P2, 74NV a7 4 Fal—2arOFIINA L 2—T
AR) . T—H/)—RELTITARAFIZBIMEIEDHZ ENTEET (BIEDIEE THlHE
J— RIZ72 5 ARetEiLd v £HA)
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FIE

&

ATy T2

ATy T3

RTvT4

ATy TH

7—8/—rnI—trz+r3v 705z |

BB O T A2 — ReBINT 5L, —RC, BRIEMLR/ T bAERE R ey 773
RETLHZERHY T, ZHITHEERNOEIETT,

Ml — RIZRELTZLDERILZ TAZGII o7 v 2 —T 2 A AEFRELET,
&1

config)# interface ethernet 1/6
config-if)# channel-group 1 mode on
config-if) # no shutdown

config)# interface ethernet 1/7
config-if)# channel-group 1 mode on
config-if) # no shutdown

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

B, — RIZRELZbDELE T MTU 23 BE L1,
1 -

ciscoasa(config)# mtu cluster 9198

HlE , — RICRELTZLDOLRIC Y TAZ L EZRELE T,
1

ciscoasa(config)# cluster group podl

I TAZDIZDRA NI —EOLTHTHAIERELE T,
local-unit unit_name

1 -

ciscoasa(cfg-cluster)# local-unit node2

1 ~ 38 3UF D ASCII XFHNZIRE L £,

% — RIE—EBEOARNINLIETT, 77 AZANOMD /) — REFRCARTIZIT 52 LT
FHA,

HlfH, — FICRE LT b D LR L7 T AZGIY) 7 A =T =2 A AEFRELETH, / —
FZELICRILRy hU—27 LORBRDIPT FLAZEELET,
cluster-interface interface idip ip_address mask

1

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2
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B -5 —ror—rzrsyions

ATvT6

ATy Fr17

ATvT8

ATvT9

IP7 RLRIZIZIPVA T RLAZIELET, IPv6 i, ZDOA v Z—T = A ATIEYHR— L&
NEFA, ZOA L HZ—T A A1, namef ZHRET A LIITEEEA,

YA N7 T2 TEEH LTSS, IROLIIZZD /) — KO A NID Z5%E L
A REAEDOMAC T FLARFHEIND LS LET,

site-id number

1 -

ciscoasa(cfg-cluster)# site-id 1

number /X 1 ~ 8 T,

Hl# ) — ROREIIHT LD/ —RDOTITAF VT 4 Z2RELET, @EIX, H#/ — X
DIEJI/\/TE‘ ;Liﬁ‘o

priority priority_number

1 -

ciscoasa(cfg-cluster)# priority 2

TIAFTVT 4% 1~ 100 IR TELET, KEDTFTA A VT 4TI,
ﬁﬁ'ﬂﬁﬂ/—]\ %&ﬂébf\_%@&mbuunm&\’ %f Ebiﬁ‘
B -

ciscoasa(cfg-cluster)# key chuntheunavoidable

JTABN T A X —T W LET,
enable as-data-node

enableas-data-node =~ R&EHEHT A2 LItk > T, BEICHT AT XTCOIERLM (LI
EFEITRAEZ) U TRICRESNTWRWA V Z—T = ADIF(E) ZEETEET, 20
vV REFATTDHE, VTAXIIBINEEDT —F /) — RRBEORTEIZE W CHIE, — R &
RDAREME AR R T ENTEET, T—F /—FDar 74X ab—a L, #il/ —FR
PORMENTZar 7 4 X2l —YailloTREEXIRET,

TIGAEN T ET 4= MITHIZIE, noenablez~ > RE AT LET,

G¥)
JIGABN T T 4 8—TMILTEGAIR, T XTCOT—H A F—T A AR v v b F
TUEN, BEA AT 2 A AT NT VT 4 TR0 £9,

451
WOBNZIE, T—% /) — Fnode2 DHRENEENTNVET,
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interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-data-node

DSRBVITHEDHARAZTAX

JITGARZY T ~NVA TR Y T TCP #EROBIE, 7o —0EE Y 7 1, MORKE
b 2B <A X TEXET,

HilfH /) — FTROFNEZ FAT L £

ASA U SRR DEKXRING A —Z DERE
W) — N LDs T AZRIEE DAL A ATEET,

1R BRI

e NF AT HARE—RTIE, $li#l ) — FEDY AT LFETAR—ATROFNEE FEFT
LET, IUTFRAMNLUAT AETAR—=R YV 2 5121F, changetosystem =1~
Y REANLET,

FIE

ATV V7 AZOREE— &ML ET,
cluster group name

ATv7T2 (EE) 7—%/— Rl ) — F~0a vy — L E/-EFHICLET,
console-replicate

ZOMREIZT 7 AV B TR E SN TWET, ASAIL, FFEDEKA N ML LR &
X2, AveE—VEHEEa Y-V ALET, 2N EREENTHE, T—H
J = FBHE ) — Ricar V= A A= RNEEENEDT, E=FTHLERNH DD
JFABEDaL ) —)LR— 1 DT,
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B o~rxz2-5y rssvanERaORE

ATvT3

ATvT4

JITALY T AN PO L= R LV ERTELET,
trace-level level
BTG U TN L ERRGE L E T,
ecritical : 7 U7 4 L A X2k (HKE=1)
ewarning : 45 (HKXE =2)
- informational : A~ b (EKE=3)
edebug: TNy T A X2 b (HEKE=4)
TR —F—F—inbT 4 VI ABRONY T T —F =~ DT m —REEH A v
(clu_keepalive 3 X O clu_update A v &—3) OF—77 74 THFEEHEL T,
clu-keepalive-interval seconds
e seconds : 15~ 55, 7 7 4/L ML 15 TT,

I TALHIEY) DR T T 4w 7 BEEOTEDIC, T4 LY LRVEEERET D
ZEHTEES,

DANIR EZR )T BXUBHBHEDERTE

FIE

ATy T

ATy T2

COFIETIEH, = REA L EF—T 2 A ADNVAET=Z Y VT ERELET,

T2, BEHA LU H—T oA AL WAUNDA VB —T 2 A ZADNVAE=HZ Y T %
TAE—=TMITHIENTEET, EEOR—F Fr 31D, JLEID, H—OW A >

2 —TxARAID, EF=H—T&FET, ~"NAE=FIJ U JIEVLANY T A L Z—T = A

A, FTIX VNI RBVI R EDIAEA 2 —T =24 ATIHETENETA, 7T AXE#Y
TDFE=H ) CTTRETEEEA, ZOV U7 IIFICE=F—SNTWET,

7T AL DFEET— NERBLET,
cluster group name

&1

ciscoasa(config) # cluster group test
ciscoasa(cfg-cluster) #

JTAL )= RD~NNVAF =y JEREZ N AZ <A A LET,
health-check [holdtime timeout] [vss-enabled]
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ATvT3

o~z x=syvossvanassont

) — RO~V AZHERT D720, ASAD T T AKX ) — Ky 7 ZAZFY) 7 T 7 — Rz
N—hFE—=F A=V BEELET, /— FBRREERINICET J— Fh b —FE— K
AvE—=VEZELRVEA, TOET ) — RSB REEZITT v RIREEE RS ET,

« holdtimetimeout : / — KD/ N—FE— K AT —H A X v —ORBRBIEEZFEE L E9,
HETELHMIX 3 ~45T, 774 MEIWTT,

s vss-enabled : 7 F XA Z{IH Y > 7 D4 T D EtherChannel > ¥ —7 = A AT/ — k&' —
MNAYE—=VETT9T 40T LT, DR EBTHREDAL v TFRENEZETEDH LD
(2L %9, EtherChannel & LTZ 7 A& > 7 2@ E L (HEHE) | VSS. vPC,
StackWise, F 7213 vPC StackWise Virtual ~7 [ZH54t L TV D384, vss-enabled 473 3
VEAFR—T VT HUERLLIGERHY FT, —HMOAL v F T, ILEVATAD
1OD /) = FRv vy MY ETITEET D L. £DAA v FITHHE S #u7z EtherChannel
AUN—f U BE—=T 2 A AN ASAICK LTT v TIRETHALOITARZETHS, Zhb
DA E =T 2 A AFIAA v FRD T 7 4 v 7 L TWEHE A, ASAholdtime timeout
EVME (0.8 72 L) ITRELZHEA. ASA Wi -> T 7 A X OHIBRE NS ATREM N
HY, ASAIF—TT I3, T Av—T% 26D WT A D EtherChannel 1 > % — 7 —
A ATFERELET,

oD MR VEFR (2L 21ET7 =2 A X —7 = A ZAOBNM/HIEE., ASA., FRIEAA v
FEOA 2 —T A4 ZADOFN/AERNL, VSS. vPC, StackWise., F 721 StackWise Virtual %
BT D AA v FDBMN) E1TH L&, ~NAF = v ZHEREEZ B L, Bk Li=1
H—T 2 ADFT=H Y 7 H YL TL 7ZEV (nohealth-check monitor-interface) , b
R POEENRTET LT, REDEFENTXTO /) — NIZREPENTZS, ~VAF = v 7 HEGE
EHERMICTEET,

51

ciscoasa(cfg-cluster)# health-check holdtime 5

AE=T2 A ATA L E =T 2 AA ANNVAF =7 2BHLLET,

no health-check monitor-interface interface id

AUE =T 2 A ADNNVAF 2y 73 I EEEZE=F—LET, FEOwmEA ¥ —T =
A AZADT_XTOYHFR— S, $FED /) — F ETIHEENEAE LN, Bl — K EOR Ui
BALHE—T oA RATT I T 4 TR = RHDIGE, TO/—RiZ7 722 MoHIRSNE
To ASAMMA L N—%7 FZAXNLHIRT D ETORRNL, /1 VX —T =2 ADXAT L, *
D) — RBFESLIE A L N—TH D), T TAZIZBML LS ELTHENTEL - TR
RVET, TIHNVETIE, ~MMNAF 2y T RTOAL L H—T 2 ATA F—T Mo
TWET, Zoavr FonEXE2EALTT =7 (&%) [T EnTEFET,
Tl ziX, BEHA L Z—T oA R E MWEUSNDA L E =T 2 A ADNVAE=F Y T %
TAE—TNITHIENTEET,
cinterface id : AR— FF ¥ XL ID LR ID, £703HE—OYHA L ¥ —T7 24 AIDDE=
2V T RERNILET, ~NAET=Z Y U TIEIVLAN Y T A v X —T = A, £121%
VNI X° BVI 72 EDORAEA > X —T7 = A4 ATEHFEITSNEFA, 7 TAZGY > 7 OE
=XV UTIERETEERA, 2OV U 7IEFICE=H—SNTWVET,
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B o~rxz2-5y rssvanERaORE

ATy T4

ATy TH

iBND MR VER (T2 21ET7 % A Z—7 A ZAOENHEIER, ASA, FZITAL v
FEDA B —T x4 2D/, VSS. vPC, StackWise, F 7213 StackWise Virtual %
BT D AA v FDIEM) %179 & &I, ~NAF = v 7HREZ EZNIZ L (nohealth-check) |
ML LTeA X —T oA ADF=Z VU7 HEHZLTLEE, PR YOEENET L
T, REOEENRTRTO/— RIZRMENZE, ~N AT = v ZHEREEZHEANCTE E
7T

1 -

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

NVAF oy 7 KBGO BEIFES 7 7 AIRECNAZ~A X LET,

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

e system : W=7 —KF D BB A OREEI TV E T, NEOREIZIX, 77V r—v =
VEIIOZ A LT TN, FELET SV = ay RT—H R ERHY FT,
s unlimited : (cluster-interface 5 7 + /L ~) B ORITEEZFHIRBL ¥ A,

« auto-rgjoin-max : FEE A ORATRIEL % 0~ 65535 OFIPHOME ISR E LE T, 0IXHBEFEHA
S L £4, data-interfacel system OF 7 /L b 3 T,

« auto_rejoin_interval : FfEARITOMIMREZ 2 ~ 60 DFIPHOS N TER L £, T 7 41
MEIZS T, 7 T AZ~OFESMNE /) — RPRTT DR REFHIFIEIL, Hetk OFEE%
AEBEDN S 14400 4y (10 H) (IZHIBR S E T,

- auto_rejoin_interval variation : BMEA MM EE 2009 a2 ER L ET, 1 ~3 O#iHTHE
ERELET (1: A% L, 2: BaiofEO 2645, 3: EATORRO 3 , =& 2I1E,
bR Z 5 ICRE L. B 2 ITHRE LIcHE . ROIOFITH 5 ok, 2 BIH ORITH
1053%% (2x5) . 3MEEHORITN 20 9% (2x10) L7220 E3, T 740 MEIX, 7T A
B AUBE=T A ADHFEITL T—F AL E =T 2 A ABIOVAT LAOEEIL2 T
7

1 -

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

ASANA U H =T 2 AZBENRELELTNWBERRL, 7 T7RENEL ) —FPRHIREND F
TOT Ry A EZRTELET,

health-check monitor-inter face debounce-time ms

1 -

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

TN 2 ZARERIE 300 ~ 9000 ms OFPADMEAZEE L ET, T 74/ ME 500ms TJ, EE
INELTHE, AV F—T 2 ADEEZ LD HHICHETE £T, T AR ZEL T
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ATvT6

o~z x=syvossvanassont

He, BRHOFEEENRELS R ZEICEELTLKEE N, f VX —T o2 ADAT—H AH
FNFETDHE, ASAITA U H—T oA A%EEL L T~Y—2 L, 7 T7AXD/— R&EHIkR
THETHREINZI U PEFEHE L E 9, EtherChannel BN % U L REENS T v TIREIZEATT
DG (AL v FNY) o— REN=, AA v F TEtherChannel NHE N2 -7272 ) | T17
VARNE D EL Y R—= DR RUIZBWTHIDZ T A% ) — RO NEHER -0,
JITAR ) —RTA L H—T 2 A ADEENFERINDI I EE2GITL2 08B0 77,

{EE) b7 74 v 7 AMOE=2) v 7 e&%ELET,
load-monitor [ frequency seconds] [ intervalsintervals]

- frequency seconds : E=% U 7 X vt — M OKH]Z, 10 ~ 360 FP OFLPH TR E L %
T T 74 ME20 B TT,

s intervalsintervals : ASA N7 — % #RFFT D RIROE%E 1 ~ 60 OFPHCTHE L £,
7 v MiZ 30 T,

JIGABRAUNND NT T 4y 7 AfmEE=F—TCEET, MBITE, Atk CPU L AE
VOEHE, Ny 77y Ray7RERGENET, ANBETIDEE, 0O/ — R ALR
P TEDHEEIE, /— KOZ TAX Y T TFEICTHENIT D0, INBAAL v FOr— R
A7///ﬂ%ﬁﬁﬁéﬁ%ﬁﬁfﬁi¢o_®% X, T 74 FTA RX—T M ENTH
FT, L ZFE, BT —UI3 00X 2 YT 4 EY 2 — /L S 7 Firepower 9300 O
A=V TAFZ N TDOEE,. Y —HND2 0D X2 VT 4BV a— NI T ALK
Bins L, TOYy—UHTHREBED T 7 4 v 7 BEY DEY 2 — IERE SN, BA
FHZ72 D AREER BV £9, VT 7 4 v OBAfEEMNICE=4—T&E 7, AMBETE
H%EE. /= RTO ZAZ Y U T FEITENCT 52 L2 RINTE £7,

N7 4y AT AEETTHITIL, show cluster infoload-monitor =~ > RZ&EH L 9,
5 -

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
!l

WOFITIL, ~NVAF =y 7 IRERRZ 3RICERE L, VSSZAZNT L, FEIZMEH
ENAHA—Y Ry MRAVE—T oA ADFE=Z Y L TEEHNIL, T—F A L F—
7 = A AOBBEFAEGORITEEE 2 5550 G L CRIBIORRO 3 FHEN S+ 55t

Cisco Secure Firewall 3100/4200 0 Cisco ASA 7 5 X 2 .



Cisco Secure Firewall 3100/4200 0) Cisco ASA V7 5 X 3 |

B ssomsussur528 CPEROBEDRE

AENIRE L, 7 7 AZGEAY 7 O BEEAEEORITREE 2 0B & OF 6 [BIZE%
ELTWET,

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled
ciscoasa(cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

EROBIMBELVI A% TCPERHDEZEDHRE

FIE

ATvT1

ATy T2

ATvT3

R DB ERETEET, MOV TR, B LW TCP #ft D 7 7 A X 2K TOHEH
(103 ~—2) ZZRLTIEE0,

TCP 5t D 7 7 A BHMDBIEZ G LT, T4 V7 XNy 7T v 7 7a—{EROERIEIC
KD A N7 v —ZBET D TREREE) ZHRTEET, T4 LI XN I Ty
T —=RERENDENC  — RRRET 25613, Zhoo e —2EET5 2 L1XTEE
Hh, FREIC, 70 —Z2{E8T 20N N7 7 4 v 700 ) — RICHMREI D56, vy
BT 52 LIxTEERFA, TCP DT X MMEEENMET D 8T 7 4 v 7 O TCP OB DI
AL LWL DT HILERH Y 7,

TCP #ft D 7 7 A X HBOIRIE % HMb LE T,

cluster replication delay seconds { http | match tcp {host ip_address| ip_address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

51

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

1 ~ 15 OFPHCTHE A E LE T, http BIEILT 7 4+ /L TS5 AN £,
VN TF ATHFARNE—RT, 2TFAMTIOREEITWVET,

7T A DFET— Fefh L £,

cluster group name

(A7 av) TCP N7 7 4 v OHROBFNEE AL ET,

conn-rebalance [frequency seconds]

51

ciscoasa(cfg-cluster)# conn-rebalance frequency 60
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44 resseozz

Zoavwr RiE, TIANRTT 4 =T Mo TWET, AMEENTHE5E4A. ASA
X, 1 &7 OBEREICE T 2 IEHRA EMICRI L, LR E . 1 BH- b OBk
MEBNT S ANLIRAROT A AcA7ua— R LET, BFOERIIBH It &
HIZ, Zoa<wy NI1IBHEZ Y OEREICESWTORHESET 57120, %/ — F TS
NTHERORBITB R ST, HEHOBREITE LI RWEERH Y £7, ARMEREZ BT 5
kR Z . 1~ 360 BOFHNTIEELET., T 74/ ME5S BT,

BRes D ) — RiZA7n—Rahd &, PRI £9,

YA R bR E IR LTI RO F B2 BE LW T TIZE W, B bY A hDr I A4
AR T E EE A,

YA EEREEDRTE
FA ML T ALY T OB A TR WEREFD D00, REEN A VA ATE X
¥,

FaLYB O—hYE—La 0EME

T—=HB L H—DYA NEITAX Y TONRT —< A ESE, UM v Th
Bz 7201, T4 8—ma—h V8= a2 3X—TWITDHIENTEET,
WH. FTLWERIIEREDOY A FRDT TAX A= ZX-oTa— R XT8N, i
SNTWET, LrL, ASAIFEEDY A FOALNR—ITF 4 L7 Z a—L&2E 0 4 TET,
TaAVrE = )E—va ik, frAEERILCYA hor—Lv T o LT H . EOY
A MIUIFERRER 70— LT 4 LI X LW BIMOT 4 L7 ¥ a— /LR ENZ20 77,
A& ET 4 L7 ZNE—VA NIFETDLE, "7 —~ U ARMELET, o, TOFT
HENKE LUTE5E, =BT 0 L7 2R CYA N CTH LWEROFTAH 28R L F
T, Tu—NABRT 4 LI BE, 7T AL A AN—RRIOY A FCTHA SR SBERO 7y k
EZETOIHAICHERASNET,

1R BHIIC
e T—MANTOTHRETITITAHA AL NR—DY A FID ZHRELET,

KD INF T 4w ZATF, a—H VP —2 a2 R—FLTWERTA  NATEBLW
PAT o7 4w 7. SCTPHEENT - T T4 v T, T T7AT—a g7,

FIE

ATVTN VI AZOREE— REBELET,
cluster group name

51

ciscoasa(config)# cluster group clusterl
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ciscoasa(cfg-cluster) #

ATvT2 Ty Zu—R ) P—rarma A x—7 M LET,

director-localization

Y4 FAREDOEHE

A FOBEENL 7o —%{R#T D720, A FOILEMEEZAICTEET, BNy o
T oA —F =D F—F—LRUYA MIHDLGEE. A FOREENS 7 —%{R#ET D7
WIZ, BIDONR Y 2T v F—F—NROY A RO ERENET,

1R BHEIIZ
¢ T—hMARNT O TRETI TAZ A=YV A FIDEZHRELET,

FIE

ATV TN VI AZOFREE— REtaLET,
cluster group name

1 -

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

RATYT2 A FOTLEMEFCLET,

site-redundancy

44 k Z & O Gratuitous ARP DEETE

ASA TiZ. Gratuitous ARP (GARP) /X7y &AM LTAAL v F U T AV TTANT I T ¥
ISR ORISR SO L DI £ LT, &Y A NOBEIRMES R S FHWA NI E -
T, 78— VL MAC/AP 7 RLVAD GARP N7 7 ¢ v 7 NEHFMICAERRSINE T,

I ITAENLEEEINTZTA FTEOMACEBLOIPT KL A L7y 33HA BEADMAC
T RUVABIWNIP T RLRAZFEHATLHIDICKR L, 7 FAXTZE LNy M, Z7r—2
IMMACT RLABLIOIPT RLAEZBEHALES, T 74097 N8 — UL MACT RLA
MO EIHNER SNV E, 78—V MACT RLADAAL v FTMACT RLADH
ALT T IBRETHAREMENRH Y £, XA LTV MMEICZ a0 —/LMAC T RLAAND b
TIALIINAA T T AT ITANT I T R2IRICDIEV 7T T 4 7S, 2T X
DRI = ABIONEX2 V7 ¢ EORENRBETLIZENH £,
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1524 70—xLuF7 08E |

% A% K EtherChannel D= hB LY A N MACT RLAZEIZH A FID ZKETH
L. GARP BT 7 /L N THINZR W £9, GARPIfgE2 I A%~ A X350, £7-1% GARP
BN THENTEET,
1R BHHIIZ

¢ TP MANTOTRETIT TAHX AL N—DH A NID ZRELET,

o fillffl = » FERE TIX. A3 K EtherChannel %A FZ LD MAC T RL AZERELE
7,

FIE

ATYT1N IV TRAZDOREE— RERBLET,
cluster group name

1

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

ATv 72 GARP [Hl@a W AKX~ A X L7,
site-periodic-gar p interval seconds
« seconds : GARP Ak D fEIBE % 1 ~ 1000000 FEOFPHEAL CRRE L E T, 7 7 4 /L ML 290
»Td,

GARP % 4295121, nosite-periodic-garp interval # A7) L £ 7,

DSR2 70— FEEY T4 DRE
LISPORT 7 4 v 7 HMELT, ==V A FMEEBET AT — T T 4 524
Mz TEET,
LISP A AT 23 22N T
LISP b7 7 4 v 7 2BRAETHZ LT, A MAOT7r—0DFE) T 4 2P TEET,
LISP |22 T

VMware vMotion 72 E DT — X B X — (A~ DEE VT 418> T, =27 T4 7T

v h~OEE AR D L RIRRC, T XX —REBEITEET, Zoko kT —F kY
Z—=Y—=NEEVT 4 2P K= T2, P—="OBEFICY —"~DASJV— F &L —
ANHEHHTEHNENDH Y £, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¢
. 7 AID, 2FEV T FARA Y MID (EID) ZZDFT, DEVV—T 47 ul—
% (RLOC) 75 20ODRRDF LN o A= L, $—_"DOBITE2 2 AT k
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B Asausp oy i—+

WXL CHBRIIC LET, 72E 20, =" FH LWGANCBEI L, 7 94 7 2 R334 —C
N T4y %BFETHE, V—FITF LW N T 74 v 22U EFA L7 RN LET,

LISP Ti%, LISP O/ b v —% (ETR) . ASJ b v—% (ITR) . 77 —Ak
Ry n—% <7 VAN (MR) , BELOBvwy 7T H—s (MS) RREDOHDH—FEDu—
BN T—H L= NPYUETT, P—"PRONL—F TR SN TND I a2 —D
T7—A BN Ry S N—EREITHE, FOL—F IO TRTDONL—F L F—FX—2 %
FH L, 7747 MCERINTWAITRN N7 7 ¢ v 7 #RITZE LT 7B L, #r
LW —NOEGFHCIEETEDL LI LET,

ASA LISP ¥R — k

ASA VX LISP BIAZIATLEHAN, WITOEFIZEHTHLISP 77 4 v/ s L, v —
LVRAR I T2 o TEREDT-OIZZ DIFREMEH TE £, LISPOREG EITHORWIGE,
=R LY A MIBEIT L&, NI 74y 230 7e—F—F—DRbviz, HLwn
A NTASA T TAZ A NR—=Z720ET, FHTLWOASANENFA RO ASAIZNT 7 1 v
7 EERE LT, W ASA L, P ANZRBIET LIS N T T 4 vy 7 EH LT A MZEY
WEIHERHYET, CONT 74 v 7 7u—[3 @ CliR, TharR—=27] £721%
~TvEe="7] LT ET,

LISP ALV, ASA 7 T AL A RN—X, HBPIDOKR v 7 N—%2 L ETR L7213 ITR [H T
DELD SNDHLISP b T 7 4 w7 %REL, 7a—OFEEEZH LY A MIAEFETXET,

LISP DA KT A~

eASAV FGAK AN —F. A FDT77—A KRy 7 L—% L ITR £7-1% ETR OREIC
FELTWANLERHY FT, ASA V7 S AXZAEEZIEE AL v DT 77— "Ry
N—BIZTHZLIZTTEEE AL

cEBEGBEINTE 70 —0RNYR—-FEhET, —wlbkEnhiz7e—, Boman-r
n—, ¥23EcD /= RIZBELTWS 7 —IH LA —F—iZiigdshanEti, ¥
SEHENTZT7a—ZEISIPREDT TV r—va rNagEh T, Hive—L 20+
TOF7a—NFEUL ASAIC X > TiTA SN ET,

e I TAFITLARIBLN4D 7 u—REAZBEISEHZ T T, —HOT7T T r—g
VT NRDONDAREER S Y T,

MO 7 0 —F£ X E VR ACARA R TRWT a—DE4, A—F—0BEIAH TR
WRIBBMER H D F3, A VAT v a R U—%RETDH LI, ZOBRETYHAR— b
SNDHENT T4y I OEATERIETEET, Flo, 7e—FC VT 4 EZRAIRR T
T4 v KRBT HLERH Y £,

ASA LISP » 4k

I OBREIZIT, BEOHEICER T RENETENTVET (ENLIZONTIE TN TIDE
THALET) .

1. (EE) RAFEEFV—=RIPT FLAICEISHBENLZED O#IR : 77 —A b K
FPI—FiL, ASA 7 T AEZNREELTWRWARR NEFRITRy FU—Z I EID @A A v
T—UHREETIHEAENRHVET, ZOD, VI AXIZEET LY —ANFEITR Y b
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usp 1 vz~ avonzE |

T—7 OHRIZEID ZHIBTEFET, 72 201E. 7T AR 200 A FOKIZEE L TV
B3, LISPIN3 oDV A FTEITSNTWDERIL. 7 7 AXIZEELTWS2o0H A
MIXLTCOAREID 2505 MLENRH Y 7,

2. LISP b I77 407 £ AR ay : ASAE, 77 —A MRy 7 —F L ITR $£721%
ETR O TEEENS EID WA A v B —I128W T, UDP AR— k 4342 FDLISP 5
T4 v 7 ERAELET, ASAL, EID &A1 b~ ID ZB8#E#fHIT 5 EID 7 — 7 VA RFFL £
T, ToEzX BHDOBE Yy T N—FOEFILIP T KL AL ITR £721X ETR D567 KL
A%EHBDOLISP N7 7 4 v 7 ERETLIMLENRSHY 9, LISP hT7 7 4 v 7 IZET 4 LY
ARFED LB THNTELT, LISP N7 74 v 7 ARIZZ 7 AZREBOILFIZSM L7202
LICHEBEL TSN,

3. HBESNIEI T 74y TOTu— T4 EANNCTEI—EA R — VX
AZIVTFAANIRNT T 47 TT7u—F )T A 2ANCTIHSENRDY £, 2L 2
X, 7ue—%v U7 4%, HTTPS F 77 4 v 7 DIIZHIR L2V | FFED Y —/3 & DI
TRV SND N T 74y 7 OBRITHIRLIZY TEET,

4., VA PFID:ASAILZ, K7 TAX ) —FKOV A FIDEZEALTHLWA—F—Z2HTELE
7,

5, 7u— FEE YT A EENCTHI TAZLAYLDORIE : 7V TAX L-ULTHL 72— FE
UT 4 AT HMENRSY £, ZOF/F 7002 HHT52 LT, BED
IJIGADRNT T 4 v EET TV r—a kLT 7ue—% b ) 74 ZfHEICED £
i cE £,

LISPA VAT 2 g vV ORE
LISPO T 7 4 w7 &2BELT, —_"=0NV A NHZBHT I To— T4 %2
M TEET,
IR B I
i) ) — RODT— AT TORE B13—) BLIOTFT—%/)—KODT— KAk
T T DHRE 363—) (- T, K7 TAX 2=y WA MDIZEIY HTET,

CLISPO N T 7 4 v IIXT 7AWV A VAT ay VT T 490 7T RTEENRNE
O, TOFIEO—FHELTLISPDO 77 4 v 7 IOV T AR ET HHLENH Y F
—gqo

FIE

ATy Tl (EE) LISPA VAT vary <~y T HERELT, IPT RULRZHESHTHREFAD EID &
HIBE L. LISP OFRiEAF—2HRTEL ET,
a) PEIE ACL Z1ERL L E 3, 5645 IP 7 KL ADLM EID $lAR T FL A LA SNET,

accesslist eid_acl_name extended permit ip source_address mask destination_address mask
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B usprozxxsvaone

ATy T2

IPv4 ACL B LUV IPV6 ACL D EH HIZH XS L TWES, % 72 accesslist extended 4
ZLZHOWTE, a~vr RV 77 LR TIZE N,
b) LISP A AT v aly vy T afERL, "I A—=F = FIIBITLET,
policy-map typeinspect lisp inspect_map_name
parameters
c) fERL7- ACL @B L C, FFAI &N /- EBID #E&HR L £7,
allowed-eid access-list eid_acl_name

77 —ARN Ky T N—FFEITITR/ETR (£, ASA 7 7 AZBEE L TWRWEA MET
Xy NU—ZI|ZEIDIBHIA vE— V2 EETLHIENHV ET, 20D, 7T RAFIC
BET A5 —N_"—F 23Ry NU—7 DAICEID IR T £, 7m& 21, 7T AEN
2O0DH A FORIZEEG L TWEN, LISPA3 DY A FTIITSNTWHEAIL, 7T
AL LTS 22000 A ML TOAEID 2505 LERH Y £,

d) MELUT, FAHAF—Z AN LET,
validate-key key

&1

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty —A MKy T —HLAR— b 4342 D ITR £72I1Z ETR O D UDP ~7 7 « v~ @ LISP
A UANRT g VDR E,
a) YEEACLZRTLTCLISPO T 7 4 w7 BRELET,

access list inspect_acl_name extended per mit udp source_address mask destination_address mask
eq 4342

UDP AR— |k 4342 Z45E T 20 H D £7°, IPvd ACL B LU IPv6 ACL D EH 5T &%t
B L CUWNVET, Bk 72 accesslist extended ORESCIZHOWTIX, v R U 77 LU R%S
LTS 7ZEN,

b) ACLDZ 7 A~y 7 a{ELET,
class-map inspect_class name
match access-list inspect_acl_name

) RIv—~v7 IVI7A=yTHEEEL, A7 aDOLISPA VAR var~y Tk
HLTA AT v arZAbL, y—ERAR) o —% A v X —T = ATHEHLE
T R ThHND) .
policy-map policy_map_name
classinspect_class name
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ATvT3

usp 1 vz~ avonzE |

inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interface ifc_name}

BEOY—E 2 R —H58A1F, BEORY) — <y FHEEELET, T 740
T, ASAlZlEglobal policy & FEEN S 7 — L RY —RNEENTWHTZD, Fr—
PVRY —DEAHIERELET, RN v—% 7 a— VUi LaeWiEEaix, ¥ —
Tz ARZT LI OO —E AR =% FT 52 b TEET, LISPA AT Ty
NEL RGN N T 7 4 v 7 \Z#EAT 570, EEILEmEEDH T DA 2 —7 =4 R
Y=t R RV v—%WHTHILEIHDEEA, VT 74 I BEEROY TA <y
=T 256, RV v—~ o7 2lEAT A 02 —T =24 AZADETIFHETH T
T4 DT NTNEELZITET,

B -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIL, 77—APARy 7 NL—H L ITR £/-IZETR OB CTEEEND EIDEHA v E—2D

LISP N7 4 v 7 B LE T, ASAIL, EID &1 kD ZE8#Ef1T % EID 57— 7 /L & (%

=

NS T 4wy V5RO Ta—FE YT 4 BAELET,

a) PR ACLZHELT, ==Y A FEEET DL LI, KA MIEHY YT
TEHEECRA I IUT 4 AN NT T 4 v 7 BHELET,

accesslist flow_acl_name extended per mit udp source_address mask destination_address mask eq
port

IPv4 ACL 38 LTV IPv6 ACL @ EH HIZ H%fhis L CWE T, Hid 72 accesslist extended O
XIZoNWTE, a~vr PV 77 b 22ZRLTKESN, 7e— )T 1%, BV
XAT VT A AN T T4 o I L TA X =TI THRERH Y £3, =& 2IE,
7u— v UT 4 &ZHITPS N7 7 4 v 7 DI, FRITHEDY—NR—~D K NTFTT 4 7
DHIHIRTE £

b) ACLDOZV 7 A vy 7 afEllLET,
classsmap flow_map_name
match access-list flow_acl_name

¢) LISPA VAR v avEZAMELIZRILARY) v—~v 7 7Ju— 2772~y THREL
T, 7a— U T4 AN LET,
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp
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B usprozrsvaio

&s
filt

1 :

ciscoasa (config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

config) # match access-list IMPORTANT-FLOWS

config-cmap) # policy-map INSIDE POLICY

config-pmap) # class IMPORTANT-FLOWS-MAP

config-pmap-c)# cluster flow-mobility lisp

ciscoasa
ciscoasa
ciscoasa

ciscoasa

ARTVTE VI RAZ TN—T ar7 4 Fal—valry E—RIBITL, 7 7AZO70—0DFEL )T 4
ZHMELET,
cluster group name
flow-mobility lisp
ZOXNATZOYNFEZICLY, 7r— T T 4 OFHECED 2 B HICITR £

151
W &R L ET,
«EID % 10.10.10.024 % v sV —72 L@ EID IZHIB L £,

+ 192.168.50.89 (NHEE) (24 5 LISP /L —& & 192.168.10.8 (B ASA A ' F—7 =
A2 F) IZHDHITR E/-IZETR V—F OO LISP 5 7 ¢ v 27 (UDP4342) %
MELET,

« HTTPS Z/#ifi L T 10.10.10.024 DY — _R—{ZEEENDHTRTONEHL T 7 1 v
JiIZRtLCc7e— U F o 2HEMELET,

c VFAZH LTI u— YT 4 A =T M LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
!
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP_CLASS
inspect lisp LISP_EID INSPECT
service-policy INSIDE POLICY interface inside
!
access—-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https
class-map IMPORTANT-FLOWS-MAP
match access-1list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
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cluster group clusterl
flow-mobility lisp

DSARAZ/—FDEHE

VS AREEA LKL, a7 4 X2 —a v B ERE L, V52X ) — REEHETXE
j—o

7V T14T/—FIZHB

TIGAEDIET T T 4 TIRA NI RDITNE, 7IARAX )T a7 4 Xab—va 3k
BEFIZ, FO/)—RETIITAXZ ) T hT 4 —T NI LET,

\)

GE)  ASAWR (FEIT, I NAT =27 27 —I1280) T 7740 712DE, TRTOT—
BAE—=T A ANV Yy MU ENET, BEHEHA X —T oA ZADBNR T T 4 v
T HEEZETEET, NI 7477 —%FRIERIE, FTRX VT EHOR, 32—
MZLET, £, FO/—FREI7 TR PLREEBICHIRLET, BEHA VX —T A R
X, FDO/— KRNI AL P T—=NANEZF -7 1P 7 KL A& H LTl &t < BENIRRE
LR FET, EL, Va—RLTHL/ —FRB I FAXNTERLET 7T 4 7 TERWEE (7
TRAEY T NENRRETRELRAE LTSGR R E) | HEHA U F—T oA 2 TN RY
F9, TRLBFEOa 7 4 X2 b—v g UMEEICE, 2 YAV R— b EEHTILERH Y
N

1R BRI

e V=)L R—"EBFEHTIVERNOLDET, JTAX Y TOAR—TNVEET 4
=T N%, UE— b CLI##HRNOITH) Z LI TEEHA,

cINTF AT HRADN T— FOLEIE. ZOFIEE AT LFITAN—ATEITLET,
VAT A AT 4 Falb—Tay E— RIZAS>THWRWEETX, changeto system =
~ REANLET,

FIRr
ATYT1N IV TRAZDOHREE— REfELET,

cluster group name

% -
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ATy T2

Cisco Secure Firewall 3100/4200 0) Cisco ASA V7 5 X 3 |

ciscoasa(config)# cluster group podl

TIARAEN T ET =TI LET,

no enable

2O/ — FWHH ) — FTholzmaid, HrLWlE ) — FOBENFAT S, B A 3 —
DI — Rici 0 £7,

JIGAR AT 4 FXal—2a TR SNADT, BT ITAZY VT EHEA R—T T
TEET,

J—FDFETVT 1T

BIAL LTS ) = RUSNDA L ANEIET 7T 4 71T DT, ROAT v TE2FITLE

FIE

B

\}

GCE)  ASADVFET 7T 47T hB e, T R_RCOTFT—H AL F—T 2 A ARV v v ML ENET,
BHEHA VAT oA ADIRN ST T4 v 7 BEZETEET, NTFT 74 v 7 7u—%FHH
THINE, 7 ITAZ VT EREGMNILET, BEA LV H—T AR X, D/ —RRBI 7
AL T —=NIPBZTWMATIP T RVAZEH LTl &SR BERE L 700 4, 72720,
Jo—RNLTCHL/ —RKBI TAXNTERET 7T 4 7T TIERWGEES (7T A% ) o TRENR
RIETCRELMRIELIZEE R YY) | BHA VX —T oA RTER0 £, TnLlEDa
T4 Falb— g MEEITE, aryY— L AR—  NFEATALERHY £17,

1R BHHIIZ

YNF AT HRARNE-ROEEIE, TOFIEEZ AT LFITAR—ATEITLET, £
VAT AL a7 4 X2 b— g = RIZAS TWRWEAIL, changeto system =2~ K%
ATTLET,

7 I AZND ) — REHIBRLET,

cluster remove unit node_name

T—=hANTF T ar7 o Xal—a IERINT, Bl — R b RZICERBSh-=
V74X 2= a b EFOEETHLDT, 2T 4 FXalb—TalEBRPTIHRTED
J— RZEHBEBENTEET, §il#/ — FEHIBRT 5707 —4% /—RTZoa~vr REAT)
L7 aiE, BrLndilil, — Rn@EsinEd,
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ARG —E R BT, cluster removeunit ? & AJ13 57>, show cluster info =<2 K
AN LET,

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

DS RAIAANDBESM

= R T AZNBHEIBRENTZGEG (ol 21X BENRBELIA VF—T =4 ZDGRE,
ELFANRN=ZFITHT 7T 4 7IZLIEHE) 1, 7 7 AZICFHTHSNT DLENH
Di‘é‘@

1R BHHIIZ
IV TARN U T HEFHA XTI TDHITNE, ar = R— b EHEHATIVNERHD F
T, oA v F—T 24 ATy NEDUENET,

ewNTF AT HRRALET—ROLGHIE. TOFIRE VAT DETAR—ATETLET,
VAT A AT 4 Falb—Tay ET— RIAS>THWRWEEIX, changeto system =
~V REANLET,

© 7 T AZ~OEBNZBITT ORI, FEENFRSN TS Z L2l L ET,

FIE

RTFYT1 avV—LT, JIAX av 7 4 Xal—var ET—RetLET,
cluster group name

51 -

ciscoasa(config)# cluster group podl

RATFwT2 V5 REZY T A X—T VT LET,
enable
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552505 DRHE

FIE

ATy I

ATy T2

ATvT3

ATvT4

I TAANBERIIIBT AHIZIE, V7 T7AZ T— ATy a7 4 Falb—a U 2f
ZHIBRT20ERH Y T, £/ —ROBEOary 74 Xal—valid (TI/T7472=y
BRI ENT) RUTHDLIED, 7 T7AZNPBMBTLHE, 7 TRV U TRIOa T 4
Xal—Tarvan\y I Ty nbEIT 50, IPT RLADHEERT L2y 7 4 ¥
L—2a U ZEELTHIONLRDET Z L B £,

4O HREIIC

Ay V=NV AR— b NEFEHTOIVLERHYET, V7 TAXODar 7 4 Falb—a rEHIRTS
L EHALHE =T A AL T TRAEHY I BELT_XRTOA A —T =2 ANT v v b
XU EINET, SHIZ, VITRZV L TDOAFX—TNVERLIEFT 4 &8—7 V%, UE— CLI
PR BATH Z LI TEERA,

T4 )= ROGE, 7 TALY T ERO L DITEILLET,
cluster group cluster_name no enable

51

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

IIGALY L ITNT—H )= R ETA X =TI R>TWHHIE, ar7 4 Falb—va %
FAEITH Z LT TEERA,

JIGAR AT 4 Xal—al k7 U T LET,

clear configure cluster

ASAIX, BHEA L X —T 2 A AL TAZGIHY) I 2 EGHT XRTOA L —T = AT ¥
rNET U LET,

ISGABE A B —T 2 A AET—REFT 4 E—TNIZLET,

no cluster interface-mode

E—RNFar7s ¥z b—ra IRFESNRNWTED, FEIC) 2y NTH20ERHD F
—/9)40

Ny T oTar7Z s Xalb—varBnbdhh, a7 4 Xalb—vaiinv s 7Ty
Far74X¥al—varkar—_LET,

copy backup_cfg running-config

51

ciscoasa(config)# copy backup cluster.cfg running-config

. Cisco Secure Firewall 3100/4200 O Cisco ASA 7 5 X &



I Cisco Secure Firewall 3100/4200 @) Cisco ASA V7 5 X %

ATy TH
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sims —rozE ||

Source filename [backup_ cluster.cfg]?

Destination filename [running-config]?
ciscoasa(config) #

AT 4 X2l —TarE AR — T AIREELET,

write memory

Ny T o7 arZgXalb—arRNengaid, 87 72 2B/RELET, Lk
(=

AHE =T 2AAIPT RLAEZEFEL, ELWKA MMEETLET,

HilfE /) — FDERE

FIE

A

IE

I ) — RA2EETIRBOLEZ, #lfl ) — R Ty 722 ) o 7 %28H L, #H LWHIE=
=y NOBREFE->TD, 7T AX Y T EFEANCT D HETT, Hli#l/ —Ricd s
) — REREBIZIET ALERH AT, ZOEOFIEAFERLET, 2771, HhdkEdhm
BEEDG AL, ZOFNEEEH L CHIE , — REEZHET5 & _XToOEFN Kry 7 &Sh
HOT, FLWEIE ) — K LTz LT 20 ERH Y £7,

HfE ) — P2 B3 2123, ROFIEZFATLET,

LY oY 1] b
VAF ArTHRAN T ROGRIFT, ZOFIHEVAT AFITAN—ATEITLES, 72
VAT A AT 4 X alb— gy T— RIZAS TWRWEAIEL, changeto system =2~ K%
ABTLET,

LW — F&EHIE ) —RELTHRELET,

cluster control-node unitnode_name

&1

ciscoasa(config)# cluster control-node unit asa?2

ALY VFGARXIPT RLUA~NDFEBEENMLEIZ/R2 Y 9,

A =4 E 3T 51213, cluster control-nodeunit ? RIED ) — REEL T _TOLRIN
ForEND) & AST5HH, showcluster info 2~ F&E AN LET,
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DIREZEERTOIARY FOET

FIE

aAvy R&E7 FTAZRNOTRTO /) — N2, FRFFHFED ) — REETLITE. RKOFIEE
FITLET, show 2~ RETXTO/ — RIZEEFET D L. TXTOHABIUE S CHE
D) —RKDaryy—IErEINET, ToOMmMoa~r R, 72L& 21iF capture<° copy . 7
TAZEERTOFATEIEHTEET,

TANTO/—=Ricavwr FedELEY, /—FAZEELLSEIE. BED/ — FIZEEL
3

cluster exec [unit node_name] =~ > N

51

ciscoasa# cluster exec show xlate

J— R HEFRT DL, cluster execunit ? (BED /) — FEERLS TR TOLARINFRR I
%) & ANS1T B0, showcluster info 2~ > K& AT LE T,

il

FULXY ST 77 ANET TAZNOTNTOD /) — RS FEIEEC TFTP — N2 =
E—d 512, i —FChkoa~vr FEAHLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

B D PCAP 7 7 A v (% — Kb 12F2) B TFTP h— N Zab—ShEd,
SHEDX X T F ¥ 7 7 A NAITIZBEBINC ) — RADBIIIS 4L, capturel_asal.peap,
capturel_asa2.pcap 72 &L 720 £9, ZDOHITIX, asal & asa2 [TV T AF /) — R4 T
D

W DOFHTiL, cluster exec show port-channel summary =~ KOHENIZ, 7T AX D
4%/ — R ® EtherChannel {3 F R S TWET,

ciscoasa# cluster exec show port-channel summary

Control nOde(LOCAL) :***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— B T et et ettt
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)
Slave:******************************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— B T et et ettt
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1 Pol LACP Yes Gi0/0 (P)
2 Po2 LACP Yes Gi0/1(P)

ASA Y SAADMDE=ZRYYG

7 TAZDRE LR AT =S —BLO NI TN 2a—T 4 VT TEET,

DIRAZRAT—FADEZ=R) VY
I ZABDIREDE=H Y L TIZONTE, kOa~vr RESRLTLEEN,
« show cluster info [health [details]]

X —U— REEELAWVWT showduster info 2~ > REFETT5H L, 753 2AFZNOT T
DRAUINDAT —H ANFRENET,

show cluster infohealth =~ > FNix, /> Z—T A A, J—FRBINI T2 XKD,
EOREEZFRLET, datailsF—UV— Fix, "— b —F X v b—UDEMEEFER
L/\i—g—o

show cluster info =~ > RIZOWTIIROH N EZ B L T 72 &0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

1D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

1D : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL NODE

1D : 2
Site ID : 2

Version : 9.4 (1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f£.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE
ID : 3
Site ID : 2
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Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

« show cluster info auto-join

REFBIEIR T 7 T AL ) — RN 7 F AZICHBIRNZHSMT 2008 5 2, B L OEFIREE
(FA BV ADFER Y ¥ —Y DNV AT =y JEERE) BN VT IR E D DER
LET, /— FRKBRIZHENZ /o> TWADIGAE, £7003/ — RT3 TIZZ ZAZNITH
DA, Zoavy RTRHANRFRINERA,

show cluster info auto-join =~ > RIZOWTIIRDH SR L T &0,

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check

failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport {asp |cp[detail]}

RO b7 AR— FEEOKREEREZR R LET,
casp : T—H TL—2rD kT AR— MEEHEHR,
ecp: AL bhu—L FL—rD kT AR— MEEHE R,

detail ¥ —V— R&ZANTH L, 7 7AXTREEMEORWN TV AKR—K 7r han
OEFERRRNFE RS, Ny 7 7Rarba— L7 L—rThaENNIRo7o & XIT
Ny b Ray FORBEEZRE TE £7, show cluster infotransport cp detail =2~ >
RIZOWTIFROH 2SR LT ZE 0,

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
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0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303
Gated Tx Buffered Message Statistics

current sequence number: 0
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total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
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Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

« show cluster history

7T AZDEIE, BILOT T A2 ) — FRBINTE o HBS, /—NIRs I A2 %
HENTZBHRICET 27— A v —URFERINE T,

DIREEERDNT Y FDFv TFx

I TAZTONTy NOF ¥ T F 2O TIHE, ROa~vr REZBL TSN,
cluster exec capture

JTABEIRD N T TN a—T 4 T YR — h 4 5I21E, cluster exec capture =2~ K%
ERALCHIE ) — RECTOIIREEHE T 74 v 7 DX T F ¥ E2AICLET, TN T,
T AZRNDTRTOT—H ) — R THHBHINCEDICR D £,

DIRABZN)Y—RDEZ=Z) D
JTGABZY )= ADFE=HL Y U TIZONTIE, ROa~vr REZRBLTIEEN,
show cluster {cpu | memory | resource} [options]

7 T AR BROENT — X EFoar LET, HAHFREZR options (X7 — X DX A SN2 L - T
Di‘g_o

D2ARZ +2T49v9DEZZIDY
JITAZRNT T4y I DE=Z Y TIZONTUE, ROavy REZRLTIEIN,
« show conn [detail]. cluster exec show conn

showeconn =< Nk, 7e—RTF 4 VLI ¥, RNo It T v, FRET7+rV—FDEDT
o0 —Thhh AR LET, custer execshoweconn =~ > Ra{EED / — RTHEMATS &
TRCOERENERINET, ZOa~r ROFRRMLIE, 12070 —D 77 4 vV
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NI TAFNOSEIERASAIZED L HICEET 200000 ET, 7T AXDAL—
Ty MI, B— RGOSR a T 4 Fa L — g ko TEAEYET, =
Davr REFHTHE, ®LERONT 7 4 v 7 BT TAZNE ED X DI D 0
fHEICOPY £, £72, B—=RKRXT PN T 0 —0ONRT 3 —< L AED L HITHE L
-2 20 BET 5 DI E T,

F7-. showconndetail =2~ > RiZ7e— v ) F s ODEELZIFTATu—%F R LET,
Iz, show conn detail =~ > RO HFI 2R L E T,

ciscoasa/ASA2/data node# show conn detail
12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:
10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at
interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity
Ifc Locally received: 716 (8 byte/s)

Bt 7 n—D T TN a—T 4 T EITOIE, RINSTRTO ) — FO#gid —HR
RLET, FRICIT, £E D / — FTcuster execshoweconn 2~ > RFEANLET, 7+
LIH (YY) RN T v T (y) . BEXOT AT (z2) OT7T7 72 >7a—%L
F9, ROBNTIE, 3 5DFT_TD ASA T 172.18.124.187:22 525 192.168.103.131:44727
~D SSHEMINERENTWVET, ASAIIZIZz 7 77083 HY ., ZO/RO 7 + U —F T
HHZLEEELTOET, ASAITIXY 77703 HY ., ZOHGOT A LI X THDHI L
ERLTWET, ASA2IZIFFRIZR 7 7 7137, Tt —F—ThorZ EEKLT
F7T, TU MUY RNFRTIE, ZOEGRD/NT > MIASA2ONEA 4 —7 = A AT
AD A A v F—T 2 A ADBHTWEET, A\ RGHTIE, 2Ok
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v MIASAL BIRASAI DA A v B —T = A AZAY . 7T ARG > 7 &2 L
T ASA2 [THRIE S 4L, RIT ASA2 DINFEA X —T =4 AMBHTHWE £7,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-*****************************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-*****************************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution =< > K & show cluster info packet-distribution =~ >~
RiZ, §_XTDOITAZ )= F~D T 74 v 7 55iaFfRLET, ZhbDavwr K
I, AN — R ANT Rl L. ST D D0ICRL L ET,

show cluster info loadbalance =~ > i, ##BEoROMKHEREF R L E T,

show cluster info flow-mobility counters ==~ > i, EID 3 L7 1 —OFTA & OB ER
%3 LE 9, show cluster info flow-mobility counters =~ > RiZOWTIIROH &%
LT EE,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested H

show cluster info load-monitor [details]

Z Mshow cluster infoload-monitor =< > Rk, HEDOMRED T FAXZ AL IINONT T 4
JAME, BEINTFBROSES (G740 FTIE30) 2R LET, KBERBOKHIE
EAFRTHIZIE, details ¥ —U— F&2H L E£9,

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28
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ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
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0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

« show cluster {access-list | conn | traffic | user-identity | xlate} [options]
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7T AR EROENT —F EFRR LET, HHFEEZ: options X7 — X DX A F12L - T
HienE4,

show cluster access-list =~ RIZOWTIIRDH 12 L T 7Z 30,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-1list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfea4

access-list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

P OEHED, TTD /) — RTOERFZZTTHI21E, ROLEBVICADLET,

ciscoasa# show cluster conn count
Usage Summary In cluster:**k*k*k*****************************************

200 in use (cluster-wide aggregated)
cl2 (LOCAL) :‘k‘k‘k‘k*‘k***‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k********************************

100 in use, 100 most used

cll:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*****‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*******************************

100 in use, 100 most used

show asp cluster counter

ZoawrRiE, TERAD N T TN a—T 4 IS ET,
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s52800—F1vv0E=8y>5 ||

DIREDIV—T 4 TDEZR) VT
I TABDN—=T 4 ZIZONTE, ROa~r FE2ZMLTIIZEN,
* show route cluster
« debug route cluster
U AL DN—T 4 TIEREFRLET,
« show lisp eid
EIDs &% b ID /"9 ASAEID 7 —7 V&R LET,
cluster execshow lispeid =2~ RHD, IROHITESR L T 7ZE0,

ciscoasa# cluster exec show lisp eid
.1 (LOCAL) :**************************~k~k~k~k~k~k~k~k~k*************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D ¢ kK ok ok K ok ok K Kk kK K ok kK ok kK ok ok K ok ok K ok ok K K ok K K ok kK ok ok K ok ok K ok ok K ok ok K K ok K K ok kK ok kK ok kK ok ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

« show asp table classify domain inspect-lisp

Zoa<vwry NI, NI a—TF 4 o SITESL L E T,

HSRRAY)ooOOXUTDERE
JIAZY T OuX T OREICONTEL, ROa~wr RESRLTLEE N,
logging device-id

77 AZRNDE ) — RiX, syslog A v E—UZERNIZAR L £7, loggingdevice-id =~ > N4
HT 2 &, R—F238R2 57 /51 A IDfF&E Tsyslog A vE—V%AEMTH I ENTE,
TG AZNOR—FIFERD ) — R DA vy E—VOESICHAEDLZENTEET,

DIREIDA 2V BA—TTARADE=Z) VYT
JITABDA U HE =T 2 A ADE=HL Y U TIZONTUE, RO~y RESRLTIZEW,
* show cluster interface-mode
JIABA B =T 2 A ADE— RERRLET,
« show port-channel

R—= N F v FNAPANR RRESNICETLERPEENET,
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« show lacp cluster {system-mac | system-id}

cLACP Y AT LD BROTTA AV T 4 2R RLET,
« debug lacp cluster [all | ccp | misc | protocol]

cLACP DT RNy 7 Ayt —V%FRLET,
* show interface

MAC 7 RLRAZHLTWAEHE, ZOMARNERRLET,

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped

(GE)  Cisco ASA & FXOS CTZ ZAAHIHY v 7 LD ~ry N %&bk
% & FX0S D737 MED J573 Cisco ASA IZERENDH /N7 v
M X %< 720 £9, Cisco ASA TlX, 7 7 A ZHIHY >
IP7 RVRSECONRNT  hOBRBAT) Ny hELTAD Y R E
NET, 7—F A F—T oA ATHEHRAIND 7+ U — KX
T MBS, T—=EA L H—T 2 ADAITHFHE LT T X
ZEEY 7 O SIREEFE LT U R ERET,

DIRB)VTDTINYYT
I TAZN T DTNy ZIZONWTIE, ROa~xy FeZRLTIES0,

« debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
JIABN T DTNy T Aye—VERRLET,

« debug cluster flow-mobility
228V 7u— VT A BEEDOA N hERRLET,

- debug lisp eid-notify-inter cept
EID J#HI A v & —UATZAER DA X F 2RI L LT,

* show cluster info trace

show cluster infotrace 2~ RiZ, NI TS a—F 4 v T DOTHDOT Ny FIE#RE2 TRz
L%,
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asa s 5240708 [

show cluster infotrace =< > RIZOWTIIRDOHE 12 L T &0,

ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL NODE

ez, Fra—AalLazy caEEEo52o0 7 — RAKIE ) — RE L THBEELTWA
ZEERTIROA vy E—UNRRINTZHEIEL, 2250/ — FOoA—A)LA=y M HFE
CThd GREZHRLTLLESY) 26, 1250 —RKREHFOT7 o0 —RExxy A A vE—
VEZELTND (Ry U7 ZfER LT EEW) AREERH Y £77,

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node

May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED

ASA U S R B 1) 2T DAl

PLTFOBNZIE., — 728 ACTO ASA DY G AZEEOTRTOIL 7 4 X2 l— 3 RN
HEENFET,

ASABLURAYTFODAT4FxaaL— 320040

WD T 4 X2 —2 g 1%, ASAL AL v TFBOIRDA X —T = AR LET,

ASAL UR—D A | RAYFAA—T A

A

A

A —H % M2 GigabitEthernet 1/0/15

A —H % k1/3 GigabitEthernet 1/0/16

A —HF v b 1/4 GigabitEthernet 1/0/17

A —H % bk 1/5 GigabitEthernet 1/0/18
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ASA DERTE
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LAY DA VB —T AR E—FK

cluster interface-mode spanned force

ASA1 HlfflA=w FDT—FR Sy TEHE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

cluster group Moya
local-unit A

Cisco Secure Firewall 3100/4200 0) Cisco ASA V7 5 X 3 |

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 T—R 1=y rDT—FRA SV THTE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

!
cluster group Moya
local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0

priority 11
key emphyriO
enable as-data-node

HEI=Y FDA 2 E—T AR

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2

channel-group 10 mode active

no shutdown
|
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Ciscol0S A v FDa> T4 FaL—vay

interface Ethernetl/3

channel-group 10 mode active

no shutdown

|

interface Ethernetl/4

channel-group 11 mode active

no shutdown

|

interface Ethernetl/5

channel-group 11 mode active

no shutdown

|

interface Managementl/1

management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100

no shutdown

|
interface Port-channell0

mac-address aaaa.bbbb.cccc

nameif inside

security-level 100

ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll

mac-address aaaa.dddd.cccc

nameif outside

security-level O

ip address 209.165.201.1 255.255.255.224

Ciscol0OS XA/ v FNDaAV T4 Fal—>ay

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201

switchport mode access

interface Port-channelll
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switchport access vlan 401
switchport mode access

ATAVILEDT7AT7o4+—IL

Node 1

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64

© - o| = .| (Pool: 8 IPs)
L o = = o)
® = B £

Cluster Control Link
192.168.1.1, .2, and .3

<I___ port-ch1Spanned | >
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

e EE—
e R

port-ch5
VLAN 10, VLAN 20 Trunk

N

l VLAN 10

J

|

r________/J

Client

Bt Xa T4 RALUDODOT—X N7 7 40 v 7121, £725 VLAN BBEA T B
F9, 72 & ZIENER Yy P U—2 HIZIZ VLAN 10, #MEBFR >~ B U —2Z1Z1Z VLAN20 & L%
T K ASAITH—OYHAR—ERH Y | INBAAL v TFEIV—FITHREINET, FT
XU T WAR—=T NI TNDEDT, WERY 7 EOTXTO/Rr v hA3802.1q 7 7 &1k
SN ET, ASA L. VLAN10 & VLAN20 DD 7 7 A4 7 7 4 —/LTY,

A% R EtherChannel 2 95 & 1%, AA v FITTRTOT—H VoI BNTL—TFE
AT 120 EtherChannel & 720 £9°, ASAMERARAJREIZ /R > 728813, AL v F I3k o=
=y MNEUTKNZ 74 v 7 2B BMLET,
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BAZY rDA VB —T AR E—FK

cluster interface-mode spanned force

A=y MEIEHIZY FOT—FR S5y TEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZw br2TF—4221A=y bDT—FR I Y THRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

A=y b3T—5221=Y bDT— RSV TRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

HE1=w FDA B —T A AEKTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipve 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
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management-only
no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1

interface port-channel 1.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

ST 4w D

Cluster Control Link
port-chi
192.168.1.1, 2, and .3
Switch e Switch
BN /\ ethi/e
2] | ethiz
P ~n el et _pn A
} W
o (\ mgmt | - (\
zo | =3
YA 23 35l o8 3
g J g 24 2263
E A SE=4 eth2r1] 3RES g
& a4 Mo 2w o
=z 188% =S85 =
%5”% mgmt 2?3
; 3 ag @
L2 @ Om <
S\ || 57 Flg e g
sl ] o | [zl | e &
& J 2 | [ 2\ ethis >
V V V V
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WSy FT—27 LRy U= DREIT, NI 74 v 7 2BIICHBECTCE £,
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FoRICRT I OIC, ERNZ—IF D A3 R EtherChannel 233 0 . NERA A v FIkr ST
WET, MHFITERCH Y, AL v TFICER SN TWET, HETHILE, £ EtherChannel
FIZVLAN S 7oA v Z—T = A Z%AETHZ L b TEET,

FE1ZY rDAVE—T AR E—F

cluster interface-mode spanned force

A=y MEIEHLI=ZY FODT—FR S Y THRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

A=y b2T7—4221=Y FDT— RSV THE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asaz

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

kg
it

A=y kr3F—EA=Y rDT— R RSV T

interface ethernet 1/6
channel-group 1 mode on
no shutdown
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interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

HE1L=w FDA B —T (4 AKRTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

W—TY FEE—FHYAFEISRAE)TDO0TVERE

A3 K EtherChannel 2 L7-V—F v K B— FNIZxd 50 A FHZ 7 2% T ORkEh
X, OTV O E L E=F U I Lo THRARY £9, OTV X, DCI &RIZ 7y M &
HRkd 52 & T, EEARKEEZ R LET, OTVIL, kT — 7 /MIIMACT KL A &5
HEZEILDOH, DCIBFRIZZ=F ¥ A "XFy NElaE LET, MAC 7 KL A OTV 5%
T MIFEE SN TW WS, 2=y XA My NI Ray FERET,
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0TV EREDHI

//Sample OTV config:
//3151 - Inside VLAN,

3152 - Outside VLAN,

L—FyEE—K44 rIsS22Uvs0ovEE [

202 - CCL VLAN

//aaaa.1111.1234 - ASA inside interface global vMAC

//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL_MACs
10 permit any any

mac access-list HSRP_VMAC
10 permit
20 permit
30 permit
40 permit

vlan access-map Local 10
match mac address HSRP_VMAC
action drop

vlan access-map Local 20
match mac address ALL MACs
action forward

aaaa.1111.1234 0000.0000.0000 any
aaaa.2222.1234 0000.0000.0000 any
any aaaa.1111.1234 0000.0000.0000
any aaaa.2222.1234 0000.0000.0000

vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:

arp access-list HSRP_VMAC ARP

10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.l1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000

50 permit ip any mac

ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood

vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC DENY
mac-list GMAC DENY
mac-list GMAC DENY
route-map stop-GMAC permit 10
match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3

seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
seq 30 permit 0000.0000.0000 0000.0000.0000
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description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA FEZEICHELZOTVIAIILEIDER

A IRE T LTESEIE, 70— UV MACT FLAZZNLL E7 ey 7 L THED LD
(2. 74 NE % OTV O HIRT 20ENH Y £3, LERW OHOBINRER DY £7,

FEREL TV B YA R TOTV A4 v F ED Cisco ASA 7' 11— 3L MAC 7 R L AIZH 5 A X
T4y 7 N EENTHOLERHY T, 2O MUIZL-T, KEHUlO OTV 34—
N A [ H =T oA AZINHDOT N ZBITEES, h—LT T 47 MTZASA
HDARP = N BT TIZH D56 (ZHUIBEFOERO%A TY) . ARP IIHEE Ik
WOT, ZOFERMEZRY £, L -> T, OTV [HHinikT — 7 /LT Cisco ASA 7' 11—
JILMACT RUAESERTHHESIEIH Y A, OTVITIFIERET — 7 VNIZZ 12— 3L MAC
T RUVANRRL, OTVORRGFH I EIZOTVIEA— N~ A f LV F—T =2 AL T2=F %
ANy NET Ty T 47 LRNOT, 2=F%Fx A Xy MIP—h b0 71—
JVMAC 7 RLRIZRe vy 7 &, BEFO#GEITUIN S E T,

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

MOV A SBETXLIEEEIE. 74V XEHEEBMLT, OTV CIDAXT v 7T R
PHIBRTAMLENHY T, 7 a— )L MACT RLADLA ==L A NV E T UTT5
2. THFDOTV T A FI v MACT RLATF—T L% 7 U TT 52 ENEFICEET
KR
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s4 rmo 522U 506 |

MAC7 FLRAT—TILDI )T

YA IWET L, =NV MACT RLANDRAEZT 4y 7 NUROTVISEMER
HEAT. O OTV ™A —RNR—L A A BZ—T 2 AD T a—N)LMAC T KL A Z3RET
ELEOCTHRENDHY ET, MoV A "REBI LS, o0 N E T VT T 54
ERH D ET, OTV DERET — T M ZN6DT 2 YRRV E ST D721, MACT R
VAT =T N ETHELTIIEIN,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B it e e
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.1111.1234 dynamic 50 F F Eth8/3

OTVARP v v adDE=RY Y

OTV X, OTVA v Z—T =2 A ZAERETHEE LI IP 7 FLAIZKT 57 2% ARP ~0 ARP
FyviarfERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0Od 00:00:31
cluster-N7k6-0TV#

YA EYSRAE 2T D

ROFITIE, YR—FSND7 TAZEANEZRLET,

Y4 FEBEDMACT FLRABLUIPT7 FLRZEHEA L =X/ K EtherChannel )L—F

FE— FDHI

WOBHTIE, A bOF— b U =A —F EWNEFR Yy NU—7RBIIERE ST (f—A b
Tz A MEN) 20DT—H B H—DENLTNIZ2DOD T TAL AUN—=NBLGEEERL
FT, VTAZ AUN—X, DCIRBE D7 ZAZ G > 712X > TRt S CnET, &1
A MDY TAE X R—X, WNER KONl T O > b U —271Z%f L A/3 K EtherChannel
EHEALTCa—V AL v F I8k LE 7, % EtherChannel (X, 7 7 AXANOTXTDOY ¥ —
NCANRENET,

F—X VLAN I, ==L A s T AFR— Mk (OTV) (F72iEED L) Z#H
LCHA MEICHEEENE T, F T T4 v I NI TRAEZGETTHISEAIC T 7 4 v 27 3DCI
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B 5 -E50MACT FLRABETIP 7 KLR £ LR/ K EtherChannel L—F v K E— KOl

i L oA MIEFE SRV E 2T DHIE, Z/r—YLMACT RL A&7y
THETANEEZBMTEILERHY ET, 1 2OV A bOV T AKX ) — RBRBIEREICR-T2
e, N7 4 v MDY A bDYTAE ) —RICEEESND LT 4 VX EHIBRT D4
HRHY ET, VacdlZH LT, 28— NLOMACT RLADT 4 VE Vo 7T 50ERD
DET, F32U—XT A 20— R SI7z Nexus 2 EDO—HD AL » FTlE, Za—n
JVMAC T RLVAINLD ARP Ny a7y 7T 5120 ARP A VAT v a U H T
LHUENBHY ET, ARP A VAT a3 Tk, ASATHA ROMACT LA LY A FD
IP7 RLUADWE T HHET HLERHY T, V14 FOMACT RLADHEHET HHETE
WP ARP A VART Vg UEBEHIIL T IEEN,

7 FAHE, Wi Ry NU—7 D~ o= L LTHERELET, TXCDIT T RAH J— R
THEEIND 7 e — VR MAC 1E. X7y bEZETIOEFIERINET, BE
Ny MiE, DC T TAXZNLDOY A MNEFADMAC T RLAZFEHALET, ZOMEEIC X
N, AA FNR2OORREZR—FTHEHTOYV A FBEIL 72— L MAC 7 R LR &E2E
LTLEIDEHNTWVWET, MAC 7 v B IRAELRNWE S, 4 N MACT KL
DRI HEFEHLUET,
ZOREDOTT I AFROLEBY T,
« I TALMHRERESNDTRCOWA Ty ME, YA FOMAC T FL A& L,
F—Av A —Ta—NI74 XENET,

¢« I T AR~DTXTOANSI Ny ME, 72— UL MACT RLVAZFERHLTEEIND
72, WEDOY A MIHDIERD /) — R TRETEET, OIVO 7 4 VXX T, T—
Ao Z—ND T T 4w rRna—hT74 REZNET,

. Cisco Secure Firewall 3100/4200 O Cisco ASA 7 5 X &



I Cisco Secure Firewall 3100/4200 ) Cisco ASA 7 5 X 2
2% K EtherChannel k5> ZRF LY b E— K/ —24992 44 ~E0s [

ZX/\> K EtherChannel F 5V ARF7 LU N E—FK /J—XYH9X Y4 FEIDH

WOHITIE, WEiL—Z LA — 2 OfICEE Sz (/—AV T AFHA) 2507 —4% &
VHE—DENEIIZ2 DD I TAK A NR=RNHLGEERLET, 7T AX AL N—E,
DCI#EH D27 T ALY o 712 Ko THEfpi SN TWET, KA FDT T RZ A= T,
R L OWNER D A 23 K EtherChannels 2 L Ca—Hh /b XA v FIZEER LE T, &
EtherChannel |Z, 27 7 AZNDOTXTDOY ¥ —UNIANRIIET,

KT =X X —DWNERIL—H LI — 2 13 OSPF 2 L, %Hi)72 Cisco ASA % ififa L
F9, MAC LT —HDIP X TR TONL—X T—ETT, DCIIZEHTA M L— &
BB CTHZLIZEY, BHEDYA N TITRTCDIT TAF AU NRNR=RDNEZ LR RY, T
T4 73T —F o F—RNICHER SNE T, 7 T A DIERHIL O & R 2729,
Cisco ASA ZHiHT A= X hD/L— ME, VA TR Y v 7 —T % Rilrd 5 058
NHVET, 12OOH A FOTRTDYT T AKX AN IBEERBELZSEE, VT 74097
IZKN—2 05 DCIREREH THOY A hD T T AKX A N—ZELNET,

FTYA DPDAAL vy FOFKEIZIT, ROLOZEFHLILNTETET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

o %1 L VSS. vPC. StackWise. StackWise Virtual : 2D F U FTlX, T—F B X —
LIZIBDAL T EA A= L, T—F X —=2ZHDAL v TF oA A RN—)b
LET, 1oDFTvart LT, KT XL F—DITAZ ) —REIn—ONLAAL v
FIGCERE L, ICREAA T N T 7 4 v 7 IDCIERHALET, ZOBE, #iolze
N EDERIAT — 2o X =i L Ca— VRSN E T, DCIBRRDR N T 7 4 v
IR TE DA, LEIDNUT, %/ — RZDCIRHTH FD AL v F I TE £
T, ZOHAE. T 7 4 v IFEEOT— 2t X —I M E N D20, DClLEIERIZE
BT B IZOIIEARA R TT,

« &Y A hDT—H /L VSS, vPC. StackWise, StackWise Virtual : A A v FDIEMZED
LI, BV A NMC2ODRBRDTEAL v TFXT %A VANV TEET, ZOHA.
JTAL ) — R, MO —INVAL v TR INET— 4t X —1Dv v —
V. BIXOERLDOR—INAL v TFICER SN T — X200 ¥ — U TIEAN
> K EtherChannel Zf# 8 L E 973, A% K EtherChannel IFFARMIZ [458fE] LW\
T, Zua—hIIEAA v FiL, A3 K EtherChannel % %A b @ — /L ® EtherChannel
ELTRBRLET,
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2% K EtherChannel k5> X RF LYk E—K A —2 b5z k44 rEI0H [

A /\> K EtherChannel FS 2V ARZPLU M E—FA—X DR +HYA FREDH

ROFITIE, BV A FOF— b Tz —F L 200N EXy hT—2 (TFVr—av
Fy hU—27 DBy hU—7) BIZEEINTE (A —A RV =X MEA) 2007 —4%+&
VE—DENEIUI2 DDT FAE AN =PNOLGEERLET, 7 TAZ A=,
DCIFRH D7 F ALY o 712X o TR SN TWET, A bDT T AEZ A "—E,
WEB LU OT 7V r—ray 2y hU—27 L DB * vy hU—27 Dl FIZAR R
EtherChannels i L Cr—/v A4 v FIZHF L9, % EtherChannel |, 7 7 AXHND
FTRTOY ¥ — VAR ENET,

BV A DT =T A L—HF X, HSRP72 E®FHRP Z i LT, &%+ b TR Usa DM
BEMACT FLA LIPT FLAZEMIELET, MACT FLRADOTHERT T v B 7 ZkET
% 7=, mac-address-tablestaticoutside interfacemac_address2~ > R&HH LT, ¥—hU =
AN—FDEEED MAC T KL A% ASAMAC 7 R L AT —7 WZEFIZIBINT 5 Z & & B5E)
HDLET, D=y NIRRNnE YA MOV — b T =ABYA F2DF— b T =A L&
WETHHBIC, TDO T 7 4 7 M CiscoASA i LT, WA v H—T = A ADHHA
F2IZEIEL XS & LT, MENEETLAREERHY £3, 7—% VLAN L, A—1—1L
A F7 U AR— MAE (OTV) (FEFREO D) AL THA MRS E T,
NI T4 BT = T2 A N—F5 T THIEARIZNT 7 4> 7 3DCl Z i@ L THOH A
MIEEFESNRWE T DHITE, 7ANZEENTHLERSY T, 1 DOV A DS —
N oA N—EREERRIZ RS THE. N7 74y 7oA FOF— b = A 2EFES
NDEENCTANZEHIRTDILERDH D £,
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B /s5x2vrn08zas

DIRAR)TDEEEN

ORIV aillE, 7T AE Y T OEWEICET AEEMERA S TR ET,

ASA DEHEEL DV SR A YT

ASA D—HOBERRIL ASA 7 7 A X ) 7 TiEh AR — b Id, —EosRIEHE , — F720
THR— hENET, ZOMOMIEIC SV TILEY REAICET 251 25805 0 %
S
DI RBY T THR— b EINGEUHEE
WOBHEREIL, 7 T AZ Y I REMR L TR ETEP, a~r FIEGRSE T,
cTLS 7ux v & EHT =774 K ala=r— a U
« UE—h 727 %&A VPN (SSL VPN # L U IPSec VPN)
B R RN B —T A A (VTI)
CRDT TV —ary A VAT g
« CTIQBE
« H323, H225. L TU'RAS
e [Psec /XA A )L—
« MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP

ARy bRy N NTFTT 4T T4NE
* Auto Update Server

*DHCP 7 A 7> b, ¥—_"— BLOTmF, DHCP U L— 3 ¥R — S THE
R

VPN — K NRXF 7
e Azure TOD 7 = — )L A —/—

AN —T A TRBIOTY v

. Cisco Secure Firewall 3100/4200 O Cisco ASA 7 5 X &



I Cisco Secure Firewall 3100/4200 ) Cisco ASA 7 5 X 2
s5z248yvrohresi [

e FIPS =— K

D3RR T DR REPIIEEE
WOBSHEIL, Il — LRI THR— R ShET, 7 7AZOBAb Ay —) v 7 SiEE

GE)  hoEhRSRED T T v 71k, 2T AZHIEY V7B TA U= ) — FBE S — R
\CHRRE SN E T,
HAOBMEEAZ T 28580, TREFABRED F T 7 ¢ v 7 S E P RBEE L L T S
NABNCHES BTN T, HIH ) — RLSD ) — RICEEESND Z ERHY £9, Z0HS
WX, NI 7 4 v 7D — Rk iKESnE T,

R HPRIEERE I DWW TR, il — R CTIEENRAET L LT XTOEGN Fr vy 7Shbd 0
T, HLWHITE Y — P L THseiz2 LT 2 0ERH Y 9,

CROT TV = ar A AT g
« DCERPC
« ESMTP
«IM
* NetBIOS
« PPTP
« RADIUS
« RSH
« SNMP
« SQLNET
« SUNRPC
« TFTP
« XDMCP

AR T 4T N— KN FE=H YT

s Ry NT—7 T AOFEEL LR, ThU T 4 713 EEHTICT,
c T U NE YT F—E R

« %1 K~E VPN

cIGMP~/VF ¥ ¥ A Mz ho—)L 7 L—r 7o ha)Vil (F—% 7L —dgixidr
T AE BRI ESET)
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B 5c0/—rEmshamge

cPIM~/1LFXxy A haryra—LFL—r 7o halil (F—% FL—Uimkid s o
A BRI S NVET)

HAFIVvIN—=T 4T

BacD/— FISERSIN SHEE
INEOBIEE, 77 AZRRERITHE ) — FTIRARL, & ASA / — RICH#f ShET,

QoS :QoSAYV—iT, T 4 Xal—Ta BRO—EE LTI T AXERTREE
NET, 2770, AU —i3%&/ — RIfEBliz#ERA SN Ed, =& xif, Bk LTH
Vv 7 hRBRETHHAIE, e L — FBIOWEE/N—Z MEIX, FFED ASA 2> 5HT
T b7 74 v 7 ICEAESNET, 3 /) —FD6R57TAEZNHY ., FT7 4 v 7R3
IOBLTWAEA, AL — MIEBRICZ 7AZDOL— D 3{FI220 £,

o BEHRH  BERIE ) — R EICEBNCHEE L £ T, =& 2E, BALRGEHEHRIZ, — R
AT, mE2E, A—bFAF Y UBRHEPEELZ2ZVDEX, AXYy 2 b T 7 4 v I BE
J—=FHTa—=F RT3 7E&N, 120 —=KTIRTD NI 7 4 v 7 BfERTER
W28 T,

U Y—RAEFH v L FalTHFRANE—RRTOY Y—2AFH L, o— b /UFEARDUIZIES
WTE ) — RIEBNC#EH S vET,

-U@F?74w7:mmﬁ%%ﬁniﬂHBPF?74yﬁi A FPA N S N
BMEISNETNH, T4 L7 X FEHVETCoNERA, &/ —NiE, 7722 THE SN
5 EID 7—7 /W2 BEMEE TN, LISP b7 7 4 v 7 BIKIZZ 7 A ZIRBEDO A IS
LEFA,

FYET—=O FTOXAEADANAEG SRR DT

Xy NU—27 T EAHRO AAA X, §RAE, PRl TATLT 4T D3 oD R—Ry b
TR SN E T, RAFLFHTIZ, 7T A2 Y UVl — R ECh R Rlgae & | CHEX
NTRY, T—HEENT TRAET—H ) — i @iéﬂiﬁoﬁ@/~k#@ﬁéﬂk%
By WENLIE B DOFEFERE 2— Y — 8 L O — Y — |ZBEA T S 77F Al & 5] & e & P72 < 1E
BT 57D E T XTOFREFT LWEIE ) — RBRE LET, =2—V—§GEDT A4 KL
BIO¥Z A4 A7 0 M, il — FREE IR EE bR INET,

TATT 4 TE, 7T AZNOSERREREL L TRESHTWET, THo T 40 70%
Tu—HNTETEINDIZD, 7 —IHT AT T T 4 I RRESNNTWEEES, FD
Ta—kFATDITAX )= RKNT AU T 4 TR EEIED A v B—TU % AAA Y —/3—
WCEELET,

EDSRRY Y

FEfehiliRIZ, 7 7 A2 2RIZHEM S#vE 3 (set connection conn-max, set connection
embryonic-conn-max, Set connection per-client-embryonic-max 3 & TF set connection per-client-max
avy RR—=UEEMR) , K/ —RiZE, 78— RFx A A ve—TVIcfEIL< 7 T AZ LR
DHT o ZOHEEMENRH Y £3, 7 7 AZRERTEGHIREZREL T, 2IREZZEL T,

BT ER

ﬂllll
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pesszaysy |

R CHEA SN R WEERH Y £9. %/ — FTiE, EEORRTDZ 72X EKD
A0 o ZAEDE KRR F 72 (Tl Nl S D FTREME B D £, T2 L. m—RART v
SNe7 T 2L TR, R ORIE E & bITHRPEFRSNET,

FIP O SRAYLY

*FIPDF ¥ F Ll ay ha— L F ¥y RxNDT7a—RNENENINDT TR A= Lo
THA SN TWDEHEAE, D F ¥ XNVOA—F—ZEHNCT A RV ZAL LT T 8T v
FF—hEarta—L FyRLOF—F—IZEE L., TA KV ZA LT 7 Mix B
LET, #27L, 2rbe—nrve—0F—F—nVue— &N T, 2 fr—/L 70—
DEBAT 4 7 SNHEEE, Blr7e—BHRITHER SN2 E9, LRS- T,
aryha—7a—0TA KV EZALTYT MIEHFINEREA,

*FTP 7 7 B X2 AAA T 254, #lHT v 2O 7 —3H#H ) — NicEPh I E
‘j‘o

ICMP A VAR 3 EDSREYVY

7T AZ Fi@imd 5 ICMP B X WVICMP =7 — 37 v kD7 12 —[X, ICMP/ICMP =7 —A >
ARG 2 a VISHERIINE I DI S TR 9, ICMPA > A7 v a UEMEH L 0nEA,
ICMP (Z—HHDO7a—ThH, T4 L7 X 7a— IV R—brInFEtA, ICMP A > A
varEFEATLIHE, ICMP 7 a— (XA, T4 VI XNy T vy T T7a—lLo
TRy I T v 7ENET, MESNZICMP 7 a0 —0EWD 1 D, kSN 7y +O
TAVIRWBIZHD ET, T4 L7 2T, Xy N7 4T —XITRTROYIZ, Ta—
A —F—IZICMP =2 —5& /v haink LET,

IIWNFXFXYRMIL—TFTATEISREYDYG

X /%> K EtherChannel E— FTOVILFF v XA MIL—F 4 25

A s3 R EtherChannel E— R ClE, 77 A MSRERERENL. SN D £ T, fili#lz =y F2AF
TOVNF XY AN NV—T 4 T Ry heT =2y N L ET, BB HELIN
72%I1E, KT —H 2=y FBRALT XY AN T—4% Xy MEBETEET,

NAT & O S RBY VT

NAT (%, 7 T AZDEENRAN—T"y MIHBEXZ G X 52 E0RHVET, A AU B
FOT T MU RONAT N7 M3, ENENT T AZANDRID ASAIZEFEINDZ &N
HVEFT, B—RKNFT T TAITY XANTIPT R A ER— MUEFE L TOET N,
NATHMEHESND EEIE, AN T U RETTMAT U RET, N7y FOIPT RLARKR—
RAREIR D35 TT, NAT A —F—TITRW ASA IZEIE L= v ME, 7 7 A XY o~
THENLTHA—FT—ITEEEEINDT-D, ZTAZGEH) VI RED ST 7 0 v 7 BRRELE
T, NAT A —F—i%, EXF 2V T4 BLOR) —F = v 7 OFERITIGE U TN v kO
R CERWATREMER S D720, ZEM /) — Rid, A —TF—~DiEk 7 o — &2 ERlR L7202
LIZEELTL &N,

FNTHLI TAX Y 7 TNAT 2T 2561, ROTA RT7A4 0 E2EBE LT EIN,
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B nresszayy

eR—h Ty JEIDYTCIZLD PAT : ZOEEEIZHOWTIL, ROTA KT A4 2L
TLIE&EW,

e ARA NBT Y ORKHIRIE, 77 AZ2EOFIRTIZRL, /2 — RZ & IE@ BIZ55E H

SNET, LEB->T, FA MOV ORKFIRP1ICREINTWASZ ) — KR 5
AL TIE, RAIDOLD T T 4IR30 /) —RKI_XTCUWZa— R KANF U7X
NTWEEE, 35070y 75K —RIZ1HOFTOB0 B THZENTEET,

N I T TS = NMmE RN I T T ) — R TEREINTZR— T ey Z7id, FA b
B2 OEKHIBOEHRFIZIIEBEINERE A,

« PAT 7 — )V RSERIZH LW IP 7 R L AD#iPH TEH S5 On-the-fly PAT /L—/L D
BHETIE, FILWT—=ABEDNIR > THTHWNWEEEETD xlate Ny 7 7 v 7HE
RIZXKFT B xlate /N> 7 7 TOERBKIRLE T, ZOEBEZXFR—FDo7 a v 7 E|
DY CHREICE B 72 b D TIERL . T—ARIHEINNT T4 v I BRI FAK ) —FR
fMTr— T 7 E3N5E7 T7AZBBTORL LIS KL PAT 7 —/L D
M T,

e VT ARAZTEHHWEL TWALAE, 7Ry B0 Y TH A XEEBETHI LIXTEERE
Mo FILWYA XX, 7 TAXNOET A A% r— R LERICOBENI/RD E
T, HET A ADY 0 — ROMLBEMZRRET 572012, X ToOT vy 7 E ) YT
=V EHIBRL, 2D O — VZBEET 5T X TD xlate 27 VU 795 Z L & kH)
DLET, ZO%, 7Ry I IARXEETL, 7ay 7ED Y TOL— L EBIERTE
E3

« XA F 3 w7 PAT D NAT 7 —/L7 KU AEAG : PAT F— VAR ETHE, 7T AHXIX
T—=NVHNOFIPT RLAZR— 7oy Z7IZpELET, 774V TR, 70y 7
WESI2AR—FCTTDB, A= 7 rvJE) L TL—LEHRETDHE, RDVIC2—FDT
oy JREMEFEINET, ZhoDT7avy 737 7AXZNO ) — RETHEIH I
B2, % — RIZIEPAT 7= LVNDOIP 7 RLAZEIZ 1D ETay 7 3H0 £
T L7Do T, MBEIND PAT Bkt L THA TH LG EITIE. 7T A X D PAT
T=MZEDDHIPT RL A% 1 DFEFICT 52 ENTEET, PAT 7' —/L D NAT L—/b
TTFHIELHR—F 1 ~1023 250559 AT a v EZRELRVED, R—Fr 7Ty
271% 1024 ~ 65535 OAR— M EZ 18— L £7,

HE DN — BT D PAT 7 — LV OFEAA : #HE DAL —/L TR L PAT 7— 1V 2EHT S
W2, =BT AV F—T oA ADOBRPUZERZLOLERNHV 3, T 3TO
N—IVTREDA V F—T 2 A AT 20, HDHNETXTONL—LT EED] A
VHE—=T 2 A ZAEFEHTEN, DT EBIRTHILERH D 79, L—ERICbhizo
TREDA X —T A AL UEE] DA VX —T oA AZRESEDLZ LIXTEER
ho IBIESHED E, VAT LB Z—V NT T 497 L7 T AZNDGEYR ) — RE—
SHLZENTERIRDGENDHY £3, N— T EIZEAD PAT F— L E2EHT 5
Z i, mLEEEOBRWET T Y g T,

T RREVRL PATY— VDT v Rrbeuid, 77 A2 ) 7T R—Fah
EHEA,

HEARPAT 72 L : ¥EBR PAT (7 T A X ) T THR—FENFEH A,
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gLogmonaiE [

#;LLEROAE

BHLWEHGEA e — RRT UV TRRIATZ T AZD ) — RIZEE SN AT, 2D — )
FOHEFROW F M OA—F— 720 FTF, BD N MRRIO  — RIZEE LSS, £
D7y MEZ ZAZEEY 7 BN L TAH—F—/ — RiZfizkasnE 4, Kkl 7 +—~
Y AKRBDIIE, WY — RART Y INRBETT, 1D 7 a—Om S NE T —
RIZEIET D L &b, 7a—0n )/ — FRICHEIZOBEIND L5357 TT, Wihmo
Ta—nHo ) — RIZEEFE LESEAIE, o/ — RV A v7 hEhvET,

TCPOH U TILTF—42 70—
WOBENL, FLWER O 2R L ET,

L SYNXRXTZ Y "R IZTAT LV ENBRIEII, ASAD 1D (B— KT 7Bk
SL) WKWEMEEhET, Zhnd—F—L R0 Ed, A—F—1I7o—%{ER L. 4—
F—IF# A= 72— KL TSYNCookie #4K L, /X7 v b &P — ik LET,

2. SYN-ACK /™7 w b3V — " BRE S, IO ASA (m— R T o JFHEICHES
) ICEBMEESNET, ZDASAIZ T+ VU —F—T1,

3. T U—HX =3I 0ERETTA L TIEWAR WO T, A —F—# % SYN Cookie 725 F 22—
KL, A—F =~k 7 u—Z1{Ef L. SYN-ACK 24 —F—IZHz1E L E7,

4, F—F—lIT 4 VI RIZRET v 7T — FEEEFE L, SYN-ACK %7 74 7> MIEREL
i‘ﬂ—o

5 T4 LVIZHIIRET v T TF— oAt —F—nb2EL, A—F—~DT7u—%ER L.
FA—TF— L [RIHEIC TCPIRREITE AT LE T, T4 L7 XX, OGOy I T v
F—F—L L TOEENEEHHET,
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B v ssvuwrovsILF—4570—

6. ZHUEE, 7V —FIEGEINTAT Y MITRT, A—F—IliBEShET,

7. ATy RZEOMD ) — FICERESNTZSE. TD/ — RiE7 4 b7 ZIZBWEbET
F—F—ZREL, 7o —%ELLET,
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