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interface Port-channel48
description Clustering Interface
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key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channeld48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
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health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip_address> <mask> cluster-pool cluster ipv4_pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

N

GE)  local-unit &ix., 77 AZ VU v 72 LIEBRBICORETRTEEI,

1R BRI

BT N, AERATDHT T r—2a A A—T % Ciscocom NHH 7 a— LT,
% DA A— % Firepower 4100/9300 > v —3 17 v 77— KL E7,

s RDIEHRERABELET,
EH A LA —T A AID, IPT FLABLORY hU—T <R
e —hF A IPT KL A
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FIE

asa v 5252068 [

ATFYT1 AV F—T oA RAEBRELET,

a)

b)

<)

7 T AR ERERTHENI, 1D DT —4% 2 AT DA 2 —T = A AF 7213 EtherChannel
(R—=FF ¥R E BRI D) ZBI L E9, EtherChannel (ZARK— K F¥ %/L) DB
FAIMEA L —T oA ADREEZHR LT &N,

BEDOY ¥ —NZDleb 7 T AZ Y T OEEIX, TXTOT —H A H—T x A AN,
Wl LB 1 DDA INN—A B2 —T = A A% DA/ K EtherChannel T 5 LN H
D F9, £+ —IC[F U EtherChannel B LFEJ, AA vF ET, §XTHDI T AH
2=y B AN~ A U H —T = A A% 1 OO EtherChannel ~ & 54 L £ 9, EtherChannel
DFFEMIZONWTIE, 7 TAZ YT HA RTA 0 EHIRFEE (13 X—) 2R LT
72 &0,

YA TDA v H—T = A AF 71X EtherChannel # 3B L £ 9, EtherChannel (ZK— k
F ¥ 1) OBMELIIWHEA X —T 24 ADRTEEZBR LT TEEWN,

BEA A —T oA APMETYT, ZOFHA X —T oA A, Vv —TOEHDORIC
EREND Yy —VEHA L Z—T7 24 ALHELTHEDY FHA (FXOS Tit, v —¥
BHA X —T = A AX MGMT, management0 D K 5 724 AT CERINET) |

HEDOY % — b b 7 FAX VU TORE, £ —VIZREUEEASA VX —T = A R
ZBMLE1,

DY % —UNZbleb 7 TAZ Y T TIEH, AVN—A X —T = A A% T AHHH#H
) > 7 @ EtherChannel (7 # /L k TiEAR— b F ¥ 1/ 48) (ZiBI L E 7, EtherChannel
(R—=F Fr ) OBEMESRLTIIEIN,

1 ©® Firepower 9300 ¥ ¥ — ' NOE X 2 U T 4V 2 — /M@ SNT=7 T AZD A
N VB =T 2 A AZBMLRNTLZEEN, AUN=ZBMT5E, Vy—2FZD
D IAEMBEEDO v —VEEHTHERZR L, 72& 21E. A3 K EtherChannel D1
DHBFTFRISIET,

B —UVICRILA R 2 —T oA AEBIMLET, 7 T7AXFHBEY 71, K% —

> DT /34 A1 —7J1)b EtherChannel T3, 7 /34 A Z LIZAA » F TfE}]D EtherChannel

ZMif L¥E 9, EtherChannel DFEMINZDOWTIE, 77 AX VT A K7 A v Eifil[RFEE
(13 ~—2) Z2ZHLTIEEN,

AFYT2 EXaUF 4 b—ERE— REBBLET,

scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

ARTFYT3 TFVr—va v AV AZ LV ANRTA—=F (A A=V "=V g &E5t) ZRELET,
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a) BHFRE/RRA A—VEFRRLET, HHTHINN—Va v FEHFEEIHOET,
show app
&1

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #HZA A —UN—Ta VIRELET,
scope app asa application_version

1 :

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

Q) TONR=VarETFTIFNLMELTRELET,
set-default
{1

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) ETLTssa®T—RIZLET,
exit

1 -

Firepower /ssa/app* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

ATV T4 7T AXEERKRLET,

enter logical-device device_name asa slots clustered
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« device_name : Firepower4100/9300 3 ¢ — 3 Z— SN WRZ 522V o FEFRELTA o~
=T A A%EFNOYTHEOIMEHALES, ZO4ARNE, EX =2V T 4V 2 —/LRE
THEASINA I FAZLTIEHY FHA, TENN—FKU 2T %A A =L L T2
HTH, 30T RTOEXF 2T 4 EVa—NLAEETALERH Y 7,

e Ay MYy =V EVa— N ET T AXIZEIY Y TET, Firepower4100 DIGEIL, 1%
F8E LE T, Firepower 9300 DA 1E, 1232 ELET, TV 2 —ABA A F—)L X
NTWARWEGATH, Firepower 9300 ¥ —3 D 3 DT X THOEY a—/)L Ay N TT J
ABN T ERNT 2MBERHY ET, 32T X TOET2— AL ERELTHRNE
7T AZIIERE L £ A,

51

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

ARTYTS VITARY T—=hALTFT T ORI AL EHRELET,

INHOREIT. PIHEAEN, 2037 4R U AANY T, @Eo@ENTIE, % TT
TV — a3 CCLIREDIFLAEDEELEECTXET,

Q) VIAX T—bMANT T F TVl MEERRLET,
enter cluster-bootstrap

51

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) Yr—YIDEXRELET,
set chassis-id id
7 TABDE Y —UNE—EOID BLETT,

) VA MHZTZAZI T DOgE, A FIDIX 1~ 8 DA TRREL 7,
set site-id number.
A D ZHIBRT 52T, Ex 0ic
i

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d) ZI7AFZHEHY 7 OHI ST 7 4 v 7 OFRFEF—EFRELET,
set key
1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set key
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e)

2)

Firepower 4100/9300  ASA ¥ 5 2% |

Key: diamonddogs

EEWEZ AT DO ITRObNET,

HHREIL, 1 ~63XFDASCH LFHITY, LAWEIL, F—Z2AERT L0
NFEY, 20X T ait, T—ERXR ST T 4 v (BERIRET v 7T — MREE SN
By R ) I LEYA, T—F R NG 7 4w 71F W7 IVT XA

LLTEESNET,

JTGAL A B =T 2 AET—RERELET,

set mode spanned-etherchannel

A% K EtherChannel £ — KiX, " HR— I TWAMHE—DE— FTT,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 BV VBRETY TAY IN—TZEHELET,
set service-type cluster_name

AL 1 ~ 38 35D ASCIH LT THh H Z & BNMETT,

B -

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

({£&) Cluster Control Link IP * v h U — 27 Z#iRE L £,
set cluster-control-link network a.b.0.0
TIARZEIEY 7 DF 7 v b TIE 12720016 %y NU—IBMERSNET, 72720

*%@%y%v~7@%?m\nmowmb§74yﬁmﬂxf%iﬁwo:@%m\7
FAEDEAR Y NT =2 IHEED /16 %y KT —2 T RLAZIEETEET,

«ab00: EED/I6 %2y NU—2 T RLRAZIEELET (b—73v 7 (127.0.0.0/8)
BLIOwALFXy AL (224.0.0.0/4) OF RLA%ZHRL) o HE0.0.00ICRETH L.
TI7F /N EDOFy hU—2 (127.2.00) BNEHAINET,

Yy —UiX, v ¥—¥ID &Ary D (ab.chasss iddot_id) (ZHESNWT, HF=v |
DY FALAGN) > A HF—=T 2 A ADIPT RLAZHEARL FT,

51

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

h)y &EIP 7 FL AFEREZHELET,
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)

% -

asa v 5252068 [

TOERIT. EX 2V T4 BT a2 VRETEHRA LI —T oA AERETHT-OIHEH
SNFET,

1

1 -

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*

H—=HNVIPT RLADT =N ERELEST, ZOT RLADLIORB, A F—TxA
ZMOET T AZ =y MZEID HTHNET,

set ipv4 pool start_ip end_ip

set ipv6 pool start_ip end_ip

KIETH, 7 I7AZNO2=y MEERICHDOT FLARGENDL L HICLTLEE
VY, Firepower9300 DA, TR TOEY 2—/L 210y FRAMEE > TWARNE LTH,
V=V L3 D0DT RLAEBOLMENRH D ZLITEELTIEIN, 7T A
ZEPRT HTEDEGGIE. 7 FUVAZEPLLET, BUEOHIE~=y MIET 51K
IPT FLR (A7 FAZIPT RLRALERIND) 1E. ZOF—LO—EHTIE
HYFEEA, P, FCFRY hTI—=ZDIPT RLAD 1 DAL 7T AXIPT K
VARICHEIRE L TS 7ZEW, IPVAT RLREIPV6T KL R (KB 50— FH 1) &1l
MATEET,

BHA LA =T 2 A ADAAL I TAZIPT RLAZHFELET,

set virtual ipv4 ip_address mask mask

set virtual ipv6 ip_address prefix-length prefix

ZOIPT RLAZK, 7R F—=L T RLALEELRY hU—7 FITFAELTWD
WERH D ETH, T MIEENTHTIRY FH A,

Fy hNI—27 F—roxAf TRUVAZADLET,

set ipv4 gateway ip_address

set ipv6 gateway ip_address

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27

#
#

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
#

Firepower /ssa/logical-device/cluster-bootstrap*

set ipv6 pool 2001:DB8::11

2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

JITAL T—=hANT T F—FERTLET,

exit

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key:
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel

f@arscape
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ATvT6

Firepower 4100/9300  ASA ¥ 5 2% |

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BHT— AT v IR A—FERELET,

INHOREE. PHEARE, £23F 4V R2FZ U HTT, BEOEHTIE, BT
TV — g9 CCLIREDIFEAEDEALEHETXET,

a)

b)

<)

BHT— M MNANT T ATV FEERLET,
enter mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & A R—7 )V RAT— REEELET,

create bootstrap-key-secret PASSWORD

set value

ED AT : password

TEDOHERE « password

exit

i -

FHRRE SN TND ASA FHEL—F B LS X —T N NAT— RFI/SRA T — RO
RFCBLBEY, FXOS 77 B AR TE 256, Bl A—F "AU—FeEhice i
Uty hTEET,

15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= EF—F (=T F] FHEF TF AT LM ) BEELE
—g‘o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—RTIE, 71 ARy NT—INONV—F Fy T LRiesnEd, L—
TAVTEATIBRA LV E—T oA RFE R LY TRy b EICHY 4, —FH, FT AR
TVY N 77AT7 U4—ME, [BumplInThe Wire] £721L (AT VA 77 AT U+ —

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &
asa v 5240k i

V] DEIITHEETDLA Y27 7AT U=V THY, PERINTZT A A~DL—H
Ay 7 LTEREHRINLEEA,

T7AT VA= FIIHREAICORRELET, 77— FA T v T ORRIE % FBiE
MT 256, ZoREFHEA SN EEA,

% -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) BFHT7— AT T E—FRERTLET,
exit
B -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

AT9 7T BEERGTELET,
commit-buffer

Vy—UE, BELEY 7 by =T A=V arEFXyra— KL, TS S—va A VA
VAT = RA NG TREEEBRA LA —T oA AREE T v aTHIET, w7 A
ZzHEALE7, showapp-instance =2~ > KA LT, BADOAT—X AR LET,
[Admin State (& BLIKAE) ]7% [Enabled (%)) 1T, [OperState] 23 [Online] D3GE, 77V & —
arvAVARZ L RTFEITHTHY, FHTEDREIZR>TWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

ATV T8 VT AXIIHDY v —ZBINT AT, ZOFEEZBEYIRL 923, [EAD chassisid &
ELWbteidZRETHILENDH Y £9, TNLANOEHEIL, MFDO Y ¥ — 3 TR UREZ M
ALET,
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A B =T oA AL T A X2 —valrPBH LYy —T ERIUTHDLI 2R LET,
FXOS v % — Y REZ TV AR—IFBIUOAVFA—FL, 2O 22 EHICTH5ZLNT
E7,

ATv T Hfilffla=y F ASAIZHER LT, JITRX YV ITREEDAZ~A A LET,

1

Uy —T1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
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set

set

set

set

set

Key:

set

set

set

set

exit
exit

scope ap

set-de
exit

commit-b

Vy—v2

scope eth-
scope fa
create
set
enab
crea
ex
crea
ex
exit
create
set
enab
crea
ex
crea
ex
exit
create
set
enab
crea
ex
crea
ex
exit
create
set
enab
crea
ex
crea
ex
exit
create
set
enab
crea
ex
exit
exit
exit
commit-buf

ipv4d gateway 10.1.1.254
ipv4 pool 10.1.1.11 10.1.1.27
ipvé gateway 2001:DB8::AA

ipvé pool 2001:DB8::11 2001:DB8::27

key

f@arscape
mode spanned-etherchannel
service-type clusterl

asa v 5252068 [

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipvé 2001:DB8::1 prefix-length 64

p asa 9.5.2.1
fault

uffer

uplink

bric a

port-channel 1

port-type data

le

te member-port Ethernetl/1
it

te member-port Ethernetl/2
it

port-channel 2

port-type data

le

te member-port Ethernetl/3
it

te member-port Ethernetl/4
it

port-channel 3

port-type data

le

te member-port Ethernetl/5
it

te member-port Ethernetl/6
it

port-channel 4

port-type mgmt

le

te member-port Ethernet2/1
it

te member-port Ethernet2/2
it

port-channel 48

port-type cluster

le

te member-port Ethernet2/3
it

fer
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scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

HDISAR A INDIENM
ASA VT AR AU NN—ZBNELITEEHZ 1,

\}

CE)  ZoFIEZL, vr—vOBMEEFERICOAEASNET, 77 A% ) v 7RI TITAERIC
725 TN % Firepower 9300 |[ZE Y =2 — V2B E L IXEMRT 256, €Y 2 —/VITHBEIMIZE
mEE7d,

IR HEIIC
EFED T TR, TOHFHLWAUAFHOEFIP T LA —)LNTHSRIPT KL A
DEN B THENTNDEIICLTLTEE N, ZNLSADEEIT. ZOH LW X o3& iB
TAHENC, v —V EOBIFED I TAR T— A NI v TREEWET DLERHY £
T, ZOEFILVRET A, ANHEZE L E9,
A UB—T oA ADERTEIT. FLOI ¥ —L TORELF L THLILENH Y £3, FXOS
U —VREERT I AR—IBIOAUR—F L, TOTO B RAEBRBITTHIENTE
i—a—o
e NF aVTHFARNE—RTIE, PIDT TAX AINOASAT 7V r— 3 TvIb
T arTHRAN T REABILES, BMOT TAL AL NEI T 2T FA R
£— NRE % HEHITHA L E 9,

FIE

ATy T1 [OK]Z27 V7 LET,
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ASA: J7AT794—)LE—FEAVTHFR L E—FOERE .

ATV T2 7 F7AXIZHDOY v —Z2IBINT 5581, ASA 7 7 AKX OIER (195—) OFEEZHEY
RLUETMN, —EDchassisid & E L steid 22 ETHHENH Y £9, 2SN OBEIL,
LWy —VICRIUREEFEALET,

ASA: D747 94— ILE—FK&EQVTXERAMNE—FDZERE

FT7F/NVETHEH, FXOS V¥ —UdnN—T v R 7747 U= E— K, BIOV 7L =2
VTXANE—RTIZIRAXEERLET,

77 AT UA—)E— ROERE : BEAKICE— REELRT 512, #fil#Hlz=y hTE—F
EEBLET, ZHICEY, T_XTCHOTFT—F=2=y hOE— KR —KT 5 X5 ICHEIMNIC
ERINET, 2L TLKEIN, 774 T 04—V E—ROFEZNLT 2T FA
hE—=RTIE, VT HFAINIEIC T AT V4L ET—FREXZELET,

e NLF AT HARNE— RIIEE : BEABICLVF a2 THFA ME— RIZEET 5120,
Hlilr=y " CE—FZLFELET, ZHIZED, T _XTCHOTFT—H 2=y FOEF— KN—
BT AXLHICHEWICEEINET, vLTF a0 FF AN E— FOEMMEESRBLTL
72X,

ASA: T—R A28 —D A4 ADEE

COFIETIE, FXOSIZ7 T AZZREALIZE XTI T AZITED YT oNIEET—F A
BT 2 f ADFERIIRTG A—FERELET, HEOV v =057 FAZ ) T D
BhE T—EA L E—T A ZXFITA X K EtherChannel 1 > % — 7 = A A T4,

)

GE) BHEHA LA —TzART, V7 ITAZERB L L XICHERREISILE LIz, ASA TEHEHL
B—Tx A ANRT A= EERTHIELTEETR, ZOFIEET—F A X —T x4 R
ICHEAE S TTWET, BHA L F—T = RE, 2V KA U F—7 = A 2 & IR,
B DA v B—T 24 AT, FEIZHONTIE, B2 —T A A (62—) | %
ZRL TS,

1R BHEIIZ

s wTF AT HFANE—ROEHIE, ZOFEE AT AFITAN—ATHIAEL £77,
FRVAT A AT 4Falb—Tay E— RNIA>TWaWGAIEX, changeto system =
~ RE A LET,

¢« NTUART LU N B—=FOBEARE, TV v IA—TERELET, TV v IHAEA
V=T x4 A BVI) OFRTEZSBRLTLIIEEN,

DL =N L DY T AZIZ AN REtherChannel Z il L TWAEES, 75 AF
VIR RITAMNIIRDET, R— P F ¥ RfN A Z—T = ATEBLETA, ZDOHE
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B ash: 55 125—Tzqzo8E

FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

TRZED ., 7 FRAEZDOT 7T 4 7 TIERW — RN T7 7 4 v 7 BNEE SIS DRI
\i‘g—(}

A E—T A AIDEFEELET
interfaceid

DI TARIIZEIDV B TENTNWAAS v E—T 2 ADFX0ST ¥ —T 2B LT FE,
A B =T x4 AIDITIE, ROLDORH Y £,

* port-channel integer

* ethernet slot/port

1 -

ciscoasa(config)# interface port-channel 1

A B =T 2 A A% A F—TNIZLET,

no shutdown

(AFay) 2oL B —TxA4 A FRICVLAN YT A ¥ —T 2 4 ZARERT 2 T EDE
A, ZORFETIERLET,

51

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

ZOFIEDFEY OFZIE, FT7A =T = ATHEH SN ET,

(VT AU THRARNE—R) AV F T2 A3 THFANMNIEIVYETTNL, a7
FRANMIEEL, /{0 ¥ —TxARAEF—RE2HBLET,

1 -

config)# context admin

config)# allocate-interface port-channell
config)# changeto context admin
config-if)# interface port-channel 1

ciscoasa
ciscoasa
ciscoasa
ciscoasa

TNF ALTFRARNET—ROBEAIF, A F—T 2 A AT 4 X2 — 30D DE
FIFa L THF A MNTITOLET,

AR —T 2 A ADLHIEIEELFET,

namef name
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1 :

ciscoasa(config-if) # nameif inside

name |3 K 48 LF DT F A M XLFHITT, RKLFL/PLFIIKSNETA, ARTEEET
DIIE, Zoa~wr RTHLWMEEZBADLET,

RATYT6 774 T U4V E—RIUSLT, ROWTNOEETLET,
=T RE—FR:IPvdT RLREIPV6 7 KL AD—HETIEM T #3%E LET,
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipve-prefix/prefix-length
i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé address 2001:DB8::1001/32

DHCP, PPPoE, H X ONIPv6 HENEREIL Y R — SN EHA, A MY —RA > Mgk
DA, 31 By OV TRy b ~A7 (255255.255.254) Z4RETEET, ZOHA.
Xy NT—Z FFE7 e —RXy AN 7 RLZAHDIP 7 RLRATTRESNERA, U
7 a—ANT RUADFERED R — SN THWEREA,

FZUVART LY N E—=R AV X =T 2 R%T Y v F)—TZED L TET,
bridge-group number

il

ciscoasa(config-if) # bridge-group 1

number (X, 1~ 100 DT, 7V v INA—TIER KA EDOA 2 —T =4 A%
BDYCTAHRZENTEXFET, Fl—A X —T oA RAEEKOT ) v VN —FI12E ) 4T
AZLIITEXERHA, BVIOAL 7 4 X2 b — g U ZEFIPT RLABREEN TS D
LIZEELTLIEE N,
AT TT1 BX2V 74 LV ERELET,
security-level number

% -

ciscoasa(config-if)# security-level 50

number (Z1%, 0 (B FAL) ~ 100 (B EAfr) o E2EELE T,

Firepower 4100/9300 O ASA 7 5 X & .
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B ssav5z588E0024874%

ATvT8

ATvT9

(BEDOY— oD 7 TAX Y U T) WHENZRR Yy NU—7 OFGREEZ EEET 5729
12, A% R EtherChannel DEAD 7 a0 —/3)L MAC 7 R L 2% REICHERE LE T,

mac-address mac_address

» mac_address : MAC 7 KL 21X, HHHEXTHELET, HiZl6 By hD 16 #ETT,

72 & 21X, MAC 7 KL A 00-0C-F1-42-4C-DE (%, 000C.F142.4CDE & AL %9, BE4E
7o MAC 7 RL A BT 256, FEITEHID XTS5 MACT FLZDRMD 2 /8
A4 M A2 ZfEHTEERA,

Fy =7 FECTHAEMHEAESN TRV —EDMAC T RLAZRETDHDLEND Y £7°,
MAC 7 RV ARNTFEHE SN TWDHE, £O MAC 7 RLAFHREOH 2= M E
DWET, MACT RLREFRE L THWRWEAIZ, =y NPEE I L2846, 5 L]
=y MIA v H—T =2 ATH LWMACT FLAZFEHLET, kb, —RERA
Fv MU —7 OEIENEAETHRREERH Y 7,

YNF AT HRARNE—RTE, 207X AMNATA 2 —7 o4 22T 5551F. MAC
T RUVAOHBEREZADIZL T, FEITMACT RLAZRELRLS CTr kol LEd,
A L F—T oA ADLGEIT, ZOa~v 2 REEHLTMACT RLAZFEITHRET D
PMENRHHZ EICERLTLEIN,

51

ciscoasa(config-if)# mac-address 000C.F142.4CDE
(¥ —vMDr 7220 7) A4 FTLIZHA NEFEDOMACT RL A%, L—T v R

T ROLEIXIPT RLAEZHRELET,
mac-address mac_address site-id number site-ip ip_address

1

ciscoasa(config-if) # mac-address aaaa.1111.1234

ciscoasa(config-if) # mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if) # mac-address aaaa.ll111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if) # mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if) # mac-address aaaa.l111.dddd site-id 4 site-ip 10.9.9.4

YA FEAEDOIP T FL AL, 77— LIPT RLALEULUY 7 Xy M BEIZHHZVERH Y F
T, 2=y FCHEHATEZY A FNEFOMACT FLABLORIPT RL AL, o=y b7 —
MANT T a7 4Falb—va G ELTEYA FIDICL > TEZRY 9,

ASA : VS RABEDHAATAR

IR BRI LI-BICT — AN v TREEZEFTTIHHARC, 7T7AX VT ~)LVA T
=2V 7, TCPHEFEROEIE, “u— Tt )T, BIUOZzookE ke s, Bio
F 7y a v EBRETHHAF, Hla=y hTITHYZ ENTEET,

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &

ASA U SRABDEXRINGA—ED

FIE

&

HlfE ) — R EDy o724

1R BHEIIZ

1N —

ax /&

asa 522 0Ex 5 —s0%z |

RELNARSYAATEET,

cXNTFArTHRRAME-RFTE, filil#lz=y b EOV AT LFHT A=A TROFIEZ E
ITLET, 2 7THFA DO UAT LAFTAR—RAIZY)Y %2 51T1%, changetosystem =
~ R ANSILET,

* local-unit name B X NEDOMDOEE DA 7> 3 ix, FXOS % — TOHARETH I &
MWTEET, T, TNOLOFT v a i, 7 I7AX Y 7 E#HEHZL TV DHEEITASA
TOARERETEFET, TOD, WOFIEIITEEFNTOERA,

o=y MRy NTHDZ EEMRLET,

show cluster info

1 -

asa(config)# show cl
Cluster clusterl: On

Interface mode: spanned
This is "unit-1-2" in state CONTROL NODE
ID I
Version : 9.5(2)
Serial No.: FCH183770GD
CCL IP : 127.2.1.2
CCL MAC : 0015.c500.019f

Last join :
Last leave:
Other members in the
Unit "unit-1-3"
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:
Unit "unit-1-1"
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:
Unit "unit-2-1"
ID
Version
Serial No.:
CCL IP

uster info

01:18:34 UTC Nov 4
N/A

cluster:

in state DATA NODE

: 4
: 9.5(2)

FCH19057MLO

1 127.2.1.3
: 0015.¢c500.018¢£

20:29:57 UTC Nov 4
20:24:55 UTC Nov 4
in state DATA NODE

: 1
: 9.5(2)

FCH19057MLO

0 127.2.1.1
: 0015.¢c500.017£

20:20:53 UTC Nov 4
20:18:15 UTC Nov 4
in state DATA NODE

: 3
: 9.5(2)

FCH19057MLO

1 127.2.2.1

2015

2015
2015

2015
2015
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ATy T2

ATvT3

ATv74

ATy T5

ATvT6

CCL MAC : 0015.¢500.020f
Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

BlOx=y MRl => NOEGEIX, #EEKT L, ELW2=y MIERLET,
IITALHIEH) 7 A R =T 2 f ADR Kk =y hERELET, T4 A HF—T =
A ADEFKMTU LD D7e< &8 100 31 MEVWEEZIEE L ET,

mtu cluster bytes

i

ciscoasa(config)# mtu cluster 9184

7T ALY > D MTU & KIEIZERET D 2 L2 M58 U9, f&/IMEIE 1400 /XA R T
T, EHIT, 7T AZHIEY 7 D MTU % 2561 ~ 8362 ICFRET H Z LIIHE SN EH A,

Ty P VOMENFEIR T, DO MTU VA XL AT LAEEICRE CIEIHY $HA, 7
FAZENEHY I DT T 4 T IET —Z 2y MEEREGEND 2D, 7T AXZEHEHY
TNET =2y hRIEROY A XNIMZTI TAX NTT 4 v 7 DA—s3—~y RIZHXIRT
HUNENHY F£9, 72& 2 E, BRARMTUIL9184 A N THETEH, T—H A H—T A A
DK MTU 1L 9084 (2720, 7 F AXEHIEHY > 719184 ICRRETE £,

7T ARDHREET— R L E T,

cluster group name
(ER) 7T—Za=y brbiilfla=y b0z Yy — N EREFNCLET,
console-replicate

ZOMEEIXT 7 4V D THENCERE SN TVET, ASAIL, FFEOTERA NV MRRELRZE
T, Avke—VEHEEa Y- NVIIHHLET, ar Y- ERlE A X—TNIZTDH L,
—Za=y bl =y MZaryY— A A yE—UREEENLDT, T=F—N%E

WIZRDBDIZ T TARAEDa ) —)LR— M 1272120 £,
TIGARY T AR O/ L= LV ERELFET,
trace-level level
MBS U TR/ LIV ERE L ET,

ecritical : Z VT 4 L AR (BERE=1)

e warning : & (EKE =2)

s informational : ff# A X2~ (EKFE =3)

edebug: TN T A Xk (EKE=4)

({EE)  (Firepower9300 &) ¥ ¥ —TNOE X2 U T 4 Y 2—/Liny 7 AKX |(Z[AFIZS

mi, "NT774 v I BREY2a—NVETHECGHMINTNA I EE2ERLET, DTV 22—
NEDEPRVENCBI LT Y 2—UE, hoTY a— AN E R AR EIE TE R0,
MEU LD N T T4 v I BZETDHERDHY T,
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ATy FT17

ATvT8

asa 522 0Ex 5 —s0%z |

unit parallel-joinnum_of units max-bundle-delay max_delay time

e numM_of units : & = — /LN T AXIZSMT HEICHERT OILERH DR LT ¥ — N
DEY 2—NOR/MNE (1~3) ZIELET, 7740 MME1 T, 2F0, TV a—
DT Y 2 — VOWRFE T 2T, 77 AZICBINTHZ 2B LET, &
ZIE, A JICHE LGS, £ Y 2 —/Lid max_dday time D], £721X3 >+ _To
2= VOUWERNETTAHAETHELTHHZ TRAZIIBMLET, 3D0TITHOE
Va— VNRERRFIC Y FAZOSMEER L, RN N7 7 0 v 7 OZEEBRMG L E
R

« max_delay_time : e RIEFERFM 2 /0 BAL (0 ~304)) CTHREL XTI, ZORMARET S
L BV 2O EY 2= VDOEERRTE T T 20 E[HOI L 200 T, 7T AZIIH
MUET, T7+NVMIOTT, DFV, T2 a2 —LWIMDOFEY 2 — VOGS T 5157~
PN, 7 TARICEBMNT D2 E2ERLET, num of units Z 1 IZRE L7HA. 2O

0T DHENHY 9, num of units % 2 721X 3 ICRELZSHA. 2ol Lk
T AVERH Y ET, ZOFA—IFETa— LT LDEA~—TTN, FHPDOEY 2—
NN TARIBMTDHE, TOMTRTOEY 22— VDX A~—0NKT L, EYDOE
Va— VNI TAZIISMLUET,

7o & 2 1E. num_of_units & 3, max_delay time % 5 IR EL £, TV 2—/ 1 NEHIT S
ELFDOSHMOA A ~—NRBENET, T2 202 0RICEEIT D L. TD 5 R
DEA~—DRIESNET, ELV2— 3N 1 BRITGEEIL, T XTOEY 2= 4555
T TAXIBIMLET, TV a—VEAA~—NETTIHLETHELETA, TEV2—13
DEBE LR2WGE, BV 2=V 1TSS A~v—DKTRIZ ZAZIZEML, TV 2—)b
2HBMLET, TV 2N 232 A~—NEL25ESTWVWETN, FA~v—NETTDHE
TR L 8 A,

T TALRAUNDORE R ERELET,
cluster-member-limit number

e number : 2 — 16, 5 7 #/V M 16 T,
TIAENPERD 16 2=y F LD DN ENDHros TWAEEIL, EEOEE2=y |
BreBRETHLERHELET, Kooy MIERET D E, 77 AXDY J—REBLNH
FLFES, =& 21E, A—=1FT7 FLALEH (PAT) 225546, flifla=y MIFHEBE N
A UVAN—EIZAR— T ay 7 2B LB TCHZENTE, HHTHIFEDZWVIEBENO=2=y |
HAIZAR— b2 THRITAMER R 2D 7,

T BT A LY S BRI T 9 T A DT B R A D
(clu_keepalive 33 X OV clu_update A v&—) OXF—T7 7T 74 TRIRZZRE L E7,
clu-keepalive-interval seconds
eseconds : 15~ 55, 7 7 4 /L M 15 T,

T ALHIEY) o DRNT T 4w I BEROTEDIC, T4 LY LRVEEERET D
ZEHTEES,
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B o~rxz2-5y rssvanERaORE

DANIR EZR )T BXUBHBHEDERTE

FIE

ATy T

ATvT2

ATvT3

COFETEH, 2=y "EA L H—T 2 A AD~NNVAET=H ) U T ERELET,

T 2, BEHA LU H—T oA A Y WAUSNDA VB —T 2 A ADNVAE=HZ Y T %
TAE—TNITHENTEET, F—FF ¥V ID, FLEFHE—OYIHA L X —T = A
AIDHEEFE=H—TEFET, ~NAEF=HY U TIEIVLANY T A —T =4 A, F721F VNI
RBVIZREDRIEA F—T 2 A ATIEFEITSINETA, 7 T7AZHIEY D=2 7
ERETEETA, 2OV ZI3FIcE=F—ShTWnET,

JIGARDEBEET— REBELET,

cluster group name

JIGAL 2=y DNV A F =y VBRRERD L I AZ~A XA LET,
health-check [holdtime timeout]

holdimelZ, == FONN—hFE— K 2T —Z 2 X o —VORREZIEELET, HETES
FPHIX 3 ~45 KT, 774V NI 3IRTT,

2=y RO~V AEREGRT D720, ASA DY T AKX 2= NI T AXHIEY v 7 Thio =~
=y MINn—hF =K Ao E—UVZEELET, 2=y FBMREFEFHINICE T 2=y F0 5
N hE—= N AvE—UERZELRWERIL, 207 2=y MISERRELIZT v MK
LRSI NET,

iSO MR UER (o237 —% A ¥ —7 A 2ADBNM/EIER., ASA. Firepower
4100/9300 > v —3, FTFAA v F EDOA v H—T = A4 ADHFIL/ DL, VSS, vPC,
StackWise, F 721 StackWise Virtual ZTZKT D A A T DEM) %179 & ZiZiE, ~NAF =y
IREREA BN L, B LTeA v A —T 2 A ADF=H IV T HEEHCL T ZE W (no
health-check monitor-interface) , PR TOEENE T LT, a7 4 Fa2lb—a VEEN
TRTCO2=y MRl SNTZE, ~NA Ty 7EREEZHEA R—T7MICTEET,

1 :

ciscoasa(cfg-cluster)# health-check holdtime 5

AVB=T 2 A ATA L E =T 2 A ANVAFxy 7 BROLDITEDELET,
no health-check monitor-interface [interface id | service-application]

AVE =Tz AA AD~NNVAF 2y 73V I EEEE=F—LET, FEOWmEA ¥ —7 =
A ADTRTOYEAR— MR, BEO2=y M ETIHEERBAE LN, o=y Fh EOF
UiEEA v A —T 2 A ATT I T4 T R—=bBHDIHEHR. TD2=y MIT TAZNLHIRES
NET, ASANRA LU NET TAZNLHIBRT 2 TORMIEL, /1 v X —T A ADXAT L
ZD=y NPFESLIEFAA L NTHD), £ 7 FAZIIEMLEI ELTHENZLE-T
B 4,
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ATvT4

ATy TH

o~z x=syvossvanassont

T4 T, ~NAF 2y 73T RTOA L H—T 2 ATA F—T T >THET,
Zoavwr RonBREHEHAL T =TT 52 R TEET, &2, A
H—T 2 AR MWHDINDA B —T 2 ADNVAT=Z ) T T 4 2—TWIIT 5D
ENTEET, "NAE=X Y UTIEIVLAN 7 A 2 —T =4 A, £721Z VNI X BVI
WREDIRBA V=T 2 A ATIXEITENFE YA, Z7TAFZGEY) 7 OF=2 ) TIIRE
TEFEHA, 2OV V7 IEFICE=F—SNTWET, sarvice-application ZfFEL T, T =
V=X T r—a DXV T BT 42— M LET,

IO NARRYER (2137 =% 442 —7 =4 ZDEN/HIFR, ASA. Firepower
4100/9300 > v —3, FEAAL vF DA VX —T7 = A4 ZDOHME/EH{E, VSS, vPC,
StackWise, & 721 StackWise Virtual Z 2T % A1 » FOEM) #2179 & XIZE, ~NVAF =y
7 HSREZ 20 L (nohealth-check) | ML L7=A v X —T = A ADE=H Y > 7 H T
LTLEXY, M YOEERETLT, 274 FXal—a VEERTRTO=y K
RSN, ~NA F =y VTR EBREA X— 7/ TEET,

1 :

ciscoasa(cfg-cluster)# no health-check monitor-interface port-channell

ASIVA F oy 7 RGO HBEIFER 7 T AZRELZRD LI AZ~A XA LET,
health-check {data-interface| cluster-interface| system} auto-rgjoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation
e system : N T —HED BBV G ORELITVET, WEOEFIZIZ, 77— 3
VRIS A LT O N, FELLET TV = ay AT —=F AR ERH Y £,

s unlimited : (cluster-interface ™5 7 + /L ~) EFEEORITEEZHIBL ¥ A,

« auto-rgjoin-max : FHiE A ORI TEIEL A 0~ 65535 OFPHOMEIZHRE L £, 01X HEHFHA
Ik L £9, data-interfacel syssem O 7 4L hE 3 TY,

« auto_rejoin_interval : FfEARITOMMREEZ 2 ~ 60 DFPHOSHEN. TER L £, T 7 4L
MEIXS T, 77 AZ~OFEGE L=y NPFRITT DERREFHRFRIL. Hik DRI
5 14,400 FIZBR SN TWET,

- auto_rejoin_interval_variation : M@ &M ST 50 E I 0E TR L E T, 1 ~3 O CHE
EHRELET A:EL®EAL, 2: HEOMBEO 244, 3: HATORRO3ME) , =& xIiE,
flR% S ICRRE L, E0% 2 ICRE LTEHmEIE, BAIORITNR 5 otk 2 B HORITH
103t (2x5) . 3FEHORITN 205% 2x10) 720 Ed, T 74/ MEK, 77 A
B AHE =T 2 A ADEFRITL, T—H A —T 2 A ABLOVAT LAOYEAIF2 T
R

1 -

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

¥ — 3 n— kB — MEE O health-check system auto-rgjoin =~ > K& —ETBH L1y v —
CHESMERELE T,
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ATvT6

ATy 17

ATvT8

health-check chassis-heartbeat-delay-rejoin

TI7AN BT, Yy —In—bhE— MNEELLREIET L L, /— NIT I FAZICHES
ML %9, 7272 L. health-check chassis-heartbeat-delay-rejoin =~ > RZRET 5 &
health-check system auto-rgjoin =~ > ROEREICHE> THSML £,

ASANA U B —T 2 A ABEENELELTCNWDERR L, 77240 ba=y bDBHIBRENS
FTCOTAY AR EHRELET,
health-check monitor-inter face debounce-time ms

TN o AHERIE 300 ~ 9000 ms OFPHDEEZHE L £, T 74/ MME500ms T, %
INEL T DL, A F—T oA ADEFEE LV HEICHRETEE T, TATVCARMEEL T
He, MBRHOFEEENRELS R I EICEBELTLKEEN, /X —T 2 ADAT—H AH
FRFEAETDHE, ASAITA U F—T oA A%EEL L T—2 L, 7 I7AZMhH=v h%&H|
B2 THRESNEZIVDEMAELET, XU RENOBEBIREICEBITLTVND
EtherChannel DG (AA v IFNY n— RNz, £REAA v T REDT/>TWD
EtherChannel 72 &) | 737 VAR Z R T56Z LT, fhor A% 2=y FOFHHRHR— |
DR RV NE WS ERTZNT T, 7 9AFX 2=y N ETA U H—T =24 ANRTT—FR S
NHOEFBSZENTEET,

&1

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

VX —VDNVAF ey 7HEERELET,
app-agent heartbeat [ interval ms] [ retry-count number]

sinterval ms: /~— k B — ~ OFEBREZ 100 ~ 6000 ms O&EFHD 100 DAL THRE L
94, T 7%/ M 1000 ms TI,

« retry-count number : FERITOREEE 1 ~ 30 OFFEHAOIEICHRE L ET, 7 7 4/ hORAT
B %500% 3 [|B1Cd,
ASAIFARA M Yy =2 DRy 7 T L= BN LTHBETELINEIDET v LET,

B/ OFEAREN (interval x retry-count) 1, 600 X URRISICT D Z LI TEEHA, &
. RIFEZ 100 (2, FERITEER A 3 ICRE LA, At ariix 300 2 UMICAY £4
B, ZTHEYER—FENTWERA, & 2T, MREZ 100I2EE L, ARITEEEZ 6 IR E
L Che/NRE[E] (600 ms) Zii7-Z &EATE T,

i

ciscoasa(cfg-cluster)# app-agent heartbeat interval 1000 retry-count 10
EE) 274y 7 AMDE=HXD T ERELET,

load-monitor [ frequency seconds] [ intervalsintervals]

- frequency seconds : E=# U > 7 A v— MO Z, 10 ~ 360 B OFFH T E L %
T T 74N ME20BTT,
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BEROBAMEs LU 524 TP EROEENEE [

sintervalsintervals : ASA 37 — % Z{RFF T HEOE 1 ~ 60 OFHTHRELET, 7
7 v ML 30 T,

JTGABRAIND NT T 4y VT AMEE=X —TEET, HRIIT, GFHERifK. CPULE AT
VOMEHE, Ny 7y Ray7FRERGENET, ARPETEDLHE, EVoa=y N1
WEUHETEDEE1L, 2=y bOIT TRAKX Y 7 2 FETENIT D, MNEAA T O
0= RNANF U T RRETONEIRIRTEET, ZOMREIL., 774/ T R—7 I
NTWVWET, 2L21E. HEo vy —N23 20X a2V T 42— B3 EH I Firepower
PBOODY Y —V I TAZY L TOFE, VY —HD2O0t X2 VT 4T a— LRI T
AL EHEND L, OV —VIZHTDRICED VT 7 4 v 7 BFED DOF Y 2 —/VIZE[E S
. WAMIZRDAEERHY £, NI 740y DAMEEHNICE=4—T&E7, AN
NETELEAE, 2=y F T ITRZ ) U 7 2 FETENITH 2 L ARIRTE £1,

NT T 4y AN AEFERTDHITIE, show cluster infoload-monitor =~ > RA&fEHA L £9,
B -

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27

EROBIMELVI SR 5 TCPERDELZDRTE

FIE

ATy T

ATy T2

B OBOBARETEE T, TCPHHED V7 T A X BEHOBIEA AL LT, T4 L7 Xy
77T w77 a—{EROBRBIEIC LA RN T v —ZBE T 5 TREREE] 2R Tx
T, THA LI XN I T v Ta—PMERSNDRENCE =y RBRKRRT 581, Fhb
DO7v—%EETLHI EIXTEETA, FRC, 70 —Z2{ERT 58I N T 7 4 v 7 BRlD =
=y MIHRFEISNLIEA, HinzEET5Z L3 TEEHA, TCPO T v X 2Mb a2 T4
877470 TCP DBHDOIIEZ G LR2NE I ICTD2MERH Y £7,

7T ARDHREE— RaflthLE 7,

cluster group name

(A7 ar) TCP v 77 4 v 7 DB OFHHEHENME L E T,
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conn-rebalance [frequency seconds]

&1

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

TDavrRNE FTIAN N TTF =T NIRRT ET, BEMEENTWAES. ASA
. 1 B0 OPEGEICEET 215 Wm A2 TN L, BrLWEEkiz . 1 H7- 0 OBk
NENT A ADBIRAMOT A ZF 7 u— R LET, BEOEGIIBES SNEEA, &
I, Zoa<y RIS OEGREIIHESWTOREFSET D120, %/ — R THENL S
NP OREITZEB INT, SEROBEIIE LI 2WEARD Y £3, ARTERE BT D
fifEZ. 1 ~360 BOFENTHEELET, T 74/ MISEHTT,

BBl ) — Rick7ua—REn5b &, Eamsicen £9,

PA M bR K L IR OB OB AR E LW TSN, BARb9 A4 vy T AH
AT LW A o cE £H A,

TCP 8t D 7 7 A X OB H L T,

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

1 -

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

1~ 15 OFIPFH THEEZRE L ET, http BIETT 7 40 F TS5 BRAMTRY £7,

E
FA N T 25V T OBE, TR L LEREED S, RIEENAY VA ATEE
-é‘o

F4LYAO—AH)E-—a DAL

Fe BB H—DYA NI TARY T ONRT —< A5 ESE, T R v 7B
MZFEET 72010, T L2 Z—a—R I P—2 a2 A 3—TNITHIENTEET,
WHE. FTLWERIIREDOY A FND T T AH A= 2L osTa— R XT8N, T
ENTWET, L, ASAIIEEDY A FDOA L ANR—IZTF 4 L7 X a—)L&2E ) Y TET,
T4V =R VE—Ta i), TEELFRLCY A bor—v T oL s R EOY
A MCHIFERBER 70— LT 4 LI Z LW BIOT 4 L7 X a— BN £3,
FiEEET 4 VI ERE—YA NMIGEETDHE, X7 r—<APRmMELET, F/2. TOAT
HENK LTS E, a—h AT 0 L7 ZIERE UV A FTH LWEROFTAH 2 &R L F
T, Ta— T 4 LI ZE, T TAE AN DOY A N TR SN 586ED /N v b
EEZETOIHAICHAINET,
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FIE

&

ATy T2

¥4 FAREOEME

FIE

ATy T

g4 rnetoant [

188 BRI
» Firepower 4100/9300 > v —3 A—/SNAHF LDV v —2 DA M ID ZHELET,

KD INF T 4w ZATFE, a—H VP — a2 R—FLTVWERTA  NATEILW
PAT 77 4w 7. SCTPHEENT- "N T T4 v T, T3 T7AT—Va g7,

7 TABDREET— REBLET,
cluster group name

&1

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #
ROEICTF 47 Z a—R)¥P—arzkfx—7 M LET,

director-localization

P A NOEENDL 7 a0 — % RETH-DIC, A POTUEMEANCTEET, HEii Ny 7
Ty A —F =3 A —F— LR A MZHDLGEX, A FOEENS T n—%{R#ET DT
DI, BMDONY 7T 7 A —F—=DBRIOH A FrEEIRSNET,
188 S

« Firepower 4100/9300 ¥ ¥ —3 A—/SA_A P LD ¥ — DY A FID ZRELET,

7T AL DFREE— FehllaLEd,
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

AT9 T2 A4 MOILEEEFEDCLET,
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B < + 20 crawitous ARP D 3E

site-redundancy

#4 k2 & O Gratuitous ARP DEE5E

ASA TIX, Gratuitous ARP (GARP) X7 v b2 HER L TAAL v F U T AV TTANT I F ¥
BRI OREBIHEDL 7, KA FOEBRIENMER KL EWA L NZE > T, Zr—3UL
MAC/IP 7 RLA®D GARP T 7 ¢ v 7 WEMNIZER S NET,

I ITAEIMBEEEINTZTA FTEDOMACBLWIPT KL R E N7y RB3HA b EADMAC
T RVABIOIP 7T RLRAEZFEHTAIOICK L, 7 T7AXTRZE Ly ME, Z7a—A2
NMMACT RLABIOIPT FLAEFEHLET, T 74 v 7R vB—LMACT FL A
MO EINER SN NGE, 78—V MACT RLADAAL v F TMACT RLADH
ALT T IBRETHARENRHD T, XA LT U MRIZZB— L MAC T RLAASD b
FTITAYIWNAAL T T AT TANT I T RBIRIIOIEV 7T T 073, 2k
DRI = ABIONEX 2V 7 4 FORENRBETLZENH £,

&K A% K EtherChannel D= FEB LY A K MACT RLAZ LIZH A FNID ZXET D
L. GARP BT 7 #/L N THINC Y £3, GARP BIfRZ 1 A%~ A X+ 5, £721% GARP
PSS AN TEET,
1R BRI

¢ T =R ANT O TRETITTAF AL NX—OH A FPIDEHRELET,

o il = FERETIL. A3 K EtherChannel D% A4 hZ LD MAC T FLAZHRE L F
7,

FIRr

ATYT1N IV I7RAZDOHREE— REfBLET,
cluster group name

1 :

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

ATY T2 GARP WfR&E I AL~ A X LET,
site-periodic-gar p interval seconds
« seconds : GARP “EREDEIEZ 1 ~ 1000000 I OFEAL THE L ET, 7 7 4/ ML 290
BT,
GARP %4129 5121, nosite-periodic-garp interval Z A7) L £,
1
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ciscoasa(cfg-cluster)# site-periodic-garp interval 500

HS5RA JO—FEEYTF L DEFE

LISPO NI 7 4 w7 52BELT, h—_"=0nVA NEEZBHTIHFICTu—FE YT 445248
Mz TEET,

LISPA A7 g /ZDNT

LISP hT7 7 4 v 7 2HETHZLET, A MEO7e—DFE ) T 4 2HhIcTEET,
LISP (22U C

VMware vMotion 72 E DT — X2 X — (i~ LV DEE Y T 4IZ LT, $—N[T7 T4 T
v h~OBHR MR S ERIFHC, T2t —MEBEITEET, ZOXS T —F kY
Z—P—=NEEY T 4 &2V R— T DI, = "OBEIFC— S~D AT — F & —
HNHEHTE DM NH Y 9, Cisco Locator/ID Separation Protocol (LISP) D7 —F%7 7 F ¥
. T34 AID, 2F V= FKRA L MID (EID) 2D, 20 r—FT 47 nr—
% (RLOC) 7B 20DRENDF LN o7 AR—=RAZHHEL, $—_OBiT2 27 747 b
WXt L CEEMIC LET, e T, P—"BHLWGEENCEEI L, 7 F4 7> b3 —IC
o747 EEETLE V=HITH LGN T T oy 22V AL FLET,

LISP Ci%, LISP ®HiJ7 b > x/v v—% (ETR) . ASJ b v—% (ITR) , 77 —A b
Ky T N—%, <7 JJAN (MR) ., BEOX<wy T = MS) REDHD—EDE—
WIZBWT—& S — RPN UBETT, = "NRBON—Z IZHEF SN TWD I BT — D
T7—ARNKRY T N—EBREINT DL, EON—FFTMDOTRTON—F ET—FN—2 %
FH L, Z2I9AT v MCBEGRENTWAITRN 7 7 4 v 7 #RITZIELTH 7L L, B
LW —ROPFFHCEETEDL LT LET,
Secure Firewall ASA LISP ® %73 — k

ASA X LISP HIEAZIATLEEAN, BITOEFIZETHLISP 77 4 v 7 L, v —
LVRAR I T2 o TEEDT-OIZZ DOIFHR AL TE EJ, LISPOREG EITHORWIGE,
=N LA NIBEIT L. T T4 v 2307 e —F—F—DRbOVIZ, FrLn
A NTASA T TAZ A NR—=Z720ET, FHTLWASANENTA FNDASAIZNT 7 1 v
7 HHRE LT, WO ASA I, P NIZRIET LIS N T T 4 v 7 EH LT A MZEY
WY HERHYET, COM T 74 v 7 7u— 3 xEClIR, ThorR—=7] £721%
~NTvEe="7] LT ET,

LISPHEEIZ LV, ASA 7 T AL A RN—X, EPIDOK Y7 N—%2 & ETR £721L ITR [H T
DEY SNBLISP I 74 v 7 BEBEL, 7R—0OFFEEHT LWV A MIEFETEET,

LISP DA KZ A >
cASA VT AR AN —F, YA DT 7 —A N Ky T L—F L ITR £7-1Z ETR OHIC

FELTWALERHY FT, ASA V7 FAXAEEILEE AL v O T 7 — A MRy
N—RICTHI LT TEEHA,
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ASA LISP D FEkE

Firepower 4100/9300  ASA ¥ 5 2% |

cEESBENE T e —0R R R—NanET, —wmibahizTe— EotsniT
n—, F2EEAD /) —RIZBLTWA 7o — I LA —F—lci@3Bihsntti,
SEENTZ 70 —ZIZSIPREDT F ) r—varNEaEnTBy, Slvu—LZzn4~
TOF7ua—RNEUL ASAICL > TS ET,

s I TAFIFIVLAFIBLPN4D 7 e —REXZBEISE AT TT, —HOT7T T r—g
VTN RbND RN H Y FT,

cFEMO 7 0 —£7XE VR AR A R TRWT a—DB4A, A—F—0BENIA A TR
WAREMERNH D 9, A VAT v a VR U—RRETDH L EIC, ZOBRETYR—
SINDINT T4 DEATEHGIETEES, Flo, 7r—FEE YT 4 ZRAKRRNT
T4y ZITHIRT OMERH Y £,

ZOMREIZIE, HEOMEICERT AR ENEGENTVET (ZNHIZOWVWTITRTIDE
THHALET) .

1.

EE) RANELFY—NIP 7 RLRIZESRAERREID OFIR : 77 —A K A
T N—H1E, ASA 7 T AEA NG L TWRWERA MERITIRy hU—2 |2 EID @ A
=V ERETHIHAENHY ET, 207D, 7T AXICEET LY — NFEE Ry b

U= DIHIZEID ZHIRCTCEET, 22X, 7 F7AEZNR 2050 A NOAIZEHELTW
08, LISPIR3ODH A R TIEITEINTWDIEHEAIL, 77 AXIZEEG LTS 2 o041
MZX L TOHREID & O 5 0ENH Y 7,

LISP h T 747 A VAR ay : ASAL, 77 —A By 7 —& L ITR 721X
ETR O TEEENS EID WA A v — 28T, UDP AR— k 4342 LD LISP k5
T4y ERELET, ASAIL, EID &V A b ID #BEAIT S EID 7 — 7 VA RFEL £
T el 2IE. BHUOR Yy T NV—FDOFEILIP T FL AL ITR £721X ETR D%E%ET N
A% HODOLISP N7 7 4 v 7 ERETHMENHY 9, LISP T 7 4 v 7IET 4 L7
ANFEDBTHNTEOT, LISP N7 7 4 v 7 ARIZZ 7 AZREBOILFIZSIM L7202
EICHEBELTLEEN,

BESNIE NI 74 v TCO7u— ) T 4 2HNTEHY—ER R —: VR
AIVF AN NT T 4w 7 T7a—FE YT A 2ENNCTAIVERHY £, 72L& 2
X, 7r—FE VT 4%, HTTPS N7 7 4 v 7 OHRIHIR L2V | FFEDH—3 & DI
TRV SND RN T 74w 7 ORITHIBLIZY TEET,

A FID:ASAIL, K7 T AZ /) —FOVA FIDEFEHLTHLWA—FT—%2RELE
-é‘o

Ta—EE VT4 EANNIT DI TAXVLNIVORE : 7 TAX L TH 77— FR
V7 4 ZEMNTAVERSY £, 204 /A 7000 2 HHTHZ LT, BED
VIGADNT T4 vV EIFT I r—2a Akt LT 7ue—F ) 7 ¢ 2 fHICEDE
TITESNCTE £,
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LISPA S ANRT L5 2D

FIE

ATv T

usp 1 vz~ avonzE |

e

A AE

LISPO NI 7 4 w7 52BELT, —_"=0VA NEZBHTIHFICTu—F T %248
Mz TEET,

1R BHHIIZ

» Firepower 4100/9300 ¥ ¥ —3 A—/~"NAHF LD ¥ —2 DY A KD ZRE L E T,

CLISPO NI 7 4w I IIT IAN A ART Y ay KT T 4907 7T ATEENRNT-
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHO 7 7 A%FET HHLENH Y F
j—o

(EE) LISPA v AT v ary <~y HBRELT, IPT FLARZHESWTHRAER D EID %
MR L. LISP OFriEAEF—ZHREL ET,

a)

b)

d)

YA ACL 2B L E9, %855 IP 7 RLRADOHRN EID flAIALT RL A EBEINET,

accesslist eid_acl_name extended permit ip source_address mask destination_address mask

IPv4 ACL 38 XLV IPVv6 ACL D EH BIZ & kHi L TWE T, i 7 access-list extended DA
TIZHOWTiE, 27 F U 77 LU REBRL TSN,

LISP A U AXT Vg v vy TaAEH L, "TA=Z E—FIIBITLET,

policy-map type inspect lisp inspect_map_name

parameters

PERC L7z ACL 23 LT, #FrfS /- EID ZE&R L7,

allowed-eid access-list eid_acl_name

Tr—A KKy T N—FELITITRETR 1L, ASA 7 T A X BEE L TWRNWAR ME
IEX Yy NU—ZIZEIDBHIA v —VE2EETLZERHVET, 20D, 7T RAZIC
B 50— N_"—F /IRy NU—7 DARICEID Z#HIRCx 94, 7m&ziE, 77 AN
2O0DHA FORIZEEG L TWBN, LISPA3 DDV A FTIEITENTWDHEAIE, 7T
AHZBEE5 LTS 220084 ML TOAREID 2505 LENRH Y 7,

VEIZSU T, FEAEEXR—2 AN LET,
validate-key key

1 -

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT
ciscoasa(config-pmap) # parameters

ciscoasa (config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome
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B usproxrsvaome

ATFYT2 TJ7—ARKy T )L—F LR —1 4342 O ITR £ 721X ETR O] UDP k5 7 ¢ w7 ® LISP
A UANRT g VDR E,
a) YEEACLZRTELTCLISPO T 7 4 w7 BRELET,

access list inspect_acl_name extended per mit udp source_address mask destination_address mask
eq 4342

UDP AR— h 4342 25 ETHMLENH Y £9°, IPv4 ACL B LV IPv6 ACL @ EH 5128 %t
Jin L CWET, 5 72 access-list extended DA I OWTE, a2 R U 77 LU AR
LT ZEN,

b) ACLDZ 7 A~y 7 2EMLET,
class-map inspect_class name

match access-list inspect_acl_name

o) RIv—~v7 IVI7A=yTHEEEL, A7 aDOLISPA VAR var~wy Tk
HLTA v AT v arZAMbL, = ARV —% A v X —T oA AT LE
T R ThHND .

policy-map policy_map_name
classinspect_class name

inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interface ifc_name}

MFEOY—E 2 R —b5580%, MEOR) v —~ v 74 %2EELET, T 741
T, ASA(ZlZglobal_policy L MEEN 5 70— L R —RNEENTWSHTZD, Za—
PVRY =D& HIERELET, RN v—% 7 a— VUi LW aix, A2 —
Tx2A AT LTI DO —EARY U —Z2{EkT 562 L HTEET, LISPA VAT T3
NEL MFNZ N T 7 4 v 7\ Z#EAT 5720, EEILEmEDH T DA 2 —7 =4 R
Y=t R RV —2WHTHILEIHDEYA, VT 74 I BEEROY TA <y
=T D56, RV v—~ o7 2#ATHA X —T oA AZADETIHFHETDH T
T4 T DT RCNEELZITET,

&1

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eqg 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap)# class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIZ, 77 —A PRy 7T N—F L ITR £/2IZETR OB CTEEENDH EID BHA v E—2D
LISP NS 7 4 v 7 2B LE T, ASAIL, EID &% 1 K ID ZE8#E(f1T % EID 57— 7 /L & (%
LET,

ARTFYT3 NI T4y IFTAOTu— YT 4 EHEMELUET,
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ATvT4

usp 22~ avoiE |

a) PR ACLZHELT, ==Y A FEELET DL LI, KA MIEHY YT
TEHEERA T UT 4 AN NT T 4 v 7 EBRELET,

access list flow_acl_name extended per mit udp source_address mask destination_address mask eq
port

IPv4 ACL B KTV IPV6 ACL D EH BT b ki L TWET, i /e access-list extended DA
XIZHOWTiE, a~vr F U 77 L 22ZRLTKESY, Z7r—FE U7 00, Y
XAT VT A AN T T4 v ZITH L TA X =TT T HRERH Y £3, 72L& 2L,
7u—%FEYT 4% HITPS b7 7 4 v DH, LIFHFEDOY —N—~D T T 4 v
DIMZHIRTE £,

b) ACLDOZV 7 A~y 7 Z{EllLET,
classs-map flow_map_name
match access-list flow_acl_name

¢) LISPA U AR Y avZAMELIERICRY Y=~y Tu—2 T A<y TEREL
T, 7e— LU T4 ZAMLET,
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp
11 -

ciscoasa(config)# access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eg https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa(config-pmap-c)# cluster flow-mobility lisp

JIGAR TN—T a7 4FXal—varyE—RIBITL, Z7AXOT7a—0DFEE YT 4
AL ET,

cluster group name

flow-mobility lisp

ZOFUNFTOYIYIREZIZEY, Te— YT 0 OFMERLEI LA HEICIT A E T,

151
wIZHl R L ET,
«EID % 10.10.10.0/24 %~ b U —2 LD EID IZHIBR L E T,
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B sumsq rmvenomE

+ 192.168.50.89 (N#E) (235 LISP /L—# & 192.168.10.8 (BJD ASA A > H—7 =
A AF) I2HDITR E/-IXETR V—Z OO LISP 5 7 ¢ v 7 (UDP4342) %
MAELET,

« HTTPS %A LT 10.10.10.0/24 DY — R—|ZEEINDTXTONIE T 7 4 v
JIZELTCT7a— U T 0 EEMME LET,

c VT ARIIK LT IR — FEYTF 4 E A R —T NI LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP

validate-key MadMaxShinyandChrome
|

access-list LISP_ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eg 4342
class-map LISP_CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP_CLASS
inspect lisp LISP_EID INSPECT

service-policy INSIDE POLICY interface inside
|

access—-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https
class—-map IMPORTANT-FLOWS-MAP

match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp
|

cluster group clusterl
flow-mobility lisp

SEEY A R VPN DEE

T 7N NTIE, 7T AXITEFROY A FE VPN E— RE2EHALES, 7 T7AZ V7D
YRR ZTER T 572012, oMYA RE VPN E— K2z Tc&$9,

SEEIY A FRE VPN IZDNT

ZOS5EE— FTIE. Y1 M IPsec IKEV2 VPN 8558 7 5 A X D ) — REKIZHB SN E
T, VPNEEiEZ 7 T AXD ) — RIS ED L, 7T AXZDOF YRV T 4 LA L—T > b
O G ERRBITEH CTX 570, £ VPN HSREZ B 2 C VPN V7R — b & KIBIZHEE T &
i‘j‘o

B 7 T A OB D ) — Rica— RT3y 7 TEEd, oo — kv, mEH)
ERE &g T _A T BV T 4RI OBEGE ORI IENRE D £9, 0#d VPN £— K THE
TT5L, WOEENRT F2Z ) —RIZEVYTONET,
T I T4 Ty vard—TF— B EZE L — R, £RENNy I Ty Ty
arvETIT 4Ty g AIBIT LI — R, F—F—Ii%, IKE & IPsec b xIL,
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SR VNt avot [

BLOENLICHEMTONIETXTONT T 1 v 7 2GT, TRty v a rOREL
MEFFL . N7y AL £,

Ny T o T ey vard—TF— BEOCT I/ T4 Ty a Oy T v T By g

YELBLTNWD =R, T T4 7 by va sy A—FIEEREETDH L, Ny
Ty Ty vard—F—RT T 4T Eyvar A==l HLWAY T T
Ty aryNRlD ) — R CHSLENET,

« 74 U—H— :VPNtyva  itEEMfTonz 77407 R VPN Y v a v 2FTA
LTWRW — RIZEEENEEES. T/ —FREVPNEy v a v EZFE LTS/ —
RIZhTG T 4 vV BT ATDICT FAXEY 7 2 EA L E9,

e A =AML —¥ A —FANL—¥% (FIZZTAXHIE ) —R) X, 77747y

v a vy OFEA (ASR) ZFETT LIS, BEiT o2ty v a v E20BENELRET L%
BNHYEd, A—FT AL —ZF, A—TF—/—FXIZ. NEvyyarazA L "—Y
WCRBENT 5 EREZXELET, /— XX, BTRIBEI Tty v a VEEREL

T, =T AP L—FIUSEZRLET,

HON VPN & v > 3 o DR

A MR VPN & &g iE, ROFERH Y 3, TSN O5E . VPN #5681,
7 T AH EIZR WG EIGEREEET 2 K O ICEEL £,

VPNt a3 id, By ay LT ITAXZRIRIIHHEENET, 2FED. 1 2D
VPN Gt L, U7 T A% ) —FRIKEB L O IPsec b b e, FDOTRTHO T
T4 IR LES, VPNEY Y a L T 70708, ZOVPNEy T a V&AL
TWRWI FAE ) — RIZEREINTSEE, P74y ZIZVPNEYy v a v ZFA LT
Wb FAK ) — RICEIEESNET,

VPN E v a3t ZVI9AZREKRT—EEDEy a L DAEHVET, By g ID
ZHERALTC, bT 74 v 7 BREEE ., BEOIRENThIL, IKER T T — 3 VN5
TLET,

e A FE VPN NNT TV RAR—IHERTIZ. 74TV "INI TAZZ L THERT D
S (AT V=T EEING) L AT EYy s T T v bERT A E Y VS
VNI T 4w 0iE, BB T A ) — R ECHAAREMERH D £9,

Ry ToT vy arEZory—y0txa )T 4 TV 2= IEN B TEHLIIZ
BRTHZENTEET, ZHICED, vy —vOEFEZBIELES, £700F. 77 RAH
WNOEED ) — RNy 7 v Ty ya 2804y TEEd, 2L/ —F
DOEEOHEFIELET, 7 IT7AXIZT Y —IR2065%513, VE—bhrvy—3 Ny
77y T EMHERELET,
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7T AL AN NOGET VPN OB
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4Rk

7 EREL VPN

J— RkE

FEENBELIZZDO /) — R EDTRXTOT 7T 472y va kL,
BID /) —FED) X7 vy rarBDNT 7T 07120, RNy J
TSy a iy Ty TERIEICHES THID ) — RIZEEID ¥ T
nET,

Ty —UfEE

VE—bFUY—U N 77 v TEIEREH ST DEA, BENSBAEL
XY= EOFTRTOT 7T 4Ty a kL, orvy— o
J—=FRED) R T7 o7y ariNT 7T 4720 EST, /— KR
ANBDLDLE, TNODOBET 7T 4 7y a T30 7T v
Ty varh, AWVBEboT2vy—v D/ — RIZHED Y TEINET,

T bR I T SEME SN TWEEE, 77747 Byia
VERY T Ty a Ol ENEEORAE Ly —Y EIZH D
L. BRIIUIi S nE T, oy —v D/ — KRRy I T v Ty
varYn®LT I T4 Ty a AT TRNT, IOty a il T 4 —
ARy 7 LET, LWy I T v 7y yaid, BELTWS Y v—
THNORID ) — RIZEY Y TonET,

7T AL ) — KD
HT 7T 47k

HET 7T 4TS TNWDYTAE ) — RREOTXTOT 7T 47y
vavicxl, GO/ —RED) N7y Sy alBnNTIT 4T
2720 Ny Ty TEIKICHE S THID ) — RIigNNy 7 7y ey gy
EEHE Y TLET,

7T AR ) — KD
2N

HLW S — KD VPN 7 7 A X T — RPN ERICERE SILTWRWEEA,
) — Ride— FEFAER L £,

VPN E— RICH#MNH - 721% T, 7T AKX ) — FIZid, @5 OBRIEDF
NTT 7T 47Ty a7y ey iarnByYcins
T,

IPsec IKEv2 DS

IKEV2 1%, S8 HY 4 M VPN E— RTIRRD X Y ITEHE SN ET,

¢ IP/AR—h X TAORDOVIZIDBMERASNET, ZIUTLD ., Ty FO@EE72EREDOR
B, BIOCHD T T A% A3 —EIZHDAREM NS D LFTOHEGRD 7 U — T v 71|

REIC72 D £,

« H—® IKEV2 & v ¥ a »r&i#fhl4 2% (SPD) Al id, v — BV TCERINZT VX L
8§34 FDIET, 7 FAZEBIKRT—ETT, SPLIZIE, XA LARZ LTI TFTAL ) — R
IDAHEOHIAENTWET, IKEFRT VT —1 a3 37y KOZERHZ, A LAY T F
X7 7A2 ) —=RIDOF =y 72K TLHE, Xy MR FeyrEh, BharRT
A vE—UNRGERINET,
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552 8mnnEEY( ~rEveNosamAE [

eNAT-T R Z—2a VNI TAY AN THREIENDZ LI TRIILZRWE
N IKEV2 LN SuE Uiz, HTLWASPHE R A A > Toh % duster_isakmp_redirect,
BILO—id, IKEV2 WA v Z—T =24 ZATHZNI /2> TWAEAEITEBMENE T,
show asp table classify domain cluster_isakmp_redirect =~ > R&fiH L T, L—/L 2 &R
LET,

77 ALY A ] VPN @ & m]

CMPv2

ROREIZE Y, Ex 2V T4 FVa—EE Ty — VOB —[EEITHT 5@ ks
nE7,

MEOI Y — ED I FAZNIHANDOEX 2T 4 T a— I I T v T E T
VPNt a i, X2 F 4 T2 — LOBEICHHERH Y 3,

CRIDT ¥ —NINRNy I T FENTE VPN By a s d, vy — T OREEICTHERH Y F
‘j‘o

o il ) — KiZ, VPNV A rllE v a a2k ) R EFETEET,

7T ARINZEET DHANCBIMOBEENRETDHE, TI/T7 47y var b w77y
Ta O ENREEDORAE LKL ) — RIZH D56, i kb s ndH 0 £,

VPN 7 AXE— RO, 77 AKX /) — KDY u—K, BLOZOMOTHEINEL Y v —
VOEERE )= RBNIEERIRIECTI FAX ZHiND L&k y v a ridkbhiank )
W2, TRTOBFITENET, b0 X A TOBETIE, BEE Ty a oy T v
SIS DRRIN Y TAXICHEZ BN TWAIRY, By v avidkbivERA, KEDV 7
AH ) — RTCIEFERETHN M) H—Sh=5E, BFOty v a VR EFICOB SN ET,

CMPV2 ID FEE & X — X737 7 A% 7 — R TRIENE T, 727 L. 7 7 A X NOHI#E
J — RDOHH CMPV2 FEFAE A BRI F 5 L TR —OFAR 2TV ET, 4 — NIixEHr
BRI, SNHOHLWIDFHEL F—2 T _XCTH/ T AKX /) — RiZRAMsEEd, 2ok
LT, ZTAFNDTRTD ) — KA 3= ZICMPV2FE-AEZ R L CRRAEA TV, F 7=,
FTRTO /) — R — RERET D2 ENTEET,

DEEY A FEIVNDS A VR

Fx VT T4V RIZ, 7 TREZDEA L N—T, 8BV A N VPN IZHLETT,

% VPN #5812 1%, 220 Other VPN 7 A £ AFA T v v a VI TY (Other VPN 7 1 &
v AlXEssentials7 A £ AD—HTY) , 12377747y varyil, I 123NNy
Tyl EyvarlTY, JIAFORRVPN Ey v a VERIT, EyvarZEic2o0
TAR AT D120, TA B AFEHEROLZUTICTL I ERTEET,

PENEHY A RS VPN O RTIRE

ETLDOYR—+
* Firepower 9300
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K 2ODY XY —I T, HRO6DODODEFVa—/b, £ ¥ — L TCREAHDEX=) T 4 F
Va—/VERETDHIENTEEIN, WERGEEZHEIEL CWET,

BRKVPNtEv 3

ZXa T 4BV 2=, 62D/ — RiZhb=5mKEI36,000 D v 3 AL, &K
6,000 D VPN v g &V R—MLET,

T AK )= RTHR—FENDFEEOEy v a BT, 77 v b7+ —L20RE, #l0 4T
DN IA B A, AV TFARNIEDY Y —2EY Y TIT L > THREY 3, FHRNHIR
EIZEWGE, K7 T AKX ) — R TRABEICEL TV TYH, By v a VOERN BT
HZENBVET, ZHIE. TIZT AT By a OB Y THINEAL vF o 7L - Tk
EESN, Xo /T v 7 Byl aryOF0 Y TRNEZ 7 AZ T ZLZL> TIRESN
H720OTE, B, HEHRAZEEHEL, AY—REMICKTT 2 A=A &R T 52 &0
HREIhET,

DEEYA FEVPNOHA K54 Y

I7AT7 0+ —ILE—F
SEHIYA4 M VPN L, v—F v RE— RTOLHYR— FENTWET,

AVFEXERAME—F

SEEIY A4 B VPN L, v arFF: A b E— RBLIO<ALFaryTF X hE— RO
FHFTEELET, 7275, v F I TR E—KRTIE 727747 By v a v oOFHEAm
T2y TFHFARN LR_RATEHREL VAT A LTI ET, 22XV, 20 FF A NS
BT N7 7T 47 vy varin, BRda0 73R MCEEMNTONEZT 7T 47
Tyl alrEELRI TAX AUN—IBEIL, TSR TR AW DR ET DD &
TFET,

HR—rFENTOWEWNS VARG Y

WDEA T ORAEIT., DY A M VPN =— FTIEHR— SR TR0, 7213
272> TWET,

« CTIQBE

* DCERPC

« H323, H225., B LU RAS
e IPSec /XA A )L—

* MGCP

* MMP

* NetBIOS

* PPTP
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« RADIUS
« RSH

« RTSP

+ SCCP (Skinny)
« SUNRPC

« TETP

« WAAS

« WCCP

« XDMCP

ZOMDHA K514

o B A R VPN E— R TIZIKEV2IPsec A R VPN DAY R— F SN TWET,
IKEv IZV AR —FENTWET A, IKEv] V1 M, £9% VPN E— R THR— R &
“Tb\jﬁ—a—o

e A NI T ALY NI AR—FINTWERA,
« XA F I w7 PAT 1L, YA MW VPN =— R CITERATE £ A,

SEVEY 4 LE VPN DEZE
B A FEIVPNZ AN LT, VPNEy v a D7 722 ) 7 OILEMEATERN L E T,

\}

GE)  HEPRLE SR TVPN £— RE2EE T2, 7 T7AZOTRTHO/— KR n— K95
VERHVET, X"y 7 v 7 T— FOERTHNT, Eyva ik T LERA,

IR HHIIC
VPN %A RiZHE~> T, A M# VPN 2% E L F7,

FIE

ATYT1 77 RZOHIH 7 — KT, 77 AZHERE— REBtELET,
cluster group name

1 -

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #
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ATY T2 HHIY A ME VPN 25N LET,
vpn-mode distributed backup flat
EJ/ B

vpn-mode distributed backup remote-chassis

TS5y MY I T v TE—RTlE DI FAZ ) —RICAZ ALy a VRIS LE
T, THUCEY, a—F—FE V2 — UEENORESNET N, v — UBEEOREITRE
SNFEHA,

JE— o= N7 o7 E— KT, ZIFAXHDRIDY v —2D ) — RIZAH N
Ay varPELEINET, 2k, 22— =TTV a—EE L Yy — U EEDM
MOHREINET,

DE— b= H—O Vv —VERE (EXEITHRR SN2 b O E72IIFEEORR) THEAK
SNTVWLHEE, O Y=V RRESNDE Ty 7T v 7B S E A,

51

ciscoasa(cfg-cluster)# vpn-mode distributed backup remote-chassis
WARNING: Do you want to proceed with changing the vpn-mode, save the device configuration,
and initiate a reboot? [confirm]

DEEIS2SVPN v > 3 VOEEHR

TIT 478y va OBFBAATIE, 777 47 VPNE Y v a VOBWNRYT TAX AL /N—
BRICHEAASINET, By a OBt E R TOEMNRMEEDD, 777478y ay
HEAIL, TRXTCDOI TAZ AN Ty aONRTURAERDIZDDONRA NI T 4 —
FTY, MOIRENSBEEAMT 7> a ko TAT U ARKELENET,

HEAMZIOWOTHIITTEETR, 77 AZNO MR PEERICETTILEND Y 17,
Fo, LW — R T RAZIZBIMUIERICFATT D2 AR L E4, HEfho X,
BELIZVPN 7 T AR ZAERT 5 Z & TH, ZE LT VPN Y 7 A Z(2iE, /— RRITIEIER
BOT 7747 ByardR_y 7y Eyra b ET,

o arEBITHIE. Nl T vy a BT T 47 By va i, Blo
=R LAy Ty Ty arEZRA MBS NET, BEiEy v a v
X, 7725747 By arORNy 2T v 7OERE., FOBEEDONY I T v ) —KEICT
TIHEETDHT VT4 7By arOBEELET, MOrOBEBATRAY I/ Ty 7y a
YI—=RM™T I T 4Ty arERANCERVES, LD/ — Ridtyva ot —7F—
DFEETT,
“NFALUTRARNEB—RTIE, 727747 vy a ryOFRMAIEL. fHxoarT32 b b
SN TEHRLS VAT ALV TITONET, 2 TFA ML THEITINRVEBIE, &5
AVTHXRARNNDT VT 478y arBPoarTF A MOLVEL DT 7T 47y
varuegly /) — RIBEISIh., FO7 TAE ) — RIZEL ORARBRPND T2 TT,
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FIE

SHESSVPN £y 3 oEEs [

1R BHHIIZ
CHEAAT VT AT A BT —T DAL, VAT A e ERECLET,
s ZOFNEIL, 7 7 AZOHll2=y NTEITTHLERDH D £,

2T ) —RFRETT 25478y a b RN 07 o7y a NI TAZEEKTEDL I

B STV ERRALET,

show cluster vpn-sessiondb distribution

£

A TE IR D K S IR RENET,

ciscoasa# show cluster vpn-sessiondb distribution

Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)

Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: 0

FATIZIE, AU R—=ID, AU R—&, TIT7 47y varsf BLOANy I Ty 7y 3
UIFET DA U N=RNEENTWET, ERROFITIE, RO LD ITHERNTATILET,
e AUNR—0IZIT209DT VT 47 BEyarNHD, 11Oy g AFA s "—11Z
NPT o FEN, 8Dy g NIA U NN=2R_ 7T v ENET,
e AUNR—=1IZX204 DT VT 47 By a b, 108Dy g 0T A N—01C
NPT oTFEN, 96Dy g NIA U NN=21I R0 I T v ENET,
C AUN=2TNET I T4 T a BN WNWED, VTAZRANR=ZZD ) — KDy
arvENRIT T LTWERA, TOXAUAN—IRKEZ T AXIZEMLE L,

ATFvT2 TyarEHEREMALET,

cluster redistribute vpn-sessiondb
Zoaxy RiE, Ny 7770y FTETPICAEICEY £9 (A=Y LT)

BEAAT Ay a OB E 7 TAXOARIIIG LT, ZAUTIREER N2 2 EnH 0
T, AEAT 7T A BT A BRETEE, O T L —X (BXORZ ZITIZFR STV R M
DY AT LOFEM) % ETe Syslog MRS v E T,

Syslog 7 L—X 3
VPN session redistribution started HBIE ) — RO I

Sent request to move number sessions from orig-member-name | #ij4H / — K 2
to dest-member-name

Failed to send session redistribution message to member-name | |41 / — Ko %
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Syslog 7 L—X bE

Received request to move number sessions from F— K ) — RDI
orig-member-name to dest-member-name

Moved number sessions to member-name REITE 7 FAZIZBEI LT 2
TH4T by va o,

Failed to receive session move response from dest-member-name | #i|1#1 » — R d %

VPN session completed HEH ) — Ko &

Cluster topology change detected. VPN session redistribution
aborted.

AT 73 show cluster vpn-sessiondb distribution =~ > R&ZFH A L CTHEREZFE R L E7,

FX0S : ¥ S5 XA/ — FDOHI

T = REZ F AL, EI30KRRNCHIBRT 2RI OV I L &
D

— B 72 HIl R

72z, N—F =T ERIER Y NI DOEENFINT, 7T AZ ) —RE7 7 AEZ1D
HEWICHIBR SN ET, ZOHIBRIT. FMEMEESND ETO—HHRLDTHLIZD, 77
ZEZICHEBINTEXES, /7. FE T/ IREZ Y 7 EENT AL TXET,

TN ANBE Y T A X NITIFET 2 0 e 9 2121, Firewall Chassis Manager [fRBl T /3 A A
(Logical Devices) ] ~3—"C, showcluster info =2~ > R&EMHLCT 7V r—va N
TALAT — 2 A G RERLET,

ciscoasa# show cluster info
Clustering is not enabled

TN =2 aryTOUTAZY TG T ) r—a Y CLIZEH LT 7 A
2T EENCT DI ENTEET, cluster removeunitname =~ K& A LT, o
TA L LTWD ) — RUANADTRXTO2=y bEHIRLET, 77— ATy T a7y
Fal—va e snd, HlE/ — K FroxGICREfisnzar7 ol —yva v
LEDEEFTHHDT, a7 4F¥al—ar2RkbPIIBTED ) — REFHEBINT
xFET, HH — REHIBRT 72017 —% /) — R TZoa~vy Re AN LA, B
LW, — RS E S Ed,

TNRARANIET 7T 4 T dl, TRTOT—H AL F—T 2 A ARV Y v N T X
nNET, FHEHA LY —T 2 A ADBN T T 4 v 7 BEZETEET, VT 7497
7u—%BHT5IE, VTR ZV T EREANILES, EEA X —T oA AL,
ZD)—FKRT—F AT v TERENSZITRAST2IP 7 FLRAEHEHR L THl & i X 5E
RegL 7220 £9, 2770, Ve—KRLTHL/ =BT FRAXNTELET 7T 47 Tlidlawn
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os: »52%/— kot [

G (VT AZY TR ENIRECTHREEZRT LG ERe ) | BHA LV H—T A R
JJ T E9,

7T AR T EHEANTT DX, ASA T cluster group name # A7 L T 5 enable
EANITLET,

TV =gy 4 AR AL  FXOS CLI T, IROBIZZI L T ZEV,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

BEANCT 2123, ROFIHZEITLET,

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

X2 VT4 BV a— VTV OV vy & 7 Firewall Chassis Manager O [£ 3 =
U7 4EYa—/L/x Y (Security Module/Engine) ]-~~—C, [EFA 7 (PowerOff) ]
TAarE7 Yy 7 LET, FXOSCLI T, ROFZSIML T ZIW,

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

BRZHEAT DI, ROFIMEELFATLET,

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

¥ —L Dy v FZ U Firewall Chassis Manager® [#E22 (Overview) ]X—3 T,
[% > F&# w2 (ShutDown) |74 2% 27 U w27 LEJ, FXOSCLI T, ROHI % 5
LTL7ZEw,

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

SEL 1T HIBR
WOFERFERLT, 7IAF ) — REemIclBTE £,
« FHPRTF SN A ZDOYIF  FXOS CLI T, ROFIZSBLTL FEW,

Firepower-chassis# scope ssa
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Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

s —EZANLDY Y=V ERF X2 )T AT 2= VDOHIER = ERANLT NS R
HIBRT 28 81%, A N— RO 2T 272X OF LW —RELTBEINTE £,

ASA : VS RZ AUN\DEE

VSRR EEALTHBIZ, 274X al—al B ERB L, VIAX AUNREREHTXE
j—o

T T4 THEAIN—IZTED

T TGALEDIET TT A TIRA LN BINE, VTFAX Y T a7 o Xab—va 3k
BTN, O/ —FETrIAZY T 2T 42— NI LET,

\)

GE)  ASAWN (FEIC, £ NAF 27 2T7—2Kk0) T I T 47D, TXTOT—
BAE—=T A AN Yy NI ENET, BHEHA VX —T 2 A ADHBN T T 4 v
VEEZFETEEST, NI 74y 77 —%2HBHIELIZE, 2 T7AZ T EHRA F—7
MZLET, T, 2O/ —FREI7 TR PLREEICHIRLET, BEHA VX —T A R
X, ZDO ) — KB I7 TAZIP F—NAnbZ T Wo72 1P 7 RV AZHEH L THl & e X BNk RE
LR FET, L, Ve—RLTHL/ —FRBR I FAXNTERT 7T 4 7 TIERWEE (7
FTALY T INEN I RIE TR EERG LA ) | BEA V¥ —T oA AT/
F9, TRLEOa 7 4 Fab—ra UEEICE, ary A= AT OIMNERDY
E3

1R BRI

c 2= )VR—= b EREATOBERDHY £, 7 TAZ Y T DA R =T IVELITT 4
=T NE, UE— b CLUER? BT 2 LT TEEEA,

cwNTF AT HFARNE— ROHAIE, ZOFIEEZ AT KFITAN—ATETLET,
FEVAT A a7 4 X2l — gy ET— FIZA-> TWARWEAIL, changeto system =
<~ R AN LET,

FIE

ATYT1 V7 AZOREE— FEBmLET,

cluster group name
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ATy T2

1 :

azvrox7s7471t |

ciscoasa (config)# cluster group podl

PIARARZY T BT 4 =T M LET,

no enable

ZDJ—RHEIE ) — R Tho581E. STLOLEIE Y — FORENEITIN., BID A R —
DHIE , — R0 £,

JIGAR AT 4 X2l —a NIMEENLIDT, BT IRAZ Y T EFEA RX—T LT
TEET,

A=y bDETI T4 T4

074 LTS —RUND A REIET 7T 4 71T B, ROAT v T H#FITLE

FIRr

TO

\)

GE)  ASAWFHT 7T 4 7D e, T _XTCOTF—Z A L BZ—T 2 A AN ¥ v NET U ENET,
EHERA VX —T 2 A ADBRN T T 4 v 7 BEZETEET, VT 74 v Tu—%FHRH
THIE, 7 F7AZ N TEFHEANILET, BEA L —T oA AX, O/ —KRIF
ALIP T —=NIPDZTWAT2IP T RUVAZEHA LTl S BERE L 700 4, 72720,
Va—RLTHL/ —RBITRAINTERET 7T 47 TERWEE (7T 22 ) 7 nmghia
WEETRELZRELIESEERE) | BHA VX —T oA AT £3, TNLIEDa
TA4F¥alb—va BRI 3y Y — L R— b E2ERTAIVNERH Y T,

IR BRI

wNF arTHFANE—ROBEE., ZOFEEVAT LFETASN—ATETLET, £
VAFA AT 4 F 2l — gy E— RIZ A TWARWESIE, changetosystem =~ > K%
ADLET,

7 TAZMND ) — REHIBRLET,

cluster remove unit node_name

T—hMALNT T arZ s Xal—a IERIRT, Hl#l ) — Forb &I shz=
YI7A4FX 2= arbEDEETHLNT, A7 4 F¥alb—rarz2kbTICETED
J— FEHEBMTEET, fl#H ) — FEHIRT 272017 —% /) —RTZnavr Rae A
LeBHaid, HLWHE S, — R2RESNET,
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ARG — BRI BT, cluster removeunit ? & AJ13 57>, show cluster info =<2 K
EANNLET,

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asaZ2

WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

DS RAIAANDBESM

= R T AZNGHEIBRENTZGEG (ol 21X BENRBELIA VF—T =4 ZDGE,
ELFANRN=ZFITHT 7T 4 7IZLIEHE) 1, 7 7 AZICFHTHSNT DLENH
Di‘é‘@

1R BHHIIZ
IV TGARN U T HEHA XTI TDHITE, ar V= R— b EHEATOIVNENRHD F
T, oA v F—T 24 ATy NEDUENET,

cwNTF AUTHARNE— ROHAEIE, ZOTFMEE AT KFITAN—ATETLET,
EEVAT A AT 4 Falb—Tay ET— RIZAS>TWRWEETX, changeto system =
~V RaEANLET,

« 7 T AZ~OEBNZRITT ORI, FEENFRSN TS Z L2l L ET,

FIE

RTFYT1 avV—LT, JIAX a7 4 Xal—var ET—RNehLET,
cluster group name

51 -

ciscoasa (config)# cluster group podl

ATFwT2 V5 REZY T A X—T VT LET,
enable
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siwa=y rozE [

HEHILZY FOEE

FIE

A

IE

=
=
=)

Hilf — FE2ZE+ 5 BEOHFEZ, il —FT7 722V 728\ L, 8 Ll
=y FOBRREFFS> T, 77 AZ Y 7 2BEANIT HH7ETY, 6l — 2T 5s

J— REEEIIBET 2RERNDLL5E1E. ZOHOFIEZFEHLET, 2720, hdgEdm
REDS AL, ZOFIHAZMEM L THIE /) — FEE 258425 & TOHR) Fr vy 7Eh

DT, FHLWHIE, — N L TH e BT 2 BN H Y £,

HfE ) — F 2235123, ROFIEZFITLET,

1R BHHIIZ

~NANF arTHRARN T— ROHEIX, ZOFIEE VAT LFITAR—ATIEITLET, £
VAT LA AT 4 X alb—v a3y = RIZAS> T RWEgAIL, changetosystem =2~ K&
ATTLET,

LW — R&filfl ) — e LTRELET,
cluster control-node unitnode_name

ciscoasa(config)# cluster control-node unit asa?2

AAY VTAZIPT RLANOFEGENVLEIZ/2D 7,

A U4 2 ForT 5121, cluster control-nodeunit ? GRAED / — RERL T XTOLREITHN
FoREND) EAJITBH, showcluster info 2~ K& AT LET,

HDSRAEERTHDARY FOET

av RETFAZNOTRXTORA LN, ETATFFED A U NZEET AT, ROFIEZE
FATLET, show A~ RETRTOAUNRN—IZEET L L. TRTOHNBIUESNTE
EDax=y bOary—IErInEd, (FE, filfll==> s Tshow 2~ K& AT
T 5L 7T AZREROHGEHERE R R TEET, ) captureXC copy R EDZ DD =~ K
b, J TR EERTOFEITEIFHTE ET,
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FIE

AT R RTORANIHEELET, 2=y MERE LG AIE. FED A U NITEE
SNET,
cluster exec [unit unit_name] =~ > K~

1 -

ciscoasa# cluster exec show xlate

AU N—4 HFm T HITIE, custer execunit? 2~ REATLH) BEO2=y F&EL
TRTOLFTEFRTH8E) . showcluster info =~ RE AN LET,

1

FLXY ST 77 ANET TAINDOTXTOL=y )OS FRIEEC TFTP H—/3—
Zae—7212%, filflz=y b TRkOa~v FEATTLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

HEDPCAP 7 7 A/ (F2=v b5 129 D) B TFIP h— =tz —IhFE
T SEDOF ¥ T Fx 77 A NAITIEABNC2 =y MBS,
capturel_asal.pcap, capturel asa2.pcap 72 & L 720 £9°, ZDOFITIL, asal 3 KT asa2
MWITAZ 2=y MATT,

KD cluster exec show memory 2~ > ROHIFITIEL, 7 T AZDFKERA L IN—D AE
VIFHRAR RSN TWET,

ciscoasa# cluster exec show memory
unit_l_l (LOCAL) :******************************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_1_3o*************************************************************

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
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Total memory: 118111600640 bytes (100%)

ASA : TDOASAY S RAME=41)>7% Firepower
4100/9300 <~ v+ — </
I TAZDREBLEEE=F —BIO NI TV a—T 4 VI TEET,
A\

GE)  Cisco ASA & FXOS TZ T AHZH Y > 7 Lo ry b &2EES 5 & FXOS O %7r v Ro
J775 Cisco ASA IZERREIND /T MIE D $£< 720 £9, Cisco ASA TlL, 7 7 R Xl
Yo7 IPT RLARSETO/NT > NOBRNAIINry heELThy U hEnET, 7—% A1V
B =T 2 A AMIHEFAIND 7+ T — KXy NOBRB, T—FA B —T A ZADANTIHE
BRIy ZAXGHIEY 7 O REFE L ThH T hEvET,

DI2RARERT—RADE=ZZYY
I TAZDIRREDE=F VY L TIZHONWTIL, ROa<wr REZRL T EIN,
« show cluster info [health], show cluster chassisinfo

F—U— REHEE LW T show cluster info 2~ R&FEITTH L. 7T AFXNDT T
DA IN—=DAT—ZANEREINET,

show cluster infohealth =~ > Rid, £ v ¥ —T (A, 2=y hBLOT 52X 2ED
BEORELZFRLET,
show cluster info =2~ RORDOH TS L T EE0,

asa (config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER

D : 2

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

ID H

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP 0 127.2.1.3

CCL MAC : 0015.c500.018f

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
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Unit "unit-1-1" in state SLAVE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE

D : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

« show cluster info auto-join

FERLBIERIC Y T A 2=y N3 T AZICABMIICHESIINT 0 E 90, BLOEE
B (T4 BV ADFHESCY v — Y DNV AF oy JEERE) N7 VT INTNE I E
RLET, 2=y FBRKEMIICEDIZ 2> TWDGA, Fhida=y MR TTIZZ T A X
WIZHDGE., Z0a<wy RTIIHINRERINEEA,

show cluster info auto-join =~ > RIZOWTIIRDH SR L T E &0,

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check
failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport {asp |cp[detail]}
WD KT AR — PO EREFR L ET,
casp i T—H TL—2rD kT AR— MEEHEHR,

ecp: v bhu—L FL—rD kT AR— MEEHE R,
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detail ¥ —V— RF2 AT 5L, 7 TR TEEEOEN T U AR—F 7r hau
DOFEFIRMNEREN, Ny TR ar ho— L7 L—rTHhoEWNIRoTz b &1
Ny b Ray 7ORBEERE CTE £9, show cluster infotransport cp detail =~ >
RIZOWTIFROH N EZR L T ZE W,

ciscoasa# show cluster info transport cp detail

Member ID to name mapping:
2 - unit-4-1 3 - unit-2-1

0 - unit-1-1

Legend:

U
UE
SN
ESN
R
RE
RDC
RA
REFR
RTR
RDP
RDPR
RI
RO
ROW
ROB
RAS

unreliable messages
unreliable messages error

sequence

number

expecting sequence number

reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable

messages

messages error

message

deliveries confirmed

ack packets received
fast retransmits
timer-based retransmits

message
message
message
message
message

dropped

drops reported

with old sequence number

with out of order sequence number
with out of window sequence number

out of order reliable messages buffered
reliable ack packets sent

This unit as a sender

RE
RDC
RA
REFR
RTR
RDP
RDPR

all
123301
0
l1656a4dce
733840
0
699789
385525
27626
34051
0

0

0
3867966
0
acb26fe
1042168
0
934969
281198
56397
107199
0

0

2 3
3230662 3850381
0 0
5£839f76 7680831
852285 867311
0 0
740874 756490
204021 205384
0 0
111411 110821
0 0

0 0

This unit as a receiver of broadcast messages

ROW
ROB
RAS

111847
7503
5d75b4b3
630

0

0

0

1571

121862
665700
6d81d23
34278
582

566

16
123289

120029
749288
365ddd50
40291
850

850

0

142256

This unit as a receiver of unicast messages

1

513846
4458903a
66024

3308122
879979

6d841a84

108924

4370233
1009492
TbdeTfa’7
102114
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RO 0
ROW 0
ROB 0
RAS 1

N O O O
N O O o

30258 18924 28303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
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Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

« show cluster history

JITAZDERE, BIXOWI TRAF 2=y bBIBINTERNSTZHAL, 2=y MR T A
HEBENTERICET AT — A v —UNERREINFET,

DIREEERDNT Y FDFv TFx

JITABZTONRT y bOF % TFXIZHONTIE, ROa~vr FEZRLTZa0,
cluster exec capture

JTABEIRD N T TN a—T 4 T YR — h 4 5I121E, cluster exec capture =~ K%
ERALCHIE ) — RECTOIZIREEHE T 74 v 7 DX Y T F ¥ E2AINLET, TN T,
T AZRNDTRTOT—H ) — R THHBHICEDICR Y £,

DSRABYY—ZADE=ZZYY
JFGRABY ) —=ZADEFE=HF Y NI ONTIL, ROa<wy REBRB LTS EEN,

show cluster {cpu | memory | resource} [options], show cluster chassis[cpu | memory | resource

usage]
I IGARBIROENT — X XN LET, EAMERA TV a v idT—2DX A 12> THR
AN/ S
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D5RZ bST49IDEZ=RI)Y
UGAB NG T4y T DE=ZZY IOV TIE, ROa~ Ly REBRL TS,
« show conn [detail | count], cluster exec show conn

showconn 2~ > KX, 70 —MNT 4 L7 X NI 7 v FlFT74+T7—X 70 —0
W TH L%~k LET, cluster execshowconn 2~ RE{EED2 =y hTHHT
L TRTOHERNFRTRENE T, Z0a~vr ROFERNPLIF, 15070 —D 77 v
IWITTAZNDOEIEZERASAIZED XD IZBET 2008000 ET, 7 TAXDA
N—F M. B— R RF UL FORRray T 4 Xal— gl ko TRAD £
T, Zoavwr RERfTEE, BAEFORNT 7 4 v I NI TAFINE ED L )TN
LNEEICHONY EF, 2, = RARAT R T =D T = AZED L I T
WEEH 2 DNEERT DO HET,

Iz, show conn detail =~ > RO AFI 2R L E T,

ciscoasa/ASA2/slave# show conn detail
15 in use, 21 most used

Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 0 in use, 44 most used
Flags: - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, b - TCP state-bypass or nailed,

- CTIQBE media, c - cluster centralized,

- DNS, d - dump, E - outside back connection, e - semi-distributed,
- outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, L - LISP triggered flow owner mobility

- SMTP data, m - SIP media, n - GUP

- inspected by Snort

outbound data, o - offloaded,

- inside back connection,

- Diameter, g - SQL*Net data,

- outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,

- secondary domain backup,

- inspected by service module,

- per session, Y - director stub flow, y - backup stub flow,

- Scansafe redirection, z - forwarding stub flow

NX X5 <nWHPWO "o Z~FHFO™OOQW P
|

Cluster units to ID mappings:
ID 0: unit-2-1

ID 1: unit-1-1
ID 2: unit-1-2
ID 3: unit-2-2
ID 4: unit-2-3
ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member

« show cluster info [conn-distribution | packet-distribution | loadbalance]
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show cluster info conn-distribution 33 & UF show cluster info packet-distribution =< > i3,
TRTCDIFAZ 2=y MDD NF T 4 v 7O ERRLET, ThbDa~vr R,
S — R XT B ZFHI L, ST 201 HET,

show cluster info loadbalance =~ > K%, #EHiHIBOMKHEHREFZRLET,
show cluster info load-monitor [details]

Z dshow cluster infoload-monitor =~ > RN, HBORBIRDO 7 T AZ AL NDNT T 4y
JRfE ., BESNEZEREOGEHE F 740 FTIL30) 28 RLET, FREEOESNE
a2 Frd 5121%, detailsF—7— RZFEHL £,

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 a1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Buffer drops captured over 30 intervals:

Unit ID O

Unit ID 1

Memory usage (%)

Unit ID O
25
25
25
30
25

Unit ID 1
30
25
30
25

20

CPU usage (%) captured over 30 intervals:

. Firepower 4100/9300 O ASA 7 5 X &

captured over 30 intervals:

25

25

25

30

20

25

25

30

20

30

30

35

30

30

30

35

35

35

30

35

30

30

25

25

30

25

25

30

25

30

30

30

25

25

30

30

30

30

25

30
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Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

« show cluster {access-list | conn [count] | traffic | user-identity | xlate} [options]. show cluster
chassis{access-list | conn | traffic | user-identity | xlate count}

7 I AL EROERNT —F 2 FR LES, HHARERA T Y a 3T =20 T2k o
THRRY £,

show cluster access-lit =~ > RORDOHAEBRL T F &0V,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfea4
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access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71
access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016
access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8
access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

AT OERD, T XTH2=y b TO GRIHEERTTHI2E, KOEBVIZATLE
ﬁqo

ciscoasa# show cluster conn count

Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k**********************************

124 in use, fwd connection 0 in use, dir connection 0 in use, centralized connection
0 in use (Cluster-wide aggregated)

unit_l_l (LOCAL) :****~k********~k******~k*********************************

40 in use, 48 most used, fwd connection 0 in use, 0 most used, dir connection 0 in
use,

0 most used, centralized connection 0 in use, 46 most used

unit_2_2:********~k********~k******~k************************************

18 in use, 40 most used, fwd connection 0 in use, 0 most used, dir connection 0 in
use,

0 most used, centralized connection 0 in use, 45 most used

show asp cluster counter

ZDawry RE, TERAD ST TN a—T 4 U TIESL B ET,

DIRBIDI—T4TDEZR)VYT
7 TALDN—T 4 X TIZONTE, ROa~vy R LTI IZE0,

* show route cluster

« debug route cluster
I IGABEDN—T 4 ITERER T LET,

« show lisp eid
EIDs &% b ID #7579 ASAEID 7 —7 V&K LET,
cluster execshow lispeid =2~ RHD, RO ITESRL T ZE0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k*~k~k~k~k*~k~k*~k~k~k~k*~k~k*~k~k~k~k~k~k~k*~k~k~k~k~k~k~k~k~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D ¢ % kK ok ok K ok ok K ok ok kK ok kK ok kK ok ok K ok ok K ok ok K ok ok kK ok kK ok kK ok ok K ok ok K ok ok Kk ok kK ok kK ok kK ok ok K ok ok K Kk K K
LISP EID Site ID
33.44.33.105 2
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33.44.33.201 2
11.22.11.1 4
11.22.11.2 4

« show asp table classify domain inspect-lisp

Zoa<vwry NI, NI a—TF 4 v SITESL B E T,

DEEIS2SVPN DE=R ) 25
WDa<wy REFRALT, VPNEv I a v DRATF—F R L S5HEERLET,

oY OEEMR A, show cluster vpn-sessiondb distribution Z ] L TR S E
T, vAFACTIRARREETEITL TV DHAIE. 20a~vy eV AT AFTAN—
ATETTHRLERDH Y T,

O show 2~ REMHHT S E, %/ — KT show vpn-sessiondb summary % 5175 % %
Fp, By varo/ Ay va—nEtsnET,

« show cluster vpn-sessiondb summary =~ > RZFEH LT, 7 7 A% E® VPN #kiOfk—
Infcta—bfEHTEETS,

« show vpn-sessiondb =~ > K& H L7l x OFT /A 2 £=4 1 7 TliL, #% D VPN
FERICMZ T, TRARAEOT 7T 4T Bysar bRl T7 v By g OBNE
REINET,

HDISRRA)ooOOXU T DERE
JIAZN T OaX L TOREICOWTEL, ROa~xy RESRLTI7EE0n,
logging device-id

7T AENDE ) — RiX, syslog A v —T 2RI AR L £, loggingdevice-id =~ > F%&
FHT 2 &, R—FT8RR257 51 A IDfFE Tsyslog A vE—T%AERTH I ENTE,
I AZNOR—FIEELRD ) — R0 A vy E—VOEHSICREDLZENTEET,

DIRBYTDTINYT
I ALY TDT Ny TIZONTE, ROa<wr FeZRLTIZE,
» debug cluster [ccp | datapath | fsm | general | hc | license | rpc | service-module | transport]
JIGABY T DTNy T Aye—V%RRLET,
« debug service-module

A=A PLT TV r—=a YOSV A Fx v 7 ORBEEED, 71— F LSO
BT 578y 7 A v — Ve BRLET,

« show cluster info trace
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show cluster infotrace =~ > RiZ, "I 7N a—F 4 T OEDDOT Ny FIERE TR
LET,

show cluster infotrace =~ > RiIZOWTCTIHROH 2SI L TN,

ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

ez, Fra—AalLazy caEEES2o0 7 — KA, — RE L THBREEL TV A
ZEERTIROA v —URERINZSGAZ, 220/ —FoA—hA)La=y F4nHE
CLThd GREZHRLTLLEEY) 26, 1250 —RKREHFOT7 0 —RE¥y A A vE—
VEZELTHND (Ry U7 ZfER LT EEIW) mREERH Y £77,

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node

May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED

S2SVPND F5JIVoa—T429

SEE VPN D& 40

SEAI VPN ZEITLTWEL Y T AZ T, RO T —IRMNFE LTSS, BBlEni-7 1L —
REEh A ve—UNEMENET,

K%

BAN

I ARZIZHBML YL LTWAE X2, B |New cluster member (member-name) rejected due to vpn
FOEFIZBMLTWA Y FTRAEST —H ) — mode mismatch.
RSB VPN — RIZRWVEAIL. KD | 351 (x

Ay —UR@EMINET,

il / — F (control-name) 1%, VPN E— NEEBEIZHIME /) — KD
BELOHBMEN N EWHIHAT2=y ; (unit-name) 5 O%
BEREES LET,

DHFIVPN DV T AH X )3—TF 4. A |ERROR: Control node requested cluster vpn-mode change
NELLZESNTWANESIT. kDA |to distributed. Unable to change mode due to missing

T=UhEMmENET,

Carrier License.
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SEHSSWNO 5Ty a—7125 |

K%

EAN

ZfG L2 IKEV2 /X7 > R SPI TH A L A
VT EINIA =D BNER R AE. RO
Aw—UimmInEd,

Expired SPI received

F 70X
Corrupted SPI detected

JITAENNRNy I T v 7 vy ar BERT
ERWVWEAIE. ROA v —URNBMENE
T,

Failed to create the backup for an IKEv2 session.

IKEv2 #J#iEz 5 (IC) APl Z — DA,
WD Ay =R @AMENET,

IKEv2 Negotiation aborted due to ERROR: Stale backup
session found on backup

BHEAADOMEOSGEIX, RO A vE—U 0@
mahEd,

Failed to send session redistribution message to
member—-name

Failed to receive session move response from
member—-name (control node only)

Yty va OFEATIZ N ERn UREE IR
AT, IROA vE—U0@mmEnEd,

Cluster topology change detected. VPN session
redistribution aborted.

ROVWTNADIKENFEEL TLLATREMAHY FT .

« %A F# VPN & v 3 = 1% port-channel load-balance sre-dst l14port =2~ > RZ&2{#i [l L T

Nexus 7K AA v FIlZa— R RT3 07 THal) AAhELTLA Y487 — MBI
TWO5HE, 77 AZDY ¥ —DIDIDHEMINET, 7T AZ By arDEb
BTOBZERIT R LET,

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0 (unit-1-3): active: 0

Member 1 (unit-2-2): active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
5(2660)

Member 2 (unit-2-3): active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
5(2122)

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),
5(2501)

Member 4 (unit-1-1): active: 0

Member 5 (unit-1-2): active: 0

B A ME IKEv2 VPN (ZE(E 0 — b &R — FOMHIZA— b 500 #FEHT 5729,
IKE /3% > ME Nexus 7K & ¥ v — VIR SN2 A— T+ 2 AAND Y 7 D 1D
DIEE SN ET,

port-channel load-balance src-dst ip-14port ZfifH L T, Nexus 7TK = — R RNZ v 7 7
WYX LZPBIOLA Y 4R-MIAEELET, TO%, IKE T v MIT~TO
Yo7z, ZLTERTO/ — RIZEEFEENET,

X0 HNEICTEET DX, 7 7 AZ Offilfl / — R T cluster redistribute vpn-sessiondb % 3
17226 T, 77T 47 VPN Yy Y a &y ¥y —3 D7 7 AH ) — RICHEAR
TXET,
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B ssaosz5u2508

ASA D S RZ )25 DM

INHLOHNZIE, —RIREADRZTENET,

ATAVILEDT7AT7o4+—IL

MAC: 000C.F142.4CDE |

MAC: 000C.F142.5CDE

Node 1
= £ =l B | E
L o o = = o
© E E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
< portchi Spanned | >

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

port-ch1.10 inside VLAN 10 10.10.10.5/24, - 2001 DB8:2::5/64

I
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

“\
|

|
\U

port-ch5 |

VLAN 10, VLAN 20 Trunk

Switch

lVLAN 10|

J

l,[

A/
Client Server

Wb eXxa2 T4 FAAUNLDT—HX N7 7 40 v 7120%, 2725 VLAN BNEER T Hh

9, & 2IENESR Yy U —2 HIZIZ VLAN 10, Ay hU—27Z

IZVLAN20 & L %

T K ASAITH—OYHAR—IRH Y | INBAL v TFEIV—FICHEREINET, FT
XTI WA F—T 725 TWDHDT, MY > 7 EOTRTH/7r v FR802.1g 7 7Lk

SHET, ASA L, VLAN 10 & VLAN20 DD 7 7 A4 T U +—/L"TT,

A% K EtherChannel ZfE 3% & &1L, AA v FHIT ﬁ“/\“C@T Z Y NI N—TE
LT 1>® EtherChannel & 720 F9, ASANRFEHRAREIZR o T25A1E. A1 v FI3EV O

=y MATKNZ 74 v 7 ZHOBMLET,

Il Firepower 4100/9300 ® ASA & 5 2 4




| Firepower 4100/9300 D ASA ~ 5 2 4

L N |

S T4 9O DRE

Cluster Control Link
pori-ch1
192.168.1.1, .2, and .3 e Ep
WILC!
Node 1
§ /\ /\ eth1/6
iy [ ] [ ] ethirz
A =N A ethl/8 (Y ethoi1 -
=3 T %?"ﬂ
o —
-] lf\, 55 3 JE A 08 3
g Sy 218 820 &
2 R\ SX=81% eth/1| SREH 8
AT Onpp ™ — T .. 0 +
Q nosm T 5 &P o
3 Jogs 23858 =
=t mgmt 5275
- 58 2 Node 3 og &
= oL B/ eti/e o
o ] Mo T3] emirr o
AW 2 1] 3T ethi/s NJeth2/1 | | &
V V V V
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 2RI TEECE £

FoORIZRT L 9T, EHENZ—J7D A% KEtherChannel 38 0 . WNERA A v FIZBEH SN T
WET, AN _3@‘9\ WAL v FIEFR SN TCWET, LETHIUL, 4 EtherChannel
FIZVLAN B 7 A v Z—T = A Z%AETHZ b T ET,

W—T Y RKE—FKHYAFEIISRE)2T5D0TVERE

A s3> K EtherChannel Z#ffH L7z/v—7 v K £— RIZkT 5% A "7 A XY T ORED)

X, OTV OEYIRRE L E=F ) o Tk > TR Y £9°, OTV L, DCI &KIZ 7y F &
%%TZD\_J:’C\ BEEREEZRI-LET, OTVIE, 55T — 7 /MIIMACT R LR &84
BHExIC . DCl 2RI =F% % 2 b 3Ty MEERIELET, MAC T RL AN OTV 5k

T—T NIz Eémfb\focb\iz%é} I=F A My NI Rey 7 ENET,

0TV FRFE DI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

Firepower 4100/9300 D ASA 2 S5 24 |}
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B —5ore—r9rmss5258u 500V EE

feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown
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otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

Y4 FEZEICHELZOTVIAIILEIDER

YA "NET L LESEEIE, Ju— XV MACT RLRE2ZRU ETa vy 7 L THEe X D
2. 74 V2% OTV mBHEIBRT AMLENRH Y £, HERWSDODDBIMRENH D £,

FEREL TV B YA R TOTV A4 v F ED Cisco ASA 7' 11— 3L MAC 7 R L AIZHT 5 A X

T4y 7 N EENTHOLERHY T, 2O MUIZL-T, KEHUlO OTV 134 —
N A B =T oA AZZNHDOT N BT ET, =TT 47 MTZASA
HDARP = U BT TIZH D56 (ZHUIBEFOERO%A TY) . ARP IIHEE Ik
WOT, ZOFERMEZRY £, L -> T, OTV [HinikT — 7 /LT Cisco ASA 7' 11—

JLMACT RUAESERTHHESIEIH Y A, OTVITIFHERET — 7 VNIZZ B — 3L MAC
T RUVANRRL, OTVORRGFH T EIZOTVIEA— N~ A f LV F—T =2 AL T2=F %
ANy NET Ty T 47 LRNOT, 2=F%Fx A Xy MIP—Ih b0 71—
JVMAC 7 RL A2 Ra vy 7S, BFORERIXUIk S E T,

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

YA SBETXLIEEEIE. 74V XEHEEBMLT, OTV CIDAXT v 7T R

FHIRTAMLERH Y FT, Fu—)LMACT RLADA—N"—L A= "N E27VTT5H
12, WHFDOTV T A FI v MACT RLATF—T N2 7 U TT 52 ENEFICERT
KR

MAC7 RLRT—TILDI )T

YA FBE T L, T a— )L MACT RLANDAZT 4w 7y YN OTVIZBIMX 1L
HEAIE, MO OTV A —N"—Lf f B —T 2 A ZAD T a—)L MAC 7 R L R &5E T
ZXAILDIZTHBHMERHY ET, OV A IBREBILZH, 26D M) A2 7 U T3 540
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B s rmoszxausson

ERHYFET, OTVOEET —TNMIZZNHDZ Y U NRWE ST A0, MACT K
VAT =T N ELTIHEL T I,

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— Bt et e e it
G - d867.d900.2e42 static - F F sup-ethl(R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP X vy adDE=RY Y

OTVIiZ. OTVA v A —T 2 A AR THFEEHLIZIP 7 FLRIZHT 27 2% ARP ~D ARP
Xy v amHERFL T,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

YA EYSRE )T D

ROPITIZ, YR—hSND7 TAZHEANZRLET,

Y4 FEEDOMACT FLRAELUIPT KL XA %{#MA L f=X/\> K EtherChannel )L —T

FE— ~DHI

WOFITIX, FVA MOT—F T =Ag V—F LHNER Yy NU—F B ES N (f—A b
Tz A MFAN) 200OT —H U H—DENENII2DODT FAX AUNRN—=RNHLH55% 1L
FI, VTAZ A=, DCIRERHD 7 T AZEHIHY v 712 L > TR SN TWET, &9
A RNDTTAE A R—F, WER L OSNEHF OFR v b YU —271Z%f LAY K EtherChannel
FEHLCa—h/ AL v F I8 LE7, £ EtherChannel (3, 7 7 AZHNDOTXTHOY v —
SRR ENE T,

T —4% VLAN (X, A—_—L A F7 U AKR— ML (OTV) (F7EFEEEOL D) 2FH
LTHA FMEICIBEESNE T, N T 74 v I BRI FAZETTHLILEIZ N7 7 4 v 7 3DCI
Zi L oA MIREEFESNRWE 22T DHITE, /7 e—YLMACT KL A&7y
THETANAEBMTHLENSY FET, 1 DOV A FDTTAK ) — RRBERGEIC /-7
BE. N7 4 v POV A FDOITTAE ) — RICEEIND LT 4 V2 EHIERT D0
ERBHY ET, VaclZEHA LT, Z0—SVOMACT RVADT 4 )VH Vo 7T 50BN
DNET, F3LY—XT A — RNBIEIN7= Nexus 2 ED—FD AL v FTlE, ZFm—2
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H4 FEBEDOMACT KLRBEUIP 7 KLRAERA LR/ F EtherChannel L—7F v K E— kopl [

JVMAC T RUAMNLD ARP Ny b a7y 7T H120IZ ARP A VAT v a T
HVERHY £9, ARP A AT 23Tk, ASA THA FOMACT RLAEHA D
IP7 RVADNGEZRET HLENHY T, 14 NOMACT RLADAEZHET HE5EIE
VP ARP AV ART Vg UEBEHICL TS IEEN,

TIGARE, NEARy NT—27 D7 — b= L L THRELE T, TXCDHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NaZETLORTIMEHINES, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2ODERLLHHR—NTHEOYA FGRIT 72— MAC T R L A% 5E
LTLESDEBHWTWET, MAC 77 v B B EALARNE D, 1 B MACT KL &
DI HFEHLUET,

COHBREDYFT IV AIFKRDEBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T —Ta— T4 AINET,

e VT ARZDTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED ) — R TZETEET, OTVO T 4 VZIZE-T, T—
Y B—ND T T 4y IR —"T74 RENET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

ZX/\> K EtherChannel S5V ARF7 LY N E— K/ —XYHX Y4 FEIDH

WOHITIE, WEL—& LAV — 2 ORICEE Sz (/=AY T AFHAN) 2507 —4%%&
VE—DENENIIZ2DODT TALE RUN=RNhHLGEERLET, 7T AL A=,
DCIFEH D7 T A A Y 71X > THRF SN TWET, YA FD7 T AZ X —(d,
R L OWNER D A 23 K EtherChannels ZfEf L Ca—Hh /b0 XA v TR LE T, &
EtherChannel |X, 27 7 AZNDOTXTDY ¥ —UNZANRSIIET,

KT —H B X —DNERIL—H L INEL— 21X OSPF Z2# [ L. Z&il78 Cisco ASA % iifa L
F9, MAC LT L—HDIP X TR TONL—X T—ETT, DCIIZEHTA M L— &
BB TCHZ LWL, HEDY A N TITRTCDIT TAF AU NRNR=RDNEZ LRV RY, T
T4 73K T—F o F—RNICHER SNE T, 7 T AL OEER & R 2729,
Cisco ASA Z iR T 1K= A hd— ME, VA RCTRIULZ Y v 7 N —T %Rl % 05
NHVET, 120V A FOTRTDT TAX A N—ZEENEELESA, N T 7497
IZKN—2 05 DCIRERH THOY A hD T T AKX A N—ZELNET,

FTYA DPDRAAL vy FOFKEIZIT, ROLOZEZTHLILNTETET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

o %A ~H VSS, vPC. StackWise, StackWise Virtual : Z D>V 4Tl F—H ko ¥ —
LIC1BDODAAL v TF A A =N 1L, T—FBH—=2ITHDAL v T %A A=)
LET, 1 o004 Ty ar b LT, T —FvorX—DI T AL ) —RiZu—aNVAAfy
FIEFICER L, TEAA YT b T 74 v 7 IEDCL 2R LET, ZOHE, Eioige
W EDEFNIAT — 2B X —ICx L Ca—VCHRFF SN E T, DCIBRSR T 7 4 v
IR TE DA, LEINUT, %/ — RZDCIRHTHFD AL v F I T £
T, ZORAE, VT T4 v 7 FEEOT -2 X —ITBEND D, DClAIEFICE
T D IO R R TY,

#H A hor—71/L VSS, vPC, StackWise, StackWise Virtual : A4 » FDILEM % @0
HITE, HYA MI2ODRBRDTNEAAL v TF_XT 2 A M=V TEET, ZOHAE,

7 FAH ) —RiE, WMGFOa—NAAL v FIEFICERIN T — 2t 4—1Dv ¥ —
Y. BRBENRLDOU—ANAL v FIERRSNIZT =2 X =207 ¢ — T TEAN
> K EtherChannel % L £ 323, A% K EtherChannel (ZEAMIZ /08 LT\ E

T, Zua—HIIEAA v FiL, A3 K EtherChannel Z %1 b @ — /L EtherChannel
ELTRBRLETS

— i LI

(_ Internet

Router Bevmsgen 2 -"'"""'------.._______Iftouter

_ / \"_‘Hfgher cast route Spanned Higher cost route —f o
EtherChannel \

[ﬂ@de

%Iode 1

[

Data Center
Interconnect

Cluster
Control

j

| Inside
Spanned
EtherChannel _\ -

_/

Higher cost route %

Router

Router

Data Center 1 Data Center 2
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B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

A /\> K EtherChannel FS 2V ARZPLU M E—FA—X DR +HYA FREDH

WKOFITIE, FEVA DT = U= L—F L 2OONE Ry NT—27 (TFVr—vav
Fy hU—27 DBy hU—7) BIZEE I (A —A RV =X MEA) 2007 —4%+&
VHE—DENFNZ2 DD I TAL AUN=RNHDLGEERLET, 7 TAZ A 3—T,
DCIRH D7 T A ZHIHY o 7 I ko T SN TWET, HHA FDT T RE X/ —F,
WEB LU OT 7V r—ray 2y hU—27 L DB F vy hU—27 Dl FIZAR R
EtherChannels Z# i L Cr— /v A4 v FIZHF L £ 9, % EtherChannel |3, 7 7 A XN
FTRTOY ¥ —VICANRN INET,

BV A FDF—F T = A JL—H %, HSRP72 EDFHRP Z{EfH LT, &Y A b TR UsEito
BEMACT FLA LIPT FLAZEMIELET, MACT FLADOTHERT T v B 7 ZkET
% 7=, mac-address-tablestaticoutside interfacemac_address2~ > R&ZHH LT, ¥—hU =
AN—HFDEEED MAC T KL A% ASAMAC 7 R L AT —7 WZFIZIBINT 5 Z & & B5E)
HDLET, oo NIRRWE, YA M1 OF— b T =A BV A F2DF—FT A &
WETHHEIC, TDO T 7 4 v 7 M CiscoASA i L C, WA v F—7 = A ALY A
F2IZBEL XD & LT, BRENRBET S AREERH Y £, 7—% VLAN X, F—1—1
A N7 U AR=MABE (OTV) (F7XFEkO b D) ZHEH LT A MRS E T,
N7 4w I W= T2 AN—F5TTHLHEIZNT 7 4 v 7 BDCl & i L CoYA1
MIBEEEINRWE T DT, 74NV ZEZBMTHLERHY £, 1 2OV A FOF—
N A V= BREERRICRST2HE. N T 74 v 7MoY A FOF— b7 oA I2E[E S
NDEENZTANZEHIRTDILERDHD £,

— g,
e ™

(' Internet 1)

.

Gateway Router: -~ \_,_,_‘_,_‘ Gateway Router:
Virtual MACs and IPs . Virtual MACs and IPs
(FHRP) (FHRP)

Spiﬂnned EtherChannel

Spanned EtherChannel

o B

Cluster
Control

Spanned EtherChannel B e =

P I S =
Spanned EtherChannel 5 '

Data Center
Interconnect

A

-h“TéS

S - " r
Switch  APP NW ¥p]—/ﬂ ------ -*'TL/—/ App NW

Data Center 1

Data Center 2
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v3z8yvinszas ]

HSRBY LT DBEEN

ORIV aillE, 72T AE Y T OEWEICET AEEMEERA S TN ET,

ASA DEHEEL D SR A YT

ASA O—FROEREIL ASA 7 T A XV > 7 TIEHAR— b Ed, —HOMREILHIE / — K720
THR— hENET, ZOMOBIEIC SV TILEN REAICET 2513 25805 0 %
S
DI RBY T THR— b EINGEUHEE
WROBHEREIL, 7 T AZ Y I REM R TR ETEP, a~r FIdEGTSE T,
cTLS 7ux v a2 AT =774 K ala=r—3 3 U
« VE— |k 727 %&A VPN (SSL VPN # L U IPSec VPN)
B R RNA B —T A A (VTI)
IS-ISV—TF 4 T
CRDT TV = ar A VAT g
« CTIQBE
* H323, H225. B L URAS
e [Psec /XA A JL—
« MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP

ARy bRy b VT T 4T T gH
» Auto Update Server

eDHCP 7 AT v Fh, —R_— BILOFuax, DHCP U L —|F3HR—FENTWNE
9,

s VPN E— R NNF o7

o 7 x— )L A — N —
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B /5x2v rnhnsnnme

AN —T 4 ITBIVNT) v
« 7 v R (DCD)

* FIPS €E— K

DIRE) T DR REPRIBEEE

WROBEREIT, HI/ — F L2 THR—bShEd, 77 A20HEbAr—) v 7 anid
Ao

A\
GE) g AERIBERED R T 7 ¢ v 71X, 7 T AZGIY VR TA L N— ) — KLl — K
WICHRIE S NE T,

BN 25803, PRETRBERED N7 7 0 v 7 3P IERREEE & L Tl S
NDENZHBATONT, filffl ) — FLS O ) — RICEESND ZERHY £T, Z0HE
I R T T4 7D — FICEV RS ET,

RAEPREERE I SOV TR, il — R CHEENEAET D LT ToOERNS Fry 7Ehd 0
T, LW — N ECTHESR 2 ST D2 0ENH Y £,

CROT TV r—var A AT v a
* DCERPC
* ESMTP
- IM
* NetBIOS
* PPTP
* RADIUS
* RSH
« SNMP
« SQLNET
* SUNRPC
* TFTP
* XDMCP

cRAATF 4 —hF= R YT
Xy NT—2 TR AOFIEB X OFFA], ThHU T 40 ZI3FEERR T,
s T ANE Y T H—ER

« %A hHE VPN
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Banr=y ricERsn sk [

$$%%Fﬁﬁ\ww%ﬁﬁ&?x&@%ﬁ/%Ft@&%ﬁéniﬁo:nnww&
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=y FPZEICRESH, Hlffla=y P TF—Fa=y MIUFERINEE A,

GE)

—HOREA~Y L NiE, 7 7 AZEEOmEe BIERDH Y FHA, ZhbDa~w
YRRy MUFIET 256, 7 T AL REGOEBEREDIR> TV TH, &E
DFEINTEICHELET, 7 7 AZKEEOEECEZEESE 21213, APt R
EAHIRT 205N H Y 9, show cluster info unit-join-acceler ation incompatible-config
ERALT, ARMEORVWEEERRLET,

HR/EE S7- 2~ R @ unitjoin-acceleration, show cluster info unit-join-acceleration
incompatible-config

YA RZTEDITAH
Y > 7 F Gratuitous
ARP

9.12(1)

ASA Tl&. Gratuitous ARP (GARP) /% v F&2ERLTAAL v F L7 LT 5 A K
SO F v IR OWREICHES L e F L, &4 NOELIBMES RS &S
WAURIZE ST, Za—/ULMAC/IP 7 KL AD GARP +7 7 4 v 7 BNEMIICAE
MENET, 7 ITAIDOEREENTTA FTLOMACKLUIPT RLA LTy
RYA FEADOMACT FLABEIOIP T FLAEMAT 503 L, 7 FAZT
ZELE Ay ME, V72— L MACT FLABIORIP T RLAZEHALET, b
FT7 4w I NTa—sLMAC 7 RUADGEMBNAER SN WGEAE, 7 r— L
MACT RLADAA v FTMACT RLADZ A LT U FBRAET LA RN H Y F
o XALT U RMRIZTB—/NVMACT RVASND T 7 4 v VIRAL v F 7 A
VIZITARANI I TF A RERICDIEN T Ty T 4 TS, ZHUCE D AN T v A
FOtEx=2VT7 4 LOMENRBETLZENHY £7, %A/ K EtherChannel D =
Zy FBEOH A FMACT RLAZEIZH A FNIDARETHE. GARPRTF 7 4L
R THEZICR Y 7,

/AT IN7-a~ K steperiodic-garp interval

Firepower 9300 > ¥ —
D=y DX
VAR AT L Il

9.10(1)

Firepower 9300 D356, ZOMEREIC LD, v —TNOEF 2V T 4 EV 2 — AR Y
FRAZZREFHZEBML, NI 7 4 v 7 BNEY 2a— Ll THEIZSBEND L H1TRY
F9, MOET 22—V EPRVENISIMLIEEY 2 —id, OEY 2 — VRN E
FRAWMEIFTE RNV, RBEUED NI 7 4 v 7 2% ETHIERHY T,

/AR Sz~ F ¢ unit parallel-join

Firepower 4100/9300 O ASA 7 5 X & .



Firepower 4100/9300  ASA ¥ 5 2% |

B Firepower s1005300 L ASA S5 U LT DBE

HaE

iy

IN—
av

HEEEHR

Firepower 4100/9300 @
7T ALY 7D
T AL <A X ARETR TP
7 FLA

9.10(1)

T AFEINY 7 OF 7 b TIH127.2.00/16 %y FU—IRERHENET, =
NWTFXOS T/ JAXZZEHTHEEIIRYy NU—ZEZRETEET, v — VI,
Yy—vIDEBILOAE v N ID (127.2.chassis iddot_id) 2SN\ T, 2= D
I ITALENY v A F—T A AP T FLAZHBAERLET, 2720, %
DF -y NU—7 BETIE, 1272.0.0/16 N7 7 4 v 7 FZ/NATEERHA, TOD,

N—T3y 7 (127.00.0/8) BELO~LFF+v AL (224.0.0.04) 7 FL AZFRE,

FXOS |27 ZAZGINY 7 DA AR L6 H T Fy hEERTEDLXHCRDFEL
77

/AT S/~ FXOS =2+ > R set cluster-control-link network

JITRE A HF—T =
A R TR AR
1T, XU RENOE

9.10(1)

AUB =T 2 A ADAT =B ARFHNFEETLH L, ASAITA v ¥ —T = A AEEEL
LC~v—2 L, Z77AEZ b=y FHlkRT % % T health-check monitor-interface
debounce-time =~ > R 7213 ASDM [Configuration] > [Device M anagement] > [High

ERREICE T 51 > Availability and Scalability] > [ASA Cluster] Eiifi CHEE SN I U BEFHEL 9, Z

H—T oA AHH S OBRIZ, XU U RENOBEIREBICEE T 54 v 24— 7 oA XTHHEIND L 91T

NHETREL e FE L, ez, XU ke w%f@h \ZF1T L TV 5 EtherChannel D354

72 (A vyTFRY)a— Rz, T AA /9;75‘75@517‘&0“(1/‘5 EtherChannel 73
E) L TRU AR ERLSTHIET, DI T AL 2=y FOFNHR— FD/Y
RAREHENE WS EHRETC, 7I7AX 2=y P ETA U X —T 2 AR T —FK/R
INDHIOEHSZENRTEET,
EREIN-a<r NiEdbh A,

IR ERAE%ICAE) |99Q2) | LNE, Z2< DT —REICEV 7 T AF 2=y bR TAEZNLHIBRSNTHEL

HINZ 7 T A ZIZHZMN 2o ZOREZMGIR L%, FEITY I RAXIZESMTHILERZHD F L-, BIE

T 5 T, 2=y MIT 74/ b TS5%0, 1043, BLU20 % @W%Tﬁ7x& EEES]h
HB2NEaTLET, INOLOEIFRECEET, AOEEICIE, 77— s
VRO Z A LT O N, FIELET U r— g AT — 5’273?&75)% DEF,
FHEIFEF Sz 2< > K« health-check system auto-rgoin, show cluster info
auto-join

725 OEFEMEDR|99Q2) | 2=y FTE O FAZOEFEOEN T U AR— by 7 7 fHREHR LT

WhT U AR—K 71
rhagxtote—r0
Z AR — MMZEET
LEHEROFETR

Ny ZyRay ha—) L —rTWo W o2 X2y b Fa v 7o/
BERETELL2ICR0E L,

FHEZIIEFE SN2~ K : show cluster info transport cp detail
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removeunit=~ > KM Ve—RZ2FECTHEGHNITDLET, 77240 ba=y F2HIBRTL L9120
#)Eno enable F L7z, VAL, FXOS 67— hA T v TREXHERTL L, 7722V 7
NHEEAINC/R0 £ L, BMbEN-AT—Z RZ, 77— bR T v TREDHE
DA THMFFSNDEOICRVELT, 7272l ASAZYr—FJ5L, 77X
Z U TREEANIRY £,
R ERIIAFE SN2~ K : cluster remove unit
= DY =i |99) | v =T AV ATF =y 7 ORER I Z X VARVE (100ms) ICRETE DL DICRY
VAT = v 7 DFEER F L7, LARTO&/IMENL 300 ms TL7Z, f/hOFEARERH (interval x retry-count) (3,
H o - 600 X U RRGICT HZ LIXTERNZ LICEELTLEE N,
P EIIEF S22~ K : app-agent heartbeat interval
228 Y 7 OYA |99 | YA FHDOTTEMIZEY, T 74y 7 Ta—DRNy T v T A —F—TEICA—
~ RN F—=LFOY A MIEPNET, ZOEEBIZE->T, 1 FOEFENLREINE
R
HEIIERE Shza~ 2 K : steredundancy., show asp cluster counter change,
show asp table cluster chash-table, show conn flag
Firepower 9300 £ 27 [9.9(1) |Firepower9300 LD ASA 7 7 A Z X, 5ikE— K THA M VPNZVR— K LET,

FGAEY TN LB
Y1 M E VPN

STHE—FTIE, (EFRE—RRED) filf#la=y FZIT T2, ASATZ TAZD A
UN—TEE DY A M IPsec IKEV2 VPN #5ki &2 0k S D Z M T&£4, Zh
(&b HE£FR VPN OBSEEZ 8 2 C VPN H 7R — M AN KIEEIZHEIR X v, &l PR 5
BLET, HHS2SVPNIL, ZNENRKIDDEY 2 — Va2 EFLHRKR2ODOT ¥ —
DI TR (BE6e DI T AHE A=) ETEMEL, £FY 2 — /LT KK
36,000 DT VT 47 Eviar (BEF 72,0008 L, K 6,000 DT 7T 47 oy
vary (AFF12,0000 #HAR—KLET,

FHEIIET I N3~ K custer redistribute vpn-sessiondb, show cluster
vpn-sessiondb, vpn mode, show cluster resourceusage, show vpn-sessiondb, show
connection detail, show crypto ikev2
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=y " BRlO =y O ping NEREEFFIBLINICE D Z L 28 L9, PREEEE
%03 ~07ICELIZRICASA Y 7 vy =T X 77 L—RLESGE, HiLn
RENTR—FENTWHWRVWDT, ZOREILT 74/ bOIBICEDY £9°,
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show cluster info health details
WL TA v Z—7x |98(1) |ASANA v —T oA ZAERENBELTCNDERRL, 7T AXNL2=v FHH]
A AFfEEL L Ty— PRENDETOT R AR ZRETEZ DXLV ELE, ZOKEEICED, A
73572 DITFRE RE VHE—T oA ADEEE XD HHITKRHTEET, TRV AR EELSTLE, B
7o Ny o AREH] BMHEOAREENEL 2D Z EICEBELTLEEN, f VX —T 2 ADAT—H AH
Firepower 4100/9300 HNFETHE, ASAIZA v E—T oA AEEEL L Ty—2 L, 7 ITAEZNHa
D G =y MHIBRTHAETHESNZIVBEMAELET, 7740 hOT AT 2 R
1% 500 ms . Ah72MEOHIFHIL 300 ms ~ 9 F» T,
FHEITEE X7 2+ R : health-check monitor-interface debounce-time
Firepower 4100/9300  |9.7(1) |ASA 7 7 A X BT 5 &, LD Firepower 4100/9300 * % — D H A K ID %

Tx—3 ED ASA D
YA NEHTZTAHXT
VAL g=!

RETEET, UBNTASA T 7V 7 —2 a9 VNTHA FIDZRETHLERH Y £
L7z, ZTOFLWEEREIEL, WIS AZBEIC L E S, ASAMANTY A K ID Zf%7E
TERLL RS ZLICEBELTLIIEE Y, £z, A M7 TR EZ V7 L DR Bl
LI, BREME T 3 —~< AT 2EHOUENEEND ASA 9.7(1)
BLOFX0S211IC7 v 77 L—RT5Z L 2HR L4,

WDa<y RNERINE LTz, dteid
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7 — b Firepower F L7,
HO0 Y= B SR A~y Kb ) £ A,
Firepower 4100 U — |9.6(1) |FXOS1.1.4 Tix, ASALH K 6 ffD > ¥ — @ Firepower 4100 > J — X TH A ~H 7
2 DY R—h FGAEN T Y R—-FLET,
EHEEINn-avy RiIbv A,
—F v RB LA ,L[9.6(1) | 2, R EtherChannel D)L —F v RE— R TOY A "NHIZ T2 EZ Y L 7 OEE . YA
> K EtherChannel & — MEBIDO MAC T KL AZMA T, A MABDIP 7 RLAZBRETEBHL91T722Y
KoH A NEFH O IP FL7, A FIPT RLAZBNTAZEICLY, 72— )LMACT RLADBELD
7 RLADAR—k ARP JEE&#FHIET D701, V—T « 7 RIEDRIKIZ 72 Y 233720 Data Center
Interconnect (DCI) BRAADOEBENC LA A —1—1L A T 2AFR— MrEAL (OTV) 5
NAAD ARPHELZHER T2 ENTEET, MACT KL RAE 7 4 VX 57
WIZ VACL il TE 72\ A A wvFIZiX, ARP RENMLE T,
WD o< RWEEINE LT-, mac-address, show interface
16 DEY 2—/LD 952.1D) |FXOS1.1.3 Tlix, ¥ — /., SBIZHA MEZ TAZ ) v 7/ TEET, K
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A MR ZAZY T N—=DH A MID ZFEELET,
O ]\?ﬁ-/f Rl WDa~y REBEANEITEE LE L, dteid. mac-addresssite-id. show cluster
MAC 7 R L& . .
info, show interface
AVHE =T 2 A AFE|95Q) | H—T oA ZAETNTT TAZFHIEY 7 BRI LTZ5GE . auto-rejoin BfEE 7 A
X7 7 A& 7 A~ XA CTEET,
DR L7256 0 . s -
/<) : S ANLFE L7, health-check auto-
auto-rejoin EifED ASA RO== FERA check ato-rgom
JTAE DAL~ A
=
ASA 7 T AX 9.5(2) |ASA 7 7 A X%, GTPVI BLONGTPV2 A Y A7 v a v &Y R—hLET,
GTPvl & GTPv2 % - .
2= ol : X A,
I EHRINIZa<r FiEdbv %
TCPH&fi D 7 T A 2L |9.5(2) | ZDBRET, T4 L7 ZINy 77 v 7 7 —{EROBIEIC L DRI A7 7 —
BRI (B D TREZRMEE] 2R TE £,
oz~ REEANLE L7z, cluster replication delay
YA b 77— |9.5(2) Cisco Locator/ID Separation Protocol (LISP) 0)7 X727 FxlE, TNAAID EZED
7 A D LISP A > A BTN 2ODRIN D F LN T AR— AL, Y= R"—DBITE T TA T v
7vayv MZx L TEmIMIZ LEd, ASAIE, BITERDLISP F T 7 4 v 7 Z&E L, £0
HAE L — LV AR T ALY o ZEIIEHTEE T, ASAY 7 AF A —[T,
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T4 I EREL, 7 — A —F—OFEGZHHY A MCEELET,
WD a~y RPEANEIIEE SLE L, alowed-ed. clear cluster infoflow-mobility
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lisp eid-notify-intercept. flow-mobility lisp. inspect lisp, policy-map typeinspect lisp.
site-id, show asp table classify domain inspect-lisp. show cluster info flow-maobility
counters, show conn, show lisp eid. show service-policy. validate-key
¥ V7 JL—FR 95(2) |Fx¥ V7T 7 L— FRELITKHMLPAT Tid, NATIZ 1 EIZ 1 DOFR— MEHAZEID %’u
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. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &
Firepower 4100/9300 £ ASA 5252 1) L T OEE |

HaE

iy

N— | et

Tav

I AZY 7 FL—195Q2) |FT N FT, TRTOLANLT FTRAZY T ARy T, L DT L~LDA N
ATy b OFRERE VRUAMZ, FL—ARy T rIlEENET, LY LD A R F~D N L—
R LL AEHIRT D72DIT, 7 TAZDOR/N L —A LV ERETEET,
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