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PBR or ECMP %

eth0/0

eth0/1

eth0/2

eth0/3

Outside Switch

= Load Balancing:

PBR or ECMP

Node1/Control

inside elh1f2 \ eth1/1 outside

eth0/0

10.1.1. 1 ma\n 209.165.201.1 fmdln]
10.1.1.2 (local) 209.165.201.2 (local)

Node2

inside eth1/2 i 3P cth1/1 outside

eth0/1

10.1.1.3 (local) $209.165.201.3 (local)
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e A NEITOH) : HBIA > H—T 2 A N—T v K E—FK /=AY 7R VA FMEDH
(58 2—2)

ASA RO SRAYTDZA VR

K FTAE ) —RIZiE, FLETFALIA B ANKETT, T3TH/ — RICHE U CPU
EAFRVEMEATHIZEEZBEIODLET, £oLARWNE, N7+ —v U ARRNEIDA
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DENFIITEK 8 OD ASAy ZJERH (2x8) 752 La2RBEOLES, Zhickv, 16
J— KDy T AZ TR0 F9,
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2T _XTH /) — FTHIRE I ET,

A AT T T L—FREERE, ALY 7 N7 #FTTH50ENHVET, BEv b
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FTV 2 NIN—TEERT LT 723y ba—— (BERICEE DL — I
DEIESND) ZBINTLREORERETRZITH &, BROTETIZHNERKRN T 7 A4
)= FBRRHA v =V TINETEBRHA LT U NEBEIARREENRHY £9, 2005

4. [failed to replicate command] &9 A v E—UNERENDHIERHVET, T

A ve—VIIEHATEET,

ASARIEHY SRR TDTIHIE

o JTAFDNVAT =y JHEERIZ. T 7 AV N TEINZRY . BA—/v FEEEIX 3T,
FIZ 4NV ETH, TRTCOA L F—T 2 A AT LU EZ—F Y h ~NARAF=Z YV ITRE
T 72> TWET,

cRBR L= T AR U DY T AR FEEARHEEEN 5458 X (IR i

R LTeT =2 A =T =4 2D T T AL AEEMAHEIL. So%E. 2ITREIN
XN CAF T3 R TS E T,

ORI, T4V N TIRESNC e TWET, BRSO BAEESIC LSS D, T
7 4V N OAMIERHRERIL 5 T,

«HTTP b7 7 4 v 7 TlX, 5 WBOERERLEIENR T 7 4L N THIZ /> TOET,

ok
&
S
=

Day0 SR EZ(FRAL-ASAIRE VS RA2 Y VT DERTE

#HfH/ — K Day0 R &

HlfH ) — ROWD Dayd % EIZIX, 77— MA NI v TRE L, TR T —% / — R
SNHAH =T oA AREPEENTVET, KFOTF X MI, 7—% /— KD Day0 i%
ECEETHNEND HEERLTNET,

I ASAY 524500524 %BHT5 I}
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&
iy

B voozsesmLr-AsARE I S2E YLD

\)

GE) ZOETBICE., 7 7AZHPLOBREOHRNEGEENE T, Day0 st ElZlL, 748 A, SSHT
72 A, ASDM 7 7 B A7 EOMORE S HOLMEDNH Y £3, Day0 i & DFEMIZ-DWNT
. AZ =R T o7 A FESRLTITESN,

I'BOOTSTRAP

! Cluster interface mode
cluster interface mode individual
|

! VXLAN peer group
object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

|

! Alternate object group representation

! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers

! network-object object xyz

|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7

description CCL VTEP src ifc

nve-only cluster

nameif ccl

security-level O

ip address 10.6.6.51 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface

interface wvnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU

mtu ccl 1654

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface

nve 1

encapsulation vxlan

source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP

interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool

no shutdown

Cluster Config
cluster group clusterl
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Dayo EE %A LI ASARE v 524y vronE [

local-unit A

cluster-interface vnil ip 10.2.2.1 255.255.255.0
priority 1

enable noconfirm

INTERFACES

ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

T—4% /— K Day0 %€

T—% ) — RKDOWKD Dayd ZEIZIL, 7= A NI v TREOANEENTNET, KFOT
F A ME, HlfH /) — RO Day0 s ENOEET ZMERH HEE R L TWET,

\)

GE)

ZOBREITIX, 7T AZFLOBREDOHNEGENET, Dayd ZEICIX, 74 A, SSHT
%A, ASDM 7 7 & A7 EDOMORE L GO HMLENH Y £3, Day0 i EDFEMIC SN T
X, A= T o7 HA RESRLTITEIN,

'BOOTSTRAP

Cluster interface mode

cluster interface mode individual

VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51

network-object host 10.6
network-object host 10.6.6.53
network-object host 10.6

.6.52
.6.54

Alternate object group representation
object-network xyz

range 10.6.6.51 10.6.6.54
object-group network cluster-peers
network-object object xyz

Cluster control link physical interface (VXLAN tunnel endpoint

interface gigabitethernet 0/7
description CCL VTEP src ifc
nve-only cluster

nameif ccl

security-level O

ip address 10.6.6.52 255.255.255.0
no shutdown

(VTEP)

src interface)

ASAY 524500524 %BHT5 I}



ASAYSRADY 528 %EHTS |
B =ozonsamEzsszayssons

! VXLAN Network Identifier (VNI) interface
interface wvnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU
mtu ccl 1654

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP

interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt_ pool
! no shutdown

|

! Cluster Config

cluster group clusterl

local-unit B

cluster-interface vnil ip 10.2.2.2 255.255.255.0
priority 2

enable noconfirm

|

! INTERFACES

|

ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|

interface GigabitEthernet0/1
nameif inside
security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

RERDASAREI S A2 VT DERE

ASA A8 OREBAZRIZY T ARV U T RFBET HITIE, ROX AT #FITLET,
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A28 —T 14 ADHE .

I
A3 —x4 ANDKTE
K ) —RKDIFGAF A H—T A AE—FRE, il ) — KDL =T 2 AEFRELFE
T, A H—T oA AERIT, 7T AXICBMT D EEICT 4%/ — RicERlanE+, 77
ABEIY vy OMERRIZ. T— FA NGy ar 7 s FXFab— g CFIETHAISHLTWS D
LITHEELTL &N,

LB/ —KDTHOSREA2E—T AR E—KREHRET S

JITABY T EENCT HENC, Hx DA L E—T A AR T L7 74T U+ —
NWEERTDIVERDY ET, 7 ITAZ NV TICLoTHHTE DA ¥ —7 = A AOFEEN
HIREN D=0, 207 v AT, BFEOREICHBMEDRWA LV F—T oA ARHDHNE
IMEMERL, PR—=FEINTWRNA U H—T 2 AERETERVEIICTLET,

IR&O HEIIZ
s E— FOFREIL., 7 T AXITBINT 54 ASA R THEBNZAIT O LENH Y £77,
eV —)LiR— bk (EATHERIES) £7/21ESSH GREINTWAEE) OWTFhnafE

ALT, ASAIRBECLIIZER LET, 2hond 7y arondnbiEATExings
IZ. ASDM 2R LTI A% ) v 75/ ETXET,

FIE

ATyl HMDRWa 7 X2l —va rEFRRL, BHCA v —T 2 A= RZLTHET
AT 4 K2l —arEFBEETEXAL99ICLET, ZOavr RCIEE— REILEEIREE
/UO

cluster interface-mode individual check-details

1 -

ciscoasa(config)# cluster interface-mode individual check-details

AR

A B =T 2 A AFT—FRERELZH%IZ, SSHEHEH L TEICA v ¥ —T oA AR TE
HEDCRVET, L, V7 T7ARZV U TERECEET AL OITEBA A —T o f AER
ETDHANZASAZ YV u—RKT5L (L, Z7I7AFZIP 7=V ZiBNT 5720, 720

DHCP/»HIPT RLVAZEGT H7-80) . 7 FAZ L RN, —T 2 A A a7 4
Fal—raryPilfREND7D, BERTE RV £, ZOGAIEL, Al ThiliE=a
V=NV AR— ML A X —T oA R a7 4 FXal—ral BZEETHIHLERDY E

7

RATFYT2 75ARY L THICA VB —T A A EF— RERELET,

cluster interface-mode individual force
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1 :

ciscoasa(config)# cluster interface-mode individual force

FI7 NV EREEH Y A, WRIICE— FE2BIRTILERSH Y £9, E—FE2RELT
WRWIERIE, 7 T9AX VU T hEAX—TNIZTEER A,

force 7 v a v BRET DL, AEOR Va7 4 X2 Lb—va VOBREII I TOTIZE—
RRELEINET, a7 4 FX2b—rva OERS L LT, T— NEEE LI2%ICFH)
TR HMERHVET, (L HZ—T oA X AT 4 Fal— g VOEBEERTX 5D
T— ROREHICIRENDDT, forced 7y a v xR+ 2#ELET, Z0kHI
THUE., BIETH, BEOa 7 4 X2 —a v ORENLBBTEET, EbichIxy
ANMBEIRG AL, T— R& % E L7 C check-details 47> a2 2 HFEITLE T,

force 47> a v EIEELARWE, BfMEORNa 7 4 X2 —2a U RNBHEAE, v
T4Xal—ariEs7) 7L TVe—RTaL9lkdbnsDT, 2y —R—hk (7
BBRGE) IR L CEBT 7 EREZHRET OIMLENRSVET, a7 Fal—ra il
HHMEOBEN WS (Fner—R)  F— RALEFEIN, 207 4 F=2b—va it
HEFFESNET, av 74 X2l —var a7 V7 LELR0WEAIE, n2Z AL Tavr K
BTLET,

A B =T 2 A A FT— FNEMR45121%, nocluster interfacemode =~ > F&Z AT L£7,

BrOAE—T 4 ADETE

I ITARY T EAMTT DN, BEIP T RLARERESN TS, A —T = A%
FARKNERT T HMENH Y 9, FHICEHNIP 7 FLAEMHT 8581, e
b, SSHAHEHEG SN TWAEHA L X — T oA AZEBHTHLERLLLEANH Y £7,
oA B —T 2 ZAZONWTIE, 7 TAX ) T EB/MET DAL TLIXEORICHETE E
T, BRRIALVT A X2 —TarPH LW TAY )= RERMT L1, TTHA >~
B —T A A HRNIRET H I &ML ET,

ZZTIE flEx DA E =T 2 A AN TAZY) T HER DL IITA F—T = A%
ET D HEICOWTHHLET, BRA v F—T oA ATWEDON—T v KA U H—T oA A
ThHY, TRNENDLHEHDOIPT FLAZIPT RLA =B BELET, A7 T RAH
IP7 RLAIZ, D7 FAZDEDDEET RLATHY ., EICBAEOHIE , — RICE L £
T, TRTCOT—ZA L Z—T oA AIEA V F—T 2 A ATHHLERH Y 7,

A LR —T 2 A ZATIE, IPT RLAT— L EZHRET S, DHCPAHHTEX 4, &A1
VHA—T 2 A ADBNDHCP DT KL ADEEZ Y AR— M L TCWE4, DHCP 245
BAE., ZOFIEEZFEHLZNTLZIN, bz, @ EBVICGRELET (b—TFT > F
F— FO— R A v Z—T 2 A A NT A —FDORELEZBR)
1R BRI

e (ATFvay) YITA LU HE—T A AERELET,
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| ASAYS250YS5245RET S
Bansra—7z1208% |

cEHIA L H—T = A AN, T L AR 5, DHCP A T& £9, HAIP
TRLVAZERHLTEY, SSHEHEH L TEEA VX —7 A AU E— MIEEHFE LT
DB, fFRkOT—% ) — ROHBAEDIP 7 KL A F—WR7e b D TI,

e H AL, HIEH ) — R TERENTZZ TAZIP F—AMSIP T FLANEID Y
THNET,

o VT AHIP S —TIE, FROEI XV IPT RLAEEGT, Xy NU—2TTT
WHERTOT7 RLAZEDDHZ LT TEEEA,

Wiz &E " LET,
1. HIE ) — FI2 101,11 #RELE T,
2. fhoo /) — KiZiZ, 10.1.1.2, 10.1.1.3, 10.1.1.4 ZfEH L E7,

3. ) —FDIFTALXDIP T —NEHRETDHHE, AT THI-DI22, 3. 4
DT RLRET—)VIEDDHZ LI TEERA,

4. fRbVIZ, 5. 6. .7, 8DLEHIR, Xy MI—T7DMDIP T RV RAEEHT S
VBN H D F9,

A

GE) =L, ) — REET 7 T RAFZ DA RO T KL A
NDUNETT, D 1T RLVRFAAL VI TAXIPT RLATH
v, BIEOHIME ) — FOHo T,

5. VI AZIBMT D EEN—RFNRT FLUATHFES L, oL THEMTE X
—g_o

FIE

ATy 1 a—H/LIPT FLZ (IPv4 & IPv6 D— £ 721 7)) OF— L EZRELET, ZOT7 KL X
D1OB, ZOA L F—T A ARIEKE 7 TAX ) —RIZEV B ToRET,

(IPv4)
ip local pool poolname first-address — last-address [mask mask]
(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

1 -

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipvé 2001:DB8:45:1003/64 8
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ATy T2

ATvT3

ATy T4

ATy TH

Wil BT TAZND ) — RERIUEDT RLAEZEDET, 7T AZEERET DT EDY
AliE, TRLRAZESCLET, HIEOHIE ) — NIZBT AL 7 FAXIPT KL AL, Z
DT —=NDO—ETIEHY FHA, LT, FALAXY NU—JDIPT KLVAD 1 DAL LT T
AL IPT RUARIZHERE L TS E 30,

H/—PRICEVETONDm—ANT L A%, FEICEMICHRET 2 ZLiITTEEth, &
J—=RTHEHEIN TS T KL 2A%&ZFKR7 5121, show ip[ve] local pool poolname =1~ > K%
ANLET, HZTAZ AUNTE, 7 TAZIIBMLTE ZIZAANID BED Y THRE
To TOIDICE-T, F—=AnbEHSNLIr =RV IP BRELET,

Ao B =Tz R AL T 4 F¥al—ay T— BB LET,
interface interface id

1

ciscoasa(config)# interface gigabitethernet 0/1

A2 =T = ADLFIZRELET,

nameif name

1

ciscoasa(config-if)# nameif inside

name |3 K 48 L7 DT F A hILFHITY, RITFL/ANLTFIREBI SN EE A, ARTZLET
HITiE,. ZoOavwry RCHLWEEZFALET,
AA D TALDIPT FLAEZREL, 77 AZ T—NVEEELET,
(IPv4)
ip addressip_address [mask] cluster-pool poolname
(IPv6)
ipv6 address ipv6-address/prefix-length cluster-pool poolname

1 -

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipvé6

IDIPT RLVARE, 7F7AF T—L T RFLRLEUXR Y hU—7 FIZFELTWALER D
DETN, T—MZEENTWTIEERD ERA, IPvAT KL AL IPv6 7 RLAD—JFE721%
M HFEHRETEET,

DHCP, PPPoE. B L OVIPv6 HENREIXV R — & EHA, IPT RLRAEZFHTRET DM
ERHVET, VoZu—hAT FLADFRREL Y FR— FINTWERAL

X2 VT 4 LoULZRRELET, number (213, 0 (RIK) ~ 100 (hem) OBEEZIEELE
RS

security-level number
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1 :

ciscoasa(config-if) # security-level 100

ATFYT6 A X —T 2 A A% AF—TNIZLET,

no shutdown

il

WOBITIEL, &EEE 0/0, GigabitEthernet 0/0, ¥ & Uf GigabitEthernet 0/1 A > % —7 = A
AEBBPIDOA o H—T o f AL LTHELET,

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipv6 address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé
security-level 100

no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipv6 local pool outipvé 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0

nameif outside

ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipvé address 2001:DB8:45:1002::99/64 cluster-pool outipvé
security-level O

no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipvé 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1

nameif inside

ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipvé address 2001:DB8:45:1003::99/64 cluster-pool insipvé

security-level 100
no shutdown

TJ—rRAMSY T a7 FXxa2aL—3 200K
I TABERNDE ) — KNI FZAFIIZBMT AL, 7T— A NI v TREPLETT,
HE)— KD T—FR RSy TOHRE

7 TAZNDE ) — R37 ZAZIZBIMNT DI, 7= FA T v TREVPLETT, —KHY
Wik, 7 7 AZZBINT 5 XD ITIROICRE Lic / — Rl ) — R e R0 E3, 77242
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FIE

ATy T

VI A R =T M LT T, BEHMNRET D E, 7T AXOHIE ) — RPEREINE
T, WL TAZRNIZIOD ) — KL RWi=d, 0 — R3HI#E ) — iz 4, 7
T RAZBINT B %BD ) — RiZT—% 7 — RiZ/z v £,

1R BRI

e AT A4 X2l —rarENY I T v LET, BT ITAEXNLIETHMNERELT
LEIHAT, av 74 X2l —2a 2 HTTERLIICLTELZHTT,

« UG ALEIHY s LIEBA B —T A A (AT 3 L TCDHCPE I ATRE) AT,
AT 4 X2l —a N, L F—T oA A FTRC, JTAXIP S—LEZHRELT
RESNTODIHRERDHY T, ZOREE, 772X ) 729 T DR1IITVE
T, BfFOA v H—T 2 A Ay T 4 Xal—a B HEEIE, T4 —T A
AaAry7 4 Xalb—varyx 773528 (cear configureinterface) . 4 >4 —7
ARETTAR AL B =T 2 RAEWTHZEHTEET, 2T, 779 AX VT %
A R =T NI T HHENATVET,

BEY Oy Z AKX — REBIMT 5 E, —IEIZ, [REMZR /N7 v MR Ka » 75
BAETHZERDHY A, ZHIHRENOEETT,

IS ARG 7 CHERT Ay AR T L —ATRERENCLT, VI AXEEY vy
D MTU ZHLHEICRETE D L HICLE T, jumbo-framereservation =~ RAZ ML
TSN, VY AR T7b—LERRCTHEASARY a— REhded, ZOFIEE
HDDHNIFITL TR MENRH Y 97,

7T ARICBIMT HEN, 7T AXFHIY o7 v F—T 2 ADVXLANA VX —T =4 A
ERELET,

BT ITAEZY T ERIMET D L&, TDOA L H—T oA A% T ALZEY 7 L LT
WAL ET,

JIGRABEH) I A B —T 2 f A AT fFal—g0F, HEH — b TF—& ) —

RIIEER SR ERAR, ALar 7 F¥al—avas /) — NCHATALERH D £

T, ZOaryT7 4 Falb— g NIEBINWED, JTAXGEEY I A A —T = A A

DFETEFS / — RTEBNAT O LERZH Y £,

a) Xy NIV—=0ATV=7 NI N—TZ2EK LT, VIEPE T DIPT L A Zahl L £,
Iy NI =0 F T2l N ITNA—FDFHAMIONTIEZ, ASA 77 AT U —/L a7 4
Fal— 3> A KO [Objects for Access Control | DFEA S L T 72X\,

VTEP BDOREMEE 2D IP 3y b U—Z 1%, VNIA VX —T = A ADMERAT D7 7 X Z il
Vo7 NT—=7 MBS LTCWET, & VIEP Y —AA ¥ —T7 oA A2l RTH

Txy P EDIPT FLARHVET, 2OV TRy ME, thOT_XTDORNT T 4w 7D
IRREEEL . 7 AZHIEY o 0  Z—T oA AT EENDLIICLTL XN,
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i

WIZ, AV TAVTEBINTERA MG R Y NI =2 ATV =7 N I —T %R
T LR L ET,

ciscoasa(config)# object-group network cluster-peers

ciscoasa (network-object-group) # network-object host 10.6.6.51
ciscoasa(network-object-group) # network-object host 10.6.6.52

ciscoasa (network-object-group) # network-object host 10.6.6.53
ciscoasa(network-object-group) # network-object host 10.6.6.54

ROBFITIZ, AZ L RTRy Ry NI—=0 A7V BRIy NUV—0 A7V
7 b IN—TEAFRLET,

ciscoasa(config)# object network xyz

ciscoasa (config-network-object)# range 10.6.6.51 10.6.6.54

ciscoasa(config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object object xyz

b) VTEP &G A v X —T7 = A AEHELET,
interfaceinterface id
nve-only cluster
nameif name
ip addressip_address subnet_mask

no shutdown

IP7 RLAZ, Xy NU—F ATV F I NA—TOETD1 2L LTEDLNLERD
@\i‘a—o

&1

ciscoasa(config)# interface gigabitethernet 0/7
ciscoasa(config-if)# nve-only cluster
ciscoasa(config-if)# nameif ccl

ciscoasa(config-if)# ip address 10.6.6.51 255.255.255.0
ciscoasa(config-if)# no shutdown

¢) VTEP Y—AA L H—TxA A% NVE A AKX A BT £,
nvel
source-interface interface-name
peer-group network object name
ID1 TNVE A VAKXV A% 1 DIETRETE £,

encapsulationvxlan 2> RIMNVEA VY AX L ADT 7 4/ MLV BEMEnEd, PR
FNZBINT 2 LEIXH D £8 A,

1 -
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d)

e)

ciscoasa(config)# nve 1
ciscoasa(cfg-nve)# source-interface ccl
ciscoasa(cfg-nve)# peer-group cluster-peers

VTEP V—AA v X —T o4 ADEKnEL=y FAEELET, F—H A X —T = A
ZDEFERMTU L0573 &b 154 34 FEVEEZIEELET,

mtu interface_name bytes

TIAEGHNY 7 D NTT 4w TIZIET—F Ny MRENREGEEND 2D, 7T A X
Y 2T =2y NERIKROY A RZMATI TAF NT T 4w 7 DA ==~ §
(100 341 F) BELOVXLAN DA —"—~ K (54 31 8) ICHXIETD2HERNH D F
7 Mﬂﬂi1$¢w9W8A4k@Wf XELETH, TOHEPANTDH 2,561 ~ 8,362 D
MHCIERE LW TLEE&W, Ty s F—)LORBIC L), 20 MTU A X3 AT
Aﬁwmﬁﬁfi%biﬁh T 74NV DO MTU X 1554 34 R T, T—HA X —
T A AW 1500 I[IZHEZIINTWAEAIL, 7 7 AZEHIEY 27 O MTU % 1654 IZ3%E T
HZEEBEBOLET, ZOMEICIIY YR 7 L—2DTRNLETT (jumbo-frame
reservation =~ Ra&&H)

722V R T —AEHEA L TWBGE, & KMTUIZ 9198 XA N THDH®D
?%&4V&w7x4x®%kMﬂuiwmm&D\7?x&ﬂmUV&uM%kﬁﬁ
T&EY,

SO~y RIEF— 4 — RICERSNETR, 7— bR Ty TRIELE L HIC T ORE
ARETHI L EBED LET.

1 :

ciscoasa(config)# mtu ccl 1654

({F&) VXLANUDP R— FARELET,

vxlan port number

F 7 4L N TlE, VIEP E#E LA X — 7 =4 AL UDP "— |k 4789 ~D VXLAN ko
T4 w7 EZIFANET, *v NV —7 TEHEDANOR— M E2EHTLIHA6IT. Fed
ETEET,

&1

ciscoasa (config) # vxlan port 5678

UNIL A Z =T = A AL £ T,
interface vni vni_num

segment-id id

vtep-nve 1

1

ciscoasa(config)# interface vni 1
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ATy T2

ATvT3

ATy T4

ATy TH

s/ —roI— k2 r5yTonE |

ciscoasa(config-if)# segment-id 1000
ciscoasa(config-if)# vtep-nve 1

+ 1~ 10000 DFFAT VNI FEEZRZELET, ZDOIDIINERA > ¥ —7 = A 2B+
T‘g—(}
o 1 ~ 16777215 D&FPHTE T AL FID X ELET, B A2 FIDIX VXLAN Z ¥
TR EINET,
A B =T 2 ADZLHTIRED/INT A =R EBELRNTLIEEN,
JIGARZLAHIEMNT, 752X ar T 4 Fal—Tary E—RILET,
cluster group name

51

ciscoasa (config)# cluster group podl

ZANE 1~ 38 LFD ASCIH LFHNTHDHZ ENMETT, /—RILICRETEDHI T AN
TN—T1X 121 TT, 7 TAXDTRXTORA L NNECL4FTIEFHTILEND Y £77,
JITAADIDA L NOLEIERELET,

local-unit node name

1 ~38XFO—HEDASCH XFHNEFEHLET, &/ — NIZIT—BEOLBIBMNETT, 77
AHZNOMD /) — R ERULARIZMNTDHZ EIETEERA,

1 -

ciscoasa(cfg-cluster)# local-unit nodel

7T ALY 7 VNIA 2 —T oA ZA%fRELET,
cluster-interface vni_interface idip ip_address mask

1 :

ciscoasa(cfg-cluster)# cluster-interface vnil ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on VNI1

IP7 FLARIZIZIPVvE 7 RLREEELET, IPv6iE, ZDA X —T A ATIEYHR—FX
NEHA, /—RZEIZ, AILRY NU—27 FORLBZIPT RLAZIEELET, VNI R v
T =20, WMELVTEP X v NV —72 ECB@BT oMbz Bxy hU—27 TT,

filf ) — ROBRRIZKT 22D ) —ROTIFTAF VT 4 & ELET,
priority priority_number

1 -

ciscoasa(cfg-cluster)# priority 1
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B s —roo—rxr5vT08E

ATvT6

ATy 17

TIAF I T 41F1~100 THY, 1 BEREDTTAF VT 4 TH,

(AFvay) 77A%EY) 7O ST 7 4 v 7 ORFEF—FRELET,
key shared secret
1 -

ciscoasa (cfg-cluster)# key chuntheunavoidable

HHEIL, 1 ~ 63 T ASCI X7 T, HLHAMEIX, F—Z24ERTH57DIERAIN
F9, Zoavwr Rt TFRA NI T v (BFIRET v 7T — FMRRIBEIND T
R &) ITIEEBLEHA, T—F XA NG 74092713, BIZZUVT THF AL LTHEES
ET,

U IGARN T A X =T M LET,
enable [noconfirm]

51

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]Jo:Y

INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fléb7fc2 a742727e e40bcOb0 cd169999
INFO: Done

enable 2~ FRANEND &, ASAIFFE T 74 Fal—val B2 AF Yy LT, 77
AHY U TICHNE LTV RVEREDIE Ao~ ROFWERET, 774K a7 g
Xal—rvarilbdavry My, ZHICEYTLIZERHY £T, AEEORVWa~ L &
HIERT 2L oickRkdonNET, IWEELTNoEZ AN LEEAIE. 7T AX Y T3 A4 32—7
T2 A, HEREZEM L. B0 Wa~ 2 R BEIICEIERT 5121, noconfirm
F—U—REMFEHLET,

BONCA RF—T M LTz — RIZ oW CiE, #ili#ll ) — FRERESBAELET, ZNETIERID
J— KB TAZDOHE—DRA L NR—=THLIVLE RS DT, ZHRHIE  — Rz £9, =
OHMPICary 7 4 Fab—yva rBEEEITLARNTLEE N,

IGRABYN T BT =TT HIZiE, noenablezi~ > RE AT LE T,

GE)

PITABN T T 42— M LEGARIE, T TCOT—H A X —T oA AR ¥ v b Z
I, BEA AT AR NT VT 4 T T,
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il

WKOBITIX, BEHA L H—T A A, WHA VX —T = A A, WA H—T =4 A
BELORVXLANZ 7 A XY 7 % E L, £D% T, Inodel] &9 4HITD ASA
DY TAZY T EFEMELET, IR ZAZBNESNS /—RFThb
7=, HilfE s — Rz £9,

ip local pool mgmt 10.1.1.2-10.1.1.9
ipvé local pool mgmtipvé 2001:DB8:45:1002/64 8

interface management 0/0
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé
security-level 100
no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipvé local pool outipvé 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0
nameif outside
ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipv6 address 2001:DB8:45:1002::99/64 cluster-pool outipvé
security-level O
no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipve 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1
nameif inside
ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipvé
security-level 100
no shutdown

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.51 255.255.255.0
no shutdown

nve 1
source-interface ccl
peer—-group cluster-peers
mtu ccl 1654
interface vni 1
segment-id 1000

vtep-nve 1

cluster group podl
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local-unit nodel

cluster-interface vnil ip 192.168.1.1 255.255.255.0
priority 1

key 67impala

enable noconfirm

-

_\

—R)—FDIT— RSV TDETE
Feg ) REBET S, KOFIEICENET,

4R8O HHEIIC

e T 4 X2l —valERY I T T LET, BT TRAENOMIET ANENEL
LEIUHAT, avr74FXal—yaZELTELL2CLTEL DT,

« 7T ALEIEHY o LEBA LV H—T A A (AT 3 CDHCPZE A ATRE) &R C.
AT A4 X2 —arNOA U —T oA RFTRT, JITAXIP F—NAVEHRELT
RESNTWDEIRLERHY T, ZOREIL, 7 T7AX ) 7 EBHMET HENIITVE
T, BEDA B —T oA XA T 4 FXalb—2aBNhohald. T2 —T A
AayT74Xalb—varxs7 V7352 %b (cear configureinterface) . £ >4 —7 =
ARET TAZALE =T oA AIEMTHZEHTEET, ZHUX, 7 7RAF VT %
A X —T T HENAITONET,

B D7 I A2 — REBIT 5 e, —RIIS, REWR ATy MR v v 75
FETDHZ k75>f§>@iﬁ‘75\ ZHIFRENOEMETY,

7 ALEEY v THATHY v AR T L— A TFREENC LT, 7T AZHEY s
D MTU ZHELHEICRETE H L 912 LE T, jumbo-framereservation =~ REZ &ML
TLESW, VXY URTZL—L AT DL ASARN Y rn—Fahdlzd, ZOFIEE
HEDDANCFIT L T MERH Y £,

FIE

ATV T ) — RICBRELELDOLREIUZ FAZEEY v I A4 B —T =24 AEHELET, VIEP
VA E—T A AZHDOIP T FLAZRBELTLL I (KBETHER)

i

ciscoasa (config)# object-group network cluster-peers

ciscoasa (network-object-group) # network-object host 10.6.6.51
ciscoasa (network-object-group) # network-object host 10.6.6.52
ciscoasa (network-object-group) # network-object host 10.6.6.53
ciscoasa (network-object-group) # network-object host 10.6.6.54

ciscoasa(config-if)# nve-only cluster
ciscoasa(config-if) # nameif ccl

ciscoasa(config-if)# ip address 10.6.6.52 255.255.255.0
ciscoasa(config-if)# no shutdown

ciscoasa (config) # nve 1

(
(
(
(
(
ciscoasa(config)# interface gigabitethernet 0/7
(
(
(
(
(
ciscoasa (cfg-nve) # source-interface ccl
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

7—8/—rnI—trz+r3v 705z |

ciscoasa(cfg-nve)# peer-group cluster-peers
ciscoasa(config)# mtu ccl 1654
ciscoasa(config)# interface vni 1
ciscoasa(config-if)# segment-id 1000
ciscoasa(config-if)# vtep-nve 1

i — RICRE LD ERIL Y TAXLERELET,
51

ciscoasa(config) # cluster group podl

TITAEDI DAL N —BEDLFITLEIZRELET,

local-unit node_name

51 -

ciscoasa (cfg-cluster)# local-unit node2

1 ~ 38 3LF D ASCIL LFEHZIRE L £,

% — RIZIZ—BOAHINNLETY, 7T AXNOMD /) — RERUCA4RIZMNT A &1L TE
FH A,

M — RIZRELTZBDOERUZ ZAXGIY 7 A v F—T 2 A AERELET, /—
RIEIRCRYy hU—7 FOERZDIP T RLAZEELET,

cluster-interface vni_interface idip ip_address mask

&1

ciscoasa(cfg-cluster)# cluster-interface vnil ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on VNI1

IP7 RLAIZIZIPVA 7 RLAZEELET, IPv6IE. ZOA 2 F—T 24 ATIEIYR—F &
NEHA, ZOAHF—T A4 AL, namef ZHRETAH I LTI TXERA,

YA MEIZTRAEZV U TEFRHLTWDAEE, 2O/ —FOY A FIDEFREL., VA MEA
DMACT RUABEREND L HICLET,

site-id number

&1

ciscoasa(cfg-cluster)# site-id 2

number (X 1 ~ 8 T,

HliH ) — ROBEIHT LD —FDOTITA AV T 4 2ELET, @HIE, il — X
D EVMEIZ L E T,

priority priority_number
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. T—%/—FDIT—+R 5y TDEE

ATy T1

ATvT8

1 :

ciscoasa (cfg-cluster)# priority 2

TIAF VT 4% 1 ~10ICRELET, 1 BDlkmD7 744V T 4 TY,
ﬁ:]”?ﬁ]/‘— L—PXH/]; Lf;%)o)knbmuuﬁg\’ ffﬁ&fﬁ_’ L/ij—o
1 -

ciscoasa(cfg-cluster)# key chuntheunavoidable

JIGAR) T A R—=T NI LET,
enable as-data-node

enableas-data-node =~ > R&fEfHT 22 L2k T, BREICHTHIIXTOIELBME (FIT
EE I TRAZY U TRICRESNHTWWRWA VB —T = AD(E(E) ZEETEET, 2=
v RERITTLE, VIAZIBIMEEDLT—F ) — RRBEOREIZEBWTHIE , — K&
RHHREMEE R T ENTEET, T/ —Fpary74Xalb—va it Hl#/ —F
NOHRBENTZar7 Xz l—yaickoTEEXEINET,

I ARZN T BT =TT AL, noenablez~ > RE AN LET,

GE)
D IGABN T T 4 8—TMILTEGAIR, T XCOT—H A F—T oA ARV v v bZ
T EN, BEAUVH =T oA AN T 7T 4 720 9,

151
WOBNZIE, T —#% /) — Knode2 DRENGZFENTWET,

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.52 255.255.255.0
no shutdown

nve 1
source-interface ccl
peer-group cluster-peers

mtu ccl 1654

interface vni 1
segment-id 1000
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75 AR3)

R OPl: [V ECAZEN |

vtep-nve 1

cluster group podl
local-unit node2
cluster-interface vnil ip 192.168.1.2 255.255.255.0
priority 2
key 67impala
enable noconfirm

DOEHEONDAREZTA X

DayORED—ER & LT, 0TV FAXZORERKIZ, 7 TAZV T ~NVAE=ZY T,
TCP #ft R DIEIE, 7 u—DFEL Y T 4| MOKE LA I AF~v A A TEET,

Hl# /) — R TROFMELZEITLET,

ASA ) S RBZDERING A —Z2DERTE

FIE

ATy I

ATy T2

ATvT3

T, — N EDr T AR ERNAZ~A ATEET,

77 AL DFREE— FehltaLEd,
cluster group name

UEE) 7—% /7 — Kbl ) — R~oayy —VEREFNZLET,
console-replicate
ZORBEREIZT 7 AL P TEICREIS N TVET, ASAIT, FFEDEKRA N MR ELZL
T2, AvE—VEEHEI Y= VIIHALET, ar Y —VEBREEHICT L, T4
J—Fbfilffl ) — RiZar Y —A Ayt —URRESNDLDOT, E=4T50ERH LD
JIAZD ALY —R— 12T,
I TAZY T AR FORRPN =R LV EEE LET,
trace-level level
VENR U TR LAV Z2RE L ET,

ecritical : 7 VT 4 b AR b (EHKE=1)

e warning : #4 (EKE =2)

e informational : ff# 1 X2 & (BEKFEE =3)
edebug: TN F ARk (EHKE =4)
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B ~rxzzsurssvanEsmREORE

ATvT4

Ta—F—F =T A VI EABLIONRNy T I —F— DT —RETHA v E—
(clu_keepalive 3 X W clu_update A v&—) OX—77 74 THREERELET,
clu-keepalive-interval seconds
e seconds : 15 ~ 55, 7 7 4L ME 15 TT,

T ALHIEY) DR T T 4w I BEEOTEDIC, T4 LY LRVEEERTET D
ZEHTEES,

ANILRAREZRA) OB LUVBEHBSMEEDET

FIE

ATy I

ATy T2

TOFMETIE., S —REA L H—T 2 AD~NVAE=R Y U T HTHELET,

ez, FHA U —T oA R, BAHPSNDA L H—T 2 A ADNVAE=H ) T %
FU4E—TNMCT A ENTEET, ~"NAE=Z Y TEVLANY I A v X —T =2 AT
XFEITENFTEEA, ZT7AZEEHI 7 0F=F) VTR ETETETA, 2OV 7 ITHIC
T —ENTWVET,

7 T A OFREET— REia L £,
cluster group name

1 -

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

JTALZ )= RDONNVAF = JHEREE I AL~ A XL ET,
health-check [holdtime timeout]

)= RONVAZRERT D720, ASAD Y F A% ) — RNiE7 T A2 ) v 7 T 7 — R
N=hE—= b Ay =V ERRELET, /— FRREFHANICET /) — b /—hE— |
AvbE—UVEZELRWGS, £OET ) — NIUSERRELIZT v RREE AR ISNET,

- holdtimetimeout : / — R/ — k= k AF—% 2 A v — VORI HEE LT,
FRETEAHMIL 3 ~450 T, T 74 MI3IBHTT,

iSO MR VEREIT) L& (T2, T4 A ¥ —7 = A4 ZAOBIETZILHIBR,
ASAFTZIAA v F EOA L F—T = A ZADOHMEETITERL) 11X, ~VATF = v 7 HRES
ML, ML LT v =T 2 A ADA L F—T 2 A AT=H Y T H T DN
®» Y £7 (nohealth-check monitor-interface) ., "ARRBIYOEHENET LT, REDEENT
RTO /= RZRPIENTS, ~AF =y 7 HEREEFHEANICTE £,
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ATvT3

ATvT4

~ze=ayvrssvanasngzozz

1 :

ciscoasa(cfg-cluster)# health-check holdtime 5

AE—=T 2 A ATA U E—=T A ANVAF =y 7 BN LET,
no health-check monitor-interface interface id

AVE—=T 2 ADNVA F 2y 73V IVEEEE=F—LET, ASARA L NN—%T T
AZNBHIRT A ETORMIX, ZD /) — RPFELE A L N—TH DM, FX 7 TAZIC
ZMLEDIELTDENCE-TRAEYET, T 74V FTHE, ~NVAF =y 7 ITRTOA
VE—=T 2 ATA X =T NI TWET, Z0a<wr FOonEXEHFHLTT 1 &—7
b (BEZh) 2T D2 ENTEET, LeziE BHEHA L F—T oA AL MWHUS DA
H—=T 2 ADNVAE=HX ) T T 4 B—TWITDHIERTEET,

cinterface id: A v % —7 = A AOEREZTNLET, ~NVAE=FY U TIIVLAN Y7
ALH—T oA ATIEFEITENTE A, ZIT7AXGE) 7 0F=X ) VTIERETEE
Fho ZOV U ZIFEICE=F—ESNTWET,

AIEO NFRRUELEIT) L& (T2, T4 A ¥ —7 = A4 AOBIMETZITHIBR,
ASAFETIAA v TF LA 2 —T = A ZAOFMEFET2ITITENME) 1X, ~VATF = v 7 HRES
%)) (nohealth-check) (L., ML LTZA v H—T 2 ADA L E—T 2 AF=F Y T
LT HMENH Y ET, MARTYOEENET LT, REOEENTXTO / — RIZH
WENH, ~NATF =y VHEREEFEAIICTE £,

1 -

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

NVAF oy 7 KBGO BEIFES 7 7 AIRECNAI~A X LET,

health-check {data-interface| cluster-interface| system} auto-rgjoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

. system : WH— 77— D HEERE G ORELITVET, WHOEEIZIZ, 7Y r— 3
VRO Z A LT O N, FE LT TN = ay AT =2 AR ERH Y ET,

«unlimited : (cluster-interface 5 7 /1 ) BEHESORITHEIBEAHIRE L EE A,

« auto-rgjoin-max : FHiE A& ORI TR A 0~ 65535 OFPHOMEIZHRE L £, 01X HEHFRHKS
Ik L £3, data-interface & system OF 7 4 /L M 3 TY,

« auto_rejoin_interval : FfEARITOMMREEZ 2 ~ 60 OFPHOS N TER L £ T, T 7 4L
MEIXS T, 7T A ~OHESME / — RPRITT DRAERIERMIT, R ORER
AREH D 14400 43 (10 B) ICHIBR S AvE T,

- auto_rejoin_interval_variation : &M ST 50 E I 0EER L E T, 1 ~3 O CHE
ERELET L £FAL, 2: HaioMBRO2445, 3: BHAiOMBRO3fE) . =& 2.
bR % 5 CRRE L, Bo% 2 ICHRE L2Haid, BfORITH 5 5%, 2 [HH ORITHR
1051 (2x5) . 3FEEHORITN 20 0% (2x10) 720 F3, T 740 MEIX, 77 A
BA B =T 2 ZADEFRITIL, T—HA LV H—T 2 A ABIL OV AT AOHAIF2TT,
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B i xz2zsvvsrvanEsmREoRE

ATy TH

ATvT6

1 :

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

ASANA U H—T 2 ABEENEAELTNWDERRL, 7 T7AXNE ) — RPHIBRISNLDE
TOT NG AFMERELET,

health-check monitor-inter face debounce-time ms

1 -

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

TN v AREIE 300 ~ 9000 ms OHEIPADEAHE L £T, 7 7 4/L ME500ms TF, fH%E
IWNELTFTHE, A F—T oA ADEEEZ LV EICHRHTEET, 7T RAR#EZEL T
L, MBRHEORMBEERESLS R ZEICEBRLTLLEZEN, [/ F—T 2 ADAT—H A
BFWFETDHE ASAITA U F—T oA AEEHEL LT —2 L, 7 T7A¥1b /) — R&EHIkR
THETHESNZ I USRI L £,

EB) M7 v JAMOE=X) VT ERELET,

load-monitor [ frequency seconds] [ intervalsintervals]

- frequency seconds : E=# U > 7 A v&— MO 2, 10 ~ 360 B OFFH T E L £
T T 74N MI20BTT,

sintervalsintervals : ASA 37 — % Z{RFF T HREOEEZ 1 ~ 60 OFHTHRELET, 7
7 F IV ME 30 TY,

JTARRAARDNT 7 4w 7 BfEE=F—TEET, ML, AitERilk, CPUL X €
VOMHEHE, Ry 77 FeyXRERNEGEnEd, ANPETI256, YO/ — KBNATN
BB TED5E51X, /—RKOZ FAX Y T TEICTHEMIT D0, INBAL v TFOr— R
NI TS L0 ERIRTEET, ZOMEIX, 774V T x—7 M zsTn
9, N7 4 v OAMEEMIIICE=4—TZE T, AMPET 55, /— KT
TR T FERTENCT DL EZEBIRTEET,

o7 4 v 7 AR EFRRT SHITIE, show cluster info load-monitor =~ > R&EH L £,
% -

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28
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BHUASURBEUsS2a Ter nEERE |

il

OB TiX, ~NAF = VIR 3ICREL, BEHONO A HX—T =2 AD
TR YT RERNIL, T A H—T = A AOHEBEEESORITER A 2 Hh
SBAA L CRIFEIOMMEO 35S 25 4BICRE L, 7 72X > 7 OEE)
FAEE ORITHEIEZ 2 0B EOFF 6 [EIZERE L TWET,

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

BRUNSVABELUVI TAX2 TCP EHELEDRTE

FIE

&

B OBOBMERETCEET, Ty AN —LFEREFF I ARN) ==X Hu— K
NI TORERE LT, 70— IR Y B4 CUda1d, # L TCP 7 v — % i A faf
D)= RKhbfhd /) — RV XA VI N FH X ICHRETCEET, BfFo7 e —|3fto /) — K
WZiIFBE S EE A,

TCP 5t D 7 7 A BMDBIEZ G LT, T4 LI XNy 7T v 7 7a—{ERORBIEIC
KON E T v — T T 5 TRERIESE) ZHRTEET, T4 L7 X/ I Ty
77 —=RERENDENC ) — RRRT 2561%,. Thoo 7 —%2EET5 2 LIXTEE
Hh, [AERIC, 70 —Z2{ET DRI N T 7 4 v 7 BRID 7 — RICHHE I %6, vk
BT LIETEERFA, TCP DT X MMEEENMET D 8T 7 4 v 7 O TCP OERDIE
EEAIME LWL ST HHERH Y 7,

TCP #ft D 7 7 A X HBLOEIEE b L E T,

cluster replication delay seconds { http | match tcp {host ip_address| ip_address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address | ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

1 -

ciscoasa(config) # cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

1~ 15 O THEAZRE L £, http BIEIZT 7 4V FTSHHADNIRY 7,

ATYT2 VT RAFOEREE— FEBBLET,
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cluster group name

(A7 ar) TCP M7 7 4 v 7 OERDOEIBEAMEL T,
conn-rebalance [frequency seconds]

1 :

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

ZDavwryRiE, TIZHNITT 42— N> TWET, ALESNTW5H5E. ASA
X, 1B H720 OBFEEICET 2 1E R A EMIICZH L, LW A, | BT OBk
NENTNA ADBRAMOT A ZAZA7u— R LET, BEOEGIIBESSNETA, &
ST, Zoawy NZ1IRHZY OFGRICESHTORENHT D720, %/ — KT &
NI ORBUIBE ST, BOREBITE L RWEAERH Y £7, AMIEHRERHRT S
MEZ . 1 ~360 POHFMPENTRHRELET, 7 74/ MISHTT,

Bt ) — RicA7n—Rand &, P £9,

FA B AR T T LTI OB ERE LW TS ZEWN, RRLYA L7 T AF
A ANT R E B TE £ A,

YA FEHEEDRE

YA MHZ TAZY T OGE. TR L ZENZ®mO L2, REZNAS~A A TEE
—g—O

TaALYE2A—HYE—>a DEME

F—=H L Z—=DY A NI TAZ) T ONRT p—< A% b EESE, U KM v
MAET D0, TALr7Z4—a—h )P —2 a2 3—TMITHIENTEET,
WHE . LW EDY A PO Y T AH A= ZLoTr— R RXT U288, FTF
ENTVWET, LL, ASAIHMEEDY A FDALNR—ZF 4 LI Z a—L&2E ) K TEF,
T4 ua—H )= a k), TEEELRICYA houe—hL T oL x oY
A MCOAFEFRER 7 a— LT 4 L7 Z LW BIOT 4 V7 X a—) VRN £,
AEHEET 4 VI ZRE—YA NMFET D E, N7+ —~ AR ELET, £/, JLOHT
HENKLUTZSE, o= T 4 L7 ZIZE CY A b TH LWERORTE & 28R L %
T TO—NARTF 4 LI BIE, 7T ALY A A=RUOY A N CHE SN DBREO 7 v b
ERETHHEAIHERENET,

1R BRI
e T—MANTOTERETITITAHA AL NR—DY A D ZHRELET,

KD INFT T 4w ZATFE, a—H I P— a2 R—FLTHWERTA  NATE LW
PAT h o7 4w 7. SCTPHEINT-Z T T4 v T, T3 AT—a g7z,
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FIE

RTYT1 I 7AZOREE— RERIHLET,
cluster group name

51 :

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

ATFvT2 ForrsZu—HVEB—a A Rx—T7 I LET,

director-localization

Y4 FTREOEE

FA FOEENS 70— RET LI, YA FOTLRMEEANITEET, iy
Ty T A== A =T —LFE LY A MZHLHEE. T A FOREENS 7 —2 kT 57
WIZ, BMDAR Y 7T T F—F =0 A b bBRISNET,

1R BHIIZ
¢ 7= MANTOTRETITITAHA AL NR—DY A D ZHRELET,

FIE

ARTYT1 V7 AXOREE— RERMHLET,
cluster group name

&1

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

AT9T2 A FOIRMEEAICLET,

site-redundancy
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B /5x570—=zev7 0mE

HS5ZRA JO—EEY T4 DETE

LISPO N7 7 4 w7 HRELT, h—"=0VA NEEZBHT I Ta— )T %528
N CEFET,

LISP f Y ARS S 3 IZDNT
LISP "7 7 4 v 7 ABETHILT, VA FNEOZ7o—DEE ) T4 AN TEET,

LISPIZ2W\T

VMware vMotion 72 E DT — 4 £ L 24—~ v DELE Y T 4IZ L5 T, = NF 7 74T
VN DHEHE AT D LIRS, T2 X —HEABETEXET, CORIRTFT—F kL
Z—=P—=NEEVT 4 &2V R— T2, —"OBERFIC— S ~DAT)— & —
HNHEFTEDHENH Y F9°, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F v
IZ. 734 AID, DEV T FKRA 2 MID (BID) #ZDHFT, DEVNL—T 47 nlr—
% (RLOC) 752 0DENDF LN 7 AR—RZHEEL, —"OBITE2 7 54T v |k
WXL CERIIC LET, 2l 20X, =SB EH LWEFTCBEI L, 7 74 7 > R —IC
N7 4y 7 BRETDE V—ZITHLWEFRICN I 772X A L7 FLET,

LISP Ti%, LISP ®HHJj b v v—% (ETR) . AJJ b v—% (ITR) . 77 —A k
Ky T n—% ~v7 UV (MR) . BEO~y 7 +—n (MS) REOHL—EDT—
B NWT—H L= NPRYUETT, b= "PRON—F TR SN TND I L a2 —D
Tr7—A MKy T NV—=ERENTIHE, FOL—ZIMOTRTONL—F LF—ZX—R %
FHL, 79472 MIBR SN THDITRAS T 7 4 v 7 #RIT%ZIE L Ch 7 vMEL, B
LN — DG EETEDL LI LET,

ASA LISP DH 7R — K

ASA IX LISP BRZFEITLEEADN, BEFTOEEIZEHTHLISP N7 74 v 7 2 f&EL, v —
LVRAR T T2 o TEREDT-DIZZ DIFREMEH TE LT, LISPORE EITORWIGE,
=R LY A MIBEIT 28, NI 74y 2307 —F—F—DRbviz, HLn
A NTASA T TAZ A NR—=Z720ET, FHLWASANENFA FDOASAIZNT 7 1 v
7 BHEE LTk, W ASA R, = NICBERET DO N T T4 v 7 BB LY A NIED
RTVERBYVET, O 70y 7 7u—3KE IR, Threri—=v7] X
(AT vE=07) MR ET,

LISPHAEIZEL D, ASA 7 T AL A R_—X, EPIDOK v 7 —%2 & ETR £721X ITR [H T
DEY SNDBLISP I 74 v 7 BEBEL, 7R—0OFEEEHT LWV A MIEFETEET,

LISPDIHA FZ A~

cASA VT AZ A N—F, YA DT 7 —A N Ky T L—F L ITR £7-1Z ETR OHIC
TFELTWDOILERHY £T, ASA 7 T AXBREIRERE A DT 7—A Mk y
N—HRIZTHZLIETEERA,

CEERNBEINTZ TR —DERYR—FENET, —wmibENnTe— FowmInizr
n—, FREfELO ) —RIZBL WD 7 e—dH LA —F—lZidBBE S EHA, B
S ENTZ 70 —ITESIPREDT A r—a v NEENTEY, oo —LZ03Tx
TOF 7 —RNEL ASAICL > TSN ET,
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ASA LISP » G2k

ASALISP D% .

I TAZFLAYIBLIP4AD T —RELZBE SE L7 TT, —#HOT7 7Y r—a
YT ANRONDRMENRDH Y T,

cFEFO 70— £ X E VR ACARA R TRWT 0 —DE4E, A—T—0BENIA A TR
WRIBEHER H D FT, A LV ART v a R o—%FRETH EXIT, ZOWETHYR—
SIND T T4 w7 DEATEHGIETEES, Flo, 7r—FEE YT 4 ZRAKRR N7
T4y ZICHIRT 2 0ENH Y ET,

ZOEEIZIE, HEOMEIERT 2R ENEGENTHET (ZNHIZOVWTUITRTIDE
THHALET)

1

EE) RANMELFY—NIP 7 RLRIZESBRAERREID OFIR : 77 —A K~ KA
T N—H1E, ASA 7 T AEA NG L TWRWKRA MERIER Yy NU—Z |2 EID @& A
T —UEEETOIHANDY ET, T, 7T AXICEET LY —"E TRy b

T — 27 OIMZEID ZHIRCTEET, 7mE X, 7T AXZN200% A FORIZHEE L T
03, LISPMN3DDH A R TIEITEINTWDEHEAIEL, 7 7 AXICEEG LTS 2 o041
MZX L TOHREID 2 EZHO50LENH Y £7,

LISP b T 747 A VAR ay : ASAX, 77 —A MRy 7 —F L ITR £721%
ETR O TEEENS EID WA A v —I128W T, UDP AR— k 4342 DO LISP k5
T4 v 7 A LET, ASAIL, EID &A1 b~ ID Z#B8E#fHIT 5 EID 7 — 7 VA RFFL £
T, 22X, BAIOB Yy T NV—FDOEFELIP T R AL ITR £721X ETR O%EE7 KL
A%HOLISP T 7 4 v 7 ERETHAMLENRHY T, LISP hT 7 4 v 27 IiET 4 L7
ARFEDBTHNTEOT, LISP N7 7 4 v 7 AKIZZ 7 AZREBOILFIZSM L7202
LICEBELTLLEE N,

BESINT NI 74 v TOT7a— T4 2HINZTHY—EARY —: EVR
AIVTF AN NT T 4y 7 T7a—FEE YT A 2N TAVNERHY 3, 72L& 2
X, 7ue—%bv VT 4%, HTTPS N7 7 4 v 7 DIIZHIR L2V | FFED Y —/3 & DI
TRV SND N T 7 4w 7 OBRITHIBLIZY TEET,

A FID:ASAIL, K7 T AX /) — ROV A FIDEFEHLTH LA —FT—Z2RELE
j‘o

Ta—FE VT4 EANNCT DI TAZVLNIVORE : 7 TAX L THL7r— R
V5 4 ZHMNTAVERSY £, ZOF /A 700 AT 52 LT, BED
IIGADNT T 4w P ERIIT TV r—a AL T7e—2 ) 5 4 ZBICEDE
i cEET,

LISP A VAR S 3 VDHRTE

LISPO NI 7 4 v 7 BBEL T, V==V A " NEEB#HT I 70— T T 4 &2FH
M TEET,
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B usprozxxsvaone

FIE

ATy T

ATy T2

1R BHEIIZ
Hilfif) ) — FOT—F AT o7 ORE (19—) BT —4%/)—FKDT—hKA |
7T ORE 26°—V) - T, 7 T AKX 2=y b A FIDIZHIY HTET,
CLISPO NT 7 4 v T IHN A VAT ay NFTT 4w 0 7T ATEENRN-
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHDO 7 7 A%FET HHLENH Y F
j‘o

(EF) LISPA U AT v ary <=y T aRE LT, IPT FLAZESHTRAEF 2D EID &

HilfR L. LISP OFFHEAF—2RE L ET,

a) HEIE ACL Z{ERk LET, 5856 1IP 7 RLADHMN EID #lAAHRT KL A ERESET,
accesslist eid_acl_name extended permit ip source address mask destination_address mask
IPv4 ACL 3 X OVIPv6 ACL D EH BT H 5t L CTWE T, B 7 accesslist extended D
LIZHOWTIE, 2w F U 77 LU REBRLTIEEN,

b) LISPA AT v ary vy T affllL, "I A—% F—RNIIBITLET,
policy-map typeinspect lisp inspect_map_name
parameters

c) TERL7c ACL Z#Bll L C, #Fr SN/ EID #E#F LET,
allowed-eid access-list eid_acl_name
77 —ARNKY T NN—FFEIITITR/ETR (£, ASA 7 7 A X NG L TWRWEA MET
Txy NU—ZICEIDWBHIA v E—VZRETDHIENDHY T, 2D, 7T AZIZ
BET 2% —_"—F 713 x Y NV OARICEID #HIRCE 9, =& xiE, 7T AZMN
20DY A FOIIIEE LTSN, LISP A3 ODOY A FTEITESNTWEEAIT, 75
AL LT 200 A ML TOREID 25D 5 LENRH Y £,

dy MEISUT, FREEAXF—FATILET,
validate-key key

1 -

ciscoasa (config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa (config)# policy-map type inspect lisp LISP EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p) # allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty—AMKRy T N—H LR~ 4342 D ITR £721Z ETR O UDP s 7 ¢ v~ @ LISP
A UVART g VDRTE,
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ATvT3

usp 1 vz~ avonzE |

a) MEACLZZRELTCLISPO NI 74 v 7 ZRELET,

access list inspect_acl_name extended per mit udp source_address mask destination_address mask
eq 4342

UDPR— h 4342 8 ETHAXLE N H Y £9°, IPv4 ACL BLWIPV6 ACL ® EH HIiZH %t
i LTWET, B 7 accesslist extended DAESCIZ DWW TR, 2~v 2 R U 77 LU AEH
BLTLEEN,

b) ACLDZV 72 ~v 7 EERLET,
class-map inspect_class _name

match access-list inspect_acl_name

) RV —~=v7 IVIAyTZHBEL, 72 a DOLISPA U AXRT v a vy <y Tk
HBHLTA AT varvaAMb L, Y—ERAR) —r A —T o ACHEHALE
T FHThD) .

policy-map policy_map_name
classinspect_class name

inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}

O — 2 R vr—b55581%, BMEORY v— vy T4 EZRBELET, T 741
FC, ASA|ZiZglobal_policy EFEEIND 7 B — L AR —RNEENTNDHTZH, 7 a—
PIVIRY U —DARTERELE T, RN v—% 70— UVl LARWEGEEIE, A ¥—
TrxA AT LI OO —ERARY —ZERTHZ L b TEET, LISPA AT g
N MFNC N7 7 4 v 7 IZ#EAT 570, BEILEmEEDH DA 2 —T =4 R
P—bEA R —2@EHTHISLEEIH Y ERTAL, N T T4 v I BHERDT TA <
=T 556, RV ov—~ T2l THA X —T oA AZADETNIFETH T
T AT DT RCNEELZITET,

1 -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIL, 77—A P ARy NV—H L ITR £/2IXETR OB TEEEIND EIDEHA v E—D
LISP T 7 ¢ v 7 & LET, ASAlX. EID &% |~ ID Z & {F1T % EID 7 — 7 /L & {54
LET,

NG T 4wy IR T— FE )T 4 AL LET,
a) TR ACLZHELT, ==Y A FNEELET D L X, KA MIHEHIY ST
TEHEERRA VT 4 AN NT T 4 v 7 B ELET,

ASAY 524500524 %BHT5 I}
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RTvT4

ASAYSRADY 528 %EHTS |

&s
filt

access list flow_acl_name extended per mit udp source_address mask destination_address mask eq
port

IPv4 ACL B8 X TV IPV6 ACL D EH BT H ki L TWE T, il 7e access-list extended D
XIZHOWTiE, a~vr F U 77 L2222 LTKEEY, Zr—EE U7 00d, Y
RATVTAANIRET T4y 7R L TAR—T T 20ERNDHY £, 72& 21X,
7u—EEUT A ZHITPS N7 7 4 v 7 DI, FIIIFFEDY—N"—~D T 7 1 v 7
DHITHIRTE £

b) ACLDZV T A~ v 7 aMEMRLET,
classsmap flow_map_name
match access-list flow_acl_name

¢) LISPA AN v ar b LIZFRURY =~ TJu— I3 2~y 7T&2fEEL
T, 7ue— U T4 ZAMMLET,
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp

1 -

ciscoasa(config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-1list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

JIAR TN—T a7 4Xal—varyET—KRIBITL, Z7T7AXDOT7a—DFEE YT 4
ZHEMELET,

cluster group name

flow-mobility lisp

ZOFUIFTOYYREZIZEY, Te— Y T 0 OB A B HEICIT A E T,

151
WIZHl R L ET,
« EID % 10.10.10.024 %~ U —2 L@ EID IZHIFE L £,

+ 192.168.50.89 (PN#HE) (23 5 LISP /L —& & 192.168.10.8 (B ASA A ' H—7 =
A ZAF) I2HDITR £/-IXETR V—Z OO LISP 5 7 ¢ v 27 (UDP4342) %
MELET,

B ASAYSREADISREERRTS
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1525 /—roEz [

« HTTPS %A L T 10.10.10.0/24 DY —X—|ZEEINDTXTONIE T 7 4 v

JIZE LT a— U T 0 EEME LET,
c VT ARIIK LTI R— FEYTF 4 E A R —T NI LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0

policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP

validate-key MadMaxShinyandChrome
|

access-list LISP_ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eg 4342

class-map LISP_ CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP_CLASS
inspect lisp LISP_EID INSPECT

service-policy INSIDE POLICY interface inside
|

access—-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https

class—-map IMPORTANT-FLOWS-MAP

match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp

|
cluster group clusterl

flow-mobility lisp

DSARAZ/—FDEHE

JIABEHBALTRKIL, 27 4FXalb—varvx2EHL, VJIARAZ ) —REEHTEE

B

7O T4/ —FKIZIEB
TITAEDIET T T 4 TIRA N RDIZINE, 7FARAX )T a7 4 Xab—v g 3k
TR, FO)—FRETI AR T 5F 48— NI LET,

\)

GE)

ASAN (FENT, FFIINAT 27 27 —I1280) T 7T 472D E, TRTOT—
BAE—=T A ANV Yy NI ENET, BHEHA VX —T oA ADHBN T T 4 v
T HEEZETEET, NI 7477 —%FHIERITE, FTRX ) T EHO, 32—
JMZLET, FiE, 2O/ —RE7 FAZNLEEICHIBRLET, FHA X —T A A
X, ZD ) — KB TTAZIP F—NAnbZTWo72 1P 7 KU AZHEH L THl & e X Bk RE
LR FET, EL, Va—RLTHL/—FRB I FAXNTERLET 7T 4 7 TERWEE (7
FTALY T NEHIRREE TR EEA R LTSGR E) | A X —T o A AT/
T4, TNLBEOar 7 4 Xab—v g U EEICE, ar Y= VR — N EFHTINERD Y
S

ASAY 524500524 %BHT5 I}
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B o —rroor—s/—rok7o74 Ttk

FIE

RTYT1 I 7AZOREE— RERIHLET,
cluster group name

51 :

ciscoasa(config) # cluster group podl

ARTFYT2 VI ARY T hT =TT LET,
no enable

D — REIE ) — R Tho=5481%. HLWEIE S — RORBENE(TIN, BIDRA L R—
I — Ricen £97,

JIGAR AT 4 FXalb—a TR ESNADT, BT IAZY VT EHEA R—T T
T&EET,

HE — koD T—2/ —FDET7V T4 1L

BIAL LTS ) = RUSNDA L ANZIET 7T 4 71T DT, ROAT v TH2FETLE
—éqO

\}

GE)  ASADET /T 471 hbE, T RXRCDT—H AL EZ—T A AN Yy NIV ENFET,
BEHMHA VX —T 2 A ADHBNNT T 4 v 7 B EZ[FTEET, VT 74y 7 7u—%FHH
THINE, VITAZ VT EREEMNILET, BEA LV H—T AR X, D/ —RRBI 7
AL NP T =N IP 7 RV RAEMEH L Tl SRS BERE L e £9, 72720,
Va—RLTHL/ —RFRBITTRAINTERLET 7T 47 TERWGES (772X ) 7 nieghia
WRETHREERELESGARY) | BEHA LV H—T oA ATEHCR £, TNLFEDO =
T4 ¥ 2L —ya MEEICT, 2 Y — L R— 2T ILENH Y 7,

FIE

7 TAZMND ) — REHIBRLET,

cluster remove unit node_name

T—RARNT T ar7sXal—ra3EEInT, il — R oEBICFE Sz =
V74X 2lb—valrbFOEETHDLIDT, AT 4 Fal—ralrvRbTITkTED
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s5z28~0Esm ||

J— RZEHBEENTEET, fil#/ — FEHIBRT 5707 —4% /—RTZoa~vr K& AT
L7=25AiE, BrLndil ), — R BRESNET,

AU h—E SR HI21E, cluster removeunit ? & A 135 A, show cluster info =~ > R
AT LET,

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

DS RAEIANDOBESM

FIE

ATy T

ATy T2

= RN T AZIBHEIBRENTZGEG (ol 21X BEENRELIA V=T =4 ZDRE,
ELFAARN=Z2FITHT 7T 4 7IZLIEEE) 1, 7 7 AZICFHTHSNT DLENH
D iﬁ‘(}

AV —)VTC, JTAL a7 4 FXalb—rary E— ReRBLET,
cluster group name

&1

ciscoasa (config)# cluster group podl

TIGABY) T F—T I LET,
enable

552505 DRR

I TG AEMBFERIIMIRET HITIE, V7 FAF T— b ATy ar7 4 Fal—ar2f
ZHIBRT 208N’ H Y T, &/ —ROBEOay 74 Xal—valid (TI/7472=y
EBEENT) RUTHDLIED, 7 T7AZNPLMBTLHE, 7 TRV U TRIOa T 4
Fal—=alz Nyl T vTIPOETT D0, IPT FLADERZRT ST 1 Fa
L= a VEEELTHIONLRVET Z LB ) £,

ASAY 524500524 %BHT5 I}
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FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ASAYSRADY 528 %EHTS |

T—H )= ROYGHE, VIFAZY T ERO L HITEMELET,
cluster group cluster_name no enable

&1

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

TIGARN TN TF—H ) — RKRETAR—=T MR TWAEIE, a7 X2l —va &
FAEITHZ LI TEERF A,

JIGAR a7 4 Fal—arE 7 YT LET,

clear configure cluster

ASAIE, BHA LA —T 2 AR T FABZGHIHY) 7 GHT XTOA L E—T = A% ¥
cET L LET,

IGAB A B —T 2 A AFET—RETF 4= NICLET,

no cluster interface-mode

EF—NEIar74F¥ab—yva VIZMRESINRWED, FEITY Y N TAMLERHY F
7,

Ny T o FardZagXal—arPBbdGEa, FTary74Falb—raliinyrsTy
T ar4Xal—varyar—LE7,

copy backup_cfg running-config

5 -

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 Xal—a B AR— T FIREELET,

write memory

NPT o7 a7 4FXab—valrRNRVEAET, BBT7 7 A2HRELET, -2
. AV E—T oA AIPTRLAZEREL, FLWKA MNMEETLLET,

B ASAYSREADISREERRTS
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sims —rozE ||

HilfE /) — FDER
A

FIE

bz

B MM — FE2ZEETORBOHET, ) — N T2 7220 o7 28hic L, B L~
=y FOBRREFFS> T, 77 AZ Y 7 2BEANIT HH7ETY, 6l — 2T 5s
J— RZ i CIRET 2R ENH LB, ZOHOFRZMEN LEY, 2720, hRagEqhr
BREDSH AL, ZOTFIHEEH L“Cﬁ%'hﬁﬂ/ — FEEZRHI 5 &I _XTOHRED Py 7Sh
DT, FHLWHIE, — N L TH e BT 2 BN H Y £,

HfE ) — F 2235123, ROFIEZFITLET,

L/ —Rafifl ) —RE L TRELET,

cluster control-node unitnode_name

£
ciscoasa(config)# cluster control-node unit asaZ2

ALY TTGAZIPT RLA~OFERENMLEC /2 9,

A R —4 Z 3w 51213, cluster control-nodeunit ? (BRIED ) — R&2 L T _TOLRIN
FrEND) L AT DD, showcluster info 2~ > FE AN LET,

DSAZEARTOIAT Y FDOEIT

FIE

avy K& TAZNOTRTO /) — RZ, EFFFED / — RIZHET DT, ROFIEE
FATLET, SI’]OW:T’V/}‘%?F’\'C@/**]“L%{D?Fz)E ?AT@Hﬂﬁ#Hﬂ%éﬂTfﬁf
D) —FROaryy— VIl RrENET, ZOfoa~r N, 7z& xiE capture=C copy b, 7
TAZEERTOFATEIEN TEET,

FTRTO/—RiZavr FeXELEY, /— FaziEELZLEEIE, BED/ — FIZHEL
i‘a_o

cluster exec [unit node nameg] =~ > K

1 -
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ASA {785

ciscoasa# cluster exec show xlate

J— R&EFRTHIZIE, duster execunit ? (BED /) — RERLS TRTOLRIDER I
%) L AST 5, showcluster info =~ REZ A LET,

1

FLXY 7T 77 ANVETTAFINDTTOD ) — KM SEFFIZ TFTP %— N2 =
E—34512iE, fif ) — K CTkoa~r READLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

HELD PCAP 7 7 AV (% — Kb 129 2) N TFTP h— N Zab—ShvET,
SIEDX X T TF ¥ 7 7 A NAITIZABIC ) — RADIIIS 4L, capturel _asal.peap,
capturel_asa2.pcap 72 & L7 0 £9, ZDOHITIX, asal & asa2 [T7 T AF /) — FH4 T
‘d‘o

SREADE=BZYY

7 TALDRREL B E=F —BI O NI TNy a—T 4 7 TEET,

DIOSRBE RAT—RADE=ZHR) VY

I TALDODREDE=H Y o TIZONTE, ROa~vr RESRLTIEZIN,
« show cluster info [health [details]]

F—U— R&HEE LA T show duster info 2~ > REFETTH L, 7T AXNOTT
DAVINDAT—H APRFRFRENET,

show cluster infohealth =~ > Nif, /1 > % —T7 A4 A, /J—FBXO®Y 72X EKOH

EOREAZF R LET, detailsF—V— FiZ, ~n—h—F X v b=V 0REEEZFR
LET,

show cluster info 2~ > RIZOWTIIROE NS L T EE 0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.c192

Last join : 17:08:59 UTC Sep 26 2011
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Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version 0 9.4(1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL_NODE

D : 2
Site ID : 2

Version : 9.4(1)
Serial No.: JAB0O815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

« show cluster info auto-join

WRERIBICAZ IS 7 T A K ) — RN T A ZIZABICHESINT 5008 20, B L UREFIREE
(A B ADFHESRCY ¥ — LV DANVAT =y JEERE) N7 VT IN=nE ) 0EnR
LET, /— FRKBRINZHENZ /o> TWADIGE, £7003/ — RT3 TIZZ ZAZNITH
L6, Zoavwy RTIRHEARFRENERE A,

show cluster info auto-join =~ > RIZOWTIIRDH SR L T E &0,

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check

failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
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Unit join is pending

ASAYSREADYSRA5ERETS |

(waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit join is pending

(waiting for the smart license export control flag)

« show cluster info transport {asp |cp[detail]}
WD T ZAR— FEAEDOHEHERE R R LET,
casp 1 T—H FL—rD kT AR— MEEHER,

ecp: AL b= FL—rD kT AR— MR,

detail ¥ —V— RF2AT5HL, 7 TR TEEEOEHN NI U AR—F 7r hau
OFERRMNFERSN, Ny 7 7Rar ba— L7 L—rThs XN o7 b X
Ny b Ray 7ORBEERETE £9, show cluster infotransport cp detail =~ >
RIZOWTIFROH N EZH L T ZE W,

ciscoasa# show cluster info transport cp detail

Member ID to name mapping:
2 - unit-4-1

0 - unit-1-1

Legend:

U
UE
SN
ESN
R
RE
RDC
RA
REFR
RTR
RDP
RDPR
RI
RO
ROW
ROB
RAS

unreliable messages
unreliable messages error

sequence

number

expecting sequence number

reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable

messages

messages error
message deliveries confirmed

ack packets received

fast retransmits
timer-based retransmits

message
message
message
message
message

This unit as a sender

RE
RDC
RA
REFR
RTR
RDP
RDPR

all
123301
0
l1656a4dce
733840
0
699789
385525
27626
34051
0

0

0
3867966
0
acb26fe
1042168
0
934969
281198
56397
107199
0

0

dropped

3 - unit-2-1

drops reported

with old sequence number

with out of order sequence number
with out of window sequence number
out of order reliable messages buffered

reliable ack packets sent

3230662
0
5£839£f76
852285
0
740874
204021
0
111411
0

0

3
3850381
0
7b680831
867311
0
756490
205384
0
110821
0

0

This unit as a receiver of broadcast messages

111847
7503
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ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291

RO 0 582 850

ROW 0 566 850

ROB 0 16 0

RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:

MRT Tx of broadcast messages

Message high watermark: 3%

Total messages buffered at high watermark:

45

5677

[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%

Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:

F - MRT messages sending when buffer is full

L - MRT messages sending when cluster node leave

R - MRT messages sending in Rx thread

Client name
VPN Clustering HA Client

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at

[Per-client message usage at high watermark]

Total messages Percentage F L R
1 100% 0 0 0
high watermark: 4059
ASAYSREDY S A2 ERFAY S
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Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

« show cluster history

7T AZDEIE, BILOT T A2 ) — FRBINTE o B, /—NIR7 722 %
HEN - BHRICBA T 22T — A v —VURFERINE T,

DIREEERDNT Y FDFv TFx

JTAZTONTy hOF ¥ TF ¥ IZONTIEL, ROa<vwr RS TIIESN,
cluster exec capture

I TABEIRD N T TN a—T 4 T YR — h 4 5I121E, cluster exec capture =2~ K%
FRHLTHIE ) — RETOI IAZEE RN T 74 v 7 OF ¥ I FYEHFDLET, ZNT,
7 TABNOTRTOT—4 /) — R THHEBRIZENRY 7,
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2vi

s528yv—2ne=4y>5 |

JTABEY ) —=ADE=L Y U TIZONTIE, ROa~vr REBZRLTIEEN,
show cluster {cpu | memory | resource} [options]

7T AL BIROERNT —F R LET, MAFTREZR options 137 —# D X# A ST L - TR

DET,

D2AR b I 7490DFEZZYYT

JIGARNT T4 TDE=ZEZY I HONTE, kOa~<wy REBRBLTLEE,

» show conn [detail]. cluster exec show conn

showconn 2=~ RiX, 7an—NRNT 4 L2 H¥ RNulT7 v/ FHZ7x+U—FDLED7
o0 —ThhHhar LET, custer execshoweconn =<2 REEED /) — R TEHTSH L&,
TRCOBEFRENETRENET, 2O~ ROERNBIZ, 12070 —D 77497
DT TAFNDOEZEZERASAIZED LD IZRET D0 DDLND ET, 7 TAXDA)L—
Ty MMEI, B—RRF U T OMREa L T 4 X2 — g NI Lo TERDET, 2
Da<y REFIATAE, BABEHRON T 74 v I NI TAXRNE EO X DIZHTHINLD 0N
fHEICOPY £, £72, B—RKRXT PN T 0 —0ONRT 3 —< L AED L HITHE L
G250 58BETHDIESLHLET,

*7-. showconndetail =2~ > RiZ7e— v )5 s ODEELZITATu—%5F R LET,
Iz, show conn detail =~ > RO HHI 2R L E T,

ciscoasa/ASA2/data node# show conn detail

12 in use,

13 most used
Cluster stub connections:

0 in use,

46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic

received

at interface outside Locally received:

7544 (93 byte/s) Traffic received at interface
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NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity

Ifc Locally received: 716 (8 byte/s)

Bt n—D NI TNy a—T 4 T EIT O, mRONSTTRTO ) — FOEHie —HR
RLET, R, F£ED / — K Tcluster execshoweconn =< K& ASLET, T4
L7a (Y) . RN T o7 (y) . BEOT7+U—F (2) D7 T T o7 o —%81L
F4, WOBNTIZ, 3 2DFT_TD ASA TOH 172.18.124.187:22 75 192.168.103.131:44727
DO SSHENF RSN TWET, ASALIZIZz 7 77 0™BHY ., ZOHEHRO 7+ U —X T
HHZLEEELTOET, ASMBITIXY 777 03HY ., ZOHEGOT A VI X THDHI L
HEFRLTWET, ASA2 IR 7 T 713, Thnd—F—ThrZLaRKL TV
9, TU MUY RGFETIE, ZOEEHRO/N7 > MIASA2OWNEA 4 —7 = A AT
AD . A VB =T 2 A ADDLHTWEE T, AU RHHTE, ZORED /R
7y MIASAL BLOVASAZ DANERA o Z—T = A AN, 7T AZEIEY o7 %A L
T ASA2 |ZHEIE S 4L, RIZ ASA2 DA 2 —T = A4 APHHTnNE ET,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASAz.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********‘k‘k‘k*******************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********‘k‘k‘k*******************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info[conn-distribution | packet-distribution | loadbalance| flow-mobility counters]

show cluster info conn-distribution ==~ >~ ' & show cluster info packet-distribution =~ >~
RiZ, ¥_XCOITRZ )= F~D T T4 v I BERRLET, ZhbDavr K
X, S — R AT oY i L, T L DICREDL £,

show cluster info loadbalance =< > Ri%, 0O BHRER R LET,

show cluster infoflow-mobility counters =~ > KX, EID £ L U7 v —0OFTAH OEMERF#
ZFaxLE T, show cluster info flow-mobility counters =< > RiZ oW TIEkDOH %25
LTS IZEN,

ciscoasa# show cluster info flow-mobility counters
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EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested H

show cluster info load-monitor [details]

Z Mshow cluster infoload-monitor 2~ > Kit, HEBEORIED I T AZ AL NONT T 4 v
AL, BRESNRBOAH K (T 740 FTiX30) 2FRLET, FHBEOAREIE
A FRT 51T, details ¥ —U— RF&2HHL £,

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa (cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Buffer drops captured over 30 intervals:

Unit ID O

Unit ID 1

Memory usage (%) captured over 30 intervals:

Unit ID O

25

25

25

30

25

Unit ID 1

30

25

30

25

20

CPU usage (%) captured over 30

Unit ID O

25

B ASAYSREADISREERRTS
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25

25

30

20

25

25

30

20

30

25

30

35

30

30

30

35

35

35

30

35

intervals:

30

30

30

25

25

30

25

25

30

25

30

30

30

30

25

25

30

30

30

30

25

30

30
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30
35
25

30

30
35
30
30

35

35
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25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

« show cluster {access-list | conn | traffic | user-identity | xlate} [options]

7 T AREROERNT — X EFRoRr LET, FERHFHEZ options (X7 — ¥ DX A 72Xk ->T
e ET,

show cluster accesslist =~ > RICOWTIZROHE D E B L T &0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4fd4947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016
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access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8
access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

AT OERD, XTD /) — FTORFHEEZETTHI21E, ROEBVICATLET,

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

» show asp cluster counter

ZDawy RE, TEARAD N T TN a—T 4 VTS BT,

DIRAIDIL—T 4 TDE=ZZYY
JTAZDN—T L TITONTIEL, ROa~xry FEZRL TSN,
* show route cluster
« debug route cluster
JFGABDN—T 4 T ERERTILUET,

« show lisp eid

EIDs &%+ b ID #/~9 ASAEID 7 —7 V& FK R LET,
cluster execshow lispeid =2~ RHD, RO IJESRL T ZE0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k**~k~k~k**~k~k~k~k~k~k~k~k~k~k**~k~k~k**~k~k~k~k~k~k~k~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
TuD s ko & ok ok & ok ok & ok ok & ok ok Kk kK ok kK ok kK ok kK ok ok K ok ok K ok ok K ok ok K ok ok K ok ok K ok ok Kk ok Kk ok Kk ok Kk ok Kk ok Kk ok Kk
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

» show asp table classify domain inspect-lisp

Toavwr NI, NS TAY a—TFT 4 o ITENL L E T,
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HSREAYTOOXUTDETE
JIGARZN T OaFX o TOREICONWTIL, koa<wy RESERLTLLEEN,
logging device-id

7 T AZNOE ) — R, syslog A v E—VZERNZAER L £F, loggingdevice-id 2~ > N4
T DL, Rl —F2ITRe 57 31 A ID & Tsyslog A vE—UZAKTHZ LN TE,
T IAENDE—FT2TRRD ) — P50 A v E—VDLHCRELZ ENTEET,

DSRADAVRZR—TTARADE=ZRYY Y5
JIGABDA L E—T 2 A ADE=HF Y U TIZO0NTIE, kOa~wr REBBLTLEEN,

« show cluster interface-mode

JIGABE A EHE—T A ADE—REHFRLET,

DSRRYTDTINYYT
JIGAZYN T DTNy ZIZONTIE, ROa~xy REZRL TSN,

« debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
JIGABN T DTNy T XAye—VaRRLET,

- debug cluster flow-mobility
I AZN T Tun—%F )T A BHEOA N P EFRRLET,

* debug lisp eid-notify-inter cept
EID %1 A v & — VRATZAERFOA N FEFKRLET,

« show cluster info trace

show cluster infotrace 2~ > RiZ, "I 7N a—F 4 I DEDDF Ny FIER A2 KRR
L7,

show cluster infotrace =~ > RIZOWTIIROHE I EZSR L T F &0,

ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

ez, Fea—AlLdiz=y RAEES2SD ) — RAHIE ) — RE L THEEEL TV A

TEERTIROA v —UNERINZHEAE. 2250/ —FoaO—A)La=y 4 2FE

Lf%é( E%ﬁmbf<tév0ﬁx10@/~%#§%@7m-%%?1bf/?~
ZELTWVWD (ry NU—Z7 2B LTS IEEW) /R H Y £,

ciscoasa# show cluster info trace
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May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node

May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED

ASARFEHV S X5 1) 27 DB

LLFOHNCIE, — iR B ATO ASA DV FAZEEDOTRTHOar 7 Xzl —3 3 )
HEENFET,

EHAA =T R IN—T YK E—F/—AYSOX A FEDHI

WOFITIE, WEL—Z AT — 2 ORJICEE Sz (V—AV T RHHA) 2207 —4&
VHE—DENFINI2 DD ASA VT AK ) — RKBRHIEEERLET, 7T A%/ — KL,
DCIFRH D7 ZALZHHHY 7 IC ko TSN TnWET, &7 —F ¥ —DRNEHL—F &
FEL—Z X, OSPF L PBRE7IXECMPEZMEH LTI T AZ AV NRBTRNTI 7 4 vV & —
RANRZGUALET, DCHZE I A ML—RZEID S THZ EIZED, FFEOY A FOTRTO
ASA V7 T AL ) —FKBZ T LRWRY, NI 7 4 v 713K T —FBr X —NICHRI s E
T, 1 2O0% A "OTRXTOI TFAE ) — NIEENPBELIZSGE, N7 74 v 713K L —4
M5 DCIEEH THOY A D ASA 7 7 A% ) — RiZEbE T,
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Router
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{ 1

.
( Internet )
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Interconnect

Router

k.

et

Higher cost route -~ ~

C Outside )

e
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Higher cost route

Router

Data Center 1

DIRAR)TDEEEN

Data Center 2

Zokrvailid, 77 AZ ) 7 OBEICET SFEMER S S ENET,

ASA DEMEELE VS AR Y VY

IZASA 7 T A 7 TIEYR—hENT,

ASA D DOKERE
THR—bFENFET, TOMOMERE
‘@‘O

N (RAYAY 15

—HEBOBKREITHIE ) — FIZT

(COWTTEY 2 HERICET 2EERH L5685V £

RETET, avy NIESINET,

fTLS X EMFHT I =T 74 R ala=r—a e

« JE—h 727X VPN (SSL VPN ¥ L T IPSec VPN)

AN NA B —T = A A (VT
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CRDT TV r—ary A AT g
« CTIQBE
« H323, H225., B LT RAS
e [Psec /XA A JL—
* MGCP
* MMP
* RTSP
+ SCCP (Skinny)
* WAAS
* WCCP

ARy bRy N NTFTT 4T T4NE
* Auto Update Server

*DHCP 7/ 7947 v b, —21_—, BIXUOF ¥, DHCP V L —3VKR—F I TWE
9,

s VPN E— R NNF 7
e Azure TO 7 = — )L A —/N—
AN —T 4T BIOTY T

* FIPS £E— K

D3RR T DR REPRIERE
WOMHEE, #I#) — F LET THRE— FSRET, 77 AFOBA LA —) v/ Shkt
Mo

\}

GE) HREFRMEED N T 7 4 v 7%, 7T AZEY 7R TA L N— ) — R Bl — K
ICHEEE SN E T,
HHESRE AT 28580, PREFRMEEED T 7 ¢ v 7 PSP EhRIBEEE - L COME S
NABNCHES A TON T, HIE ) — RLSD ) — RICHEEESND Z ERHY £9., Z0HS
WX, NI 7 4 v 7D — Rk iKS g7,
HR LR R AREERE IZ SN CIE, I ) — R CREENEAT D LT TOEREN Fe y 7E8N5D
T, FHLWHE S — R E TR E2 LT 20ENLY $97,

cRDT TV r—ray A VAT a0
« DCERPC
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« ESMTP
- IM

« NetBIOS
« PPTP

« RADIUS
«RSH

« SNMP
« SQLNET
« SUNRPC
« TFTP

« XDMCP

AR T 4T N— KN FE=H YT
e Xy NT—T TR ADBIEB L O], 7T T 4 v ZI3IEEFRITT,
« T A4NH N T P—E A

o %A N VPN

e NLFHX Y AN N—F 4

BeD/—FISBERASNHHEE
SRBOBIEIE. 77 AL RKELIFRE ) — FTIEARL, & ASA / — FIC#fl ShET,

*Q0S:QoSARY v—iF, ar 74 FXal—a GO L LTI I RAZEETHY S
NWET, L, AU 3% — RIEslicEf shEd, &2, HAlEs L TR
VYU T ERETHHEAIT. HEL— FRBIOWEENN—A MEIX, FED ASA 7>HHT
ﬁ<b774/7_%méhi# 3 =K BRD7 TAZNHY, T T 4 v 7R
WAL TWDGA, AL — MIERICZ A0 — O 3512700 £7°,

o BRI BRI, — R EICEBNCHEE L £ 3, 7o & I, EALRGEHERIZ — R
BAH T, & xX, A= FAF Y U BREPHEELRVOIR, AXY 2 b T 70 v I RE
J—=FHETa—F RT3 7EN, 120 —=RKTIRTDNT 7 4 v 7 BfERTER
Weh T,

U Y—AEFH v L FalTHFRANE—RNTOY Y—2AFH T, o— b /UFEARDUIZIES
WTE ) — RIEBNC#EH S hvE T,

LISP N7 427 :UDPAR—1F4342 FOLISP FTF 7 4 w713, &2/ — Flck-T
BMEINFETN, T4 L7 XFEVYToENFRA, &/ — R, Z77A2AxETEFEN
5 EID 7—7 /W2 BMEETMN, LISP b7 7 4 v 7 BIKIZZ T A ZIRBEDO A IS
LEH A,
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2 NT=0 TOECABDAA EYSREY VYT

Xy NT—7 T 7 2AHOAAA T, BRE, &Rl 7T 47 D3 OOy R—R b
THERL SN ET, BRIEEEHF L, 7 T A Z U U7 7 — B EchdusE h AURRE & L TRk
NCEY, T—HHEEN T TAXT—F ) — NIZERESET, il — FRRRIN7-
B WESLIE B DOFERERE 2 —— 8B L O — W —|ZBE# A DI FF A & 5] & foe & Rl /e < 58
%Tét M%&T~T®kﬁ%ﬁbwﬂﬁ/ﬂ%#%ﬁbiT 2 —P—FADOT A FIL
%i$%ﬁ&4b77b I, HH — FREFE I E X bR SN E T,

7ﬁ?y%4yﬁm\7§X&W®”ﬁW%A&LT£‘énfwiT Tﬁ?y%4yﬁ

T —HNTEITENDZD, 70— TET I T 4V ITRREINTWAEAS. TO
Tu—%ETDHITRE ) — R KNTh T 4 TR ELEDRA v — /%Mm%~ﬂ~
ICEELET,

BMREEVIRZ YV

BEHIBRIL, 7 7 A X &RICEH S#vE§ (set connection conn-max, set connection
embryonic-conn-max, setconnection per -client-embryonic-max 33 & Tf set connection per-client-max
av RRX—=U%ZMR) | £/ —FIZE, 78— R¥y A M A o=V ES 7 T AL LK
DA T FDHEEMER DY F3, 77x5£¢1&ﬁ%@% RELTH, ZhRMEEZZEL T,
R ICHIRECEA SN 2WEERH Y £, £/ — F TR EEORHETOZ 7 A X 2RO
A ZEDE K E 7o T Nl S D TR BV £, 2L, m— RART v
SNl r 7 A2 TiE, RO & & ITFERPEFTINET,

BAFIVIIN—TFTaVTELVISREY VY

A v =T 2 f AT—RTIE, &/ —KNAZ U KT =2 LT —T 4770
FarzFZITLET, — bOZEEIX, &/ — RAMARNZITWVWE T,
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1A VB —T AR E—RTDEAFIVI L—TFT45

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

EORTIE, V—F AIIN—F B~DEI A NRANARHDZ EEFHLET, RNRAITE
NEN1LSO /) —RE@BEELET, ECMPZ2FEHLT, 4 XXM TrI7 747 Du— KT
VUV T EITWET, & — Rid, AN —Z ERETH EEIC, FENENEL D L—2 1D

PERLET,
BHFIT, K/ —RICERDINV—FZIDPRESNDIEIC, V—FIDDYI TAX T —)Vaik
ETHVLERHY 97,

EIGRPIL, fHBIDOA v H—T 2 f AT — DI T AZ T L DFRAN—URETEHK L EE A,
A\

GE)  TURMMERD DI T X ZPRE—— 215 L TEBOBEREG 2 F 56, L —
TAT #Fl’(ﬁﬁé‘f(% BT T4y ZJHEPBET DHERH Y £, FERAHAL—T 4
VI RBTHZDITIE, AL 7 4w 7= b T RTO ) — R, v F—T = A A%
FLOET, 1\774/7/ VOREESZRLTIIESN,

ASA Y SREDY SRS ERMT S
|
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FIPEOSREZY LT

sFIPDF v/ ar ha— L F ¥y RLDT70—NENENHDT T AKX AL R—|Z Lo
TAHHEESNTWAEHAIE, DF ¥ RO —F—1ZEWICT A RV XA LT TR T v
TTF—hEarir—)L Fxy ZLOEF—F—IZEF L, TA KV FA LT Y MaETEH
LET, 27F2L, avia—n7ao—0F—F—n)n—RKIn<T, arbtr—/L 70—
MERAT 4 7 ENTHEEE, BF7 e —BRiEHER S 2< v Ed, LEenoT,
arvhkr—LT7ua—07T A RV EALT Y MNIEFINETA,

«FTP 7 7 & A2 AAA 3 2856, Hli#ETF v x v 7o — Xkl — RicgEbh S E
@—O

ICMP A U ARH a3V EDSRBEYVY

7 T AH ki@imT % ICMP B L WNICMP =7 —/ X7 > k@7 a—%, ICMP/ICMP =7 —A >
ART 2 a VINERIINE I MIT L 5 TRV £, ICMPA VAT va VEER L7enGE,
ICMP IZ— KD 70 —ThH0, T4 L7 Z7a—IVR—bFSNEHA, ICMP A A7
varEEATLEHEE. ICMP 7 a— (XA, T4 VI XNy 7T v T T7a—lLo
TR I T v 7FENET, BMESNZICMP 72 —DE WD 1 D%, &Ny b
TALIZ MBS ET, T4 L7 X2, Ty haET7+U—FITETRDYIZ, 7e—
F—F—IZICMP = a2 —5& Ty NEiik LET,

IIWNFXYRMIL—TFTAVTEISREYDYG

fE@BA 2 —T7 24 AF— RTIE, vVTFFX¥ X MIEHL =y FAMEBNCENET 2 Z &1
HVEFA, T—EBION—=FT 4 T DRy MITRTHIElZ= > P TRIELEN Tlzk &
NAEOT, Ny b7V r—y g ronElESnET,

NAT &SRB VT

NAT &, 7 7 AZ DEEHIRAN—T"y MIEEELGRALTENHVET, ATV
KXOT T MU RONAT X7 > Rid, ZNENT T AZNORHOD ASA IZERFE SND T &N
HVFEFT, B— R RS 7T NI T RLAER— MUKIEL TWETAS,
NATMERESND L XX, AT RET T INRT U RET, NT Yy ROIPT KL AR —
FRERBNETT, NAT A—F =TI W ASA IZRIFE L=/ M, 7T R ZHIEY)
THEN L TCA—T—IZEEEINAT-D, 7 7RAZEIH) VI KRED N T 7 0 v I3 ELE
T, NAT A —F—F, EX=2 VT4 BLORY —F = v 7 OFERIZISE U TRT > OBk
EAERCERWATREMER S B 720, ZEM /) — NiE, A—F—~ifgk 7 o —&2Eilk Lsn 2
CITHEBELTLLEE N,

TNTHZ T ALY T TNAT 2T 2561, ROTA RTA 2B BLTIIZE0,
e XU ARP 2L  ARA X —T A ZADEEIT, v BT T RLAIZONWT TR
XV ARPIGENEEEND Z LIV ¥ A, L. 7T AXITHFIELRL Ipo T
RIMED®H D ASA LEEL— 2 LR ETBUREHERFT 2 2 L 22T, Ty AL
Y =3, AA L IFAXZPT RLAZET Y E L7 7 FLRICOWTITA X
TAY T NV—RNERIIPBR EF TV N VTR T EMEATOLERHY £3, 2

B ASAYSREADISREERRTS



| ASAYS25095245BATS
naT 525005 |

UL, A% FEtherChannel ORETIZIH Y TR A, 7T AZ AL L F—T = A AL EHE
MIFOENTZIP T RLAR 1 DR N=H T,

AHBNA v B —T 2 A ADA L HE—T 2 APAT 72 L : £ v X —7 = A A PAT IZ. {HRIA
VH =T 2 A AT AR =PI TWEREA,

eR— b Ty JEIDYTIZLD PAT : ZOBEEEIZHOWTIL, ROTA KT A4 2L
TLIEENY,

s RA NBHT Y OREKEHIRIZ, 77 A2 2EOHIRTIERL, /— FZ & IE#BIZE

SNFET, LEERosT, FA RSV OREKAIENTICHESNLTWS3 ) — K7 T
AATIE, RANDSLD NI 7 4w 7 MMN3O0D ) — RI_RTUZe— RKRF U7X
NTWBIGE, 3 5070y 7 %% /) —RIZ1OTOFDYTHZIENTEET,

N I T T T =N RNy I T T ) — R TEREINTZAR— T ey 7id, FA b
B2 OEKHIBOEARIZIIEBEINERE A,

« PAT 7 — VRSERIZH LW IP 7 R L AD#iPH TEH S5 On-the-fly PAT /L—/L D
EETIE, FILWT—=ABEN 2> T THWEEEETD xlate N 7 7 v 7 HE
D NS ) Xlate N 2T o TOEMRPKBMLET, ZOFEIIR— DT o v 7%
DY THBEICEA R b D TIERL . T—ABRSBENTN T T4 v I NI FTAZ ) — R
MTr—RRF o7 E3N57 7 AZBBTORR LIS KL PAT 7 —/L D
M T,

¢« JTAZTENMEL TV DS, 7y 7EVYTHA XEETTHZ LTI TEEY
lo LY A XL, 7 TAZNOET A A% Y a— RLIERIZOZENI/RD F
T, KT NAADY o — ROLEWZRGEET 572012, 7 XToO7ay 7 E ) Y4T
N—VEHIBRL, 20O — VIZBEET 5T X TD xlate 27 V795 Z & & k#)
WLET, 2O%, 7uv I YA XEEHTL, 7ay 7EY Y TOL— L EFERTE
7
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T, Lo T, HEIND PAT #Hfictoxt L THO THLLEITIE, 7T AFX D PAT
T=NWIZEDHDLHIP T RL A% 1 DFEFIZTH5Z LN TEET, PAT 7 —/LD NAT L—)b
THPREALAR—=F 1 ~1023 2805501247y a v aRELRVRRY, R—Fr7 oy
271% 1024 ~ 65535 OAR— M EZ B 8— L £7,

c BHDON—NNZEIT B PAT 7—/LOHEFIA B DN — /L TR C PAT F— L 2T 5
Wi, =BT B4 v —T7 oA AOBPUCEEZLIDLERDH Y £, T3TD
N—IVTREDA VF—T 2 A AT 20, HDHNETXTONL—LT EED] A
VHE =T 2 A ZAEERAT L, WTNERIRT AL ERNH Y £9, L— BRI bTeo
TREDA X —T AR UEE] DA VX —T oA AZRESELZ LITTEER
ho IBIESHED E, VAT LRV Z—V NTT7 497 L7 T AZNOGEYR ) — R —
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e TS UL RBREVARL PAT—LDOT Ty Ruabit, 792X 7T R—FSh
FH A,

cHEREPAT 72 U : VEBEPAT 137 A Z Y L I THR—FENFH A,

ol ) — FIC X o TEHINDF AT I w7 NAT xlate : #lffl / — K723 xlate 7 — 7 /L & #fE

FFL, 77—/ —RIZERLET, 4TIV I NAT 2B LT8R ET—4 /— K
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EERLET, T—X ) — g ETA LET,
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FFCE9, WA, multi-session PAT #2e 1 Xl / — NICERET 2R H 0 | HilfE ) —
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PAT Z#XET 5 Z LIXT& A, 7oL 21X, TCP/443 @ HTTPS TLS & e LT o &
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* PPTP
* RSH
« SQLNET
* TFTP
* XDMCP
« SIP
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IIENENRND ) — R AERINTWD K HICAET,

e NetFlow : 7 9 A X D4/ — RIZHE D NetFlow A b U — AL Z&24 % LE 9, NetFlow = L7
1%, % ASA ZJS7 L7 NetFlow T7 AR—FX L LTOLES Z LN TXxFET,

I ASAY 524500524 %BHT5 I}



ASAYSRADY 528 %EHTS |
. Cisco TrustSec £V S R & 124

Cisco TrustSec &V S XA YUY

M, — K208 X2 VT 0 FA—T7% 27 (SGT) (EHREFEHLET, T0Kk, Hilfl/ —F
BT =4 )= RIZSGT NESNHT-D, F—% /) — R, EF2UTF 1A o—i2fksn
TSGT O—F & HWrTE £,

VPN &Y SRE) DY
B R VPN (X, HREPRIBEEE T, I — RO Z VPN Bkt 2R — bk L £,

\)

GE) VE— R T727FBAVPNIZ, 7IAZ ) T TIIYR—FrENETA,

VPN e fEH CEX 2 D13/ — R7ZTTH Y. 7 7 A X2 OFE Al ME#EERIIEH S E
oo il 7 — RCRENRAE LSGE IR, T X TORERFO VPN ##i3 K bil, VPN = —H|Z
Lo TUI—Ev20HlrL e £, HLWEHE, — R2RE Iz & 2, VPNEHLA ik
MNTDHENRHD 77,

PBR 721X ECMP #3425 & EDEBIA > X —T = A A~DERIZOWTE, v—hLr 7
RLUATIERL, WAL VT AXIPT RLAICERT DLERH Y £,

VPN B O % — LEEREL, T/ — RicEfRlsnE 7,

INDA—T VR R5—1) U5z
BEOa=y b2 TARHKEETDHE, G T D857 79 AT 3y —~ 2 A%, &KE
AN —T" DK 80%I1Z72 ) F 9,

T2 & ZIE, BT ANEMBE TR 10Gbps D N T 7 4 v 7 BB TE 5546, 82=v DY
T AL T, REFALV—T"> I 80Gbps (8 ==~ I x 10 Gbps) D#J 80% T 64 Gbps IZ
e ET,

~ LY |—I—|
HEH/ — FDOEE

JIGAED ) — R, 77 AFHEY) 7 2N L THELTHIE, — RE2®RE L £, B

WD LY T,

1. /=R LT IRAZ) TR A X—T MLzl E (7203, 2T AZ ) ITRA
F—TNAELDRETEFDL =y FE2DTREILZ LX) 1T, F0O/ — RIREER%E
3BT e—REy R MLET,
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