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AWS — kx4 O—KN\SUHE KLY Geneve 2 J L T7—LT 0
X
Y

GE) ZOERENL, BAAEFR—FENTW5S Geneve { X — 7 = A ADOME—DfEFHI T,

Awsﬁ~bvl4m~FN§V#ﬂ\E@%ﬁ*yk?-&f-b&:%k\F§74yﬁ
DL, T S IA T A EF T~ RTHEET D a— RARZ U 2flAaabEET,
AMVmMi DT —2TL—r (=T B— KT RKRA VM) Ziix
=R oA — R KASUHEFR oy hg— L7 L—r a2 HR— b LET, KROKIE
F—=F Tz A0 —RKRFZ YD RRA L IS =T oA 0— KNNT UHICEREIILD
N7 747 ERLTWET, F— T =Aa— K729 F, EEDO ASA Virtual O T k
FTITAYTDNRT U AERED, NI T 4w P& Ruy T80, Y—bhUxzfu—RKRT 4
WEVIEYT (UX—2 T 74 >7) BICHRELET, Y~ bz ua—RRRJ9HF, b
T4 T — oA —RRT PO RRA b ESRITEYIRLFET,
1:Geneve > > L7 —LTFOFxS

Source Internet
—
] ‘- ASA virtual 1
@ D ‘- ASA virtual 2

\ Outside

C——

Destination GWLBe
] ‘- ASA virtual 3

= AOL

WIZRT AR X, BEEREOHIO NI 7 4 v/ 7ua—%R L TWET, GWLBIZHH
INTWBZ TRAZIZIE, 220 ASA Virtual f V' A X L ARH Y £,

rIH

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .



B aws casavimal 4525 EBET 5-HOT Y KY—TI KO TOHR

KTY w9495 RIZE+5 ASAVitual DASA 2 524 |

WS Aws Cloud
)

B
App1 Route Table %) 11101.1.0/24 > GWLBE
I 11.101.00/165 local

11.101.00/16 > local
0000> GWLBE
E Private Subnet E Public Subnet
GWLBE Route Table
N 11.101.00/16 > local
0000>16W

GwLBE

1
111011162

Spokel VPC

App1 Route Table. Edge Route Table
11100.0.0/16 > local 11.10000/24 > GWLBE
00005 GWLBE 11.1004.0/24 > GWLBE

11.10000/16 > local

Private Subnet ﬂ Private Subnet

-
) o=
Tadoz
i

E Private Subnet -
cwee ows N ASA Vitual 2
b=

sz
PR

App2
o [onstramre |
e |

s
T e

11.10000/16 > local

11100.0.0/16 > local
0000> GWLBE

AUE—=Fy IO DERNT 7 4 v 71,

WCRT 74 v 7 BREEINET, TDE,

GWLB =T FARA > MZiEBIL, £ 26 GWLB
KT 7 4 v 71 ASA Virtual 7 7 A X ICHRIES N E

T, NI T4 v 7lE. VT AZND ASA Virtual £ VA X AL o THRESH =%, 77V

r—3 3 v VM Appl IZEzt & E4,

Appl MBDFRE NT 7 4 v 71E, GWLB =2 RARA > MIEF SN, 220D U F—Fy

MIEFEENET,

AWS T ASAVirtual 7 S X2 ZRBAT 5=-HDIT U FY—T U kDT

AX

FUoTL— FR—ZXDEM

D7 a—Fy— hE, AWS TD ASA Virtual 7 7 AZ DT FL— hAR_R—ZRBEHOT—7 7

a—Z R L TWVWET,

. E Download Z Modify 4 Copy 5 Create 6) Buldzipfies
templates and infrastructure. cluster_layer.zip configure_asav_ from Pythan files
Local Host pwas ——*  yamiand filetothe ~— clusterzipand —"  for Lambda
from GitHub deploy_asav_ lambda python lfacycle_asav_ functions and
ciustering.yam/ files folder cluster zip files copy lo target folder
3
Linux Host Create
cluster_layer.zip
file
8 Wslor laver 7i
7 Deploy Upload cluster yerzp.  (9)  pepioy 10 | oginand
AWS Consale mv’fﬁEWije —» cluster_ffegycezp, ——» c;enjfﬂy asav. ,— verify
yam ot manae. clustering.yam| iine
template and cluster managerzip et Metaden
1083 bucket

. INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X 3
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AWS T ASAVirual 52 4 £ EBIT 300> ky—1v FoToex [

J—H9 AR—R FiE
a—HLERA R GitHub &7 v FL— R e 77 A L&y rm—RL
S
7
I/é\j g—F LR A b infrastructure.yaml 33 J O® deploying_asav_clustering.yaml
S T L— b EEELET,
3 Linux 78 A k cluster layer.zip 7 7 A V& AEK L £,
::-/"4"\-} o —H LR A b cluster layer.zip 7 7 -f /L% Lambda Python 7 7 A /L 7 +
— WEIZaE—=LET,
::/'5'\-] o —H LA A B configure asav_cluster.zip 35 JX (X lifecycle asav_cluster.zip
T ANVEERLET,
f@i o—H kA R Lambda B2 @ Python 7 7 A /v & zip 7 7 A V& ERK
~— L. =4y "7+ VA IZa’—LET,
(7) AWS =2 —)L Infrastructure.yaml 7 > 7 L — R Z J&BH L £ 97,
:j'/é\_: AWS =tV —)L cluster layer.zip, cluster lifecycle.zip, &
et cluster_manager.zip Z S3 /37 v MI7 v 7 rn—RLZE
R
(9) AWS 22> Y — L deploy asav_clustering.yaml 7 > 7" L — h & J&BH L £ 77,
Ay
(10) AWS 22 Y —)L o/ A4 LT, 7T AXDREMEZRRLET,
Ny
FHRMA
WD 71 —F v — ~E, AWS TOD ASA Virtual 7 7 A X OFBREFO T —7 70 —%R7 LT
*7,
Create
LecaliFoet conﬁ;:’rgllun
s-cripl
2 l 3 4 5 6)
AWS Des'i‘:l‘;:“ m:\elfﬁes ve”{:;:\,:wes gr{i:: ?:awgg\?il.a: 2531|:1Er$13?§5;
Console Inalanca 1o instance joined cluster attach target group using data
to the GWLEB interface IP
T—9 AR—R FIE
QO o—H kA R Day 0 kA7 U 7 M 2Bk L £ 97,
N
2 AWS =22 —)L ASA virtual £ > A X AR L E T,

INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X4 .
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- PRI
J—H AR—RX FIE
3 AWS =V —)L A VAR RN, B =T = A AR L ET,
4 AWS =2V — )L )= RKNITAZIZEBIML TWBENE ) nEHER L E
—g—o
5 AWS z12 Y —)L B—0y NI N—T L GWLBZER L ET, ¥—F v
k7 —7"% GWLB IZE| ) 24 CF 4,
6 AWS 21— L Fe B A B =T A AP EFHALTCE—F >
NN VAR ARG L FET,
— O
TL—Fk

LFO7 7 b— MEGitHub TAFTTEET, NI A—ZHIL, 77— FTHRESINT
INTGRA—=HFE T 7 x)v ME, FERAMTRERE, BXOFEHICE Y BATT,

s infrastructure.yaml : > 7 7 XA M7 7 F ¥ REHOT 7L — |,

+ deploy_asav_clustering.yaml : 7 7 A X EEIHOT > 71— K,

N\

C¥) 77227 —=FaRETLHNIC, PR—FSNTND AWS A Y ZF AL AT DY A b %
WL TLEEY, ZdD Y A M, deploy asav_clustering.yaml 7 > 7' L — kD/XT A — &
InstanceType (ZAE ] ATREZRED FizdH D 7,

AWS [CHITH5GWLB Z{FRLE=ASARE VS XA2 )02 —4y
k7 xz—ILA—I\—DHTE

AWS @ ASAvirtual 7 7 AZ U 71X, F— b= v — RKAZ % (GWLB) ML T,
FEE&NT- ASAvirtual / — RICA VAT a v ADORy NU—0 %y " anRg oy g
BIOEELET, GWLBIEZ, #—47 v b/ — FD 7 = — L — " —F 7[TRSR R A L
EHAIC, =47y b/ —FRiZxy hU—27 % F&FE LT 2 Lo Ici&it&h g
7T

AWS TH—57y N7 = — VA —N—BE M HT 5 &, FHlA T o AP ERITEY—F >
b/ — ROFEERZ ) — ROBEDRER S N HEGIZ, GWLBR Ry hT—27 37 > M & IER
B =y N ) =RV AA VLY FTEDHLEICRVET, ZOBETIZIZ TAXDAT— |
TN T o)L — =R L TWET,

. INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X 3


https://github.com/CiscoDevNet/cisco-asav/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-asav/blob/master/cluster/aws/templates/deploy_asav_clustering.yaml
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CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

A\

(G¥)  GWLB 723 SSH, SCP, CURL, F7ziZZzofho7 e havzZEHL TN 74 v 7 2V —T 4
VI LTWABRNZH—4 v b — RIZBEERBELLSGAE, EERY—F Y h~D T 7 4>
TDYFEA VT MIEBIENEAET HAREENRSH Y £9, ZOBIEEX, N T 74y 77—
HELHAL—T 0 BRI TRAELET,

AWS TiZ. AWSELBAPI /-1 AWS a2 VY —LEZ N L TE—F v b T 2— )L A —"—% &
ETEXET,

« AWS API (AWS Elastic Load Balancing (ELB) API ) ® modify-target-group-attributes C,
IKD2ODHFLNNTGA—ZEERTHZ LIk, 7n—LBOBEZERTEET,

« target_failover.on_unhealthy : % —7%" > MR IER TR < 2> 75512 GWLB 3% v b
V—r7ua—% DX T H0EERLET,

« target_failover.on_deregistration : % —7%" v N D3EERAEER S 725512 GWLB 3% > |k
U—77u—% 0L BT EINnEERLET,

DA< Rif, TNBE2ODNRFGA—HETERTDHV T ILDAPIRNT A —HREER
LTWET,

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:../my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no rebalance] \

Key=target failover.on_deregistration, Value=rebalance[no_rebalance]

=111

FHZOWTIE, AWS O~ == 7 /LD [TargetGroupAttribute] ZZM L T 7E S0,

AWS =Y — )L 1 BC2 A Y — /L Tld, IROA T a v aRETHI LK, [#—
7 N7 —"7" (TargetGroup) |_X—I D [#—7%5 > 7 = —/LF—/N— (TargetFailover) ]
FTa v ERENTHENTEET,

« B—Hy NI N—T DM ETRET D
o H—ly NT 2 — )L — =TT D
o T 0 —2ERT S

H—IFy N7 2= VA== FHIT D HEOFEMZ O WX, [¥—F v b7 =—b
T N—BEREE /N T D B LTI EEN,

CloudFormation 7> 7L — FZ#{FER L= AWS ~D X% v D ER

CloudFormation 7> 7 L — b 2 L CAWSICA X v 7 #RE L £,

15 H B HIIC
* Python 3 %A > A h—/L L7z Linux 2 > V= — X —NNETY,

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html
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B cloudrormation 7> TL—  EFERLE AWS ADR 5 v & OEB

FIE

ATy T

T — ML ET,

a)

b)

<)

d)
e)

GitHub UV R bV Zu— BV 7 4 L ZITHERL L £ 77, https:/github.com/CiscoDevNet/cisco-asav/
tree/master/cluster/aws Z 2 L T 72X 1Y,

WMEIRRT A—X 2 LT, infrastructureyaml ¥ X OV deploy_asav_clustering.yaml %
EHELET,

cluster _layer.zip £ WD 4 RID 7 7 A VZ&VERR LT, EE/R Python 74 7 7 U % Lambda B
BUTREE L £,

cluster_layer.zip 7 7 1 v Z1ERK 3 5 121X, Python 3.9 231 > A h—/L S #172 Amazon Linux
AT L EBEID LET,

GE)
Amazon Linux B2 28 LB 70354 1% . Amazon Linux 2023 AMI # 6/ LU CEC2 A VA X L A
ZAVERK T % 7>, Amazon Linux O Hi/3N— 3 > %5479 %5 AWS Cloudshell % i T& &
—é‘o

cluster-layer.zip 7 7 A /L Z AR 2 1Z1E, AT Python T A 7 F U /3w r— D OFFA THE
B S 415 requirementstxt 7 7 A L EVER L ToND, =L AT U T N EFATT D00
&) D i‘g‘o

1. Python /37— OFEMIZHEE L T, requirementstxt 7 7 A VA 1ER L 7,
LUFIE. requirementstxt 7 7 A L CTHRET 2 T Ay F— T OFEMITT,

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. WOY=)VAZ VT NEFLTLTC, custer_layer.zip 7 7 A VEER L 7,

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

GE)

A A N =L HIZ urllib3 OG5 b7 EDIKFRR OB G = 7 — A LIS A, BiA
BN =D R N— g L — BT requirementsitxt 7 7 A JLICE D D T & B BEID
LET, TOH%, A VA M= NVEHEFEITL THALEMRTE 7,

FEFO cluster_layer.zip 7 7 4 /L% Lambda Python 7 7 A /L 7 L X Za b — L E T,
configure asav_cluster.zip 33 & OV lifecycle asav_cluster.zip 7 7 A V& 1ERR L £ 97,

. INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X 3


https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws

| 89U w5559 RIZHT% ASAVirtual D ASA 2 5 24

CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

makepy 7 7 A /ML, BERIENZVRY N O EIT L7 MUIZHY £, Zhick
V. python 7 7 AV Zip 7 7 A MIZEME S IV, —F v h 7 A FIZab—3IhET,

python3 make.py build

AT w72 Infrastructureyaml ZEH L, 7 7 AXEROHIEEZ AT LET,

a) AWS =2V —/LC, [CloudFormation] IZFE L, [HrL\WU vV —2 (FFEHE) ZfEH (With
new resources(standard)] Z &I L T, [A¥ v 7 OEKR (Createstack) (=27 U v 7 LET,
b) [TV — R 774 N0DT »7a— K (Uploadatemplate file) | ZEIR L, [7 71 /LD
U (Choosefile) &7V v 7 LT, #—57 v b7+ /X5 infrastructureyaml Z 341 L
£7,
c) [k~ (Next) 127 U w7 LT, REREREADLET,
INTG A—7H FRTESME/424 7 |5
ClusterName S| —BDITAZLEANTILET,
ClusterNumber T —BDI TAEFK T EANTILET,
VpcCidr LA HLWVPCOHCIDR 712 v 7 % AHLET,
NoOfAZs i TRy MAMERR SIS TR — 2 D&
¥ (Bt 1, mRIE3 T —Yaricko
THERDET)
U Y —2 922 LUIBEDBEEIZDI, NoOfAZs =
2 FIT I EBIRL T EE W, ERLHIO
VU —ZATiE, 1 Z8RLET,
EEY 7 Xy b, NEY 72> b, BLO
CCLY 7Ry ME, LFD/RT A—=F(THS
WTAZIZETZNY £9,
ListOfAZs 2SN AN = IR L E T e Y —
YO E BT HNENRHY FT)
MgmtSubnetNames | 7> ~XEI0 U A b |FHY Ty NEAEATLET Ob—hEL
TA v #—%y b GW ZflifH)
MgmtSubnetCidrs =X EY YA | EEY TRy FCIDREZASNLET
InsideSubnetNames | 7>~ XGJY U A b |NEH T x> MAEADILET (FT7A—
FL— MMt E)
InsideSubnetCidrs | H o ~XYH U A~ |NEY 7 F > FCIDR U A REAHLET
CCLSubnetNames | > ~XYJY Y A b |CCLH 7 %> hAEATLET
CCLSubnetCidrs XYY AR |[CCLY 7> hCIDRZAHLET
LambdaAZs Uz Rk Lambda ® 2 DD R MY — L 28R L £

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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B cloudrormation 7> TL—  EFERLE AWS ADR 5 v & OEB

INTA—=4H FRTZ5ME/%4 7 |t

LambdaSubnetNames | > < [X ]V U 2 ~ |Lambda B8%® Lambda 7 % v +4 (b— k
L LTNATGW i) Z# A LET

LambdaSubnetCidrs | 7 > < [X4J») U A ; |Lambda %7 %> k CIDR Z AN L7

d) [Next]. [Create stack] DIEIZZ U v 7 LET,
e) EBAMNTET L7z6. [H71 (Outputs) ]IZEE L, S3 @ BucketName #EXEDE T,

2: Infrastructure.yaml Ot 1

Outputs (13)

Q

Key a

AZ

BucketName

BucketUrl

CCLSubnetid

EIPforNATgw

IninterfacesSGld

InsideSubnetlids

InstanceSGId

LambdaSecurityGroupld

LambdaSubnetids

MgmtSubnetids

UseGWLB

VpcName

Value

sa-east-T1a

ran-cls-infra-s3bucketcluster-kckr7518u00l

http://ran-cls-infra-s3bucketcluster-
kckr7518u00Ls3-website-sa-east-
T.amazonaws.com

subnet-050feb347e57eba99
52.67.246.95
sg-0333e92f36b2aa0bf

subnet-047c0a2beffb5a70f

sg-0c0c6bfb5bas5f1c10

sg-01771b0d3012a40c5

subnet-0fb24785c687d50e4,subnet-
0f1996a02ffaaze62

subnet-02d4a757bS95a9a5b9

Yes

vpc-003b592ad2518d03d

Description

Availability zone

Name of the Amazon S3
bucket

URL of 3 Bucket Static
Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for
Instances Inside Interface

Inside subnet ID

Security Group ID for
Instances Management
Interface

Security Group ID for
Lambda Functions

List of lambda subnet IDs
(comma seperated)

Mangement subnet ID

Use Gateway Load
Balancer

Name of the VPC created

Export name

AT w73 duster_layer.zip, cluster_lifecyclezip, L O cluster_manager.zip % infrastructureyaml C/F
L7283 /37w MZT v a—RKLET,
deploy_asav_clustering.yaml # JEBH L £ 97,
[CloudFormation] IZFEE L, LY Y —2 (FE#E) AAfEH (Withnew resources(standard)) |
EBRINL T, [A¥ v 27 OFERK (Create stack) | %27 U 27 LET,
(77— 77 AVDT v 7 r— K (Uploadatemplate file) &R L, [7 7 1 LDk
U (Choose file) 15227V v 7 LT, #—5 v N7 4/L¥75 deploy_asav_clustering.yaml

ATvT4

a)

b)

d)

2R L £,

[R~ (Next) 127 Vw7 LT, LEREREATTLET,
[Next], [Create Stack] DNEIZZ U » 27 LET,

. INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X 3
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:EERSNhEYY—R

Resources (21)

Q

Logical ID a

ASAvVGroup

ASAvLaunchTemplate

CLSmanagerTopic

ClusterManager

ClusterManagerLogGrp

ClusterManagerSNS1

ClusterManagersNs1Permi
ssion

InstanceEvent

InstanceEventinvokeLamb
daPermission

AT —H A7) CREATE_IN_PROGRESS 7>% CREATE COMPLETE |

ZENTRENET,

CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

Physical ID L4

ran-cls-1 [F

1t-056fd20764270c893 [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-topic [4

ran-cls-1-manager-lambda

=

/aws/lambda/ran-cls-1-
manager-lambda [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-
topic:e13bfcb0-d698-4215-
88a5-278474e22c32

ran-cls-
ClusterManagerSNS1Permis
sion-S6BQAEO50G6U

ran-cls-1-notify-instance-
event [

ran-cls-
InstanceEventinvokeLambda
Permission-
1XPS21Q4G2DY6

Type v
AWS::AutoScaling::A
utoScalingGroup

AWS:EC2:LaunchTe
mplate

AWS:SNS:Topic
AWS::Lambda:Funct
ion

AWS::Logs::LogGrou
P

AWS::SNS:Subscripti
on

Aws:Lambda::Permi
ssion

AWS::Events::Rule

AWS:Lambda::Permi
ssion

Status v
& CREATE_COMPLE
TE
® CREATE_COMPLE
TE

& CREATE_COMPLE
TE

®© CREATE_COMPLE
TE

& CREATE_COMPLE
TE

® CREATE_COMPLE
TE

® CREATE_COMPLE
TE

© CREATE_COMPLE
TE

© CREATE_COMPLE
TE

TEDY . RS LT

Status reason

ATy TE TR D ) — Riza A L, showcduster info <~ FEAN LT, 752X DREZ

WBLET,

show cluster info

Cluster oneclicktest-cluster: On
Interface mode: individual
Cluster Member Limit : 16

This is "200" in state CONTROL_NODE
ID : O

Version : 9.19.1

Serial No.: 9AU42EN5DIE

CCL IP : 169.254.200.200

CCL MAC : 4201.0a0a.0fc7

Module : ASAvV

Resource : 4 cores / 8192 MB RAM
Last join : 15:26:22 UTC Jul 17 2022
Last leave: N/A

Other members in the cluster:
Unit "204" in state DATA NODE

ID : 1

Version : 9.19.1

Serial No.: 9AJ9N46947R

CCL IP : 169.254.200.204

CCL MAC : 4201.0a0a.0fcb

Module : ASAv

INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X4 .
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B =<5 0m#i2& 2 cisco ASA Virtual 4 525 1 > 5 TO IMDSV2 HEE— KDORE

Resource : 4 cores / 8192 MB RAM
Last join : 16:57:42 UTC Jul 17 2022
Last leave: 16:03:25 UTC Jul 17 2022

A2y DEHIZEK S CiscoASAVirtual 7 S X% 1) 5 TOH IMDSv2 HBE— FDERTE

AWS 29 TIZEB TV % Cisco ASA Virtual ® Auto Scale 7 /V— 7 A A X L A D IMDSvV2
MHE— RERETEET,

1R BRI

IMDSV2 W ZE8E— R, Cisco ASA Virtual /S—3 5 9203 LU TO LY R— N TWET,
FERHIZ IMDSV2 VT — REHRETAFNC, BEEDOA v AZ L ZAD/N— 5 35 IMDSv2 API
CHEBMENRHD (R—=T3g V9203 LURKRIZCT v L — RENTWD) ZEa2HRLTKES
AN

FIE

ATvF1 AWS =2V —/LC, [CloudFormation] (ZfE) L, [Stacks] %7 V v 27 LE7,

ATYT2 BONCEHENIZI FAZ N TA VAL ADAR v 7 R/ ET,

ATw 73 [E#H (Update) 127U v 7 LT,

AT w74 [Update stack] ~>—3"C, [Replace existing template] =27 U v 7 L ¥7,

ATY TS [T 7L — FOIRE (Specifytemplate) |27 > 2> T, [TV L —h T 7ANVDT v T a—
K (Upload a template file) ] %27V >~ 27 LET,

RATYT6 IMDSV2 YR — T 570 7L — hEBRLTT v 7 —RFLET,

AT9T1 T T L= DANNTA=FDIEERELET,

RTYT8 AX v HHHLET,

AWS TD Y S A2 DFERMR

7T A2 & FEITRMT 21213, Day-0 e L., &/ —F&RERAL X,

AWS [6] [+ Day 0 4 B D E Rk
WDa<y REFHRHL K TAZ ) —RKOT— RN v TREEZRELET,

T—brozA4 80— KNS HOH

WOFEITaL 7 4 X2 —2alOfTE, UZ—2 T 7 4 v Z D120 Geneve 1 > X —
T A AL, I TALEIMY VI IO 15D VXLAN A  #—T = ARAFATS— T = A
00— RNZ O EER L ET,

. INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X 3
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Aws i+ Day 0 ke ]

cluster interface-mode individual force
policy-map global policy

class inspection default

no inspect h323 h225

no inspect h323 ras

no inspect rtsp

no inspect skinny

int m0/0

management-only

nameif management
security-level 100

ip address dhcp setroute
no shut

interface TenGigabitEthernet0/0
nameif geneve-vtep-ifc
security-level O

ip address dhcp

no shutdown

interface TenGigabitEthernet0/1
nve-only cluster

nameif ccl link

security-level O

ip address dhcp

no shutdown

interface vnil

description Clustering Interface
segment-id 1

vtep-nve 1

interface vni2
proxy single-arm
nameif ge
security-level O
vtep-nve 2

object network ccl link

range 10.1.90.4 10.1.90.254 //Mandatory user input, use same range on all nodes
object-group network cluster group
network-object object ccl link

nve 2

encapsulation geneve
source-interface geneve-vtep-ifc
nve 1

encapsulation vxlan
source-interface ccl link
peer-group cluster group

cluster group asav-cluster // Mandatory user input, use same cluster name on all nodes
local-unit 1 //Value in bold here must be unique to each node

cluster-interface vnil ip 169.254.200.193 255.255.255.224 //Value in bold here must be
unique to each node

priority 1

enable noconfirm

mtu geneve-vtep-ifc 1806

mtu ccl_link 1960

aaa authentication listener https geneve-vtep-ifc port 7575 //Use same port number on
all nodes
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jumbo-frame reservation
wr mem

\)

GE)  AWS ~ILAF = v 7 OFETIE, Z 2 CTE L7 aaaauthentication listener https 78— k &%
THRELTLEEW,

FERA T4 TB—FNRT YDA

WOFITIX, B, NE. BIOSWEA v F—T A A&, 7T AZFHEY 7 DO VXLAN
A VB =T oA AEFHLT, XA T 47— KT VHOWHEEZER L £,

cluster interface-mode individual force
interface Management0/0

management-only

nameif management

ip address dhcp

interface GigabitEthernet0/0
no shutdown

nameif outside

ip address dhcp

interface GigabitEthernet0/1
no shutdown

nameif inside

ip address dhcp

interface GigabitEthernet0/2
nve-only cluster

nameif ccl link

ip address dhcp

no shutdown

interface wvnil

description Clustering Interface
segment-id 1

vtep-nve 1

jumbo-frame reservation

mtu ccl link 1654

object network ccl link

range 10.1.90.4 10.1.90.254 //mandatory user input
object-group network cluster group

network-object object ccl link

nve 1

encapsulation vxlan
source-interface ccl link
peer-group cluster_group

cluster group asav-cluster //mandatory user input

local-unit 1 //mandatory user input

cluster-interface vnil ip 169.254.200.193 255.255.255.224 //mandatory user input
priority 1

enable
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5247 —roEm ]

A\

6=

<TZEV,

FROBREEZ 2 E— LTI A A5 61%, ED D //mandatory user input Z 23 HIBR L T

DS5R%/—FORMA

FIE

ATy T

ATy T2
ATvT3

ATv74

I TAL BT DTl T AL ) — RaeRIALET,

WEREDOA 2 —T A A (= Uz a— R 7% (GWLB) A LT 585481%
30DAUE =T 2 AR, FERAT AT B—RKRTUHEHEHLTNWDLEEIT4 DDA o F—
T A AR) TYTAXODay 0O EEHT 52 L2k Y, ASA Virtual f AKX U A% JRE L
F9, INEATHITIEL, [ v AZ U ADFEMERE (Configure Instance Details) > [/ L 72 5EH
(Advanced Details) &2 <2 C, 77 AZ® Day 0 fERIZHE Y T £7,
GE)
WRONEFFTA U AZ L AIA VE—T oA A%EHEHLTNDZ EEHERLET,
CAWS ' — M2 A B— RARZUHD3ODA U H—T AR FH, I, 7T A X
wmy 7,

CHERAT AT = RRTUHFDAODA X —T AR BH N, SNB. 7 7 A Z
"Wy,

AWS T? ASA Virtual DEBIDOZEMIZ OV TiX,  [Deploy the ASA Virtual on AWS| =& R L
TLEENY,
2Ty 71 DR LT, RERBOBMN ), — F2RERLET,
ASA Virtual = > —/LC show cluster info 2~ REFH LT, §XTH/— KN 7 T AH|Z
EFIZSMUTNE S D EfER L ET,
AWS = R A B — RARZ U HERELET,
a) X—4 v hZN—TF & GWLB Z{ER L £7°,
by ¥—% v hZ)—T7% GWLB IZH Y 4 TET,
G¥)
ELWEX2 0T 7 —7 URAFT—RE, BLONAF =y VREXENTDH LD
ICGWLB ZRELTWAZ L &MER L ET,

¢) IP7T FLAZMHHALTC, =4 A Z—Tx2AA (N4 F—T A RA) BX—7 vk

TN—T T8 L ET, FEICOWTIE,  [Create a Gateway Load Balancer] %28 L T<
7ZEW,
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B aws <o asavinual 02 —4 y b 72— LA ——0BEMIE

AWS T® ASAvirtual D2 —%7y 7 T —ILA—/N\—DHEMIE

FIRr

ATy I
ATv T2

ATvT3
ATv74

ATy TH
ATvT6

ASAvirtual DF —F A L H—T = A AL, AWS O GWLB DX —47 v b 7 )L—FICREFENE
9, ASAvirtual 7 7 A XV T TR, KA VAZ LRI E —F y NI A—TIZBEEAMT 50T
WE9, GWLBIL, #—F7 > N A—TDF—5 vy /) — FE L TEBELIIREINTND
ZDEFRA VAL RN T T 4 v 7 HAMSTBLTEELET,

1R BRI
FH) T, F721% CloudFormation 7 > 7 L— h & LT, AWS T ASA virtual A ¥ v 7 % J&H
LTCWABYERH Y £,

CloudFormation 7> 7' L— &2 LT/ FAX ZEBHTH%,G. 7 7 AZIER7 7 AV
deploy asav_clustering.yaml @ [GWLBDFXE (GWLB Configuration) 227 a > T
fEFFTHE 7 [ FH%E (rebalance) |EMZEID B THZ &I [Ty b T ===
(Target Failover) | D/NT7 A —Z ZHHCTHZ L HTE i?‘ T — T, 2O
A =R DEIXT 7 # /v F THHE (rebalance) JIZERE SN TWET, 72720, MWZ//—
IVTIE, ZDONRTG A =B DT 7 40 MEIX[FFHE72 L (no_rebalance) JIZRXE SALTWET,

ETNENOFRAITRO L EBY T,
« HAHE72 L (no_rebalance) : GWLB &, #EEEL TWWRWH —5 y M E LIRS S
X =Sy MRy NI —2 7a—%%E L £,

« BIA%E (rebalance) : MEFDO X —4 > M MERE L TWVRWLIDNEEIER SN 7=35E. GWLB
Ixy N —7 7a—&2RIOERRZ—47y MIEELET,

AWS TDAH v 7 DREBIZHOWTIL, U FEZZHBL T ZEN,
« AWS TO 7 T 24 OFE) R

* CloudFormation 7 > 7 L — R &M H L 72 AWS ~D R ¥ v 7 O L

AWS =2V —)LC, [Hh—E A (Services) |>[EC2]IZBEIL F T,

[#—7% > R 7 )V—"7 (TargetGroups) | &7 Vv 27 LT, #—7 v NI NN—TDRX—=T % FRKIR
LET,

ASAvirtual A X AZ L ADIP T RUARRGFESNTWDLH =7 v M7 )—T 2 @R L TH &
£, =7y NA—TOFMR—U BRI RINET,

UEME (Attributes) | A == —IZBE) L £7,

(% (Edit) 1227V v 7 LTRMEZRELET,

[7 2 —DOHEFH% (Rebalance Flows) | A7 A X ARZ L HAHFICUIVEZLET, k) ¥ —
Ty BT 2 VA= AN=BENTIRY . BTy T = A RO IRER O BRI R D
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pre <524 5EET5 [

Py hT—=I %y FEFHHBLCEERF—7 v b — FICiEET 5 X 512 GWLB BN E
SNFET,

Azure T SR R2 =BT 5

Azure " —E A F = — 2 Tld, ASAvirtual 2814 VX —F v b LR —EA/ONR Y w oA
VA=Y T N TEDHEBBR S — T =4 & L THEREL £97, Azure TP ASA virtual f > A ¥
VADY TAANTE, DT RA A LTHIgMET A2 ik, v F ) — R ASAv
DAN—T" N A —NVT v I T LD ET,

ASAV X, 2 DDA F —T 2 A AT SN TWET, £ ¥ —x >y MIETIZHERA
VRA—T A RE R RTINS VE—T AR TT, ZUHDA 2 F—T =
A2F, TV T ENT-TrXF L TVXLAN B A RE2FRIHT 452 L1250, ASAy OH
—DFy NT—7 LB —T AR F— K (NIC) CTEZINET,

Azure Gateway Load Balancer [Z DL T

Azure Gateway Load Balancer (GWLB) 1X, F7 7 4 v 7 A&EDTZHIZ VXLAN B A b &
ML TASAVICV—T 4 7T HZLICEY, FENT T4 v I ERENT T4 T DNRT
AHEIY, FETDHOIELLET, ASAV 7 7 AKX EEEE Tl Azure GWLB /X R T 7 ( v 7
DEMIZIEUTASAY /) — RO Z)L—TF >y s L~ULZ B A —L7 v 7L %3, GWLB
EHEHT2E, V= FEFEITEGNTHZ 2L, Xy NIV—JFEBT 7T 4T 2 A~O5FR
Ta—F£E—EMHOH LN — FEMKTEET, ZOMRERICED, Ty MIFETR Y B
T — 7 N A% WA TEETE ET,

WOKIE, B VXLAN B A N EONRT Y v 7 =k oA a— RNT 5 Azure
GWLBIZHEEEND N T 74 v 7 R L TWET, F— b4 B— NS HT, FTEK
DASAYDRITR T 7 4w 7 DNRTURAERY, VT 74y 7% Kay 7350 WO
VXLAN 7 2>k O GWLBIZE Y KT RIICHA L £, AzureGWLBIX, h 77 4 v/ %
NRTY w7 F—=h Tz B—RKRT P LHEICEVIRLET,

WDOKIL, Azure D GWLB & ASAV il %y hU—27 7o —Z R L TWVET,
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4:GWILB %#fER LT- Azure TOH ASAV O S AZ VY

Managed by Customer Created & Configured by Cisco ARM Templates

Security vNet

Cisco ASAv
Cluster

, : VXLAN |
<> ELB - GWLB Association @ Turnel | G180/0
O] - bl
Mgmt ||

- 1
7] |
E 1 ~
c i GWLB
0 Exterhal Load ! /
-
8 balancer !
2 i
< h Security N\g:\t: ::k Azure
. : Groups GG Function
Application \
1
: Health Probe | | Storage | | IAM Role
1
1
1

Azure TD Y S A ZERIZDLNT

B A M <A XEZ 72 Azure Resource Manager (ARM) 7 > 7 L— M & il L C. Azure GWLB
DI~ A r—ty hERTEET,

7 T AREFROE, TAERREEMER LT, £7213 Azureportal D Function 77" U #41 L T,
JIAE LD ) — ReFHTHRETEET,

Azure Resource Manager 7> JL— FEEARALE=Y S X2 DEHR

Azure Resource Manager (ARM) 7 7L — b AL T A KT H LI T A%
J—F (e~ 2r—nty b)) ZRELET,
18 H B HEIIC

s Azure 7 7 A2 HFE)TERT 2121E, TA B ETHKT ¥ A M7 7 A VEHEHT S
MENH Y £9,  [Prepare Configuration File for Cluster deployment on Azure] % &M L T<
7230,

FIRr

RTvT1 TUTL— hEAEEFLET,
a) GitHub VAT MU Eu—h /7 3 VA IZER L EF, https:/github.com/CiscoDevNet/cisco-asav/
tree/master/cluster/azure M L T 7Z2& 0,
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Azure Resource Manager 7> 7 L— FZERA L=V 5 X2 OEH .

b) GWLB D&, azure asav _gwlb cluster.json &
asav-gwlb-cluster-config.txt ZMER/NT A —X TEHELET,

ATv T2  Azure IR— ¥ L : https://portal.azure.com (212 71 > L E T,
AT9T3  YI—RTIW—TEAERLET,
Home > Resource groups >

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &'

Project details

Subscription * © ‘ MSDN Dev/Test Pay-As-You-Go(Converted to EA) v

Resource group * I asav-cluster»demo| v

Resource details

Region * © | (US) East US v

ATy T4 ASAVZ TAXOEE, AE. BLIOYSREHE) Y (CCL) O35DOH T3y h&EFF
ARy NU— 27 2B L £9,

INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X4 .
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. Azure Resource Manager 7> L — r 2R L=V SR 2 DEM

ATy ITE YTy FEBMNLET,
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Azure Resource Manager 7> 7 L— FZERA L=V 5 X2 OEH .

RTFYT6 WAZLTUTL—ERBREALET,

a) [fEE& (Create) ] >> [T 7 L— FNDER (Template deployment) | (B A X LT 7L —
FEBEHLTRER) 227U y7 LET,

b) [T 4 #TT 7 b— F&{EKT % (Build your template in the editor) (%27 U v 7 L&
D

) [Z7Andr—FK (LoadFile) 127 V> 7 L, Azure THEHL TV D r— RAT 44
A 7S U T, azure asav _gwlb cluster.json,

d) [fR1F (Save) 1227V v 7 LET,

ATFYTl ALRZADFEMERELET,
ATv T8  MERMEEATL, [#ER L TER (Review +create) 1227 Y v 7 LET,

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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. Azure Resource Manager 7> L — r 2R L=V SR 2 DEM

ATYT9 WEECEK LIS, [fE (Create) 1227 U v 7 LET,
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Azure Resource Manager 7> L — b2 ERA L=V S X2 DR .

ATFYvFTN0 A AZ L ADETHR, WTRAD ) —FRica A L, showcluster info 2~ K& AT L
T, V7 AXDERZHER LT,

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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RDRARY
Azure TY T AX BRETDH (323—=)

Azure TSR3 %HRET S

Azure D ASAv / — R TV T AKX R ET HIZIH. W7 7 A VE&FEH9 575>, Azure Function
App R L CTFEICHRECTEET, F1M7 47 GWLB T FAX ZHATE £,

Azure TU SR B ZERT B -ODER I 7ML= HERET S

R 7 7 A /VF 721X Azure portal @ Function App ZfEH L T, ASAAE /— KT/ T A X & F
BCeRETEET,

ASA AR /) — R T JAZ % FEITRET HITIL. asav-gwlb-cluster-config.txt &
BRELTBMERHVET, ZOT77ANTIE, 7 TAZDASARIE /— RTEEINT
WABFIA T V=7 b, TAEBR, VTREXITN—TL, FAB AL TIRED/IRT A—H
EERTHMLERDY 7,

o7 aTiE. GWLB i LT Azure D ASARAE / — RARTETH-OD I FAE
DRERL T 7 A IV OVERRIZ DWW TR L £,

FIE

AT F1 CiscoGitHub Y RY hUF 1 L7 RV asav-cluster/sample-config-file 5
asav-gwlb-cluster-configtxt Z # w7 o— R L %7,

ATV T2 7T AZNERDTEDICT A P aikiEx HE T £9°,

WD day0 K OY > 7 V1L, GWLB 24l L7z Azure TD 7 7 A ZVERICHE I/ RT X — X
BT D DITENLH £ T,

*GWLB 7S AL BADTAEOXRED Y TIL

PLUFIZ, GWLB 7 7 A ZERICHE ] S35 asav-gwlb-cluster-config.txt 7 7 A
NTHERTAERREDY T ILTT,

cluster interface-mode individual force
policy-map global policy
class inspection_default
no inspect h323 h225
no inspect h323 ras
no inspect rtsp
no inspect skinny

interface GigabitEthernet0/0
nameif vxlan_ tunnel
security-level 0
ip address dhcp
no shutdown

interface GigabitEthernet0/1
nve-only cluster
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Azwe TH 528 ERT B00BRT7 A LEEETS [

nameif ccl link
security-level 0O
ip address dhcp
no shutdown

interface vnil
description ClusterInterface
segment-id 1
vtep-nve 1

interface vni2
proxy paired
nameif GWLB-backend-pool
internal-segment-id 800
external-segment-id 801
internal-port 2000
external-port 2001
security-level 0O
vtep-nve 2

object network ccl#link
range <CCLSubnetStartAddress> <CClSubnetEndAddress>
object-group network cluster#group
network-object object ccl#link

nve 1
encapsulation vxlan
source-interface ccl link
peer-group cluster#group

nve 2
encapsulation vxlan
source-interface vxlan tunnel
peer ip <GatewayLoadbalancerIp>

mtu vxlan_ tunnel 1454

mtu ccl link 1374

cluster group <ClusterGroupName>

local-unit <Last Octet of CCL Interface IP>

cluster-interface vnil ip 169.254.200.<Last Octet of CCL Interface IP>
255.255.255.0

priority 1

enable

FROTAEBRBEDOY T NTIE, BT BT A TR xlan E L TAY a3 r ERTND
56, GWLB B #HOBRENH 72V £9°, InternalPort & ExternalPort (% vxlan k> /LA
VA =T oA ADOREIHEH S, InternalSegld & ExternalSegld (XNERER KON A o & —
T oA AT E L THEASNET,

(6=3))
TA X aERETIL, BT FL A (<ccLsubnetStartaddress>) &7 7 AHXHIEY 7 O T T
RUVAZBETHHLENHY £F, L7z - T, startaddress [THIT x.x.x. 4 CTHIAT DM E
N&H Y . Endaddress| i:ﬁﬁj@iﬁ .V‘j CHDHBMENHY F£9, }JA HHOT KR BT 5 &N
T A= UV ARTET LSRN S ST, LEREOT RLVA (|gK16) OAEFRETHZ
EEBEIOLET,

B : CCLY 7 %> F23192.168.3.0/27 DA, startaddress 1£192.168.3.4 1272 V) | EndAddress
1% 192.168.3.30 (2720 £,

TRTDIFGAF AL TTARNTIF % 7%y MELRTCIDR 2R+ 2 HERNH Y 4

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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B #noreEmLcER TSR ERET S

UTFIE, vniA v Z—T 2 A RATRBEREBEEDY T I T,

interface vni2
proxy paired
nameif GWLB-backend-pool
internal-segment-id 800
external-segment-id 801
internal-port 2000
external-port 2001
security-level O
vtep-nve 2

ATFYT3 W77 AV E Azure A L —Z T v 7 a— KL, ZOEFOSNA2 (URL) #AELET,

Z D URL XA, ASARME /— R TD 7 T A X OFEREICHETT,

BRI 7ANEZFERLTFHTISRIZERET S

FIE

ATy
ATy T2
ATvT3

ATy T4

ATy TH

R 7 7 AV EEH LT, Azure D ASAv / — R CTY T A X & FEy CHAT 2 IIZLL FOFIE
FEITLET,

4a & HREIIC

W7 7 A NVEWE L, 7>y 7 m— RED Azure A M L— Y DT & A€ L TEBLERH Y
%9, [Prepare Cluster Configuration File for Azure| % &M L T 72 &0y,

Azure R—Z i 74 LET,

Azure [ZHEBA SIV72 ASAY A U A X U AERHE E T,

WDa<wy REFTLT, Azure A ML —Yar 7 FIC7 v 7a—RKL7=7 7 A4 /LOURL &5
ELT, 7 TAXMRT 7 A V% ASAv / — RliZat—LET,

copy <Config File URL> running-config

WDa< REFTLT, ASAVA VAR LU ATT SAXERELET,

cluster group <ClusterGroupName>

local-unit <Last Octet of the Management Interface IP>

cluster-interface vnil ip 169.254.200.<Last Octet of the Management Interface
IP> 255.255.255.0

priority 1

enable

FIE2 ~4 ZHVIRLT, T XTHDASAY / — R T TAZEZRELET,

. INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X 3



| 89U w5559 RIZHT% ASAVirtual D ASA 2 5 24
Azure Function App ZERALTY SR P EHRET S .

Azure Function App ZERA L TUV SR A ZH/TET D

Azure Function App —E X & LT Azure D ASAv / — R TY T AX EFHRET HITIE. LA
TOFEEZFEITLET,

FIE

ATV Azure =2 iz 74 v LET,
AT w72 [Function App] %7 U v 7 LET,

ATy T3 BRIt % — (Deployment Center) |>[FTPSOEE1E#HR (FTPScredentials) [>[1—H—2X
3—7 (Userscope) |>[A—H—& E/XXRT— RFDEFE (ConfigureUsernameand Password) >
Z2 Y w7 UTFIPS O&MIGHREZER L, [RIF (Save) 1227V v 7 LET,

ATYTE B—HNDFZ—IF N TROAY REE{TL T, Cluster Function.zip 7 7 A /L& B
TTVIET vy Fr—RLET,
curl -X POST -u <Userscope_Username> --data-binary @" Cluster_Function.zip"
https://<Function_App_Name>.scm.azur ewebsites.net/api/zipdeploy

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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. Azure Function App ZERALTO SR P EHRET S

[ 5: #ae

6:F%1—

B7: 79 r¥a2—

B DS Function 7 VI T v e — FainEd, BEESRKBISL, AN L—UT A0 0T
U hXa—llun S RnERENET,

B DO EITHR, 7T AZITTITD ASAY / — RTHINTR Y £9°,
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Azure 12351+ % ASAVirtual ¥ 52820 kS5 ILva—F 125 ||

Azure [ZH (TS5 ASAVirtual 7 SRAD LS TN a—TFTa4 09

FS T4 v DRERE
N7 742 7 BHEREL TWRRWEEAITE, RO Z & &R LET,

1. B— RS2/ L7- ASAvirtual f V' A Z V ADEFHT 0 —T DAT —Z ANEH
THDHZEEMERLET,
ASAvirtual f > A XV ADEFHET B —T DAT —F ANEFTRWESIT. REFTL
ij‘o
1. ASAvirtual CRESINZAZT 4 v 7 V— N EfER L ET,

2. TIANKTF =R U2 ANT—EHT Xy bOF—F VAP THDHI L EMRLE
h@‘o

3. ASAvirtual f v AF U ABREFHT O —T NG 7 4 v I BZELTNA I L A2fkERL
ij‘o

4, ASAvirtual CTEREINTWAET 7 EBARY —NEFEMETe—T N T 7 40 v 7 ZFFA]
LTWBZEEMRLET,

7S5 A2 DEE
T T AR SN T RWEEIE, ROZ EEZHERLTIIEEN,

« v hU—7 L= RARA > F (NVE-only) DV TAXA LB —T =2 A ADIPT R
VA, >/ — RO NVE-only D7 T AL A H—T A AT ping #KITTEDHI L%
RBLET,

NVE-only D7 FAZA LB =T 2 A ADIPT NLVRIZ, A7V =V NI NV—TDO—ET
To NNENAT V=7 MTNA—TF TRESNTNDHZ L LR LET,

DIARAZITN—T DI FTAZA L HA—T 2 AZIELWVYNIA VZ—T = A ANRHY F
T, TOVNIA X —T A AZE, MIGTE2LT =7 NTA—TDONVERHY £
—a_o

E)—RIIIMBDIP A X —T A ANHBYVET, 7T AXND ) — RO % e
BRI B7HIZ, /— FPMHAEIZ ping TEXHZ L& LET,

T L—rOTTaA FIIRESNIZ CCLY 7 Xy FOBMT RLALKTT KL A
MDIELWZ L 2R LET, BT FL AT, 7%y hNTHEATRERKVIO IP 7 K
VATHELMLENRS Y 3, =& 2L, V73> b2 192.168.1.027 DA, BltET R
VA1 192.168.1.4 THLMENRH Y £T (HHIDO 3 DDIP T R AT azure ITX > TT
HMERTHWET) |

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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B /s5x2vomtronza<az

72R531)

A—/VICEEEY SR

FCYUY—2TN—TICHEY) V—RAZRALTWS X — /LT AT — 08354 L
25A0E. WOTFNEEFITLET,

FrEDom — /WIS LBEN D 556, =7 —A v E—UNRERINET,
TIT—AvE—VOMERIRLET,

“error": {

"code": "RoleAssignmentUpdateNotPermitted",

"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be updated.”}
Z=XFTNANLUTOa~vy FaFTL T, UTFor—LzHlBRL £,
AL —=UFa—T =S ERE -V EHIRT D R

az role assignment delete --resour ce-group <Resour ce Group Name> --role " Storage Queue
Data Contributor"

c FhaE R — NV EHIERT D3~ R

az role assignment delete --resour ce-group <Resource Group Name> --role " Contributor"

DOEHEOAAREZTA X

DayO0XED—Bg & LT, £TV TAZOREMRKZIZ, V7 IAZY T ~VAE=HY T
TCP BB DBIE, 7 n—DEL Y 7 4| MOK#E{LE I AZ v A X TEET,

HiE ) — R CIROFNEELFATLET,

ASA Y SRBZDMDERINT A —FDEETE

FIR

ATvT1

ATy T2

HlH ) — R EDI TAZRELEND AL~ A X TEET,

7T AL DFREE— FefinLEd,

cluster group name

UEE) T—% /7 — ol ) — K~oary —VEMERHICLET,
console-replicate

ZOBERBIZT 7 4L b TENCHRE STV ET, ASAIL, FFEDERA N MREELL
T, Ave—VEREHBEAL Y MO LET, av Y -V EREARICT DL, T4
J—F0bflfl ) — RliZar Y —nAvE—UREEFEINEDT, TE=FTHULERHDLDX
JIAEDAL Y —)LiR— k1 DT T,
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ATvT3

ATy T4

~vzE=sy vy ssvanasmiengs |

I TAZY T AR RORNF =R LNV ERELET,
trace-level level
ENE U TRV R ELET,
ecritical : 7 VT 4 I A X2k (EHKE=1)
ewarning : 45 (HKXE =2)
- informational : {1~ b (FEKE =3)
edebug: TNV T A X b (EKE=4)
TR—F—F—inbT 4 VI ABRONY T T —F =~ DT n—REEH A v —
(clu_keepalive 33 X OV clu_update A v&—) OXF—T7 7T 74 TRIRZZRE L ET,
clu-keepalive-interval seconds
«seconds 15~ 55, 77 #/L M 15 T,

T ALHIEY) o DRT T 4w I BEEOTEDIC, T4 LY LRVEEERET D
ZEHTEES,

ANILREZA ) U BXUVEFBESNERTENDET

FIE

ATy I

ATy T2

COFETIE, J—FREA L F—T 2 A AD~NVAE=Z Y VT HRELET,

T 2, A =T oA AL WAUNDA VB =T 2 A ADNVAE=LZ ) T %
FUB—TNMITHENTEET, ~NAE=F Y U IZVLAN Y T A v Z—T = A AT
WXFETENERA, ZI7AZEEY 72 DF=FZ Y U TIIRETCETETA, 2OV 7 1TEIC
FoH—ENTWVET,

7 T AL DFEE— REELET,
cluster group name

1

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

I TALZ )= RDONNVAF = VHEREE I AL~ A XL ET,
health-check [holdtime timeoui

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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B ~rxzzsurssvanEsmREORE

ATvT3

ATvT4

) — RO~V AZHERT D720, ASAD T T AKX ) — Ry 7 ZAZFY) 7 T 7 — Rz
N—hF = Ao E—TEEELET, /— FRREEFHNICET /) — Kb ov—kE— Lk
AvE—=VEZELRVEA, TOET ) — RSB REEZITT v RIREEE RS ET,

« holdtimetimeout: / — KD/ N—FE— ks AT —X A X v —VORBREIEZFEE L E9,
HETELHMIX 3 ~45T, 774 ME3IWTT,

MIEO MR UEREITH) EE (e XE, T—FA X —T = A ZAOBIMETZITHIBR,
ASAETFIAA v F EDA B =T = A ADFICETZITERL) 1T, ~NVAF = v 7 e %
L, LA v X —T 2 ADA L F—T 2 AT=Z Y T H BT HMEN
Y £7 (nohealth-check monitor-interface) , FARBTOEENET LT, REDEENT
RTO /) — RZEMEnN=6, ~VAF v 7HBEXHEANICTE £T,

1 -

ciscoasa(cfg-cluster)# health-check holdtime 5

ABE =T 2 A ATA LB =T 2 A ANVAF w7 DL ET,

no health-check monitor-interface interface_id

AE—=T 2 A ADNVA T =y 73V IEEEZE=F—LET, ASARALNN—%T T
A NHHIBRT D £ TORMIZ, ED ) — RBFESLE A N —Th D0, 12137 7 AXIC
ZIMLEIELTVDNICETERYVET, T 74NV FTIE, ~NVATF =y 7 ET_XTOA
VHE—=T 2 ATA X =T NI RoTVET, Z0a<r FonEXEFHLTT 1 &—7
v (BB T AHZENTEES, HeXE, BEHA VI —T oA ARE WHDSDA
B—Txc f AD~NVAE=R Y T BT 42— N THZ N TEET,

einterface_id: 1 > #—7 = A4 ADEREZBEHZLET, ~NVAE=F U VX VLAN Y7

AV B =T oA ATIEIATENE A, 7 T7AZEH) 7 OFE=F) U TITRETEE

Hhe 2OV ZIFEICE=F—SNTVET,

fAIEO NARRUEREIT) L& (T2, T4 A ¥ —7 = A4 ZAOBIETZITHIBR,
ASAFETNIAA v F EDA v Z—T7 = A ADOFIMLET2ITHENL) X, ~NV AT = v V7 HREE
42 (nohealth-check) L., ML LIZA v A —T 2 A ADA L HE—T 2 AA AF=F Y T
LD THMLERHY T, MABTYOERENET LT, HEOEENTXTOH / — RIZFH
MEN=H, ~ANATF =y IV HEREEZTHEANCTEET,

51

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

NVA F oy 7 KB OBIHERG Y 7 AR EEZ DA~ A ALET,
health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max
auto_ejoin_intervalauto_iejoin_interval_variation
« system : N T —HED HENR G ORELITVET, NEOEFIZIE, 77V r—v =
VIRMIOZ A LT O N, FIELET TV = ay AT —FRARERH £,
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ATy TH

ATvT6

~ze=ayvrssvanasngzozz

s unlimited : (cluster-interface ™5 7 /1 ) BEHEASORITHEEAHIR L EE A,

« auto-rejoin-max: G ORI TEIELZ 0 ~ 65535 OEPHOMEIZFRE L E T, 0IXH B KA
Z R L E4, data-interface & syssem O 7 4L ML 3 T,

« auto_rejoin_interval: FfEARITORIEZ 2 ~ 60 DFPHD AN TEFZ L ET, T 7 4 /b
MEIZS T, 7T AZ~DOFESME /) — RWRITT D KNEFHRIL, KB OBEER
AEREDND 14400 43 (10 A) IZHIRE N E T,

« auto_ejoin_interval_variation: MR Z M EIEL0E I NEERLET, 1 ~3 OFIFH CE
i LET Q1:EERL, 2: BHATORRO2M%, 3: BERIORRO3AE) . =& 2%,
MR 5 2ICERE L, Bo% 2 ITRE LG EIE. &ORITH 5 5%, 2 FIHOFITHR
105% (2x5) . 3BEEORITA2090% 2x10) 720 £, T 74/ MEX, 77 A
BA B =T oA ADYEIZL, T—HA LV E—T 2 A ABIOV AT LAOLEIF2TT,

1

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

ASANRA UV H—T 2 A ABBENREAELTCWDERLRL, 7 T7REZNEL ) —FRHIBREND F
TOTFNRT L ARMERELET,

health-check monitor-inter face debounce-time ms

i

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

TN ARERTIE 300 ~ 9000 ms OFFHOE AR ELET, T 744 ME500ms T7, H%E
INELTBHE AV F—T 2 ADEEL LD RERIHBETEET, TN R Z2EL T
HL, BBRHOMEENGS BRI ZEICEERELTLLEE Y, A V2 —T 2 A ADAT—HF AH
FIMNRETDHE, ASAIIA VA —T x4 ABEELLT—T L, 7 TAZNL/ — REHIkR
THETHRESNTZIVEEE L EI,

EE) b7 74 v 7 AMOE=2) v 7 2&%ELET,
load-monitor [ frequency second}[ intervalsintervalg

- frequency seconds E=# U > 7 A vt — MO 2, 10 ~ 360 P O#PH Ci%E L £
T T 74V ME20 B TT,

s intervalsintervals: ASA 237 — % Z{REFT DRI OEEZ 1 ~ 60 OFPHTHRELET, T
7 4V MiX 30 TY,

JITAERAIND ST T 4y 7 AT =F—C&E7, MBI, Atk CPUL A E
VOEHE, Ny 77 Ray7RERGENET, ANBETID8E, R0 O/ — KB ALR
FUMHLCTX D581, /—KO7 FAX ) v T2 FETENT 20, AL vTFOr—FK
NG Tt 20BN cE £, ZOMIEIX. T 74/ T 2—7MI2ER T
T, FT 74 v OAMEEMNICE=2—T& T, AWMPETELHEAIE. /—KTY
FALY T e FENTENCT D Z L 2 RIRTE £,
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NZ 7 4 v 7 AR EERT HIZI1E, show cluster info load-monitor =~ > RZ&fEH L £9,
i -

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
!l

WOFITIE, ~NVATF = v 7R Z 3RICEL, BEHO0A L F—T A AD
TR ) TEENIL, T—HA X —T A AOBEFEESORITEIEE 2 50
HEAMAE L CRIFIORIFRO 3 fHEMS 55 4 BICREL, 7 7 AXHIEY > 7 O HE)
HREAOFITE R Z 2 0B E D56 BIZEREL TWET,

ciscoasa(config) # cluster group test

ciscoasa (cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa (cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

DIARAZ/—FDEHE

TSR EBEALTHZIZ, 274Xl —2alEd3EHE L, 752K ) — REEHTxE
7,

TV T14T/—FIZES

JIGABDIET VT 4 TIRANR=ICRDHITIE, 7 TFAZ) T a7 4 Xalb— g 3%
HEFIZ, DO/ — R ETIIAZ YV 75T 48— LET,
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| 89U w5559 RIZHT% ASAVirtual D ASA 2 5 24

\)

#iEms —ensnF—4/—kok7s57 171t [

6=

FIE

ASAN (FENT, FRFIINAT v 27 —I1280) T 7T 472D E, TITOT—
BAE—=T A AN Yy NI ENET, BHEHA X —T 2 A ADHBN T T 4 v
JHEEZFETEES, NI 740y 7n—2HBRHIELIZE, 2 7ARAZ T EHRA F—7
MILFET, F2id, T/ — K27 TFAINLZE2HIBRLET, BEHA VX —T A A
X, TDO/ —RNI FZAZIP T—=NANEZT -7 IP 7 KL A& LTl &t X BENIRRE
LRV FET, L, Ve—RLTHE/ =BT FAXNTERLET 7T 4 7 TIERWEE (7
FTALY TN RIE TR EERG LA ) | BEA V¥ — T oA AT/
T, TNLBFEOa 7 4 XFab—ra UMEECE, 2 Y — A= EFEHTINERHD
E3u

ATV TN 7V ITAXOREE— RERBLET,

cluster group name

&1

ciscoasa (config)# cluster group podl

ATFYT2 75 AR) T HTF 4 v—T NI LET,
no enable
T — RDHIE ) — R THoT-HA1E, FTLWEIE , — FOBENEITI ., BD A L _3—
DHE ) — N2 £97,

JIAR AT 4 FXalb—a RSN DLDT, T ITAX ) VT EFEASA R—T NI
TXEJ,

HEH — oD T—2/—FDETV T4 71k

a7 A LTND ) —=RUNDRA L AREIET 7T 4 T TDI0E, ROAT v T HFEITLE

‘j—o

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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FIE

6=

ASAMNIET 7T 4 T2l d b, TRXRTCOT—H A X —T 2 A ARV ¥y MU EINET,
BHEHA X —T oA ADHBN T T 4 v 7 B EZFTEET, VT 740y 7 7u—%FHH
THIZE, 7 FRZV T EREANILET, BHEA L —T =4 R X, O/ — KB T T
AL NP T —=NNOZITRASTZIP 7 RV RAEMEH L Tl S BpRE L e £9, 72720,
Va—RLTHL/ = RKBRITAXNTERET VT 4 7 TEHRWEGS (77220 07385073
REETHREEARGFELTSEARY) | BHA U H—T oA ZTEHICRY £, ZhLUBED =
T4 X2 —g AMEEITE, ar Y — L R— FERERTALERS Y £,

7 TAEMNE ) — REHIBRLET,

cluster remove unit node_name
T—=hARTyTargaXalb—a MIERIAT, Hl#l — R bRBICAS s nz=
Y74 FK2Llb—valbEDEETHLDT, a7 4 Falb—a 2RkbPFIZHBRTED
J— REBEBIMTEET, Hli#l ) — FEHIRT 70T —% /= RTZoavr FE A
L7e5aid. FrL W, — RARESINET,

AU N\G e — BRI T HITIL, cluster removeunit ? & A3 %2>, show cluster info 2~ K
AN LET,

B -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:

asa?2

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

DS RAIAANDBESM

J— RN FAZMBHIBRENTHES (e 21T, BERRELEA LV Z—T =4 ADEA.
FIEIA L NN—ETFECTIET 77 4 T LIZHE) X, 7 7 AZICTFETHSMTHLER S
Di‘é—o

FIE

RARTFYT1 av V) —)LT, VIAX a7 4¥Xal—vay T— RE2EBELET,
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ATy T2

v5zams0mE [l

cluster group name

&1

ciscoasa (config)# cluster group podl

JIGAB) T e F—T I LET,
enable

552505 DRR

FIE

ATy T

ATy T2

ATvT3

ATv74

I TGAENEREIIIET DI, VTAX T— ATy T ar7 4 Fal—rar2f
ZHIRTAMENH Y T, &£/ —ROBEOa L 7 4 Xalb—varid (TIV/T7 47 2=y
ENSREBENT) RUTHDHIEO, 7T AXNLMIETEE, 7 TRAZY U TRiODa T 4
Xal—varaN\v I Ty INBEILT L, IPT RLADOBEEZERITHba 7 ¥
L—ya VEBEELTYOOLRONET Z &L MBI 9,

T )= ROGE, VIFAZY T EROLDITEIE L ET,
cluster group cluster_nameo enable

1 :

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

JTGABZY L TNT—H )= RETAR—=T VRS> TWDIIE, 274 Falb—Ta %
HE2ITHZEIXTEERA,

JIGAR a7 4FXal—varkx /77 LET,

clear configure cluster

ASAIL, BEA L H—T 2 A R T TAFFHEY) 7 2 ETT XTOA o F—T o A% ¥ v
M LET,

PGAR AR —T oA A FT— KT 48— NI LFET,
no cluster interface-mode

F-NIar 74 Fab—a V@R FESLRVED, FETI Y T O2RERHD F
j‘o

RNy T T ar7 4 Xal—rarBbdGh, Frar74Fal—ra iy s Ty
FarJ 4 Xal—grgar—LET,

T VY9957 RIZE TS ASAVirtual D ASA 7 5 R 3 .
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copy badkup_cfgrunning-config
1

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

a7 4 F¥al—varEAL— T S IRELET,
write memory

Ny 2T o7 arZ s Xalb—ralryBDR0WgEald, BT 78X 2HRELET, &z
X, A X =T A AIPT RLAZEHL, ELWHAMMEEILLET,

HlfE /) — FDERE

AR W — FEERTDEREOHFIEL, G, — FTr A2 728 L, B LOdlE =

FIE

=y FOBRREFGS>ThD, 7 TRZY VP 2BEANITHHETT, Hll — Rt 5
J— REBEIHRET A2RERNH L5581, ZOHOFEZFERLET, 720, FRgEpi
HREDL AL, ZOFIAZMEH L THIfE , — RETEZMEIT25 & T _XTOERN Fae v 7S
DT, FLWHIE Y, — R ECHERZBELTH2MLERDH D £,

HilfH ) — P2 2T 21203 WOFIEEZFEITLET,

FLW — REHIE S, — RELTRELET,
cluster control-node unitnode_name

1 -

ciscoasa(config)# cluster control-node unit asa2

AA Y TTAFIP T RUANOFEEGNLEICRD 7,

AU N—Z B FKRT HIT1E. cluster control-nodeunit ? (FAAED ) — RZBERL T XRTOLRIN
FrREND) L ASTEH, showcluster info =2~ REANLET,

. INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X 3



| 89U w5559 RIZHT% ASAVirtual D ASA 2 5 24

vs52482pkcnavy rozi ]

DIREZEERTOIARY FOET

FIE

aAvy R&E7 FAZRNOTRTO /) — N2, FRFFFED ) — RNEETDITE. KOFIEE
FITLET, show 2> RETXTO/ — RIZEEFET D L. TXTOHABIUE S CHE
D) —KRDaryy— I rEInNET, ToOMmoa~r R, 72L& 21iF capture<° copy . 7
FALBIKTOETEIEM TEET,

TANTO/—=RiZavwr FeEdELEY, /—FAZEELLSEIE. BED/ — FIEEL
3

cluster exec [unit node_namp=~ >

51

ciscoasa# cluster exec show xlate

J— R4 HEFRT DL, cluster execunit ? (BED /) — FEERLS TR TOLARINFRR I
%) & ANS1T B0, showcluster info 2~ > K& AT L%,

il

FULXY ST 77 ANET TAZNOTNTOD /) — RS FRIEEC TFTP H— N2 =
E—d 512, i —FChkoa~vr FEAHLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BED PCAP 7 7 A v (% — RFb 1 5F0) 2R TFTP h—NiZabv—ashEd,
SIEDX X T F ¥ 7 7 A NAITITBEINC ) — RADBIIIS 4L, capturel _asal.peap,
capturel_asa2.pcap 72 &L 720 £9, ZOHITIX, asal & asa2 [TV T AF /) — R4 T
D

DSRBDE=ZRY Y

7 IFAZDIREBLE AT =S —BLON I T N a—T 4 VT TEET,

DRI RT—RADE=ZARYYG

I FAZDREDET=HF Y U 7IZO0NTE, ROa~vy REZBLTIESN,
« show cluster info [health [details]]
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F—U— R&HEE LA T show cluster info 2~ > REFETTH L, 7T AXNOTT
DA INDAT —HANERINET,

show cluster infohealth =< Kif, /1 v #—T7 = A, /—FKBLWI 7 AZEEKDH
EOWREEZF R LET, detailsF—7— FNit, "—bFbE—F X o=V 0K TR
L/i‘a—o

show cluster info 2~ RIZOWTIIROE N EZS L T EE 0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.c192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL NODE

D : 2
Site ID : 2

Version : 9.4 (1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

+ show cluster info auto-join

WERBIEIRIC 7 T A K ) — N3y 5 A Z IZHBICHESINT 52008 970, BLUREE
(TA BV ADFESR Y ¥ — VD~V AT =y JREERE) BN VT ERENE I D
LET, /— FONKBEHNCERNC 2> TWABEE, 7013/ — BT TICZ 924N
%A, Zoa<wy RTIEHHEARERINERT A,

show cluster info auto-join =~ > RIZOWTIHKROH 2B L TS E &0,

N
ki
He
IR

7
(a5

ciscoasa(cfg-cluster)# show cluster info auto-join
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Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check
failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport{asp |cp[detail]}
WD+ T AR— FEEOREHERER R LET,
casp 1 T—H FL—1rD kT AR— MEEHER,
scp: v br— T L= T2 AR— MEEER,
detail ¥ —V— RF2AT5HL, 7 TR TEEEOEN NI U AR—F 7r hau
DEEFRANERE N, Ny TZ7Rary ha—L 7 L—rTho XNl olm & &I

Ny b Ray 7ORBEERETE £9, show cluster infotransport cp detail =~ >
RIZOWTIFROH N EZHR L T ZE W,

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

INT Yy 9957 RIZETS ASA Virtual D ASA 7 5 X4 .
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This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]
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Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0
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* show cluster history

7T ALDEIE, BLOT T AZ ) — KRBINTERho BB, /=N I A2 %
BEN BRI T 2T — A v =V RFERINET,

DSRIEERDINT Y DX TF ¥

I SGARTONRE Y FOF % TFHIZONWTIE, ROa~<wy REBBLTLZEN,

cluster exec capture

JITAZERD NT TNy a—T 4 T AR — T 5ITIE, custer exec capture 2~ > K%
HEALCHIE ) — KR ETOITAZERE N T 7 4 v 7 OF X 7F X2 /HLET, 2T,
JFAZRADTRTOT—4F ) — RTHABRICAENTRY £7,

HDSRBZ)Y—RDEZHRY YT
ISGARY ) —2ZADEF=RY NI ONWTIE, ROa<w> REBB LT E &N,

show cluster {cpu | memory | resource} [optiong

7T AREROERNT — X 2R LUET, FEHFHREZ optionsiZT — & DX A 712 K- TH
nE9,

D2ARF b2 T49vIDEZZIDY
JITALNT T 4w I DE=ZY U TZONTIE, ROa~y REBRLTIEEN,
» show conn [detail]. cluster exec show conn

showeconn <> Kk, 7e—MRT VLI ¥ RNo T v7, FHE7+V—FDEDT
o0—THh 5%~ LET, cluster execshoweconn 2~ RE{EED /) — RTHEHAT D &
TRCOERNERINET, ZOa~r ROERMLIZ, 12070 —D 77 4 v
NI TAFZNOESEEERASAIZED LD IZRZET D0 £9, 7T AXDA)L—
Ty NI, B— RRG UL TOREREa T 4 X2l —va ko TRAYVET, =
Da~v s REFHATLE, ®LBRONT T 4 v 7B 7 FAZNE ED I DI D0
fHEICOID F9, £, = RFARXT U RT 0 =0T 3 —< L A ED L HITHEL
G2 D0 E BT 5D HE T,

F7-. showconndetail 2~ RiZ7a—F v U5 OMBEZTA 70— 45F R LET,
WIZ. show conn detail =~ > FOHAHIZ R L F1,

ciscoasa/ASA2/data node# show conn detail

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, b - TCP state-bypass or nailed,

- CTIQBE media, c - cluster centralized,

- DNS, d - dump, E - outside back connection, e - semi-distributed,
- outside FIN, f - inside FIN,

H o QW
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- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
- incomplete, J - GTP, j - GTP data, K - GTP t3-response
- Skinny media, L - LISP triggered flow owner mobility,
- SMTP data, m - SIP media, n - GUP
- outbound data, o - offloaded,
- inside back connection,
Diameter, g - SQL*Net data,
- outside acknowledged FIN,
- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,
- VPN orphan, W - WAAS,
- secondary domain backup,
- inspected by service module,
- per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:
10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at
interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity
Ifc Locally received: 716 (8 byte/s)

X X5 <n WWO "o XRFHF®
|

Vi 7 m— O NI TN a—T 4 T EATOITIE, ROINCTXTO ) — RO#Eix — Rk
RLET, R, F£ED / — K Tcluster execshoweconn =< > K& ASLET, T4
L7a (Y) . RN T o7 (y) . BEOT7+U—F (2) D7 T 7 o7 o —%81L
F4, WOBNTIZ, 3 2DFT_TD ASA TOH 172.18.124.187:22 75 192.168.103.131:44727
DO SSHENF RSN TWET, ASALIZITZz 7 T 7 0™BHY ., ZOHEGO 7+ U —X T
HHZLEEELTOVET, ASMBITIXY 7T 703 HY ., ZOHEGOT A VI X THDHI L
ERLTHET, ASA2 IR 7 T 7137, 2R A—F—ThrZLrxERLTH
9, TU MUY RGFETIE, ZOEEHRO/T > MIASA2OWNEA »#—7 = A AT
A A VB =T 2 A ADDHTWEE T, AR DY RHR TR, ZO8kRED /R

7y MIASAL BLOASAZ DANERA L Z—T = A AN, 7T AZEIEY o7 %A L
T ASA2 |ZHEIE S 4L, RIZ ASA2 DA 2 —T = A APHHTnNE ET,

ciscoasa/ASAl/control node# cluster exec show conn

ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASAZ.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**************************************
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10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s]

show cluster info conn-distribution =~ > K & show cluster info packet-distribution =~ >~
NiZ, $_XTDIITAZ ) —=F~\D T T4 v I 5iEFRLET, ZhbDavs R
X, S — R AT o2 L, T L DICRE DL ET,

show cluster info loadbalance =~ > FiZ., BEHGHE OB OMEHERE TR LET,

show cluster info flow-mobility counters ==~ > Fi&, EID 3 L7 1 —DFTA & OEERH
Z#x L £9, show cluster info flow-mobility counters =~ > RiZOW TRk D H %%
LTS IEEN,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested HE

show cluster info load-monitor [details]

Z dshow cluster infoload-monitor =~ > K, EBEORIED I T AZ AL ARRDNT T 4 v
JAME, RESINT-MRBOEHEK (T 74V bTIE30) 2R LET, ZHEROKREIE
ZF T 5121, detailsF— U — R&2fFHLET,

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
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0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
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25 20 30 30 30 30
Unit ID 1

30 25 35 25 30 30

25 25 35 25 30 35

30 30 35 30 30 30

25 20 30 25 25 30

20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [optiong

7 T AREROERNT — X 2FoR LET, FERHFHEZ optionsiXT — ¥ DX A 72Xk ->T
e ET,

show cluster accesslist =~ > RICOWTIZROHE D E B L T 77 &0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4fd4947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069
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access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

R OO, TXTO /) — R TORHEERTTHITIE, ROEBVICATILET,

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

show asp cluster counter

ZDawryRE, TEARAD N T TN a—T 4 VTS B ET,

DIRAIDIL—T 4 TDE=ZZYY
7 TALDN—T 4 X TIZONTE, ROa~vr R LTI IZE0,
* show route cluster
« debug route cluster
JFGABDN—T 4 U TERERTILET,

« show lisp eid

EIDs &%+ M ID #/~9 ASAEID 7 —7 V& FK R LET,
cluster execshow lispeid =2~ RHD, RO IIESRL T ZE 0,
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ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*~k~k~k~k~k~k~k*~k~k~k~k~k~k~k*~k~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, sk ok ok Kok ok K ok ok kK ok kK ok ok K ok kK ok ok K ok kK ok kK Kk ok kK ok kK ok ok K ok ok K ok ok K K ok kK ok kK ok kK ok ok Kk kK Kk K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

+ show asp table classify domain inspect-lisp

ToavwrRNE, NI TIAY a—T 4 IS E T,

DSRAYTOAFXFUTDETE
I TABY T OuX L TOREICONTIE, RO~ REZBLTIES,
logging device-id

77 ALZNDE ) — RiX, syslog A v&— 2RI AERK L £, loggingdevice-id =2~ K%
T2 &, R—FITRR5T7 /314 A IDfF&E Tsyslog A vE—I %A T 52 LN TE,
7 ZABNORI—FETNIRIRD )= FDPEDA v =YD XA ENTEET,

DSRIDAVRA—TTAADE=ZR) Y
JTGAEDA L H—T 2 ADF=HK Y TIZONTIHE, ROa<wy RESRL TN,
« show cluster interface-mode

PGAR AV E—T o2 ADFEF— REFRLET,

DSRBYTDTINYGT
I TAZN T DTNy ZIZONTIE, ROa~xr FeZRLTIES0,

» debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
IIGABY T DTNy T Ay—VFRpRLET,

« debug cluster flow-mobility
I AZN T Tun—x )T A BHEOA R P EFRRLET,

- debug lisp eid-notify-intercept
EID @ A v & —PRATZABR DA N P a2FoR LET,

« show cluster info trace
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show cluster infotrace =~ > Rid, F T 7Ny a—TF 4 I DIODOT Ny JIEREFR
LET,
show cluster infotrace =~ > RIZOWTIHROH N ZZ L TS 7EE 0,
ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

FexIE, Fra—AalLazy caEEES2o0 7 — RAGIE ) — RE L THREEL TV A
ZEERTIROA vE—URFERINZLAX, 220/ —FoA—hA)La=y b4nRHE
CThd GREZHRLTLIIEEY) 26, 1250 —KREHFOT7 o0 —RExy A A vE—
VEZELTND (Ry N7 ZfER LT EEW) mREERH D £77,

ciscoasa# show cluster info trace
May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.
May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node
May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE
May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED

DIARR)TDEEEN

ORI va i, 727 AX Y T OEWEICET AEEMIERAE T ET,

ASA DEHREL VS RA VT

ASA O—EFDOEREIZ ASA 7 T AZ U 7TV R— FENT, —EOMBEIIHIE /) — REZT
THR— b ENFT, TOMOBEREICHOWCITEY R EHICET2EERNH 85050 £
7,
HDSRBN) T THR—FEINA U VEERE
WOBKEREIL, 7 T AZ Y VIR AERREEIIRETET, a~r FIHESENET,
TLS 7u XL T 22774 RaIa=r—3 3 HHE
« JE—F 727 A VPN (SSL VPN I L TV IPSec VPN)
AR RN B —T A A (VI

CKDT TV =g A VAR g v
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« CTIQBE
« H323, H225, B L TURAS
e [Psec /XA A JL—

« MGCP

« MMP

« RTSP

+ SCCP (Skinny)

« WAAS

« WCCP

ARy bRy N VT T 4T T gH
* Auto Update Server

*DHCP 7 7947 v b, —1_—, BIXUOF %>, DHCP V L —jIVKR— T\ E
9,

*VPNE— R NNFT 7
e Azure TDO 7 = — /LA —/N—
cHEN—T 4 TBIOT Y v

e FIPS =— K

93RB) T DR REPRIERE
WOBSHEIL, Hll) — LRI THR— R ShET, 7 7AZOBAb Ay —) v 7 SiEE

GE)  hofEhRSRED T T v 71k, 2T AZHIEY V7 BRATA U= ) — FBE S — R
\CHRRE S NE T,
HAOBMEEAZ T 28580, TREFABERED N T 7 ¢ v 7 B RBEE L | T S
NABNCHES A TN T, HIH ) — RLSD ) — RICHEEESND Z ERHY £9, Z0HS
WX, T 74 v 7 DHE ) — Rk iKES g7,
rhefE RS RE [C S\ TR, Il ) — R CEENRRAETH LT RTOEEN F ey FEN5D
T, HrLWEIE ) — N O & Fer T o 0B R”H D £,

CRKDT TV lr—a s A VAR g
* DCERPC
* ESMTP
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- M
« NetBIOS
- PPTP

« RADIUS
«RSH

« SNMP
« SQLNET
« SUNRPC
« TFTP

« XDMCP

CRABT AT — =R
Xy MU= TR ADRIB LOFFAl, TAT T 4 o ZIFIFEFR T,

s T ANHF VT P—E R

« %A ~E VPN

s INT XY AN N—T 4T

BarD/—FIERSN SR
SRBOBRIE, 7T AL RKEIZHE ) — FTIE2< . % ASA / — RSB ShET,

*QoS:QoSARU T —IE, a7 4 Fal—ra HUOEE LTIy T AXEATRE S
NEF, 2720, AU —3%&/ — RifEBlic#EA SN E 3, =& 23, Bk LTH
Vo 7 RFBETDHHAIT., AL — MBI OEA N—X MEIX, FED ASA 5 HT
TN T 7407 ICHEHENET, 3/ —FRDOlBI7TAER’HY, NTF7 40970
FILOBLTWAEA, e L — MIFEBRICZ IAZDOL— D 3{FI2700 £,

« BEARH BB — R IERNCERE L £, 7ol 2. EACRGEHE#IT  — R
BATYT, mExiE, A—FAF Y UBRHEPEIELZ2ZVDOIF, AXy 2 b T 7 4 v I BE
J—=FMTa—=F RT3 T7EN, 120 —=RKTIRTDNT 7 4 v F BfiERTER
W=D Td,

2y NT—=0 FTORARADAA EY SRR YD

Xy NU—27 77 AHD AAA L, FRRE, R, TV T 4T D3I DDA K= b
THER SN E S, RAFLFFIX, 7T A& Y U ZHlE ) — P ECh g ilgae » | CFiEX
NTEY, T—FEENI TAXT—% /) — NIcERSET, #ilfHl — FB@RIRS =8
B FESLE R OFEFEE 2 — — B L O — P — (B DR & 5] & foe & /e < E
BT 570 BT _XCOFERZHLVEIE, — KRRELET, 22— —FFEO T A KL
BIOWEtZ A L7 0 M, il — FRREE IR L& bR T,
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THOUT 4T, 7T AZNOGEIRMERE L L CTHEEINTWET, ThorT 470k
Tu—HBNTEITENDITZD, 70— TETHI T 4V IRREENTHDEHE, =D
TOu—%FATDHITAK )= RKINT T 4 v TREEELED X v —T % AAA T —/3—
WCEELET,

BHRSREEISREYT

PehilfRix, 7 7 A2 2RICH#EH S4vE 7 (set connection conn-max, set connection
embryonic-conn-max, set connection per-client-embryonic-max 3 & UF set connection per-client-max
avy RR—=U%ESM) £/ —RiZiX, 78— FX ¥ A R A v =IO 7 T AX LR
DA ZOHEMERHY £, 77 AR TERHIREREL TH, 2hEEELZRL T,
R IZHIBRBCE T SN2 WGaRH Y £7, &/ — RTIEE, [EEDOKRRTD Y 7 A XKD
T B AR K £ 7o i Nl SN D RN H Y £F, L, ve—RAZ v
INT=7 T AL TIL, RO & & ITERPEFTINET,

BAFIVIN—Ta2I9EEVIIREY VY
fEBA X =T 2 A AE—RTIL, &/ —RKNAZX L RTa  )—H L L T—T 4771
FanvzFEITLET, — FOFEIF, &/ — RAMEBNITOET,

H8:ERA v E2—T AR E—FTDEAFIVvI L—Fa2Y
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FORTIE, V—F AlZINLV—F B~DEa XA NRAPLARH L ZFEBHLET, SR T#F
NEN1-250/—Fa@iELET, ECMPZEH LT, 4 A TrI7 74 v 7 DOr—RNRT
VUUTEITWVET, & — R AL —Z EEET L E I, ENENRL DL —H 1D
Vit N D= S N
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