YOIz T7ELVaV T4 X2 L— T

>

-~/

ZOETIE, ASAYZ7 My =T BIRar 74X 2 b—2a VOFEFIEIOWTHHLE

7

VT MU T DT T T L—K (1X—=Y)

« ROMMON Z{#HEH L7=A A—2 D — K (ISA3000) (1 4—)

«ROMMON A A=Y 7 v 77 L—FK (ISA3000) (3-2—2)

VT NI 2T DR LT L —FK (52—2)

« 77 ANDEH (10 ~—)

*ASA A A— ASDM, BXOAX— KT v 7 a7 4 FXalb—ralrOFE 21 3—
)

AT 4 Falb—rarEFEOMDT 7 ANDNY I T T eI (25 =)

* Cisco Secure Firewall 3100/4200 T® SSD Oy AT w7 (44 _—)

VT Ny =T Ear 7 4FXFal—a DR (46 2—3)

VIO F7DRT7v TSI L—FK

SERBRT v 7T L— ROFEIZOWTIE,  [Cisco ASA Upgrade Guidel] &M L T 72 &0,

ROMMON Z{ER L4 A—2OnO— K (ISA 3000)

TFTP Zfifl L T ROMMON E— F225 ASA ~V 7 " =7 4 A—V % — R4 51203, &’
DOFNEEFIT L E T,

FIE

ZATYT1 ISA3000 2> Y — L ~DT I AZHEST, ASAD Y Y — )L FK— MNMIEELELET,

YIrwz7ssUavIqFaL—var |
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YIrYITELVIYTaFaL—2ar |
B rommon £ER L4 A—Snn— K (1SA3000)

ATY T2 ASA DEREZY > THho, HFOEREZA ICLET,

ATY T3 AX—F T v 7ORIZ, ROMMONE— RIZAD K c7 v 7 hERENT-E, Escaped—
EHLET,

ATv 74 ROMMON £— KT, IP7 KL A, TFTP ¥ — X7 KL A, #F—FrU=xAf T RLA, YTk
TxT A A=Y T7 AN BEOKR— &G, ASAIZHT HA 0 F—T = A AFEXIRD
LOIERLET,

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

GE)
Ty BT =T ORI TITAET D 2 L 2B L T ES W,

A3 =T 4R 3= FiE ASA 5506-X, ASA 5508-X. ASA 5516-X. F L TVISA 3000 7
Ty N7 —ATEHAINDTZD, 26D T v M7 4 — 2 TManagement1/1 4 > X% —7 =
A AE TFTP U AN ZFEAT T 20BN H D £,

ATYTE REEMIELET,

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa9%6l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

AT F6 TFTP H— 3 —|Z ping 2165 L £,

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

ATvT1 Ry MU=V REL, BTHATEDLITREL TBEET,

rommon #8> sync
Updating NVRAM Parameters...

ATYT8 VAT AL VT 2T A A=V —RLET,

rommon #9> tftpdnld
ROMMON Variable Settings:
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ROMMON « x—S07 v 745 L— K sasw00) [

ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=

LINKTIMEOUT=20
PKTTIMEQOUT=4

RETRY=20

tftp asa96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

VTR 2T A A—VUNEFIZe—RFEN5 &, ASAITHEIAIZ ROMMON £ — R&Z#&T L
\iﬁqo

AT w79 ROMMON E— K5 ASA ZRENT 5568, VAT A A A—I3 ) v— R CHRESZD
72O, REIFVAA—TET T va AEVIIZ e —RTA30LERLY T, B2RT v
7 L— ROFNEIZSWTIE,  [Cisco ASA Upgrade Guide] ZZ&M L T 72 &0,

ROMMON 4 A—> M7 v 74 L— K (ISA 3000)

ISA 3000 ® ROMMON A A —2 %27 » X7 L— R+ 41213, WOFNEIZHENET, ASA EF
IVDOBE . VAT LAOROMMON NN— 5 NI 118U ETHAVENH Y £, &/ X—2 3
VDT T T L — REHERLET,

HN—a v ~DT v T — ROHBARETT, XU 7L —RITEERA,
A\

FEE ISA 3000 © ROMMON 1.0.5 ~®O7 v 77 L — FiZit. LART®O ROMMON N— 5 D 2 {0
REE23 000 3 (W 1543) o Ty 77 b— NPT A, AOBEREBRALBNTLES
Ly, 7/77v%$bwo\uw SET LRV, FRIFRLIZGEIX, v RAa T 7=
PAR— MOEE L TSV, T30 ZOEREFHEA LD \)t/hbtbbaut<t
=Ly,

1R BHHIIZ

Cisco.com 75 H  LWVWROMMON A A —VH B L T, —"— EIZEWTASAIZaE—LF
9, ASA X, FTP #—/3—_ TFTP #—/3—_ SCP #— 3—_ HTTP (S) #— — BIW
SMB #—R"—%H KR —=FLTWVWET, RO URL NHA A=V EF T a—RRLET,

* ISA 3000 : https://software.cisco.com/download/home/286288493/type

YIrwz7ssUavIqFaL—var |
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B rommon « x—S07 v T L—E (1sA3000)

FIE

ATy T

ATy T2

ATvT3

ATvT4

ROMMON A A—V% ASA 7T v 2 AFV|ICav—Lxd, ZOFIETIE, FTP 2t —%
FRLET, MOV —NR—H A TDL L Z v 7 ADEAITcopy? E A LET,

copy ftp://[username: password@]server_ip/asa5500-fir mwar e-xox. SPA
disk0:asab5500-fir mwar e-xxxx.SPA

BUEDNR—T 3 U B HERT D121, showmodulezz~ > FEAH LT, MACT R L A#ilH7T —
ZD Mod 1 DHFATTFw AN—2 3 U EFR~NET,

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

ROMMON A A=Y %7 v 77 L—RLET,
upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

&1

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2: dB824bdeeceel308fc64427367fa559%e9
eefe8f182491652ee4c05e6e751f7a4f
5cdeaz28540cf60acde3ab9b65£f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%9e9
eefe8f182491652ee4c05e6e751f7a4f
5cdeaz28540cf60acde3ab9b65£f£55a9f
4e0cfb84b9%9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

TurT RSN L, B LTASAZ Y n—FLET,
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ASADBROMMONA A= %7 v/ 7 L—RLT, FOBAXL—T 4 TV AT L% a—
KLET,

VI2bLDTT7DEIVTL—F

2 DA, ASAY 7 NI 2T EX T T L —R L, UBIOY 7 M 2T 83— 3 by
T TEREEELTDHIENTEET, XU 7 L—ROKHEF, ASAT T v b7+ —AI1Z
KoTRZY T,

B g L—FRIZCEAT5H4 K54 DBJ:U%'JBE%IE
B 7L — RTHEIC, WOHA RIA 2R LT IEEN,
°75Z’5"J‘/7~Fﬁ0)’\'t0)+flil BOURALLEYFTL— KDY R—FEIHY FEA :

L CEkoTE, Bn XA AL B0 7L —RABELET, BENIEAL
=% EM\7715&%/5%)5%b#52£ﬂ%bifo_ﬂmiwxy¢y94A
MIELET,

« QI8 LIBMNLDEI VS L— FORIRE : 9.18 TIXEMENZE T S, access-group =~ > K
MED accesslist 2~ FOFNZY A Sk d, ¥U 7 L— K7 5&, accessgroup
a<w s RIZEL accesslist a~v> K2R — RLTWRWeDESR S ET, LN
forward-referenceenable 2~ > RZ G L TWZHETH, Z oo~y FIZBEHIRS
NTWAHEDRICHERE R 9, U7 L— KT BT T access-group =~ >/
RzFEHTat—L, 77 L—FRIZBANLTIIEEN,

DRI ATLI— R LEBERSA—FEYR—FLBEWY I bz F7/N—23 Y
ERARAUNAEENEITLTVWSIEETEH, VPN FURILBRZ NS EBITEE S
FT OV FIAF, AU L— RERCRALET, FOHEEA. VPNERZ UK LT
BEHFL TN,

e N—2329204) MEENUFIDN—D 3o, KESA BV RAFHANRES NI ASA
REEEIVTL—FK ki 71 B ATPRPNBEMRINWEDI2T 5720, kROT
IIE%: AT THZ LR L F9,

1L KET7A B ATRIOREREMERLET,
2. ASAME X U1 —KRLET,
3. KETA B AR EFERELET,

N—3 =32 9.20.4 LA Tl Smart Transport 237 7 4 /L NI 0 £928, /X— 379203
AR ClE Smart Call Home 237 7 4 /v h & 725728, TNHDOFIEEZETTLHHERH Y
i‘é—c

YIrwz7ssUavIqFaL—var |
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B 5o oL —rgcamshaEmtonngE

> » A\IV$ V4 s, ~ E ==

B L—RFRICEIBRSNAEBMED L UVEEE
PIgiDON—T g AAH T T —RT5 &, FNLEOAR—Y g o CEHAINZa~ s Fid%
EPGHIBRESNET, ¥ T L—RTHFNIZ, X—F v 3=V 3 2k L CRER HEI
WCF v 7T AFETIHEEA, FTTLWO I~ RS ASA O LWEEREIZ W BN S vz 0
ZY Y —RAZTLICFKRTEET,

show startup-configerrors 2~ > RZH L THX U7 L — RLIz#, ELRSNca~r N
FRTEET, FTRT NS ATH YT L— REFATTEI LA, EBEHT A A TH D
T L— REFITTHAINCZ0a~vy REFEH L TR L FRcHRTE £,

LA E->TE, ASAIZT v 77 L—REfICa~ >y REH LT 3 —LMZHBIWNICBITT 572
O, NR=Va Lo TIH LW avy REFETHRE LR STEHETH, RIEDOBATIC
FoTH I T U— KRB EZTLZERHY ET, U7 L— RRRZHEATE 5 H 0
EDNRy I T v TR EET A2 L2 LET, 83 ~DOT v 77 L— REHIIE, Nv 7T v
TN HEICAERR S AU E T (<old_version> startup cfg.sav) ., MOBITTII NNy 7 T v 7T HHE
BEhERA, ¥V 7 L— NCRET LA REER D S BB o~ RBITOFEMIZ OV T,
FASAT v 77 L—RHAAR] O IR=Ta VEHEDOHTA RT4 BT 22 L TS
U,

T —RICETATA RTA4A VBIOHIRFEHE (5—) OBEFOX 7 L—R
OREL ML TSN,
T2z, RN—=T=a980R) EEITL TS ASA IZIE, ROa~<r RREENTHET,

access—-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab512$1234$abcdefghijklmnopgrstuvwxyz privilege 15
snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted
auth md5 12:ab:34 priv aes 128 12:ab:34

9.0 ) IZF T T L—RT 5L, BERFICROTZ T —RNRRINET,

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0

~

ERROR: % Invalid input detected at '"' marker.
username testl password $shab512$1234S$abcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '”"' marker.

snmp-server user snmpuserl snmpgroupl v3 enginelID abcdefghijklmnopgrstuvwxyz encrypted
auth md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '”"' marker.

Z OBITIE, accesslistextended =1~ > K TO sctp OH 7R — R 33— 3 2 9.5(2) T, username
a2 RTOpbkdf2 D3R — F233—73 229.6(1) T, snmp-server user 2~ > K TO enginel D
DY R— KB —=T 3 2953) TEMSNE L,
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CiscoASA 7 TS5 47208 L—F ||

CiscoASA 7 TS AT 2VADE I L—FK

FIE

ATy

ATy T2

ATvT3

ASA DNR—Ta WA= g VIZREL, NI T v TREEAXY— NT vy a7y
Fal—a Bl T e —RT52 LIk oT, ASAY 7 =T DOR— 9 %k
o 7L —RTA5ZenTEET, ZOFEL, RKOETEFNVICHEHINET,

* Firepower 1000
* Cisco Secure Firewall 1200
* Firepower 2100
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

1R BRI

COFETIET v 77— RTAHNCASA DRy 77 v TREFITHOVENRHL L=, Hn
REAEILTHZENTEET, HWVREZE L LWGAIL, FillE 32T I - he
FTHEBMEO W< RONFEETHAREMENH Y £4, FrLna~<~r Rk, Y7 b7 o
HTWARA—=TVarEan—RT5EESINET,

A RTRY Tx— VA —N— FF 7 TAXY RO DIZ, [ASA Upgrade

Guidel] 7 v 77 L —RFEEEZFEH LT, ASA Y 7 b7 =T OHEWI—=Y g 2u— KL%
T, ZOEAF. ASADFH LN AA—=T a3 o TiER, FnA—=Ya v ERELET, BEE: %
7ZASAZ U B — RLARNTLZEN,

ASACLIT, NI T v 7TDASARELEAF— NT v a7 Falb—Tarvilar—L
T, T A —R—OFHIT, TI/T 47 2=y b CZOTFIEEEITLET, ZOFIET
X, I~ RERZ U EEICERL 4,

copy old_config_url startup-config

writememory # i L CFEI T2 7 4 Fal—v a2 AF— T v 7 a7 4¥al—vs
NRFE LW EREETT, Zoavwr Nii, Ny 77 v FRkiEL BEX LET,

51

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

ASA Z U n—RLET,
ASA CLI

reload

ASDM

YIrwz7ssUavIqFaL—var |
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B 750 71 —s%—rcoFirepower2i0 D8 H T L— K

[Tools] > [System Reload] % 4R L £ 9,

TS5y T4+ —LE— FTO Firepower2100 D55 > 5 L— K

FIE

ATy T

ATy T2

RO T T IO TRELAA— R T v a7 4 Xal—ra U lEITL L, ASADAR—V g Uk
HOAR=T g VIR EL LI —RT22 L1082 T, ASAY 7 b= T D=V g %k
T —RTHZENTEET,

48 HREIIC

COFETIET v 77 L —RT DN ASA DRy 7T v TREEITHILERNHHT-0, H
REXMEILT D ENTEET, HORELEIL LARWIGEAIX, FlF XA T - rhE
FTHBMEO W a< RRFETIARERH Y 3, HFilvna~<~r NiE, Y7 hou=T0
ELAYA STV =Bl N RV RE ER R g =i IS

ASACLI T, XU T v 7DASAREEAZ— T w7 a7 4F¥al—ygiiat—L
T, 72— NF—N"—DEHRIE, TI/T7 47 2=y NCZOFIELZFETLET, ZOFIET
X, a2 RERAZ A EEEICERIL $9,

copy old_config_url startup-config

writememory # i L CEI T2 7 4 Fal—v a2 AF— Ty 7 ar7 4 ¥al—vs
VNEIEL RN Z ENEETY, Zoavwr N, Ny 7y IRER EEXLET,

1 -

ciscoasa# copy disk0:/9.12.4 cfg.sav startup-config

FXOS Tl&, AZ v F7uy, Z=— VA== HDHWNITZ TAZ Y TREADZDIZ,
Firewall Chassis Manager & 721X FXOS CLI #ffifl L. [ASA Upgrade Guide] ®7 v 77/ L — K
FNEICHESTASAY 7 M7 =T DOHWAR—2 g U ENEST, Z0OEAIE. ASADHFT LUV —
VarTiER, A=Y s VERELET,

Firepower 4100/9300 D35 > 5 L— K

NI T TREEAF— T v 7 a7 4Xalb—ra Il L, ASADNRR—V g Uk
WA= g VICEREL TSI a—RT 252 LICkosT  ASAY 7 N =T DONR—Tg Uk
HoLo T —RTH5IENTEET,

. VI zT7H&UVaAYToFaL—ay
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isas00 05H oo L—k [

1R BHHIIZ

c ZOFETIET v 77 L— KT DRI ASA DXy 7T v TRIEZITH VBN DT80,
HOWREEREILT DI ENTEET, HVREZETLAAWVWESIT, FilEEEEIR
e KT HEBMEO 2N a -~y RBFEETHRREERH D 9, HrLna~wr NiE, Y
TZhU =T OHWWAR=V g rhe— RTLEEREINET,

s ASADH N AR—T g N, FXOSOBAEDNSA—U g ERHERH D Z L R LET,
HNER TR WGAIL, WD ASA RELXE LT DHNIEMDOFIARE L TFX0S 24 7 7
L—RLET, XU 7L —RESNEFX0S b, (X7 L— KT 500Z) ASA DHL
EONR=T g v EHBRMENDH D Z L 2R L TLEEW, AfEE2EZI T 20WEA,
o T —REFTLRNW taB#iv LET,

FIE

ATYT1 ASACLIT, R"o T v TDASARELAY— T v T avr7 4 Fal—varjlat—L
FT, T NVA—N—FRF I TRAZ ) TOEEX. T/ T 4 7/ =y hTZDOF
EZFATLET, ZOFIETIE, 2~y RERAZ NS /T —Ha=y MIERLET,
copy old_config_url startup-config
writememory #fEH L CRITary 7 4 Fal—ra a2 AX— T v 7 ar7 4 ¥al—va
VICRIFELRWZ ENEETY, Zoavr RNE, Ny s 7 v TEEE FEXLET,

1 -

ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

RTw T2 FXOS Tlix, A¥ U K7y, Zx— A —n"— HDHWZXZ TAZ Y U TRIOTZDIZ,
Firewall Chassis Manager & 721X FXOS CLI Z#f#iH{ L, [ASA Upgrade Guide] ®7 v 77 L — R
FNEZHES TASA Y 7 b =7 OH W=D g U EFWES, ZOHAIE, ASADOH L —
VarTiEnl, EnA—=Ya vy ERELET,

ATFY T3 Fio, FXOS &L U 7 L—RT 55813, A¥ U RT7ry To—NFd—n"— HDHNEY
T ALY TIEBDT=81Z, Firewall Chassis Manager & 72 (X FXOSCLI Z{# f§ L. [ASA Upgrade
Guide] 7 v 77 L— RFRNAIZHESTFXOS Y 7 b = 7 DOl VWA= 3 U ERHON— 3
VICRELET,

ISA3000 DFH T L—FK

X7 L— RTiL, ISA3000ET /L CLL T OMEZE T 357200y a— My RBFIEL
ij‘o

e T—h A A=Y 3T 4 Fa2lb—aDr VT (cdear configureboot) ,

cTHWA RA—=TADT— A A=V DO%E (boot system)

YIrwz7ssUavIqFaL—var |
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B roe=

FIE

YIrYITELVIYTaFaL—2ar |

s (XFvar) BT 7T 4X— a3y ¥—0DAJ) (activation-key) .

cFATaALr T 4 X2l —a DAY — T v T ~DRAFE (writememory) , ZHUTEY
BOOTBREZAMAZ T WA A—VICHRELE T, ZO7d, Jue—RT5 L Hngs A—U)n
=&,

e NI T UKL= a DRI T T AR~ T a7 4 KX alb— g 0D
2 — 1L %7 (copy old config_ur startup-config) .
« Ju—F (reload) ,

1R BHEIIZ

c ZOFIETIIT v I L — RFTBENIASA DRy I T v TFTHRERITOMLERNH B0,
HWREEZETT LI ENTEET,

VI 2T EE T L—RL, HWhar7 s X¥al—varyEETLET,
downgrade [/noconfirm] old_image url old_config_url [activation-key old_key]
11

ciscoasa(config) # downgrade /noconfirm diskO:/asa821-k8.bin disk0:/8_2 1 0_startup_cfg.sav

Inoconfirm 47> a VEIRETHE, TRy T IRFERINTIZF VT L—RENET,
image url 1%, disk0, diskl. tftp. fip. F7=iTsmb LD HEH VA A —T~D /AT, old_config_url
1T, RESNEBITAIORE~D/SATT, 83 LV LREIOT 7T 4 X—Tay F—|IRDHH
N L,ANE, TOT 7T 4=y ar F—2 ANTEET,

2714 ILDOEE

25922 AF)VADIT7A4ILDERT

7T vva ARIVADT 7 ANEFIRLT, TO7 7 A MIETLHHEREZRTE 7,
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FIE

ATy T

ATy T2

7592 xxurenI7z4 Lok ]

77932 AERINDOT A NVERRLET,
dir [diskn:]

diskO: [ZNERAE Y T, TDMMD KT 4 7&K EIX, USB RT74 7, SSD, SD H— K72 LD
HEA L —VF2RLUET,

11
hostname# dir

Directory of diskO0:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 Dbackup.cfg
2927 -rw- 8670632 20:42:48 Dec 08 2004 asdmfile.bin

FeiE D7 7 A VB ZiBIE Rz £Rm LE7,

show fileinformation [path:/]filename

1 -

hostname# show file information cdisk.bin
diskO:/cdisk.bin:

type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

IRENTWDE T 7 AL H A XEFHNCTETERA,
FI N R, A7 T2 AEVDOL—FF 4 L2 MY (disk0:/) T,

22921 AEYVDMLDT 74 IILDHIER

FIE

RENZ IR0 Te T 7 ANMET T v va AEFYPLHIRTE £7,

T vva AEYVNL T A NEHIBRLET,
delete diskn: filename

disk0: (ZHNFERAEY T, £OMD KT A4 7&EF1L, USB K747, SSD, SD 1— R ED
ANEHA L —UEELET,

YIrwz7ssUavIqFaL—var |
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B 50027710 0270088

NABRELRWE, T7HNVNMIEYD, 77 A VTBEDIEET L7 FUGHIBRSINE
T, Z77ANEHIBRTL X, VANV RD—REHFEHTEET, HIBRTH 77 A V4 %KD
H7ar T IRFREINET, FO%., HIBREZHRTOILERH Y 7,

7259y 7741 RTLOEIRR

7Ty va Ty AN VAT MEHET B, ROFIAEETLET,

FIE

AT 1 ISA3000 2> Y — /L ~DT 7 ZDOFNEIZHES T, ASAD =Y — )L R R— MR LET,
ATv T2 ASA DEFEZG->THrEH, BOBEREZA AT LET,

RTFYT3 AZ— 7 v 7OMIZ, ROMMONE— RIZAS X HIc7Fm w7 MREni-5H, Escaped—
EHLET,

ATy T4 gasea~> REANLET, 2D, TRTOT7ANBEEEZEINTT 7 AV VAT
LARHEENET GERROVAT L 77 A4V EETe)

rommon #1> erase [diskO: | diskn: | ush:]

diskO: [ ZWHEAE Y T, ZOMD FT7 A THFZIIINTA L —VERLET, HILWLET L
TlE, AAEBUSB KT A 7 ush: Z{FHEHA L TWET,

TJ7A4ILVTIOEADETE

ASA TliZ, FTP 27 947 b, X277 avt— 2o 747 b, £TIXTFIP 2V 94T &
ERTEEd, £72. ASA2EXaT abt— P —R—L LCHRETHIEHLTEEHD, o
VEa—FTEXxaT at— AT N EFATEET,

FIPYSA47> bk E—FDERTE

ASA TlE, FIP Y —R_R—L DT, A A=Y 77 A NRaL T 4 Fal— gy 771D
Ty —RRBLOF e — REFTTEET, Ny TFTPTIX, 774 7~ MIl#E#EE
BB LT — 2RO FERGELET, Ny 7 ET— FCIET— ¥R T AL 725
P—N—F, AEIOFEDOHEFICBNTY v ALV T LR - MEEEZINEE L TRLET,

FIE

FTP £— K&/ Xy v 7IZ

ﬂlll
i
54
=

ftp mode passive
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1 :

ciscoasa(config) # ftp mode passive

ASAtXa17aE—9S54 7 FDEKRTE

FIRr

ATy T

ASAMNSCP 7 747 & LTEMET HHE1E, copy 2~ REHEH L TSCP #%ETX £
ﬁ—o

SCP D/XT7 f—< 2 AL, AT IR AT VT AN HLBEERGFLET, T 7415
T. ASA i 3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctr DJIEIZ T /L
FY X LEFAT—NLET, RINTZEMOT/LTY XL (3des-cbe) MR 7=
A, aes128-cbe 72 ED— @R 72T N T Y XA LPBRENTHE LY b RIS AT +—~
APMMETFLET, RSNk s XA A9 5121%, sshcipher encryption =~ > K, 7= &
Z I, sshcipher encryption custom aes128-chc

1R BRI

* SSH N— g U 28 a VAR — M9 AI1213. ASA DT A & AZ5@ )7k 54k
(3DES/AES) T A & ADBNLE T,

HHHESNLTWRWAEY | vV F ar7F AR E— RTHE, VAT LETAR—R
TROFIEEFETLET, A THFARND VAT AFITAN—RZH D FEZ 51T,
changetosystem =~ > K& A1 L £,

« SCP r— =&AL, [SSH T 7 ERADEE] 19> T Cisco ASA T SSH Z# AT L
£

(A Fa) ASAITHEEI D4 SCP — "—D SSH AR A FF—Z2RELET, HEIZST
T, FEICHF—2BITCEET,

ssh pubkey-chain [no] server ip_address {key-string key_string exit| key-hash {md5 | sha256}
fingerprint}

1 -

ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# cl:01:30:29:d7:b8:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string)# exit

ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

YIrwz7ssUavIqFaL—var |
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B ssaexa7ae—ss5070 romE

ATy T2

key-hash sha256 £1:22:49:47:b6:76:74:02:db:26:£fb:13:65:d8:99:19:
€7:9e:24:46:59:be:13:7£:25:27:70:9b:0e:d2:86:12
K —/R—=|ZDN T, SSHR A hD key-string (ABAF—) F7-iTkey-hash (v =ff) %
fRETEET,
key_string (X U E— F ©°7 ® Base64 TR 5{b S #72 RSA A% —Td, A—7 2 SSH 7 7 A
Ty hpb (FVWZ % & sshfid tsapub 7 7 A AN D) ABF—EEZESFTX £7, Basetd
TRAL SN ABF— 245 L7cth, SHA256 I X > TEDF =Dy v a SNET,

key-hash {md5 | sha256} fingerprint CTix, 7= & 21X, show 2~ KO b a e —L7x—
RED, TTICANAY Y2 8N TWAHF— (MD5 £721ESHA-256 F— 2 ) NAENnET,

({FE) SSHAFARA N F—F v 7 Z2HFhELIFERDCLET, v LVF arTHANE—F
Tt B TF AP TCIOavr Re AN LET,

[no] ssh stricthostkeycheck
1

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81:cf:bb:c3:2a.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]?

Address or name of remote host [10.86.95.9]7?
Destination username [cisco]?
Destination password []? ciscol23

Destination filename [x]?

FI7FNVET, ZOFT v a AN TCWET, ZOF T a v BNA F—T Mo T
WAEE . ASAICELEHBMENTWRWERA M —2F A £I3EET 2 L2 kRO bE
T, ZDOF T a BT 4 =T NI o TV DA, ASAITIREITRE SN Z &30k
A N —Z B ISR L E T,

il

wIZ, 10.86.94.170 ICH D —_R—DFT TNy a2 SNTWAHFR A b F—2BINT
LR LUET,

ciscoasa (config)# ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:6l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

WIZ, 10789 12D —"—DFRA N AR 7 F—%BNT 56127 LET,
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ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# cl1:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit

ASATFTIP U SA 7> FDINRERTE

FIE

TFTP %, Hiflile s 747 MY —"—T 7 A Vg7 1 h 2/LC, RFC783 3 L UNRFC 1350
Rev.2 THEEINTWET, TFTP V—_"—L D TT7 7 A A2 —TX5 L 912, ASA %
TFTP 7 A7 FELTHRETEET, 2L, av 74 FXal—ary 77,1 %
Ny 7T v 7L, ZNHEEEO ASAIZ T/ — FTEET,

Z 2T, TFTP H— =~/ XA FHRIEFR TE 5729, copy L U configurenet 72 & =
~ Y RTCANT 0N £9,

configurenet 358 X W copy =~ > RTHEHT 572D, TFTP ——0D7 RLZAB L OT7 7 A
N EERIERLE T,

tftp-server interface_name server_ip filename

1 :

ciscoasa(config)# tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa(config)# copy tftp: test.cfg

Address or name of remote host [10.1.4.7]?
Source filename [files/configl.cfg]?config2.cfg
Destination filename [test.cfg]?

Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

aAv U REANTDHET 7 ANAE EEXTEET, e XL, copya~r FEFEHATHEX
WCHEAERSNIZTFTP Y — =7 RV AZRHATEETE, A 477747 77 b
TI7ANGEANNTHEHLTEET,

copy =~ RiZ, titp:/iurl TiE7e< tftp: & AJ) LT tftp-server DEZEFEH L £7,

YIrwz7ssUavIqFaL—var |
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B sa~oo7000a0—

ASA~NDT77A4)LDIE—

ORI arTiE, TV =Y a4 A=Y ASDMY 7 b =T W7 7 A0, ED
MR EIINBDO T T v a AFVICHE Ty a— RTA0NERH S T 7 A /L% TFTP, FIP,
SMB., HTTP, HTTPS. SCPH— _—, F7/IIUSB RIA TR EDTF AL AN at —F 55

HEIZOWTHIALET,

HA LS4
o disk0: (ZHEAE Y T, ZDOMD FT A 7FK 51, USB FT7 A7, SSD, SD I — K72
EONEANL—U R LET,
*USB R A 7N EXT2/3/4 £7-1Z VFAT/FAT32 & LT 74—~y FENTWDH I & 2R
L/ij—o
s LFORILTF-L/NLFNREIS>THNTH, RCARIDO2ODT7 7 ANET T v a AT
DELCT 4 V27 FVIRIFTEET A, 72& 2L, configefg LW D 7 7 A ABFEET D
WITIZ Configefg EWVVD 7 7 A VEX D R—RLEI ET DL, KOZT— Ayt —V
NEREINET,

$Error opening disk0:/Config.cfg (File exists)

e wNTFALTHRARNE— ROHEIEX, 774 X— A ML — (storage-urlprivate) %1
R LZRWRY AT AETAR—ZANIZNWDRERH Y £3, 27 F 2 NNTHE, ET
a7 4 X2l —alrERFARAZ— Ny arg s X¥alb—vary (FI7A4AX—F R
FL—URBHBEEIE A= T v 7 a7 4 Xalb—varfhiErTary 7 4%
L—yar~D77A00at— (19—=2) | BLO [aryTFXAMNTOar7F
Ak arZ4Xal—arORNy s Ty 362—) | ZBR) | £y
Fryxabt—35ZLHTEET, SCPIX, CiscoSSH A X v 7 il L7z 7 %A |
WTIEETHR— F SR ERA,

188 BRI
* Cisco ASAcopy =~ RZEH LT SCP #—_"—L D TT7 7 A V&2 —F 5T,
WOFNAZFETTD2MERNH D 5,

* (CiscoSSH A ¥ v 7 DF) ssh =a~ > RE&IH LT, Cisco ASA T SCP ¥ —/3—4 7
Xy MARARDSSHT 7 v 22 A LET,

s cryptokey generate =~ > RZHH L THF—XT7 24k LET (W Cisco ASA D
HDOH)

FIRr

WDOYp—N"— R A TD1OEFH LTI 7 AV Ea—LET,
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« TFTP #r— "= b abt’—LE T,
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename diskn:/[path/]dest_filename

il

ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0:/contextl.cfg
Address or name of remote host [10.1.1.67]7?
Source filename [files/contextl.cfg]?

Destination filename [contextl.cfg]?

Cryptochecksum: db8balf%96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

FTP — N—Mh b ab— L £9,

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest_filename

i

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
disk0:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]2

Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8bal96 9adl89a8 7£f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

HTTP () ¥r——rbabt—L %7,

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server[:port][/path]/src_filename
diskn:/[path/]dest_filename

1l -

ciscoasa# copy https://asun:john@10.1.1.67/files/moya.cfg disk0:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]7?

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?
Cryptochecksum: db8bal96 9adl89a8 7f5f501f lbec469b

YIrwz7ssUavIqFaL—var |
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11143 bytes copied in 5.710 secs (2228 bytes/sec)

SMB Y——n b o — L E9,

copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest_filename

i

ciscoasa# copy /noconfirm smb://chiana:dargo@l10.1.1.67/test.xml diskO:/test.xml

Cryptochecksum: db8bal%6 9adl89%a8 7£5£501f lbec469b
R EEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

SCP r—R_—Mmbab’™—LET,
intzinterface 7> a3 . V— R A I T v T EARALRZALT, WIZHEESN-A ~
H—T A A%&MEHLTSCP —_"—ZE8EL£7,

copy [/noconfirm] [interface_name]
scp://[user[: password] @]server [/path]/src_filename];int=interface_name] diskn:/[path/]dest_filename

1l -

ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfg
Address or name of remote host [10.86.94.170]7?
Source username [pilot]?
Destination filename [test.cfg]?
The authenticity of host '10.86.94.170 (10.86.94.170)"' can't be established.
RSA key fingerprint is
<65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19> (SHA256) .
Are you sure you want to continue connecting (yes/no)? yes
Please use the following commands to add the hash key to the configuration:
ssh pubkey-chain
server 10.86.94.170

key-hash sha256
65:d9:9d:fe:la:bc:61l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>

6006 bytes copied in 8.160 secs (750 bytes/sec)

USB 7213 E 72 I3MFIT R4 T b a e —LET,
copy [/noconfirm] diskn:/[path]/src_filename diskn:/[path/]dest_filename

il

ciscoasa# copy /noconfirm diskl:/test.xml diskO:/test.xml
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RE—bFyF AV T4 ¥aL—YavELREFAV I FaL—vav~nTr/L0aE— [

Cryptochecksum: db8bal96 9adl89%a8 7f£5f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

ARA— b7y Tar )4 xXal—arFEREFTO I« X2 L—
o3RI 7AILOOE—

FIE

T¥% AN 77 A%, TFTP, FTP, SMB, HTTP (S) . F721L SCP %— —Mn b, Fid7
Fova AFYNGL, ETar7 4 X¥alb—varFRigAE— Ty 7T ary7Fal—
gAY — RTEET,

a7 4 X al—arEFETa T 4 X2 L —r g Al a3t —1AICE, 29003y T 4 Fa
L—varviEvy—YLET, v—VILEoT, HLnar 7y Falb—rarhnEfray
T4Xal—vaZHiLnavy RRBENEnET, a7 X2 b—a VRBFEUEA.
EHEIIRELETA, a2~V FBREAT 525G, £72id=~ 2 F28 Cisco ASA DFEITITHEL
HBZ25%6, v —VOfRRITav U NZLoTRRVET, =7 —PRETH52 8, THIT
SRWVERNELDZ LD T,

(A7 ay) ASABY—R—LDBEIFEHTIA X —T = AEBELET, £ ¥ —
T A ABRBELROVES, ASAIXEHREHOLV—T 4 T—T N EF v LET, Z
I TC—ERROMDSERWERIIT— 2 DON—T 4 T T—T NV F v 7 LET,

~NTFArTHEFARMNE—ROALTHFAINT, 774 X— X FL— (dorage-url private)

EENNT D5EE. ZOFIEAEHTCEES, 794 X—=F XA ML —TU72 LT, TFTP ¥—
N=MBFETaArTHFA a7 4 Xalb—aA(l¥vrn— R4 5(21%, configurenet =
~v FEEHLET, SCPIE, CiscoSSH A% v 7 #fil Liza L 7F A PANTHAR—FEh
FHA

AL = T v a7 4 Xalb—raryEddZfrar 74 Fal—va il 7y A%k
=9 25I12i%, @Yl e — Ry —n"—iZkt L TR a~r KoWnwTnne AT LET,

« TFTP —_—Mm b abr’— L E1,

copy [/noconfirm] [interface _name] tftp://server[/path]/src_filename {startup-config |
running-config}

il

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

¢« FTP r—_—Mm b ot — L FET,

YIrwz7ssUavIqFaL—var |
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B xs-tr7v7a00 %1 —vavErdERar I ¥iL—varAnTI 7L LD E—

1

copy [/noconfirm] [interface_name] ftp://[user[:password]@]server[/path]/src_filename
{startup-config | running-config}

il

ciscoasa# copy ftp://jcrichton:aeryn@10.1.1.67/files/old-startup.cfg startup-config

HTTP (S) Y —_—hbab™—LFEd,

copy [/noconfirm] [interface name] http[s]://[user[:password]@]server[:port][/path]/src_filename
{startup-config | running-config}

il

ciscoasa# copy https://asun:john@10.1.1.67/files/new-running.cfg running-config

SMB H—/—/nbab—LE7,

copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
{startup-config | running-config}

il

ciscoasa# copy /noconfirm smb://chiana:dargo@l10.1.1.67/new-running.cfg running-config

SCP —"—hbat'—LEd,

copy [/noconfirm] [interface_name]
scp://[user[: password]@]server[/path]/src_filename[;int=interface_name] {startup-config |
running-config}

1l -

ciscoasa# copy scp://pilot:moya@l0.86.94.170/new-startup.cfg startup-config

dintzinterface 47> g UiE, — R Ly I T o T HENALRALT, FIHEESNIZA v
H—T A A%BEHLTSCP h—_—Z8EL£7,

e xiE, TFIPY—R_"—nbar 74 FXal—ardaat’™—4312F, kROoa~vy
KEATTLET,

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config
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ASA A4 A —
FarL—o

ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

FTPH—N_—mb a7 4 X2l —Tardabt—3312F koavwry REASL
ij—o

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

HTTP V— "= b a7 4 X al—y g EZab—33120d, kOa~v Rae AT
LET,

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config

o.ASDM. BKLURA—F+7y T 3274
3 VDEETE

BED ASA FT-1XASDM £ A=Y RNHHGEIE, 7 — b T 54 A=V EBETHLERH Y
FT, AA—VERELRVERIIT 74V DT — b A A=V PMEA SN, FDOA A=V
BN b DOTIERWARBER S £3, AF— T v 7 ar74F¥ab—va T, &
FSU T, BLT 4 L7 RYTIERLSEREND T 7 ANV AT LAHND T 7 A )V EFRETX
£7

WDOETNLNDOHTA RTA4 2L T,

» Firepower 4100/9300 ¥ —3 : ASA DT v 77 L — RIZFXOS IZ L » TEHEHINET,
ASAF N —=T 4 T VAT LANTASAZT v 77 L— KT 2L IITERND,
ASA A A—VIZXH L TCZOFIAEZHEHN LT ZEW, ASA & FXOS [ ZERNICT v 7
JL—RT&, FXOST 4 L7 b U U A MIHIXIZFRESNET, ASA/Ny Fr— i3
9 ASDM N E FHNTWET,

« 77 v N 74— F— RO Firepower 2100 : ASA, ASDM, B LOFXOS DA A —I% 1

DDR Y=V FEIZN Y R ESITWET, Ny —VOEHIXFX0SIZ L » TEEL
SNET, ASAANL—TFT 4 VT VAT ANTASA.R T v 7 7 L—RT5Z L TE7%
W2, ASA A A—VIZX L CZOFIRLMH L 20T 7S, ASA & FXOS (&
T w7 7L — R T&ERA, BITHIINV FLERTHET,

» Firepower 1000, 2100 (77" A 7> A% — K) | Cisco Secure Firewall 3100/4200 : ASA,
ASDM., BIXOFX0S DA A —F 1 2Dy r—I kI RS TnET,

Ror—VOEHIL, WOTFIEEZHEH L TASAICL > CTEHINET, ZhbD7 Ty
N7 4 —ALTlE, 77— bT 54 A=V EFHHIT D720 ASA BEH S ET 0, e
IRBHATI=ZANIV T — ASA L1370 5, SOV TIX, LT~ ROl
HAEZRL T E &,

* ET /LD ASDM : ASDM [Z ASA A L —T o VT Y AT ANNLT v 7T L= RT&E 5
7o, N RV ET ASDM A A —2 DAz 203138 ) £ A, Firepower 2100
(7F v F 7+ —2F—FK) 8L Firepower 4100/9300 TiX, FET7 v 7 n— K345

YIrwz7ssUavIqFaL—var |
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ASAA A —, ASDM. BEURA— 7y Fav I FaL—2avnEE

ASDM A A—UEFXOS A A—T U R MZERENFEHA, ASANS ASDM A A —T %
FHITHILEND Y T,

A

GE)  ASANRV RNALET v 77 L—FR4 5L, RU4RT (asdm.bin) T
HDHTD, N RILND ASDM A A — UM ASA _EDHI{D ASDM
NN RV A A—=VWICEESEDbY ET, Z7FL, 7y 7e—FLik
D ASDM A A — (7= & 21 asdm-782.bin) % F&# TEINT 5
LAV RAT T T L= BB ERER LA A—UBNMEH S
NET, BEHMEDOHHASDM A= g U2 ETLTWD Z L &k
BT DI, RN FVET v 7L — R 5RICASDM 2T v 7
L —FRT 50, £72ITASANY FLET v 77 L— RT 5
AIZ, N2 RV ENTZASDM A A —3 (asdm.bin) Z{#HT 5 X
I ASA ZHERIET HHENH Y £,

o ASA AR : FIHIE ARED ASA AR /X 7r— T Tlk, ASA A A— VWA H 0 BH boot:/
N=T g vaViCBENET, ASARB &7 v 77 L— RNy O3, 77 vva it
UNOMDA A=V EIEELET, B Tar 74 X2l —val 270 735E (cear
configureall) . ASA AE IZTEDEHDA A =% — RT 5L 91275 2 LIZHEELT
TEEW, HIHPEARRO ASAAR Ny r—DI2iE, 77 v a2 AF VICRE SN D ASDM
AA=THEENTVET, ASDM A A=V ZlRICT v 77 L — R T&ET,

« disk0: (ZHEAE Y T, ZDOMD T A 7FK 5L, USB T4 7, SSD, SD I— K72
EONEANL—U R LET,
WDT 7 )V FREESH L T ZE0,
* ASA £ A —

* Firepower 1000, 2100 (772 A 7> A%E—K) | Cisco Secure Firewall 3100/4200 : LA
AT L CWe T — " A=V % T — R LET,

¢ ISA3000 : N7 T w3 2 AEVNTRONSTERIIDT TV r—a A A=k
T—hrLET,

o ASA R« IR IREE L7z & B S iz, BiaE D B O boot:/ /X—F 4 23 >
WZHHA A=V HET—RLET,

» Firepower 4100/9300 v —3 : YD ASA A4 A —T % 7 — T 5L FX0OS v AT A
WCEoTRESNE T, ZOFIAEZFEH L TASAA A—VERETHILIFTEE
A,

« 77 v 74— F— RO Firepower 2100 : & D ASA/FXOS N> 7 —2 %7 — 45
I FXOS VAT A ko TRESHET, ZOFIEZMMA L TASA A A=V %K
ETDHILIITEEREA,
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FIE

ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

e T RTDASA FOASDM A A— : NEE 7 T v o AFEYNTRON -7 (ZDOHFTIC
A A= MBRNEEIFANE T T v a AFEVRNTRODST2) RID ASDM A A —J%
T—hrLET,

AR — | T v a7 4 Xal—ary T I7F/IET, ASAIZ. BL77A4LTHD
AR — KT T ar7 4 ¥al—arnmnb7—kLET,

ATV T1 ASA 7T — b A A—=VDOEHERELET,

boot system url
11 -

ciscoasa (config)# boot system diskO:/images/asa921.bin

URL (ZKD X 512720 £,
« disk n:/[path/]filename

o tftp://[user[: password]@]server[: port]/[path/]filename
TFTP A7V a E, §XRTOET A THAR—MSINHDITTIEH Y FHA,

Firepower 1000, 2100 (7 754 72 AE—FK) . SecureFirewall 3100/4200 : 1 ->® boot
system 2~ ROBRANTEET, LA A—IIZT v 77 L— KT 58451, noboot
system Z AJ) LT, LHNIRE LTIoA A=V ZHIBRT 2 0E RN H Y £7°, &EIC boot system
O RBFELRWEAERH D Z LICHEELTLEEY, 72& 21E. ROMMON 76 A A —
ChA VANV LTESE, HILOT AL ARG LGS, Fiia~vy RETEICHIBR L%
H72ETY, boot system =~ Rk, ANKFICT 7 v a v EFATLET, VAT AIEA A—
UERBGEL TR L, 7 — MEAT (FXOS IZ X » TEHL IS disk0 DR 77— 2 >) (I
ab—LFET, ASAZV—KTHL, LA A—=URe—REET, UVe— RORHIK
NED->T28%E1EL, noboot system 2~ > REZ AN LTT7 — MEFLGH LA A —T & HIBR
L., BIEDA A=V EF|EHERITTHENTEET, Zoa~vr RE A L%, ASA~Y
TV aRrREIMBIEDA A=Y T 7 ANERIRT b TEET, T5&, ASAIZT— |
B IELLEEILE T, 72720L. bootsystem =<2 RiZ7 T v a AEYNDA A—
TOHRMET DD, 7T v aXAEY CHERATLIAA—VERRITAZEEBEIDLET,
hoET NV E TR A= T v T ar74Xal—valrNOZoa~vr RiE, 7—Fh
A A=VIHBLEEA RENICEENRLOTY) . Vie— REHL, KHice—R&Eh
27— A A—=UREICFAITENET, ZOa~vr REASN LB TRECIRELRWVEA .
Ver—Rt5L, LA A=UREBSNEZHETH, ha~y RBRREICHEL 9,
RIEXRET D LIZED, REDFRMZHMERFT2M0ENH Y £7, Cisco ¥V orm— R ¥ A
B R—=RTELDE, LOT 7 ANADA A=V DHTY, 77 ANAEEELIZGEIX
n— RENFEHA, F£72. Firewall Threat Defense A — 3 % 12— K L T Firewall Threat Defense
WA A=V TEET, ZO5AIE. 7SIV e—FRT5 X5 kdbET,
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YIrYITELVIYTaFaL—2ar |

B ossacx—o asOM, B&URE—FFyT LT FaL—L 3 OBRE

ATy T2

ATvT3

FOMDETILEK4ODbootsystem =~ R hUZ AN LT, 7— b T5EHEDOA A —
VEIAFEIIRET 2 Z LN TEE T, ASA T, BAICHRHICHEI LA A=V %7 — L&
9, bootsystem 2~ R&EANTHLE, = bUBNY R MORRBICBISNNET, 7—F =
> MY DEFEZF 3 5121%, cear configureboot syssem =~ > K&#H L T _XTHx > b
VZEHIBRL TG, = M) ZHBDIAF THANT HLENH Y £9, s&iE TE % boot
sygtemtitp 2=y FIE 1 571 CF, Zhuid, BAICRET2LERH D £,

G¥)
ASA DT — F OV A 7 AT R WESTEL. ASA 2 ROMMON E— R U 7 — k
LE79, ROMMON E— FOFEMIZOWNTIE, 71307 A vbt—VORRESZHLTLIES
v,

&1

asa (config) # boot system diskO:/cisco-asa-fp2k.9.13.2.SPA
The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1
Preparing new image for install...
rerrrrrrrrrnd
Image download complete (Successful unpack the image) .
Installation of version 9.13.2 will do the following:
- upgrade to the new platform version 2.7.2
- upgrade to the CSP ASA version 9.13.2
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....

Install status: update-software-pack-completed
asa (config) #

7 —F9 % ASDM A A—TEHELET,
asdm image diskn:/[path/]filename
£

ciscoasa (config)# asdm image diskO:/images/asdm721.bin

T—FTEHAA—VEEELRNES, A VA= LENTNEAL A—IUR 1O LR T
. ASAIZ L > Casdmimage=2~ > RRFATar 7 4 Fa b—a VA INLET, [HE)
H#r (Auto Update) | (BRESNTWDHEE) OMBEZRT D720, FEBRIL DA A—
UHBREERET 5720, 7= FTDHASDM A A—VEAX—F T v ar7 4 FXal—3
VCHRETOILERHY FT,

(FFvay) A= T v 7Far 74 Xal—arv 27 74RO LT 7 AL TIEAL
BEEND 7 7 A MTI2 B L O ICRELE T,

boot config diskn:/[path/]filename
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AT XIL—VavEERTOMD T A LDy s Ty TR [

ZOBREIE. BLT 4 L7 FUICIRE L2 WKRBERARELMH AT A25E8ICEE T, KM
RREERGTETIHE., RO T —RAvb—UNREREIND & X, ﬁ?b@ \IZZpa~vy RN
FERALTREEZT LW 74 MIBRTF L TLEE N,

$Error writing. nvram:/startup-config (No space left on device:)

51 -

ciscoasa (config)# boot config disk0:/configs/startupl.cfg

A2 74Xa2ab—23 FEFOMODT7AILDINY
HT7yTEETT

VATFABEEIC AT, 274X al—ay TrANREDY AT A T 7 A NVEET
R I T T2 L BHELET,

LR UATLNYID Ty TEEIFETOEST

WOFIETIE, 274 Falb—2a B0 A=V Dzip Ny 7T w7 targe 7 7 A /b~
DRy I T v TBEIMETHIEE, TOT77ANADO—H)L 32 B 2—F ~DEEEFTIEIZON
T LET,

NV YTy TE-ETERIBT BHIIC

N 7Ty TEIFETERGT DN, Ny 7Ty T EITETGINE W RER T ¢
A7 G2 L b 300MB & D MERH Y £,

s IR TE DNy 7T v T ELITE T 1 DT TY,

Ny I T THEFRIFIAN I T v TRIZay T 4 X2 b—2a B EB LSS, F0OK
BFNREIN 7T v A IZEDNERFAL, NI T v TOFETHRICT T 4 Fal—T g
VEEELTIOOETEEIT LSS, 20ar74X¥al—ra ORI EEXIN
FT, MRELT, ASAIIRRLZEEHZT L HHY ET,

» & % Cisco ASA 7> 5 Bl D Cisco ASA~~, VAT L&KL (cspCfgxml) 7 7 A V& EEXE -
IFETT LRV T EE W (7225 Cisco ASA 7T v b7 3 —LF T LI TIIEFIC) |
cspCfgxml 7 7 A WIZiX, T3 RAFEFHO/N— R = THERNPEENTWDLEERH D F
T, ZDOT 7 ANERD Cisco ASA 72H A —4 2% L CPU a 7HDEWRE, N—F
T T DAR—HENECLAREERHY £, ZOR—HIZEY, ¥—4 > |k CiscoASA N
WENCEB CX < 20 . BRI 7 = — bt —T7F— RIZRDAREERH Y 3,

s LT 4 X2l —TaiE, DRI T v T EFTLIEEEERL ASA N—T 3 02
DIREILTEET, HEXY—aEHFEHALT, ASADRLRZNN—V g VB Tary7 ¥
L—arEBITTAZLITTEERHA, 2742 b—2 3 OBITHNLERES.
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B o7y TErmmemmy samc

ASAIZ, FILWASAOSZu— R LEZFHCEHTAAX— T v a7 4 X¥alb—3
CEHBMIICT vy L — R LET,

c VTG ARN T RERTOGE. Ny T v ERIIELTEDLDE, AX— T v
V74X al—ay, Efiar g4 Xal—Tary, BEOTAT T 4T 4 AEBHED
FTCTT, 2=y hTEIZBIAIINN Y I T v PEERB L OMELTIVLERNHY £9,

o Tx— LA —NR—ZHEHT LGS, NI T v TOERBIOMETIT. T/T5 4T 2=y
NEeAF N 2=y ML TRIAIZATOMERH Y 9,

CASAIZV AL — RATL—RERELTWDLEHAE, ZOFIBEBTER LAYy 7T v
AT 4 K2 b—a DETHRICFO~Y AR — XA T L —ARPE L 720 £4, ASA
DV AL —INAT L—ANAARGEIL, v AF— RAT L —AOHEEZR LT, Ny
IT s TEREATTHRNC, v AZAZ— RZAT7L—X% Uty N A HEZHERL TS
VY,

«PKCSI12 57— 4% %A > "— |k (cryptocatrustpoint =~ > R&fH) +5802 b7 A FaR

A I RSA F—Z2FEHL TWALGAE, /1 VAR —bFSnledx— XTI N T A MRA
FMERUARINE DS TOENET, ZOHKOED, ASDMa > 7 4 XL —v g &2
FTLIZBETRIAMRA LV PBELORZFDOF— XTI OL4HIERE LTS AE, AX—F
Ty arZ4Xal—aAInhar7Z 4 FXal—arylRCICRLDIC, T
V74X 2= a 3B XTAREGENDL IRV ET, DFED, F—
X7 ERNTARRA Y MIBIOARTZER L7ZEAIE, toary7 4 Falb—va &8
JTLTERNEWNS Z & T, ZOMEZERET 72D, FTARRA L MEeEDF—T
WIEST R CARTEER LT EE0,

cCLIZ ML TRy 77 v FLTHHASDMAZHH L TETLLIZY . ZOWMa1T5 2 &1
TEEHEA,

BN T T T T ANVICEENDNEITIRO LBV TT,
cFITar T 4 Fal—va v
CAZ—R T T a7 4FXal—ar
T RXRTOEF2VT 4 A AV
Cisco Secure Desktop B L UNFEA b AFXx ¥ DA A—
Cisco Secure Desktop 33 L OV A b A% ¥ U DR IE
XTI A7 (SVO) Wil T mT 7 A1
X277 T7A4T7 L (SVC) DAHAZ~VAABLP RN T VAT 5 — A

cTAT T AT AFHAE (TAT T 4T 4 FEFHEBICBEES T 5372 RSA F— X7
ITEENDIN, AZ L RT7 ey F—XBaEans)

* VPN Hgijdg % —
*SSLVPN 27 4 Fal— g

TV —ary Fu T rANDHAR L T 1L—2LT—2 (APCF)
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v2570015v5797 |}

T I~

s HAHwAEB—T a3

e HAF Iy TIEAKRY — (DAP)
cTTTAY

BT e 7 A NVHOFERIAT ALY YT b
s 7a X HBRYE

« BT —T

e Web 27 Y

« N=Va UlFHR

DRTFLDINYO Ty T

FIE

ATy

COFETIE., BEBRVAT IR I T v T BFITTBIFEICHOWVTEIHLET,

VAT LNy T T LUET,
backup [/noconfirm] [ context ctx-name] [ interface name] [ passphrase value] [ location path]

1 :

ciscoasa# backup location disk0:/sample-backup]
Backup location [diskO:/sample-backup]?

interface name Z8T L2 WA, ASA IFEHEHRAON—T 4 7 T—T V% F v/ LE
T, ZZTC—ERRONDLRWERIET =2 DON—T 4 T T =T N EF 2y LET,
VAT LFETFANR—=ANEDILTF arTFHR AN E— RFT, context ¥—U— RK&Z AN LT,
BELLEayTXANERYy 7T v LET, £33 7F A MIMERNI NN 77 v 7B 08
BHVFET, 2FD, 77 AT LT backup 2~ REHEANTHILENHY £,

VPN iEHEB L OFEFHEE X —D Ny 7 7 v 7| GEHEEZFB{LT 5 72DI2, passphrase
X —TU — R THE INTME X —23ME T, PKCSI12 IBXOFEHEZF bl L OE BT
HLIZDIFEHT AT L= ANTIHIVLERHLY T, Nv 77 v TEFENDDOIFIER
EZRHHET 5 RSA ¥ — XTI THY, A¥ v KT iElETIRA SN E T,

Ny 7T 7O location 1IZix—H v 5 4 A7 £721%) F— F URL 25 E CTX £4, location
ERE LWL, ROT 74V MAPER S ET,

« 7V E— K : disk0:hostname.backup.timestamp.tar.gz

s ¥ /LF E— K : disk0:hosthame.context-Ctx-name.backup.timestamp.tar.gz
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. Ny 7y ITDER

ATy S22 T NIREWET,
1 -

ciscoasa# backup location disk0:/sample-backup
Backup location [disk0:/sample-backup]?

Begin backup..

Backing up [ASA version] .. Done!
Backing up [Running Config] .. Done!
Backing up [Startup Config] .. Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.
You will be required to enter the same passphrase while doing a restore: cisco
Backing up [Identity Certificates] .. Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,
you will need to provide the current master passphrase during restore.

Backing up [VPN Pre-shared keys] .. Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] .. Done!
Backing up [SSL VPN Configurations: Bookmarks].. Done!

Backing up [SSL VPN Configurations: Customization] .. Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] .. Done!

Backing up [SSL VPN Configurations: Plug-in] .. Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] .. Done!
Backing up [SSL VPN Configurations: Proxy auto-config] .. Done!

Backing up [SSL VPN Configurations: Translation table] .. Done!

Backing up [SSL VPN Configurations: Web Content] .. Done!

Backing up [Anyconnect (SVC) client images and profiles] .. Done!

Backing up [Anyconnect (SVC) customizations and transforms] .. Done!

Backing up [Cisco Secure Desktop and Host Scan images] .. Done!

Backing up [UC-IME tickets] .. Done!

Compressing the backup directory ... Done!

Copying Backup ... Done!

Cleaning up ... Done!

Backup finished!

N7y TDET

ziptargz 7 7 A VbR =)V PCIETT DA T 4 Falb—a XA A—VZiFELE
R

FIRr

ATYTN Ry T v T T7ANVNEY AT AEETLET,
restore [/noconfirm] [context ctx-name] [passphrase valug] [location path]

1 :

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.qgz]?
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ATvT2

Ny 7y ITDER .

context ¥— U — REFH L TEBO 2 THF A NEETLT LSS, Ny 7 Ty Fani-g&=a
VTHRAN Ty A MIEBNCIET T ALERH D FI, OFD ., restorea~v L RET 7 AL
TEIZHEANTALENRDHY 9,

Ta T MIHEWET,
1 -

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?

Copying Backup file to local disk... Done!
Extracting the backup file ... Done!
Warning: The ASA version of the device is not the same as the backup version,
some configurations might not work after restore!
Do you want to continue? [confirm] y
Begin restore ...
IMPORTANT: This backup configuration uses master passphrase encryption.
Master passphrase is required to restore running configuration,
startup configuration and VPN pre-shared keys.

Backing up [VPN Pre-shared keys] .. Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] .. Done!
Backing up [SSL VPN Configurations: Bookmarks].. Done!

Backing up [SSL VPN Configurations: Customization] .. Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] .. Done!

Backing up [SSL VPN Configurations: Plug-in] .. Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] .. Done!
Backing up [SSL VPN Configurations: Proxy auto-config] .. Done!

Backing up [SSL VPN Configurations: Translation table] .. Done!

Backing up [SSL VPN Configurations: Web Content] .. Done!

Backing up [Anyconnect (SVC) client images and profiles] .. Done!

Backing up [Anyconnect (SVC) customizations and transforms] .. Done!

Backing up [Cisco Secure Desktop and Host Scan images] .. Done!

Backing up [UC-IME tickets] .. Done!

Restoring [Running Configuration]
Following messages are as a result of applying the backup running-configuration to
this device, please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed

ERROR: Unable to set this url, it has already been set

Remove the first instance before adding this one

INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.

WARNING: Advanced settings and commands should only be altered or used

under Cisco supervision.

ERROR: Failed to apply media termination address 198.0.1.228 to interface outside,
the IP is already used as media-termination address on interface outside.

ERROR: Failed to apply media termination address 198.0.0.223 to interface inside,
the IP is already used as media-termination address on interface inside.

WARNING: PAC settings will override http- and https-proxy configurations.

Do not overwrite configuration file if you want to preserve the old http-

and https-proxy configurations.

Cryptochecksum (changed): 98d23c2c ccb31ldc3 eblacf88 19f04e28
Done!
Restoring UC-IME ticket ... Done!
Enter the passphrase used while backup to encrypt identity certificates.
The default is cisco. If the passphrase is not correct, certificates will not be restored.

No passphrase was provided for identity certificates.
Using the default value: cisco. If the passphrase is not correct,
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certificates will not be restored.

Restoring Certificates ...

Enter the PKCS12 data in base64 representation....
ERROR: A keypair named Main already exists.

INFO: Import PKCS12 operation completed successfully
. Done!

Cleaning up ... Done!

Restore finished!

» N “ O ~ > 2, — § =
BEI/NNY I Ty ITELVETDHETE (ISA 3000)
ISA 3000 Tli&. writememory Z ] L TRE ZRfFT D72 ONS, FFEDHHT~DO BB/ v 7
7T ERETEET.
HENME T TIE, BEeRREESD 77 v aAE U A—RiZa— KL T, HrLWT A A%
HICERETEE9, THHMEEOT 7 4L FETIE, BEIELHAED 2> TWET,
BEi/Nv o7y TDEE (ISA 3000)
ISA 3000 Tix, writememory #fEH L CTREEZRIFT AT, FFEDOHHT~OHEI NNy 7
T T ERETEET,
1R BRI
Z OEREIL. ISA 3000 DA THFATE £,

FIE

RARTYTN Rolr—VONw I T v T NRTGA—HERELET,
backup-package backup [interface name] location {diskn: | url} [passphrase string]
cinterfacename : 77N AR N — U ERIRE LIZAIC, 2Ny 77 v 7 URL IZEI#ET
BI2ODA o H—T A A&FEE L E T, interface name ZFEE L2 WGE . ASA [TEH
HHON—FT 4 v 7T —TNEeTF v 7 LET, ZITEBRAOPLRWGRIET —#
DN—TFT 4T T—=TNeF vy LET,

location {diskn: |url} : T—% DNy 7T o TIMHTLZA ML=V AT 4 T EEELE
. URL £72Fr—H NV AN L —UERETEET, disk0 1 INH 77 v a2 RTA4 7T
9, diskl ITUSBI DA 7> 5> DUSBAEY AT 4 v 7 T9, disk2(ZTUSB2 DA 7 =
YDUSB AEY AT 4 w7 TF, disk31XSD AEVU H— KT, HEMETTCOT 741 b
B E Tl disk3 23MEH S vE T,

e passphrasestring : /N> 7 7 v 7T — X A R#ET LT ODNRAT L —REFRELET, H
EEITCOT 7 4V RERETIE, SATZ7L—XL LT lcisco) MMEHASNET,

INHOREFX, FEObackup 2v 2 RTHT 74 /L M THEHINET, VAT LDy
T 27 %—=) EBERLTLEIN, BEINY 7T v 7 EI3ETE2EANNCL TN D5
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ATy T2

aExoE asasn) [

BICFHObackupa~ > REMHT L& FRELZAIONY 7T v T 77408 BEINN Y
7 v 7R IOEILTHEHENS Tauto-backup-asa.tgz] LW LXHID T 7 A VIMEFESNLE
D

1 -

ciscoasa (config)# backup-package backup location disk3: passphrase cisco

Ny 2T v 7TBIOETOBBHE—-FEZANILET,
backup-package backup auto

writememory ZfEH L CRIEARTFT D & REXBENICAY 7T v FGEFEAZ— T v
T ar74Xal—vaiREINET, Ny I T v T 7 A VDAL

lauto-backup-asa.tgz] T3, HEWSY 77 v 7 H2EHTHITIE, Zoa~r Fono Bz
ERLET,

&1

ciscoasa(config) # backup-package backup auto

BENIETTDERTE (ISA 3000)

HEIE CE— T, 2—FOEIER L TTFNA, ADV AT ARELZE L LET, 7-& 213, %
FLIERNy I T v THREEETLSD AEY I— REHF LWT A RHFHFAL, 731 ADER
EAACLET, T ANEEHTDHE, VAT LAREEE LT HLEND D0 E D EH
FTRIDITSD A— KB F =y 7 ENET, EXE Ny 72T v 777 A MIBOT /A A
DIN74T—=TV M BOHLIGEICORFBEINET, NI T v T T ANDT 4
A=V ME. Ny 77Ty TERIFETCRIETICBHED T AN A A—ET D Lo ICEH Sh
EFT, ZDH, TAAANRTTIEILETZET LTWAEE, 7037 /3 ABME DNy 7
T T EERLTWDHEAIX, BEECIIASy TENET, ) 74 H—7 U > MIETH
VETHDLZEPRENTWVDEGAE, T ALV AT AREEE XS Z £3 (startup-config,
running-config, SSLVPNFRERE, v 7 7T v TONEFEOZFEMIOWTIE, VAT LDy 7
77 Q71— ) EZRLTLIEZN) , TS AOREBNETT 5L, RIFEINIZHE
DEITENET,

TR DT 7 4V FNERE TIXHEEITCA AR > TWD T2, T3 ADFEFRE % FE
fTL22<TH, SD AE U I — RiZr— RSN RBERFETH LT A A ZHHICERE T
xFET,

TNRA AL, VAT LAREEE LT IHIVLERSL0E 907 — 7t 2AOFWERECRE
TOHUENSHT-D, ROMMONZEHZF = v 7 LT, T3 ARHBIEICE— RnE D g
MWL, N 7Ty TREOEFTZRE L £, KO ROMMON ZH Ml S E7,

+« RESTORE_MODE = {auto| manual }
7 7 4/V M auto T,
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BEBETOHRE (ISA3000)

« RESTORE_LOCATION = {disk0: | disk1: | disk2: | disk3:}
7 7 4V hid disk3: TT,

* RESTORE_PASSPHRASE = key
7 7 # L M cisco T,

HEME TR ELEE T 510, ROFIEZFEITLET,

IR B
o ZOFEBEIZ. ISA 3000 DA THHTEX 4,

e T 7 4 )V NOBETLREEFEHTHHE1L. SDAEY H—F (%5 SD-IE-1GB=) % Hi
DT HEMENRDHY F97,

c HEVE LA BN T H720ICT 7 4V NREEE LT D LENH 585513, configure
factory default =~ > RE2H L £, Zoa~<vr FiE, hFUVAXT LU 7747
T4 =V E— RTOAREATEEST, TOLD, V=T R T77A4 T U+ —/LE—FD
BRI, BN firewall transparent =~ > R&MH L £,

FIE

ATV TN RNy lr—VO@ILONRT A =R EFELET,
backup-package restore location {diskn: | url} [passphrase string]

« location diskn: : T — X OETIHEHTHA ML=V AT 4 T &IBELE T, disk0 1T
77wy a RT7A47TY, diskl ITUSB1 DAL a2 DUSB AEY AT 4 w7 T,
disk2 (X USB2 DA a D USB AE Y AT 4 v 7 T9, disk31LSD AEY H— KT
T, 7 74/ MiXdisk3 TT,

e passphrasestring : /N 7 7 v T — X E s AL NNAT L—X R E LET, T AL
M3 Teisco] T,

INHOREIL, FHOrestore 2~ FTHLTF 74/ M THAESRET, VAT LDy
T 21 —=V) EBZRLTIIEEN,

1 -

ciscoasa(config) # backup-package restore location diskl: passphrase S$upe3rnatural

ATY T2 EXOBBE— FEAREITEICLET,
[no] backup-package restore auto

BWILEIND 7 7 A VDAL auto-backup-asa.tgz] T,
1 -
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ciscoasa(config)# no backup-package restore auto

VUGN E—ROVIT4XAL— a3 FEFIEIRILF E—FK R T
LarvId4aXalb—oa3> DNy o7y
TN AaATFEFARNEBT—RT, FREYAFE—ROVAT L AT 4 X2 — g o0
by, A=K T w7 ar74Xal—ralrEh@3Frar 74 Xab—ra 20—
NR—FFua—HhNV 7Tz AV ICar—CT&E T,
1R BHEIIZ

(A7 ay) ASARY— =L O@EIHEHT LA v X —T = AER/ELET, A X —
T A ABBELRWVES, ASA IXEHEHAOL—T 47 T—T N2 F =27 LET, &
I BN RN R WERIET — 2 DO —F 4 v F—T N EF v LET,

FIE

KDY —NR— Z AL TFD1OFFEHLCar 74 X2l —ara 2 w7 v 7 LET,
o TFTP —R_—Zav’—L£7,

copy [/noconfirm] [interface_name] {startup-config | running-config}
tftp://server[/path]/dst_filename

i

ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfg

*FTP h——lzat’—LF 7,

copy [/noconfirm] [interface_name] {startup-config | running-config}
ftp://user[: password]@]server[/path]/dst_filename

il -

ciscoasa# copy startup-config ftp://jcrichton:aeryn@10.1.1.67/files/new-startup.cfg

¢ SMB —X—{Zabt’—LFE7,

copy [/noconfirm] [interface_name] {startup-config | running-config}
smb://[user[: password]@]server[/path]/dst_filename

i
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ciscoasa# copy /noconfirm running-config smb://chiana:dargo@10.1.1.67/new-running.cfg

SCP #r—R_R—|Zabt’—LE7,

copy [/noconfirm] [interface_name] {startup-config | running-config}
scp://[user[: password]@]server[/path]/dst_filename[;int=interface name]

il

ciscoasa# copy startup-config
scp://pilot:moya@10.86.94.170/new-startup.cfg

intzinterface 7> a3 . — R A I T v T ENRALIRALT, WIZHEESNTZA ~
H—T7 A A&MEHLTSCPH— "— 2B LET,

a—h) 7Ty a AEYICat—LE T,

copy [/noconfirm] {startup-config | running-config} {disk0|disk1}:/[path/]dst_filename

] -

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

SEHET 4 LT N UBFET DI EEMERL T EE W, fFELRWEAE. £9 mkdir =
<~ U REHERALCT L7 U ZERLET,

759y a1 AFRYADAVTFIFAMIV D4 F2L— 30 F T
FDRMDIT7AILDINY D Ty T
U AT BEFAN A TROVTIID Ay FEANT S LT L oT. Bl 7T

VaRXREVIZHAHALTFA AL T 4 Fal—arERiFoTv A B — L ET,

1R BHEIIZ

(A7 ar) ASANY—N"—LOBEIFEHTIA X —T A AERELET, £ X —
T oA AEBEELRWES, ASAIXEHEROL—T 4 T—T N EF v LET, =
I TC—EBREONL VBRI T A DON—TF 4 T TF—T N EF v LET,

FE
DY —N—= 2 A TD1OEFEHLTCarTFANar 74 FXal—va w7 7%

Ny 2T w7 LET,
e 77 v a»b TFTP r—_"—Zat™— L £ 7,
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copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
tftp://server[/path]/dst_filename

il

ciscoasa# copy disk0O:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

75 v aph FTP y—_—cab—L %7,

copy [/noconfirm] [interface name] {diskO|disk1}:/[path/]src_filename
ftp://{user[: password]@]server[/path]/dst_filename

il

ciscoasa# copy diskO:/asa-os.bin ftp://jcrichton:aeryn@l0.1.1.67/files/asa-os.bin

75 v ahpb SMB —A—llat—LET,

copy [/noconfirm] [interface _name] {disk0|disk1}:/[path/]src_filename
smb://[user[: password]@)]server[/path]/dst_filename

il

ciscoasa# copy /noconfirm copy disk0O:/asdm.bin
smb://chiana:dargo@10.1.1.67/asdm.bin

75 v aink SCPH—"—lzat— LT,

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

il

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

sint=interface =7 a L, V— K Vv I T v T ENANALT, FIHES A v
H—T x A ZA%HEHLTSCP h— "—IZHELET,

T vapbu—iN 7Ty va AEYIZar—LFET,

copy [/noconfirm] {diskO|disk1}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename

il

ciscoasa# copy /noconfirm diskl:/filel.cfg disk0O:/filel.cfgnew-running.cfg

55T 4 L7 NUNBTIETDH 2 L 2R LT E 8, fHELRWEAIT, £ mkdir =
<~ U REHEHLCT L7 NUEERLET,
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B -o7sxrmcoavsxxravo s Far—varvonsvsryd

AVTFFRAMATODAVTFFR MO IA4FX2L—2300D1NYDH

7yJ

FIE

ATy

ATy T2

“NVF aALTHRANE=RTHEH, 2VTFAMNIDBRONRNY I T v P RITTEET,

(VE— P —R—0DFA ., admin 27 F A MIERINTZ) AF— T v TR —3—
WCHEfTay 74 Xal—Yarvrabe—LFETdT, A= T v a7 4¥al—ar D
AriE, 27 %A RN S config-url 2~ RCTRELET,

copy running-config startup-config

1 -

ciscoasa/contexta# copy running-config startup-config

AT HRA MRy BU—ZITHHE ST FTP £ 723 TFTP $h— N —ICE T2 2 B — L &
R

copy running-config {ftp | tftp}://url/dest_filename
IERE7: URL 472 a3 2O WTIE, copy 2= RONLVTEHIL TSI,

7T A4 _X—FAKNL—¥ (storage-urlprivate) =BT 5L, O ——FT 3
MAT&ET, 72720, CiscoSSH A Z v 7 i+ 237 F A NNTIESCP TV AR—hah
FH A,

51 -

ciscoasa/contexta# copy running-config tftp:/10.89.6.8/configs/1010-1.cfg

WMEARTAARATLALDAY T4 FaL—30DaFE—

FIR

ATy T

ATv T2

a7 4 X2 =g VERRICERLET,

mor e system:running-config

awy R gEar—1L T, 2074 X2 —alE2TF% AN 77 A VB0 1T F
7,
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export 5L Uimport I FEFERALFEBMI7AILDNY I Ty T .

export &Y import A FEFERALIZEMIZ7AILDINY I T YT

a7 4 X alb—a VIRPELRWENT 7 A VRO LR T,

«import webvpn 2~ > REFEHLCA VA= T57 740, BIEEZNLD T 7 A /UIC
X, WAZ~AEB—=2a URLURL, Web a7y, 777400 BLOSER
R ERHY £,

* DAP AR Y >— (dap.xml) .

eCSDaV 7 4 F =2l —3 3 (dataxml) .

T VLN XF—BIOT VX GERE,

e —H)CAL—H—FT—HX—R T 7 )V EGAERT —H R 77 A )L,
CLI TiX, export =~ K& import 2~ REZEH LT, a7 F¥ab—aroffixo
WEEN I T v TBLOEILTEET,

N7 AN (& 2, importwebvpn 2~ REFEH LA v FR—bLiZZNDHD
T ANRFERAERE) 2Ny 7T vy T HITE, ROFIRELFETLET,

FIR

ATy 71 ROLHIC, WHATREZ show 2~ REFEITLE T,

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

RTFYT2 Nyl T w7 TH7 74 MK L Cexport 2~ RERITLET (ZOBITlidedp 7 7 A /LT
SR

ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

AO9)TrEFRALED7A4ILDNY I Ty TEIVET

27V EFHLT, ASADa L7 1 FXal—ay 7y AL0ER w77 v 7BLOET
TEE9, ZNZiE. import webvpn CLI (Z & - TA v il— b9 D IREMED T T, CSD =
V74X 2lb—valODXML 77 A, BEUDAP 27 4 Falb—arDXML 7 7 A
AREENET, X207 4 EOBBICEY, TUXL F—L3EHE, £72dn— /L CA
X—OHENWVNY 7T v T EHIATTHZ LITBEID LEE A,
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B oo7oTssvaRas YT rEmERT IS

ZOHETIEH, BB 77y 7OFEICOWTHALET, £/, ToFEHEHATLIZ LD,
BEEMHICEDETEBETAIZ L TELZY TV A7 VT vERLET, 70 A7
7 M Linux A7 LMZEAFADAZ U7 FTT, Microsoft Windows 3 A7 A THAT 51213,
FrorouTy 7 EFEHLTEETA2LERLY £,

\}

GE)  fRbviz, backup 2~ Kéresorea~y REMHTLZ L TEEd, FEMIC VLTI,
TRV AT LNy 7Ty TERFEILOFT 25 —) ZZRLTIZEN,

NI TTELVETRY YT L#FERT BRI
A7 VT EFHALTASA 2 7 4 Xal—varz2 R Ayl 7 v 7BLOMMELT DL, £
TROEEEFATLET,
s Expect BV 2 —/L & L HIZ Perl A4 VA h—/LF 5,
« ASA IZEIFEFREZR SSH 7 AT haA VA =T %,

* TFTP H—"—% A LV A h—/L LT, ASAMMONRY I T v 7 %A NMZT7 7 A NVEFEET
o

BOEREE LTE, fIlROY =L a2 LET, 207 VT hondy 72z nbny —
JVICEYD AnNSZ EnTE £,

AT EEFTTS
Ny T v 7TBIOMETORZ ) 7 M &7 212F, WOFNEEZFITLET,

FIE

AT TN VAT LADEEDLFNC, A7V T 77 A NVEXyra—REiEhy b7 RS—=Z L
ij‘o

ATv T2 a~vr K J4 T, Pelsriptname & A) LE9, scriptname (A2 U7~ 7 7 A VOARHTT
7,

X w73 Enter I LE7,

AT T4 FFarTLIEEREANTLEOIC, TurF RRFRENET, HDHVIE. Perlscriptname
A REANTBLEXICAT v arOfEEAIILTHEL, Entar 232 b TExFET, &
HEL0HETH, AZ VT MIEOA S ar T LIlEANTLE I RO ENET,

AFYTES ZOART YT INETEN, BITENDIa~r FRARAOENET, ZOHIIXCLIOR L 72
DEFT, INHDCLIFR TIThbNAETTICHEHTEET, Frl, 77 V&2 12FiIE2D
I ETT AR T,
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HUTILRY ) T h

#!/usr/bin/perl
#Description: The objective of this script is to show how to back up
configurations/extensions.
# It currently backs up the running configuration, all extensions imported via "import
webvpn" command, the CSD configuration XML file, and the DAP configuration XML file.
#Requirements: Perl with Expect, SSH to the ASA, and a TFTP server.
#Usage: backupasa -option option value
# -h: ASA hostname or IP address

-u: User name to log in via SSH

-w: Password to log in via SSH

-e: The Enable password on the security appliance

-p: Global configuration mode prompt

-s: Host name or IP address of the TFTP server to store the configurations

-r: Restore with an argument that specifies the file name. This file is produced
during backup.
#If you don't enter an option, the script will prompt for it prior to backup.
#
#Make sure that you can SSH to the ASA.

HH FH o = H

use Expect;
use Getopt::Std;

#global variables
Soptions=();

Srestore = 0; #does backup by default
Srestore file = '';
Sasa = "'';

Sstorage = '';

Suser = '';

Spassword = '';

Senable = '';

Sprompt = '';

Sdate = ‘date +%F‘;
chop ($date) ;

my $exp = new Expect();

getopts ("h:u:p:w:e:s:r:",\%options);
do process options();

do login ($exp) ;
do enable ($Sexp) ;
if (Srestore) {
do restore (Sexp,$restore file);
}
else {
Srestore file = "S$prompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open Srestore file\n";
do running config (Sexp);
do lang trans ($exp);
do customization ($Sexp);
do plugin ($exp);
do url list(Sexp);
do webcontent (Sexp) ;
do dap ($exp) ;
do csd($exp) ;
close (OUT) ;
}
do finish ($exp);

sub enable ({
Sobj = shift;
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$obj->send ("enable\n") ;
unless ($obj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";
}
Sobj->send ("$enable\n") ;
unless ($obj->expect (15, "Sprompt#")) {
print "timed out waiting for S$prompt#\n";

sub lang_trans {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {

s/"\s+t//;

s/\s+$//;

next if /show import/ or /Translation Tables/;

next unless (/”".+\s+.+$/);

($lang, S$transtable) = split(/\s+/,$ );

$cli = "export webvpn translation-table $transtable language $lang
$storage/$prompt-$date-$transtable-$lang.po";

Socli = $cli;

Socli =~ s/"export/import/;

print "$cli\n";

print OUT "$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub running config {
$obj = shift;
$obj->clear_accum() ;
$cli ="copy /noconfirm running-config $storage/$prompt-$date.cfg";
print "$cli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub customization {
Sobj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn customization\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before();
@items = split(/\n+/, S$output);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn customization $ $storage/$prompt-$date-cust-$ .xml";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "$prompt#" );
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sub plugin {

$obj

= shift;

$obj->clear accum();

Sobj->send ("show import webvpn plug-in\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;

@items = split(/\n+/, S$Soutput);

for

(Ritems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;

$cli = "export webvpn plug-in protocol $ $storage/Sprompt-$date-plugin-$ .jar

".
’

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub url list {

$obj

= shift;

$obj->clear accum();

Sobj->send ("show import webvpn url-list\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;

@items = split(/\n+/, S$Soutput);

for

(Ritems) {

chop;

next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";
Socli = $cli;

Socli =~ s/"export/import/;

print "$cli\n";

print OUT "$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub dap
$obj
$obj
$obj
$obj

{
= shift;

->clear_accum() ;
->send ("dir dap.xml\n");
->expect (15, "S$prompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$cli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-dap.xml disk0:/dap.xml";
print "$cli\n";

print OUT "$ocli\n";

$obj
$obj

sub csd

$obj
$obj

->send ("$cli\n") ;
->expect (15, "S$prompt#" );

{
= shift;
->clear_accum() ;
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sub

sub

sub

Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

YIrYITELVIYTaFaL—2ar |

$Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-S$date-data.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-data.xml diskO:/sdesktop/data.xml";

print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

webcontent {
$obj = shift;
$obj->clear_accum() ;

Sobj->send ("show import webvpn webcontent\n");

Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/".+\s+.+$/);
($url, Stype) = split(/\s+/,$ );
Sturl = Surl;
$turl =~ s/\/\+//;
$turl =~ s/\+\//-/;

$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

login {
$obj = shift;
$obj->raw_pty(1l);

$obj->log_stdout (0); #turn off console logging.
Sobj->spawn ("/usr/bin/ssh $user\@S$asa") or die

unless ($obj->expect (15, "password:" )) {
die "timeout waiting for password:\n";

Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

finish {

$obj = shift;
$obj->hard close();
print "\n\n";
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sub restore {

$obj = shift;
my $file = shift;
my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

sub process_options {

if (defined($Soptions{s})) {
Ststr= Soptions{s};
S$storage = "tftp://S$tstr";
}

else {

print "Enter TFTP host name or IP address:";

chop ($tstr=<>);
S$storage = "tftp://S$tstr";
}
if (defined($Soptions{h})) {
Sasa = S$Soptions{h};
}

else {

print "Enter ASA host name or IP address:";

chop ($asa=<>) ;

if (defined ($options{u})) {
Suser= S$Soptions{u};

}

else {
print "Enter user name:";
chop (Suser=<>) ;

if (defined ($options{w})) {
Spassword= S$options{w};

}

else {
print "Enter password:";
chop ($password=<>) ;

}

if (defined ($options{p})) {
Sprompt= S$options{p};

}

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined ($options{e
$enable = $options({

Py A

e};

}

else {
print "Enter enable password:";
chop ($enable=<>);

if (defined ($options{r})) {
Srestore = 1;

goInzouTt |
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. Cisco Secure Firewall 3100/4200 T SSD D7y F Ry

Srestore file = Soptions{r};
}
}

Cisco Secure Firewall 3100/4200 TD SSD DKy F XDy T

SSD 232 oH A, EEIFICRAID NERSNET, 774 T U4 —LDEFENA->TND
JREET CLI THRODH AV B FITTExFET,

+SSDD12%Fy NAY 755 : SSDICEENDHLEIE, RETEET, SSDB 1D
LR WS, 77 AT U —ILOBENT A2 > TWBHE SSD ITE Y A H A,

*SSDD 1 2V T :SSD B2 2HA5EI1F, 1 22V TZ N TEET,

« 2 5H®DSSD #BMNT 5 : SSD A3 1 DAL, 2-2H ® SSD #iB/1 L T RAID # T
%iﬁ—o

Cisco Secure Firewall /34 AT SSD & 1 D721 AT 2546, [FT7A4 7 DIREE (Drive
State) ]2 [t (degraded) ] & F RSN F T,

bz

caf

ZOFINEEMH LT, SSD % RAID 7> S HIERT DHIC SSD # D A 72 TL &V, T—
AN RDOINDAREMERH D 77,

FIE

ATvT1 SSDD 1 S%HEY AL ET,
a) SSD % RAID "L HV 4L £ 9,

raid remove-securelocal-disk {12}

remove-secure & — U — K{% SSD % RAID 2>HHIER L. H R ELT « A 7 BERE 2 NI
L. SSD #%Z4ZiELET, SSD % RAID N HHIRT 27200 TF — 4 22 O £ £ #EFf
T5E1E. remove ¥ — U — R&ffifT&E £4,

1 :

ciscoasa(config)# raid remove-secure local-disk 2

b) SSD A Xy FUIZRRINZRL 2D ET, RAID AT — X AZEH L ET,
show raid

SSD 73 RAID M HHIREND &, BEME FSA TORENLIEE LTFRRENET, 2
DHDRITA T, AV R_R—F 4 A7 L LTERENZRLRYET,

1 -
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ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:
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c) SSD & ¥ —vinLPERICED AL ET,
ATy T2 SSD ZBMLET,
a) SSD #ZED AT v MIMERAIZEML £,
b) SSD % RAID (ZEM L £ 7,
raid add local-disk {12}
L\ SSD & RAID OEIANTE T3 2 £ TICEREM 0D Z BB Y £908, 20O,

TrAT VA NMERRCEELE T, FEBL TE, BFEALICFMIL6T S E
To AT —HREFFT DT, showraid v > REFHLET,

PRNZBIO Y AT A THEASNTEY, £721 v 7 SHTW5 SSD BV (1 554811,
WhDa<vr ReEASILET,
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WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.
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