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Wome | # | Enabled | Match | Sowrce | StcSecumy Group | _ Destnetion | Det Securty Grovp|__Senvice | Time | e Adons
1 2l Interface: ingide; Policy: test-inside-policy -
| sip-dass-in... 1 P OBmotch f 10.100.10.0/24 @ any i sip G, Inspect SIP Map sip-,
inside-class 1 F  @po.. 101115 @ any e snmp G, Inspect SHMP Map 5.
F F  Daymatch off 10.1.1.0/24 @ any e samp

inside-clossl 1 R 05 Match @ any P any o lcmp Q, Inspect W[
dass-default Oy Match @ any @ any % any traffic 5 send reseito TCP e
* class-default 45 Dead Cor[sction Det.

(1 mare conction acti..

83 Aceount fo| User sen.

= Globa| Policy: global_policy
inspesfion_... 0y tatch @ any @ any € default-insp... €4 Inspect D}|3 Map pre

Q, Inspect ES|4TP
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KD CLIIE, EOKINZIRTA— X > TERIIVET,

373059

: Access lists used in class maps.
: In ASDM, these map to call-out 3, from the Match to the Time fields.
access-list inside mpc line 1 extended permit tcp 10.100.10.0 255.255.255.0 any eq sip
access-list inside mpc_ 1 line 1 extended deny udp host 10.1.1.15 any eq snmp
access-list inside mpc 1 line 2 extended permit udp 10.1.1.0 255.255.255.0 any eg snmp
access-list inside mpc 2 line 1 extended permit icmp any any
: SNMP map for SNMP inspection. Denies all but v3.
: In ASDM, this maps to call-out 4, rule actions, for the class-inside policy.
snmp-map snmp-v3only

deny version 1

deny version 2

deny version 2c
: Inspection policy map to define SIP behavior.
: The sip-high inspection policy map must be referred to by an inspect sip command
: in the service policy map.
: In ASDM, this maps to call-out 4, rule actions, for the sip-class-inside policy.
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policy-map type inspect sip sip-high
parameters
rtp-conformance enforce-payloadtype
no traffic-non-sip
software-version action mask log
uri-non-sip action mask log
state-checking action drop-connection log
max-forwards-validation action drop log
strict-header-validation action drop log
Class map to define traffic matching for the inside-class rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-class
match access-list inside mpc 1
Class map to define traffic matching for the sip-class-inside rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map sip-class-inside
match access-list inside mpc
Class map to define traffic matching for the inside-classl rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-classl
match access-list inside mpc 2
Policy map that actually defines the service policy rule set named test-inside-policy.
In ASDM, this corresponds to the folder at call-out 1.
pOlle map test-inside-policy
First rule in test-inside-policy, named sip-class-inside. Inspects SIP traffic.
: The sip-class-inside rule applies the sip-high inspection policy map to SIP inspection.
In ASDM, each rule corresponds to call-out 2.
class sip-class-inside
inspect sip sip-high
Second rule, inside-class. Applies SNMP inspection using an SNMP map.
class inside-class
inspect snmp snmp-v3only
Third rule, inside-classl. Applies ICMP inspection.
class inside-classl
inspect icmp
Fourth rule, class-default. Applies connection settings and enables user statistics.
class class—-default
set connection timeout embryonic 0:00:30 half-closed 0:10:00 idle 1:00:00
reset decd 0:15:00 5
user-statistics accounting
The service-policy command applies the policy map rule set to the inside interface.
This command activates the policies.
service-policy test-inside-policy interface inside
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class—-map ftp
match port tcp eq 21
class—-map http
match port tcp eq 21 [it should be 80]
policy-map test
class ftp
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class http
inspect http
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class-map ftp
match port tcp eq 80 [it should be 21]
class-map http
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policy-map test
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class http
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FEV 2T R = T —LAU— I AL T —E X R —2RET DI, ROFIEE
FITLET,

FIE

Ko7 4w 7 DE (LAY34 7T A ~yT) (142—) OFBICHEST, LAV 3/4
JIA <y T ERERLT, BIERZEO NI 7 4 v 7 BFELET,

722X, ASAZBIRT DT RXTCO T 747 TTr 7 varw ETL70, 10.1.1.024 005
EEDOWET FLAETDO NI 74w 7 TREDT 7 v a P a3 T L0 TExET,

-
OO0
OoOod

s

VBN C T, DA AT ay "I 74y 7 TBNMOT 7 a2 T LET,
FTT BT 73 arDIONT T r—var 4y ARy v ar T —Hof AT vay
NoT7 47 TEBIOT 7 v a2 73586, AVAXIvary R v— <y P EEK
LET, A AT varyRIv—<o 1IN T 740 v BEL, TDO T 7 4 v 7 T
IO EREELET,

7= 2, AXDOEEHR 1000 34 % EADFT_TO HTTP ERk%E Ru v 7 TXFET,
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ATvT3

g—ez Ky o—ngz

Inapection Policy Map Actions

Inzpection Class Map/
Match Commands

@

match 2~ RChT7 7 4 v 7 B HE/FETHDMY LA VAT vary R v— v T %
ERC L7220 . BRI OTZDIC, FRIX RV EMERRE DDA AT v ar VT A <y
TEER LD TEET, e E, ERERBEEITERRBEO 7 —7 (EHRBLY 7 X
<~ v 7)) BHALTHRENRO 7,y FNOTF A MEREL, X VREINZEREIIESN
TT 7 varOxgeRETcEEd, 22X, lexamplecom| & WVWHTF A MBRFEN
URL #Ff D9 X TOHTTP k% Ko v 7T,

241507

| napection Policy Map Actions

Inepection Class Map/
Match Commands

241309

Regular Expression Statement/
Regular Expression Class Map

TV r—ay bAY TR NIV A LA g OBREEZZB LTSN,

T arDER (LAY3IMARI—~<v ) (18X—) OMAIEST, LA ¥ 3/4
R =< T HER LT, LA V3IMITTAS T TEITTAHT 7 a v 2EHELET,

v—ezxkys— i
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H—ER K o— |
B 5o vro8: Lavpssz<yd

Layver 3/ Policy Map

Service Policy

ATFYTl A H—T 2 A A (=LA RY =) ~OT 7 a0l 202—) ORPICHE-S
T, RV =~ 7 ZMATEIA L H—T 2 AEPET I, R —~o T HTr7a—r3L
WEALET,

S T4 ODEE (LAVIBHISRTY D)

VAY34 7 TA <AL, 772ara@mATdvAY3BIRN4DNT T 4 v 7 &4
ELET, 1D AFX34R)— <o FIEBRDOLAY3M 7 TFTA~y FEERTXE
—é—o

BRI IT4VIRDLANIAI TR ITY TOER

LA¥Y347 A<y TE, Yuabait, R—r IPT LA, BIXORLA Y3 EZIILA
Y4 DMOBMICESNTC T 7 4 v 7 ERBELET,

Je

Evh NI T4 T AR aE, TV = ay NI T4 v I RBETAR— N T
1To2 28O LET, macchany 2 E2FH LTI RTO N T 7 4 v 7 2T 5H &, ASA
DIRT F—<  AHEPNNDIGERH Y £7,

B r—cx®y— I
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ATy

ATy T2

ATv7T3

BBLS T voADLAY ISR Ty Ttk [

FIE

LAY 34T A~y T EVERLET, cassmap class map_name
class map_name X, K 40 XFOLTFH]ITT,

lclass-default] EWOARHEITREINTWET, T _XTOX AT DY T A ~ v 7 TR UA4H]
AR=ZAPMERAEINDBT20, BIDOZ A TD7 T A~y 7 TTTIHEHENTO DL RNIFERE
HAT&EFEHA, CLLIZZ 9A~y T a7 4 X2l — gy B— FIIBITLET,

1 :

hostname (config) # class-map all udp

(L8 JiE 2 72 ~y 7Bl ET,
description string

1 -

hostname (config-cmap) # description All UDP traffic

KONWTNNDOa<wy REFHAL TN 70 v 7 #BELET, FRIEER2WESE, 7T X
v I EDDHIENTE S match 2~ > Rt 1 D721 T,

ematchany : ¥ XCTO 77 4 v 7 ZRELET,

hostname (config-cmap) # match any

« match access-list access list_ name : JE5E7 7 EA U A N THRESNTWDL N T 74 v 7 %
MAELET,

hostname (config-cmap) # match access-1list udp

« match port {tcp | udp | sctp} {eq port_num|range port_numport_num} : f§E S N7=7' 1 k=2
JZKEL, s8R — b (H—0KR— b FEo il 28HOR— ) ZRAELET, B
DOFEHERR— M-S DT 7 U 7 —3 3 2% L TIE, matchaccess-list =< > K Zfifi
LT, HSR—hL—ET25ACEZERLET,

hostname (config-cmap) # match tcp eg 80

« match default-inspection-traffic: £ > A7 v a VHOT 74V N T 7 4 v 7 BREL
FT (ASADBREATRER TR TOT TV r—va il koTHEHENST 7 4 /L D TCP
BLOUDP A— 1) ,

hostname (config-cmap) # match default-inspection-traffic
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B zerso vomoLavamssz <y Tons

T4V Ta— LR —THEHENDZDa~v 2 N, RV v— <y TEAZ
nodE. N77 4y OmMER— MIHESNWTE /Ny MTIELWA Y ARY Vg Vi
AT 285722 CLLIY a— by F T, 72& 21E, 505N R—F69DUDP hT 7 4 v 7
7N ASAICEET D L. ASAILTFTP A v AT g &M L, 56508 — k21 @ TCP
N7 4 IRRETHE, ASAIZFIP A v AU g R LET, 20-H, =
DEGEIBSTRIL Y ZA~y SN DA VAT v a VERETEET (oA X
Ry g b BICREFRER WAAS A L AT v a v HREET, 7273 a v OA
BHBEDOFHFMIONWTIL, BEDOMRET 7 a v OEEMYE (7 °—) ZBRLTL

ZEV) , BE. ASAIX, A—FEEEHEALTEATIA AT v a U ERE LR
7o, LS DR — F 72 IR ICA VAT g v EEHTEET,

T7FNVEBR=FDVARNMIONWTIE, T4 8 A AT g b NAT IZBT 5l
[REFIE A2 20 LT < 72 &V, match default-inspection-traffic =~ > FIZAR— MR EET
WABTRCTOTF N r—varin, R)v—<v 7 TF 74/ hTA =TI > T
HOFTIELY FHA,

match access-list ==~ > K % match default-inspection-traffic =~ > K& & HITHRETH &
—HTDHNT T 4 v ERYIATZ L3 TE £9, match default-inspection-traffic =< >
NMIZE o THRET OAR— M7 m ha B EEINDST2®H, ACLOR— KL 7m hanik
TRTEHEINET,

match dscp valuel [value2] [...] [value8] : IP ~ % —® DSCP fi (&K 8 {El?> DSCP i) &
BAELET,

hostname (config-cmap) # match dscp af43 csl ef

match precedence valuel [value?] [value3] [valued] : P~ # —@ TOS /31 ML - THRX
N5, K450 Precedence fE% G L E7, Precedence fEIZ 0 ~ 7 IZIEETE £ 7,

hostname (config-cmap) # match precedence 1 4

match rtp starting_portrange : RTP ~ 7 7 1 v 7 # & L £ ¥, starting_port (Zi%. 2000 ~
65534 O OHE D UDP 36 HR— N & FRE L £ 9, rangelli, sarting port X0 & ED
IBANUDP R— hO¥% 0~ 16383 THEL £,

hostname (config-cmap) # match rtp 4004 100

match tunnel-group name : QoS # i 9 %5 VPN b R F—7 N5 7 4 v 7 H#REL
\i—a—(}

N7 T4V BAEETESTH-DIC, matcha~ 2 FaE 9 1 DRETEET, Eito=
<2 ROWFNMNZHRETE £925, match any, match accesslist, 35 & O match
default-inspection-traffic =~ > NIZFEE TEX £ A, F72IL. match flow ip destination-address
av U REANLT, EIPT RLAETO MRV T A—TO7u—%BET52 L1
TXET,

hostname (config-cmap) # match tunnel-group groupl
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BELST v AOLI v 5R vy TR [

hostname (config-cmap) # match flow ip destination-address

15l
I classmap =~ > ROFlA R LET,

hostname (config) # access-1list udp permit udp any any
hostname (config) # access-1list tcp permit tcp any any
hostname (config) # access-list host foo permit ip any 10.1.1.1 255.255.255.255

hostname (config)# class-map all udp
hostname (config-cmap) # description "This class-map matches all UDP traffic"
hostname (config-cmap) # match access-list udp

hostname (config-cmap) # class-map all tcp
hostname (config-cmap) # description "This class-map matches all TCP traffic"
hostname (config-cmap) # match access-list tcp

hostname (config-cmap) # class-map all http
hostname (config-cmap) # description "This class-map matches all HTTP traffic"
hostname (config-cmap) # match port tcp eq http

hostname (config-cmap) # class-map to_ server
hostname (config-cmap) # description "This class-map matches all traffic to server 10.1.1.1"
hostname (config-cmap) # match access-list host foo

EEFS T4 IRADLANIAI TR ITY TOER

ATy I

ATy T2

ASA~DEB KNI 7 4w 71X LT, ZOBEONT 7 4 v ZIZRAEDOT 72 a v OFEITHN
TG AENnHY 9, BHI 7 A~y 7 HIEE LT, ACL 72132 TCP X° UDP O — h
EHRAETEET, RV — o7 OEBI FA vy T TREMBERT 7 a DX A7,
BN 7 0y 7HPTT,

FIE

HWE A <y 7B L ET, classmap type management class map_name
class map_name (%, fx K 40 XFOLFHITT,

lclass-default] EWOARHEITFREINTWET, T _XTOXATDY T A ~ v 7 TR UAH]
AR—ADEREINDT=D, BIOZATDY 5 A~ XTI TITER I TV A LR
ATEEHA, CLLIZZ A~y ar 74 X2l — gy T—RNIBITLET,

1 -

hostname (config) # class-map management all udp

(E=E) 3z 7 A~y FIZBMLE T,

v—ezxkys— i
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description string

&1

hostname (config-cmap) # description All UDP traffic

ATY T3 konTFnroavr REFEHLTANI 70 v 7 2BAELET,
» match access-list access list_ name : JEiET 7 B A U A N THRESNTWD N T 74 v 7 &
BAELET,

hostname (config-cmap) # match access-1list udp

« match port {tcp | udp | sctp} {eg port_num|range port_numport_num} : f§E S N7=7' 1 k=2
JZKEL, s8R — b (H—0KR— b FEo i3 28HOR— ) ZBRAELET, B
DI R— FEFHT DT 7 U 7 —3 3 2% L TIE. matchaccess-list =< > K &1
LT, HR—hL—ETLHACEZERLET,

hostname (config-cmap) # match tcp eg 80

T3 vhDEE (LANVIBER)O—< v D)

NZ 74y BT HLAY3E I TA T HRELLEL, LAY3IMR) —~v T %
FERHLTENDLDZ FARIZT 7 a2 T3,

Je

Evh RV v—=v7ORRET64 TTN, HEA X —T oA AL, R v—~<v 7% 12OFEF
WwWHTXET,

FIE

RT9T1 RV v—~v7&BMLET, policy-map policy_map_name

policy map_name |X, K40 XLFORY v — <~ v THTT, TRXRCOXATDORY) — <
T TRICARIANR—ZANFEHENZ720, BOX A TORY) —< v 7 THTIfERIN T
ADATNIFEMFEACTXERA, CLIBRY — v ar 7 4 Xal—ary EF—KRIIAY
ij—o

1 -

hostname (config) # policy-map global policy

ATw T2 URNCRELIZVA Y3427 52~y T 245E LET, cassclass map_name
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class map_namelZiX, 7 7 A v v T OA4RIEEE L £ 7,

I Ay T BT D203 FT T4 v 7 ORE (LAY 3427T7A<yT) (14—
V) 2R LTITZE N,

1 -

hostname (config-pmap) # class all http

AFYT3 TV T Ay A, 12U EDOT 7 a v ERELET,
P—ERA R —TREINDIHIE B —) 22RLTIEIN,

GE) 7 Z A ~ 7’| match default-inspection-traffic =2~ > KRR W&, £ 7 7 R
IR 1 DD inspect =~ RERETE LT,

ATFYTE ZORV =~ TICEDDHITA~y T LI, ZOFIEEBEY KL ET,

1

Pefe R U > —d policy-map =2~ > ROFIZRIZRLET, 2D~ NiE, Web¥—
N—=10.1.1.1 ~DOEHEFF I A HIPR L £ 97

hostname (config) # access-list http-server permit tcp any host 10.1.1.1
hostname (config) # class-map http-server
hostname (config-cmap) # match access-list http-server

hostname (config) # policy-map global-policy

hostname (config-pmap) # description This policy map defines a policy concerning
connection to http server.

hostname (config-pmap) # class http-server

hostname (config-pmap-c)# set connection conn-max 256

ROBNL, RV 2— =y T TOEBOREDOEELRL TWET,

hostname
hostname
hostname
hostname

config) # class-map inspection default
config-cmap) # match default-inspection-traffic
config) # class-map http traffic

config-cmap) # match port tcp eqg 80

hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map outside policy

config-pmap)# class inspection default
config-pmap-c) # inspect http http map
config-pmap-c)# inspect sip

config-pmap) # class http traffic

config-pmap-c)# set connection timeout idle 0:10:0

WOHNE., T 7 4 v I NVIOFARER Y T A~y e —H LI-GAIC, U
BERAALOT 7 a PDRRESNTWDIEBRDO 7 TA~Yy T ERESNAWI L%
RLTWET,
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hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config) # class-map telnet traffic
config-cmap) # match port tcp eq 23
config) # class-map ftp traffic

config-cmap) # match port tcp eq 21
config) # class-map tcp_traffic

config-cmap) # match port tcp range
config) # class-map udp_traffic

config-cmap) # match port udp range
config) # policy-map global policy
config-pmap) # class telnet traffic
config-pmap-c) # set
config-pmap-c) # set
config-pmap) # class
config-pmap-c) # set
config-pmap-c) # set
config-pmap) # class
config-pmap-c) # set
config-pmap-c) # set

ftp traffic

tcp_traffic

H—ER K o— |

1 65535

0 65535

connection timeout idle 0:0:0
connection conn-max 100

connection timeout idle 0:5:0
connection conn-max 50

connection timeout idle 2:0:0
connection conn-max 2000

Telnet $#%#5¢1%. BRAAIFIC classtelnet_traffic & —2 L £, [AEEIC FTP B5ci. BHAARN
IZ classftp_traffic & —#t L £9°, Telnet 33 OV FTP LIS TCP ki D5A1%. class
tep_traffic & —3 L £ 7, Telnet #f5¢ & 721X FTP #%#¢ i3 classtep_traffic & —# L 7
B, TTICMDO Y FALE—FHLTNDHTD, ASAIZZOREZITVERA,

AB—T AR (U—EXRRYL—) ADT7HU3>DiEA

LAY3ARY) o — <~ ToT 7T 47T D%, 1 2L EDA v Z—T = A AT 5
=2 R —, FHRITTRTDOA v EZ—T oA A0 —rYLICEAT L5 —E 2 R
—EERLET, ko< REHEALET,

service-policy policy_map_name {global | interface interface_name} [fail-close]

FTNENORBIZIKR D LB T,

« policy map_name %, KU — < 7 OL4RETTT,
sglobal i%, BHFEDRY ¥ —ZF-72 VT _XTDOAS L H—T = A AZWHT 2V —ERKRY

A ERC L E T,

BHTE 2270 — UL RY —3 1 DFTROT, Zuo—r"L R o—2 BT 554
X, 774NV NORY U—EfFET DN, TI7ANIORY —%T =TI LTH
LWARY—%#HLET, 774V ETE, 3 XTOT 74V N TF V= ar A
VAR ay NI T4 v I TAHE I a— L R —Rar T s Falb—ay
WEFEN, TRXRTOA AT a BT T4y 727 a— Vi snET, 7
74k =R KU —ITiE, service-policy global_policy global =< > RR & E L E

To

s interfaceinterface nameld, 1 v ¥ —7 = A AR Y v — ~ v TV EEE T TH—E A R

Vo —%2ELET,
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o fail-close !, IPv6 77 4 v 7 Y HR—b LW T U r—vay A ART g il
XoTRue vy 7 ENZIPV6 T 7 4 v 7 Dsyslog (767001) %K LET, T 74/ T
1Z. syslog MK SN EH A,

i
e zIX, Woa~» Rk, SMBA > % —7 = A A Tinbound policy RV v—~ v 7% A Fx—
TMZLET,

hostname (config) # service-policy inbound policy interface outside

RO RiE, 774NV 7= R o—%27 4 8—7 ML, HILOAY —
new_global policy %A *—7 /LI LET,

hostname (config) # no service-policy global policy global
hostname (config) # service-policy new global policy global

H—EXR)—DE=FVYT
F—ERA R —%F=H—FDHIE, KOa~vr REANLET,
» show service-policy

PR RY O HE R R LET,

W o ~ o~ — o} ~
Y—EXR)o— (BvaTHR)U—TTL—LT—D)
D51
Ok arTIE, BV 2T R — T L —LAU—7 D E N Ovr LET,
HTTP bS04 9O ADA VARG 3 E QSR ST DER
ZOHITIE, AEBA v H—T = A A& 1@ LT ASA ZH AV T 5T _TO HTTP ## (R—

K8 DTCP 57 4w 7)) NHTTP A L AT ravxfBd LTHEEINET, SMB1 v
H =T 2 A AEHDTXTOHTTP b7 7 4 v I WK o Ixpgl LChEanEd,
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B v rsocvsanrorRY v a0 O— AL kER

1:HTTPA VARG 30 & SR PUY

: “l :
| Security :
S— : app liance i
' ort 80 T
= g of
T - H
Host A E inside outside ;

ZOFNZONWT, kOa<wr FESRLTLLIEEN,

hostname (config) # class-map http traffic
hostname (config-cmap) # match port tcp eqg 80

hostname (config) # policy-map http traffic policy
hostname (config-pmap) # class http traffic

hostname (config-pmap-c) # inspect http

hostname (config-pmap-c) # police output 250000

hostname (config) # service-policy http traffic policy interface outside

HTTP 5 74 v O ADA VAR 32Oy B—/N\)LigER

ZOHITIE, fEEDA U H—T oA A% iEiE LT ASA IZADTXTO HTTP ## (R— 80
DTCP FF7 4 v7) WHITP A v AT v arxitB e LTHEERET, Z0ORY —i%
Ta—r )R =72 DT, A VAR a UPRETLIDESEA v H—T A AT T 4
I MWMAN-Te L EETTT,

K2:58—/NILHTTPA VARG 3>

143414

Host B

ZOFNZHONWT, RO a<wy RESBLTLIEIN,

hostname (config)# class-map http traffic
hostname (config-cmap) # match port tcp eq 80

hostname (config) # policy-map http traffic policy
hostname (config-pmap) # class http traffic
hostname (config-pmap-c) # inspect http

hostname (config) # service-policy http traffic policy global
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BEDF—S\—~DHTIP 57 1 v (20T 54 V2~ v a v gmaREoER [

TBEDY—/IN—~DHTTP c S5 74 VvV IZRHT A VAR 3 &

Bl RIED

2

ZOFITIE, AMNBA A —T oA A& iEiE L CASAICAD Y — 3 — A% COHTTP#i (R—
80D TCP hT 7 4w 7)) MNHTTP A v ALY ¥ a B X O KGR O 5 & LT
SHEENET, P—N— ANDLREINFERR A ~OERIL. 7 F A~y 7O ACL &L —%
LW T, BLZTEE A,

WA v Z—T = A ZA%@E LT ASAICAD Y —/3—B %5 CTHJXTO HTTP #kii%. HTTP
A UART varitGgl L ThanNET, = =B HRIEINTZHEA FB~DOHEGI.,
75 A< 7DACL & —HLR2WDT, EBEZITEEA,

IFEDY—N—IZHT B HTTP A4 Y ARY L 3 U L EEFIRE

Server A
Real Address: 192.168.1.2
Mapped Address: 209.165.201.1
_d— -

=)

o

=
"=, port 80

o HaTE -
; )@inside i
Host B T T T T T T T T T TTTTTTTTTo Server B

Real Address: 182.168.1.1 209.165.200.227
Mapped Address: 209.165.201.2:parf

143357

ZOHNTHONT, O~y RESRLTLI XN,

hostname (config) # object network obj-192.168.1.2

hostname (config-network-object)# host 192.168.1.2

hostname (config-network-object)# nat (inside,outside) static 209.165.201.1

hostname (config) # object network obj-192.168.1.0

hostname (config-network-object)# subnet 192.168.1.0 255.255.255.0

hostname (config-network-object)# nat (inside,outside) dynamic 209.165.201.2

hostname (config) # access-1list serverA extended permit tcp any host 209.165.201.1 eqg 80
hostname (config) # access-1list ServerB extended permit tcp any host 209.165.200.227 eqgq
80

hostname (config) # class-map http serverA
hostname (config-cmap) # match access-list serverA
hostname (config) # class-map http serverB
hostname (config-cmap) # match access-list serverB

hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map policy serverA
config-pmap) # class http_ serverA
config-pmap-c)# inspect http
config-pmap-c)# set connection conn-max 100
config) # policy-map policy serverB
config-pmap) # class http serverB
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hostname (config-pmap-c) # inspect http

hostname (config) # service-policy policy serverB interface inside
hostname (config)# service-policy policy serverA interface outside

H—ER K o— |

NATICEBHTTP b3 T4 v O~ADA VAR L3 VDER

ZOBEITIE, Ry FT—=ZHNDRAZMI2ODT RLARHY 3, 1291%, EEOIPT FL
A2 192.168.1.1 T¥, 9 1 2DiF, WXy NIV —7 TCHEHT L~y 7 IPT RLAD

209.165.200.225 C9, 7 7 A<y 7T DACLOEEDOIPT RVRAEMEATHILENHY £77,
outside 1 % —7 = A AT H5HIC . EROT FLAZMEHL £,

4:NATIZ& B HTTPA VAR a3y

]
1
L |
— ! -
[ - — g
-, port 80 ' m
e F g
S @SP- inside outside | o =
e T Server #
Real IP: 192.168.1.1 2091652011 2

Mapped IP: 209.165.200.225

ZOBNZHONT, kOa~<wy RESRLTIEIN,

hostname (config) # object network obj-192.168.1.1
hostname (config-network-object)# host 192.168.1.1

hostname (config-network-object) # nat (VMl,outside) static 209.165.200.225

hostname (config) # access-list http client extended permit tcp host 192.168.1.1 any eq

80

hostname (config) # class-map http client
hostname (config-cmap) # match access-list http client

hostname (config) # policy-map http client
hostname (config-pmap) # class http client
hostname (config-pmap-c) # inspect http

hostname (config) # service-policy http client interface inside

$—ER K S—DREE

Hae )1)—=2x Ll

N

EVaT KU — TL—AT—F 7.0(1) EV2F R — T L— AT — I REAINE LT,
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-z Ky v—oBE [

HERER J1)—=x A

RADIUST A>T 4> 7 vF 7 4 w7 Tffi | 7.2(1) RADIUST B U T 4 7 NT7 4 v CHERT 58

MTEH T FA v IRy THNEANSIE LT, classmap type
management =+ > N33 X (Vinspect radius-accounting =
~ U RBEAIRE LT,

A ART gy R)— <o 7.2(1) AVART ary Rl vr— <y 7REASRE LTz,
class-map typeinspect =~ RAEA S E L7z,

ERERBLIORY) V— vy 7.2(1) AARTary R — vy X THEHAINDIERE
BB IORY v— vy NEAINE LTz, classmap
typeregex 2~ > K| regex 2~ K, ¥ X U'matchregex
avy RPEASNE LT,

A AR gy R v— <~ 7O match |8.0(2) AVART v a vy R — <y 7 THEMA S5 match

any

any ¥—U— RFRpREASNEL, I 7407 % 1D
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