e

B a% IE

TOETIL., ASA ZRMET AN, E7001%. ASA FSESC L T A MG T Ok AR E
B IFEICHOWTIBH L7,

« PEtaR BT T AR (1 2—)
c HEEORRTE (2 X—Y)
cFEROE=Z Y T (31 =)
s PEftax EDORERE (32 X—)

rIl+

EICEET 515

et DR EIL. ASA ZRATDHTCP 7u—72 D T 7 (v 7 Hg0OERICEET 58 &
FRERE TR SN E T, —HOMEEIX. FFEOT —E A ERMT D7D ET D4R X
I AR—R N TT,

R OBEITIE, PG ENTNET,

cIFEITFHTOPIAILDTA—NILEBALALT I T_RTOT =)L XA LT 7 MZ
F T4V MERH B0, R OBEG O ARAE LTZAIC ORI a—r L 2 A DT T
FNEEETHLEND Y 17,

RS TUVI VSR EDEHGIALT O : P—EA R —%HAL T, BHFEDH
A TDNTFT T4 DT a—NRN)VEZA LT e bLEXTEET, T XTOINTFT T 407
TITADEA LT 7 NIT 7/ MER S D720, TNODOMEERETHLIEIIH Y £
Ho

cERHIRE TCPRITRIE : 7 7 4/V M TlX, ASA 295 (F72idsit e 45) B
OEICHIFRBIZH Y FHA, Y—ERARY— L— L EFHLTEED NT T4 v T 75
ZNCHIRBEFRET HZ & T, B—E2A0E (DoS) WENLV— "—2{f#ETEET, &
W2y WIEERE (TCP N> Ry = A 7 &5 T L CW WD) (CHIfRERE T £,
ZHUCEY, SYNT7 T vT 4V ITRENGLRESINE T, PIHBRORIREZE L5 &
TCPRATZAE 2 AR — v ME, 7o X EFICHEG L TEOHERIH SN TnD Z &
AR LET,
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« Dead Connection Detection (DCD; T FIEfRIRE) 71 NV XA L7 U FOREEE
ZTI2Te O NA T O D X 912, HBIZT A RVIRRBIZ e > TH AN e 2 HEfF 7
5354, Dead Connection Detection %1 % —7 /W LT, 7T A FVIKEETH AR 29560
AL CENEMERF T 22N TEET BEROTA NV EA~—% Uy N5 8
ko) o TA FARRABZ 572N, DCD IZEEEOMMIC 7o —7 2% E LT, #
BWRAENTHLZ L EZHUTEELTHDNE I nEMEE L E3, show service-policy =
~ v FHINZIE, DCDMODT 7T 4 BT 4 BERTT2ODA T U ZREENTNET,
show conn detail =~ > REZMEHT 5 &, BEMEZEMOREHRL LT 7 —7 DEEH
EErBGTEET,

TCPY—H U RAMS VA LIE : ZNFEND TCP #H##1213 2 DD ISN (FIH> — 4 v 2%
) NEDEToENTEY, ZOH25D 12037 947 FTEMIS., b 12030 —
N—THEREINET, T 74V FTIE, ASAIL, EE & RIEDM JFH TiHEiE+ % TCPSNY
DISN#T7 X AMELET, T X AMUIZE D BEEEH UWERLICEH S b ko
ISNZTFHILTH LWy Y arvia MYy vy 7 3T50%MIELET, LEILUT, b
T4 PITARATEWE T MMEET 4 =T NMITHIENTEET,

TCPIEFRIE : TCP / —~ T A Wik, BEHR ATy "I OIRELET, —HDX A T DX
ey NRERENT T 4 v 7T ATUET L HIEEZRETXET,
TCPRT—FINAIIXR : X2y NI =7 TN —T 4 VT HEATINE I e T =
735D TCP AT — F &R RATEET,

SCTPRAT— kR /N8R : SCTP 7' b 2 VIRFEMN M E 72171, Stream Control Transmission
Protocol (SCTP) DAF— KT LA L AT g L A /XA TEET,

728—0OA78—F: 7e—MANICHE TV EX SN BE#E/ SAIZAF7e—Rand
N7 4o 7% CEBIRCTEET, 72— RIZLkoT, KEET 71 VOfRER
E.F—RERKT TV r— g ORI —w o ARB ESEBE I ENTEET,

IPsec 7A—®D#A 7HA—F : IPsec ¥ MNE VPN £721FVE— 727 EA VPN EFX = U
T4 T YvE—ray (SA) OPHERER., PsecEftlIT A ADT7 4 — )V KT a3
~ TN —KT LA (FPGA) ([ZA7u—RENDHTD, T/ AD/RT f—~ 2 AN
ELET, ZOMEEZYVFR— Ty N7+ —ATlX, 774V FTHEDRS>TH
SN

PegehllR, %A A7 v b, TCPIERML, TCP Y —7 v ZAD T & MMk, 1kt rlRERRE] (TTL)
DT 7 VA ML, FEAEDX Yy NT—Z (82T 740 MERH Y F3, ZnbH0R:
DR ENMLI L 720X, MEAOBEHERNH D, *y NU—TIZRED X A TDORENH H Y
B FRTERMOT A RV XA LT T M X DB RPERYIIA A LTS A DR TT,

Z DOM OB BRI 2> TWET, Zhb0h—ER L, e —EeRE LT
TIERL, HED NI T4 w7 7T ACDHRELET, ZIOOEEIZITRO bOREEN
TWET : TCP AT, TCP A7 — bk 7341 XA Dead Connection Detection (DCD; 7 v K%
fefRH) . SCTP A7 — K NA XA, T —F47a—FR,
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ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy T1

ATvT8

sa—nns1675 roEE |

KO—AEINBFINTIL, BEXONDT X TOBRORIEI SV THIILET. BB LTE
YT HRIELBA TS S,

FIE

Ja—r) BA LT T ROEE =) , INOLOREF. T A& T 59T
DT T4 7K LTESESERT T FAaLDT TNV DT A RV EZA LT 7 NEEEL
F9, FHOX A LT MIEY Uty NSNSERICHERS 551X, 3 7a— L X
ALT T MEELTLTI N,

SYN 77 > K DoS B b O — " —Dfi# (TCP I7%1E) (6 X—) , ZOFIA%E
FHLT, TCPIATZEEZRELET,

FLH 72 TCP 237w MLEED ) A X <A X (TCP~ v/, TCP /—~TF A4 %) (93—)
FEEDNT 7 47 7T ARTDNTT 74 /0 b TCP EFULOENEEREF T H5E) .
RN —T 4 T DTCP AT — b F = v 7 DA INZ (TCP AT — h3A /82) (13 22—
V) (ZDEATDON—T 4 TBREND DHE) .

TCP ¥ —7 v AD T X MO (17 =) (T 74V F DT o F MMEFEE D85
F—=BE AT TILLTODHEER) .

K7 n—nF 70—k (18X—Y) (avta—T 4 TENMOT -2 Z—D
TA = AERET HLERDHLE)

BEDRNT T4 v 7T ADEEROBE (TXTOY—ER)  (24X—2) , ZiuE, B
OFREHOWHTIATYT, ZNOLOHFEF, V—EARY >— — L Z&HHLT, FED b
TI74w 0 IITADTa—= VDT 7V Mk EEXTEET, b0 — LA L
T, TCP /) —~TFA VDI AX~A X, TCPY—4 L ADT o H IMUEDEFE, 7y N Ok
AR OT 7 U A b BLOZFOMOFT > a VEEREOFEE LTV E T,

TCP A 7> a L OfERL 30 ~—2) (fOEHERNZR TCPEIEZ Y By M EITERE T D03
B HGE) .

78—V B3A LT DEFE

IFESERT e baroEREAT Yy PEEHRAT Y b — NV T A RV E AL LT T N
MlaRETEET, MELET A RABOR A e v NBMEA SN2 T2546, U Y —RE
7Y — TR ENET,

Ta—\)V AL LT NeERETLHE, P—EA R —IZRDEDNT T4 v Tu—
M EFBEETELDH LT 74V FDIA LT U FPRRESNET,

FIE

timeout =< R&EFEHA LT, Z7a— L XA LT MERELET,
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TRTOZA LT U MEOTERIL hhemmiss T, R KRHIRITIE & A E DA 1193:0:0 T,
RCOEALT U N7 740 MEIZY &> FF5I21E, notimeout =~ > R&EEH L E7,
HIZ1 2D¥ A ~—%T 74/ MUty NT25E81F, TORED timeout 2~ > R&T
ANV MEEEBITATLET,

HA<—%T 4= MZTBITE, BIZ0EMALET,
WD T a—)v ZA LT NEHERTEET,

« timeout conn hh:mm:ss : A U5 FETOT A RAVEER (0:5:0 ~ 1193:0:0) , & 7 4/
ME 1 EERE (1:0:0) T,

« timeout half-closed hh:mm:ss : TCP N—7 7 0 — XEEi 2 U5 £ TO T A KURFRE, FIN
& FIN-ACK Ol Gt Szt #tlin—7 27 a—XREEL AR IiEd, FIN
DORHPBHENTHAIT. BmE DO conn 24 L7 7 MR EAISNET, R/MEIX 30T
T, 774 ME 104 TT,

« timeout udp hh:mm:ss : UDP ##t 2 P U2 £ TO T A RVERRE, Z oL 1 5Ll kicd
LRENHY T, T 74N MI25TT,

« timeout icmp hh:mm:ss : ICMP @7 A R/VEER] (0:0:2 ~ 1193:0:0) . 7 7 4L NI 2 #
(0:0:2) T,

« timeout icmp-error hh:mm:ss : ASA 23 ICMP = =1 — 5837w M &2 52f5 LT 6 ICMP #2
A HIBRT 5 E TOT A ROVIERIT, 0:0:0 2>5 0:1:0 O, 721 timeout icmp fEDO 7
WINMEWETE, 74V RMI0 (Fo&—70) T, ZOXA LT MBEGT,
ICMP A v AT v a Y EAAHICT H & ASA Tit, =a—ISENZEans L9 <IC
ICMP £t 2 HIFR L3, L7ei-oTED (FTICAL bT) Bz sz~
TOICMP =7 —|3EFESNE T, ZDOX A LT T MIICMP #OHIBREZ E L 5 D
T, HERICMP =7 — &% TE £,

» timeout sunrpchh:mm:ss : SunRPC A & v M BRSNS ETOT A RAKEHE, Z OHIFIX
13U BEICT 20ERHY £, 774/ ME1053 T,

« timeout H323 hh:mm:ss : H.245 (TCP) X UVH.323 (UDP) AT 4 7T APALHETD
T A RIVERR] (0:0:0 ~ 1193:0:0) , T 7 /L ME 545 (0:5:0) T9, H.245 & H.323 D
TINDAT ¢ THRUC B R CHEE 7 7 VDB E SN TS 728, H.245 (TCP) #uilx
H.323 (RTP B LO'RTCP) AT 4 THfi L 74 KV 2 A L7 0 haFLET,

« timeout h225hh:mmiss : H225 27+ U 7 VB AU D £ TO T A RKAVEER], H.225 D
T FINE XA LT T ME R (1:0:0) T, T XTONFPHLRZ VT IN=EIT
B9 I/ n—X45120%, lE 18 (0:0:1) [2F5Z L a2H5E L £,

« timeout mgcp hh:mmiss : MGCP A 7 1 7 #2ft & HIFR 925 £ TDO 7 A F/LFEHE (0:0:0 ~
1193:0:0) . 7 7 #/v ME, 547 (0:5:0) TI,

« timeout mgcp-pat hh:mm:ss : MGCP PAT Z8#a % Hll& 35 £ ToOHox kg (0:0:0 ~
1193:0:0) . 7 74 /L ME 555 (0:5:0) T9, fHe/hREEIE 30 B¢,

« timeout sctp hh:mmss : Stream Control Transmission Protocol (SCTP) #4654 U 5 £ THT
A RVEERE (0:1:0 ~ 1193:0:0) . T 7 4/ NI 24 (0:2:0) T,
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« timeout sip hh:mm:ss : MPyﬁijﬁf%%%ﬁ%%Déif®74FW%%GMﬂN
1193:0:0) , 5 7 /v ME, 3043 (0:30:0) T,

« timeout Sip_mediahh:mmiss : SIP A7 ¢ 7 R— "EGEAPA LD ETOT A RVEEM, Z D
WX 1 5 U BT 2A20ERH Y ET, T 74 MI25TT, SIPAT 4T XA ~—
X, SIPUDP A7 ¢ 7 /37w b3 % SIPRTP/RTCP C, UDP 3T VT 47 XA A
T ROV ICHERENET,

timeout sip-provisional-media hh:mm:ss : SIP & i& A 7 4 THED X A 27 7 M (0:1:0 ~
0:30:0) . T 74N ME24TY,

timeout sip-invitehh:mmiss : B EIGEDE LV Hm— L2 AT 4 T xlate ZFH LD ETOT A K
JUIRERT (0:1:0 ~ 00:30:0) . 7 74 /L M, 343 (0:3:0) TI,

timeout sip-disconnect hh:mm:ss : CANCEL A »t&—Y % 721X BYE A v&—YT2000K %
ZAE Lo TG BT, SIPE Yy v a VEHIBRT 2 £ TOT A R/UREH (0:0:1~00:10:0)
FTF T2 5 mzm T

timeout uath hh:mm:ss {absolute | inactivity} : FIEL L OB F ¥ v aBNF A LT T b
L. o=V — D3R EHEE R B RBRE DS L BE & 72 5 £ T ORI (0:0:0 ~1193:0:0) , 7
74V MES55 (0:5:0) TT, T 74/ hDOF A ~—(Tabsolute TY, inactivity ¥ —17 —
REANTDE, IET 7T 4 7o T —EOHMBIZEA LT U ERBAETHED
IZRRE T E £ 9, uvauth fikHERFETIL, xlate R K D LS RET D2MERH D £,

FY v iarT =TT DR, 0OICRELET, HEHICZEBIFTP 2L T D
Yitr. F721% Web fBFEIC virtual http 2~ > RAEMH L TWAEATE, 0 A L2 T
TEEWN,

timeout xlate hn:mmiss : 222 1 v MREMESNDETOT A RVERR, ZoHRIX1 %
EIZTA0ERSY 3, 7 744 ME 3 KREHETT,

timeout pat-xlatehh:mmiss : PAT Z#i A 1~ M INRELEILD ETOT A RIVEER] (0:0:30 ~
0:5:0) . 7 7 4/V MEI30TT, BIOERENT v 7 AR —A T34 A THEfHE AV
TWAAREMR S D T7-0 ., B SN T-PATR— T2 LA T v 7 A R —
K NV—EPNERTHEE, ZOXA LT MEECTIENTEET,

timeout tcp-proxy-reassembly hhemmiss : UV 722 7 U D=3y 7 7 N TR L T8
Ty he Ry TTB5ETOTA RVEALALTY N (0:0:10 ~1193:0:0) , 7 7 4/ b
%, 143 (0:1:0) T,

timeout floating-conn hh:mmess : [7] U v b U —27 ~OEE DN — N BFIEL, TN A
U w7 IRERDEETE. ASA IXEEHHESIFE SR TA Y v 7 R RBEOL— FEFRHLE

T KVEGIZR— RBERATREIC R S Te B EIL. ZOX A LT U M X o THERH L
LNDHDT, EOWEE N — ML TR A BfELCEET, 774/ MI0TT

ERIZAA LT TR LERA) o, LVEWVWL—FEEATEA LT BITIE, 14
77 MEZ 0:0:30 ~ 1193:0:0 D THEEL £,

« timeout conn-holddown hh:mm:ss : #55 CHEFA SN TWA— B H I FFEL TV, F
TIIET 7T 4 Tl o T L EIT, VAT AR 2 RFFT 20E, ZO&R— NV KX T
WIRINIZV— I T 77 4 T2 B 0GA . Bt snE 3, Ers—n Ko v
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B swosorpesxgncny——0RE (TCP 1T

A A~<—DOHMIL, W— BB ELTTSITF T LAERH DG/, L—F 7
Ty T ORBEHOTIETT, L= FDWEP L - ERIBAETHE ALK
gy BA—%WOTIENTEET, 7740 MIISHTT, fEETE HHEPHIX

00:00:00 ~ 00:00:15 T,

- timeout igp stale-route hh:mm:ss : v\ b— b % /L— & OF RN — A0 HHIBRT 5 AN AR FF
TR, 25D — MIOSPF EORNY — s =A 7 ha/VHTY, T 74V
M 70 % (00:01:10) T, F85ETZ BFFHIT 00:00:10 ~ 00:01:40 T,

SYN 75 v k DoS IEMN 5 DH—/\—DIRFE (TCP RITZ1E)

| iR

BEEFEN—HD SYN Xy NaRAMIEETLE, SYINT T vT 4 v 7 h—ERE
(DoS) WEBENFEALET, by M@, AT —7 47 EN7ZIPT RLAND
REENET, SINSXT Y MDOT T T 4 VI PREFEINTEL D &, SYN F o —R3 Iz
HDIRWMFe X . EH—F =06 O ERICK L T —ERAZ R TE 220 £,

SYNTZ 7 w7 4> VB 7o DI e HR c X 9, #iEe &1, XE0es
FEOBTHEIZRDN Ry A 7 %5 T L TWRWERERD Z & T7,

B oG LEVWMEEZB 5 &, ASA T —"—DFax b LTETEL, £ OHMN
2 —77y AR A RODSYN F 2 —IZBME 720K 512, SYN Cookie FEMH L TY 747
> b SYN #ERIZx9 2 SYN-ACK J& 2 AR LET, SYN 7 w3 —(%, FEARMITHE 2 1Ek
T HEOIZ, MSS, A LAZ T BIOFOMOER OEFHI Ny v anbEERSND
SYN-ACK TR SNVAHRH D —7 V AFFTT, ASAIX, ELW—F v ZAFK G THRIF
M4 ROWNIZZ TAT 2 bbBIRENTZACK 2% 1ETDHE, 72I9AT 2 MRAMTH D
TEEREL, YN ET R TTEET, TRX U EEITT LR - M,

TCP fRATAT L FETIVE T,

SYN 75 v RTINSO —NRN—2RH#ET L7200 RV —x 2 R a2 T, #HeHR
ZRE L. TCPRATZEOREHIEREZA 2—T ML, HREZE=X—TH2XERNH D £3,

1R BHEIIZ

s PRET D —/3—=D TCPSYN Ny 7 1 7 & 2 — L DRV PR HIR AR E L T\ D 2
EEMERLET, THEY @O IIIEEHIIR 2 BES D & A7 T4 7 2 b3, SYN
WP —N—IZT7 7 B ATE R0 £, MIHIEReHIRICE O B2 IR ET 512
X, =" —DFE, Xy FV—2 = "—DFEARIZ AZITHIT LTSN,

« ASA E7 /L D CPU a2 7HUZ L » Tk, [FRFEE i K ORIHIEs D e KED . A2 71
L APEGOEHGFIENRR T, RESNTVWAEEBZLIBE1H Y £, HEOHE.
ASA TR n-1 OB K ORI ZFF LE S, 22T, niZa 70Ty, =
EZIE, BETMTAODaTRBHY . 6 DO L4 SO HIESR 2R E L%
BlE, XA T TIo0BMEREZHERATEET, ZHEAOET VO a7 EHET 512
I%. showcpucore =< KZ A LET,
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SYN 75 K DoS Bsehh 5 D —i— g (Tep k72 |

FIE

ATV TN L34V T A~y THRER LT, R#ETHLV—"—ZLEd, 772U X b —&E2HH
L/iﬁ‘o

class-map name
match parameter

51

hostname
hostname
hostname
hostname

config)# access-list servers extended permit tcp any host 10.1.1.5 eq http
config)# access-list servers extended permit tcp any host 10.1.1.6 eq http
config)# class-map protected-servers

config-cmap) # match access-list servers

ATFYT2 VI3RS T NI T 4w I TCEITTAT IV a b ZRETIHIRNI —< v T HBINEITRE
LT, 79A oy mBELET,

policy-map name
class name

51 -

hostname (config) # policy-map global policy
hostname (config-pmap) # class protected-servers

T 7 4V FERETIE, global policy RV v —~ v FIIT_RCDOA v X —T = A AT B— 3L
WZEID Y THALET, global policy T 256 1X. AU 2 —44 & LT global_policy & A7)
LET, 77 Ay 7086, ZOFIETT TI/ER LY 7 A2 ELET,
AT v 73 IEEHEHIRAZ R E L ET,
« set connection embryonic-conn-max n : #F A3 % [RIKE TCP #IHEER O ik K& (0 ~
2000000) , T 7 A/L NI 0 T, ZOHEAITEHENHIRSLETA,

» set connection per-client-embryonic-max n : #7935 [AlIF TCP #IiEEkin 7 74 7> 2
& DR (0~2000000) , 77 4/L MEO0 T, ZOESIIEHEBFHIRINLETA,

« set connection syn-cookie-mss #JHABAGEEHIIRIC 1 L 72 & & (RIS D SYN cookie % &
RS DD DY — =D Kt 7 A M A X (MSS) (48 ~65535) . 7 74 /v ME
1380 T9, ZDEXEIX, set connection embryonic-conn-max & 7= |3 per-client-embryonic-max
ERET DHEIZDOHRFEHTT,

1 -

hostname (config-pmap-c)# set connection embryonic-conn-max 1000
hostname (config-pmap-c)# set connection per-client-embryonic-max 50
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B swosorpesxgncny——0RE (TCP 1T

ATv T4 BEFOH—E R KU — (global policy & WIZEIOT 7 4/~ Za— LR Y —7g L)
EmE L TWAELEIE, ZORXRT v 7E2ABTEET, TN OELEIE. 1 DE 738D
AR — 7‘::/1’111‘) V== T ET I T 4TI LET,

service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global F¥—U— KiIHR Y o — =T E2T_XTCOA[ X —T7 = RZ@HA L. interface XAV
v~%1om4y&~714xmﬁﬁbi¢o7m~ﬂwﬁuv~mlobﬂﬁ%f%iﬁ

o AVHE—=T A ADTa— LR —iF, TDOA U H—T =2 A AP —ERRY —
%Lmﬁé LTCEEEXTEETS, KA H— 7I4x i, AU —~v 7% 1D T
TEFET,

AT T8 TCP RATRAZIZ Ko TIRATRAZ SN 5 BR O E R e HE A R E L £ 7
threat-detection statisticstcp-intercept[ rate-interval minutes] [ bur st-rate attacks per_sec] [
aver age-rate attacks per_sec]

FNENOFAITRD LY TT,

~mmemeuai BREE=2U 7 Y 4 RUOY A &, 1~ 1440 55 D& T
HELET, 774V ME305TT, ZOMBORIZ, ASAIZHBEOH % 30[RY- 7Y
/& LET,

burst-rateattacks per_sec i, syslog A vt — 4RO L& VWMEZ 25 ~ 2147483647 O #iH
WTHELET, 774/ MI1RMIZ400 TF, N—ZX M L= BRZhZEz#BLD L.
syslog A v &—37 733104 NER SN E T,

average-rate attacks per_sec |%, syslog A vt —AEKRO L — N LEWEEZ, 25 ~
2147483647 DHFPHTHRE L £, T 74/ MI1BIC200E T, FEHL— bRz
BBz 5 &, syslog A v— 733105 AR S ET,

i

hostname (config) # threat-detection statistics tcp-intercept

AT 76 kOavwr FEERALGEREZE=F—LFT,

« show threat-detection statisticstop tcp-intercept [all | detail] : B8 % 52 1 F CHR# S 7z BN
10 —"—%2FRLET, al F—UV—FiE, FL—Z2SNTNDLTXTOY——DJF
JET— 42 #F£KRLET, detall ¥—T— NiL, BEY TV T T2 EFRLET,
ASA XL — FNEBROMICK D% 300> 7V 755D T, T 7 44 kD305
TIE, 60 B Z L THEHERDPIE S L E T,

« clear threat-detection statisticstcp-intercept : TCP {Y T35 DR EREZHEL £,

1 -

e
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BEGTCP /v MUEOHRETA X TPy T, TP/ —35144) |

hostname (config) # show threat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

BEEITTCP /Ny FLIBOHARRZRIAX (TCPTy S, TCP/ —< S5

4 4)

ATy T
ATy T2

TCP / —~ T A Yix, B¥ Sy FEBBLET, Tk, ASA 2K DMHEFCLE (X
o NEHFRL, Fuay 7 £RE7 0 7) SE5ZENTEET, TCP ERbIE. KB
ASA ZRFET D OB B E T, TCP IEBULIXEIZA R—T M7 > TWETR, HiED—
HOEMEE AL~ A4 XA TEET,

FIxN N ar 7 4 F¥al—ailiE, ROBENREGENET,

no check-retransmission

no checksum-verification
exceed-mss allow

queue-limit 0 timeout 4
reserved-bits allow

syn-data allow

synack-data drop

invalid-ack drop
seg-past-window drop
tcp-options range 6 7 clear
tcp-options range 9 18 clear
tcp-options range 20 255 clear
tcp-options md5 allow
tcp-options mss allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
ttl-evasion-protection
urgent-flag clear
window-variation allow-connection

TCP ) —~ T AV EDIAF <A XTBHIZF, T, TCPw v 7E2MHALCHRELERLET,
w2, P—ERARV—ZFEHALT, BIRLEZ T 74 v VTR~ THBEHATEET,

FIE

WeiR9 % TCP IEHULIEYEZ IR ET D 720D TCP ~ v 7 #1EL L 97, tcp-map tcp-map-name
WD 12D EDa< FEAHLTTCP v~y THEELZRELET, AN Lanwa<r R
TN EIBREREINET, REEZENT BT, a~> FOonoEXEFEHALET,
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B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

« check-retransmission : —ED 72\ TCP HEE2HIELET, Zoa~wr N, 774
VR TT 4 B—T 5> TWET,

« checksum-verification : TCP = v 7 % A% MAE L, BFEICKR LTy hE Ra v
LET, Z0a<vr KL, 574V T4 B—7 I >TWET,

exceed-mss {allow |drop} : 7 — X BN TCP xRt/ A b A X&R 537 v MEFF
AEIEI Ry LET, T 74N RTIE, Ny bEFRILET,

invalid-ack {allow | drop} : )72 ACK &ty MEFFRAIEZIZ Ry X LES, 7
TANRTIE, Xy b2 Rey 7 LET (X7 y ERFFRTSID WAASHEEREZBRS) &
WD X 5 IRBE I 2 ACK M SN A ATREME N H 0 £,
« TCP #5575 SYN-ACK-received A7 — & A Tl. 51 L7= TCP /347~ F® ACK & &
DRD TCP /X7y RNEED T —r VA% F LA U TRWEA, £ 0O ACK (3T
‘g—o
e ZIZELT-TCP N7 v D ACKEZDNIRD TCP R v MEEDY—7 o 2FZ LD K
TWEAITEIC, F D ACK ITHERN T,

queue-limit pkt_num [timeout seconds] : /N 7 7 (k& L C TCP #2#5i D IE L WWIEFFIZEEE
T&D, BFERATy FORKBEERELET, 1 ~25037 v N TT, 77 4/L MED
0. ZOREDT A E—TNTHY, NTF 7497 DFA UL LT 7+ DU R
TAhFa—HRBERAIND ZEEZEKRLET,

TV = ar A AR gy (ingpect 2w F) . . BEOTCP A > A~
v a VEIE[E (TCP <~ v 7 check-retransmission =< K) D72 O D % = —if)
FRIX, 357y b CTT, ASABRRDL Y 42 KT YA XD TCP N7 v haZ{E LT
A, 7 RRZAXSINTEREL T DL F 2 —HIRBRT A FI v T ITEH
SNET,

D> TCP ¥t DAL, RELR ATy MIFOEFEB L F7,

queuelimit 2~ Rz 1 DL EICRE LTSS, T XTDTCP M7 7 4 v 7 I1Zx L CFFA
SNDEF 2y FOBIT, ZOREE B LET, LexiX, 77V r—Tar A
AT v a v, BIONTCP check-retransmission D b7 7 4w 7 DA, TCP /N7 v hivD
T RARE A XISV T R TOREDF1—HIRRELEL L T, BHINAET, ToMo
TCP F 77 4 v ZIZHOWTIL, RER/Ty MINy 77 IS T, £OFE @i d
LOTIERL, ELWIBFICRE S NLET,

timeout seconds 3|81, BiFe %y RNy T NICREE D Z LN TX D K 23
ELET, RETEDHMEIL1~200TY, A4 L7 7 MIRNIZIE LWIEFIZERE S 1L
TEINRhoTo Ty NI Rey 7ESnET, 7740 MI4BTT, pkt_num5 5%
OICRELTESGAIL, EONTF T4 v T7DEA LT NHEFRTEERA, timeout F—
U— Ra BT DI12iE, FlR%Z 1 UL RICRET HHERH D £7,

reserved-bits {allow | clear |drop} : TCP ~> ¥ —DOTKIE > MIKT D7 729 VAR E
LET, N7y FEFRIT 50 (By FE2EFEETID) ( By &2 UFL T Ty M
FFAT o0, F3ry bERAYTTEET,
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« seg-past-window {allow |drop} : /XA N7 ¢ o R =0 U AFFE G MR
HT I varvEEELET, 2FV, Z{E L TCP 7y kO —7 v AFSH, TCP
ZREUAY RUOANE D KREWEATT, quevelimit 2~> RZ0 (F1E—71) (12
WELTIGAICDH, Nry MR TEET, 774V NTlE, Xy e Ray 7L
e

synack-data {allow |drop} : 7 —# % ¢p TCP SYNACK /X7 v h&FFA[£7-1X ke v 7 L
F9. T7HNNE Ny hO ey T TT,

syn-data {allow|drop} : T — X 2 &1 SYN X7 v hadFa £/l Fey 7 LEd, T 7+
JVRTIR, N7y REFFATLETS,

tep-options {md5 |mss|selective-ack |timestamp [window-scale| rangelowerupper} action : TCP
FFa B ER LTy hOT 7 v a U ERELET, THDOF 7T 3 2iEmds,
mss, sdlectiveack (EINAUFEGRILE A =X L) | timestamp, 3L O window-scale (7 ¢
VR RV AT =AL) BV LRI TWET, ZOMoAT T 3 > TiE, range
F—U— FCTHEIEZERN L TAH T v a v afELET, @HEORIRIT6 ~7, 9~ 18, 20
~255TY, BFINCH—FT v a &2 s2—ry MIT510E, ENofEICHE CHET%
ANLET, v v 7 Tavr FEEERIANTLZ LT, R —2K 2 ERTE LT,
TCP 5t A » AT a3 D0, REICERR S MSS A7 a & & IBIRIY IR E e
i (SACK) A7 va v &RE, $XCOA T a N7 V7 INET, EIRARRRT 7
Ya vk, kOLBYTT,

«adlow[multiple] : ZD % A TOH—F 7 a v kE&Ete Ny NEFFRTLET, i,
TRTCOLFIMMNEAT > a v DT 74V N TT, AT arDA VAX L ARERE
FNTOTH 7y F2FFIIT 58541, multiplet—Y— KB LET, (multiple
F—U— Ridrange CIXfEH T A, )

e maximumlimit : mssOZ, KB 7 AL kYA XEFRINEHIRBICRELET (68
~ 65535) ., 7 7 4 /v h® TCP MSS %, sysopt connection tcpmss =21~ > K TiE
ET,

eclear : TDOX AT DA T a A~y X—0GHIBRL, Ny FEFRILET, I
1T, TRTORBEXATLarDF TNV NTT, FALRZ LT F T a3 %1
FT5HL, PAWS & RTT 3T 4 B—7 L2 0 £4,

edrop: 2O FvarvEgte/ry e RkuyLET, 2077 avid, mdsEs
L O'range TOAEHAIHE T,

ttl-evasion-protection : #£#i D K TTL Z & D37 P TTTLIZ K > TIRESEE T,
ey O TTLITHIRCE 30, BT 28 IXTEEEAL, VAT A, TTL %
ZOHHROLRIOR/NTTLIZY By NLET, ZHUT LT, TTL &[0l L 72K EN D
RELET, T 74/ N TIE, TTLEBHRGEN A R—T M7 oTWND T2, Zha~w
FOno R E AT H7E1TTT,

ol Z1E, WEREIITILZIEFICELS LTRY U—2@ilRd 537 v h 2R ETE £,
TILAEwlZb e, ASAL = RARA v NOBONL—2 Iy N Fay P LET,
ZORRT, WBFIITTIL2EL LEEBEEOH LI Xy MERETEET, 2oy
ME, ASAIZE > CTHEREDLIICRZ S0, @A LES, —FH, = RFRA 2 b E
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APMTESTIE, ZOFry "RBBEEICL > TZEENTZROIDO/ M TR0 £,
ZOWE, WEHITEX 2V T A ICK AR BEOMIEEZ T, WRIZHKWLET,

- urgent-flag {allow|clear} : URG 7 7 7 2 G e/ MIxtT 577 v a v AR ELET,
Ny NEEAIT L), 7T 7 E )T LTy hEFAITEET, T 740 R TIER,
75 7%V 7 LET,

URG7 7 7%, AR —LHFOMOT =X L0 KT TAF VT 4 OFEVERN Z O3
MIEENTNDZ EERTDICMALET, TCPRFC TiX, URG 7 7 7 O IEfE 7 fi#
WA SN TWERA, FORHD, TV RVATATIBREAFT 7y N2 SE8ER)
ETUELTRY, ZADRKEBICXHT AHEIMHICR D 2 EnH D £,

« window-variation {allow|drop} : THIEFICT ¢ > R ¥ ANEE S NI- B2 7 £
i Rey7LES, T4 NTIE, ERiadFTLET,

T4 R AR AD=ZAANIL ST, TCPIIRERY 4 RUET RARZAXTE,
FEWNT, WEIZREOT =X E2Z T ANTIZ, TN T 4 RUET RRXZ A XT
TFET, TCPHEARIZE Y, T4 > RUDHE/N TR IRET 5 2 RS THET,
ORI NIGEIC, Bfid Fry 7 TEET,

ATV T3 =t 2R —Z2FEALT, TCP~y 52 " 774 w7 77 ACEALET,
a) L34V TA~ YT HEMHL TN I 74 v 7 IV TABERL, TO~y TER) —~<v
FIEMLET,

class-map name
match parameter
policy-map name
class name

&1

hostname
hostname
hostname
hostname

config)# class-map normalization

config-cmap) # match any

config) # policy-map global policy
config-pmap) # class normalization

T 7 4 v FEXE T, global policy RV v — < v X3 _XRTCOA o H—T = A AT B—
FSNZEID Y THIET, global_policy Z#RET 25 A 1%, AU 2 —4 & L T global_policy
EANNLET, V7 IASyTOREAT — AL FOFEMICOWTIEL, BB N7 1 v
MOVAY 347 T2 <y TOERESZRLTIEIN,

b) TCP~ v %M L9 : set connection advanced-options tcp-map-name

% -

hostname (config-pmap-c) # set connection advanced-options tcp mapl

) BEfFoH—vr A KU v— (=& xiX, global policy & WO ZRIDT 7 4L~ Za—s3)L
AU =) ZRELTWELIEAIE. U ETETTY, ZRLUANOHEIL, 1 DEITER
DAVHE—=T 2 A ATRI V=~ T T I T 4712 LET,
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service-policy policymap_name {global | interfaceinterface_name}

&1

hostname (config) # service-policy global policy global

global ¥ —V— RiZARY > — v 72T _XTOA v F—T7 A AZ@EA L, interfacedAR
V=% 1202 =T =2 ATHEHLET, 72— UL KU —T1 DL TE
FHh, A F =T AT =L R —F, FOAH—T 2 AT —E R
RV —Z@HATHZETEEETEES, FA U F—T oA AL, RV —~vv 7%
1 DT EHATE T,

il

722 21, BESEO FTP 5 — & R— b & Telnet ;" — kDD TCP AR — MERPHIZE(E &
NATRTCDRIN I T4 TRET I T LREZLT 7y b Xy NEHFRT 51213,
Woa<r FeEATILET,

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config)# tcp-map tmap

config-tcp-map) # urgent-flag allow

config-tcp-map)# class-map urg-class

config-cmap) # match port tcp range ftp-data telnet
config-cmap) # policy-map pmap

config-pmap) # class urg-class

config-pmap-c)# set connection advanced-options tmap
config-pmap-c)# service-policy pmap global

FEXRHIL—T A VITDTCPRT—FF Ty DN/ R (TCP RT—

AL TAV.S

F v MU —7 TN —T 4 v TBREEZRE L, FEOBRORE 7 n— L FE T —182
DDRIED ASA T3 AZBIBTE DA%, BEEZZITH N7 7 4 v ZIZTCP A7 — A
A NA T RIET HZMENRH D 5,

7272 L, TCPAT — F RARRZE > TRy hT—2 D% Fx 2 U T 4 B5IRILT 5720, FEH
WCEEIICIRE SN N T 7 4 v 7 VT ATAL RAZHEMT HVERH Y 7,

T TR, BB EEICOWT X IS LE T,

EXFRIL—T 4 > DREE

T 74/ NT, ASAZBIRTHTXTO NI 7 4 v 7id, @It X=2 70 71T Y X L%
ERHLTHRESN, EX2VT7 0 R —IZESWTHAIERIT ey 7S Ed, ASA T
i, K37y hORRE FRERCTH L), ERIIMIHEAER TH DI NF = v 7 S,
ZONry Nty v a UEBSZ (Bl SYN Xy b)) | mIE SR (NI A DR
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) . EiTarhe— L L—r R (BERA VAR g y) IZEDYTEHZEICEo
T, T77AT T4 —IVDONRT 3 —< U ARSI ET,

B S A DREF ORI 8T 5 TCP X7 > ME, ¥FX =2 U7 4 RV v—0bH 55 EHDH
MEZZITHZ LR ASAZ BB TEE T, ZOMEICL > TR T —~ A IHRKITRY F
T, 277, SYNA Y hEEHLTTZ 7 2 MRRITE Yy v a VARSI T 5 H1E, BLXO7 7
AR ATITbNAF v 7 (TCP I —4 U AHKERE) N, L —T 4TV 2—
arDEFELRDLGENDY ET, ThiT, #EROBET e —LEFE T e —Om G
ASA T A& EIET D UNEN D D12 T,

Tz, BOIHLWERN X2 VT 0 T IA TV ANCEET D E LET, SYNTr
MItyia U EEAZZ@EL, #iE0x M NEFEAR T MBNMERET, 20
B DBl b X2 VT 4 T T IAT AL 2l LI5S, EE S ANOx R
WC—ETDHDOTZONRry MIBEENET, LML, BHory v exa 070 777
AT VAQEFET HE, SYNANT Y Mty g VEB N A il L TV RWnedIZ, mnf
INANXZE OO N R, X7y MERey7anEd, ROKIX, FERFRL—
T4 TOHERLIZLDT, TUMND U R T 7497340 "0 R I T7 400 &
TR0 % ASA Z @il L TV ET,

B 1L —TF 1 >

Security
appliance 1

/ Security
% appliance 2
\

QOutbound?Traffic < 'xﬂ.\

Return?Traffic ' Inside 2
. network J L
Lo WTIVOPR &

Ty T AR =B N—FZIERFIN—T 4 T RRESINTEY, b T 7 4 v 7 BR2D0DASA
FRAL A B BB THZENHLEEIT. BHED T 7 4 v 71 LTTCP AT — h /34 /3K
ERETEET, TCP A7 — h NANRX, @ENSATOE Yy v a VO TEEZET L,

FENADA LV ART v a kT 4 =TI LET, T ORETIL, UDP#& DAL & [Flkk
DIHFETTCP b7 7 4 v 7P ENET, FBESNZRy hU—27 & —F LI SYN Y

7y RS ASA T RA RZ A A TEd 2y B U BELE LR WES . B S 2 O
EWESIT 572012, TO7y Mty v a VEBEARZAZBBLET, Dol BB/ AIZA
HEL NI T4 TIEIEENRADA AR g BN NALET,
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TCP RT—k NANRDHA FS54 2 EAIREIA

TCP R F— b INA IRATHR— b N4 UVEEARE

TCP A7 — b NANRREMEHT S & i1, ROKEIZYR— I FEHEA,
TN —a A VARI Gy A VAR gy TIE BENT T4 v ERE B
T 747 DOEGNEL ASA Zi@ETALERNHHZD, A4 AR v g i TCP A
T—hr XA T T4 IS NERE A
CAAA i v gy a—HF—2HH ASA THRIESN LS. D ASARHTERES
FT7 4w 7%, FTDASA T2—VP—RNFEIN TV W=, HEEINET,

v

« TCPRATRAZ . I RWIWIEEREHIIR, TCP > —4 v 2FK 5T v & MMb + ASATITHE D RRE
DB IR0, b OREITEH S ET A,

« TCP IEHUL : TCP / —~TF A F1IT 4 E—T L TT,

e AT — N7V T = —)VF—s—,

TCPRTF—k NRANADHA KSA4

i >y v a VL ASA T EIERNCHENL S NS T2, TCP AT — K NANRA T 7 4 v 7 H
W DTNAATRAET 47 NAT R ET DMENHY T, XA I v 7 NAT 2 H
THE, THNARLITOEYVa VNBRENDT RLAIL, T34 A2 TORy v a Il
WENDHT FLREITRLRY £,

TCP RT7— F NA/INADETE

FERFFIN—T 4 VTR TTCP A7 — N = v 7 BN RNATHITIE, HEEZITHARA b
FEFRY NI OBRIZHEHAT DN T 7 4 v 7 7 T AZFBERSERZL DL, —E AR
Vo—Z2HHLTCRNTI T4 w77 FTATTCP AT — b SA RAZEHNILET, AR
FoTHxYy NI DX VT A NMETT DD, TOT 7V r— a3 &2 TEHETH|R
L9,

4 HREIIC

FEEOHERZ 2 DM N T 7 4 v I RN WGE . i A LT N LET, ZOT 740 b
IZ. set connection timeout idle =~ K% TCP A5 — h XA A NTF T 4w T 7T AT
A5 A—n_"—F 4 FTEET, BHEOTCPHEHIL., T 74/ FT60H5HBICEA LT Uk
LEd,

FIE

ATy T LAYV T A~y TEER LT, TCPAT — b XA RZAEZNELTHRA NEHILEST, 7
A VAN —FEFEHLT, BETEMEEDRA NE#LET,

class-map name

| gwnzE B



B crxs—+ 520

ATy T2

ATvT3
ATvT4

| iR

wawaE |

B

axX ;&

match parameter

51

hostname (config) # access-list bypass extended permit tcp host 10.1.1.1 host 10.2.2.2
hostname (config) # class-map bypass-class
hostname (config-cmap) # match access-list bypass

GRS NT T4 I TCEITT AT 7 a BB ETHRY —~ v FhBINE - I3RE
LT, 7I7A=y 7T EBEELET,

policy-map name
class name

1 -

hostname (config) # policy-map global policy
hostname (config-pmap) # class bypass-class

T 7 4V FEE T, global policy RV v —~< v FITXTOA X —T oA AT a—/3)L
WZEID B THiLET, global policy ZifmiET 236 1%, AR Y v —4 & LT global policy # A/
LET, 77 A~y T7OHE, ZOFECTTTIERLIZY 7 AZHEEL LT,

7 T ATTCP AT — h A NZEHMI L ET : set connection advanced-optionstcp-state-bypass
BEfFOY—E A KU — (7z& 21X, global policy & WO AFIDT 74/ F Za—s3L R
) ZRELTWLHEAIE. UETKRT T, EAUANDOGEIE, 1 DE T A 7 —
To2AATCHRI O — T %7 7T 472 LET,

service-policy policymap_name {global | interface interface name}

&1

hostname (config) # service-policy global policy global

global ¥—U— KiIKRY =~ v T E2T_XTCOAL X —T7 oA A ZHA L, interface 374U
V=% 1 ODA A =T oA RZHEHALET, Fr— L R = F 1 OLEH T R
o A VB —T A ADT— L RY —iE, TOA L F—T oA A —ERXRY —
AT L TEEETEET, A X —T oA AL, R v—~< v T Z 107200 #EH
TEET,

51
TCP 25— h A NZDOBEFERIELET,

hostname (config) # access-list tcp bypass extended permit tcp 10.1.1.0 255.255.255.224
any
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hostname (config) # class-map tcp bypass
hostname (config-cmap) # description "TCP traffic that bypasses stateful firewall”
hostname (config-cmap) # match access-list tcp bypass

hostname (config-cmap) # policy-map tcp bypass policy
hostname (config-pmap) # class tcp_bypass

hostname (config-pmap-c)# set connection advanced-options tcp-state-bypass

hostname (config-pmap-c) # service-policy tcp bypass policy interface outside

TCP o — 4 VAN T U F LIEDEE

% TCP B5elllx. 7947 P CTAKREN D ISN &V —_"—TARKEN 2 ISN @ 2 2D ISN
NHYFI, ASA L, BELRBEOW TR THEIET S TCPSNY DISN 27 o # 2k L £,

RAERRDOBEANDISNE T X MMETH T EICK D, WBEEDRH LWEERICEH S Dk
ISNZTPHILTCHLWEYya a2, Py v 7 TH50EIELET,

T2, TENARI T TNVNENDTD, LBEIZSUTTCP I —r v AFF T o4
MEET 4 =T NCTHZENTEET, RICHZERLET,

CHIOBEINER SN 7 7 A T 04—V THHM L — 7 ABENRT X MEEh, bT
T AT CHBET L L3N bOD, WEDT 7 AT U —/VTIOMEELFIEITT DN
ER72 WA,

+ASA TeBGP v /L F Ry 72 FEMALTED, eBGP 7 TMDS #EH L TWAHE, 7
VAELMBIZEY MDS F = v Y MR ENE T,

« ASA THER DV — v 2% T U A MME LN K D ICT 2B D D WAAS 734 2% ff
AT 2554,

¢ ISA 3000 D/ N— R =7 NRANRZZH/ I LET, ISA 3000 T —F NAD—ERTAL
HE, TCPHHGII e vy SN FET,

GE) 275322V TEERTAIESIL. TCPY—4 v AD T X MBI+ 5 L3R sn

ATv I

FH A, SYNACK X7 "B Ru v 7 INBAREERH D720, —5O TCP & > v a V3
SN ENWAREME R H D £,

FIE

L34 T A~y THER LT, TCPY—> U AFKEE T A LME LN NT 7 4 v 7 %l
LET, 77A <y 7E, TCP N7 7 4 v 7 HIZLET, TCP AR— F—E%E1T O BEEDKRA
FEFEBIL7ZD (ACLEHHLT) . EED NI 74 v 7 EMRABELIEVTHZENTEET,

class-map name
match parameter
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1 :

hostname (config) # access-1list preserve-sg-no extended permit tcp any host 10.2.2.2
hostname (config) # class-map no-tcp-random
hostname (config-cmap) # match access-list preserve-sg-no

JIARy T NT T4y I CHEATT DT IV varagEd 2R r—~ v 7 &8I E 2 IidimE
LT, 77 A=y T2 ELET,

policy-map name
class name

51

hostname (config) # policy-map global policy
hostname (config-pmap) # class no-tcp-random

T 7 4V MEETIE, global policy RNV v —~< v SN ITXTOA U F—T oA AT —/3L
IZEID B THIET, global policy T 2 851L. AR Y 2 —44 & LT global_policy & A7)
LET, 77 A~y 7 ORE, ZOFIETTTIMERLIEY ZAZHBELET,

7 FATTCP = AFGT U H M T 4 =7 M LET,

set connection random-sequence-number disable

BT NIRRT AIT,. [disable] % enable |2 xH#1% 1,

BEfFOY—E A R — (7z& 21X, global policy & WO AFIDT 74/ K 7 a—r3 L R
) ERELTOVSEEIE. B ETKR T T, 2SO LEE, 1 ET RO A v 2 —
T2AATRI =~y T %707 4 7ICLET,

service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global F¥—U—KiZHR Y o — =T 2T _XTOA[ X —T7 = AZ@HA L. interface XAV
V= 1DODA L H =T 24 AZHALET, Fa— LRV =T 1 OULEHTEEY
o A VB —T A ADTa— L RY —X, TOA L F—T oA A —ERARY —
AT HZETEEETEET, FAF—T oA AL, RV ¥—<v 7212700
TEET,

KFEJO—DA 77— K
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T — 4 & > % —® Firepower4100/9300 ¥ —3 (FXOS 1.1.3 LAFE) TASA # BT 25413,
774y 7 BNICAKRTEY B ONDIBEE AR T7n— REND T 7 1 v 7 Zikdl
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. Ii a7 AT A HBYTHEM S 45 High Frequency Trading (HFT) . 2 Z Tld, ASA
— 2 A7 —3 3 L Exchange M CREIISNE T, BF =V T ¢ J@F IIREICITZR
@ iﬁ:%ufﬁ\ PEIEIIRE R TY,
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fTbnE 7,

Frn—rRankzr7e—ix, BRWRTCP 77 747 varoF=v 7, BELEHAI
IF = 7V LOMERLRED, HIRENTZAT— 7V A VAT g VEZE LEIT £,
VAT AFMBICS LTI RDMEDT=DIT T 7 AT U A —IV VAT L~DRT R AR
IR 2 e TE E T,

FT7a— RRARER 7 a— & T 5123, 7a—F7e— R —ERE2EHTA—E X
BY—N— N EERLET, T 70— 320K, KO EE-TEAS A 7e— R
INFET,

«IPv4 7 KL AD 7,

« TCP, UDP. GRE D7,

AEMEF 721 802.1Q X Ut EA —V Xy N T L—LADIx,

e (RFUVART LY N E—KRDHR, ) AV H—T 2 A AZ2OEFELTY v I —
TOZNFFRY AR TH—,

F7a—REprE7e—0Y "—R 7a—HL 47— RInEd,

JA—A70— FDOFIREIE

FTRTCO7u—4%24 70— RTEH2DLITTEHYVETA, 70 —FOHBTHL, 70 —%28KE
DEHETTOF 7o — RnGEATHZENTEET, RIZ, FIRFEO—HE R LET,

Foo—FkTELGULNWoO—
WKDOEATDT7a— T4 7u— RTEEHA,
cIPV6 T KLy Ty IPVAT RL o v 7R LT a—,

« TCP. UDP. GRE US> 7 u f ajizxtt s 7 a—,
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347 — R TCEERAREI F) T—% Fr Wit 7n— RTE 7,

o TNA A THET D IPsec 18 L T TLS/DTLS VPN #5#t.
R LEIIEEELE LTS TR —,
=Ty RE=ROVLFHFxY AN TH—,

3OLLLEDA =T 2 A ANMBDT Y oY TN—FIIHT DT ART LB
EF— ROV TFFHFX¥ AN Tu—,

eTCP A X —t 7~ 7a—,

e TCP AT — A2 7u—, RILINTF 74w liZ7u—F7a— K& TCP AT —
MRANRERETDHZ EIFTEERA,

cAAA Dy AL —T T a—,
* Vpath, VXLAN BJ# D7 1 —,
et X2 UT 4 FN—TTHEITFTENTZT a2 —,

o 7 T AL TIERI T 0 —DAE LICGAEITA T, Oy T A% ) — RinbERES L
HUN—=R Tr—,

c IS AFZAO—TALENTT7u— (Za—0F—F—nRHHl=y FTHRNEE) |

Z DO FIREIER

« 7un—F7nu—RK&Fy NERHE (DCD) IZAEHBEMERH Y AL, A7 —RTE
DEIZ DCD 3% E L2V TL 2 &0,

e Tu—F 70— REECBTIERDO 7o —RFa—A( 7 ENT, N— Ry =T
LR CGFTZFERICA 7 — RSN 5E, VD72 —DHNA 71— RIiLE
T, o7 e —TEE EBVICUEENET, Thxzalvar (%) LVnE
T IR OREF &2 ERT DL, CLI T show flow-offload flow =< > RZ&ffH L
£7,

e F 77— RENZT7 2 —IIFX0SA VX —T = A ZAZWBLETHN, FNHHDTo—
DMEHTRILT NSA A VX —T oA R ZIFFRENEHA, LEBR-T, TN
AARAL B =T 2 A ADR T H LTy FL— ML, 78— Ranc7e—%
KBS uE A,

Fo0—RFEEMZTHEH

To—RNFT7o— RENEE, 7a—NORr Yy MIROSM 272935512 ASA 1T
X, BT ENET,

| iR
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JO—#70—FOEE .

e XA LABZLTLSND TCP A7 > a U BNEENTWA,
« 7T A MEEILTWD,

e INBIFE A v LF N (ECMP) V—TF 4 T OXMETHY . A1y M
120 v H—=T 2 A AMBRDA 2 —T = A AKBENT D,

JO—A 70— FDHTE
Tu—F 70— RFERETHIIIE. P—EREAX—T L ThrH, 77— RKT558
F7 47 T Y —EARY —FERTOMERDY £T, T RAEHFEITE
NI BT 77— FBMETY, 72720, = ARY —2BNERIERET DI, Y
T— T AHLEIIHY FH A,
7 u—OA 7 vu— RiE, SecureFirewall 3100 (FXOS 1.1.3 LABED &) D ASA. ¥ & O Firepower
4100/9300 > v —3 (FXOS 1.1.3 LAf&) DA TEHATRE T,

\}

CE) 7/ 2 FR— FOFEMIC OV T,
http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/compatibility/fxos-compatibility.html %
ZHLTLZSN,

FIE

ATYvT1 7Jp—F7p—RKRH$—EREAL F—T NI LET,
flow-offload enable

1 -
ciscoasa(config) # flow-offload enable

ATYT2 F70—FFTEHHEDNT T 4 v 7 ikl 59— A RY — — L EER L £9,
Q) 7a—FT7u—KROXREDRDNT T 4 v 7 BHHITDLINA T TR <y T EMERLE
T, 77F8A VA MEREFIAR— MCIA2BRETRDL KO A T 3 T,

class-map name
match parameter

1 -

hostname (config) # access-list offload permit tcp 10.1.1.0 255.255.255.224 any
hostname (config) # class-map flow offload
hostname (config-cmap) # match access-1list offload

b) VAT NI T 4w I TCFEITTDT 7 a v aRETDHRY —~ v T HBIMETIX
MmELT, Z7I7A vy TEHMELET,

| gwnzE B
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policy-map name
class name

1 -

hostname (config) # policy-map offload policy
hostname (config-pmap) # class flow_offload

T 7 4V FERETIE, global policy RV ¥ — < v FxT_RCOA v F—T =2 Af AT/ —
FZEID B THAVE T, global_policy Z Rtk T~ 255G 1%, R Y —44 & LT global_policy
EANNLET, 77 A~y 7 ORE. ZOFIRTTTILER LI ZAEZRBELET,

c) ZIZAIKRL, 7m—AT7mr—R&EA Fx—7 /L %7, setconnection advanced-options
flow-offload

d) BEFOV—vrv R KU v— (72& %, global policy & WO £FIDT 7 4Lk Za— 3L
RNY =) LTV LHEIE, BLETRT T, ZRUSAOEEIE, 1 D38
DALE—=T A ATK) =~ T%2T T4 71T LET,
service-policy policymap_name {global | interface interface _name}

1 -

hostname (config) # service-policy offload policy interface outside

global ¥—U—RFIHR) > —~ v 7% T _XTOA ¥ —7 =1 AZH#H L, interface IR
Vy—% 1200 H—T x4 AZHEHLET, Z7a—ULRY —F1DL#EHTE
FHA, AVF—T A AT A=V R —F, FOA L HF—T oA AT —ER
RV —%@HT 5L TEEETEES, A F—T oA AF, RV —~v 7%
1 ST EHATEET,

1

KIT, 10.1.1.0255.255.255.224 7 % v MIpb DT XTDTCP M T 7 o v 7 &4 70—
FRRLE LT, R =8N A o F =T = A AT Z v F I o6l aR LET,

hostname (config) # access-1list offload permit tcp 10.1.1.0 255.255.255.224 any
hostname (config) # class-map flow offload

hostname (config-cmap) # match access-1list offload

hostname (config) # policy-map offload policy

hostname (config-pmap) # class flow offload

hostname (config-pmap-c) # set connection advanced-options flow-offload
hostname (config) # service-policy offload policy interface outside
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IPsec 7A—MOA 70— F .

IPsec 7A—NDA 70— F

IPsec 70 —DAT7m— REFHTLL912, PAR—FT LT AETLERETEET,
IPsec A hE VPN £7213V E— hT7 7B A VPN EF 2 U T 1 7Y T—3 32 (SA) DY
BIE ., Psec HEFIZT NNA ADT 4 —/)V K T/ F<T N 7 — K 7 LA (FPGA) IZA 7 11—
RENDIZD, TNRAL ADNRT p—< o ANHELET,

F7a— FEIEIL, Filo. ASIOFFIE TR L OYE FUHE & A oFEFiRE bR X O 5k
HIZB#EL TWET, VATAY 7 by =TiE, BX2 T 4R o—%HHAT 272D DONED
7‘:{‘—‘%:@}5$L/jzjao

IPsec 70— DA 70— RIT 7 4/V N THNI 2> TEY, ROT A AZAFIZHA SN
S

* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

IPsec 7u—A47u— RiZ, TXAADVTIN—T RNy 7 2 FZ—T A ZANHFINT > T
HEEICHHERAINET,

IPsec 7O—DA 70— FIZET 548518

WD IPsec 7 a2 —iIA7u—RENEHFA,

¢IKEvl Fr /b, IKEV2 hy RV OBRA 7o — RENET, IKEV2 1%, L0 inge
ZYR—bFLTWET,

e Y 2= AR—ZDF —FAERPRESALTND 70—,

s JEMERRRE SN TWD 7 r—,

¢« NI UAR—FE—FDOT7—, M FRILE—ROT7B—DHENL 7 —RREINET,
« AH B3, ESP/NAT-T ERD AR YR — hIhEd,

cRARNT T T AT =V a v RRESNLTVWDH 7 r—,

64 B NUSDT UF VTV A U R A X5FE, ToF U T RN
TWRpRWnWo7a—,

s T AT UF—IVT 4 IVEBEII o TND 71—,

IPsec 70—4 70— FDERE

IPsec 72 —DA7a— R, ZOMELZYR—F T2 N—RKY=27 77y N7+ —LTIEET
T AN NTHMIZ>TWET, 72720, HMOEELIZT 7 4V b TIEEH /2> TRz
W, ZOEENVERSEAIIERTAIVNERDH D 7,

BT
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1R BHHEIIZ

IPsec 71— A 70— RiZZ o— Vi EnEd, BRLEMT7 74w 7a—Zx LT
RETHZLIITEETA,

ZOMREEA N T AL, Zoavy RO no X AEHH LET,
BEDORTEIRIEE F/RT 5 121%, show flow-offload ipsecinfo =~ > &M L £,

FIE

ATy 1 IPsec 7u— F7a— REHENLET,

flow-offload-ipsec

ATy T2 HhkEbzAENCTHL T T—F 2% KELLT, B— oL 70 —0R7 3 —=
VAEA EEEET,

flow-offload-ipsec egress-optimization

kB b ORERIT, 7 v — A7 — R&3RITY, 2720, Bz a2 L Th,
IPsec 70— A 70— FH AN LRWAE Y MER T, HARELIZT 7 40 FTIEAER
IR TVER A,

WED T T4 99 VI3 RADEBDRE (FXTOH—ERX)

P—E 2R =2 LT, HED T T 4 v 7 7 TR LTS E S ERERORE %
ITHoZ2EMTEES, =X RV —%MH LT, KONEELFEITLET,

*DoS KL SYN 7 7 v 7 o » VKN G IRGET D DITH N S 2 Bfe il IR & e & A L
TN AL~A ALET,

s T A FIVIRRECTH AR 2Bkt 2 4R35 £ 9 1, Dead Connection Detection (DCD; 7 » K
Pefoetmit) & FEELET,

*TCP ¥ — /7 v AE =TTV H MUMARBRIGE, TheT 4 B—7 Mz LET,
e TCP J —~ T A VB 7 TCP X7 v "D RH#ET L HEE I AX~A A LET,

XN —T 4 T DORBTHD VT 7 4 v 72X L TTCP AT — XA RRAEEAL
FT, NANRR NG T 4o ZIFTA LV ART a3 OB Y AL

*SCTP AT — b IV A Y AT v a & A 72 HITIE, Stream Control Transmission Protocol
(SCTP) AT — Kk XA XA ;’(_‘}fg“é,{%: Lij—o

s PR —FHFEON—R T =27 7T N7 —LbDNRT p—< A% MEIEHI20, 7
n—47nu—RERELET,

cASAN ML —R Jb— MHIZFRREND X DI, 7 v NOFEGATRERR] (TTL) %5
7Y A BMLET,

| RS
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BED ST 190 9520EHEDEE (TATtoy—tR) ||

\}

GE) Xy MERiFER (TTL) 2727 VA R 95E&, TIL 23 1 O3
o MIFR Yy FENETH, BEEICTILA LY KEWRT v b
PErLHESND Y a o TiE, AL ET, OSPF
hello /X7 > MR EDO—HF D/ >~ MEITIL=1 THEIND 7=
W, FTU AT LY bE— KD ASA T3 AT, X7 v b
PRl Z2 7 7 U A M2 & TR L2 WEER D T84T 5 ArRedE
D ET, ASANP/NL—T v RE— RTEIEL TWAEEIE, N
7y MEREREH OF E%Tﬁ)%/FLT%OWF®7D?XQ
WEBEEZ2FEA,

FIRHCEHTERWTCP AT — h SARRETCP /) —~<FA VDN AR~ A A &lhx, FiE
DRTFTT 497 JTAIKH LTINS DEREDEEDHMAEOEEHRETEET,

Je

Evbt ZOFEIZ. ASAZEBRTL N7 4 v 7O —ERARY —ZRLET, EH (tothebox)

ATy T

T T4 ZITH L TR D R RS & I DI R 2 BET 5 2 L b TE £,

1R8O BRI

TCP /) =~ T A Y a W AF <A AT L5613, KdTT DRNCLER TCP ~ » 7 &k L T<
ZE,

Z 2T, setconnection v R (ERHIR & TCP & — 0 v A% 5T 7 LMED) & st
connectiontimeout =~ > RIZDOWT/NT A—Z TEIZEBNCHH L E T, 72720, 12071
INbDavy ReANTEET, Zhboa~vy RE@EINCAD LIZSE, 1 DDav s R
LlTCarvr7 4 FXalb—rvariirshEd,

FIE

L34V T A<y TENERR LT, BOREEZ T AL~ A XTDHNT 7 4 v 7 i LET,

class-map name
match parameter

&1

hostname (config) # class-map CONNS
hostname (config-cmap) # match any

WAEAT—F AL MZOWTIE, BB N 74 v 7OV A Y3427 T A~y TOEKESR
LTL &Y,

gwnzE B
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ATy T2

ATvT3

| iR

JIGARY T N T T4y I TRITTDT 7 arERETHRY —~ v P& BIME - ITRmE
LT, 77 Ay 7 afEELET,

policy-map name
class name

1 -

hostname (config) # policy-map global policy
hostname (config-pmap) # class CONNS

T 7 4 )V RERETIL, global policy RV > — < v S ET_XTOA U H—T = A AT v —/3L
WZHEID Y THET, global _policy ZfRET 2561X. AU > —4 & LT global_policy Z A7)
LET, 77Xy 7ORE, ZOFERTT TR LI ZAEZRELET,

ek & TCP > —r A% T 7 » Z MeaiE LET,  (TCP RIT31E)

T 7 M T RIS Y E A, BIRZEES D & VAT AT b OB A
TOUENRDHY EF, ZHUTEY, CPUL AT OFARBEIML, $i27 7 A2 TiXmAsn
Mo Te s AT KCEWE EOREN AT S TRt b ) £9,

« set connection conn-max n :  (TCP, UDP., SCTP) , 7 T AR TIFF &5 [6IRiEk: D
BRE (0~ 2000000) , 7 A/ MI 0T, ZOBRESITEGEEIHIRINEEA, TCP
P DOGA . AU ST O A S E T,

o BB ZTFA T 5 L 22200V —R—0REINTWDEHA. BRI, &
EINTWAET— =25 cimH s E T,

IR 7 T AR ESNAT-H,. 1 DOWER A N T R COPELFEVEREZL, 7
T AT HMDORA SR TE RN R R RN H Y 7,

1|
2

« set connection per-client-maxn :  (TCP, UDP, SCTP) , 7 74 7> b Z LIZHFAT B [A

REEE DI k3L (0 ~ 2000000) , 7 7 4/L ME 0 T, ZOHATHERENHIR I EHE
oo TOFIETIX, 77 A—ET HEHF A MIFFA X5 AR R KBS HIIR S v
T, TCPEEGE DA, ZAUTIIMESL I A e, ~N—T7 4 — 7 U8k, ~—7 7 v — X8k
NEENTNET,

« set connection embryonic-conn-max n : §F A &4 2 [RIRERIH TCP B O fie KE (0 ~

2000000) . 7 7 4/L MIO0 T, ZOEEITEGHDGHIRINET A, 0USOHIIREZRE
THZET, TCPRITZEEZAMZLET, RITZ(EICL>T, TCPSYN /37 > h&ff
HALTA L E =T oA ABT T T 4 7T HDSHENLHNE Y AT LERi#ELET,
Fl, VTAT NI T aBERELT, SINTV T T 4 VI IRELET,

« set connection per-client-embryonic-maxn: 7 7 A 7 >k Z & IZFF AT &5 [RIRERIH] TCP
Bt D RH (0~2000000) . 7 7 4/ ME0 T, ZOHAETEGHOHIRS W EEA,

« set connection syn-cookie-mss FJHABEREEHIBRIC 2 L7 & X \ZHIHIBERED SYN cookie % 4=
T DD —N"—DFRE 7 A M A X (MSS) (48 ~65535) . 7 7 4/L ME
1380 C9, ZDFXEIX. sat connection embryonic-conn-max % 7= 1% per-client-embr yonic-max
ERET 2HECOREHTT,
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« set connection random-sequence-number {enable|disable} : TCP v —4> LV AF T X A
b A X—TNVELZTT 4 8—T VT H0E D, T 74V T, 70X MMEBA
R—=T W25 TWET,

1 -

hostname (config-pmap-c)# set connection conn-max 256 random-sequence-number disable

AT T4 B Z A LT 7 k& Dead Connection Detection (DCD; 7 v FEEgtkH) Z#REL 4,

WIZHBT AT 7 4+ MEIL. timeout 2~ REFEH L CINSLDOEED Vo — DT 7 +
NVMEEEELTWRNI EEFEE LTWET, Z7u— LT 7 /b MEIZZ Z CTHlAT
HiEw EEEXLET, BHEAIA LT VR LARVWEIIC, 0O AN L THAS~—%T 1 &—7
Mz LE,

« set connection timeout embryonic hhimm:ss : TCP #J#] (NN—74—7 V) B2 U5 %
TOHA LT 7 AR (0:0:5 ~ 1193:00:00) , T 7 # /L MHEIE 0:0:30 T9,

» set connection timeout idle hh:mmiss[reset] : WD 7 1 ks 3LV OESL S 7= 85053 B
CThHEDTA RV ZA4 577 MR (0:0:1 205 1193:0:0) , 7 7 4/ MHIX 1:0:0 T
T, TCP N7 7 4 v 7 DA, resst F—T— REFETDHE, DX A LT 7 MFIC
Uty b2y BIATCP = RiRA > MZERE SN ET,

FI7FNbOudp TA RV ZA LT 7 MI25TE, 74/ bDiemp 74 KV Z A
AT NMI2HTYT, 740 DespBILTha7 A KV XA LT D MI30OHTT, £
DT _XTHOFe haLTiE, TI4LV DT A KV ZA LT 7 MI25TT,

set connection timeout half-closed hh:mmiss : N—7 7 o0 — XA U5 ETOT A KL
A LT 7 NI (9.1(1) BLRTOHATE 0:5:0 ~ 1193:0:0, 9.1(2) LABDHA1E 0:0:30 ~
1193:0:0) . 7 7 4 /V MEIX 0:10:0 TJ, N—7 7 m—XDOHHilL DCD O E% T %
Hho, £lo. ASA L, N—T7 7 n—XEa bk s L XI2V By MERELEEA,

set connection timeout dcd [retry-interval [max_retries]] : Dead Connection Detection (DCD;

T FEEGiR) A4 Rx—7 M LET, 74 RAEEROMIRA NS RIIC, ASAIZT Y
RAA M B —T %25 G L CHEBPAEITHLNE I DEHILET, MGFORA RN
ISE LT aE, B HERE ESNnE T, TSN OSEIT, B fiishET, FF
AXRT VY N 77 AT U4 —)LE— RTEELTWAEE, = RARA Y MIAZT 1 v
I N— bERETILENHY £T, 70— RHITbI58#i121X DCD 2% E TX 722
W7z, DCD &7 —F7u—RD 77 4w 7 7 TAREHE LRI IICLTLILEE
W, FEEMI L ZEMITREE SN/ DCD 7 v — 7 OfE¥ A B9 % 121%, show conn detail
avr FEHLET,

retry-interval (Z{X, DCD 7'0 —ZIZRENRWIGEITHIO 7 0 —7 2R [5 T 5 F TR
LW 2 hhommess/EEUTL 0:0:1 205 24:0:0 OFFEA CTRRE L £ 9, 7 7 4/ MEIL0:0:15
TJ, max-retries (21, PEESEIRENRAETH D L BES T 5 £ TIZRIT 5 DCD D
R TEES A RE L ET, R/AMAIX 1, H&KRMHEIX 255 T, 774/ MI5HTT,

| gwnzE B
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75 AR F 1T TSR CEEL TWA L 2T A TIE, BRE 14 (0:1:0) iR
ELRNZ LML FT, Bt v AT AWM TBEIT2XLERD L5, HEREEC
130 FLLED Y | BEMTOIDENCERDHIREN2BERH Y £7,

51 -

hostname (config-pmap-c)# set connection timeout idle 2:0:0 embryonic 0:40:0
half-closed 0:20:0 dcd

ATV TS 7T R8T By OfFEREATRERE] (TTL) 25 27 U A2 bk L£7 : set connection
decrement-ttl

Zoa<r R, BXWicmpunreachable =~ K, ASAZ 7Ky 7D 1oL LTHK/RT D ASA
#EHH O traceroute & AIHE & T B2 DITHMETT,

&1

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config)# class-map global-policy

config-cmap) # match any

config-cmap) # exit

config) # policy-map global policy

config-pmap) # class global-policy

config-pmap-c)# set connection decrement-ttl
config-pmap-c) # exit

config)# icmp unreachable rate-limit 50 burst-size 6

ATvT6 HEipiA 7y a VERELET,

FEREA T Y 3 T, B ORW TEAREREFRRWEORETT, ZNbDOF T a Uid, st
connection advanced-options =~ > R&f#H L TREL £,

« set connection advanced-optionstcp_map_name : TCP ~ v 7' %545 Z & T, TCP J —
~ITAFOIMEED AL <A A LET, FEMICONTIZ, B TCP N7y ML O
AB<A X (TCP~ v/ TCP / —~F7A4 %) (9_—=V) ZZHLTIZEW,

« set connection advanced-optionstcp-state-bypass : TCP A7 — bk /SA SN2 & EIE L £4, ¥
HIZOWTIX, FEBdFL—T 4 > 7D TCP AT — FF = v 7 DA /A (TCP AT — k
NANRZ) (13X=2) ZZRLTIEEN,

« set connection advanced-options sctp-state-bypass : SCTP A7 — h /A NA %L T,
SCTP 27— 7 )b A LV AXRY v a BN LET, GOV TIE, SCTP A7 — |k
TN AR v a v EBBLTLIEEN,

» set connection advanced-options flow-offload :  (Firepower 4100/9300 3¢ —3 ™ ASA,
FXOS 1.13 LD A, ) 7m—DA7u— REFHELET, 7ue—n NIC BIKTH V)
2 ONHHBER AR 7 — RSN D58 8T 7 1 v 7, flow-offload enable =~ >
F (TP —E XA R o—D—HTIEHY FH¥A) AT LHULERSD 77,

&1

hostname (config-pmap-c)# set connection advanced-options tcp mapl
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BED L5714 v v 5208GEORE (T Tov—cR) [

AT9 71 BEFOH—E R KRY — (=& 21X, global policy & WHARIDT 7 4/V ~ Za— L R
V=) ERELTODLEAIE. U ETKT T, TRUANOHEIL, 1 DE 7301 ¥ —
T2AATCHRI =T %7 7T 472 LET,

service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global F¥—T— KiZHR Y o — =T 2T _XTOA[ X —T7 = RZ@HA L. interface XAV

V=1 ODA U E—T oA AZEHALET, Fa— b KUY —Z 1oL TE R
o A VHE—=T 2 AADTa— )L RY =T, O H—T oA AP —ERA R —
ZEMATHZ L TEEETEET, HFA U F—T =2 AT, R v—~v 7% 127 0HA

TEET,

1

ROBITIE, TXTO T T 4 v 71 U TEROBIRMEE A L7 0 b &2RE LT
l/\i‘a_o

hostname (config) # class-map CONNS

hostname (config-cmap) # match any

hostname (config-cmap) # policy-map CONNS

hostname (config-pmap) # class CONNS

hostname (config-pmap-c) # set connection conn-max 1000 embryonic-conn-max 3000
hostname (config-pmap-c) # set connection timeout idle 2:0:0 embryonic 0:40:0
half-closed 0:20:0 dcd

hostname (config-pmap-c) # service-policy CONNS interface outside

BEED/RNT A —H ZH LT set connection =< REANTE), KT A—F %
BareDa<w RELTANTEET, ASAIL, o~ R&2FETary 74 Fal—g
VHTITICHEAELET, mezlE,. 792 a7 4 Fal—Y gy B—RTRD2
oPavy REANTHELET,

hostname (config-pmap-c) # set connection conn-max 600
hostname (config-pmap-c) # set connection embryonic-conn-max 50

showrunnlng config policy-map =~ > RO IZIX, 2 2Da~ >y ROFEERNPFE—O
oo~y FELTERRINET,

set connection conn-max 600 embryonic-conn-max 50

wmmne W
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TCP A 7 a3 > DR

EFEA T a vERER LT, TCPEIEOW S OAIEEHIHCEXET, T NHDOBREDT
TAN MEIX, 1ZEAEDORY RU—ZIZ#E L TWET,

FIE

AFvF1 (CLI) TCP Vv FEWEZHERL L £,

service { resetinbound [ interfaceinterface name ] | resetoutbound [ interfaceinterface name
] | resetoutside }

e resetinboundZ i L TENC T2 2 N TEET, ASADHEIRERL, 772U A |k

FTIXAAAREIZE SO TASAIC L > THEE SN TR TOEFETCPE v ¥ 3 V2 TCP
Uty FEEELET, ASAIL, 778 AV XA FERITAAAICE > THFATENTH, BE
FOHHRIZB L TEHLT, AT = IV T 7 AT U4 — M Lo THEGINTZNT > D
Uty hbEELET, RLEXFaVT 4 L_LDA v E—T A ABDRNT T 47 %
WELEZTET, ZOF TV a vz 3x—TMI Lo E. ASA TS S X
o FERMLBMETICHEELET, A1 ¥ —T7 oA AZEELRWVWEAS. ZOFRETT
RCDOAH—T oA ATHHINET,

resetoutbound il L TENZT B2 Z &M TEE T, ASA DEBREZRAL, 77E8RY 2
FEIXAAA REICHESNWT ASA I L > THEGR SN T XTORE TCP v a T
TCP Uty hEFELET, ASAIL., 77H AUV R MEIZTAAA L > THFATENT
b, BEOEFICB L TELT, AT — IV T AT I — Mo TGS/
Ty bV FHEELET, RILEXF2VT 4 LXAVDAS U H—T oA AW T
T4 BB EZITET, ZOF T a B X—T Lo T2 BA . ASATIER
SNy MefbEMETICHEELET, 2047 v a i, 774V NTHEHT
T, mExE VT T 4 v I A M—LABRHZ CPU OAMZIEIBT 5720 EICREY &y
T 4 =TI TEET,

resetoutsidez i/l L THZHC T 52 &M TEFET, kbEXF=2U T 4 LLDKRNA &
H—T 2 AT L, 77 A A FEZIZAAAFRTIZTE SN TASAIZ L » THEAE X
NIZTCP X7y v Uy hEAFX—TMILET, ASAIL, 778 RAU R MEIE

AAAIZ L > THHENTH, BEFOERICEL TELT, AT —R 7V 77 AT U4 —
MZEoTHERENTEAAry bV By FHEEFELET, 20T v a iz f x—7IC
Lo 1254, ASAIXIER SNz "y &bt FIcEELET,

AV B —T A APAT T, ZOFF L a ZERTAHAZ 2R LEST, 24T
VEMEHT S & AN SMTP £ 7213 FTP —3—7225 @ IDENT % ASA TR T £
INLOEERET VT 472y A2 EICL T, 30BDX A AT U NRLEE B
TEET,

ATFYT2 BRI T4V DOERTCP BT AL YA ARRELTMEEBR NI ST, HELE
P ARWNZ 2 HRNE HIZT B, TCPMSS #3%ELE T,

sysopt connection tcpmss [ minimum ] bytes
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ATvT3

ATv74

EHOTE=

gwox=42u>7 |

minimum % —7— 72 L, i KTCP &/ A F A X%/ /(4 NEALTRELET U8 ~LE
DEKE) o 77 4/V MEIZ 1380 31 R T, ZOHEREELZT 1 B—7 /W DHITIE, bytes &
0IZRRELET,

minimumzZ ] L CEICT 52 N TEET, RRET A A X% EEXL, f5ELE
NA R (48 ~ 65535 /34 b)) R LRVWEIICLET, ZOMEEIX, T 74NV N TT 4
=70 TT (0IZRE)

TCP #5#5t DL FFHERF 2 5% E L £ 7

sysopt connection timewait

Zoavy REMFEHATDE, & TCPHIZB W T, KEDOEHE O TCP 7/ 0 — XX 0 —/r
YADBIT, A7 & 15O/ TIME WAIT IREERSSRFIAICHER SN Ed, = R A=A
N7 TV =2 arDF 75/ N TCP R TV —7 U ANEEZ 0 —XTHHEAIT, 2O
RREFEHT L E AL E9,

TCP R S A v NOFRREEHFRELET,
Sysopt connection tcp-max-unprocessed-seg segments

TCP KA E 7 A N DR KRB Z 6 ~ 24 ITRELET, 774 /b MEIZ 6 TH, SIP &bk
7% Call Manager (285t L TR WD E 2 HER L2 5, RUHEO TCP v 7 A > b O K% 1
RFCLnTEET,

21)G
WDOa~<ws REfHLT, s E=F—T&ET,

* show conn [detail ]

BEmAE LR LUET, FHERIT. 77 720 L TR s o2 R LES, -
LziE. o) 7770, TCPAT— h A NRZADHNBETHD M T 7 4 v 7 HRLET,

detail ¥ —U — F2flifl9 %5 &, 7 v Mgt (DCD) 7'v—7 OfFHNF RS ET,
ZOEHRIT. BEWN L SENTER S T e —T ShEHEZ R LET, 72L& 21E. DCD
SIS DB EMITIRD X 91270 £,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

« show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}
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B zsxcomE

BRI AT —Z AER, A7 —FO CPUEHER, 7o —RRE&h7a—n¥ bt
M, A7ve—FRFaInkr7e—kitERzat, 7e—0F47u— RICETIEHRERLE
j—o

* show service-policy

Dead Connection Detection (DCD; T v NG HH) OFFHEHEREZ2ELV—EA R > —D
MAatEmAE R~ LET,

« show threat-detection statisticstop tcp-intercept [all | detail ]

WEEZ T Ri#ESNTZ LML 10— _"—2FRLET, al F—U—RiE, hb—2ZN
TVWALTRTOY—N"—DREET — ¥ 2K R LET, detail ¥—7— KX, BES TV
VI TR ERRLET, ASAITL— MEBORIZKEDOHKEZ 30FEY T L TTHD
T, T 74V O30 M TIE, 60 7 Z ST EHERNINE SN ET,

=) 1 —
IEmREDERE
TS5y bo4+—
HRES L)1) —R A
TCP AT — b /34 /XA 8.2(1) Z ORERENNE A S E L7z, set connection advanced-options
tcp-state-bypass =~ > R2ZVEA I E LT,
TRTOT v haLogEs A L7 |8.2(2) TA KV EALT T ML TCP 72Tl 9XCTH7 1 k
A VAT H LI ICERSNE L,
set connection timeout ==~ > RBREH S E L7z,
Ry DT T AZT v 7 b— |k [82(5)/84(2) FURy NI ~DEMDAZT 47 — N MELE LT
BT LHHRDOZA LT U b B, ENENA N v 7 BRERDIGEIL. ASA I3

BRATA MY v 0NRBOL—FEFEHLET, L0EYAR
J— NBMERFREIC R S T2 AT, 20X A LT 7 MZE-T
BB b b DO T, Zomb e — N LT A B
M TEET, T 740 MIOTT @I F A 27 MLE
BA) o ZOWEERFHATHIZIE. XA LT T b EBLUVMHEIZ
EHELET,

timeout floating-conn =~ > R3AEH XjuE Lz,
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Bkl

PAT xlate (2%} 3~ 5 3% E Al RE72 & A
AT Tk

8.4(3)

PAT xlate 3% A4 57 7 N L (77 4/ N TiX 30 #%) . ASA
D LWEBAICA— 2T &, —HoT v 7 X K
U—A =2, RIOEGRNRT v T AR —h T3 AT
RELTHRWTWAAREMENR H D78, ZOH LW R & S
TAHEANH Y £9, PATxlate DX A LT 7 bZ&, 30 b~ 5
STOFFANOEICRETE DL H1CRD EL,

timeout pat-xlate =~ > RVE A XjLE L7z,
Z OBEREIL. 85(1) £7/-1%8.6(1) TIXFEHTE A,

P—t AR — L— LD KEE
etk osl & B

9.0(1)

P—E R R = )= b D REEREDY 65535 725 2000000
WZHlE BT ohE Lz,
set connection conn-max, Set connection embryonic-conn-max.

set connection per-client-embryonic-max, set connection
per-client-max % a2~ RPEL SLE Lz,

IN=T Ja—RX XA LT Mg/
B % 30 FUIZHI

9.1(2)

Ta—r )V FE A LT RBLOEERZA LT U hOWE IO/ N—
7 Ja—RXRK XA LT T NORIMEIEL, XY #EITZ DoS i
AR A7 DIZ 5 06 30 BICEfE S E LT,

set connection timeout half-closed., timeout half-closed D421~
Y IWEREINE LR,

Jb— N DIRIZ T D i —L K
B BA LT Tk,

9.43)
9.6(2)

BTSN TOWD— b3 E D TEEL TV, £72133E
TIT 4T Rolc XD, VAT AR AR DR A
HETELHLIICELE, ZoFR— KX T HENIC
= RNIT I T 4 Tl Bl WGA . B S vE T,
Jb— R DOPERD E BRI TOND LA — L RF T
BA—%fETHIENTEET, HEL, FEAEDRY
NT—27TCld, =+ D7 T T aBIET 5720127 7
b D15 BEE)I T,

timeout conn-holddown =~ > RSB ENnE L7,

SCTP7 A KV ZA LT U7 FPBLIW
SCTP A7 — h /XA /XA

9.5(2)

SCTP #ft D7 A KV XA LT U MERETEET, Fiz,
SCTP A7 — F NANRZRZHNILT, T T 427 DT T A
TSCTP AT — IV A VAR v a vt 72 TEET,
WOa~ 2 RPBMEZITAERE S E LT, timeout sctp, set
connection advanced-options sctp-state-bypass,
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Firepower 9300 =D ASA O 7 1 —
F7r—F,

9.5(2.1)

ASA B A 7 — RE4,  (Firepower 9300 ) NIC (B £
P BEZONLINENRSL 70 —5ETEET, ZNICk
D, T2 —DEVRERT —F T =D T —~
YAMNEELET,

Z OHEREIZIL, FXOS 1.1.3 XL BE T,

WD~ RPBINEIIELIE L7z, dear flow-offload,
flow-offload enable, set-connection advanced-options
flow-offload, show conn detail, show flow-offload,

Firepower 4100 3 U — X £ ASA
D7nu—F 78— ROWPR— |,

9.6(1)

ASA A7 v — RE{, Firepower 4100 Y —X @ NIC T
BV ER DLEN DL 7e— 2 RETEET,

Z OHERETIE. FXOS 1.1.4 2S4BT,

ZOMEEEIZIE. oo~ FE7-1X ASDM HiHIZH Y =8
/]1/0

RS ART LY b E— RTO~
NTFFx A N7 a— 4 71—
FOYAR— kK,

9.6(2)

kT AT Lk E— RO Firepower 4100 3 £ 189300 3 U —
X FRL AT, NICICEBY D B2 bhD~</LF v & M
A7 n—RTEDLLICRVELE, v~ LVFX¥ A A
Ta—RiE, A VE—T 2 A AER2OETELTY vV
TIHEHTEET,

ZOMEEEIZIX. P oo~ FE7-1%X ASDM HiHIZH Y =8
/]1/0

| RS



| #Ese

ganzorE [

T35y bT4—
HERESR L) )—R SR BA
TCP 473 a VLB DT, 9.6(2) TCP ~ v 7 ZHRTET AR/ v~ b D TCP ~v #—PHN® TCP

MSSBLUMDS 47> a T 57 7y arZRETE5
LI FELE, EHI1Z, MSS, XA LAREZ LT U4 R
U YA X BLOERNERICE S 7> a v OFT 74 D
RPENETINE Lo, HNE, ZbDF 7y a ik, ~y
BT EDEA TDF T a B2 B ABETHIFA
SNTWE L7, BRI, Ty MZREDZ A TDOF T =
VIR2OLLEBENTWDIGE, Oy NMIT 74V T
Fay7snEd, &z, BEiX2 20X A LAZ T
FFa i’y MIFFRTSAVTWE L7eA, BRI R
02y FINET,

MDS5, MSS, BIRWFEBINE, XA LAZ T BLOU (v
R YA Rkt L, MUZA TOBEEDF T a2 HNC
THDDTCP ~y FHHETEET, MDS A7 a0l
By UHIOT 740V N TEA T arBNs U7 S0kt
L. BIfEOT 7 4V FTIEFFAI SN E T, £/, MDSA 7=
VEGELASR Ty N Ry 588 TEET, MSS AT
varyDEEIE, TCP~y Tk K7 AL b %4 XEE
TxET (N7 7427 7T7ATEID) , MOTRTO TCP
AT a DT 7N NIERIIHY A, ZNHITZ T
ShET,

WDa<y RPEFINE L7z, timeout igp stale-route,

W7 —hD A 7 baLdil
W—hDZA LT T b

9.7(1)

OSPF 2 EOWNERF— 7= A 71 b asdiuvb— k& HIkR
TDEEDODIA LT NEFRETCEDLLID E L,

timeout igp stale-route =~ > RAEBMINE L7,

ICMP—F—MO 7 a— )L ZA LT
AN

9.8(1)

ASA N ICMP = 22— 537 v b &S5 L THh 6 ICMP #:5
HIBR T2 ETOTA R ZRETEH LI £ LT,
CDEALT T SHBES) (F 750 ) T, ICMP A » AY
A VINENCEE SN TV DA, ASA T a— & %%
5T 5 T ICTICMP#E i ZHIBRL E7, L7=->T, #&TL
TWDZE ORI R L TAR SN2 TR TOICMP = 7 — (3
FEINET, ZOXA LT U MIICMPHEROHIFRZE S5
DT, BERICMP =T —% %575 Z L NAREICR D £7,

WD a~<r KBS E L7z, timeout icmp-error

TCP A7 — h A RADT 7 )b
FOTA RVEALLT TR

9.10(1)

TCP A7 — h WA NRREERGDT 7 AN FOT A KV XA LT
7 MI LTI L, 20027 £ LA,
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T3y bT4—
HEes L) —R SR BA
v R (DCD) oI3s{E4 |9.13(1) 7 v REEFik (DCD) ZA%hZ L7=3A1%, show conn detail
BLOWWEROEHR, BRI TR o=y REHLUTREREISEMNCET A EREUSTE F
ZWND DCD OHR— K, T, T v NG EERT D L. T 7T 4 7 ik AR
T& %9, showconn DHEJJIZ, = FARA L IR T r—7 X
NIHEENRENET, S5, DCD WY 7 AKX THHR—k
b X2y ELE
HLWEBIN/-a~2 K showeonn (1D )
TR ORRKE 7 A FA X [9.16(1) P—EARY > —ZaE LT, FIWEEEHIIRICE L & &I124)
(MSS) #RELET, HIBEHED SYN cookie AT D720 D — _—Dig Kt 7 A
VR AKX (MSS) ERRETEET, Ziud. ARG
LIXET O —EARY V—DLEICERBH D 77,
BINEIFEE S N7-a~ > R 1 st connection syn-cookie-mss,
IPsec 7u—2A47m—RFShk |9.18(1) Cisco Secure Firewall 3100 Ti&, IPsec 7 2 —[L7 7 % /L h CTH

R

7ur—RILEd, Psect A FEVPNEIZVE— T 7 &
AVPNEF 2T 7Y m—3a 2 (SA) OHMRGER,
IPsec kS ITFNRA ADT 4 —L R Fa ST L FA— KT L
A (FPGA) IZ4 7 r— F&NL T, TAL ADNRT F—<
ADmELELET,

WDz~ RBNBMEE L7z, dear flow-offload-ipsec,
flow-offload-ipsec, show flow-offload-ipsec
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