TORAGEDATo o b+

FT7 Vs e, a7 4 X2 —a AT AEDOFEAATRERa R -3 BT
T ATAIPT RLVA, =R A7 EDRDVIZ, CiscoASA 27 4 F = L —
varTAI V=l FVEERL, HHTEET, ATV FEFHATIE, 2T 4 X2
L= a VDAV TFUARKGIZD T, 2, et 7 V=7 FELEEL, ZD
72 FPESRLTWAMOT R TOGANIIKMTELNHLTY, A7V =7 bEMFAL
RTAUE, TRIZTEET 0TI, BB U TEERED /RT A —X 2 BT T 5 MLEH
HVET, 22T XY NV —2 FTV 27 MEoTIPT FLABLIOY T2y b v &
INERINTEY, ZOT FLAEZEETIHE, ZOIPT L AZZRT HK5HEETIX
B, ATV FERBTT RLRAEZERT LI LT NRMLIETT,

ATV NOHA KTy (1 3—)

e F TVl FOFE (2—Y)

TVl FOE=HY T (18 X—Y)

ATVl FOJERE (19 R—)

IOV FDHARSAY

IPV6DHA K514
IPv6 DR — MIIFTRDHFINENE T,

1 ODXY NT—I F T2 N ITA—TDORTIPvaB L IPv6 D ) ZR{ES®
HIEMTEETN, NATIZH L TIE, IBREA T V=7 b I A—FIIMEHTEEEA,

ZOMDAA F54 2 EHIRER

ATVl hBROAT V27 b IA—TRERLF— b A=A AT 20, 4T
Yl NOARNIEA O O TRITIIXR Y £8 A, [Engineering] & W I ARTOFR > b
J—0 7=V § ZV—7& [Engineering] L WHIARIOY—ER F 7= b7
N—TEERT DA, ViR b1 oDFT V=V NI A—THOEKICHNT (£
X 12 7) ) ZBIMLT, ZOA4RTEEAEDOLDIZT L0ENHY £7, 72& I,

LA PP N |
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v

ToeRHEMOA TS b |

[Engineering_admins| & [Engineering hosts] & WO ARIZMEHT oL, A7 V=7 b7
N—TDA4FIEBEGDOEDIZ L TREBRRICT A Z ENTEET,

ATV M. X BT BEOI@H#8% N &()- {} HED T, 64 LT E TICHIIR S
NTWET, 777 ML, RXTFENPXTFREIENET,

k DERTE

ROFHTIE, FICT7 78R3 bu— L THEHASNLGAT V=7 b ERET D HIEIZONT
AL ET,

XY NT—D AT FETIL—TDEFE

X NT—07 7027 FBIOIA—F1T, IPT FLAERIEIARA MEEELET, &
NoD0A 727 b7/ 8A aryra—L URMTCHERALT, Vb= E2HELTE £,

2 NIT—=0 AT Y FOEFE

ATy T

ATy T2

120Xy NT—2 F7 =7 M, 1 ODFRAN, 2y NU—ZIPT7 RLA, IPT7 KL
ADOFH, FILmEEM KA A 4 (FQDN) # ANbZ EnTEET,

Flo, A7V MR LTNATV— L ZA X—TMITHZ L HTEET (FQDNA T V=
7 NaEBRL) o ATV =7 N NAT OFREDFEAIZ DUV TIE, Network Address Translation (NAT)
EHZEMLTLLEEN,

FIE

FTV =2 NEEMFEHALT, 2y NT—F AT 027 FEAERETZIIRELE T : object
network object_name

51

hostname (config) # object network email-server

woOWThDa~wy REFEHALT, A7 Y=7 M7 FLAZBINLEYS, 7797 &
I+ 512iE, a~vr Fono Xz EHLET,

* host {IPv4_address|IPv6_address} : H.— DR A D IPv4 £721XIPv6e 7 KL R, 7= & 213,
10.1.1.1 F£721% 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_address|Pv4_mask|IPv6_address/IPv6_prefix} : *rv NI —27 D7 KL X, IPv4

BT %y FOBE. 10.0.0.0255.000D K 92, AR—ADEAIIT AT BZEDE T, IPv6
Dfr. 2001:DB8:0:CD30::/60 DXL H1IZ, 7T RLVALTF VLT 4 v 7 AEH—Da2=y | (R
NR—=27pL) LLTHEDET,

B 7/ eREEOA TS b
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| 7oE2$WOFTSH b

ATvT3

2vro—s4Ivzo b v—JozE ||

« range start_addressend address : 7 K L A DO#ilfl, IPv4 £7-13 IPv6 O#HiPHZI5E T %
To AT ERBT VT 4 v 7 A GORNTIIZEN,

« fqdn [v4|v6] fully_qualified_domain_name : 52 4{&fifi KA A >4, DF V., www.example.com
DEIIRARARET LR % IPv4 IZHIFRT 5121 v4, IPv6 IZHIBRT 2 121X v6 28 L
3. T RLVR ZATEHEELRWEG, IPvda BMEIShET,

11 -

hostname (config-network-object)# host 10.2.2.2

(f£E) @ EEM L £9, description string

XYL I—=D XTI R TIL—TDERE

ATy I

ATy T2

X NT—7 F T2 N IA—T0F, AT v hU—7 KA b ERIBEICERD
Ry NT—=T F T2 NegGhbl ENTEEST, Xy NIV—T 4T 7 b T A—T 1%,
IPv4 & IPv6 Dli DT RLUADIRERESD A LN TXET,

7272 L, IPvd & IPVv6 DRIET A A7 V=7 b 70—, FQDN A7 V=7 EBREENTH
HATV =T N IN—T%, NATIERHT2Z L3 TEEHA,

FIE

FTV 7 NAEHEHALT, Xy NV—2 A7Vl N V=T EEREITmE L ET,
obj ect-group network group_name

1 -

hostname (config) # object-group network admin

WDa<y RO 1 OFERFEHEEFEHAHL T, Xy NIV —7 AT V=27 F I N—T 14T V=
JRETRVAZBMNMLEYS, A7 V=7 FEEIRTAICE., =2~ FOnoBXEEHALE
bdéo

« network-object host {IPv4_address| IPv6_address} : H—D 74 A k@D IPv4 £721XIPv6 7 K L
A, T2& Z1E, 10.1.1.1 £7213% 2001:DB8::0DB8:800:200C:417A,

+ network-object {IPv4_address|Pv4_mask | IPv6_address/IPv6_prefix} : ® > kU — 7 E7213K

ARNDOT RUA, IPv4d V7 % ROHFAE, 10.0.0.0255.0.0.0 DXL HIZ, AX—RADHKAIC
VAT GO ET, IPv6 ODEE . 2001:DB8:0:CD30:/60 DX HIZ, T RLALT LT v
JAZRH—Da=y F (AX—=X7L) ELTHEHET,

« network-object object object_name : BEfF DX > N —27 FT7 =7 h DA,

» group-object object_group_name : BEfED Ry VU —F FT V=7 kN T A—T DL,

LA PP N |
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1 :

hostname (config-network-object-group
hostname (config-network-object-group
config-network-object-group
config-network-object-group
hostname (config-network-object-group
hostname (config-network-object-group

hostname
hostname

ATFv7T3  (EE)

il

) #
) #
) #
) #
) #
) #

A A BN L 7, description string

network-object
network-object
network-object
network-object
network-object
group-object existing-network-object-group

ToeRHEMOA TS b |

10.1.1.0 255.255.255.0
2001:db8:0:cd30::/60

host 10.1.1.1

host 2001:DB8::0DB8:800:200C:417A
object existing-object-1

SANDEBREDIPT FLAZEL Xy NT—27 T —T%2ERT5I1C1T, kDO~
KEATTLET,

hostname
hostname
hostname
hostname
hostname

config)# object-group network admins

config-protocol) # description Administrator Addresses

(
(
(config-protocol
(
(

network-object host 10.2.2.4

) #
config-protocol)# network-object host 10.2.2.78
) #

config-protocol

network-object host 10.2.2.34

WDa<vy REANLT, SEIELRHEMICHTBET DFEL—Y—Dxry NU—7 %
T2l N I NA—TERER L ET,

hostname
hostname
hostname
hostname

hostname
hostname
hostname

hostname
hostname
hostname

(config) # object-group network eng

(config-network) # network-object host
(config-network) # network-object host
(config-network) # network-object host
(config)# object-group network hr

(config-network) # network-object host
(config-network) # network-object host

(config)# object-group network finance

(config-network) # network-object host
(config-network) # network-object host

10.
10.
10.

10.
10.

10.
10.

=

NN

iy

.89
.100

FDH%, 30T RTDOINVN—THRDOEIITHKA N LET,

hostname
hostname
hostname
hostname

YB—ERX ATz hEY—ERTIL—TD

config)# object-group network admin
config-network)# group-object eng
config-network) # group-object hr

(
(
(
(

config-network)# group-object finance

A =
ax AE

P—ERFT V2l PETNA—=T T, Tr barBLOR—-bEEELET., 26047
Vxl b eT /78X arbr—n YA MTHEALT, b= E2fFELTEET,

B 7/tx4@0+rIos b
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y—ez47vzs ronz |

H—EX ATV FOETE
P—ER LT ML, B—07a ha A EesEo b2 LR TEXET,

FIE

ATV TN 7027 MEEFERALT, =2 47V MEEREIIRE L £, object service
object_name

1 -

hostname (config) # object service web

AT T2 KOWTIrOa<w REERALT, A7 V27 M —E2XZ2BNLEY, 77 b
HIBR9 2121t 2~ Fono 2R L £,

« serviceprotocol : IP 7' h IV DARTE 7 13%F B (0~255) , ip&IEETDHE. 7T
D7 b AVICEASIVET,

« service {icmp |icmp6} [icmp-type[icmp_code]] : ICMP £ 721X ICMP X— 5 6 D A v&—
UH, ICMP# A 7% A4 £7213% 5 (0~255) THRETHIET, A7 V=7 F&2ZXD
A= AL TFICHIRTEET (A Fvay) , A TEEETHHEE. T0EAT

(1 ~255) IZx9 25 ICMP =2 — RALETHEETEET, 2— FEZHEELRWIGAIL.
FTRTCOa— RIS ET,

« service {tcp | udp | sctp} [source operator port] [destination operator port] : TCP, UDP, F7-
X SCTP ], ##E7c, ik, EIXZOMGITRH LT, fEETHR— FE2HEETE LT,
A— MI, AATELITE S THEETE 7, operator [ZIFROWNWTNNEFIRETEET,

elt . /N2

gt K720,

ceg: FHELLY,

* neq : FE[RIE,

e range : fEODFENLHEH, ZOEREFE AT 25813, 200 — MESEEEL
4 (1 : range 100 200) .

1 :

hostname (config-service-object) # service tcp destination eq http

ATy 73 ((LE) #BZEBMLEF, description string
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B yv—cxsr—Jome

HS—ERXRTIL—TDHEFE
1 OO —E ATV N ITNA—T120F, SEIERT T FaMEELTHET, KLEIZ
LT, 2o 2fFHTL27 ' Fa voXELB IO ER— K, BETCICMPO ¥ A 7B &
Na—RFRE2ANDZ ENTEET,

18 HHIIZ

ZZTHHT RN — A ATV N AT EFEHAL T, TRTOY—ERAEE
TMMETEET, 2L, A%ﬂ%DiU%%’ﬁmTAT%otﬁ%fxfw%fﬁfyi
I NDOEATEHFRETHIELTEET, 29 LIk A7 V=7 MMk, TCP/UDP/TCP-UDP
R—=hTN—7 7Zabaliir—7 BIOICMP / V—7NE&FENET, ZNHDTN—
TOarT 7 E, ICMP6 721X ICMP 22— RZ 4R — K L72WICMP 7 v —7 %Br< . —fi%
72— EA ATVl N Z—7OBET LR EICHYLET, ZRODEROF TV =
7 M EMEH LW EIE, object-service =~ > FIZBH4 57 % Ciscocom D=~ K U7 7
LU ATHER LT ZEN,

FIE

ATV A7 V=20 FEEFHLT, YR AT V=0 b TNA—TE2EE 23R E L £,
object-group service object_name

&1

hostname (config) # object-group service general-services

ATFYT2 kOa< s RO 1 2FERFEEEFEHALC, =2 4727 b IA—T AT V=7 b
Y —EREBIMLET, A7 V27 FEHIRT X, a~> FonoBXEEHLET,

« service-obj ect protocol IP 71 fa/VOARTEITES (0~255) . ipxiEETL L.
RTOTr haviZEfsnET,

» service-object {icmp | icmp6} [icmp-type [icmp_code]] : ICMP F£ 721X ICMP /X— 2 > 6 D
Ayt —U M, ICMPZ A 7 &4 £ 721335 (0~255) THETLZ LT, A7 V=7
NaeZDA =V XA TITHIRTEEST (FTTar) , ATERETHHE, €O
HAT (1 ~255) (ZxT5HICMP 22— FE{EE THRETE EY, a— FEHEELRWS
B, X TCoa—FREHIET,

* service-object {tcp | udp | tcp-udp | sctp} [source operator port] [destination operator port] :
TCP, UDP, Z=®Oilifi, £721L SCTP H, #fEF7c. %%, £FZ0MAICx LT, LB
THR—PFEZEETEET, A— MI, BATEZITFZTHEETE £, operator (ZILKD
WP ERETEET,

olt /N2 D,
egt: K720,
ceq: FHELUVY,

B 7/tx4@0+rIos b
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ATvT3

* neq : FEFMAE,

y—ez sr—70zz |

s range : fEOQOCERIZRH# M, ZOHFE 2T 25513, 2 o0FR— MRS EEEL

9 (#1 : range 100 200) ,

« service-object object object_name : BEfF DY —E R 7T =7 K OA4T,

» group-object object_group_name : BEF DY —E A TP =7 b F—T DL,

1 -

hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #

service-object
service-object
service-object
service-object

ipsec

tcp destination eq domain
icmp echo

object my-service

group-object Engineering groups

(f£R) #HEEM L £, description string

1

WOFE T, TCP & UDP Ofi FOH —E 2 %[ LY —E R A7V =7 h F—FIC

BINT 57k E R LET,

hostname
hostname
hostname
hostname
hostname
hostname

config)# object-group service
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #

CommonApps

service-object
service-object
service-object
service-object
service-object

tcp destination eq ftp
tcp-udp destination eq www
tcp destination eq h323
tcp destination eqg https
udp destination eqg ntp

WOFITIE, HEDOYV— A 4T V=27 b2RILY—ERA ATV b T —TF|Z

BINT 57k E R LET,

hostname (config) # object service
hostname (config-service-object) #
hostname (config) # object service
hostname (config-service-object) #
config)# object service
config-service-object) #
hostname (config) # object-group service
hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #

hostname

(
(
(
(
(
hostname (
(
(
(
(

service eigrp

Groupl

service-object
service-object
service-object

service tcp destination eqg ssh

service tcp source range 1 1024 destination eqg https

object SSH
object EIGRP
object HTTPS
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B <709 Ex47020 rEry bI—0 4—ERF TS b TL—TORE

2YRT—OH—ERA Tz bERYNIT—OH—ERA TV
NS (o] E l—l_l
28 0IL—T7DEKFE
Xy NT—=HP—ERAF TVl hERIFRY NI =P —E R AT V2 N ZA—F Tl
M7 7V r—raraERLET, 77U r—3 a0k, DNS KAA 4  (example.com
RE) P TRy b, BEXOA T g TF e bagbtR—b (TCPROZLE) T T=
FT, LERST, Xy hT—2 =R A7V NEFIFR Y hT—2 B—E R 47
VI N IN—TEERTHLET, AMDORXY NT— TV MY —ER ATV
7 N NORARE 1 ODOF TV 7 MIRESTEXET,

JEEACL TRy U= H—ERA 4T V27 b I NA—TZ2ER LT, y—Fr~v7 (KR
Ve R= 2T 4 T TER) L TRy be——L BELOVPN 7 4 VX Tl
ATxEd, ACLTIEXRy hNY—2H—E X FT7 V=7 b (FA—FTIEIR\W) ZEEMH
TERVWILICEELTLEEY, IN—TFFT7 V=7 b2+ 51203, oA 7TV
NETN—TF TP MIBEBMTHHERD D £,

RA A DR HT 5 &, DNS AX—E U 72 k- T, B OBAtAETIC = — 3% — D DNS
FREZBEUCHRAELEZIP 7 RLARERESNET, ZHICED ., BEHOBMERCIP 7 KL A
BERARRRIZZ2 D, IO ry vhvbl— by T 7 Rary b —nA— k-
BN IE L B S nuE 4,

2y NI—Y Y—EX ATz bOHA 1Y

e Xy NI —27 —E A AT =27 MIDNS FA A 4 OHEERZED DAL, DNSA v A
R arPRETE, DNSA VAR g 3T 74V K TAR—T R >TWE
T, Xy MU= = A AT V=7 bEEHATIHAIL. B LN TIZEN,

*« DNS 2 X—E > 7%, UDPDNS /X7 v h TOARFELTEH, TCP £7-21X HTTP DNS /37 v

FTCIEFETEINE A, BREM KA LA FT V=7 FPEFRRY, T7E2AYRRNT
FTxl ML TH, Xy hT—7 B—ER AL OFRFEIFZHIEIZA X —
TENET,

*DNSA VAT g R v—~< v Cdnserypt # AN T2 Z LT TE A, dnscrypt

X, Xy U= =2 A7 V=7 NTHEHIND FAAL L DIPT RLAZTET S
o DIZIE/RDNS A X — B 7 L BN S ) A, KA VOREEZFL R Y NT—
7 H—CRA ATV MIEWEREICRY BETS5T 7R arba—L b U
—HLEEA,

K124 DXy N —0 P —E R TN —THERXTEET, =L, ZOHIBIZT AT
VTFAT A4 T IFAT U DO —H ) a—F S)—F L IFINET, BRI R Y
NT—27 =R T N—FTL2, 2200 hna—Y— F—TEETE £9,

c Ry NI =7 —ERXR ITN—TONFITEHEHL THENENERALR, Xy hT—7 P—
BRI N—T DB ERT 5 L IXTEEE A,

B 7/tx4@0+rIos b



| 7oez40O+ TSy b

g =% NS H— i [

{ERETZ % DNS H—/\DHERK

ATy I

ATy T2

Fy NT—=IH—ERA ATV NCRAAL A ERTETDHE, DNSERISE ST 7 4 v 7
DAL= TIZESTDNS KA A VEIZHINT HIPT RUANIE S, TORBRPF v v
VaIhET, TXTODNS ER/JGEEAX—E U T TEET,

AX—E 7 ENDH L a— R, A, AAAA, BEXOMX T, iR SN 7=E4 i i3 w5 vl
BERFR] (TTL) 2S@EM S4v, B/MEIE 2 0. mKEIF 24 BT, iz, vy v o
NEL bk I ITRiE S ET,

X2 U7 4 EOHEBENS, TS5 DNS Y —N"—%2EFHKTHZ L TDNS AX—E 7D
PHAZHIR CE £7, BHEINTWRWDNS —/3—=~DDNS F 7 7 1 v 7 | TEE I, * v
N =B =R ATVl hOVy BT ORBIZERSNET AL, 7740 N T, &E
BLOFEH SN TXTODNS b= "—REHINET, BEHTED U X MEHIRT 256
DHRERENLIENZI 0 F,

4R8O HREIIC

DNS ZX—E 7%, T 74 FhTHEDMNZR>TWADDNS A VAT g AAEFE LTV E
G, DNSA AT g URNERT R TWRNWZ 2R L TLEEY, £7-, DSNAX—
v 7k dnscrypt BERE & HHAPER 72 T2h, DNS A VAR v a vy R v— <y 7 TEDa
<V REAEMI LN TL IS,

FIE

showdnstrusted-sourcedetail =~ > FAFEH LT, T—Z R X v ro— RENTWDHIERLE
DEFETEAIV—N—=FHEL, 2y NUV—I V=R F T2 ~ RAAL L OFJITAEH
L/i‘g—o

57 /L TliE, DNS 7 /v—7"THik3 57>, DHCP 7 A4 7 v MY —_"—F7213) L—%
LU THERENZZDNS —N"—%2EHELET, Zoa~vr NoLh, BEORELFEHESL
TWAY—R—RNFRENET,

51

trusted-source detail
enabled for DHCP Server Configured
enabled for DHCP Client Learned
enabled for DHCP Relay Learned
enabled for DNS Server Configured
DNS Trusted Source not enabled for Trust-any
DNS Trusted Source: Type: IPs : Interface :
DNS Server Configured: 10.163.47.11: management
DNS Server Configured: 10.37.137.85: management : N/A
DNS Server Configured: 10.37.142.73: management : N/A
Data-Path DNS Trusted Source (count 3): <ip>/<refcnt>; Trust-any disabled
10.37.142.73/1
10.37.137.85/1
10.163.47.11/1

ciscoasa# show dns
DNS Trusted Source
DNS Trusted Source
DNS Trusted Source
DNS Trusted Source

Idle/Timeout
: N/A

(sec)

(A7 ay) FHRICERE SNIZEHH TE 5 DNS h—"—ZBME 38R L £,

LA PP N |
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B coro—v9—txtIvzsromE

ATy T3

ATvT4

ATy TH

ATvT6

Y bI—0 ¥—

dnstrusted-sourceip_list

ip listiZ, EHTEX 3 DNS H—_"—DIP 7 FLADAR—ZXGIY U A2 ~TF, IPvd 7 FL
X&E%TFVX%WﬁH@&TJX%T%i? T _TO DNS — =% G 5551%
any #fEELET, ——ZHIRTHIZIE, Zoavr FOonoBRAHEHLET,

(A7 ay) DNS Y —NR—F N —TFTCHREINZ—RN—%EHTINE DD ERELE
j—o

dnstrusted-source configured-servers

BEFL—"—|Z1Z. DNSZL—7F i3 x—Lb—R_R—pav RTEEINZF— 13—
NEENET, ZOF T aid, 774V NTHEHTT, Zoa~vy REEHIZTHITE
av L ROnBEXREHEHLET,

(A7vay) TRAAL L H—T 2 A ATIFITEIN TS DHCPH— =%/ LTT RL A
EEETH2 T4 T h® DHCP 7 — /VIZERE STV D DNS — N— A (EFHT 508 9 )
FHELET,

dnstrusted-source dhcp-pools

Zhvbiddhepddns 2~ > RCREISNTND T —"—=TH L7720, IPVADHIZD £9, Z
DFFa i, TIH/NVNTEYSTYT, Zoa~vy REESCT AT, =<2 RO no B
XEFEHLET,

(A7 a>) DHCP 7 A4 7> h& DHCP —R—fDAX—E 7 U L— X vE—IIC
FoTHEEINZY— =N, G TEDLDNSY— =L BRI NdNEINERELET,
dnstrusted-source dhcp-relay

ZOFTvaiE, T7HNVITHEHTT, Zoavry REEGHIZTHITE,. 2+ KD no
R EFEHLET,

(A7 a>) DHCPZ 74 7> b & DHCPH—N"—[lDAX—¥E L T X vE—IZ K-> TH
BEINzY— =3, FEHTEDDNS b—N—L BRI NDINEIDERELET,
dnstrusted-source dhcp-client

ZOF T aid, DHCP 7 AT "L TIP T RV RAERGTHT /A AL X —
7:4xﬁ%ﬁﬁbt%$%@mbfﬁﬁ4/5 7 2 A AQDHCP YV —N"—%FHETDH LD

\Z dhepd auto_config =~ > RERRET HHBICHEHINE T, ZOF T avidk, 7740
FCHBTT, Zoavwy NEESCT DI i avy ROnoREMEHLET,

EXATTxY bOERE

Iy NU—7 =R FT V=l bTlE, B—DT7 7V r—varaERLET, £ W
T3y MR X U —HIIZIZIDNS RAAL A OWNWTNMNZ L > TT 7Y r— 3 U OgHT
EFEFLET, LBEWSLT, 70 haltR— 28T, 77V 47— a  OfHAEKY
ADET,

B 7/tx4@0+rIos b
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ATy T

ATy T2

v ro—s 94—z +75z4 oz |

Py hIT—=I =R AT V=27 ME, XY NIV V=R T N—TFT =7 b TOH
fEHCcEEd, 77 AH#IY A b=+ (ACE) Ty hU—F =V R AT V=7 b
FEBEATLIZLIITEEYA,

FIE

ATV NAEFEALT, Xy NU—2 h—bER ATV NEEREITmELE T,
object networ k-service object_name [dynamic]

ZRNIIK128LF T, AR—REEDDHENTEET, AX—REEFDI5E, 4Hix "
B A CHTOMLERH Y £9, dynamic¥—V— RNiE, 77 V=2 FRFETa T ¥
L—3 g RIES T, showobject H IO AFREND Z L& EWK L 4, dynamic¥—
U — Ri%, BINET A AX =Yy —PEAT 27200 LD TT,

£
ciscoasa (config) # object network-service webex

KONTNILDOa~wy REFERA LT, 12U EOT7T AU r—2 g Oty a o h—b
AEF Ty MTBMLET, HS2HRT 21203, 2oa<wy RonofEXNa2EHLET,
nboawy NI, BEEIANTEET,

« domain domain_name [service] : i K 253 LD DNS 44, Z DAL, e ER/i%
(www.example.com 72 &) FE 72 ITHFr A2 440 (example.com 72 &) ITT 52 &N TEE

T HWAIRARIOYRS, TRTOFT RAAL v, 2FED ZO4RIEETLT X TOY—
/N— (www.example.com, wwwl.example.com, long.servername.example.com 72 &) 12—
LET, BR—BDRHL5551E, ROBEWARTTHERPRE SNET, FAAL A1THER
DIP T L AR CTE £,

« subnet {IPv4_address|Pv4_mask| IPv6_address/IPv6_prefix} [service] : x> NT—27 DT KL
A, IPvd H7 %> DA, 10.0.0.0 255.0.0.0 DL H T, AX—ZADBEAIIY AT HED
F9, IPv6 DH A, 2001:DB8:0:CD30:/60 DL HIZ, 7T RLALET VLT 4 v AEH—D
2=y b (AX—=R7L) ELTEHEDHET,

Inboa<wy ROV —EAAEEIIFE U T, T 280 EZHIRT 258104,
P—EREZRELET, 7T 74/ FTlE, FERELDIPT RLASNOT R TOERNA T V=
7 hE—FLET,

protocol [operator port]
FIE DFEE

e protocol |Z, tep. udp. ip A2 &, HRTHEHAINLG v b= TY, m hartol Xk
EWER T HIIZ 2 A LE T,

« (TCP/UDP ®7) operator |k DV T HinTd,
e eq i, BELER—IEFEELWWAR—MEEKRLET,
X, BELIEA—FBEEIV/ NI VMEEOR— F2EWRLET,

LA PP N |
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cgtid, BELEA—FEZIVREIVEEOR—FEERLET,
srangeld, FEELTZ2 2DOFR— OB OEBEDOFR— M2 EHRLET,

« (TCP/UDP ®#) portid 1~ 65535 DAR— hESZhwww RED=—F=v /T, =—
Fo v I EMERTHICF? 2R LET, @EOSEIT2 OOR— N E2RETHILENRD
DVET, BRPIOR—F 2 2FHBOR—FLD /NS NESICTLET,

AT T3 (A Fvay) VAaEEOT SV = arIDEBMLET,
app-id number

BEDOT TV r—a AR L TR RNE Y BT 1 ~ 4294967295 OFEFHD —EDFHKEZ T
T, Zoa<wy NiE, FIHET A, A=y AT IEEICHERLET,

ATy T4 (TR HK200 LFTHAZEMLET, description string

1

object network-service outlook365
description This defines Microsoft office365 'outlook' application.
domain outlook.office.com tcp eg 443
object network-service webex
domain webex.com tcp eqg 443
object network-service partner
subnet 10.34.56.0 255.255.255.0 ip

2YRIT—O H—EXR AT M TIL—TDETE
Py NT—7 =R ITN—TI20F, Ry V=7 =R FT V=7 b EWHRNRYT
Iy FERIERAAL VDI EEEDDLZENTEET, RV —R_R—RA)V—FT 4 J Tr&
A2 arvio—i, BEXRVPN 74 NVEZOT7 78 Aaryra—pL YA =) (ACE) T
Fy NT—7 =R ATV N TEE T,
Ry b= —ER T N—T%2FEHL T, RUHFETUETAIVNERSH LT Y r— 3
VORNTIANETELET, ZE2E, BEANAT OV A FE VPN bRV TiER, A4V
H—Fy MINT 74w 7 BRETHET TV r—a VB ERTIHE—DITN—T2ER T
‘ij‘o
Iy NT—J = RAFT =7 b I —12, HRZ, F7203%2y hU—7 —E R F
T2l DB S TEDBZT 7V r— a rOBICHIRIZH Y £8 A,

FIE

ARTYTN IN—TZEFEHLTC, Xy NT—27 7V N INV—T%ERRETITRMEL £

object-group networ k-service group_name [dynamic]
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BHNIRKRI28LFET, AR—REEFEHDLIENTEET, ARX—REEOL5E, ARk
AT ENH Y £7, dynamic ¥ —U— Rk, Z—7RNFE7ar7 1 Fal—
¥a VTRAESAUT, show object-group DI INICOAERENDH Z & A EK L ET, dynamic
F—U— RNE, BN T A A2 —Tx —MERAT 57200 LD TT,

£
ciscoasa(config)# object-group network-service SaaS Applications

AT T2 ROVWTNIrOa~ Ly REFH LT, 12U EOT7 7Y r—yva Ot A7y ary—E
AuA TV MTBEMLET, HBTZHIRT 212, Zoa~vy RonoBRXEEH L ET,
Ihopavy Nk, #HEEIANTEET,

« network-servicememberobject name : L —FIZEDBH Ry hU—2 $—E R TV =
7 NDA4HET, LRNZAR—=ANEENTWDLGEIEL, £O4R1%E _BEo| A CHAET,

« domain domain_name [service] : i K 253 LD DNS 4, Z DAL, e Ef#i%
(www.example.com 72 &) F 72 ITH AR 4T (example.com 72 &) 1T 52 &N TEE
T WOMRAOEE. TRTOVT KAL | DEDZOLARTEELT X TOY—
/N— (www.example.com, www].example.com, long.server.name.example.com 7¢ &) (Z—%
LET, BE—EDRHLLEIE. BRbRWARTCERSRAE SNET, AL AI3EEK
DIPT R AR TEET,

« subnet {IPv4_address|Pv4_mask| IPv6_address/IPv6_prefix} [service] : *> NT—27 DT R
A, IPv4 B 7 % v FOA 10.0.0.0 255.0.00 DL H T, AR—ADEAIIY AT BED
F9, IPv6 DA, 2001:DB8:0:CD30::/60 D L 512, T RLAELT VLT 4 v 7 ABHE—D
2=y b (AX=272L) LLTEDET,

Inboawy ROV —EAAAERIIR U T, 8T 280/ EZHIRT 258120,
P—EREZRELET, T 74/ F T, RRELDIPT RLASNDTRTORERNA TV =
g hE—FELET,

protocol [operator port]
FIE DEEA

e protocol I&, tep. udp. ip 2 ¥, R THHAINLG Y r haL T, e haroly X K
ERERT DI ? 2 L £,

« (TCP/UDP O #) operator [ZIKDWT LTI,
ceqld, HELLAR—FEFEFELOVAR—-FZEKRLET,
cltiE, FHELER—FESLVNSUVMEEDOR— FEEWHRLET,
cgtid, FELLEAR—=FESLYREVEEOR—FZEKRLET,
srange (X, FEEL7Z2 DOKR— FOMOIEEDR— FEZERL ET,
* (TCP/UDP ® %) portid 1~ 65535 DR— MG www R ED=—FT=v 7 TF, =—

T= v 7 EHEGRT DT 2 EA L ET, @IHOBAIEI2 2OR— N EEET DLEND
DET, POR—FE22FBHOR—FLY /NS WEGSIZLET,
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ATvT3

(fERE) &K 200 LF Tt a2 BN L £¥, description string

il

HRNICEREINE-XY N —7 = A A7 V27 AL T, —#0D SaaS 7 7
Vor—2a R ELET,

object-group network-service SaaS Applications
description This group includes relevant 'Software as a Service' applications
network-service-member "outlook 365"
network-service-member webex
network-service-member box

A—AIl 1—H—FIL—TDHETF

ATy T

B L7z — b 2=V — T N—1F, TAT T AT 4 T77AT VA —LEVR—FT35
MRECHEH T E4, ZOINV—T%2IR ACLICAND L, 7221 ET7 78R L—LTHE
HTEBL51T £,

ASA X, ActiveDirectory RAA > a2 hr—F T/ r—ULIERINTWVWSH—HF— J)L—
ZIZ2W T, Active Directory %—/3—{(Z LDAP 7 =V 3% L £ 9, ASA X, TDOI/N—7
ETATUT AT A4 X=ADL—)VHIZA v R—=FLET, 2L, e—h T4 XENnit

X274 R v—%Foun— a—F— V=75 VELTE Ta—VUIERIN
TWARNR Y hT—27 VY —=ZRASAICE YV B =74 RENTWLHEERHY £T, n—
J1v —H— Z)L—T 21X, Active Directory 7»H A VAR — hSiLDH, RA ST —T
BIORa2—W— I N—T%2ED5 N TEXET, ASAIX, m—H/L F—T7 8 L Active
Directory 7 /V— 7 & & L ET,

a—W—ix, m—Hh ) 2—%— J)L—7 & Active Directory 22 H A VAR — h Iz a—H— 7
NIRRT D LN TEET,

ACLCa—WY—ZLta—W— I N—THZ2HEFHTX 5D, KOBEIZETr—0/L 22—
P TN—T B ETHLENRDH Y 7,

cH— NN F—ER—ATEREINTND2—F—D T N—TFE2EKT 5,

CAD = AR—TERINTVWIHE D2 —F = V=T Th v I F ¥ ENRholoz—
Y—FFa—— =T DI N—TEElT %,

FIE

TVl NAEFHLT, 2= —F TP b I —T R ERE T IIRE L T,
object-group user group_name

1 -
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ATy T2

ATvT3

tXal)Tq

txayss n—F 175z k S—T70%z [

hostname (config) # object-group user admins

WDa<wy RO 1 OFERFEREEZFEHALT, 22— —FT7 V=27 s IA—T|la—H—L 7
N—THBMLET, A7 V=7 FEHIBRT DIZIE, 2~ FOnoBEXZFEH L E7,

« user [domain_NETBIOS name\Jusername : =—H%—4%, KA A V4T —P—ZITA
N=ANFENLTVDIEEIE, FAA AL a—F -2 25 i CHLLERSH D £7°,
RAA 4121F, LOCAL (@ —H)V T —H RXR—ATERINTWDH2—HF—mif) | &
721% user-identity domain domain_NetBIOS name aaa-server aaa server group tag =~ > I
THRE S4U TV 5 Active Directory (AD) O RAA VA ZEIBETEET, AD KA A VIZE
FINTWDH2—V =BT 554, user_namellix, —& CTILRWATREMEN & % Common
Name (CN) TiE72< ., —HE® Active Directory sAMAccountName Zf5§E T DL E R H Y F
To RAAAERRELRWGS, 7740 MEMER SV ET, 77 4+/L MilZ, LOCAL
F 721 user-identity default-domain =< R CERIN TV AHEOWTINTY,

« user-group [domain_NETBIOS name\Jusername : —H— Z)L—7 RAA 4 F72137
=T HIIZANR=ANEENTWDEEIT, NAAL 4 &7 N—T 4% 5| CHTs 2
DHVET, AL LB ETN—THE2XYGDH ZHO\ITHEE LTSN,

« group-object object_group_name : BEfFO 22— — ATV =7 kN J—T D4H,

&1

hostname (config-user-object-group) # user EXAMPLE\admin
hostname (config-user-object-group) # user—-group EXAMPLE\\managers
hostname (config-user-object-group) # group-object local-admins

(fEE) @A BI L £7, description string

GWN—THAITSzO L TIL—TDERE
B LT 2V T 4 IN—T AT x=s b Z)—71%, Cisco TrustSec % 7R — b3 5 1HE

THEATEES, TOITN—T%EIFEACLICANDS L, 7222137 7B A V=L TR TE
L&y £,

Cisco TrustSec EHEE SN TWH E XX, ASAIXISENDEX2UT 4 JA—TDEREX T
va—RLET, ISEIXT7T AT T 474 VAR RY ELTHEMEL., Cisco TrustSec % 7 0>
ba—Y—T AT T 4T 4 ~D~ 7L Cisco TrustSec # 7 HH—r3— U 2 —Z
D=y ETEITVET, X207 4 JA—TACLOT oY a =07 BLO0VEHEIE,
JLAEPRIC ISE LTIV £,

L, m= AT A XENTEX 2V T R v—%Ffor—L X VT4 S—T%
WELETDH, T a— VIR IN TV RWNWFR Yy hT—7 U Y —ANRNASA K Ve — T4
RENTWEHERHV T, m—I L EFa VT 4 JA—T2E, ISENHA T rr— RS
Niz, RARENTZEF 2V T4 IV—T52EDDLENTEET, ASAE, m—HL L
DXV T 4 TA—TEHEELET,
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ASA ECu—v X7 4 T A—TE2ERT DT, D%ﬁwﬁ%1)74ﬁ7/I7
N IN—TEERLET, 10— hL X2 T4 T2 7 b I A—2, 1 28UE
DIAEINTZEXF2VT 4 ATV b I N—TF3ex2 70 IDERFES2Y
T ITN—=T e ANNDZENTEET, =2 —HF—X, ASA EIFELWVHLEX =2V
FAIDEFIFEX 2T 4 TNA—TREERT AL TEXET,

ASA FCERLT- X2 T4 A7 V27 v I A—T1F, Ry hT—27 U Y —ZA~DT 7%
AZADEIBENFHTEE S, EX2 VT4 7527 N TN —T% TR TN —FRoY—
EARY —D—EL LTHEHATEET,

Je

EVb ASAICE S TARBZRZ VR4 HTEFEH LT NV—72ERT 584, FDX FRA4RIISE T
FRREINDET, FOITN—THFERHT LT XTONL—NNRIET 7T 0 712720 F7,

FIE

RTYTN A7V MAEBERALT, X274 IV—T FT7 Vs b I N—T5AEE T I3mE
L %9, object-group security group_name

&1

hostname (config) # object-group security mktg-sg

ATFvT2 ROavwy RO 1 SERITEEAFER LT, y— 2 IV —F 377 s I A—F2F 7
Tl " EBMLET, ATV FEEIBRTAIZIE, avr RO noBERAEEALET,

* security-group {tag sgt_number |[namesg_name} : EX = U7 ¢ J—7 X7 (SGT) *7=
34T, Z 71X, 105 65533 £ TOHFTH Y, IEEE 802.1X 78:E, Web ifGE, F721%
ISE (2 X 5 MAC FBRENA /X2 (MAB) il U CT A R ZE DY ToHNET, X2
T4 T—TDHENLISE ETEREN, X2 VT 4 ZA—T%2b0 0T W4REIT
WATEL LRV ET, BX 2V T4 IN—T T—TNIZLE-T, SGT kX2
T A TN—=TRHII T INET, ARIRF T EARNCOWTIL, ISEDREZ S
LTLEE,

* group-object object_group name : BElF O X =2 VT 4 IN—T FT =7 N TA—TD
ZAIR

B -

hostname (config-security-object-group) # security-group tag 1
hostname (config-security-object-group) # security-group name mgkt
hostname (config-security-object-group) # group-object local-sg

ATwT3 ((LE) #HZEML £, description string
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pmaREon: [

FFMREE B D E% TE

REEEIPA A7 > = 7 ML, BAGAREZ], & T, BEL A7 > a v ok L= b Y THERL
SNHBEEDOHANZERLET, ZAODOFT V=7 MI, BEOMAE £ 721 TERE I~ —
ATT V7 EATHIEDICACLLV— /L THEHINET, & X, BERMTICOBFRED Y —
N ~DT I Y AEHFATDHT 7R —VEERTE £,

)

GE)  RHEEEA 7 V=7 MUIEBOEH T P 2505 ZENTE T, 1 DORFHEEHHIC

ATy T
ATy T2

ATvT3

absolute f & periodic ED i 5235 E STV 55513, periodic fiI% absolute @ BAAAREAN 22
B L 72RO BFM S 4, absolute OF& TREZNZ B L 7o % IX5HM S AL EE A

RpHEIPHZERL L CH T8 2D T 7 B RFHIR SN EE A, ZOFNATIL, FFHEFR7Z T
EEZRLET, TO®%, T7EA 2 ha— L b=V THT V=7 NfHTL20ERH Y
£,

FIE

B[] REPH 2 ERk L £ 97, time-range name

(EE) WP ICBRAAREZ E 7213 TR (E7213m ) ZBMmL £,
absolute [start time date] [end time date]
BRAAIRFZI A FRE L 722 WIGE . BUEDREZIN T 7 4+ /L F OBREAREZNZ 72 0 £,

time X 24 BRI (hhemm) THEE L E£9, 72 & 20F. A0 8 HEX 8:00, 1% 8 RiX 20:00 &
LET,

date /& day monthyear O THE L £7 (£ & 213, 1January 2014) ,
(EE) iR LoWMEZBMLET,
periodic days-of-the-week time to [days-of-the-week] time

days-of-theweek [ZIZIRDIEZFEE TE £T, WADOSIEITHER Z | DfRE LG EITDOHR, 2
FHOBHAERETEZAZ LIZEE LTIV,

* Monday. Tuesday, Wednesday. Thursday. Friday. Saturday. 7213 Sunday, ##]7D
days-of-the-week 51#121%, BEOMER 2 A=A CRY> THETE 7,

« daily
» weekdays
» weekend

time 1Z 24 B (hhemm) THEE L £9, 728 2iE. 4480 8 BRIE 8:00, 1% 8 BfiE 20:00 &
LET,

LA PP N |



ToeRHEMOA TS b |
B AoovroE=susy

Zoavy REfDIRL T, EEOB ) K LK AZRETE T,

1

JKIZ, 2006 4 1 A 1 A ORI 8 Rl hn E Dt i 2R &iH o fl 2m Lk 4, #& T
IO T HBIEE SN TRV, REHFEEM T 952 ERBIRIC 20 9,

hostname (config) # time-range for2006
hostname (config-time-range)# absolute start 8:00 1 january 2006

WIZ, FH OFRET 8 Fi~F 6 BpIZ i » I S 2 E R Z2RERIFEPH OB 27~ L %
—é—O

hostname (config) # time-range workinghours
hostname (config-time-range) # periodic weekdays 8:00 to 18:00

WOBITIE, FRFFEH O T B Z280E L, 2 A OB 2 A1 8 Bf~F4& SIFICERE L
KEEH ., RBEH & beig L CH i \k%E\&@HLﬂLT$%5ﬁ®%LEQ6ﬁ
A ME L £,

asad (config)# time-range contract-A-access

asad (config-time-range) # absolute end 12:00 1 September 2025

asad (config-time-range) # periodic weekdays 08:00 to 17:00

asad (config-time-range) # periodic Monday Wednesday Friday 18:00 to 20:00
asad (config-time-range) # periodic Tuesday Thursday 17:30 to 18:30

AITCH rOE=ZAY Y

FT7V 2 FBIOIN—=TE=F—F5I120%, ROa~xr Re A LET,

» show access-list

TI7EAVAMOE M) 2FRLET, A7 V=7 bGP IIE A7 V=7 b
DaALTVCESNTHA DT B U ~biERk L TVET,

« show running-config object [id object_id]

BIEDOTRTOF TV =27 MaeRRLET, d¥—V—RZ2EHTLL. -4 7V
7 M EARENCFE R TEET,

« show running-config object object_type
BEODH T2 NedAT Xy NU—27 FLEFV—ERFNERLET,
« show running-config object-group [id group_id]

BHEOTRTCOLAT V=2 N INA—T%2FRLET, dXF—U—FREERAT DL, H—-
DXATo 2l b ITN—TEL4RRNCERTEET,

B 7/tx4@0+rIos b
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« show running-config object-group grp_type
BEOAT o2 N IN—T 5 I N—T XA T TLIZFRRLET,

A7z FOERE

HaE

iy

T3y bT4—
Ls

)1)—x

BLL]

F T N ITN—T

7.0(1)

FT s N I —FIk 5T, ACL DIERLE AT F A
NiFEb I ET,

object-group protocol, object-group network, object-group
service, object-groupicmp_type D4~ R E A/ ITEE
SNFE L,

EHRERBILORY — v 7

7.2(1)

AART gy R = vy TSNS IEF R X
ORY v— <oy FPREAINE L7z, classmap typeregex =
<2 K, regex 2= F, BLUmatchregex =<2 K23 E A X
NFE LT,

FT=T b

8.3(1)

FT7V 2 FOYR—FBREASNE L,

WDa~ 2 RPNEANFEIIERE SN E LT, object-network,

object-service, object-group > ~V—7 _ object-group ¥ —
B A network object, access-list extended, access-list webtype,
access-list remark,

TATUT AT A T7AT T4 —
NTOL—Y—F T T
JL—F DO

8.4(2)

TAF YT AT A4 T 7 AT I A—NADdDI—F—FT V=
s b I—FREASE LT,

object-network user, user @A~ RABREAINFE L1z,

Cisco TrustSec D72 DEF = U
T4 ITN—TF Tl N T —
—

8.4(2)

CiscoTrustSec =D X =2 VT 4 IIN—T F Ty N 7
N—TREANINE LT,

object-network security 3 X O security =~ > R2VEA I E
L7,
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T3y bT4—
Ls
HERES Jiy—=x ZEA
IPv4 3 L OVIPV6 DIRA R v h T —[9.0(1) PENE, Xy NI —27 A7 V=7 b I A—FITE&ENTWD
X TT N TA—T DiE, T_XTIPVE T RLATHDD, T XCTIPv6 7 RL AT
RFIER D EFHATLE, BUETIE, Ry NU—27 FT7 V=
7 N TI—TM, IPv4 & IPV6 Dl DT R L ADIRE %Y
R—=FrTHEoICDE LT,
6= BAEAT V=0 NI N—TENAT I 52 &
IITEEEA,
object-group network =~ > RMBAEH X E LT,
ICMP =— Kick»>TICMP +Z [9.0(1) ICMP =2 — RIZHASWTICMP 7 7 o« v 7 OFFRIE 7213 R
T T HTANE) o TTHED MTEDLHEIITRDE L,
NS A =)
;;IEE ACL &AT7 V=7 MRHELL access-list extended, service-object. service D% =2~ R
ANFERFEREINE L,
Stream Control Transmission Protocol |9.5(2) BED SCTP AR— Mkt 29— XA 47227 hBIOS
(SCTP) OH—bA AT x7 h N—TEAERTED L OICRD E LT,
DY R— K
K ! WD a~y RWVEFEINE L7, service-object, service
Fy NU—7 Y —b 2 FT7 s |9.17(1) Iy hT—=IHh—ERFT TVl FEREL, TN EHLE

ce, R —_R—Z2DNV—TF 4
TERLIOT 72 AN EB T DRy
NT— I —bERA ATz FD
155

T7EAaryhe—L YRARNTHEHLT, AY——2

N—FT 4T N— vy TBIOT 7R > be—nL 7
N—TTHATEET, FYy NUV—IH—ER 4TV b
\ZiE, IP Y7 %y FETZILDNS R A A & DOERERE £,
FFarTra hartR—- roEEENGEERET, D
X, BARHICR Yy NO—0 4T V=27 b —ERFT V=)
FEREAELET, ZOEREICIZ. [EHETE 5 DNS —n—%
EF LT, DNS RAA UAMRMMEETE 55 E LD IP T
RUAZMEFIZEETEL LT oML ENTVET,

WO~ RPNBMEZITER SNE LT : accesslist
extended, app-id, clear configureobject network-service, clear
configureobject-group network-service, clear dnsip-cache, clear
object, clear object-group, debugnetwork-service, description,
dnstrusted-source, domain, network-service-member
network-servicereload, object-group network-service, object
network-service, policy-routecost, set adaptive-interfacecost,
show asp table classify, show asp table network-service, show
dnstrusted-source, show dnsip-cache, show object, show
object-group. show running-config, subnet
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+7czs roBE |

T3y bT+—

L
e U= i
Xy NU—7H—t R Z—7o 9.1911) BR1024D0%y NI —7 =R TN —TREHRTEH LD
FHE— K 2720 F L7,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



