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T RULZA, E0d Telnet BENSSHE v a v l) 21 0FH38BIETET 52 L2548

HLET,

EHHEHT 72 AREN > TNDA X —T A A Tsyslog B X VT aHE LTHE,
T—H T VL —BEO T 7 (syslog ID 302015, 302014, 106023, 35 L T8304001) (L K v
S Tsyslog P —"—IZEELEHA, ZNHDsyslog A v E—U N Ry 7EINDHDIE
T =B NRAN—T 4 VT T—=TVEERA =T 2 ADN—T 4 T RN TT,
Lo T, BET DA F =7 = ATEHEMNT 7 B ABRET/>TND T L 2R L

TLTEENY,

—A D syslog A v E—TDEE

B syslog — S—THRIHATRE/R T 4 AV BTG U T A v =% T — A7 L, T ORI
o, BX T T EBETEES, LT, FFEXA T D syslog A vE—U R JIZE

RSN L ZITHRT 72 a URFATESND LOIHEE LY, »no b7 —2 2L T
LAR—MNHDOBID T 7 A MICZEOFEERERGT L2, A NEBFEORAZ V7 N L Ciqt
WA BL7ZY TEET,

AES syslog H—/N—IZ syslog A v B—VZE(ET DX, ROFIAEEZFATLET,

FIE

[Configuration] > [Device M anagement] > [Logging] > [L ogging Setup] & &4 L £ 97,

[Enable logging] = v 7 R v 7 A% 4 N2 LT, ASA KT X 7268 LET,
[Enable logging on the failover standby unit] = v 7 R 7 A& A A2 LT, AZ /34 ASA IZ
xtfruaX eI LET (FTREREGS) .

[Send debug messages as syslogs] = v 7 AR v 7 A% AL T, §XTOT Ny hL—AH

HMW2AFAaJI\z

VEAVT RENDEIICLET, ZOF T arBA Rx—T M- T

WDGE . syslog A v E—UFar Y —LZERRINETA, TDOED, TRy T AvtE—

ThFRART HITHE,

AV —TRFX T A F—T NI L, T3y Tsyslog A vt— V%K

BLOEREL~NLOEE LTary Y —VEaERET HHERDHY £3, EHT 5 syslog A v
T — V&5, [711001] TF, ZDsyslog A v = IZxd 55 7 40 b DEKE LT

[Debugging] T,

[Send syslogs in EMBLEM format] &= v 7 /R v 7 A% 42 L C, EMBLEM JERX% A % —7 /L

WCLET, ZHhickv,

BEHSIET,

syslog —"—Z R v o 7 D363~ TITk LT EMBLEM £

aX T Ny Ty DA R—TIVDYE | syslog A vE—VERGETOINER S Ny T 7 OH

A RERELET,

Ny 77 DRERENRL DL, FIPPV—X—FHIINEHT7 T v a A

o m



B rroz:

FTP ®

a

L
3

ATy T17

ATvT8

ATvT9

ATy 710

ATvINn

E

ATy T

ATy T2
ATvT3

ATvT4
ATy T5
ATvT6

FVICa 7B FEFELTOHRWED, Ay — 3 EEXINET, 74V 0Oy 77 P A
R1E 4096 /N4 R T, BRh7eFiFIT 4096 ~ 1048576 T,

Ny 77 NOT—=F N EEESNDENT, £5 % FTP ——IZRAFT 25613, [Save

Buffer To FTP Server] &= v 7 R v 7 A% A4 LET, Ny T77NOT—F N EEXIND L

INCTDHEENE, ZOF =y IRy 7V AEF7IZLET,

[Configure FTP Settings] #7 U v 27 LT, FTP ——%$HE L, v 7 7 NOT — X Z1%1F

TOBIAEN T2 FTP X7 A—F 2R EL £ T,

[Save Buffer To Flash] = v 7 Rv 7 2% A2 LT, EEXTIRNINT 7 7 v o AEY

W2y 77 DNEERIFLET,

GE) ZOFTvasFt, V=T REREZF T UAXRT LR UL E— RIZTT
fEHTEE7,

[Configure FlashUsage] #7 U v 27 L, aX > ZIEATOINHA 7 7 v AE ) ORKER.

BLORERMER T REZEAEZKBHEATHEELE T, 2047 v a v a A X—7 MY

Ll AvE—UNPEMSNDT A AT 4 A7 B2, Tsyslog] EWHIARIOT L2 b

DER S IVE T,

GE) ZoFTvast, BoA—7Ty FE—FELFI T AT LV E— RTE
UEHTEET,

ASA TERTDVAT 20T DF 2 —V A A&fELET,

g Ny 7y ONBEORIFIZEH TS FTP h—X—Dar 7 4 Fal—2 g VERETHIC
X, WOFNEEZFEITLET,

FIE

[Enable FTPclient] 7= v 7 AR 7 A% AN LT, FTIPZ A4 7 hDary 7 4 F¥alb— 3
VEAF—=T M LET,

FTP —X—DIP 7 RLAZHELE T,

RfFENLu 7 Ny Ty a7 Y OMNE L 725 FTP —N— EDOT 4 L7 MU 2% 45
ELET,

FTP h—_—ltu /A v F 57002 —F—4ZRELET,

FTP r—N—~n 7 A o F 5720 D2 —F—ZIZBHEfTT b7z "2V — RE2EELE T,
NAT— REMERL, [OK]Z27 U7 LET,



¥ S IcEAT 375y 2 xUnEE [

AXVJIERATEI7 v A EYDEE

ATy
ATvT2

ATvT3

07 RNy 7y ONEENET 7 v a AT VIRET AEEOHIBREELZFEET DI1E. K
DFNEEFEITLET,

FIE

DX B TELIN 7T v a AT ORREEEZRELET (KB HAL)

MEFFT N7 7 v a AEYOFEEZEELET KBHA) , N7 T v aXEYND
OFIFREIZITS< &, FLnm ZFBRFES R L2 £,

[OK] %72 VU > 7 LT, [Configure Logging Flash Usage] ¥ 1 7 0 7R v 7 A& L 7,

tXa7 OF U TOEHE

ATy I
ATy T2

ATvT3

ATvT4
ATy

FIE

[Configuration] > [Device Management] > [Logging] > [Syslog Server] ®IEIZEEIR L F 9,
X7 X T A R—TNICT D syslog P—"—% IR L, [EBdit] %27 Vv 27 LET,
[Edit Syslog Server] # A 7 1 7R v 7 ANMFRIINET,

[TCPl| A7 v ay RE &7 U v 7 LET,

EHF 2T BF S TIIUDP 2R —FLTWRWe), 2o barzliLis &35
LT —NRELET,

[Enable secure syslog with SSL/TLS] F = v 7 Ry 7 A& A2 LT, [OK] %27 U v 7 LET,

({I:E) [Reference Identity] |2, syslog t—/N—22 5545 L7-REWEIZ%F 9% RFC 6125 S8
IDF =yl %A X—TMITHBRIDAT V=7 NELRITIHEELE T,

ZRID AT V=7 MZOWTEHELLIE, ZRID ORELZSRLTIZE W,

syslog H—/\—[Z%{E9 % EMBLEM 2 X D syslog * v —C D ERK

ATy I

syslog #r—/3—~® EMBLEM JEID syslog A v & —T &R 5121%, IROFIAELFETL £
D

FIE

[Configuration] > [Device Management] > [Logging] > [Syslog Server] DJIAIZER L £ 5,
IPv6 Z AT L7z syslog DIEER Y AR— F SN TWET,

o m


asdm-720-general-config_chapter26.pdf#nameddest=unique_1039

B 2ot n%~D EMBLEM T2t D) syslog # v £ — S DAEF;

ATY T2 [Add] %7V v 27 LT, H L syslog h—%BMLET,
[Add Syslog Server] ¥4 7 2 V7R v 7 ANERINET,
G¥) 120X =2UT 4 2 TFA MK L TRETE D syslog M —N\—OEIIH KT
4TY (BEFTI6ET) o

AT 973 syslogh—"—NEV—REDHA, ASATxF2—IIANDZENTEDLA v E—VUKERTE
LET, ERErOLAIX, Fa2a—IZANLLND A v E—VHDERIRIZRD £3,

AT 74 [Allow user traffic to pass when TCP syslog server is down] &= v 7 /R v 7 A& 4 12 LT, syslog
P—N=BF T L TODHEAICTNITO NI 7 4 v 7 2FFA T X0 ICRELET,

ASA TiX, TCP &kt X417z syslog —/3—IT syslog A v E— TV HEETHELIITRESNT
WHEE . syslog = N—ICEENBEETHE, BX 2V T A {REDT-DIZ ASA #fRHT 5

FLWEEeiad 7 a v 7 LET, syslog V— N—DEIHEL TO WA THH LW & 3Rl
HIZE, ZOF v IRy 7 AEF I LET,

UDP #5845 L. ASA IZ. syslog V— S—EEL TV D0 E 9 DITBHRZR < HFr L e
IV LT ET, AR — MEix, Ebo07a hai T 1025 ~ 65535 T, T 7+
JLU h® UDP R— X514 TF, T 74/ h®D TCP R— ~i& 1470 T,

GE) TCP T® syslog DE(FIX, A X 2 /3A ASA TlEHAR—hERTHEHA,

fthd H S5~ D EMBLEM 2R O syslog A v £ — 2 DERK
fth D> Hy F15E~D EMBLEM FER.D syslog A v & — U ZEKT 5121E, WOFINEEZFITLET,

FIE

AT 71 [Configuration] > [Device Management] > [Logging] > [Logging Setup] % &R L £,
AT w72 [Send syslogs in EMBLEM format] &= v 7 R v 7 A% A4 2 L £ T,

syslog U —/N\—DREDEMFE - (TIRE
syslog r—/"—FEZBINE T2 ITMRET 2I121T, ROFIEEZFEITLET,

FIE

ATV TN syslogh—_"— L OBEIHERT AN X —T 24 A%, Ry TXT A RIMNLERLE
j‘o
ATV T2 syslog —N"—LOBEIHERTHIP T RLAEZASLET,

syslog Hh—/3—7% ASA F 7213 ASASM & DEEICMHHF 27w h=v (TCP £721X UDP) %
B E T, UDP 721X TCP DWWz L T syslog r— =27 =X % EETDH LD

.



ATvT3

ATv74

ATy TH

ATvT6

RER T /8y T 7D syslog * v E—CDEE .

IZASA BIOVASASM ZRETHZENRTEET, v harzEELRWEE, T 744
Fo7m =3 UDP T,

25 TCPZ48ET 5D &, ASAlLsyslogV— "—DEELHRH L= X1, BX=2V T4
FOFHETASA Z#RRETHH LWERiE 7 2y 7 LET, syslog r— N—|ZfEE
MFEAE L THHE LW 2 FF A4 5121%, syslog ¥ —/3— (249 %5 EMBLEM /&
D syslog A v E—VDERK (155—) AT v 742U TITEIN,

syslog #—/3—|ZHB T, ASA 721X ASASM & DEFICHEH EN LA — MEEEZ AT LE
R

[Log messages in Cisco EMBLEM format (UDP only)] 7= v 7 Ry 7 A& A AL T, ¥ A3ad
EMBLEM A TA vt —T & m 7SS oM E I hafiELEd (Fr has s LTUDP
PERENTWDEAEICIRD)

[Enable secure logging using SSL/TLS (TCP only)] F = > 7 7R > 7 A% A4 2 LT, syslog #—
IN—= DG NS SSL/TLS over TCP DERIZ X U IR S, syslog A v B— Y ORNERIG LS
NHEIBELET, LEISCTSRIDICER L, UHIRE LIZSRID A7 Y =7 MK
DWTEEHEZMGEETE £9, FMIZOWTE, EF 27 vnX 7ok (15~—) &
ZHLTLZE0,

[OK] %27V v/ LCREFET LET,

AEO Y /18y T 7~AD syslog * v E—PDiEE

ATy I

ATy T2

ATvT3

—IF R BRATFGET & 72 DN 7 Xy 7 7 IZEE T 5 syslog A v E—VEEET HXLER D
DET, HTLWAYE=I1F VA MORRBRICEMSNET, Ny 77BN olXNilieoiz e
X, DFVANY Ty Ty T RRELTEGE . ASADR WS IEWNICR STy 7 7 Z RO R
FTHEIICHESNTVARVIRD , A v E—VFAREINDIH LNWA v E—T2k - T
EEXEINET,

syslog A v =22 NEH 0 7 Ny 7 7 ICHET DI, ROFEEZFATLET,

FIE

RONWTNINDOF T g o2 RIRL T, WEir 7 RNy 7 7I0EET D syslog A v E—T%fR
L’:‘_E‘L/ihdAO

* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filters]

+ [Configuration] > [Device Management] > [L ogging] > [L ogging Filters]

[Monitoring] > [Logging] > [Log Buffer] > [View] DJIEIZE4R L £ 9, KIZ [Log Buffer] <A > C
[File] > [Clear Internal Log Buffer] ®JEIZEIR L T, WEe 7 Ny 77 #2252 LET,

[Configuration] > [Device M anagement] > [L ogging] > [Logging Setup] DJIEIZEIN LT, HNE=
TRy T 7D A ZBERLES, 774NV bDONRy 77 4 XFT4KB TT,

o m



B nsosvor0r59va~orn

ASAIE, HTLWA v =V aB&HENET T 7 Ny 77 IZEF L, WoaldWZ oz a 7 Ry
T ONEENE 7T v a AR VIHRFELET, Ny 77 ONBZIOBFTNIARGET S &
X, ASA X, ROZA LAY TR EFHT24801Tn Y 774V EERLET,

LOG-YYYY-MM-DD-HHMMSS . TXT

YYYY [ Z4E, MM 132 A. DD I3 HAF. HHMMSS 2R, 4. B X OB TREI N ERA T,

ATy T4 PIOHFICH LA v =V 2R AFT 212, ROAT v arinb | DEBRLET,

N7 T v a AEVIZH LA ve—V%%ET HI2IE, [Flash] F=v 7Ry 7 A%
#1Z LT, [Configure Flash Usage] %2~ VY 77 L £9, [Configure Logging Flash Usage] %
ATaTRy 7 ANFRINET,

1 aX o IER]TL7T7 vy a A® Y ORKEREY KB THRELET,
2. vX LT ET Ty a AEVICRFT D R/NEEHEEE KB THREL £,
3. [OK]2Z2 Uy 7 LT, ZOXAT7TalRy 7 A%ALET,
¢ FTP —_—|ZH LW A v — % HEET HITIE, [FTP Server] T = v 7R v 7 A% F

\Z L. [Configure FTP Settings] %27 Y » 7 L %79, [Configure FTP Settings] % 1 7 & 7 7~
JAMFRINET,

1. [Enable FTP Client]| = v 7 R 7 A% A I LET,

2. FREINET A=V R, FTIPHF—A_—=IPT FL A, NZ a—PF—F4 NRAT—F
EANNLETS,

3. RAT—REHRL, [OK] 227 Vv 7 LCZDOEATalRy 7 AT ET,

REOT Ny IT7DISva~DRE

&

ATy T2

ATvT3
ATv74

Wi 7 Ny 7727 T v va AEVIHRATDITE. ROFIEZFATLET,

FIE

[File] > [Save Internal Log Buffer to Flash] OJIEIZER L E 9,

[Enter Log File Name] A 7 2 778 v 7 ANEKRINET,

BOIOA T a 2R L, LOG-YYYY-MM-DD-hhmmss.txt JEDF 7 /L b 7 7 A L4 T
27 Ny 77 ERELET,

2/EHOF T v a v BRRL, 20T Ry T77D7 7 A NAERELET,

Ry Ny Ty DTy ANLEAILTOK] %7V v 7 LET,



nYORBTERTEEREIS v A TUnsRozE ||

AJDORBETHEATRELAT ISy 1 A EDERENER

ATv T
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
ATy T1

27 OFREKTHERTFRRZRNE 7 7 vy a AT ORELZERT HITIE, WOFIEEZFITLE
ﬁAO

FIE

[Configuration] > [Device Management] > [L ogging] > [Logging Setup] Z &R L £7°,
[Enable Logging] 7= v 7 AR v 7 A% A NI LET,

[Logging to Internal Buffer] fE}# ™ [Save Buffer to Flash] = v 7 R v 7 X &4 12 LE T,
[Configure Flash Usage] %7 UV v 7 L7,

[Configure Logging Flash Usage] % A 7 2 7R v 7 ANFRINET,

a7 A NAFEHTELT7 T2 AEY ORRKEER KB CTANLET,

?7ﬁw%meMAm\W%7§/y1f%)®%kmm%m7? AR TEET,
ASA Tu V7 — X B fRFT DT OICMEILNT 7 T v 2 AT ) OR/NEEXREILIMB T
T, V\?EB7*7~)“/:L7<%Um’%féhflﬂémﬁ774’ﬂ/ L0, W77 vaAEY DZE
ERBENRESNTRADBOREE TH->TLEIHE, ASAlTRbEHV e 77 7 1 L2 HlkR
L. ﬁbwm7774w0%f%%ﬁd@®*E#%%éhéio WCLET, HIlRTH7 74
RN E, EREEWT 7 ANV ETRTHIBRL THLEX AT ORENR/NEOF &L T
Flo>TWAEE. ASAIZZEOH LW V7 7 A VA RFETXEH A,

7Ty va A VIuX T LHOICHERT 2 EE HIROR/NEEZ KB TAN LET,
[OK] %7 U v 27 LT, [Configure Logging Flash Usage] ¥ 1 7 0 /R 7 A& L ET,

ASDM Java Console Ik BiE8ksnf-T > ) DSBEOaE—

ATy
ATvT2
ATv 73
ATvT4

ASDM Java 22> Y — L&A LT, ASDM =T —®D F T )V a—TF 4 U TITRYLD., itk
SNl M) ETHFAMER TR RIBI N —TE £,

ASDM Java Console (27 7 Z A3 5I2i%, RO FIEEFEITLET,

FIE

[Tools| > [ASDM Java Console] DJIEIZER L £,
ayY—=nTmeANLT, B ORAEVHEHEREERLET,

A= TgEANLT, IR=V aLryarz2FTLET,

Windows # A7 <% — ¥ %%, asdm_launcherexe 7 7 A V& X7V Y 7 LT, AE
VEHEZEHRLET,

GE) A VEY L TORKIEIL 256 MB T9,




B =z 7Lz~ syslog # v —UitfE

BFA—IL T ELAAD syslog A v E—PMiEE
syslog A v =V EBEFA—L T FLAIGEET DI, ROFIEEZFEITLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [E-mail Setup] Z &R L £9°,

ATV T2 BFA—IN A= L LTEEFEEIND syslog A vE—VDOEEFELT FLAE LTHAT S
WA=V T FLRAEEELET,

ATY 73 B (Add) 1227V v 7 LT, f8E LT=syslog A v —VDZEHEOH LWETF A—L T K
VAZ ANTILET,

ATY T ZTOZIEHEITEET DsyslogA v E—VDEKEL~LE, FayFZ 02U A RMpLERL
FI, SEOEF A=/ T FLRIZH L TEH S5 syslog A v E—YOEKRKET 4 LV F (T
X0, BESNEERELLVLEDO A v2—UM%E SvE T, [LoggingFilters] 21 > Cg
EINTe 7o —rL 740828 FEFA—AZEFRICHEHASNET,

ATY 75 [Edit|#7 VU v 7 LT, ZOZGFE~EET Hsyslog A v E—VOBREOEKELZELTLET,
ATw 76 [OK] %27 U7 LT, [Add E-mail Recipient] # A 70 7R v 7 A% L £7,

BEFA—ILZEBEDEBMEITHSE
A= NDOZEEBIOCEREZBMEITHET 2I121E, KOFIEEZFEITLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [E-mail Setup] Z &R L £9°,
AF v T2 [Add] 7213 [Edit| 22 U v~ LT, [Add/Edit E-Mail Recipient] % A 7 12 7R v 7 2 % Fm L
R

AT T3 BWEOEFA—NVT RLAEZANL, Kay 7 X7 A RN syslog EREZEIRL 9,
HRELNVFIROELIICERSNTHWET,

« Emergency (L~L 0, ¥ A7 A0MEHAEE)
GE) HEE L~V AT 2 LT TEEE A,

e Alert (L~ 10 BIIRERFALZS 24 2E)

« Critical (L2, 7 U T ¢ J/V5fF)

s Error (LUl 3, =7 —54M)

« Warning (L)L 4, 452 0)

* Notification (L~JL 5, 1EH 7C08BRE 72 5:4)

» Informational (Ll 6, fF#A v E&—T D &)




yE—tsmrpy—i—oxE ]

» Debugging (L-V 7, 77307 Ay —Y0h)

GE) SENTEAF A= T RLANDA v —T% 7 4 V2 ) 74 58810%, [Add/Edit
E-Mail Recipient] % 1 7 1 7R > 7 2 THE LT EKE & | [Logging Filters] A
TIRTOESFA—NZEEFICH L TRE L B =L 7 4 VI DEKED 9
H, B2 RMERESET,
ATy 74 [OK] %27 V7 LT, [Add/Edit E-Mail Recipient] 4 7 1 7R v 7 A% L F7,
BIFEIRMELES Nz b U [E-mail Recipients] XA NZFKRINE T,

RT9TS [Applyl %27 Vw7 L, BENFEFATa L 74X alb—ra VIRFELET,

1) E— b SMTP 4 —/\—DETE
BEDA R MIRTAEFA—N T I7— FBLOEMOEENRL 72D Y E— b SMTP ¥—
N—%RETDHINE, WOFNEEZFEITLET,

FIE

AT 71 [Configuration] > [Device Setup] > [Logging] > [SMTP] DJIEIZER L £ 9,
ATYT2 774U SMTP H— =D P 7 RLAZ AT LET,

ATV T3 (EE) AX LA SMTP Y —_"—DIP T KL A&Z AL, [Applyl &7 U v 7 LTEEARE
BFETA T4 F L —va VITRIFLET,

a2Y—I)LiR— bA®D syslog * v tE—DEE
syslog A vE—U% a3V —)LiR— MIEET LT, ROFELZFEITLET,

FIE

ATV T ROWTNIHOFT > a a2 RIRLET,
* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filter s

* [Configuration] > [Device Management] > [L ogging] > [L ogging Filters]
AT w72 [Logging Destination] 7 7 AT Y —/L&2&IR L, [Edit) 227V v 7 LET,
[Edit Logging Filters] % A 7 12 77K v 7 ANKR S INET,

RT9T3 TRTOARU b I TAFETFFFEDA R N 7 TADWNTNDDD syslog IR LT, =
V=)L R— MIEET D syslog A v E—VEBEELET,

| ns



=M |

B et ErassHty s 3 ~d syslog 4 v —UDikfE

Telnet £7/=(XSSH v > 3 U~ D syslog A v E—PDiEE

ATy T

ATy T2

ATFvT3
ATvT4

ATy TH

syslog A vt —

syslog A v &—U % Telnet £721X SSH ¥ v ¥ g VITEETHITIE, ROFNEEZFEITLET,

FIE

WONWTNINOF T v a @R ET,
* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filter s

* [Configuration] > [Device Management] > [L ogging] > [L ogging Filters]

[Logging Destination] %7 7 A @ [Telnet and SSH Sessions] Z&R L, [Edit| 227 U v 7 LET,
[Edit Logging Filters] # A 7 12 77K v 7 ANKRSINET,

TRTOARY N I TAETIRFEDA R N 7T ADNT DD syslog 2R LT,
Telnet £721X SSH & > ¥ a3 IZEET D syslog A v E—V&IEELET,

[Configuration] > [Device M anagement] > [L ogging] > [Logging Setup] DJEIZE-R L T, HED
tyvarounX o SR A RX—T M LET,
[Enable logging] &= v 7 Ry 7 A% AL, [Applyl &7 Vv 7 LET,

CNERTE

syslog X v E— U DRTE

ATy T
ATy T2

ATvT3

ATv74

syslog A v B—UZRET HIZIE, ROFIEEZFEITLET,

FIE

[Configuration] > [Device M anagement] > [L ogging] > [Syslog Setup] DIEIZEIN L F 9,
T7AN A=V DR=2 L LTHEHT % syslog h—/S—D T A7 A v FEEREZIRIR L £
T, 7 74/ MEXLOCAL(#4)20 TF, Zhud, FEAEDUNIX VAT ATHELRHa— R
T, 2770, Ry hT—7 FARL ZAM T8O 7 7 U T4 N ENTVWA D, &
TA R TIRZOEEEE L2 TIUIRORWEERH Y £7,

[Include timestamp in syslogs] &= v 7 AR v 7 A% A N2 LT, #E S D5 syslog A vE&—
WZAA ERRAI A BN L £ 9

[Timestamp Format] K& v 7% 7 U ZFHH LT, LT — (mm:dd: yyyy hh: mm:ss) F720%
RFC 5424 (yyyy: Dd: mmTHH: Mm: ssz) &SR L £5,

17 A CRITHN R L T2 GBI B e o — =4 & syslog A v B —VICRRT 25513, [Hide
username if its validity cannot be determlned] F v IRy I AT T7IZLET, T 74/ MRE
Tix, 22—V =AW RIGE . TG0 E S 0ARAREGE, 2 —F—4AITHERRTT,



ATy TH

syslog ID X E D#RE .

e 21X, 22— —PRoTa—F—HDRDOVIINATY—REAN LGS, R LTE
I Dsyslog A v E—UT la—H—4 ] ZRTONELETT, =7 A BT H T 7L
Va—T A U TIBALTHIOI, B — P Rrm T L b TEET,
[Syslog ID] 7 — 7 MICRRT HIERABIR L E T, FEHFTRERA T v a iE, kD LBH T
T
* [Syslog ID] 7— 7 /WZF X TD syslog A v&— ID 2R AT 25 L ITHEET DHITIE,
[Show all syslog IDs] & &R L £,
* [Syslog ID] 7— 7 JVIZHIZRIGIZT 4 B— 7 /WIZ LTz syslog A v E—V ID 12 2 FK 7T 5
L ICHEET HIiL, [Show disabled syslog IDs] & &R L £,
* [Syslog ID] 7—7 /VIZT 7 4V MEDNHEE SN EREZ ETe syslog A v E—Y 1D 72
JEFRT DI DITHEET DL, [Show syslog IDs with changed logging] % &R L £ 7,
s [Syslog ID] 7 — 7 MZEKENE T Zhuiz syslog A v&—2 1D &, BURMICT 4 &E—7
JNZ STz syslog A v E—VID 2T &2 FRKRT 5 X O ITHET £I121E, [Show syslog IDs that
are disabled or with a changed logging level] Z 3R L £ 97,

AT w76 [SyslogID Setup] 7— 7 /WIZIX, ZDORENRIZIELSNT, syslog A vE—T DU R FRFER

ENFET, BETHHEADOA =V IDEITIA =V IDOFPFHZERLET, @R
AvtE—=VIDIE, T48—T7MITHZ L, TOERELVNNVEZEFTLHIEHTEET,
UZMNOHEED A v E—2 1D ZBINT 2581L. FOHPHAOKBHIZHT-2 ID @R L,
Shift ¥ —Z L7220 6 OFPHOFZICHT-HIDE 7 U v 7 LET,

ATV T syslog A vE—VICTNA A BEEND L HIFET LA, [Advanced] 227 U v 7 L&

TO

syslog ID % E D#wE

syslog A v E—VOREEZELT HI2IE, IROFIEEZFEITLET,

N

(GE)  [SyslogID(s)] 7 « —/V RIZF/REEHATT, ZOMEIKICF R S5 EIL, [SyslogSetup] A 12

&% [Syslog ID] 7 —7 VTR &N b UVIZEDIRED £7°,

FIE

AT 71 [Disable Message(s)] = v 7 R v 7 A% A2 LT, [SyslogID(s)] U A MZID BEREHNT

W5 syslog A v E—V%T 4 B—7 M LET,

AT w72 [SyslogID(s)] U A MIF/REND syslog A v E—V IDICEEFETHA v E—VOEKEOT X

YT LV EBIRLEY, ERE L VVERO LS ITER SN TOET,
« Emergency (L~L 0, ¥ A7 A0MEHIAHE)
6=3) HBEE L~V 02T LIEBEDTEEEA,




B eMBLEM Rzt syslog # v £—TAD T34 R ID DA

* Alert (b 1 HIRERHALAI 4 82)

e Critical (L~/L2, 7 U7 1 1 /VERAH)

¢ Error (L~L 3, = F—54F)

« Warning (L~L 4, 5485544)

« Notification (L~L 5, TEH7EABEE R 50F)

« Informational (L~ 6, fHEHA v E—TDAH)

* Debugging (L7, TRy T A vb—TDH)

ATw 73 [OK] %72 U 7 LT [Edit Syslog ID Settings] ¥ 7 12 7R 7 ZA&HLE7,

JE EMBLEM X D syslog A v t—ADT/AA4 X IDDH A

F 34 A ID % FE EMBLEM R0 syslog A v —I & D 5HI2IE, WOFNEEZETLET,

FIE

AT 71 [Enable syslog device ID] 7= v 7 /R v 7 A% 412 LT, FH EMBLEM JED syslog A vt —
VINTIET A AID BEEND LD ITHEEL TS
ATV T2 KOWTINOOF T a rZRIRLT, EOXIRTNAAAID AT LE0EHBELET,
« ASA DR A 44
e A UH—T A AIPT KL X

WIRLZIP T FL AT DA v 2 —T =2 A%, Ray 77X U A RpEER
LET,

7AYo T EFERT 555 1L, [Inan ASA cluster, always use control’s IP address for the
selected interface] = v 7 R v 7 A4 N2 LET,

« L
RPFOA—Y —ERLTFINEANTLET,

s ASA 7 T AKX

ATw 73 [OK] %7 U7 LT, [Advanced Syslog Configuration] ¥4 7 1 7R v 7 A& L %9,

syslog * vE—CICEHEEZIZED S
syslog A v EB—IICHM R Z B HI2IE, ROFIEZIFATLET,

.



syslog A v —CDEHIE .

FIE

X7 w71 [Configuration] > [Device Management] > [Logging] > [Syslog Setup] DIIEIZEIR L £,
AT w72 [Syslog ID Setup] #H1% T [Include timestamp in syslogs] = v 7 R~ 7 A% A2 LET,
ATYFT3 [Applyl 27 U v LTERNRERTFLET,

syslog A v t—TDEE
FRE LTz syslog A v =V % T 4 B—7 2T 512i%, ROFNEEZEITLET,

FIE

AT w71 [Configuration] > [Device Management] > [L ogging] > [Syslog Setup] DIEIZER L £,
ATV T2 T—=TNANET 4 B—TWZT 5 syslog Z#RINL T, [Edit] 7 V27 LET,

[Edit Syslog ID Settings] %A 7 2 7 7R v 7 ANFRIILET,

AT w73 [Disable messages] = v 7 Ry 7 A%A L, [OK] 227 Vv 7 LET,

syslog A v E—CDEREDEE
syslog A v =YV OERKELZELT HI21F, ROFIEELFETLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Syslog Setup] DIEIZEIR L £,
ATy T2 EREZEFTD syslog 2T —7 /N HERLT, [Edit)| 227V v 7 LET,
[Edit Syslog ID Settings] % 1 7 2 7R v 7 ANF/RINLET,

ATw T3 @R EKES [Logging Level] Ry 7 X7 UARMGLERINL, [OK]Z27 VU v7 LET,

ABUINAZEED syslog »* v E—2DTOYY

AL NA FEETREE D syslog A v E—URERINARNEL 2 IZTHI2iE, ROFIEEZETL
£

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Syslog Settings] DJIEIZER L £ 9,

| ns



B eMBLEM B2t syslog # v £E—DISF A R ID BB

AT9 T2 T—TNDsysloglD #ER L, [Edit] 7 Vv 7 LET,
[Edit Syslog ID Settings] % 1A 7 R VR v 7 ANKRINET,

RT9 T3 AU NAIEE Tsyslog A v EB—UBER SR K 127 5I21%, [Disable messages on standby
unit)| Fo v 7Ry 7 A AN LET,

ATy T4 [0K]Z 27V w7 LT, ZOXATarl Ry 7 ZAZHLET,

JE EMBLEM 2 =X D syslog A v —UIZTNA A IDEEH D
T34 Z 1D % I EMBLEM JER D syslog A v B—IICEH DI, ROFNEEEITLET,

FIE

AT 71 [Configuration] > [Device Management] > [Logging] > [Syslog Setup] > [Advanced] > [Advanced
Syslog Configuration] DJIEIZER L £,

AT w72 [Enablesyslogdevice ID] = v 7Ry 7 A% A1 LET,

AT 73 [DeviceID] #H1 T, [Hostname], [Interface IP Address] &£ 7-1% [String] 47> a > RA L %Z 7 U »
7 LET,

* [Interface IP Address] 47> a VA RIR L7-HA1F, Fay 7 X UARNTIELWA »
H—T oA ANBIRINTNDZ EEERLET,

s [String] 47> 3 > AR L72HA13, [User-Defined ID] 7 4 — /L RIZT /31 A ID % AJJ
LET, XFFHORSIE, HKT 16 XFTT,

G¥) A F—TNWIZT % &, EMBLEM RO syslog A v E—<° SNMP k7 v 727
A A ID IFRARSNET A,

ATv 74 [OK] %7 U 77 LT, [Advanced Syslog Configuration] ¥4 7 12 7R v 7 A& L 9,

NRABL AR )R DOVERK
AN YA RDERICIE, RO3OOREELMLHN L £,
e ARV N TTR
« R
« Avt—TID

BrEonX 7os5de (SNMP — =72 ) ICEETDHIHAZ L AV kYR REIERT
5121, ROFNEEZFEITLET,




ATy I
ATvT2
ATv73
ATvTAa
ATvT5

ATvT6

ATy T17
ATvT8
ATvT9

ATy 710

nxvy 7o ns0%z [

FIE

[Configuration] > [Device Management] > [Logging] > [Event Lists] DJIHIZEIR L £7,
[Add] #2 U v 27 LT, [AddEventList] # A 70 /Ry 7 A%FRrLET,

AR N VR NOAFTZAN LET, AXR—RIMEHTEEE A,

[Add] #7 V » 7 L. [Add Class and SeverityFilter] #1472 7R v 7 AF£RrLET,

Fey X JARINLGANRS N VT RAERNLET, FHTEDAARXU N 7T RT,
ALTWAET NN, A E—RIZL-TRZY £,

ey 7HZ0 VARNPOERELVZERLET, BERELWIRO LY TT,
* Emergency (L~ 0, ¥ A7 A0MEHAHR)
GE) HEE L~V 0 232 2 LTkl T £t A,

* Alert (L~ 1 BRI 4 22)

» Critical (L~L20 27 U T ¢ IV GAF)
 Error (L~L 3, =T —54F)

e Warning (L~L 4, 5485 544)

* Notification (L~ 5, IEH 7ZANBRZE 72 5 fF)
« Informational (L~ 6, fHEHA v E—TDAH)

- Debugging (L 7. FAy 7 A vl—TDR)

[OK] %72 U w27 LT, [AddEventList] ¥ A 7 7R 7 A% L FET,
[Add] #7 V » 7 LT, [Add Syslog Message ID Filter] ¥ 4 7 02 /AR v 7 A% FRrLET,

T 4 NVEITED D syslog A v E— ID £7213 syslog A »&— ID O&iFH (101001 ~ 199012
7mE) HANLET,

[OK] %72 U w27 L7, [AddEventList] ¥ A 72 7R 7 A& L FT,
HIOA X MR Y A MZERSINVET,

AX>Y9 J4IL2DETE

AXVTDIEBENDA Y E—D T4 LR DEH

X T DI A v —Y T4 X AT HITIE. ROFIEEZETLET,




B o= v5s0mm

FIE

A7 71 [Configuration] > [Device Management] > [Logging] > [Logging Filters] Z &R L £,
ATYT2 TN EEAT 50X 7 O5mEe04hia2RIRLET, ERTE 50X 7 O5EEITRO &
B TT,

« ASDM

e 2V —)LR— b

cEwf AL

« NEBS > 7 7

* SNMP #—/3—

* Syslog #—/3—

e Telnet £721XSSHE > v 3

ZDIFEMN, 2FEB DI Z A [Syslogs From All Event Classes] & 3 % H @ 75 7 A [Syslogs From
Specific Event Classes] C & #IREAEZITWET, 2FHON T LTI, ¥ 7D~
DAy =% T4 NE ) o TTHGEIMMEHT H2ERERA NS NI TARKRRIND
EN, TRTOAR RN I TR L TaFX U T 2T 48 —TMITHNEERT D&
LTEET, 3FHOHI T AITIE, BRLEaX U T D5EE~DA =% T 4 V5T
CITT LGB T AR N 7T ARFRRINET,

ATwF3 [Edit] #7 U 2 L, [Edit Logging Filters] ¥4 70 /R v 7 AeFrLET, 74 NVHX &

. e, 13T 48— NS B FIHICHOWTL, aX 7 74 v 2 O5EA (28 _—
V) EERLTLTEEN,

AX> Y J4I)L2DEH
TANAEEATHITIE, ROFIEEZETLET,

FIE

ATy T BERELUIHES N CTsyslog A v&—T D7 0 V& Y 27 %1T 9 %451%, [Filter on severity]
AT a BRI ET,

RTY T2 AU UARANMIESNTsyslog A vE—=VD7 4 VHZ U T 54T H AL, [Use event list]

T a rERRLET,

ATY T3 BRLISEEICKHTLE0X 0 72T _TT =TI T 5841, [Disable logging from all
event classes] 47> g VAEIR L F T,

ATYT4 New] 227 Vw7 LT, HILWAXRY N URREBIMLET, A0 b URARNEFHITEN
FTOHFMZONWTIE, BAZ L AN URRDOER (26 2—2) ZZRLTIIZEN,




syslog A v E—2 1D 7 4 L2 DEMEITHESE .

ATFYTS Fuv T VAN ARV N IV TRAZEIRLET, FHTXZAV N 7T 2%, fF
HALTWBT NN, A ET—RIZLoTEARY F7,

ATFYT6 Fay7EZy JRARNnS, aXod Avb—V0OBEKKEL~LEZERLET, BRELAN
JVIEIRD & B0 TY,

« Emergency (L~ 0, ¥ A7 AD0MEHIAHEE)
GE) HEE LUV 0 2T 25 2 Li3k@lo TE A,

 Alert (L~ 1, RIRFSEHAL 7S 24 )

» Critical (L~L20 7 UT ¢ 1 VEAF)

 Error (L~L 3, =T —54F)

s Warning (L~ 4, #2444

» Notification (L~/b 5, IEH72AN B 72 5:4F)

» Informational (L~ 6, fHF#HA v E—TDRH)

* Debugging (L-~/L 7, TNy 7 A yE—T D)

AT TT [Add) 227V v 7 LT, AXRVE ZTABLOEKRELLZBML, [OK]227 Y v 7 L%
h@‘o

HATOaTRy 7 ADEEHIZIE, 74 VFICH L TERIRLIZe X 7 osmiinRrnInEd,

syslog A v t—TID 74 L2 DEMEITIRE
syslog A v &— 1D 7 4 NV H ZVERRE T2 I3 E T 2 FIEIC OV T, syslog ID 3% & Ot
(23 ~=2) Z2ZMLTIZEN,

Ay—D PSREERET A IILEZDEMEITHESR
A=V DT4NE ) TIHHT DA =T 7 T AB I OCEKE L~V E BN 7213w
LT 212E, ROFIEZETLET,

FIE

AT Fay 7 X7 VARNLAXRY N VT AERINLET, ATV 7T R0F,
ALTWDLT AL R =R TRRY £,
RTYT2 FryTZ Xy VARG, aX ) Ayt —VOBERELVVERRLES, BRELAN
JVIFIRD LB 0 T,
« Emergency (L~ 0, ¥ A7 A0MEHIAHEE)

GE) HEE LV 0222 L3k T EEA,




B Lt ne 0y SRROTRTO syslog * v E—SDElE

ATvT3

* Alert (b 1 HIRERHALAI 4 82)

e Critical (L~/L2, 7 U7 1 1 /VERAH)

¢ Error (L~L 3, = F—54F)

« Warning (L~L 4, 5485544)

« Notification (L~L 5, TEH7EABEE R 50F)

« Informational (L~ 6, fHEHA v E—TDAH)

* Debugging (L7, TRy T A vb—TDH)

BB T LS, [OK] 227 U v 7 LET,

BELEEEADEADY SARADTRTD syslog »* v tE—PDEE

ATy I
ATvT2

ATvT3

7T ANDTRTDsyslog A vE—T%EBE LI ILICHETHICE, ROFIEEZFEITLE
b@‘o

FIE

[Configuration] > [Device Management] > [Logging] > [Logging Filters] Zi#R L %9,
BELIEMNEDOREE A —1"—F 4 N3 2121%, BETHH 2RI L T 5 [Bdit] 27
Uy Z7 LET,

[Edit Logging Filters] % A 7 12 77K v 7 ANKRSINET,

[Syslogs from All Event Classes] & 7213 [Syslogs from Specific Event Classes] FEIH DV T 417> Tik
EEEFL, [OK] 227 Vv 7 LTCZDEATa Ry 7 ZA2H L £7,

72E2iE, ERETOA vy E—URRNEE S Ny 77 0B ESNDEHICEEL, ERE3ID
haZ ZADA v E—VURNEe 7 Ry 77 I0EESINDIIHITHEETDIE, oar 74X
L—a UBMBREENET,

1 OD7 ZAPEEOE NI RIGEEEIND LHIRETIHEIE. Bkl it s 7 o0
BV T X T a BERLET,

syslog X v E—2 DER L — FDFIRE

syslog A v =Y DAER L — FEHIRT 212X, ROFIEZFEITLET,



ATy

B D syslog * v t—Ii T 5 L— rIROR Y 4 TE-EZE [

FIE

[Configuration] > [Device Management] > [Logging] > [Rate Limit] ZE&R L £,

ATYy7T2 L= MlRZEV L TLErFL T LL (X yE—VOEKRE) 28RLES, ERE L

IFRO IS ITEFRSNTWET,
« Emergency (L~L 0, ¥ A7 A0MEHIAHEE)
o« Alert (L)L 1, RIREGHALAN 4 2E)
« Critical (L2, 7 VT ¢ JVSA4)
« Error (L~UL 3, =7 —544)
« Warning (L~UL 4, #i200k)
* Notification (L/L 5, IEH7E03NHZE 70 5e4F)
« Informational (L~ 6, fHHA v E—TDR)

* Debugging (Lb 7, 730 7 Ay —YD%)

ATY T3 BEEIND A =D [No of Messages] 7 4 —/V RIZERENFET, /-, #RLEZE

ATy T4

XU LNV THEETED A v E—VBEHIRT DEROIERE L R 2R R EAD) 2

[Interval (Seconds)] 7  —/V RIZRRSNET, T—TAnbRrI T LoYLZ@EIR L, [Edit]

% 7 1 > 7 L C [Edit Rate Limit for Syslog Logging Level] ¥ A 72 7R v 7 2% KR LE7,

DI FINEIZ SN TIL, % @ syslog A v E—Zxf9 25 L— FMHIBROEI Y 4 CTE =3 LE
(B1 =) ZZHLTIZIV,

2D syslog * v E—2I2xd9 5 L— MIEDEIY HTEEITERE

ATy T

ATy T2

ATv7T3

ATy T4

il 2 Dsyslog A vtE—IIZL— MRZFIV Y TH, F2EFAvE—TY T I — MilREZE
BT 51T, WOFIEEZFATLET,

FIE

FEED syslog A v E—IZL— MlRZEI Y ¥ THEAX, [Add] %227 UV » 27 LT, [AddRate
Limit for Syslog Message] % 4 7 B 7Ry 7 AR LET,

PUIBED FNEZ DV T, syslog A &=kt 4 5 L— MHIFROEMNE 72 13MRE 32—
EHRRLTLEEN,

FEED syslog A v E—VIZkd 5 L — MIRZZ LT 2851%, [Bdit) 2 Y » 7 LT, [Edit
Rate Limit for Syslog Message] % 4 7 2 7R > 7 A% R R L ET,

PUBE D FNRIZ DU TIX, syslog BRI 5 L— MEROME (32 2—) 2L TL
I,

o m



B osistos 5 v b—SicnT B L— rEIBDEME - HRE

syslog A v E—U 129 5 L— FHIBBDEBMEZIEHE

FEE D syslog A v B— 2% 35 L— MHlBRZBIMEZIZEF T HI21E,. ROFEEFITLE
7

FIE

RAT9T1 FFED syslog A vE—TIZktd 5 L— MlIRZBINT 2841%, [Add) %27 U v 27 LT, [Add
Rate Limit for Syslog Message] # A 7 2 7R v 7 A& KR LET, FEED syslog A v&—II%f
T 5L — MillREZEE T 2561, [Edit] #7 Y v~ LC, [Edit Rate Limit for Syslog Message]
AT TRy 7 ARRLET,

AT9 T2 L—EHIRT D syslog A v 22—V DID ZASLET,

ATV T3 HBELZKHNICEECTE DA v E—VORKEEATTLET,

RT9T8 FFELIEA =T — NEHIRT 2BE0HAE L 7o 2 RpIEE 2 FPHEALCTATI L, [OK] &
7V w7 LET,

GE) A o=V ERIR LIZT 58546 1%,. [Number of Messages] 7 4 —/L RB LT
[Time Interval] 7 4 —/V K& & HIZT T 7 OFFIZLET,

syslog EXE(Cx9 5 L— MHIED#REE
FBE L7z syslog EHRED L— MilRAZZ T3 51201%, WOFIRZFIATLET,

FIE

ATy T FBELZEKRECEEERA v -V ORKEERELET,
ATy T2 ?E%Lt%j(f“@)‘ =V T D L— k&R B HUE L A B R 2 RV EEAL T A
L. [OK]&Z7 VU vyZ LET,
BRI A v E—VERENEREINET,

GE) A =V EHIRZ LIZT 5855 1%, [Number of Messages] 7 1 —/L REB L
[Time Interval] 7 4 —/V K& & HIZT T 7 DOFFIZLET,

BAFIvIAXTDOL— FHIBROEIY B TEEIEER

FEHENTWAY Y= (Tay 7% A4 R) ([ZHESNT, aXr 7oL — hilREZE Y Y T3
ENTEET, LEWHE EFIE) 2BETLHZLICLD, syslog A vE—TV DAL — B2
RSN ET, EHIC, 7y 7 A ZAOMHEN L VELB - L ZITEKRIND A Y
VOB EERTEET,




nsor=su>y |

FIE

RTwF1 [&E (Configuration) |>[7 /31 A& H (Device Management) |>[12 ¥ 7 (Logging) ]>[L —
MR (Rate Limit) ] ONEIZERIN L F 5,

AT9 T2 [FA4F Iy r7ax 7O — MR (Rate Limits for Dynamic Logging) ] CLAFZHEE L 7,

«[Z7wyZ (Block) ]: @ — MillRZ P H—F D LEVWMEE LTHEET 22E& 7y
7 DRGERELET,

o [AvE—UHIEE (Message Limit) ]: @fJL— MR THAISND A v —T O EZIEE
LEd, F74/L MEIX 10 TT,
ATY T3 [Applyl 227 VU v 7 LET,

ATy T4 BRFELAMEEEFE T3, FrLVEZ AN LTHEA (Apply) 1227V v 7 LET,
ARTFYTS XA FIvruXx 7oL — MlBRBEENIT DL, 74—V REEAOEFICLET,

OJnE=421)>%Y
BX T AT =X ADERIZONTIE, ROavr FEZRLTIIEIN,
» [Monitoring] > [Logging] > [L og Buffer] > [View]
ZONAL TR, B Ny 772 RRTEET,
* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
ZORA TR, VTN IA bDOu T E2FKRTEET,
* [Tools] > [Command Line I nterface]

TORAUTIE, SESERFEAHTIT 4T a~r FERITL, REERTHZE
NTEFET,

O Ea—7#%FERLEsyslog A vtE—SDT7400080) 05

Real-Time Log Viewer 33 & U" Log Buffer Viewer DfLE D A1 7 MMIKHET 5 1 DLL EOfEIZES
W, syslog A v =% 74V E ) T TEET,

27 Ea—TONWTNraEHHL Tsyslog A vE—Y%7 4 VU 75 5121E, ROFIE
EIITLET,

FIE

ATV T1 ROWTNILOF T a BRIV LET,




. N Ea—7#@ERALfzsyslog A v E—CD T4 L2125

* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
* [Monitoring] > [Logging] > [Log Buffer] > [View]

AT 72 [Real-Time Log Viewer] % 7-1% [Log Buffer Viewer] # A 7 2 7R v 7 ADWFAMNT, V—/b
/N— [Build Filter] #7 U v 7 L7,

[Build Filter] A 7 2 77K v 7 AT, syslog A v E—VIZHHT 57 402 ) v 7 EELTRE
LET,

ATvT3

a)

b)

<)

d)

e)

[Date and Time] fHI T, U 7V ¥ A A, FEERZ, BEE&HED 3 SO T a vinb 1o
IR LET, FERFAZER LG EE, BEZANL TRy FH T U X B
FIITHEBIRL, FAZfRE L 9, KEFHEE 28R L7545, [StartTime] 7 4 —/L K
DRy TZ YR E ) v 7358 HLUX—RERENET, ey Xl
A R BEAEE & BRI L, [OK]%Z 2V v 27 LE7, [EndTime] 7 4 —/L KD R
0y IEUCRMEI )y 7T HE WL —RERINET, Fay Xy R b
MOHETHEMRTRZIZEIRL, [OK] %22 Y v 7 LET,
[Severity] T4V RIZAENREREEZ A LET, E720E, [Severity] 7 1 —/L RO
TR TA 2> %7 Y v/ Li?‘ TUNEY ST HERER YA RTY Y v s LE
‘3‘ HRE1I~TE2EDHITIE, [AlZ 27 Yy 7 LET, [OK]Z27 V27 LT, Zib
E%mmmmmq&47maf/7x CERRLET, AT DIELWANERIZET
.ﬂéﬁﬂiﬁfﬁﬂi ZOWTIE, [Severity] 7 4 —/V ROLAMICH D [Info] TA 2> %7 U v L
£7
[SyslogID] 7 .t —/L RIZH N7 syslogID Z# A L E¥, F721E. [SyslogID] 7 4 —/L KD
FMO [Edit) 7A 2 %227 Vw7 LET, FH/75W/)XF#%74w&ﬁ%@*@
ZERL, [Add| 27 Vv 7 LET, [OK] 227 Y v 7 LT, ZA5HDFKE% [Build Filter]
AT TRy 7 AR RLET, BEHT2IELWANERITET D3/ B Hiz oV T
i1Z, [SyslogID] 7 4 —/V ROEMNIZH S [Infol TA 2> %7V v 7 LET,
[Source IP Address] 7 4 —/V FIZH 72 ECIP 7 KL A% AJ13 5, F721% [Source IP
Address] 7 4 —/V ROAMITIEdit] 7 A 2> %227 Vv 7 LET, H—DIPT FLAE/X
IP7 RUADOREDFIHZIEIRL, [Add| %7 Vv 7 LET, FFEDIPT RLAEZITIP
7 F U 2O % BRIV 5 1Z1%. [Do not include (exclude) this address or range] = 7 7R v
I A%A AT LT, [OK] %727 U > L, [BuildFilter] ¥4 7 077Ky 7 22205 DOHE
ZFR LET, AT DIELWABRICE S 255 721F HRIC OV TIE, [Source IP Address]
T 4=V ROEMIZH D [Info] TA 2 %227 ) w7 LET,
[Source Port] 7 o« —/ RICHZREE LA — &2 AS1T 20>, F7213 [Source Port] 7 1 —
NVROERO[Edit) 7A 2% 27 )y 7 LET, Fry T XU URAINET 4 L Z X5
DEMEFIRL, [Add] 227V v 27 LET, [OK]Z27 U7 LT, ZhbDOZE% [Build
Filter] A4 7R 7Ry 7 AR R LET, BHT HIELWATIERICEE T 55 7 i #Hic
DUV, [Source Port] 7 4 —/V ROEMNZH D [Infol T A 2% 27 Vv LET,
[Destination IP Address] 7 « —/V RIZHZR565C 1P 7 R LA % A 13 %70, £ 721X [Destination
IP Address] 7 4 —/V ROAMTIEdit) T A 2> %227 Vv 7 LET, H—-DIPT KL AE =
IZIPT7 R A EOHFAZERL, [Add| 227 Vv 27 LET, BEDIPT FLAE720E
IP 7 KL ADO#HFHZ RSN 5121, [Do not include (exclude) this address or range] 7 = » 7
Ry s 2A%d o LEd, [OK] %22V v 27 LT, ZHHDORES [Build Filter] 54 7122
Ry 7 ZZFRLET, AT LHIELWATERIZEET 25572 fF 82DV Tid, [Destination
IP Address] 7 4 —/vV ROAMNZH D [Info] TA 2 %7 Y v 7 LET,



2

h)

senayvrgenme ]

[Destination Port] 7 4 —/V RIZH #7258 — b & A )3 57>, F721% [Destination Port]

74—V ROER[O[Edit] TA 2> %7 Vv LET, Kay XX JUARNLT 4L
ARIGOFRMEREIRL, [Add] %227V v 27 LET, [OK]ZZ7 Vv 7 LT, TNHLOREE
[Build Filter] A 7 2 7Ry 7 AR R LET, BHT HIELWANERICET 257
THHIZT OV TIL, [Destination Port] 7 4 —/V ROLEMNZH D [Info] T A 2> %27 U v 7 LE
7T

[Description] 7 £ —/V RIZT A NVEZ VT THFANEANLET, ZOTFAMIE, E
HEHRHEZED, 1 DU EOXFENLRAMEED LTI EEETEET, 7L, EIan
VEEN LT TIEDH Y FHA, o, TORETIEHRILFE/NCTFRR S nET, &
Boxzr N EZRETLHIHEIX. W~ TRED £9,

[OK]Z#27 Vw7 LT, 8B LT T4 NVZ ) IR EEBR Y Ea—7T O [FilterBy] ka2 v~
Ay YA NMGEMUET, 7 4 & CFINIFRFEDORUEVE T, FILTER: 'L 7 ¢ >
7 A%, [FilterBy] Fr >y 77Xy JRAMIERRENDTRXTOHAZL T A NVEERL
i¢0_®74~wh ET7 U H LT XA NEANTHZEETEET,

ROFIZ, FEHENL OB ZRLET,

Build Filter (15 7 4 LA XFHIRK
Source IP=192.168.1.1 £7-13% 0.0.0.0 FILTER: srcIP=192.168.1.1,0.0.0.0;srcPort=67;

Source Port = 67

Severity = Informational FILTER: sev=6;dstIP=1.1.1.1-1.1.1.10;

Destination IP=1.1.1.1 ~ 1.1.1.10

725001 ~ 725003 O#iFHSD syslog ID FILTER: sysID=!725001-725003;

Source IP=1.1.1.1 FILTER: srcIP=1.1.1.1;descr=Built outbound

Description = Built outbound

ATw T4 [FilterBy] Fry 7 X v JAMDORED | DEFERL, Y —/ =0 [Filter] 27 U v 7 L

“C\

syslog)‘ =T ET 4N T LET, ZOFKEIT. TNLEOTRTO syslog A v
WhEHAINET, TXTOT4NF 527 VT T 5L, V—3—|ZH 5 [Show All]

%7 ) /7 LET,
G¥) [Build Filter] ¥4 7 a7 R v 7 A% L THRE L7 4 VX IIRFTE A,

S=n,

INHDT 4 HIL, FDOT A NVEPEREINTZASDM Y v a VORTHEYT
TO

T4ILA) VI EREDRE

[Build Filter] # A 7 0 7Ry 7 A& L HER LT 7 4 V2 ) U FREERET D121, K
DFNEEZFEITLET,

o m
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WRONWTNINDA T a v Z2RIR L ET,
* [Filter By] k7 X o URARNCETEZATILT, 74 VX ZEHBEELET,

« [Filter By] K2 v 7 &7 U A RNTT (/L& 2R L, [BuildFilter] 27 Y » 7 L T [Build
Filter] ¥ A 70 /R v 7 A% FK/RkLEJ, [ClearFilter] #27 U v 27 LT, BEDT 4 N H
ERHIERL, B LWMEZ AN LET, 2R OGEIE, FRINTCHRELZZEE L T[OK]
Vv LET,

GE) N7 4B Y TEEIL, [BuildFilter] ¥4 70 7Ry 7 ATEFR SN
727 4 VEDOIRTEHSNET,

V= N—=D [Show Alll 27 Vw735 L, T4NZ) U Z0EIL, 3T syslog
A=V NFRINET,

O Ea—7ZEALEEEDITY FOFET

WIhor Z Ba—7 2 LT, ping. traceroute, whois, X O'dnslookup =~ > K%
FHATTEET,

INbDa~y ROWTFIPZFTT 5123, ROFNEELFATLET,

FIE

ATV T RONTNLOAFT > a @R LET,
* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
* [Monitoring] > [Logging] > [Log Buffer] > [View]
AT w72 [Real-Time Log Viewer] % 721 [Log Buffer] ~A > /5 [Tools] 7 U v 27 L, FE{7dHa~vr

FEBIRLET, Eioid, FREINFFEDsyslog 2 v & —Y&L7 Y v/ LTCary7xA b
Azma—EFRL, ETTHa~vy FERRLET,

[Entering command] %A 7 2 7R v 7 ANFKRIHL, BRLI-a~vy RREEMIZ Ke v 74
T VARMIERINET,

AT9 T3 BRI syslog A v E—TDREEFEITLIP T RLUAEIFFEALIP 7 KL ADWT )% [Address]
74—V RIZASL, [Go]EZ Y v 7 LET,

BELEERICa~y F AR ERESNET,
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ATy T8 [Clear] 27V w7 LTHAZHIBRL, ZTT50l0a~vy RERkay 77Xy R RnDH#R

WRLET, BEIZ

OX> T DER

R3:0X 5 DERE

JSLTCAT v 73 % VIRLET, 5B L72H [Close] 7 U 7 LET,
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Logging

7.0(1)

SFEIERHNEEREALTASA Ry hU—7 a X JEREEMLLE
T, B 77 ANEFRRLTRET LIS v arbEaEnTnET,

WOMEHAE AN X41E LT, [Configuration] > [Device Management] > [Logging]
> [Logging Setup],

L— lBR

7.0(4)

syslog A v E—UNEREND L— FEHIRL £,

ROMWmENAEE I E L7, [Configuration] > [Device Management] > [Logging]
> [Rate Limit],

a¥xXo 7 JA L

7.2(1)

SFEIFEREE (BF LT LV ARV T TR BIORAyE—Y
ID) TAyE®—VAEETIHIDIMoa~y RCHEHIN X7 U
A NEERLET,

ROMWENAETE X E L7z, [Configuration] > [Device Management] > [Logging]
> [Event Lists],

TXaT ax s

8.0(2)

UE—b X7 RAMA~OHERIC SSL/TLS /32 & 9 IHEL £
T, ZOF TV a s E, BIRENZT 8 b 3L TCP OBFAITIET AT
j—o

OMEHAEE S41E L7z, [Configuration] > [Device Management] > [Logging]
> [Syslog Server],

Xy IR

8.0(4). 8.1(1)

0Xy T Aye—TDipaa A N2~ 7T RKT HYAR— MBS E
L7z,

WOMHEHAEE X41E L7, [Configuration] > [Device Management] > [Logging]
> [Logging Filters],
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8.2(1)

BX T Ave—UDdap AN T TRTHTHEAR— MREBIISNE
L7z,

BlEESNT-aX 27 3y 75 (ASDM, N, FTP, BL V07 I v =) %
7 VT T HEMYPR— b,

WOMEMNAZEHE SHLE L7z, [Configuration]>
> [Logging Setup],

[Device Management] > [Logging]

INAT — ROk

8.3(1)

NAT — RO AT 5% ARN— h2sBMshE Lz,

a/ Ea—7

8.3(1)

BETLIPT FLABLOSELIP T FLARa S Ea—72B8mEhE L
7=,

I Al SN =
=87/

8.3(2)

TCP Z{EH T % &L 9 ITsyslog —/"—%&XET D & syslog h—/3N— %A H
TERWEA, ASA T — "—FUOMEMH AIEEIZ 7R 5 & T syslog A vt —
VEARTOIH L WA T ey 7 LET (té:i:f VPN, 7747
VA=, Ay b AV— T aFxH) . JOKEIZ, ASADrX T
Fa—DBoEVDLEICHH LWEEREZ T oy 7375 K9 ICESRE
L. BfEIE, uX o7 Fa—n2 ) 7&8hb EHESNET,

Z OF%EEIZX. Common Criteria EAL4+ ~DOHEHLO 7= DIZBIMSNE LTz, &
FCRUVRY | syslog A v BE— VR EZETE WA TOEREZTTT5
T AHELE L 9, BERiAFF A9 5 ITIE, [Configuration] > [Device
Management] > [Logging] > [Syslog Servers] - > T [Allow user traffic to pass
when TCP syslog server is down] = v 7 AR v 7 A% A N2 LET,

414005, 414006, 414007, 414008 D45 syslog A v E—UNEAINE LT,
EHE X 7= ASDM EjfiEH 0 8 A,

syslog A v E—T D7 4
NEY T EY— ]

8.4(1)

ROV R— bR BINSE LT,

s IFEIFERH T MMIKNET HEE DT F A FCFS
= T4 NHBZ YT

1225 < syslog A >

WAL LT IV DAERL,

CAYE—VDANTIILDY—h,
A P 2L TIEE0,

M OWTIE,  [ASDM HERL A
ZOBEREIL. TRTDO ASAN—V 3 V EHAERMER D 7,
ROWANELSNE LT,

[Monitoring] > [Logging] > [Real-Time Log Viewer] > [View],

[Monitoring] > [Logging] > [Log Buffer Viewer] > [View],
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9.0(1)

ASA 5580 B L IN5585-X D7 T AKX Y v TEELTO syslog A v — VAL
DY R— FIBEMSVE LT,

OR[N &jLE L7z, [Configuration] > [Logging] > [Syslog Setup] >
[Advanced] > [Advanced Syslog Configuration],

AL A BEE D syslog
A=

9.4(1)

T2l A—nR—a T 4 X2 b— g U DARH A IEE THIE D syslog
AvE—VOERET Oy 7T LD R— MBI LE LT,

ROMWmEMNAEE I E L7, [Configuration] > [Device Management] > [Logging]
> [Syslog Setup],

syslog —/"—DtF =
T IR D 12O DB ID

9.6(2)

TLS 7 4 7 MLERE, REC6125 DBV v a v 6 IZEHRESN D — 31—
ID OfEFEN—/VZ R — T 25 K927 0 £ Lz, IDMRGEIE, syslog #—
8= ==~ D TLS #ft O PKIFERHFICE TSN E T, fnS 7z ID
MRESINTZY 77 L AID &E—HLBRWGE, Bzt EtA,

WDNR—VNEHE XjLE L7z, [ASDM Configuration] > [Remote Access VPN]
> [Advanced] 3 & UF [Configuration] > [Device Management] > [Logging] > [Syslog
Servers -> Add or Edit]

syslog #—/3—"T® IPv6
7 RV ADYR—k

9.7(1)

TCP & UDP #%H T syslog Z7ték. £, ZIET H720DIT,
ZIPv6 7 RLATHRETE DL HICRY LT,

WOBEEMNER SLE L7, [Configuration] > [Device Management] >
[Logging] > [Syslog Servers] > [Add Syslog Server]

syslog #—/3—

aXo s 77 R

9.12(1)

n¥ T Ay =IO BFD, BGP, A ¥ —7 A A, IPv6, ~/LFF ¥
A k. Object-Group-Search, PBR, /L' —7 ¢ > 7 SLAZ 7 ADHHR— kR
BinEihE Lz,

WROMEENET SN E LT [BRE (Configuration) [>[T/31 AEHE (Device
Management) ]>[A¥ >4 (Logging) ]>[A¥F >4 7 1J/L4 (Logging
Filters) ].

syslog D/V—"T /N 7 A
VH =T A AYR—h

9.18(2)

N—T Ny A H—T = A&BMLT, syslog lZFHTES LTk

DELT,

HH/ZAEFE Sh-a~ 2 F : interfaceloopback. logging host

BB/ Sz lim : [%E (Configuration) 1> [T /31 AD&y v T v
(Device Setup) ]>[A > ¥ —7 = A ADF%E (Interface Settings) ]>[1

X —7 x4 A (Interfaces) |>[b—F Ny 7 A4 Z—T A 20BN (Add
Loopback Interface) ]

ASDM ¥R — M 7.19 TEMENE L,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
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