ARP f VAR I UEELUMACT KL
A T—T)

ZOETIE, MACT RLAT—=TNVDAALZ~A XKL, BEIORTY v 7 /L—70 ARP A
VAR Va3 Y ORETFETONTHBHLET,
*ARP A VA7 a2 MACT RLA T—7Z20T (1 3—)
T T AN IRE 3—)
CARP A L AT L a v MACT RLATF—TLDHA KT (33—)
*ARP A VAT g v EZ DD ARP /XT A—Z DFRE (3 —)
s hTLUAXRT LU N E—RDOT Y vV N—TIZEBITFTDHMACT RLAT—71D (6
D)

cARP A VAT 53 MACT RL A T—7LDERE (8 2—)

ARP £ VARG 3V EMACT FLAR T—TILIZDLY
LS

TV ITNN—TDA B —T 2 A ZATIL, ARP A VA7 g 0% [ BeErbhik
LET, LD ARP DERTEE I AX VA AT HIEHARETT, 7 U v J—70O MAC T

RLRAT—=TNDHAF< A ARTEET, TIZiE, MAC AT —7 ¢ JIZxk3 B85 &
LTCOAZT 47 ARP=> N OBINNEENE T,

TNV N—T FrS T4 YI9DARP A VARG 3y

FIFNITIE, TV T N—FDRA L NR—DFTTRTDARP N v RIS NET,
ARP X7 v FO 7 a—ZHIET 5121%. ARP A VAT Vg U EAENCLET,

ARPA VAR v a Nl o> T, BEOHDLZ—FRMOFA hoL—21272 0 FFF (ARP
AT =T 4 T EWTND) OEFIETEET, ARP A =T 4 VI DNFFAI STV D &
(HPRE ) WBEEZTHZEnbY £3, 2L 21X, FA NN ARP ERE 7 —h T = A L—
ZICEETDE, F— b2 A N—F I~ V=2 V—HDMACT RLATIEELET,
72120, WEBEIL, =X DMACT KLU AT BWEE DO MAC T KL A THID ARP IHE
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ARP A YARY L3 vBEEUMACT FLR T—T |
B vcrrizxs—on

a3

ZARAMIEELET, 2T, HEBET, T_XTORZA NN T 7 4 v 7 2RITZEL TUL—
HITHRIETE L L9170 £97,
ARP A VAR g vy w AT AL, ELWMAC 7 RL AR EZFHNICEEMTONTZIP T R
VANASRT 427 ARPT—T7 NVRNIZHDHRY , WEFIIHEE D MAC 7 KL AT ARP i
BraXETERLIRYET,
ARPA VAT v g v HHAMET D &L ASAIL, T XTDARP/X7 v FINOMACT RL A,
IP7 RLA, BIOEEILA X —T A A ARPT—T NVHNOAZT 47 = b b
WL, ROT 7 a v FETLET,
cIP7 KL A, MACT FL A, BIOEETA LV F—T A ABARP= M) L —FT 3
BaE. Ny hEmaEEEd,
*MACT RLA, IPT RL A, FRF3A 0 F—T =2 A TR—ENH 55 E. ASAIT/N
rvbeRay 7 LET,

cARP X7 v RS AZT 4 v 7 ARPT—TNLHNOEDZ L R L —F LR WEES, 7y
FNed XRTOA L H—T =2 AZHEE (TT7 T 4> 7) T, FliiFaey 745K
INZASAZ R ETX E7,

N

GE)  HFHH® Management A > % —7 = A AL, ZD/3T7 A—H ) flood
WCRESNTWDEETHY Ty N2 7Ty T 4 7 LERA,

MAC7 FLRX T7—TJ L

TV oY IN—TEHHT L5566, ASAX, @FOT Y v UFEITAA v TF LEBKIZ, MAC
T RVAZFEELTMACT RLA T—TNLEERLET, TXAARTY v T —Tf%
BHCR7y haEETDHE, ASARMACT RLAZET RLA T—7/WZBIMLET, 7—
TITMAC 7 RLAREREITLA V2 —T = A APREEM T ST D728, ASAIL, 737 >
FRIELWA VH =T 2 ZANBETNA AT FLAREENTWAZ RN £4, 7
VoD IN—TF A R_R=MD 77 4 v 7IZIZASA X2V T 40 R v—RNEHSh 57
W, X7y FOSEHEMACT RLART =T MZEENTWARLTEH, BHEDO7Y v D L)
W2, TRTCOA U HF—T 2 RGOy N ASAN T T v T 47 3THZ L 1EH0 £4
o RV, BB SNTZT A AETILY T— b T3 ZAZHF L TRO N v S &R
LT,

BB ST TN AD b ASAITSESE IP 7 R L A2kt LT ARP Bk & 42 Bk
L. ARPISEZZE LA —T oA AEFEHLET,

c VE— b TAAL ZAAD/T b ASAIISESEIP 7 R L A~D ping Z K L. ping )& &
SELIEA V=T oA 2AZFEHLET,
TEONTy ME ey I ET,

N—TF v RE—RTIE, IR_XTDOAL L HF—T 2 A ATHIP Ny vOTT T 40 T o7
TaryTHAMITEET,
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FTIAILEE .

—

TIA4I MRTE

cARPA VAR v g VEFAIMILIZGA. T 74/ FRETIE, —H LW 7y MI7
SyF 4T LET,

A FIVIMACT RLAT—T N NYUDF T4V DEA LT MEIZS ST
7,

e T T7FNDETIEH, EAVHE—T A AE T 7 4 v 7IZAD MAC T KL R % BEIMIZT
HL. ASAITRET 2= FU A MACT LA ST—7LIZBIILET,

\)

(GE)  Secure Firewall ASA 1V v X7 w REARL, AT — K7L
BT YAk TGRSR B2V ey P LET, VEYy
kX R TIEL 2Ny OZEHMACT KL AN ARP 7 —7 b
DN 7T o FIZHEDOTIRESND DT, EGINH N
v b (B o EERGSNET,

ARP f VAR VEMACT7 KLR T—TJILDHA
A

cARP A VAT v ait, 7V oY IN—TTOLrYHR—rENET,

*MAC 7 FL A T—TNHMERIL, 7V vy INA—TFTORYR—FFINET,

ARP £ VAR 3 &EFDthd ARP /XS A —Z DERTE

TV TN—TTiEI, ARPA LV ART g A R—TNCTHIENTEEST, FOM
DARPRFA—Z X, TV oV T N—TEN—FT Y RE—FRKDA L F—T = A ZADMH ST TH
TETEET,

FE
AT TN AXT 47 ARP=> F)DiBEIE, D ARP RT A —H DI AT~ A X (4 3—) I
T, AXT 47 ARP= L FUZBMLET, ARPA VAT 3 VITARP Xy M &

ARPT—TNVDAXT 7 ARPT L b LT ADT, ZOMEEIZIZAHXT 7 ARP
T M UNKETT, ZOMD ARP XT7 A —X HRETEE7,
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B <57 vompIorynEmE. 1O ARP S A—SDHRETAR

ATy T2

ARP A v AT g v OEME (52—) TS TARP A LV AT L a v E2HMCLE
j—o

A2 T4vYARPT F)DEME. HMODARP/INTA—FDHRET

4 X

ATy T

ATy T2

TV ITN—=TDT 7NV NTlE, TV TN—T AN~ f X —T = A A D ARP
2Ny METRTHFATENET, ARP X7y b7 o —%#lfd 51215, ARPA VAT I3
VEAAF—T I LET, ARP A L A7 g 0d, ARP /X7 v & ARP T — 7 /LD A X
T4 w7 ARP TV hU LHERLET,

N—Ty RAUE =T oA ZADEGHE, AZT 427 ARP =2 M) 2 A TEETH, BHFIX
A FI v = b THH TT N—T v R AU Z—T oA ADYA, BRI NTH
A NIRRTy FEEET DO ARP T— 7 ABMEF SNET, EHEFIZIP 7 FLA T
7y N OFESE AR L E T, 4 P ry MTBIFDEBEO Ny MEMEIX, A —FF v b
NMCTFVX’WfLiT w~&itifx%i BRIy NU—7 TRy

MR T OMER S LA, IP T R WCBEEAT T B 7 MAC 7 R L A& BERT % ARP
g*%%hb\Mwmﬁ_%ofﬂﬁ/b%WMCThvx IRELET, A MELIEIL—
HIZIZARP 7T — T NVINMEE END 72D, BENMLEZR/Nr v T LI ARP %;k%%ﬁﬁ“éz\
%i%@iﬁh ARP7—7/UiX, ARPJEEN Ry NU—7 ETEEESNDLTRNNIH AT v

WCHEHSNET, —EMMEH S 2ol R U, X4 LAT U Li‘?}‘ T hUMN
EL<@w%ﬁ(t&z X FTEDIPT RLADMACT RUANERINGERY) | #H
LWEHRCEH SNDRNZZDOZ S NUBRF A LT 7 N TEILERSHY 7,

NIV ART LU N B—RDOEFE, BEN I 74 v IR EDASA LDOBO T 7 0 w712,
ASAIZARP T —TNDHFAFT v 7 ARPZ M) DR EHEHALET,

ARP Z A LT U ha XD ARP MEARETHZ L b TE T,

FIE

[Configuration] > [Device Management] > [Advanced] > [ARP] > [ARP Static Table] DJIAIZ 5%
WLET,

[Add] %#2 VU v 27 LT, A¥5 4 v 7 ARP = b U ZEMLE T,

[Add ARP Static Configuration] % 1 7 12 7R v 7 ANRFRINET,

a) [Interface] K2 77X 7 U X b, ARA Ry NU—=JIZH SN TWHA U F—T =
A AZEIRN L £77,

b) [IP Address] 7 4 —/V RIZHEARDIP 7 RLAZ AN LET,

¢) [MACAddress] 7 4 —/L RIZHRA ROMACT KL AZAJJLET (00e0.1ede.3d8b 72 &)

d) ZOT7 FLATTaXTARP Z#FEITT HI2IE, [ProxyARP| T = vV Ry 7 A%A L
i‘g‘o
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AR 1 w24 avoant [

ASA T, FEESNZIP T FLUAD ARP EREZZETH L, HBESNTZMACT KL AT
A LET,

e) [OK]%27 VU vZ7 LET,
ATvT3 57/(7” v 27 ARP =2 MU D ARP # A L7 U M &RET HI1Z1EL, [ARP Timeout] 7 4 —/L I
WA A LET,

ZDT 44—V RTIE, ASAN ARP 7 — 7 LV Z BT 5 £ TOR %, 60 ~ 4294967 F0 Dl
PACERELET, T 74V MI1440080TH, ARPT—7 VA2 EMEET D &, HEMIZH LW
RAMEROAEH I, HWAA MERPHIFRESNET, A MERITHEBRIZEE SN D=
O, XALT U NEELSTLHIERNKNBEILRDIGERH Y F7,

RTw T8 YT Ry T\%ﬂﬁﬁﬁﬁ”% {21, [Allow non-connected subnets] F = v 7 7R v 7 A% 4 Z
F9, ASAARP ¥ v =2l BEERINEY 7Ry kb= R 7‘7%7771”»
N CEHEENTVET, mw%%//1%47 TMILT, MEER SN TRy FEED
%.’) é: HLTEFET, X2V T4 VRIZEZFFHL W ARWEAIE, ZOBES A X —7 9
ITHELE L A, ZOREREIX. ASAIZXHT 5V —E A (DoS) WEEZMET HHE
75% D 353“0 EEDA =T 2 A ADZ—FRKED ARP JLEEZEXEL T, A= U T
ASAARP 7—7 NVINHSNDAHEMENH Y 97,
WORREZ T 258013, ZOREEZEHTL2MLERS L AREERNH Y 7,
e H T TRy R,

c NI T 4w VEEEDOKEL— D7 1% ARP,

ATYTE TRCDOA L H =T =2 A AD 1 o720 D ARP /X7 v M9 521X, [ARP Rate-Limit]
T 4=V RIZEEZATILET,

10 ~ 32768 DHFHCTHAASI LET, T 74V MEIZASAET NI L > TERYVFET, ZD
fEIZ ARP A h— A KBET-OICH A~ A A TEET,

ATv 76 [Applyl 227 U v/ LET,

ARP A VAR L a3 DEMIE

ZOHETIE, 7V Y INV—THIZARP A VAT T a kA RX—T VT D HEIZHONT
AL ET,

F&E
A7 w71 [Configuration] > [Device Management] > [Advanced] > [ARP] > [ARP Inspection] ~XA > DJIEIZ
HEIRLET,

RATYT2 ARPA VAR v a A X—TNMITHA L H—T = AfTaRR L, [Edi) %27 U v L
£7
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ARP A YARY L3 vBEEUMACT FLR T—T |
B 's5oxx7L 02— FOTU VS TL—TIEFEMACT KL F— T L0

[Edit ARP Inspection] # A 7 2 7R v 7 ANERENET,

RATY T3 ARPA VAT ¥ a kA F—TMIZT 5HIZIE, [Enable ARP Inspection] = v 7 Ry 7 A%
A LET,

ATv7T4 (LE) —BLZRWARP X7y b& 7T w7 ¢ 74 %IZ1%. [Flood ARP Packets] &= v 7
RNy 7 Aed N LET,

FITFNVETIE, AXT 47 ARP= MU DEDERIZEH—FH LWy hS, 5T
DA LE—T oA AR T RTDOA LA —T oA ANSB 7Ty FENET, MACT RL &,
IP7 RLVRA, FiFA v F—T =24 A TR—EDRH D556, ASAIT/ Ny Me Ray 7L
F9,

IDF 2Ry I RAEAF7ITDHE, —H LW ry MIT_XTrRry7EnEd, 2
2k, 2T 497 = M IZHD ARP 7217728 ASA i@+ 5 L 9IRS £,

GE) Management 0/0 £721X0/1 A VX —T 2 A AHDHWEIY T A o X —T =24 ANH D
BE. IRoDA B —T oA AT, TONRNFA—ENRT Ty RICHESNTNT
bRy b T Ty RLERA,

ATw 75 [OK], #WT[Applyl 22 U v LET,

KSOURRFZ LU ME—FOITYSHIL—TIZBITS
MAC7 FLX T—JILD

T, TV ITN—FDOMACT RLATF—T N E AR~ A RXT5HHFEICHON T
LET,

TS OIL—TDAET4v9 MACT7 KL ADIENM

WE . MACT RL AL, BHEDOMACT RLAMWSLD T 7 4 v I RA B —T =4 AT A
7L EIC, MACT RL AR T—7 M ZEIICEBMENE T, AXT 4 v 27 MACT KL AL
MAC 7 RV A T—7/BIMTEET, A¥ T 47 =2 M) ZBINT25F 580 1212,
MAC A7 =T 4 V TIZHILTEDLZ RV ET, AT v 7 = MY ERLCMAC T K
VABRFDOITAT VMBS, TOAZT 47 = M LW v X —T = AT T
T4 w7 EFEFLEIELEGES, ASAIZ NI 747 % Fay 7L, VAT A AvE—
EERLET, A¥T 47 ARP=V N EZBINTAHLEEIZ (A¥ T 427 ARP=V YD
BIME, D ARP NT A= DHAL <A KX (4X—=V) BBW) | A¥T 427 MACT
KL A x> FUIEMACT RLR T—7 W ZHEIIGBEMSLET,

MACT7 KL A T —TNNZAHT (w7 MAC T RLAZBINTAI121%, kOFEEZFEITLE
KR
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ATy
ATvT2

ATvT3

ATvT4

ATy TH
ATvT6

MAC7 LR

&
ATy T2
ATvT3

RTv74

ATy TH

mac 7 kLzs—=vs0%z [

FIE

[Configuration] > [Device Setup] > [Bridging] > [MAC Address Table] <1 > =N L 7,
(A7Fvar) MACT RLA U FURZA LT U FTHETMACT FLX T —7VHIZ
¥ pHE 23 E9 521X, [Dynamic Entry Timeout] 7 4 —/L NIZfEZE AT LE T,

ZOfEIE, 5 ~720% (12fH) OHFEPHATEELET, 50037 741 FTT,

[Ad] 7 VU w7 LET,
[Add MAC Address Entry] # 4 7 a2 778 v 7 ANRERINET,

[Interface Name] K2 > X 7 A kv, MAC 7 R U A ZBEHEMT 5TV EEETLA v
A —T oA AR ET,

[MAC Address] 7 4 —/L FIZCMAC 7 KL A& AL E T,
[OK]. #\W T [Apply] 227 V7 LET,

— — g En'l_l_l

T—ZTDERTE

TNV T, HEA LV E—T A AFERBINT 740 v 7D MAC T FL A& HEBIIZEE L,
ASAITRISET A FUEZMACT RLA T—7/WZEBMLET, HEISCTMACT KL
ATG—= T T =T MITEETR, ZOHE, MACT RLAEZT—TIVIAZT 4 v
TIWGEBIMLU7ZenWE, T 7 40w 7N ASA ZiRRC&72< 720 ¥4, L—7F v KE— KTIZL,
TRTCOA L Z—T 2 A ATIHIP Ty NDOT T T 4 T EHIMITEET,

MAC 7 RL AT —=0 7 REREIZTHIZE,. WOTFNEEZFZEITLET,

FIE

[#m (Configuration) ]>[T/34 REHE (Device Management) ] > [F£#Z%FE (Advanced) >
[FV w2y (Bridging) 1>[MACS—=2% (MAC Learning) [DJIEIZER L E7,

MAC 7 —= 7 %7 4 B—=T7 VT DI, A v ¥ —7 = A AMTEER L T, [Disable] & 7
Vw7 LET,

MAC 7 —=2 7 % WEA F—7 NMIZT 5T, [Enable] #7 VU v 7 LET,

FWP ARy NOT T T 4 T BT HITIE, [FEIPVA-IPV6 37 v R D ARB/eMACT KL
ADT T T 4T EANTT D (Enable flooding for unknown MAC address for non IPv4-IPv6
packets) | & A 2 LET,

[Applyl 27 U v 7 LET,
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ARP £ VANY L 3

ARP f AR L3V EMACT RLR T—JIILDERE

ARP A YARY L3 vBEEUMACT FLR T—T |

YEMACT FLR T—JILDERE

WEER T35y bk BERETEHR
TA—LY)
I) —Z
ARP A VAT g v 7.0(1) ARP A VAT v ait, T R_XTDOARP X7 v +D

MACT7 RVA, IPT FL A, BIOKEELS ¥ —T =
A A%, ARPT—TIVDAXT 47 T I LLH#E
LEd, ZOEIL, hT U AT LU N 7747
TA—E— R, BIWOIN) THED hT AT L
VRE—FREA—TFT v RE—KRKDOTY o T N—T DA
VH—T oA ATHHATEET,

arp. arp-inspection, 3 J O show arp-inspection =~ >/
RpEASNE LT,

MAC7 RL & 5—7 )L

7.0(1)

N7 AT LU ME—F, BLWLTN) THESL LT
VART LY bE—REAL—T v RE—ROT Y w27
N—T DA H—T 2 ADMACT KL A T—T L%
HAR< A RXTHZEHLTEET,

mac-address-tablestatic, mac-address-table aging-time,
mac-learn disable, ¥ J Ufshow mac-address-table =~ -
RIS EASNE LT,

Mg SN 7%y FOARPF ¥ v ¥ =
DB

8.4(5)/9.1(2)

ASA ARP ¥ ¥ v ¥ = |21, BEEER I TRy b
RN SY/PR= = N il 7L75\T7j‘/1/ FCEENTVET, £
720 ARPF v v v o |[ZRIBER SN T Xy NEED
HIENTEDLEITRVELE, BEX=2UT o URS

ik LTV RWERIE, ZOBEEY A X —7 T 5
ZOIFHERE L A, ZOBRRIZ. ASAIZXT o —E
2 (DoS) WEBEZMETLLA1RH Y £7, (FED
AV H =T 2 ADT—HFNKED ARP JZ&E & 15E L
T, 4> F VU TASAARP T — 7 LN H 515 AJRENE
N E£9,

ROEREZ T 25613
HLAREMENDH Y £,

T U TRy b,

Z OFRRE & i 3 2 WL BN

e NS T 4w ZEREOFKEL— DT 2 X ARP,

RO A
Management] >

WEF I F L7, [Configuration] > [Device
[Advanced]> [ARP] > [ARP Static Table],
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ARP 22 <5 aveMACT KLR T—ILoRE [

HERER TS5y bk HBEBETE R
TA—L)
1)—X
HAH <A RA[BEZR ARP L — bR 9.6(2) I BHT-VHFTEND ARP N v OB KRB ARTETX

¥4, FT7 4/ MBEIZASAETIZ L > TR $9,
ZOfEIZ ARP A b — L WBEEE 72D AF <A X
T&EFET,

IROM AR SFvE L7z, [Configuration] > [Device
Management] > [Advanced] > [ARP] > [ARP Static Tabl€]
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B owrerozxxsavemac7 LR F—TL0BE

HRER PAAR EETRER
T4+—L1)
J—2X
Integrated Routing and Bridging (IRB) 9.7(1) Integrated Routing and Bridging (¥t 5/ —7 1 > 7B LW

TV o) E, TV ITN—T =Ty KA
B—T 2 A A EIN—T 4 T T HEREZ AL L £,
TV I N—T L1, ASADIL— DR VIZT Y v
TEA LB =T 2 A ADTN—TF D LT, ASA
IZ. ASANRN T 7 A 70—/ & UTHERE Lt D TR
DTV T EFRBVES, OFED, A F—T = A
AMOT 7 AHNFATE I, BEDOT 7 AT Ut —
MREDTRTEITINET, LAk, hFZ AT L
YT AT A=V E—RTOLT Y v VT N—T
DORENRRETE o272, TV v V7 N—TThO/NL—
TAUTIETEEEAT L, ZOBEZEHTD L.
N—T Y RITZ7AT AL ET—RDOT Y v J)L—
TOHEL., TV oI A—THBLOTY v S —
TEN—T RA LV H—=T = ABON—T 4 T %3
TTExET, 7Y oY I —71%, TV v IREA v
Z—TxAA (BVD) 2L T, 7V v I A—TD
F—=hozAE LUTHEET D ko T—T 47
WZEMLET, 207V v V7 —TITHRET H ASA
FIZBIDA > 2 —T = A4 ANRIFET DA, Integrated
Routing and Bridging (IRB) [F4MHBL A ¥ 2 A A v F O
Hlicfo s FEEZRMIELET, L—T v FE— FTIL,
BVIIARIfTEA v Z—T oA ALY, T HAL—
JLR° DHCP H—_"—72 EDO—FOEREIZ, A /3 — A
VHE—=T A A LI ERNCSINTTE T,

AT LY N E— R THAR—FENDH~</LT 2
VTHRARNT—RRLASA 7 T AL T DEFEREIT,
=Ty RE— T FA—rENFEHFA, wLVTFFx
AR N—=T 4T EEALF I T —T 4 T DB
H. BVI Tl A— S EdA,
WOBEHENER SVE LT,

[Configuration] > [Device Setup] > [I nterface Settings] >
[Interfaces]

[Configuration] > [Device Setup] > [Routing] > [Static
Routes]|

[Configuration] > [Device M anagement] >[DHCP] > [DHCP
Server]

[Configuration] > [Firewall] > [Access Ruleg|

[Configuration] > [Firewall] > [Ether Type Rules]
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