BEB7ItX

Z OFETIL, Telnet, SSH, L OHTTPS (ASDM Z{# ) #EH TIY AT LEFDT-DIT ASA
T 7 AT DL, 22— —EFRREB L OFFA[ 425 ik, BLOr A v RN —%2ERT 5
FHEIZOWTHA L1,

EBUE— L T RBADORE (12—)

o« VAT NEIREH AAA OFFE (19 X—)

cTNARAT I EADE=ZY T (40 ~—)

cEHT 7 ADERE (41 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

HTTPS. Telnet., E£7-IXSSHMD ASA 7V XA DKTE

ZDIETIE, ASDM B L TICSM, Telnet, £721L SSH 72 &, HTITPSIZ ASA 7 7 ¥ A Z & ET
DHFEZOWTHBHALET, ROTA RTA 02 LTLIEIN,

CASA A U H—T 2 A RIEBT JEAOBMTT 7 BATHIZiE, RAMIPT FL A%
AT 27 7 8AN—VITRNED Y FH A, BEROIX, ZOEOKHOBMIUAE> TE
BT 7Y AERESTDH LT, 272U, HITP U XA L7 b &% E LT HTTP Bt
Z HTTPS ICHEWICY ¥4 L2 b4 512iX, HTTP 2571957 7 B X L—ZfGuhk
THILERHDET, £HLARNVE, AV F—T oA APHTTPAR— &2 U v AL TEE
.

e ASA~DEENL— N ERDBAH =T 2 A ALSDA L H—T =2 f A~DEHT 7 AL
PR—FINFERA, 2R, BEHERA IS L F—T oA AHDGE. IEA
VH—T oA ANOHEHEEBREH ORI TE T, ZOL—LOFISNT, VPN Z T
LT EDHTT, VPN b R LICERT 7B AORE (123—) 2B LT
<&,

* ASA CIELL F OGN RIS NET,

EETIEX .
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B rsom. zotos 547 roHTIPS 75 £ 2 DERE

c AVTHR AR TEITRA S DO RIFF Telnet #2777 L, WREZRGEIE, HK 100 D
HFERN TN TOar T X2 bOFTHEFISNET,

c LT FARTEITRA S SO SSH Hifi 2 FF el L, ATREZR Y B, SR 100 O
ERENT XTOarTHZX ORI THRIENET,

e ITNATHRARE—RTIE, &K30DASDM [l v g, v L Far T
FAPNE—RTIE, 20 TFHFAPNTEITHRRS ODORKEASDM v g U &2EHAT
X A2arT XA MITHRKN32 D ASDM A A X o AOFERNARETT,

ASDM t v 3 Tid, 2 OO HTTPS #f M H S E T, —HIXHEITFAET HE
=HAT, b~ HIIEFEETo- S TFETIRELEEH T, =L 2.
YNF AT HRARNE—R VAT LADASDM T v g OHIBRA 32 DF4E . HTTPS
tyva L ed ITHIBRENET,

U NALTHARNE—RELIZIUTF AT EITRK 6 ODIE ASDM HTTPS
FfE >y g ERAFRERES) . X3 T0aryTF 2 MY TRAKEZIT 100 D
HTTPS v 3>,

ASDM. ZDMDI SA T2 O HTTPS 70 L ADHTE

ATy

ZOWETIE., ASDM R CSM 72 ¥, HTTPS IZ ASA 77 B A& ET D HIEICHOWTIHH L E
—é‘o

MUA % —7xAALETSSL ([webvpn]>[A > % —7 = A ADHZME (enable interface) ])
& HTTPS 7 7 £ 2 DliJi AN LT=34 . https/lip_address 726 ©¥% 2727 54 7> b I
7 7B ATE, https://ip_address/admin 7>%5 ASDM (ZT7 72 ATEET, EH 5 HAR— b 443
ZHALET, HTTPS OFBFEL AT S (CLI, ASDM, & Nenable 2~ K7 7 & A58
FEDFIE (22 %—) ) HAIEL. ASDM 77 B ZAHICHIOR— b 245 ETHHERH Y £
D

1R BRI

cTNATF AT HRAR T RTE, 2T HFRNETAN—ZATROFIEEZ EITLE T,
VAT A Ar74Xal—varypbaryrF¥A b ary o ¥al—ra iz
%1Z1%. [Configuration]>[Device List] ™A > C, 7277 4 T 72T XA ADIPT KLADTF
WZHDarTxRANMEZTVI Y v 7 LET,

FIE
[Configuration] > [Device M anagement] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &

JEIZZEIR L, [Add] 227 U v 27 LET,
[Add Device Access Configuration] %A 7 B 77K v 7 ANKRINET,

AT w72 [ASDM/HTTPS] Z#ER L £,

. EETIEX
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ATvT3

ATvT4

ATy TH

ATvT6
ATy 17

ASDM, 20105 547>~ HTTPS 75 2 20EE ]

BHA LA =T 2 A AEBEIRL, FATHRANIPT RLARELT, [OK] 227V v 7 LE
—é—O

AR EA L E =T 2 A ABRELET, 7TV v IN—TOHE, TV I—T X
NAVE—T oA ABEELET, VPNEHT 7 2ADH (VPN b 2% LIZEEHT 7
TAORRE (125—2) Z2Z2RLTLEIW) OFE, AHifME BVIA 4 —7 =4 X %45
ELET,

RIEFA ERERE A ERIZ 9 H1TIE, [Specify the interface requires client certificate to access ASDM] 78
WMCTIAAA| 227 Vw7 L, A v H—T A AL ATV a v TiEAE~Y y 72RELE T, FEH
vy T ERET 2%E. TOEAE~ v 7 LB UL, BRI L EE A, FERE
~ v 7 &VERT % I21E. [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] >[I PSec] > [Certificate to Connection Map] > [Rules] # £/~ L £9, FEfIc OV T
X, ASDM FEBIEGEFEORE (23 X—2) SR L T ZS 0y,
[HTTP Settings] 3% E L 7,

* [Enable HTTP Server] : HTTPS ¥ — X—Z A%z L £,

* [Port Number] : R— FESEZRELET, 774/ ME 443 TT,

« [Idle Timeout] : ASDM #£#5tD7 A R/VZ A LT 7 M 1 ~ 1440 53 OFFH TRE L £ 77,
T 74V ME 204 TT, ASA X, RE LI T A RAREED ASDM Hife 2 BT L £
R

» [Session Timeout] : ASDM v a Dy arH A LT T e 1~ 1440 53 OFFH CTFX
ELET, ZOIALT T MIT 74/ P TENIZR>TOES, ASAIL, BUE L7-HIH
Z 2 7= ASDM ki 2 YT L £9,

+ [Connection Session Timeout] : ASDM, WebVPN, B3I OMhD 7 T4 7> FEELrTXTD
HTTPS #2t D7 A R X A LT 0 b % 10 ~ 86400 P ORI THRELET, ZOXA LT
7 MIT 74V F TR/ TOVET, ASATE, BRE LM T A ]\/Vﬁ(ﬁg@ﬁﬂ%tﬂ
Wr L4, [Idle Timeout] & [Connection Session Timeout] D i /5 2 5% & L 7= %341%, [Connection
Session Timeout] 2MESE SV E T,

[Applyl #7 U v 7 LET,

EE) T TP R—=RDOHTTPS 7 74 7> b7 ASA D HTTPS —E A|IZT 7/ AT
EHEDCTHZENTEET, T 741 FTiX, ASDM, CSM. 3 K TVREST API 3 #F A &
NTWET,

2L DHEMZ ZA4 7 b (python 74 77 V| curl, wget 72 &) 1%, 7 v AV A MEROBE

(CSRF) h—7 v _R—=2DBFEE YR — K LT Wz, ZNbHD7 T4 7T v hAYASA K
AFRGES R EMEH T2 L 2#WMICEFRAI T 20BN H Y £9, EX2 V7 0 LOEENG, &
i) TAT V NOREFAITIHMLERDH Y 97,

a) [Configuration] > [Device M anagement] >[Management Access] >[HTTP Non-Browser Client
Support] ZER L, [Add] =27V v 7 LET,

b) [User-Agent String from the HTTP Header] 7 . —/V RiZ, HTTP EXR® HTTP ~v ¥ —IZH
527 74T h® User-Agent LFHNEHETE L £,

EETIEX .
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SERTRSUFHNFE I ITE 0 SCEHN R E CE £9, Ho3CFINT OV TIL, User-Agent 3C5F
FIOFFAE B L CWARENH Y T, BX=2U T 4 2L T57DICmER LTI %
BEIDLET, UFHNITIIRLF-E/NLFREINEIND Z EIZERELTLESN,

7= & Z1E. curl [ZKRD User-Agent L5 & —FH L £ 7,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl |, RO User-Agent XFH| & 1x—EH L EH A,

abed curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

CURL [X, K ® User-Agent L7 & 1E—E L E£H A,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

SSH7 UVt ADEERE

ZDOIETIX, SSHICASA 77 B AZRET D HIECOWTHMBHALEST, ROFA RIA4 0%
ZRLTL I,

e F/. ASAA LV HE—T A AZSSHT 7 EBADODBTT 7B AT AEDIZ, RARNIPT
RUVREHFRTHT 7R L— LM H Y AL, 2087 va OFEIZHES T,
SSH7 7B ABRET HHLENH D21 TT,

c ASA ~DRENL— KR DAL E—T 2 APUHNDA L H—T 2 A~DSSHT 7 & A
A= bhSNFETA, 28 21X SSHER FBWERA X —T oA ATH HGE. ML
AUE—=T 2 A A~OEEEBEROAFGTEET, ZO— L OFIFMNE, VPN EEE
MLTEBEDHTT (ASASSH 24 v 7 TOZRYR—FENET) , VPN ko xLa/
LIEEHT 72 A0RE (123—2) Z28RLTLEE N,

cASA L, TUTHRARNE—DE—RHTVHRKS DORFESSH#Hi L, X CTOa T
XA PMIELNY S NTZHRK100 DEREZTAE LET, 72720, &FEa~ Y NIEE
SNV Y—RAEay 7 THAREMEND DD, TRTOLEENELLEHAENS LD
I, —FEIC1 OO SSHE Y v a v TEHEAITHIMLENH Y 77,

« 77 4/ hTlE, ASA L. OpenSSH [ZH-5< CiscoSSH 2% v 7 ZfiH L £4, by
(2. MEDASASSH A% v 7 BT H2 L b T&EEJ, CiscoSSH TR EZ VAR — kL
Tl/\ij—o

« FIPS O Y&

L ARAABLIONA—T V=R A 2 =T 4 D OEF AT ERIN e E
CiscoSSH A% v 7 IRk EZYVHR—F LAWNWZ LIZEELTLTEE N,

s VPN ZN LTERIDA v #—T = A A~ SSH (&7 7+ R)

. EETIEX



| gE7 +Z

ATy T

ATy T2
ATv7T3

ATv74

ssi7o20%z |

* EDDSA F—~7

e FIPS E— R RSA F—~7

IS DOERENVERESIT. Bl X%iXx ASASSH 2% v 7 2T ALERH Y £,

CiscoSSH A ¥ » 7 Tl&, SCPHEREICE TOEENH Y £9, ASAcopy =2~ REEMHL
TSCPH—NLEDMTT7 7 A VEa bt —F5IT1F, ASA TSCP ¥ — "7 x> hAEA b
D SSH T 7 ERAEHINT H20ERH Y 7,

SSH =Yg 2 DHNYR—FENET,

SSH T 7 # /v ha2—H =L I R— Sl L, pix EFidasax—¥F -4 L
0/ A XAT— RTSSH 2 L CASA 128+ D Z LN T& <2 £ L7, SSH
ZEFT 5121, AAAFRAEZ % L ([Configuration] > [Device Management] >
[UserSAAA] > [AAA Access] > [Authentication] DJIEIZEIR) | ft T —hla—HF —%
EFRT HMENH Y £7 ([Configuration] > [Device Management] > [User SAAA] DJIAIZ 5%
) ., B—HN T —=HRX=2DRb V|2 AAA P —_—ZBFEERT 5568, v—L
WAL Ny 7T v 7OFEELTREL T 22880 LET,

3D BRI

YNVF arTXFANE=RTIE, 20T HFA NI TAN—ATROFIELZFETLET, VX
ThLhAUT 4 Fal—arnbarTxFAL aryZ 4 ¥ab—3a YD EZ LTI
[Configuration] > [Device List] XA > C, 7277 4 TR T A ADIPT RLADTIZHDH A
TXARNGEX TN Y v LET,

SSH A% v 7 % &+ 5121, [#m (Configuration) [> [T/34 A B (Device
Management) ]>[SSH X % J’) (SSH Stack) (D[ AT & (System) | A_X—ATRELETE T
L\i‘é—o

FIE

[Configuration] > [Device M anagement] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZER L, [Add] 227 VU v 7 LET,

[Add Device Access Configuration] % A 7 1 77K v 7 ANFR I ET,
[SSH] %K L%,

WA LA —T oA AEBIRL, FTEHRARNPT RLARELT, [OK]227 Vv 27 LE
j‘o

LR EA =T 2 A RABRELET, 7V oY IN—T084, 7)o T —F A
NAVE—T oA RAEBELET, VPNEET 7 2DH (VPN N BN L& T 7
TADOHRE (12—) 2ZBL LIV DS, 4RiftE BVIA ¥ —7 =4 A%f5
ELET,

(f£7) [SSH Settings] ##% & L £,

EETIEX .
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«[SSHA ¥ 7 (SSH Stack) ] : [ASA] £ 7= [Cisco] ZIBIR L F 7,

GE) ~NFarFxFARE— KT, [#K (Configuration) [>[7T/3 REE
(DeviceManagement) ]>[SSHR % v ¥ (SSH Stack) |#ZM L T 7ZE W,

* [SSH Timeout] : 1 ~ 60 /32 F¥ A L7 U MEFHELET, T 74NV MEISHTT, 774

VOB T RICETELDT, EERIOTARNE T TNV a—TFT 0 T INT T
SETTHETIEH, EDICEELTEBNTLI &N,

. [«*\'“*ﬁ%ﬁ?ﬁi/‘ﬁ% k% — (Key Exchange Hostkey) ]: 7 7 #4/L hTli&, ASA 1%, F7ET D

%4, EdDSA, ECDSA. RSA DJEIZF—Dffi 277 F 9, RSA F— % BI/RAJICERN S
éﬁAi 2048y N EDOF—ZERTHLERHY T, 777 L— FOHEHED
72T, ASAITT 74/ FOFRA MF—REMEHA I TWAEAIZOHR, LY/
RSAFRA FF—ZHHLET, RSAF—DVR— MIFROU Y —ZATHIERESND TE
ThdID, Kbz, P FR—FENTWAMOF— A TEFEHT L 2RO LE
7T

« [DH¥—2cHft (DH Key Exchange) | (BFH 2T %A hDOR) %4547 a0 RA

v %2 Y v 7 L7, Diffie-Hellman (DH) F—7%Z#/ L —7 %8R L F7, DHZ L—7
X — S R AFEE L&, DH 7 /L—7 14 SHA256 O — A5 M S E4,
DH % — 28D 7 IEDOZERIC OW T, REC4253 2B L T &V, F—3#a |3
a7 XA NTOAFECTEET, ZOEITTXATO U THFANCHEHINET,

AT975 [Applyl 27 U 7 LET,
ATvT6 SSH = — W —iRGE & 7% RELET,

a)

(/AU — R 77+t AH) [Configuration] > [Device Management] > [User SAAA] > [AAA
Access] > [Authentication] DNEIZEIR L F 7,

AAA FEFEIX. [Public Key Using PKF] 47> g U MEE SN2 —W—4 12450 —h
/W\F'aﬂ%—afn& WL EHA, ASATIE, AF—FGEICKI L, v—h LT —H X—
A &REBRENEH LE T, SSHRRREIL, /AT — REFfoa—HF—£4ICDhH %@Liﬁo
g— A a—F— NN E IR — REEH XA LS 123 AR, ZoF
JIE 24 L C e — A L ERGE A B AR AOIZRRE L NXU—P77tX%%ﬂ¢5M%ﬁ%@
£7

[SSH]| F=v 7 Ry 7 A%A A LET,

[ServerGroup] K12 v F & 7 U A Kb [LOCAL] 7 — & _X— A (£721XAAA Y—3—)
IR L E 9,

[Apply] #7 U v 7 LET,

m—HN a—F—%BINLET, 2= =T 7 ERZAAA YV —"—ZHHT52LHT
XETH, m—h N -V —LOHEHEZHESLEL £9°, [Configuration] > [Device
Management] > [User SAAA] > [User Accounts] DJEIZEIN L, [Add] 227 U v 7 LET,
[Add User Account-Identity] Z 4 7 2 7R v 7 ARERIINET,

P KL R2AT— B AL, Nxv%F%%%LiTon%%amﬂxv%F%ﬁ
ifcﬁ < /\Eﬁﬂ?"wu uﬁ%gﬁﬁmj—é \ /QX U — }‘fzﬁ L/VC:L"'H‘“‘%MEEE?—%) Z <1_f %?&

. EETIEX
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2)

h)

ssi7o20%z |

BLET, AF—RIEBLORR Y — ROWHF2RE LSS, 2—F—lZnFholk
ETbr AU TEET (ZOFIET AAA FRREE BRIV _a&wa: BE) .

EE) Hxoax—F =T8I, NRAT— FRFETIE < ABF—REEO A, £
Ol OREEEZ AT DI21E, ROWTNNAOSA 2R E T,

» [Public Key Authentication] : Base64 Cx > 21— K I 72ABF—IThE 0 £ F 5,
ssh-rsa, ecdsa-sha2-nistp, F721% ssh-ed25519 raw ¥ — GEBAEZR L) &ALk A[RE7(T
BEOSSH ¥—/£kY 7 b7 =7 (sshkeygen 72 &) ZMHHL T, ¥—%&4ARTEE
T BEFEOXF—2F T 28 61%, F—XSHA-256 /> > a i L T b &t
T Ny va F—2at— LT DT 55A1E. [Keyishashed] = v 7Ry 7 A
EACLET,

PRREX— & HIFRT HI21, [DeleteKey]| =27 UV v 7 LT, MERAA T TRy 7 A%k
Tbi—a‘ IJALAHE‘%\’ %ﬁ”l‘%—a‘éiEA X [YCS] I UwT L. mquf\’ 7&‘{%%‘?‘6&5/\
E[Nol %7 U v 7 LET,

[Public Key Using PKF] : [Specify anew PKFkey] = v 7 Ry 7 A% 7 U w7 LT, XA
fx—>77 A4/ (PKF) T7#+—~v b&fLizF— (4096 ' Fif) ZHED ST 5
A AR—F LET, Base6d JEA T AT 2ITIIREFTELHF—ITTZDOT7 +—
~y M LET, 7L 21X, sshDkeygen ZfEH L T4096 & >~ ]\ X—EER L,
PKFIZEBL T, ZDOXA v TAUFR—MLET, BEFEOF—2FRTHHAX
SHA-256 vy v a L T Sk shEd, Ny dafdF—aabt— LT%DH%@
VENH HA1E. [Public Key Athentication] X1 > 225 2 ' — L, [Key is hashed]

F v IRy I AeA AT LTH LU ASA DA ZEEY (T £ 9,

FOREF— & HIBRT 5121, [DeleteKey]#27 U v 7 LT, #ERAAT O Ry I Ak
ALET, BAEF— %ﬁ”ﬁ??‘éiﬂ/\ [Yes] #7 U v 7 L., ibx—Z2RET 256
IMNol &2 Uy LET,

[OK] %27 U v L, %W\ C[Apply]l 27 U v 7 LET,

X —_T AR LET (WELASA OFEOH)

ASAv DA, F—_XTIZBEAZICHEMICIER SN E T, ASAv ZRSA F—0DHEHFKR— |k
L/iﬁ‘o

a)

b)

<)
d)

[#&RL (Configuration) 1>[T/\4f REH (DeviceManagement) |>[FEBAZEHE (Certificate
Management) ]>[IDZEBAZ (Identity Certificates) ] DJIEIZEIR L £ 9,

[Add] 7 U >~ 7 L. [Add anew identity certificate] 7' a > R¥Z %7V v 7 LET,
New| &2 Vw27 LET,

[F—<7%BM (AddKeyPair) | ZA TRy 7 AT, A4 TFLH A REHELT[S
I <HARL (Generate Now) |27 U > 27 LET,

HEHSNDT 74V bOF—7 1L, BdDSA., ECDSA, RSA T7, RSA OHIE, 2048
vy NAEDOH A XERIRLE9, RSAF—DOV R — MIfFROY UV —ATHIBRENS T
ETHDHID, bz, VR —FENTWABMDOF—Z A T2FEHAT L L 2BEIO L
£,

EETIEX .
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F—_TEZERT DT THLD, GEAFEDI A TR IRy 7 A ed ¥y L TEE
ﬁ—o

GEx) EdDSA 13 CiscoSSH A% v 7 TlidH¥h— b ZnEHA,

ATY T8 (f£H) SSHEEED BT A TY XA LEAWT AL TY A LEHRELET,
a) [Configuration] > [Device Management] > [Advanced] > [SSH Ciphers] OJEIZ®EIN L £,
b) [Encryption] Zi®&R L, [Edit] %27 Vv 7 LET,
c) [SSH cipher security level] K2 w7 Z 72 U 2 KinG, IROWTIND L-UL %R L F
7
e AT, VA MESNIEICER S ET, FaEZINTY X M T, K5 HFRAD
LEWVWOIET, RbBENEF2 Y 71 IZEHY Y THERTWET,
o [T (AID ]: TXTORFEHZL (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
chacha20-poly1305@openssh.com aes192-ctr aes256-ctr) ZFEHT25E51F, Z0oF 7=
CERBERLET,

s [Custom] : #AZ LG5 A N U T H2RETHHEIXIOA T a U &EIRL, [Cipher
algorithms/custom string] 7 4 —/L RIZFKMEHA Y v 72 an  TRY>TADLE
_a_o

« [Fips] : FIPS %t D5 5 (aes128-cbe aes256-cbc) DA &EFEHT 551X, Z DA
Tva U EBERLET,

[ (High) ]: JEE ORI D A (aes256-cbe chacha20-poly1305@openssh.com
aes256-ctr) T H2HLEIT. 2047V a VEBRLET

o [Low] : BREEDME, 1, mDRE S 57 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr) ZMEHT2HGEIL. ZoOF T a v ERIRLET,

s [Medium] : 58233 L OV O/ 57 (3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr) ZEHTHHGEIL. 24T a v 2RIRLET (5
TEVE)

d) [Integrity] Z 4R L, [Edit] 227 U v 7 LE£7,
€) [SSH cipher security level] K2 v X7 U A Kb IROWTAND L 2RI L E
7

« [All] : TXTOKES 53 (hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5
hmac-md5-96) M35 &L a4aEL £,

e [Custom] : W AZ LG5 A N U7 HRETDHEGAIXIOA TS a & 3IRL, [Cipher
algorithms/custom string] 7 4 —/V RIZEREFZA MU 72 an o TRY->TAHLE
o

s [Fips] : FIPS xfit~ Dl 5 5D #H (hmac-shal hmac-sha2-256 ) ZfEE L £ 7,

s [High] : RENE OB 5 DA (hmac-sha2-256) #HEELET (F 7+ b)

. EETIEX
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o [Low] : BREEAMK, . & D5 520 (hmac-shal hmac-shal-96 hmac-mdS hmac-md5-96)
BRI DA, ZOF T a v ERRLET,

* [Medium] : 5823 H 36 X OVE DR 55720 (hmac-shal hmac-shal-96) A f§E L £,

ATV T EXaT7abt—H— =M X—TWIZLET,
a) AVTHFANE—RIZLoTRDOLIICHEHRY FT,

o V7V E— FOA, [Configuration] > [Device Management] > [Management Access]
> [File Access] > [Secure Copy (SCP)] DJRIZER L £ 77,

s ¥ /LT E— RDOEA . [Configuration] > [Device Management] > [Device Administration] >
[Secure Copy] DNEIZEIR L F 7,

b) [Enable secure copy server] = v 7 Ry 7 A A A LET,

1

&OFITIE, Linux F 72 1% Macintosh > 25 A D SSH O ILH F—% 4% LT, ASA IZ
AR —FLET,

1. 2 B =a2—% CTEIDSA ARF—BLOMEx—%24ml L E9,

dwinchester-mac:~ dean$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/Users/dean/.ssh/id ed25519):
Enter passphrase (empty for no passphrase): key-pa$$phrase

Enter same passphrase again: key-pa$S$phrase

Your identification has been saved in /Users/dean/.ssh/id ed25519.

Your public key has been saved in /Users/dean/.ssh/id ed25519.pub.

The key fingerprint is:
SHA256:ZHOj£Ja3DpZG+gPApIASPYCEY0+Vzo2rkGHIpplpw8Q dean@dwinchester-mac

The key's randomart image is:
+--[ED25519 256]--+

| . |

| o

| . . + ot o

| .E+ o ++.+ o
|B=.= .S o= .
| ** oo00. = 0o .

| o .. *.+.0
| . . OO...
+----[SHA256]----- +

dwinchester-mac:~ dean$

2. PKFERICF—HLEHLF T,

dwinchester-mac:~ dean$ ed .ssh
dwinchester-mac:.ssh dean$ ssh-keygen -e -f id _ed25519.pub
---- BEGIN SSH2 PUBLIC KEY ----

EETIEX
I
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"

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80fW20216g4trnf7gwie5Q
--—- END SSH2 PUBLIC KEY ----

dwinchester-mac:.ssh dean$

3. F—%7VyTAR—RZav—L%E7d,

4. ASDM T, [Configuration] >[Device Management] > [User JAAA] > [User Accounts]
DIEER L, 2—P =4 &38R LTS [Edit]) 227 U » 27 LE$, [Public Key
UsingPKF1 %27 U v 7 LT, U4 ¥ RUIZHF—280 1T £,

8no Edit User Account

Identity Enter the PKF-formatted authentication key for a user.

Public Key Authentic

Public Key Using PKI
= VPN Policy

This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.
Current hashed key: 04:b9:47.f3:69:67:7a:93:87:60:c2:00:0f bc.aB8 . 25:63 . 4e:ad:04:6a:5d:98:70:2f.3d.5f.32:24: 1c.e7.6c
(¥ Specify a new PKF Key
File to import from: Browse

(*) Paste key data in PKF format:

p4ECEIDaM +561+yf73NUigO7wYkgorzjml LrZRDLVeqtj8Q9g D 3MgsV+PkICSGig
QbfYxXHUSwWLAWxhUbA/xOjuZ 15TOMa7KLs 2u+RtrpQgeTCTHIhEO+xKh93gw
CO1kuMrRANRzza0byLeYPSIvBLVBEBACwlgrXSa+w/tV] awIWUg  rapekKloz3ts
pBEGAFzU+Z7pVR13IBIINUNIHASTIUAZ mbcciluCM2we (tVgMPYIl+xgkAkuHDkE
Wezyd +4EUMDCGZVeQ +corKTLWFO IwllieRk llaCzjComGY ZdzrQT2mXBcS KONV
JruTCnKpCNWIL7vd/sRCHYHKsxjsXR15C/ 52gHmCTAaGOulg0Rjo34+61+70P
Wwml9e3eH2PudZd+rjldedfr [IrislEBRJWCLoR /N +xsvw VWM 1Qgwlul4r99ChZ
NRxCQOY/7K771Q==

==== END 55H2 PUBLIC KEY -=---

Delete Key

304000

5, 2—VNASAICSSHTE A Z LR LET, AU — RiZid, F—T7 DEK
BRZISE L7 SSHF — 2T — FEZ AN LET,

dwinchester-mac:.ssh dean$ ssh dean@10.89.5.26

The authenticity of host '10.89.5.26 (10.89.5.26)' can't be established.
ED25519 key fingerprint is SHA256:6d1g2fe20vnh0GHJI5aag7GxZ68h6TD6txDy2vEwIeYE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.89.5.26' (ED25519) to the list of known hosts.
dean@10.89.5.26's password: key-pa$$phrase

User dean logged in to asa

Logins over the last 5 days: 2. Last login: 18:18:13 UTC Jan 20 2021 from 10.19.41.227
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.

asa>

WIZ, ASA~DSCP By a v OBlERLET, HHEANDITTA TV v b,
SCP 7 7 A MIRIEZEFEITLET, /=& 20E, Linux Tldkoa~<r FEANLET,

scp -V -pw password [path/]source_filename
username@asa_address. {disk0|disk1}:/[path/]dest_filename

VIINEEZELET, -pWRHEEINTWRWEESIX, XRAT—-FRDOANEZRD LT
0y RNERINET,

B gE7s+tx
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Telnet 7 7 © A DEXTE .

Telnet 7V L XA DETE

ZDIETI, Telnet IZ ASA 77 B AZRTET D HIEIZOWTHHALET, VPN o RLNT
Telnet Z AT 2 A2 EE . HHLEWVEF 2T 4 4 X —7 = A A2%F LT Telnet 134 H
TXEHA,

1R BHEIIZ
TN F AT HFARNET—FRTIE, ITHFANETARLR—=ZATROFEEFEITLET,
VATA AT A FXal—arhbalryTXR AR ar7 40X a2 l—3 g U0
5121, [Configuration] > [Device List] XA > C, 777 4 72T /XA ADIPT KLADT
WCHDaVTXARNGEL TN ) v LET,
¢« ASACLIIZC Telnet L TT 7 B A4 A%, vJ A /"R T—RK&Z AL FET, Telnet
AT ARNCFBH TRV — RERETHLEND D 17,

FIE

A7 w71 [Configuration] > [Device Management] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JIEIZEIR L, [Add]Z27 Y v 7 LET,

[Add Device Access Configuration] %A 7 2 77K v 7 ANERINET,

AT w72 [Telnet] IR L £,

AT T3 EFHALUF—T oA AZBIRL, FA[THHRARNIPT RLAFELT, [OK] 227 U7 LE
—g—o
ZHIfTEA v A =T 2 A ZAEELET, TV P IN—TDHEE, TV ITN—F A
NAUVH =T 2 A ABFEELET, VPNEHT 7B ADH (VPN h Lz LIZEHT 7
TADOHZE (12%—) 2Z2BLTLLEIW) OGS, 4RiftE BVIA V¥ —7 =4 A% 5
L,:._E’ Li‘g‘o

ATy 74 ({£E) [Telnet Timeout] Za%ELET, T 74NV DX A LT 7 MEIXS 55 TT,
RATv 75 [Applyl 27 U v 7 LET,
AT YT 6 Telnet CHEfET HHNC, BT AV NAT—RERELET, 774V bORAT—REHY £
A,
a) [Configuration] > [Device Setup] > [Device Name/Password] DJIEIZER L £,
b) [Telnet Password] i}k C [Change the password to access the console of the security appliance]
Frzy IRy 7 A%A T LET,
) HWARARTU—=KZANLT FHLWASADHEARIZZDT 4 —V REZEHIZT D) . HL
VAT —REANL TG, ERELTHLWNAT—REFANLET,
d) [Applyl %7 U v 7 LET,

EETIEX
I
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B rsom7oexE1355472 FLRSSLVPN OF=66D HTTP U 54 LY +DRE

ASDM 7 7 2R E1=EV 547> L X SSLVPN Df=6bD HTTP ) &
1LY FDERTE

ASDM 721327 74 7> h LA SSL VPN %4 | L T ASA [Z856 9 5 2%, HTTPS &4 3
HMLENRHY F3, FEMED I, HTTP EEH A2 HTTPS IZU XA L7 452 LR T
XFEJT, LExFE HTTPZ U XA L7 b 952 LICL 5T, http://10.1.8.4/admin/ F 721X

https://10.1.8.4/admin/ & A7 L. ASDM f#)X— THTTPS 7 KL AIZT 7 EAT&E £,

IPvd L IPV6 D FD N T 7 4 v 7BV XA LT RN TEET,

1R BHHIIZ

BE. RARNIPT RLABRHFATEIT VA A— WINEHY A, 72720, HTTP U &
A V7 FOEDIZIE, HITP 2R T AT 7 B A A— L E LT AMLERL D ET, 95 L
BNWE AV E—T oA ANHTITP AR— b2 ) v AU TEEH A,

FIE

AT w71 [Configuration] > [Device Management] > [HTTP Redirect] DJEIZER L £,
FIIF, BUERES N TWDA A —T oA AL VEAL LT NBA v H—T oA ATHME
SNTVDEIMNE I PERLTNET,
ATYFT2 ASDMIZHEHAT A 2 —T7 A4 A%ER L, [Edit] 227V v 7 LET,
AT w73 [Edit HTTP/HTTPS Settings] ¥ A 7 2 73R v 7 ATRDOA T v a v EFRELET,
* [Redirect HTTP to HTTPS] : HTTP k% HTTPS I U ¥ A4 L7 RN LET,

« [HTTPPort] : 4 ' Z—7 = A ARHTTPHEHED U XA L7 MIMENT 5K — M afRE L %
I, F 7+ I8 TT,

ATvT4 [OK] %7V w7 LET,

VPN o RIILEZN LE=-BET7 L ADEE

HBA L H =T 2 A ATVPN b 2ZANKIH L TWBEE, BlOoA v X —T 2 AT 7%
ALTASA ZEHTHIZE, TOA B —T oA AEERT 7 8A A H—T A AL LT
BETHLENRHY 4, 28213 SN A v Z—T = A 205 ASA ICALHA IR, Z O
HEZfEM LT, ASDM, SSH. F72!3 Telnet #H THHEA o X — 7 = A ATHfpid D70, FMED
AU —=T 2 A ANBAD EZIINEA  F—T =4 A ping FATTEET,

A\

GE)  CiscoSSH A% v 7 T 5E (ZARTF 740 FTT) | ZOMBEIL SSH TIIHAR— k
SNFEH AL

EETIEX
2| I
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Firepower 2100 75 k74 —L E— K F—4 4 2 8—T 24 2T XS EET 7 £20%E [

\)

GE)  Z OBEEEIX SNMP TV AR — b & EH A, VPNIREO SNMP D4, L—T v A
A —T7xAATSNMP AT HZe2BEIDOLET, V=T RNy A F—TxAAT
SNMP 29 57l EETY 7 B AKEE AT H2LEIIH Y FHA, V—TF Ny 71X
SSH THH¥rE L £

ASA ~DFEN— F DA E—T oA ALUSNDA L H—T = A A<D VPN T 7 & A FH
R—=FENFEHA, 2EXIE, VPN T 7 BARHNEA v X —T = A ATHDHEE, HEA v
B —T 2 A A~DEEBEROLHIGTEET, HEOT FLAZRZDLENRNE ST,
ASADEHET 7B AFREA L F—T = A4 ADOVPNEZ AN L, ARIfERZHH LT 7ZEW,
BTHT 7/ AL, IPsec 7 74T b, IPsec ¥4 K], Easy VPN, ¥ =727 717> kSSL
VPN @ VPN kv V& A4 FRETIT2ET,

1R B
T OBREITEHEHA VA — T oA AT R— N ENEF A,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [Management Interface] D JIE
WZEIRLET,

AT w72 [Management Access Interface] K2 v 77X U A b Fa VT 4 BigbEmnA v ¥ —7 =
AZ (NEA v H—T =2 R) ZIFIRLET,

Easy VPN I LUV A RM#E] F o L TiX, 4RI EBVIZEETCEET (b—FT v RE—NK)
ATv T3 [Applyl 227 Vv 7 LET,

BEA =T 2 ZANED L Toh, BENEPRFEITa T4 Fab—va VIRFESE
RS

Firepower2100 75 Y b 4 —L E—KFT—F A V2 —T A1 ATD
FX0S DEET It XADERE

F—l A B =T 2 ANST T v b7 F—LF— RO Firepower 2100 D FXO0S % &9 % 15
A+ SSH, HTTPS, BLUSNMP 7 7 ERAZFHETEET, ZOMREIX, 714 X% U E—F
TEM LD, BH /1 ZBESNIZ%y b — 2 ISR A A& bET, Zhid. I
BNy NI —27 EOFXOSIZT 7B AT H720DRA T 4 77 FIETT, ZOWEEEA
T DL, a—HINT 7 ERH L TORER I 2 LT tnTExES, 27

L. ZOMEEZFEALRNS FXOS DEH 1/1 160 ) F— N7 72 AT THZ LT
FHA, ZOBEEIZIX, WHARX (T7408) ZERALIEASAT =% A2 —T A A~
DKNTT 47 OWEEPMLET, FXOSEHS— YA % 1 D FRETCEET,

EETIEX
I
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B rreponer2100 759 F I A —L E—F F—5 428 —T T4 RTH KOS DEET & £ RDRE

&

ATy T2

ASA X, FXOS 7 7 B RZIFEHER— F A L £, BEER—NIFELCA ¥ 7=2—AT
ASA WMERT 27200 THRIENTWET, ASANFXOSIC M T 7 4 v 7 Zlnkd 5 & X2, IE
DR — MI 7 1 b a2 L2 FX0S A— MIA# S ET (FXOS ® HTTPS AR— k
WBEELERA) , X7y FEHRIPT FL A (ASAA VX —T7 A AIPT FLA) %, FXOS
THHTLIRHT FLRICEfSNE T, BELT FLRAFERESREYA, VT 74090 %
RIEE, ASAIIBEDT —Z V—T 47 T—TNEFERALTCELWHEIA v H—T =4
AHERELET, BT 7V 75— a v ODASAT—HIPT RLAIZT 78 AT 584, FX0S
2—YP—ZEHEHL eI A T HHERH Y £F, ASA 2—V—L X ASAFHET 7B AD
AEAH I NET,

ASA T —H AU H—T 2 A ATFXOSEE N7 7 4 v VHGEENNCTH L TEET,

ZhiE, 72 ZIESNMP R v 7 NTP & DNS DY —_"—T 7 & 2 BICHBE T, T 74
JU R TIE, FXOSEPE b7 7 4 » 7 Bitki%. DNS BLOINTP O¥—"—j@g (A~—F V7
Ny =7 T4 TRETHE) HOASANGRA VA —T = A ATHNNZ 2> TOVET,

18 H B HEIIC
TN AT HFADN E— RO,
« ASA FHEHF A X —7 = A AFERIN L £,
cASAT—H A L HF—T A AIZVPN F R EHH LT, FXOSICEEET 7 AT 252
LIXTEEHA, SSH DEHER & LT, ASAIZ VPN #fi L, ASACLIIZT 7 AL,

connect fxos =< > K& L CFXOSCLLICT Z7®ALE9, SSH, HTTPS. BL W
SNMPV3 IEBF 5L TE D72, T—H A LV H—T7 = A A~OEBEFEGRITLETT,

*FXOS7— MUz ANASAT —H A H—TxA A (TT74/NVHK) IZNT T 4 v &G
ETDEIICHESNTND I LR LET, 7 — MU = A OREDOFEHIT OV T,
[getting started guide] ZZH L T2 &V,

FIE

ASDM T, [Configuration] > [Firewall] > [Advanced] > [FXOS Remote Management] % i8R L &
—g—O
FXOS UV E— MEREZ AN LET,
a) FTES—rar v KU T, [HTTPS]. [SNMP], F721% [SSH] Zi&R L £ 7,
b) [Add]Z7 Vv 7 L, EHEFFAT 5 [Interface] Z 7% E L. B4 7F 7] 3 5 [IP Address] &
REL, [OK|Z27 Vv 27 LET,
Ia a4 FTENEHOT S M) ZERTEE T, LTOT 7 40 MEZEH L7
WAL, [Port] %X ELE T,
«HTTPS 5 7 # /L k 7R— k : 3443
* SNMP 7 7 4 /L b "— b : 3061

«SSH 7 7 4/ b AR— K : 3022

. EETIEX


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/asa-platform.html

| gE7 +Z
avv—n s 79 rozE |

ATV T3 FXOS N ASA AV H—T = A ABEMEPEG ARG TEDLLIICLET,
a) FES— 3 v KT [FXOS Traffic Initiation] % 3% L £ 7,
b) [Add]Z 27 VU7 L, FXOSEH T 74 v/ Bk ET HMERHD ASAA v F—T = A
AEAIMILET, 774V TR SRS =T = A RTET > TVET,
ATy T8 [Applyl 227 U v 7 LET,
RTw 75 EH1/1 O Chassis Manager (ZHift L £3 (7 7 4/ b Tid, https://192.168.45.45, == —H—
4 admin, /AT — R : Admin123) |

AT 76 [Platform Settings] # 7% 27 U » 7 L, [SSH], [HTTPS]. F72I1% [SNMP] ZHNZ L £,
SSH & HTTPS 15 7 # /L h THEZ 2> TV ET,

AT w71 [Platform Settings] % 7 C, HHT 7 B AT 5 X 51T [Access List] #ELET, 7 74
JU b CIE, SSH 3 L OVHTTPS 1L 2E 1/1 192.168.45.0 % R T — 7 OZZFFA[ L ET, ASA D
[FXOS Remote Management] i% & CIEE L7727 RVRAEZFHFATHLENH Y £,

A= ILAA LTI NDER

A=)V XA LT T NTIE, BRAERHEEXEC T— FERiIary 74 Fal—vay £—
RIZL TR ZENTEXLMMERELE T, YA LTV RNIETDHE, BEyvaviia—
P —EXECE— RIZRVET, 774V ETIE, BEyva3d¥ A L7 NLEFA, TOK
ElL, 22—V R— bR ERFFCX DRI R L ¥ A, BN YA LT T T
HTEEHY EFHAL

FIE

AT 71 [Configuration] >[Device M anagement] > [M anagement Access] >[Command Line(CL1)] > [Console
Timeout] DJEIZER L E

ATV T2 HLWHA LT 7 MEEASBEMNTER LT, BHIBROEMZEET 25481, [0 & AN
LEd, 74/ MEIZ0 TT

ATv T3 [Applyl 27 VU v 27 LET,
AA LT MEOEENFETaL 7 4 Falb—ra VRfEFENET,

CLIZ7A> T rDARETA R

a7 MIEREZBINTHEEICLD ., BEROEY 2— AR EFETIHEAICe 74 LT
%5 ASA Z—H CHEERT DN TEET, ZOMREIL., 7 x— /LA ——BZ, WD ASA
IR AR A MADRE SN TWDIEEITER T,

EETIEX
I
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gE7tx |

“IF aryTFANET—FRTHE, VAT LAETAR—RAFRFIEHa T A MNa s A~
THEX, EET e T M EFRRTEET, FEHa LV TXIANATIE, 774007 1
VR (FRA MBI TR N) OANERRENET,

FI7 4V TlE, 7T MIASADKA MARERENET, vV F a0 TF AR E—FR
T, e NIy TR A ML ERINET, CLIZ e 7 ML, ROIEB 23K R T

TET,

cluster-unit

JIARL A=y MEFRRLET, 77 AZOHKEL=y MI—EO4H]
ZROZLENTEET,

aAVTXFAb

(VF T—FDOHL) BIEO L THF A NDLFIEFRLET,

domain

KAA 2 EFRLET,

hostname

WA NG ERTILET,

priority

T VA= NN—=TFAF VT & pri] (FT7A~V) Fizld[sec] (&
oY) ELTERRLET,

state

2=y bDO T T 4y 7 EEREE I — L2 FOR LET,

T 2 — )L — =B A . state F— U — RIZK L TROENERENE
T

clact] : T x— LA —R—BEHTHY, WETENT T4 v I BT
U7 4 I EE ST TVET,

o [stby] : 72— A= N—TA RX—=TNTT, 2=y MIFNT T 4>
7 Bl SHETWERA, AX A KIR ERERthoIET 2
T4 TREETT,

s [actNoFailover] : 7 = — /LA — — XMW TH Y | HEETIE T
T4 I ET VT 4 T ERESETOET,

s [stbyNoFailover] : 7 = — /LA — R_— (3 THY | EETIEI T
T4y 7 EERSETWERA, ZUE, AF S 2=y FTL
XJVMEZE EREAS A F—T oA AFEENBE L EXICELDH L
N ET,

JTAZ) U TDOEE, HHE T X DENERINET,

FIE

AT w71 [Configuration] > [Device Management] > [M anagement Access] > [Command Line (CLI)] > [CLI
Prompt] OIIFIZEIN L £ 7,

ATV T2 WONWTNNEFITFL e T e AZ~v A XA LET,

. EETIEX
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* [Available Prompts] U A h CREMZ 7V v 7 LTH6, [Add| 227 Vv 7 LET, a7
MZITEE O EIMEZBINTE £9°, JBMED [Available Prompts] U A k2> 5 [Selected Prompts]
UZMIBELET,

* [Selected Prompts] Y A b CTEMEZ 27 U v 7 LThnh, [Delete] 227 Vv 7 LET, BIED
[Selected Prompts] U A k7>5 [Available Prompts] U A MIBEI L £,

* [Selected Prompts] U A N CTlg@i:%a 27 U v 7 LT, [Move Up] £721% [Move Down] =7 U v
7 LCRBMEORRIEFEELELET,

7u 7 R LT, [CLI Prompt Preview] 7 4 —/L RIZE RSN E T,
RT3 Apply 27V v LET,
EEENEZTar 7 IR, ETar 74 F¥alb—ya VR ESNET,

N \\ E l_._l
A4 2 INF—DERTE
2PN ASA BT D & &, n A BRI, £33 HHHE EXEC £ — NIZADRNCER
INAHAZAYE—UERETCETET,
1R BEIIZ

X2 VT 4 OBLEND, NFT—TCARET 7 EAZIET D2 ENEETT, [Tl
L R TBBNLET] REORBUIIBRAZFEZHEANTVD X9 RAIGEZ 52 5O TE
MALZRNTLIZE W, LFOARFT—TIE, RET 7 B AIZx L TIELWRBRZHE L T
£

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o NP —BIMENTZHE. IROLEEIT ASAIZXT D Telnet 721X SSHE v 2 3 U3 & T4
HAREMENH D 97,

CNF— Ry VENIET BT DY AT A AEYBRELTODHE,
s NF— A= UORFERA L XIT, TCP HEAHRT T —RFE LI 5,

e NRF— Ay —VDHA RTA 2O TIE, RFC2196 ZHBMB L T Z &V,

FIE

AT w71 [Configuration] > [Device M anagement] >[M anagement Access| >[Command Line(CLI)] >[Banner]
DNEIER L £

EETIEX
I
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B s=tooavor—s0mE

ATw T2 CLLAWHER T A — ZATHDOT 4 —L Rl F— FF 2 hE2BMLET,

* [session (exec)] 73—, = —H—7 CLI THrHE EXEC E— RIZT 7B A LT BICERR
SNET,

e [login] N F—{F, —PFNRCLIICE /A v LEEBEICFRENET,

* [message-of-the-day (motd)] /37 —I%, —H— CLIIZHI D CTHEHE T DL A IR RS IVE
R

* [ASDM] N —(F, 2 —H —DFEEE =T 7% ASDM I8 L= A Ic R R SvE T,
=P =L, WOWTNNOAT v a U EFEHLT, BRINEAT—2HEETEET,

e [Continue] : N —ZHELT, /A 25T LET,
* [Disconnect] : /NF—ZHEL T, #ia&k T LET,
cMHTEDDIE, YT (Bnter ¥—) HEOTASCH LFEFTY, 72720, SATLFIE
2 CFITHY LET,

s Fo, XTLFINE, CLINA—Y g U CIEEH I 720, AN F—IEZfH LT 72
v,

*RAMBLOT7 T vva AT VICHETLLOLUN, AT —ICESHIRITH D THA,

« ASA DR A ML ETIX KA A &%, $(hostname) 741 & $(domain) SCF51 & F A iA T
ZEiC ko TEIMICBMTE £,

VAT AALT 4 Fal—va TN EHRETLILAIL. I TFA NI T ¥
L—3 3 T $(system) &0 CFFN AT 5 LIk, arTHRRA AT — 7
FAMEFERATEET,

ATv T3 [Applyl 227 U v 7 LET,
LT =0, Efrar7 s Falb—va R FESNET,

BEEtLY AL VA —FDETE

ASA THA[4 2% ASDM, SSH. B L Telnet DEIEH{R K v a U BERETEET, 2D
RARMEIZET D &, ENLBEOE v > a FF ST, syslog A v B—IUBERSNET,
VAT Ay T U NEART A0, BHEE g VEYDYTEDOA N = AL TIIa
V=)o varETuyl TEEEA,

\}

GF) ~AFarT7HFAME—FRTIEASDM Y v a VOBERETHZ LILTET, iktkyva
VENTI S CERESNTTWVWET,

. EETIEX I
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\)

G F7-. BAEHEY 3y (SSHRY) OarvTFXA b0 VY —AHREHE LI5S
. ANESWHFOERFERINET,

1R BHEIIZ

~NTF arTHRANE=RTE, 20T F R NATAN—ZATROFIREZFETLET, A
TAhALYT 4 F2alb—arypbalryTXANary7 o Xab—a b0 Fx 5123,

[Configuration] > [DeviceList] XA > C, 7277 A4 T T A ADIPT RLADTFDa T F
A NBEZTAVI Y v LET,

FIE

R T w71 [Configuration] > [Device Management] > [M anagement Access] > [M anagement Session Quota]
DN EIN L £ 7,

ATFvT2 Ay a OB REEATILET,
«Aggregate: 1 ~ 15Dty v a VOERNEEFRELET, T 74/ ME15TT,

«HTTP Sessions: 1 ~ 5 @ HTTPS (ASDM) v a v ORRBEERELET, T 741
ME 555 TT,

*SSH Sessions: 1 ~5DSSHE v a v DORABERELET, T 74V MI5HTT,

e Telnet Sessions: 1 ~5 D Telnet v > a vV OEREZEFEELET, T 74V MI5HT
9,

eUser Sessions: 1 ~ 50— —"4L Dby ar OEREEZHRELET, T 74+ ME
54T,

ATYT3 [Applyl 227 U v 7 LT, BREDEFZRFELET,

VAT LEEZER AAA DEETE

ZOHETIE, AT LEHEOGE, FHFFA, a2 NF2@ET 5 HECO N THAL
i‘j‘o

EHEHERIDRTE

CLIBXWASDM 77 B ADRIrEH/E L F1,

EETIEX
I
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B ===0o07c

BEFEICDLNT
ASA ~Dua A FER, BAEEANZL TWDINE I ML TERD 7,

SSH FREDHE
FAED W ETIFFRAE/R L TO SSH 7 7 £ AZHWTE, IROEEEZZR LTI Z &Y,
« GL7e L SSHITRRAEZR L TIFEH TE 8 A,

L nEZ;) Y : SSH 3 A an:%_’ﬁ)‘jJ Lf:%/ﬁ\bi\ AAA Y— R —F - ldm "—‘717/1/:’-""&"—‘7*“‘&
NR=RZEZINTVD 22— —H LA T—FE AN LET, ABF—ORETI,
ASA T —H ) T—H RXR—=ADH%EHR— M LET, SSH AMF—EiLZ i E L=
B, ASA TR — AN T—Z_R—ZAEEROICHEA LET, uraica—F—4 &%
AU — REMEHATHHEICHELROIE, SSHIRFEEZHRICRETHZ DR TY, 22—
P —EXEC E— RIZT7 7 BALE7,

Telnet 2D E
SREEDOHEEIZN DD 5T, Telnet 77 F AIZOWTIL, ROBHEZSBR LT EW,

SRR L ¢ Telnet OFFEZBAHCL TWARWERIL, =2—V—ZLE2 AN LFETA, vl A
VRRAT—REANLET, TZAHNLIDONRNRT—RiEHY FHA, L ->T, ASA
~Telnet #5632 121E, WAV — RERETLHLENRHY £3, =2 —¥ —EXECE— NIZ
TI7EALET,

« FRAEDH U : TelnetFBFE%E H N LI2HE 14, AAA*ﬁ‘*‘/\*‘if_ T —hra—H—5—x
NR—RALEEINTND 22— — %&/\XU KEADLFET, 22— —EXECE— FIZ
TI7EALET,

ASDM Gt E@mg

FEEDH Y E2ITFRFA2 L TOASDM 7 7 £ AT L Tid, ROBEZZR LT 280, AAA
PAED A 0D 63, FEHERIEZRET 2 Z L bARETT,

WREZR L : T 7 AV N T, 777 Oa—H—4 & enablepassword =~ > K& L
TASDM IR Z A U CEET, ZFHOFEIZLRNWEDIZ, TELHLEITRI A X—T L
NRAT—REERETHZLEBEHDLET, FA M, RAAL 4, BLOA F—T R
AT — R & Telnet SAU— ROFEEZBL T 7Z&W, CLI Tenable 2~ K&K
AN LT ZiZ, mAV—=FREEHETLHIOIKROOLNET, ASDMIZRZ A LTtk &
Wi, ZOoMETEA SN EEA, B/ A VEHT (22— L5 T T DOFEFICLAR
WTC) =P —Z{ LR T—READNLTEGAIE, ASDMIZE > Tr—I)L T —H_—
AT Tz INDHI L _E.%'\L’C<7Léb‘o

REERRGE (N, =T v RE—FROHK) 22—V —|THRGEAELERTE E
9, iFREOZ—P—Z L RXRT— KRB ANTDHE, ASAPKI b7 & bAoA > Mkt
L CREBAEARIEL £97,

. EETIEX
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* AAA FGE : ASDM (HTTPS) #EAEZ AN LT12HE1E. AAA ——F/midue—h L
[ ) :E%%éﬂ@\é;—#wgé:/\xv FzAJLET, ZThT,
TG Da—W =l x—T )L XA T — R T ASDM Zfi AT 20 £ LT,

o AAA FREF L EFESFAF O (v, —F v RE—FRKD&AL) : ASDM (HTTPS)
FEEE AN LA, A AAYV—R_—F - iin— )l 22— — FT— X _XR—R|TEHS
nNTnaa—4F—4 k/\xv KEATTLET, sEAERGEAO 22— —4 L XA T—
DRZDGET., IO bANTIE TRk onNET, 2—F—ZZHENLTEL
f&;%ﬁxub)\ﬁbfixotﬁi%ﬂi'f%iﬂ

IJ 7}bﬂlb\ﬂIE0)*EEg

FAEH D FTFFREER L TOL Y T a2y Y — )L R— h~O7 78 ZIZE L TE, ROEE
EZRLTIZEN,

ORE7R L YU T NNT 7B ADORBIEE AN L TR WAL, 22— —4, AU —FK
EASNLFERHAL, 2—PF—EXECE— RIZT7 7R LET,

FREEDH Y VT AT I ADRIHEE AN LTS EIE. AAA —R_—F = dn—h v
2P F—H RX—ZATE éznfb\é:wﬁ%%é:/\xv KEADLET, 2—%—
EXEC E— FIZ7 7 A LE7,

enable F2EI D E

Dﬁ4V%’ﬁ%D@C%—Biléii enablea~ > KEZAJLET, ZDa<w Ko#E)
VEIZ. BBRENRA X —TNDE I DI Lo TR T,

« FFE7R L ¢ enable FBFEEFRE L TV WAL, enablea~ > FEANTH L &IV AT
AAR—=TNRAT—=REANLET, 774/ MIZEATT, enable 2~ K&K
WCAS LI X2, FREEETLLOICKROONET, 72720, enablefBiEA A L7
b‘%/ﬁr\\ enable~ > K& AN L7=%&I1%, %ﬁ@l“’ﬁ‘ LLlTCualZ AL TWERA,
hicky, == ]\mujfoﬁ&:“*‘ﬁ‘**’\**xg)%‘% SWELEZTHZENRHY ET,
2 — =L ZHEFFT HITIE, enable FRAEZEA L TL 71?51/\

FREEH U : enable WALAZ T LT2HATE, ASA T B 7 MI XY AAA —1—F 721X
02— 2= —F— 5“\**7\(713%3%'@‘6:“*‘3‘**% ENAT— REBERLET,
Z O¥BEIE, = —H— 739\7]’(%‘%):1'?/]\75:#%']?%’)71 \Za— W — A N EE e E %

RlcTa~ R 2 FIT T 558 IC/RICER LB E T,

a—1 v 7= _X— R % H T 5 enable FRFEDOH A 1L, enable 2~ ROV IZ login =<
Y REFEHTEET, login 2~ FIZE D a—P AR SNETH, Bitx 41275
IO DOREITLED D £ A,

EETIEX
I
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FE O CLIICT 7V BARATEHa2—H— %D%%EXEC%%F%F%#T%*@“QU’3“51»—47“‘ u—
HNTF—=EN—= BT HHA1, o~y FRAZRETHILENHY £, a~ 2 NER
#ﬁw%é\%%vAwwzuL(2#77zwb)@n—% ¥, CLI CTHZDO/RAT—FR
AL TEHEEXECE—F (BXOITR_RTOav s F) K778 ATEET, HHWMTE. &
AFLEE TR — T —Z R—=ATER AAA Y —R"—Z2HLTe /A v a~vy RERE#RES
L, FEETRTCOE—H)L 2a—F =2 LYV L IZRETDHZEICED, VAT L A FX—
TN RAT — REMFH L CRiME EXEC E— NIZT7 78 ATE b 2—V—%HlEcxE9,

HRAMARL—F 4 VT VRATFLNPLASAANDEY S 3

—EDT T v FT7 A — LTI ASADFETEROT 7Y r—r gL LTHR— ML TWET

(f5] : Firepower 4100/9300 @ ASA) , RA N ANV —F 4 7 VAT b ASA ~DE v
varDh, BROXA IS L TU Y TABI O Tehnet iBiE2 R ETE £9, =& 213,
77 v N7 4 —2L%F— RO Firepower 2100 TiX, connectasa =~ RiLv U 7 ki L
£7

YNV F ALTFFARN T RTE, VATA I T 4 Fal—2 3 TAAA O~ RERE
TEFHA, 72720, Telnet £/21F2 'V TNARIAZEH LT A MNTRELEZRES. RikX

HCMAL

hebotyyavichbiIshET, 208, @I T A MO AAA —_—F 7213
n—h) a—P—F—HEX—=2ANFEHINET,

. ASDM. & Uenable a<v> K 79t REBEDHTE

1R BHHIIZ
e Telnet. SSH, £7/2IXHTTP 77 AR ELE7,

o SNERFERED 6i AAA —N— T )N—T % F Hﬂ;bij‘ 2 — 77 J)LERGIED b’/EJIJ—/EI\Li\ H—
AV T — &A«chn—ﬁ% ZBMML £,

« HTTP EHFEAETIX, AAAY—1"— 27 L —7OSDI 7' v hartzR—FLTWERA,

Z OFEEEIX. sshauthentication 2~ > N2 XD v—h/L 22— —Z 23 5 SSH AR &% —
PREICITEE L EH A, ASA T, AF—FFEIxt L, m—H /L T —F X— 2 2 KR
IR LET, ZOoEX, 22—V - L RXRAT—ROAEELET, v —h/L2—
P—DABF—FRREE ISR — REFEATEZ L2127 2121E, ZOFIHEZHEHLT

O— I NVFBREE B RICERE L, NAT— R TR EFRATIHILERNLY £,

FIE

ATv 1 enablea~ REMiHT 52— —%235E7 541X, [Configuration] >[DeviceM anagement] >
[UserSAAA] > [AAA Access] > [Authentication] DIEIZER L, ROBREEITWVET,

a) [Enable] F= v 7Ry 7 AERINLET,
b) == TN —T X FEILLOCAL 7 —F X=X &R L T,

EETIEX
2| I
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asomzimEziose

) (FFvar) AAA P —_—ZBIRT 55513 AAA P — =R 57255
D7 =Ny 7 HFRELTr—TL T— ﬁAﬁXﬁﬁméhéiﬁkaA%ﬁET%
%7, [Use LOCAL whenserver group fails]| = > 7 R 7 A& AN LET, B —H /LT —
HAR=ZATILAAA =N =L La—F LB LONNRAT— FEHT 52 &L 2 HEEL
FT, ZAUX ASAOT T R TR, EOFRBMEH I TV DRI NRNTZHT
h@‘O

ATw 72 CLIL£721X ASDM (27 7 ¥ A ¢ % 2— W —%58iFT 554 1%, [Configuration] > [Device

Management] > [User SAAA] > [AAA Access] > [Authentlcatlon] DNAIZIEIR L, IROBEEZATU

£7

Q) WOF v IRy Atz LEd (B

« [HTTP/ASDM] : HTTPS Z{#ifl L T ASA IZ7 7 £ 235 ASDM 7 74 7+ k% &8
L/i‘g‘o

e [Serial] 1 =13 —/L F— h & LT ASA 1= Y&tXTé:L~47L RRIELET,
7T v b7 #—2I F— KO Firepower 2100 D45, Z O F— T — KX connect asa =
< REFEHALTEXOS WO T 7B AT A ) — VB LET,

*SSH : SSHZEEH L TASAILT 78 AT H2—P—%FFELET (NAT— RKD&H,
/\Ffﬁa’r%ntunE’(@iH%%@?% Za— 77/1/7 57’\*‘;(%‘4%}% éﬂjﬁT) °

s [Telnet] : Telnet ZfEH L CASAIZT 7 AT Ha—HP—%FiELE T,

by Fzv IRy I AL N L —EATLiIZ, == TN —T L F72IX LOCAL T —
A R—=2AZFTRLET,

) (A7 ar) AAA Y —_"—%ERTHGE51F. AAA b — =B EHARFNIZ > 1256
D7 F =Ny 7 HFRELTrR—TN T — &A&Xﬁﬁ%éméio ASA %% if%
%7, [Use LOCAL whenserver group fails] &= v 7 R v 7 A& A4 LET, v—A/L T —
HR—=ATILAAA P —N— LA L —F—ABLOSAT — REEHTHZ LA HEREL
T3, ZHUE, ASADO T T R T, FOFRXBMER SN TOEDDNRENR2NZDT
T

AT T3 [Applyl 27 U v 7 LET,

ASDM GERAEFREEDER E

AAA FRFFDOF I )b ST R ESREE A LI TE £, ASAIFFFHELZ PKL F 7 A bR
A4 MIBEALTHIELET,

1R BHEIIZ
ZOMREIX., Yo —TFT v R E— R TCOLYTR—FEINET,

EETIEX
I
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B e=sacs s cuBL0ASIM 7 & £ ROHR

ATy

ATy T2

ATvT3

RATv74

FIE

[Configuration] > [Device M anagement] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JNELZ IR L £

[Specify the interface requires client certificate to access ASDM] Ik C [Add] &2 VU v 7 L., A v~
=T xR F T3 /TnEEDq£7 /7 %?’EEL&TO nmuEﬁlﬁijJ—a—é N %@nﬁ%i
vy TE—HLTWARERHY 7,

REAERRREIIA v =T 2 AT LICRETE ET, TOMER, BEHTE 2/ F—T A A
ETENEA v —T = A A EOEERIZOWTUIRERAEFEOR RN AR £, EHE~ v
7 AERLT % 12iX, [Configuration] > [Site-to-Site VPN] > [Advanced] > [I PSec] > [Certificate to
Connection Map] > [Rules] ## R~ L £,

(fEE) ASDM TREHIFEN O 22— =L 2T 5B 2 BHELZHRET 51T
[Configuration] > [Device Management] > [M anagement Access] > [HTTP Certificate Rule] DA
WZEIRL £,

RDOIFEDH NG 1 DEBRL T IZENY,

» [Specify the Certificate Fields to be used] : [Primary Field] kv v 7% 7 U X | & [Secondary
Field] Ko v 72 U2 MBI BIR L ET,

* [Usethe entire DN asthe username]

» [Use script to select username] : [Add] %27 V v 7 L, A7 U7 NONEZBIMLET,
RRLA RO H T 1 T Ml —F—AEFHFIA )T HIZIE, [Prefill Username] = > 7 R v 7
AuFNZLET, EOZ—HF—AREHINAT LIz O L B2 D5E5 . B0 —F—40n

FHIAD SN LWFA T a 7Ry 7 ARFRENET, £ 22, BAEM DA — Ra A
NTEET,

F 7 %)L hTliZ. ASDM X CNOU 2R L x4,

[Applyl 27 VUV v 7 LET,

EHFRIZL S CUE LU ASDM 7 7 £ X D IR

ASA Tl —V—ORGRICER T /v A 22— =LV E— T/ R 2—P -5 KB TE
HEHhoTnWEYT, a—YP—no—LEXBTEZL T, VE—FT 7 EAVPNZ—F—
Ry NT—T TR 2 —H—3 ASA BB AT ADOESZ EMTEET,
1R BRI

RADIUS £1-I£ LDAP (v EVHFEH) 1—HF—

2 ——73 LDAP R H CRBREE LD & *A 7 1 7 LDAP JEME & & DfEAS Cisco ASA JEMEIZ
vy BT I, FREOFFAIRSRED R S E T, Cisco VSA CVPN3000-Privilege-Level DfE %

. EETIEX
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L/\i‘g—(]

RADIUS IETF O service-type B3,
A=V THESNDEGA,
TRNERET D720
RADIUS Cisco VSA privilege-level &
=V TEEINLIGEIL. 2P —OHERLLVERET 720

TACACS+ 1 —H—

L=t

WA S ET,

RADIUS 3

(o s

wEHAICL S cUsLUASIM 7 5 £ 204 [

LDAP J& 1% Cisco VAS CVPN3000-Privilege-Level (2~ > £

PRRER L OFFATER DOfESR & L T access-accept
@EHE j:mu nEéﬂf;J“‘qj‘ Iz

oA TDOY—E R EfE

ID 3076, 7 ID220) 7 access-accept A >

WA S ET,

Iservice=shell] TFFAIASER X 41, H— 3—[X PASS F 721X FAIL TISE L E7,

O—AJ)L a—H—

FEE L7 —P—4 D [Access Restriction] 7Y a VERELET, 727 BAHIROT 7 11

RTE:

[Full Access] T9, Z DA, [Authentication] ¥ 7 DAL 3 > T

P — R LT, 7NV T 7 EARTFITENET,

EEFRAIDREMS

BR[O AAA P —_— XA TB L OEHE

ESINT_TO

IZOWTIE, ROFEZBZHL T ZE N,

ASA TIEZINOLOEZFEA L CEHT 78 A LV ERELET,

BELAN RADIUS/LDAP O TACACS+ E% AB—AIL T—3R—XDE
(RvEVIEh %
=) Bt
[Full Access] : [Authentication] % 7?4~ |Service-Type 6 (7 K |PASS, ##E 1L~ | |admin
arTRESNTETRTOY—ERITH | I=A Fb—T 4
LTI T 7 eARHFTENET, 7). Privilege-Level
1
[Partial Access] : [Authentication] % 7 ™4 | Service-Type 7 (NAS |PASS, F§#g L~/ 2 |nas-prompt

7/3/( RET D L, CLI £721% ASDM
X7 7B ANFFRI S NET, 72720
[Enable] &Y 3 % L T enable i87
ZRET HHA. CLI y =—H%—[T enable
a~vy REMH L CRiME EXEC £ — RIZT
JRATHZ LEIXITEERA,

Tar7 k)
Privilege-Level 2 L I
Framed 2) B L
Login (1) —t' X %
A ZIEREERICHE DN
£

Lk

EETIEX .
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EELAN)L RADIUS/LDAP TACACS+ Bk A—AL T—ER—ZADRE
(RyEVIENn %
=) Bt
[NoAccess] : HELT 7 B ANRESR SVET, | Service-Type 5 (77 |FAIL remote-access

—4— | [Authentication] ¥ 7 DA 7 =5 | A3 R)
PTHRESNTWT O —E X BT
EEHA ([Serial] 47 a FrE £,
SFY, VIUTNANT I RRATHFATINE
4) . UE—hK 727ERA (IPsec BLW

SSL) —#—{iF, SI&EmEAFDY £—
N7 7Ry a U BZRERB IO T T
TET, hoTRTHOY—E R ZA4F (R
AR, 777 AR E) bEERICAB I VE
R

FOMDAHAL KSA4 >
TN ay =)L T AFIEHHENICEENE Y A,

« ZOMSREAEHT AT, BET 7B AT AAARIELHRET HLENH Y £9°, CLIL
ASDM. B X Wenable 2~ K 77 B AIEORE (22 2—) 2R LTLIFEN,

o SNRFRFE A9 5 . COOWRER A X —T NVITT DHHNIT, AAA — N— FL—TF

FERELTEL z\%ﬁ% D i?‘o
«HTTP &%, 7V —F v KE—RTOLYFR—FENET,

FIE

ATFv 1 HITP kv ¥ a VOBFBIFA[ & A4 F—7/LI29 5I2iE, [Configuration] >[Device M anagement] >
[Users/AAA] > [AAA Access| > [Authorization] @) ||E @?ﬁ L. [Enable Authorization for ASA

Command Access] fEI D [HTTP] F = v 7 R v 7 A& AN LET,

Gx) ASA I~ R TV EBRAEZHRETAICIE, v—hL avr REAOHRE (29 ~—

V) BZRLTLIIZS W,

RT9 T2 Telnet BELUSSH & v a vV OFBFFA[ 4 A X —7 /W23 5HI1Z1%, [Configuration] > [Device
Management] > [User SAAA] > [AAA Access| > [Authorization] DJIAIZE R L, [Perform authorization

for exec shell access] FHIK D [Enable] = v 7 Ry 7 A4 2 LET,

AT w73 [Remote] £7-1% [Local] 7> a v RZ L ZEINL T, EXEC ¥ =/V 7 7 ¥ ADFFAIZfE 4

B — N2 HELET

ATy T8 EHR A 32 —T7 T HIZIE, [Allow privileged users to enter into EXEC mode on login] 7 =

TRy I A d I LFET,

. EETIEX
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[auto-enable] 7' v a Y EEIRT H & 7V T I B ARTR S vz — W — N EEEAE EXEC
F-FzfmTEEd, ThCid, 22— =32 —H%—EXEC E— N2V £7,

A< RERDETE

O RADT 7 AZHHT 2846, ASATIEa~y RHFA2RETE, 22— =T
XHavy RERETEET, 774V FTEH, v/ A4 035 2—%—EXECE— RIZT 7V
T ATE, HKIEKBOa~» FETHREEINET, enablea~2 K (k. v—hL 57—
ERXR—=2%fHTHE T login 2~ R) Z AT 5L, FiE EXEC E— FBX =7 ¢
Xal—rvaryavry ReghmERa~vy N7 7 8ATEET,

WD 2 HODa<wy RFFROWTNhEEHTx £,

a7 — VR L L

* TACACS+ H— "—KefE L~ L

AT RRAIZDONT
avy RRBAEZAENZL, EKREHLDOL—F—ICOHha~v L FANEHFET LI ENTEE

B

HiR—brEahdavy FERAXK
WD 2 oD a<y R FRXoOWThrsEHTcE £,
s T —NVEFHEL UL ASA Ta~ Y REREL LV ERELET, B—/L 2—H%—

RADIUS == —#—_ F 721X LDAP == —#— (LDAP J&I":% RADIUS @fkic~ v ' /4%
B6) ZCLIT 7 BAZOWTHIET 2%, ASAIXFDL—HY—%2m—I /LT —HX—
A, RADIUS, F721ZLDAP H— "—TEZRIN TV DFHE L VTR S E T, =—
Pt FIVLYTONTREL AU TOa~vy RIZT 7 BATEET, 9X3THO2—
—I, I Tul A 375, 2= —EXECE—F (L V0 FEiF1Da~vy
F)K?&ﬁXLiT a—P—%, BHHEEXECE—FK (L2l kna<wr R) (&7
7B AT HI2OIZFH N enable 2+ R TREET 52>, login 2~ KTz A (B—7
T —HR=RRD) TEET,

\}

G¥)

0—H) T = _X—= AN 22— =N FE LR ThH, F72CLI
FORESC enable FEREN 72 WA T, m— )L a~ > RiFa] &2
AT&xEd, fbVIZ, enablea~ FE AT HLEICVRAT
AAR=T N IRAT—=REANTHE, ASAIZL>TL~UL 15
WZEMNET, WIC, TRTDOLXLDA F—T N RAT— K%
B LET, Zhick v, enablen 2~15) ZAH L= EIC
ASAIZE S TL-ULniIZEIND LRV ET, ZhHD L
MME, = a~vy RFRIEZANIT 2 ETHEHSNEE A,

EETIEX .
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. tTXalyT4 AUTHRRAMETTY REFA

« TACACS+ $— R—Hi#E L ~UL : TACACS+ —_R—T, a—W—F715 7 /1 —77 CLI
T IR ZOWCHRIELI-B T TE2a~ 0 FERELET, CLIT2—9—2 AN
T5INTOa~vr M, TACACS+ ——THEEShE T,

tXal)T4 aVTEXERAMEOATY REFT
AAARRTEIT L THF A NI EIEMNTHY, a7 X MNETHEEINETA,

vy RRFAIZRET 256, X274 a7 XA ML ICRET D LERH D £
T ZORECLY, BedtxaV T arT R A ML TRRL I~ FFFAIZETT
EET

X2V T4 aTHRRA ROV EZL5E, FEEIX, /A VIRICHEE L2 —F—4T
FAESNDa~vy RBHFLWarT® A My a U CIERERDIFAREERH L Z L0, FriLn
AUTHRARNTEHaAYY REFRAPRE TS RESIVTWRWATREER H D T & 2 SFAICEN T
KTEEVW, a<wy RHFAREX2 T 40 avT XA NI oTERRDIGANDD Z L2 EFHE
DEME L T & IRELDBE U RIEEENH Y 97,

\}

GCE) Y RTAFETAR=RATITAAA o< RBRVER—FENRRWED, VAT AR[TAL—=ZT
T~y R EfFHTEEEA,

avy RFERLANIL

F7 4NN RTIE, RO~y RBEFHEL~LOICEIY Y TONET, ZOMMOTXToa~vr
RIZEHEL ~L 15 128 YT o E 1,

» show checksum
* show curpriv
A Rr—T Lt
* help

« show history
*login

* logout

* pager

« show pager

» clear pager

* quit

« show version

EETIEX
TR I
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a7 4 Xal—varyE—Ravr FaE 15 L0EW L IBEIT 58451, configure =
<V FHALL-UCBBL T ES, 0L LAng, a—F—Far 7 1 Fal—
TarE—RICALZLENRTEEE A,

O—AJ)Lav Y FEOETE

ATy T

ATy T2
ATvT3
ATvT4

o—H) a~y RF2FERAL T, a~2 Fa 16 DEHEL~L (0~ 15) O 1D128Y 43T
HIENTEET, 774NV FTIE, Fa~y NIIFEL~L0 £ 15 1I2H 4 THRE
T, ZL—P—FHFEORKHHE L ~VZERTE, 22— —I13EI0 B TONTZRHHEL LT
Dav ReEANTEET, ASA (X, v—H)L F—H~X—RZ RADIUS V— _— F7=i%
LDAP #—/ 3— (LDAP J&E% RADIUS BMEIC~ v B 7T 588) ICERSNTWDH2—
PR L~ LB AR — R L TWET,

FIE

[Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIHIZ
EIRLET,

[Enable authorization for ASA command access] > [Enable]l 7= v 7 Ry 7 A& 4N LET,
[Server Group] K& > 7% 7 U A ~)x6 [LOCAL] ZiEIR L E T,

o—Aavy RFaEA F—TMITDHE, A7 ar T, LV EEAxDa~y RE
ixa~wy R A—ICFE TR BTy | FAIERF A2 —F—T 0 ML A 11—
T LIz TExET,

s FRIERDO2—Y— T U MNFEZ M HT 512X, [Set ASDM Defined User Roles] % 2
Vv 7 LET,

[ASDM Defined User Roles Setup] Z 4 7 2 7R v 7 ARKREINET, [Yes] &7 Vv 77
DL, FAERFHL—Y =T U MEEREHTE L L0100 £, FalERFE
T—F— T H 7 MEHEICIE, [Admin] BFHEL UL 15, T_RTCOCLI 2~ Y R~D 7 )b
7 7% AKE) . [Read Only] (ReHEL UL 5, FiAH 0 BHT 7% AHE) . [Monitor Only]
(F#tE L~V 3, [Monitoring] 7 ¥ a U ~DT 7 B AMEDH) BNdH Y 7,

a<y K LL%m FEICRIET HI121%. [Configure Command Privileges] #7 U v 7 L&
_640

[Command Privileges Setup] ¥ 1 7 2 7R v 7 ANF R INE T, [CommandMode] K& v 7
27 UARDG [AllModes] #iIRTH &, X Toa~vy RERRTEET, bbb
m\:y74¥;v—yay% RERIRL, ZOF— FTHEMAERa Y PR
HTEBTEET, L& XL [context] ZIBRTHE, a0 TFA a7 4Fab—
vay E— bfﬁ%T%@?mfﬁﬂv/%%%Tf%iﬁo3V74¥;V_VHV
F— FEF TR, 2—H%— EXEC F— FKHE EXEC E— R THANDBAEET, 20
E—RIELICERRDLT 7 a rBNFETINL LI a~vr REEAT 25681, Znbo
F— FICR L THEICREL NV 2R ETE LT,

[Variant] 7 7 A 2L, [show]. [clear]. F7ziF[emd] NERINFET, FHEIL, =2~ KD
show B, clear JEZ, F 7213 configure IERUZK L TOARETEET, 2w KD

EETIEX .
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configure JERUL, #HE., RIELEa~2 K (show £7zidclear 7L 7 1 v 7 A/ LT) Fiz
FEno XL LT, av 74 Fal—varofEi2i & +BTT,

A ROV XV EEETLHEEE, a~vr REX TNV 7 U v 7350, [Edit) 227V v
JLET, LI~ 15 ORFATHEETEET, RETEX DL, main 2~< > ROKF
ML T, 72823, T3 TDaaaa~vy RO LV ERETE £,

aaa authentication =~ > KN & aaaauthorization 2~ > RO L~ L EERINZEHRETX 4
/\/o

FRINTWNETRTOa~vy ROV EEET H851%, [SelectAlll] 227 Vv 27 LTz
%Iz, [Edit) &2 U w27 LET,

[OK] %27 Vw7 LTCERNEEHEELET,

ATw 75 ({EE) [Perform authorization for exec shell access] > [Enable] = v 7 R v 7 A% F 2L
T, A~ FRAUADTEDODAAAZ—F—ZHMNILET, ZOFT v a2 AT LRVWES,
ASA X, =N T —=H N2 2—FDORHEL~NVIZT 2 AR—F L, DX A T O2—4
BT _NTF 740 b TLAUL 15 (280 Y TET,

I, Zoawy NIIEERGEZAICLET, EEHFICED CLIBXWASDM 77 &
ADHIRE (24 =) ZBRLTLIIZEN,

ATv 76 [Applyl 227 U v/ LET,
FFARENE D Y ToHN, ZOEENENFETa L 74 Fab—rva VITRFESINET,

TACACS+ H—/A—TDIaAT Y FOHTE

ITN—TFE3l % Dax—F—ndF 7 a7 74 )0 a3 R—x2 k& LT Cisco Secure Access
Control Server (ACS) TACACS+ ¥ —/X—Ta<w L RERETCEET, VY —FX—=F5 4D
TACACS+ — "—DGE1X, a~y RFAR— MOz OV T, ZEHOY——0
v =a T VEBRLTLEEN,
Cisco Secure ACS /X— g 3.1 Ta~vy RERETIHIHEAEF. ROHA RT7A4 025 T
<TE&EW,

s ASAIE, vz aw RELTHATLHa~vy FEEE L, TACACSH Y — "—Tv = /)b

aw  RELTavwr FERELET,

\}

() CiscoSecure ACS |Z1%, [Ipix-shell] EFREND a~2 K XA 7N
GENTVDHERHY £9, ZDOX A TILASA 2~ KiFFr]
WA LT &N,

« av Y ROFAIDOT— R, Ay avy RERRINET, ZOMOU— RiZTTH|
bR snET, ZHuL, permit Eoid deny DRICELS BDERH Y £7,

. EETIEX
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7= & 21X, showrunning-configurationaaa-server =~ > RZ&§Fr[ 451213, a~v> R 71—
/b R1Z show running-configuration Z 81 L, 51#~7 + —/L RIZ permit aaa-server % A/
LET,

* [Permit Unmatched Args] F— v 7 N> 7 A& A 10T 5 & BURIICHERS L TnZeng
Tha~y FEEFITEET,

72& 2013, FFED show 2~ RERET DT T, TXTD show 2~ RRF I
F9, CLIOMAEZ R TRIAFCAKE R LY, a~ 2 FOEEEZ T XTPETLHLEN
7B DT, ZOFEXEATLIZE2BEOLET RORESH) |

1:EESDHITRTOIT Y FOFTF

show ¥ Permit Unmatched Args

114412

AddiCommand | Femowe Command |

cenableChelp 72 &', H—U— R a~<y RZoWTik, £Oa~y RN 0GE
TH, —HLBRWSIEEZFAITO2LERHY 7 ROKESM])

H2:B—J—FOav > FOHA

[ Permit Unmatehed Args

114411

Add Command | Remowve Command |

cHIEEEGT DI2IE, TOFHORNE deny Z A LET

7Lz, enable =~ K&FFA[ L. enablepassword =~ > RZFFA] L2RAWEAITIE,
a<w s R7 44—/ FiZenablez AJJ L., 5%~ 1 —/v FiZdenypassword Z A7) L £97,
enable 7213 3FFAI &5 L DT, &4, [Permit Unmatched Args] = v 7 R v 7 A% 4
ZLTEZsy RoRNEZR)

EETIEX
I
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B 3:518DEE

BT - coit Unmatched A

deny pasanard

|

Add Command Remowe Command |

114410

cav Y RIA L Tavy REBBE CANILIESE, ASAIXT L7 v 7 AL XAy o
VU REFERT XA MIEMLETH, £TOMOFIEITAT LIz LB 1 IZ TACACS+
P—=N—ITEEFELET,
7e& 21X, shlog & AT)4 5 & ASA 1F58478 =2~ 2 N show logging # TACACS+ H—
N—ITEELET, —H, shlogmess & AJJT 5 &, ASA ITER Sz~ R show
logging message Tix72 <. show logging mess % TACACS+ #— N—|{Z%fF L £ T, AMEIE
TR L TR USIBOEBDO ANV EZFRETEET ROKZSH)

4: BT OIEE

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

114414

Add Command | Remove Command |

e T ARTDL—HP—|ZH L TRDEARa~ L REFATHZ E2BEID LET,
» show checksum

* show curpriv

A=t
* help

« show history
* login

. EETIEX
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Tacacs+ o v > rranzz [

* logout

- pager

« show pager
« clear pager
* quit

» show version

TACACS+ O < > FEFRIDEXTE

ATvT1
ATy T2

ATvT3
ATvT4

ATy TH

TACACS+ 2~ RiRn[ & A X —T7 WL, 2—H—MNBCLITa~y FREANTDH L, ASAIZ
ZTDavy REa—PF—4% TACACS+ Y — R—IZXE L., 2~ RRE A ENTWENE )
MEHBILET,

TACACS+ =~ RFFA[ % A X —7 W T DT, TACACS+ ¥y — \—TEZINIc2—H—
ELTASAIZEZ A LTSI L, BEXWASA DRTEERT DHI2OICME o~ RiFA]
NHDHZIEEMERLTLLEZ N, EXIE, TRXToOa~vy RRRAISNZEH2—F—L L
T A VTHVERSDET, ZOLIC LNt BRET v 70 &5 REMEN
HoFET,
BERLZEBYITHRET D Z PR TEDE T, RERRFELARNTLEIY, MiEWZX
Vay s 7y NENEGEE, BEIZASAZHIGET5Z LI s TT 7 AR RETE £T,
TACACS+ VAT APERIZLEE L TEHETE LI 2R LET, LEREFEEL VIS
W, WIE. SBARITTE TACACSt H—/3— U X5 AL ASA ~D5ERTTEBER N ILE T,
7= & 21E, TACACS+ H#r—n"— F— )L, A v F—T oA A IS 1 2DOP——L
A B =T oA A2 SN ROV — " —%EDE T, TACACS+ h— =i Tx/
WA T A — ANy 7 FRE L Tr—AL a~vy FHRERETAZ L CXET,

TACACS+ V—N"—%fH L7za~y RFRIZHET DI, ROFIREZFEITLET,

FIE

[Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIHIZ
ERLET,
[Enable authorization for command access] > [Enable] = v 7 R v 7 A& F 2 LET,
[Server Group] RE > &7 U R Kb AAA — 13— T)L—T 4 @I 77,

(A7 ar) AAA T — =R S TGA8D 7 +— A3y 7 FRE L Tr—hL
TSN AP ESND & HIZASA ZRETE £9, RET SI2IE, [Use LOCAL when
servergroup fails] &= v 7 R v 7 A% AN LET, B—AN T —FZX—ATEAAA —3—
LRIL2—PF—LABLONRAT = REMHT L E2HELET, L. ASADT r 7 |
Tix, EOFEABEHEN TR REINRNTDTT, T a—IL7F—FX—ADL—
Pl av FEHELNLERE LTI EIN,
[Applyl 27 U v 7 L £,

EETIEX .



gE7tx |

B o575~y —0 27— FKyo—nRE

—

A—AJL T—

&
ATy T2

gy RFFARENE D Y THEN, FOEENENETa L 74X ab—va VIRESNE
ﬁ—o

> > o > e} ~ =L
BAR—X A—H—D/INAT— KK —DEKTE

a—H) F =2 _X—2 % L TCLL £7/212 ASDM 7 7 B ZA DORFFZHET DAL, HBE
HMZIRE2 La—YP—Z AT ROEFEZER L, AU — ROKEE & RIRETE T
REDNAT — NEIZNED) T R ERTHRATV— R R U —2HETEET,

NAT— KRR —Fu—n 75— _X—2A &Ml T5EHa—F—IZx L TOLBEH I
Ft, o= N T —ER=REFHTI2ZOMDIALTDRNT 7 v 7 (VPNRAAAIZ LD
Fw NI =7 TIHRAREY) R0 AAA P —N— 1t ko CHIEINF2—F— 12T HE I E
A,

NRAT—RRY —ORERIT. B ELZHO2—F—DRAT— RFEEETLH L HL
INRAT—RIZKLTRAT—= KRR =R INET, BEFO/ AT — RIZoW\WTix, H4T
DORY —EAINET, HLWAY > —F, [User Accounts] X4 >3 L O} [Change My
Password] XA A L7- AT — FOLEFIEM S ET,

1R BHIIZ
e B —H N TF—H_XR—2 % HEH L TCCLIE7-IZASDM 7 7 ¥ 2D AAA TR EL £
e — ) TF—=ER—= AN 2= —ZEFEE L E7,

FIE

[Configuration] > [Device Management] > [User SAAA] > [Password Policy] DJIEIZER L F 9,
WROAT v a B EBIHAG DY THELET,
+ [Minimum Password Length] : /XA U — RO/ a AL ET, AMEOFPHIL 3 ~ 64
XFETY, HEESNS /AU — ROR/NEITX 8 LT T,
s [Lifetime] : U €— bk =—#— (SSH, Telnet, HTTP) D/ XA U — KOH LMK %2 HE T
ELET, ar Y= R—rDa—F—=)N N2RT—ROFHHREIALTr Yy 7 SD 2
LixdHY EFH A, BRREIX. 0~65536 T, 774V MEIX0HTY, ZOHE, A
AT — R L CHIRRTINIC 2D 8 A,
IRAT— ROABRAEIIND THANC, BERA v —VBRFTRSNET, SAT— KD
BRSNS &, VE—h 2= —DL AT LA T 7RG ENET, AR
DEINT % T 7B AT 5121, ROWTHOOFIELFEITLET,
MOEHEFIZNAT —REELTLTHHWNET,

Yo =L R—hual A LT, NAT—REZEHELET,

. EETIEX
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* [Minimum Number Of] : IRD ¥ A FOEFIFRAFRELE T,

s [Numeric Characters] : /XA U — RIZE O 2T IR &R WETFOF/INUTF5xE AT L
£, ARMEIE. 0~ 64 XFTY, 774/ MEIZO TT

s [Lower Case Characters] : /XA U — RIZE DT IUL 72 & 72V /INSUF O I/ hNSC78 % A
BLET, AEOHFAIL 0 ~ 64 XFTY, 77 4/V MEIZ0 TT

* [Upper Case Characters] : /\"7& U — RIZEDRTIUTR B I WRICF O Fe/ N SR A
NLET, AHEOHHILO0 ~ 64 LFTT, 774 /L MEIZOTT

* [Special Characters] : /XA U — RIZEDRITIULR B 7 WRFERSUF O Fo/ NCFH0x AT
LET, AMEOFHIL 0~ 64 SLFTT, FAFITIE. I @ #. 8. %. " &,
A(BE)BEERET, T 74V MEIZO TT,

« [Different Characters from Previous Password] : & LV VXA T — R L HINRZAT — RTAE

ZIRT UL DIV LT AT LET, AAREIE, 0~64LFTY, 77+
N MEIZO T X FE~ vy F U TIIMEIEFLE A, LER-ST, HLWWIRAT—
NTHEMEN DT, BUEDOANAT — FO L ZIZHHEA S TORVERIZRY |
INAT— FNBRERSNIZEAIRENET,

* [Enable Reuse Interval] : LARIIZHEH Sz 2 ~ 7THONRA T — RE—FFT 52T — KD
HAMZELET S 2 enTEET, BRIDO/NA Y — RiX, password-history =~ > K& ff
HLT, B {bEnic B THEL— P OREIRFINET, Z0avy Fea—PF—

MERETHZ EIXTEERA,

* [Prevent Passwords from Matching Usernames] : =—%—% & —E§ 52U — K&£8 L L &
o

ATwF3 (47T a) [Enable Password and Account Protection] = v 7 7R v 7 A% A N2 LT, 22—
B —23% [User Accounts] -2 > Cld72 <, [Change My Password] XA > C/RA T — K& A H T 5
TLEBEMHLLET, TUANMEERT A =TT, ELH0HETH, 2—P— 38
AT—REEETLHLENTEET,

Z DHRER A X — T MIZ LT, [User Accounts] XA ' C/RAV—REEEL IO ET5HL, K
DTT— XA vb—UNFERENET,

ERROR: Changing your own password is prohibited

ATy T4 [Applyl 227 U v 7 LT, RENBEZHRIFELET,

INRAT—KDZEHE
NRAT— RKRY o —TRAT— ROFHHIMZRE L-5GE. AOHMEzEEs L2y —FR
BHLWARATU— RIIEFTTHZMLERHY £, NAT— KRR —385Ea A 2—7 L=
i l:lbj:\ :@/\XU*‘}‘D&AE@X% AN /EVC—T)FO INAYT— KRR — nwEilVfZ IS

EETIEX
I
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B oy oomEzEB-LcRRTS

AT T1
ATy T2
ATvT3
ATy T4
ATvT5
ATv 76

WAL, ZOA Yy REFRTI L, B2V —T IV A ETHIEHTE
\iﬁqo

username /XA U — REEF T 21X, WOFNEEZFEITLET,

FIE

[Configuration] > [Device M anagement] > [User SAAA] > [Change Passwor d] D JIEIZ IR L =7,
TR T— RE AT LET,

FLWARRAT—REANLET,

HERDT-DIZH LW A T — REFEANLET,

[Make Change]l #7 V » 27 LE7,

[Save] 7 A 227 Vw7 LT, FT7ar7 4 Fal—rva VAT EZRFLET,

074 DEBRZEMLTERERT S

ATy T
ATy T2

ATvT3
ATvT4

T AN ETIR, v A VEEIT 0 ARSI ET, ZOMKEZINICT D0 Wz K
K365 HETAHETE LT,

1R BHHIIZ

/A VERIT=y b EE) JEIRFEINET, T A= BL 0T T AH
VU 7BRETH, =y " RBHOn A VIBROREREFLET,

e A LUDBRET—H1F, Ve— REND EEEINRL 20 £,
« 1O kD CLIEH S5 (SSH, Telnet, ¥V 7/ 2>V —)b) Tu—7h/L AAA BiF% A

F=TMILIES A AAA T — N —Da—P—H [ Fu— I T = N AD2—H—
I Z OMREDS A SN E T, ASDM O 7 A NIEREICR TS ER A,

FIE

[Configuration] > [Device Management] > [User SAAA] > [Login History] DJIRIZEIR L £ 9,

[(BHEOn /A VBV R—  RE|F v IRy 7 A4 LET, ZO#REIZ. 77+
VR TA R—=TNIZENTWET,

[HAR] %2 1 ~365 HOMTHRELET, T 74/ bE 90 T,

0 A VIR AR T HI20E, WIT D ASDM i C [Status] 23 —1Z 4 % [Login History] 7
Aarx7Y vy 7 LET,

. EETIEX
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EET7IER

ATy

ATy T2

ATvT3

g7z 771 0908%

.I T T ‘ - - I- - T ~ T
12:17 12:18 12:19 12:20 12:21 |
1 M Input Kbps: 5 M Qutput Kbps: 5 ||
docs 15 B | & & 11/13/17 12:21:39 PM UTC

FTRTCOaA—Y—Du 7 A VBENTAT 0 TRy 7 ZAIFRRENET,

= S MyER =

ThoUT 4 VT DETE

CLITshow =~ > RSO A~ RE AT LG, T U T 47 A vt —% TACACS+
TAVT AT H—=N—TRETEET, a—F =D s F5L&, a—HF—Nenable
Sl RFEANTD L&, o —iiavy KERHTHLEDTH LT 42 T 5T
ETEET,

SV KT UT 4 v S TR B % —S—E. TACACS+ 721 T,

BT 7B ABLOAR=TN ax R T AT T 4 7 2R ET HITIE. ROFINEZ FELT
L/i‘j‘o

FIE

enablez~ > RE AN Lica—F—DT H oo T 4 T EAMNT DI, ROTFIEEZETL

£

a) [Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Accounting] DI
1Z3%4R L. [Regquire accounting to allow accounting of user activity] > [Enable] = v 7 7R v
J ArA AT LET,

b) RADIUS % 721X TACACS+ H—/3— F)L—TZ 2 RINLE T,

Z—H— Telnet, SSH, F7F> V7 ar Y —LZFERLTASAILT 7R LELGAIC

ZDA—Y—=DT T T 4 T FMET 21213, ROFIEZETLET,

a) [Require accounting for the following types of connections] #EJik C, [Serial], [SSH]. F7=i%
[Telnet]) F= v 7/ Ry 7 A AN LET,

b) A H A 7D RADIUS £ 7213 TACACS+ Vr—/"— J L —T 4 %8R L £,

AV RTATT 4 T HRET DT, ROFIEEZFATLET,

a) [Require accounting for the following types of connections] = U 7 “C [Enable] = > 7 R v 7 &
EAAACLET,

b) TACACS+ #— 13— Z L —T7 4 %8R L F7, RADIUS [V HF— hITWERA,
CLI Cshow 2~ RSN Da~v REANT 56, TAIV T 407 Aye—U%
TACACS+ 7T T 4 7 == ETEET,

¢) [Command Privilege Setup] ¥ A 7T RV ARy 7 AZfH L Ta~vy REEL NV E T A X~
A AFDBE, [Privilege level] Ru w7 X7 ) X N CR/MFHEL NV EIRET HZ L T,

EETIEX .
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ASADT I T 40 Tkt ba~y FEFIRTX 4, /NEFHEL~LED ETO
o< Rid, ASA TR OISR LY XA,

ATY T4 [Applyl 227 U 7 LET,

TAVLT A THRENPFIDLBTHN, TOEFRARRETA L T4 Fab—a VIRFES
NETJ,

Ovo 7 hioDEE

PRI X > T, a~ v FHFRCLIFRE A 4 195 &, ASACLIZbu Yy 777 &b
BARHY ET, BEIL. ASAZHE#HTLIZ LIk TT 7 A ZEETEET, 72771,
TTICar74Xalb—arazRELEREE. vy 2 70 bENEEFITRDAREERD
D\i‘g—o

WORIZ, — 7w v 7 70 MNRIFEZDRIEFEEZRLET,

RICUZBHES S PAT Y FHFAIOAYITIO T UL

Ay 79 kE
teRE # Bz MK : DT E-F | HEE: TLTF E-F
O—A/V CLIRGE | g —h /L T —% |a—) T —FX— |nl AL, NRAT—=KE | AL 2T 0n5HASA~DE v
N— R — AN == FE |laaaa~r Ra Uy L |[va a8 LET, VR
P—NERELT | LARWESIE, v oA | £, T AETAR—AMNE, 2
YA YTET, 2—P—0 VTR AMIEIDEZT
BbLTEEHA, a—P—ZBINT5Z &N
TEET,

. EETIEX
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nys 7y rnsonE [

Ay Y7 k5
HrE i3 Bl MAGK: STV E—F | ®MEER: TILFE—F
TACACS+ 2~ | —"—RH T [P —R—R3BERFET|L v/ AL, "AT— |1 ASATXy RU—7 a
R#F AT YLTWAE0E | HDHGEIEL, v rsA v F& AAA o~ R& VT4 Fal—g
sy | EENBET, Hhaw ROANHT Uty hLET, NIELL 2N
TACACS+ CLI 333 Tr—NNy s | xEHA, . NS P RN R ARFE T
RADIUS CLI 7 | Jrsk % it L 2. Vo RATBAULLIE | st 2q T
[AYAJ7AN ;iii;;i73ii MNHASA~DE w3
. N VEERLET, VA
VT = R— R % g o
T =Ry 7 R TA%ﬁfA%X#
LTRELET oy STEA Y
i ° WEZ TRy hU—2
EHEETHIENT
xFET,
2. Y—R—pHx L]
LXlitey 7o bhs
nipnk o, a—a
T =B R R
T =Ry 7 Ak
LTHELET,
TACACS+ 2~ |+ 7ffED e | 2~ REFAIRA F— | TACACS+ h— =D — | AA v F D ASA~DE
RFFA] Wa—W—F7 | TR FIN, | P—=T AU MEEELE | va v EERLET, VA
IXFFE LR a—P— Tzl ka3, FLFE[FTAR—=ZANE, @
JTW—ELT 7VF%AﬁT%&<TMm%+%~A—A@T V?%%FK@@%%TZ
v’y L, |70 ET, . V74Kl —a DR
72 AMER TR <. ASAE T . R
ST DU | LT T DS T E
BT AT R e R if:\ TACACS+ = >
— % N NN T4 X2l — g B EE
TH4vaviiu s AL ) o
e 1] z Nl
Y REUVEY FLET, S
a—h) a<wy N +OREHEDR |a<vy RFFaRAx— a4 L, NAT—=KL | AL oF N5 ASA~DE >
ewy Wa—H—L L |7 ETN, laaaa~vr REUkEy ML |[va v a8 LET, VR
Ta/A LT |2—F—FZnbllb=a|£73, T ARITAR—=ANG, 2
W5, <~ REATTERL VT RA MU BT
0 ET, =P LNV EEFT S

R TEET,

gB77t2 |}
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FINARATIEADE=ZRY Y

* [Monitoring] > [Properties] > [Device Access] > [ASDM/HTTPS/Telnet/SSH Sessions]

EER~A 12iE. ASDM. HTTPS. BEL O Telnet D v > a » &I LT+ 2 2 —H—
DRI A T, By arID, BIWRIP 7 FLARRENET, FEDE Yy a &Y
W42 i2i%, [Disconnect] #7 V v 7 LE T,

THEARA X, 7 TAT b, 22— —H BERAT—FA, VYT U=T RN—T3
. ANNEEeZ A4 T MRSk Z A7 AJTHMAC, ) HMAC, SSH v =
ID, %0 OF—F{AERT —F, KD OF —FHAERKH, 7 —FX—2OF—FARk, KH
NR—=Z2DF—HAER, HEOF—HAEROKRINRRINET, FFEOE Y a &Yl
3 5I1Z1%, [Disconnect] 7 U v 27 LE7T,

[Monitoring] > [Properties] > [Device Access| > [Authenticated Users]

ZDORA NTE, AA AT —R— ko CRIEEN a2 —Y—Da—Y—4 IPT KL A,
ZAF w7 ACL, IHEEX A L7 7 b (GFHETDIHE) . BIOWERZ A L7 7 F3—
EERINET,

[Monitoring] > [Properties] > [Device Access] > [AAA Locked Out Userg|

IONRANTIE, vy 2T U hERTEAAA v — )b 2 —P—Da—F—4 KL TR
REORATHEEL, BL O —H—nny 770 hESEEP - ERRINET, =y T
U N ENTERHFEDO—Y—% 27 U T T 5HIZIL, [ClearSelected Lockout] =27 U v 7 LET,
0y 77T NI TRTOL—YF—%2 U7 F 5HIZIL, [Clear All Lockouts] 727 U 7
LET,

[Tools] > [Command Line Interface]

ZORA T, SFESERIEAE T I T 4T a<wr FEBITL, REERTEHZL
NTEET,

. EETIEX
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EETIELRADERE

R 2. EBT VL RADERE

w27 w20BE [

HEaER Tov bk |HHA
TH—L)
IJ — X
CiscoSSH A% v 7 OF 7 v Mb - 9.19(1) Cisco SSH A% » 73T 74 /L hCTHEAESND LIV EL
7
H LUV S U7 i
e VU NVa T XA ME— R : [Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]
e vJLFaT F A FE— I : [Configuration] > [Device
Management] > [SSH Stack]
SSH & Telnet D/V—"7"73w 77 A 52— |9.18(2) N—=T Ny ) LB =T 2 AZBMLT, KROBERIZHEHRT

T xA A HFR=T

LIV ELL,
* SSH

 Telnet

FR/AET SN2~ F @ interfaceloopback, ssh, telnet

FH/ZE T i : [2E (Configuration) |>[7 /3A ADE& v
;7 v 7 (Device Setup) ]>[Af > ¥ —7 =4 ADFKE (Interface
Settings) |>[A ¥ —7 =A A (Interfaces) ]>[V—F /v 7 A
v H—7 x4 ADiEN (Add Loopback Interface) ]

ASDM YR — ME 7.19 TEMENE LT

EETIEX .
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3
3
Iy

BE

TS5y bk
T4 —L
y—2

n
&

CiscoSSH A &% v 7

9.17(1)

ASA IZ. SSH BRI HE » SSH A% v 7 A LE3, b b
2. OpenSSHIZHE-5< CiscoSSH A ¥ v 7 ZfF 9 2 K 5 I1ZER
TEDLEICRVELTL, T4/ FAY y 7IX5EHEE ASA
A K 7 T9, CiscoSSH Tk &=V HR—FLET,

« FIPS O YL
L ZAARBLWNA—T YV —RAaI a2 =T AN OEHEET
T WY 7 5 T
CiscoSSH A& v 713k a VAR — b LARWZ LIZEFEELTLEE
A
s VPN Z N LTERIDA v B —T oA ZA~0D SSH (&7 7+
)
« EdDSA ¥ —~X7

* FIPS E— KD RSA F—~7

TS OFSREDN M B 72 A 1E, 51 &KX ASASSH A ¥ v 7 %1
HITBH2LERNHY 7,

CiscoSSH A % v 7 TiX, SCPHEREICHE TOEENRH Y £9, ASA
copy 2> REFHHLTSCPH— LD T 7y LV EaE—
T 521, ASA TSCP #— %7 Ry hEARNDSSHT 7t
AEFINZTHHERDH Y 7,

B LVVAEE ST

s Nar T XA ME— R : [Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]

e v )VF T F A FE— K : [Configuration] > [Device
Management] > [SSH Stack]
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9.17(1)

BRERREREIER D v 7 A VEITICRIT 5 &, ASA X —H L
a—Y—%2uv T U NTHGEAERHY ET, ZOMRERIL, FiiE
LoL 1S5S Oa—Y—ZiddH s nNETATLE, 72, BHEE
MT I by 7 EfRETHET, 22— —[TEHRIC e v
7T hENET, EHENZ ORI clear aaalocal user lockout
Ay REMBEHLRVRY | 22— =310 32w v 7 fiffr S
NHEICRVFE LR, FEL~VISOa2—F—b, By I T
7 RRENEHIND Lo E L,

HH/ARE Shvi-a~ 2 K : aaalocal authentication attempts
max-fail , show aaalocal user

SSH 35 X U Telnet /S A U — RAEE o
7k

9.17(1)

m— A /L —H—7% SSH ¥ 7213 Telnet 21l L T ASA ([Z#)H T
nryArTHE NAT—=REELTTLHIHIROONET, F
7o, BEHENRSRATU— REEER LItk &IOv 7 A4 Ik LT
b7 IRERINET, 2L, ASABRYa—R§T5&,
BOIOBR T A ThoThH, 2=V —lZ7 v 7 MNIFRINE
A,

VPN o —h ) a—W—F = RXR—X {5 —b %
L. SSH F 7213 Telnet 7 7' A HICEF SNIZHE. HFLULS
A= RHEHTAENERH D Z EICHEBELTLLEIN,

HH/EEINT-a~2 K show aaalocal user

EETIEX .
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SSH &= U7 ¢ Otk

9.16(1)

SSH R D SSHEF =2 U T 4 OkTEAYR—FT5L91270
F L7,

e RA MF—0DA : cryptokey generate {eddsa|ecdsa}, RSA

{2 % T, EdDSA 3 X OVECDSA 7K Ak F—DH R — [ 3
BINSAVE Lo, ASAIX, fAET %% . EdDSA. ECDSA,
RSA DJEIZF—Dfli 2587 £ 3, ssh key-exchangehostkey
rsa 2~ R TRSA F—%HT 2 X 92 ASA ZHI/RIIIC
RIET D% a1, 2048 B ML EDF—Z AT 2 BN
HVFET, Ty 7T L—ROEMBEDT-DIZ, ASAIXT 7+
NVEDBRARF—FHENMEA SN TV DIEEICOHR, LD/
ZWVWRSA KB A MF—%fMHLET, RSA DV HR— MNMISHk
DU Y —ATHIBRINET,

X —2ZHa T /L3 ) X A ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256}

5 5{k 7 /L =Y X L : ssh cipher encryption
chacha20-poly1305@openssh.com

e SSHAN—V g 1T HR—FENR< 72 £ L7, shversion
o< Ri3HIBRES I E L,

B LVVAEE ST

* [Configuration] > [Device Management] > [Management
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device M anagement] > [Certificate
M anagement] > [l dentity Certificates]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Ciphersg]

SNMP [ JE BT 7 & 2

9.14(2)

B A NE VPNRRBEOEX 2772 SNMP A — Y » 7 &2 EBLT 57
DO VPNRED B L LT, VPN b RURHOERT 7 & A
ERET DRI, INFA v X —T = A ADIPT RL A& E~ v
TT AT ARNIEDET,

. EETIEX
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HTTPS 74 RAH A LT U NDORE

9.14(1)

ASDM, WebVPN, BLOMLO 7 T A T > hEETe, ASA~DT
NTOHTTPS #i D7 A RAZA LT U MERETED LI
720 FE L7, ZHE TlE. http server idle-timeout =~ > K& ff
HLTASDM 7 A RAVEZA LT U NERETHIELNTEE
HFATL, MAFDZA LT U MERELLEAIX, HFiLnas
Y RIZEOREDBLEINET,

HH/ZEE S -l : [Configuration] > [Device Management] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [HTTP
Settings] > [Connection Idle Timeout] = > 7 7R v 7 A,

HIERINTEY XA MUSUTELE
WEF 2 U T b bIERNEF2 Y
T 4 ~E W) JIEFEC SSH i 5k D 5
%R

9.13(1)

FRER SN2 U A ML U T, SSHEF SLOR 5013 ik b E i
X2V TR bBENEX 2V T o~ WO EF (BPEE
E) TRRIND LRV ELE, LEIOY Y —XTiX, &b
NS DONPORLENHED~DIEFTY A SN TEY, E¥xa
U7 4 BEWIES L0 WIS EICFR RSN TVE L,

B LA S U7

[Configuration] > [Device M anagement] > [Advanced] > [SSH
Cipherg]

SSH ¥ —&#it— KORTIL, Bl
UTFAMIBEENTWET,

9.12(2)

FH a7 XA N CIESSHY — AR ET HLERH Y £7,
ZOREL, OTRTOarTXA ML TR S E T,
Prll/Z8 5 X 7= [Configuration] > [Device M anagement] >

[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [SSH
Settings] > [DH Key Exchange]

enable 7' A VEFDRAT — ROEH
DILZELT

9.12(1)

T 74V kD enabledd/N AT — RFZEH T, ASA THiHEEXEC
T R~D7 78 AERITT LA, NAT— RE330FL L
DIEIZEET D ENRMAELRDE L, ZEAOEFICTH L
IXT& £ A, noenablepassword =~ > RFH/EYR— F &
TWEH A,

CLI T aaaauthorization exec auto-enable = A2 9% & . enable
av R, login =2~ K (FpiEL -~V 2 Bl Eoa—H—) | &£
7213 SSH/Telnet & v+ 3 & 2 L THiME EXEC £— RIZT 7

TATEET, INOLOFETIETTRNTC, £ F—T /N /RAT—

RERETDHVLERDY 7,

ZONRRAT— REFEOEMIL, ASDM Ou 7 A AAZiTmEH S h
FH A, ASDMDT 7 /b hTlid, 22— —4 ##HE 7 enable
NRAU—REFEHL eI A T HILENTEET,

EERSNZHEEITH D 8 A,

EETIEX .
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HERER 7oy kb B
TA—L1Y)
)—X
Y o Y g L DORTEARER IR 9.12(1) ), a—WF—Hr, BXO7 e haVBiOEREy a0

BREZRECTEET, TNETIE, By a BB LR
ETCEXFEFTATLE, ZOMERa Y —IL By g /|l wE
EHE2AHAZLIEHVERTAL, wALTF aTHRARNET—RTIX
HTTPS B v v a v OBERETHZ EITTET, JkRtvia
YHUE S THEIESNTWET, F£72. quota management-session
av VU RIIVAT A a7 4 X2 b—a rTEZRITFARLLR
T RDVIZaUTEAR a7 4 X2l — g AT
HEITIoTVET, BBy a VORREN 1512780 F
L7z. 0 (BEHIPR) 7213160 EICERELCT v 77 L—F15%
L EIZ IS ICERE SR ET,

B/ S 7= : [Configuration] > [Device M anagement] >
[Management Access] > [M anagement Session Quota]

EEIMEIR L~ L O ZE @ AN

9.12(1)

Hh727 7 & A (aaaauthentication enable console) % FRFET %
M, FETZIXFE EXEC ~OEBET 7 A (aaaauthorization exec
auto-enable) ZFFr[9° 5 & ﬁﬁlﬁlmﬂ 74 CLURIZEID Y THN
7T 78R LAULNER INTZHEIT ASA D o —F —~@ %
INDHEITHRVELL,

B LUVAER S LB
[Status] »S— > [Login History] 71 = >/

SSHIZE D tEFx=U T ¢ DHflk

9.12(1)

WDOSSHEFXF =2V T 4 DEELZSZML T ZEN,

» Diffie-Hellman Group 14 SHA256 ¥ —"Z#aDHHR— K, Z D
RENT 74V M2 £ Lz, UETIOT 7 /v MME Group
1 SHA1 CTL 7=,

« HMAC-SHA256 B 5 s 5DV R— K, 7 +/L ME, &t
X2 U T OS5 b (hmac-sha2-256 DH) 12720 F L
7= LIRTOT 7 3V MIHREEDE >y hTLT=,

HRVA R S T

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Cipherg

. EETIEX



| gE7 +Z

w27 w20BE [

HRER Ty bk |EHEA
TA—L)
)—XR

7T TP R—=ZDOHTTPS 7 74 7 |9.12(1) T T THFRX—=2OHTTPS 7 74 7~ ~H ASA Ed HTTPS

Y MZED ASA ~DT I ADFFA] P —ERT V7 EATEDHEICTHIENTEET, T 741
I CiX, ASDM, CSM, X URESTAPI BFFr[ &N TWET,
B S L7z B
[Configuration] > [Device M anagement] > [M anagement Access| >
[HTTP Non-Browser Client Support]

RSA % — ~X7%3072 £ b F—%H [9.9(2) FEV2TAYPA REINRITHETEL LI E LI

AR LTOEY BB E 7213 EH S 7= E i [Configuration] > [Device
Management] > [Certificate Management] > [Identity Certificates]

Ty URURRRA v —T = A A 9.9(2) VPN ¢ management-access 3% D BVI THZNZ 72 > TV DA

(BVI) @ VPN EELT 7 & A telnet, http, ssh72x EOEFHY—E A ZBVI THIICTEH L9

W2 Lz, FEVPNEHT 7 B 2DEAIE, 7V v Z—
TANA =T 2 A ATINO DY —EADRE & HATS
HILENRHY £,
P EFIIEFE SN2~ K : https, telnet, ssh,
management-access

SSH/\— =3 > 1 DFELL 9.9(1) SSHAN—Y a U 1FFEILE S, %DV V=X THIRSh D TE

T, T 74V FRENSSHvI & v2 Ol F5538 SSH v2 DIRIT
EERINFE LT,

B LVVAEE S U

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

EETIEX .
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SSH/\E%""?‘—WLA HE%1%}EHV9L%):L‘—#‘—
OFBFEENRAT — REFEHT B 2—
P —OFRFEE KB L E T,

9.6(3)/9.8(1)

9.6Q2) LVRIDY Y —ATiE, n—H 2—HF—F—FX—2
(ssh authentication) #1#i ]l L C AAA SSH #2iE & W/ RAVICAZD
ZL72< T, SSHZARF—F85E (aaaauthentication ssh console
LOU&)%F% ITHIENTEELE, 9.62) TlL, ASA T
AAA SSH #BREZ BURBICAHNC T HMERHV L L, ZDY
J— XﬂizﬁA%Hmﬁ%%T% CHNZT 2B TH Y F
i, —H—{Z% LT sshauthentication =~ > KERETH
L. ZOXATORGEEFERT 52— —0r — B VRN T
T4V NTHNCRD £7, I 512, BRI AAA SSH #B5E%
WIET D E, ZOFREFNAT — FEFE O —H—4 120D Fj
ShFET, o, [EEDAAA Y —— ¥ 47 (asaauthentication
ssh consoleradius 172 &) = CTxE4, =L xiX. —HD
a—Y—iFae—hL 5F— H_— R % fi bf/\ﬁiﬁa?*‘ntunﬁ%'f&ii
AL, o=z —— L RADIUS TRAU— R&EHTEET,

AR SNI-HEHEIZH Y £ A,

a7 A Vg

9.8(1)

T 7V RN TE, v A VIERIZ 90 BHRIESNE T, Z 0%
BEZ N T D70, M AERAK365 BE TEFTEET, 128U
FoEH A Y v B (SSH, ASDM. Telnet72 &) Tu—/LAAA
RAEEZ AN L TV DHEGA, ZOMRRIEIr— I 7T —FX—2X
Da—Y—ZIZOIHEHAINET,

OB A S#vE L7z, [Configuration] > [Device
Management] > [UserAAA] > [Login History]

NRAT— ROFRAHF L 22— —4 & —
BT B2 — ROMHEEIET 58
AT — KRR > —DiE M

9.8(1)

RIS 2A T — ROFFH L, 22— —4 &%
HNAT— RO ZEEIETEL X922V E LT

WO MAZHE S 3uE L7, [Configuration] > [Device
Management] > [User AAA] > [Passwor d Palicy]

ASDM |Z%9 % ASA SSL #r—/3—
FE-R~vyTFor

9.6(2)

S E~ o S RAET A O, AFECIRAL AT 9 ASDM = —
P—IZkt L CREIAEAERCE D L1220 F L,

WO %2 LE L7z, [Configuration] >[DeviceM anagement] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH]

. EETIEX
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9.6(2)

PRIOV V—ATliE, v—Hh 2—HF—F—F =2 () &ff
FILTAAASSHERREZ AN L7 < CTh, SSH AR F—785
O ZADNCTHZENRTEE L, ZORETEESINT-T-
. AAA SSH FRFEZ B REVICHENCT DM ERH Y £, 21—
P—NREXF— DR VIR T — REFHTE RN L 5, /3%
U— RREZEDLT—P—HEERTED LR E LT,

WROBEPELESE LT,

[Configuration] > [Device M anagement] > [M anagement Access| >
[ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [User SAAA] > [User
Accounts] > [Add/Edit User Account]

ASDM & BiLEG

9.4(1)

HTTP 7 7 & A & Telnet 8 L ONSSH 7 7 & A BN & PRI AR 2 2%
ETEDHXHZ0EL,

OB E AT S E L7z, [Configuration] > [Device
Management] > [User/AAA] > [AAA Access] > [Authorization]

SEHEo L 7 4 X2l —v 3D
ASDM 2 —H—4,

9.4(1)

ASDM DOFFHEZRGE 2 AT 5 L. ASDM MFEHEN S 22—
Y—Z T 5 HEEHRECEET, £, v Inv
PR Ca—P—ZEFICANT L TERRTEET,

OB HENEA S vE L7z, [Configuration] > [Device
Management] > [Management Access| > [HTTP Certificate Rule]

WEINTZT H A LRAT— R

AAIE

9.2(1)

+o R A R R R OB 1R, REREZ VT vy v E— AT
T 5 &M EXEC £ — RIZBITTE £9, auto-enable 47> =
> 73 aaa authorization exec =~ > FIZBIMENE L,

WOMBEHAAEE X4 E L7, [Configuration] > [Device Management]
> [Users/AAA] > [AAA Access] > [Authorization],

HTTP UV XA L7 k® IPv6 B — b

9.1(7)/9.6(1)

ASDM 7 7 ¥ A ¥ 771327 547+ LA SSL VPN JH® HTTPS
WCHTTP U XA L7 FEFHIZTDHE, IPv6 7 KL ANEES
AT T4 v 7BV FA LT FTEHEIITRD FE LT

WO ZHEEENN BN X4 E L7z, [Configuration] > [Device
Management] > [HTTP Redirect]

EETIEX .
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FXTE ATREZ: SSHRF S HERE & H6 A 1E 7 L | A0PBPB) | = —H — X SSHEF b 2 B HLIT 5 & 1T 5T — REZEIR L,

Y XA SEIERF—MT LT Y ALK LT HMAC & K5t a %
ETExFET, 77V r—2 a0 0T, BFeodmEs 2k Lz
DR TEIMLERSHIEERHV FT, EXaThar—oN
T —2 U AFMEEALT AT Y RN LE T, T
. ASA I 3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T VT AhZ I o—kLET,
ERENTBEHIOT L ZY XL (3des-cbe) 2NBIR SN T-HBE.
aes128-cbc 72 ED— @RI /T N2 X ANBEIR S NT-HA X
DHRIBICNT =< APMETFLET, T2 xIE, fnant
55U H 4 5 121%, sshcipher encryption custom aes128-cbc
EHEALET,
WO 2N EA I E L=, [Configuration] > [Device
M anagement] > [Advanced] > [SSH Ciphersg]

SSH @ AES-CTR K51k 9.12) ASA TO SSH ¥—/"—DEEEMN | AES-CTR E— KOK L% Y
A= TDHE9R0FELE,

SSH * —FAE kM@ ot 9.1(2) SSH ##tid, ks 60 o E 72137 —% 771 v 7 1GB
TEITHAERSNET,

V)T AT XA E— RO ASASM |8.5(1) ~NF AT XA R T RDAAL v F M5 ASASM ~DHEHGE

IZBWT, AA v F b O Telnet 583 VAT DFEITAR—RAIZE R LETN, NSO A HIET S

BLOMEa Y — LV GEREE AR — R OICEHI T A N TORIAERETEET,

LEL,

0— BT —H_XR— AT 555 | 8.4(4.1), n—A)F—H_X=2A%FEH L TCLI £7/2IX ASDM 7 7 & A D

DEHFNRAT— KR —0HHR—1]9.1(2) PREE R ET AHEAL. BEMMARE S La—P— T/ AT —

K

ROERZERL, "AU— ROKEERE & RKIKEF LTI 8D
INAY — REEHEIHE D) Z L B2 ERTHNAT— R KR v—
ETEET,

WOMWmE?AEA I E LTz, [Configuration]>[Device Management]
> [Users/AAA] > [Password Policy],

Ean
AX

. EETIEX
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SSH AR —FFEO Y H— b 8.4(4.1), ASA ~0 SSH Bt DA ¥ —FBFEIE, = — P —HA CHZT
9.1(2) EFET, AFEF—T77 A4 (PKF) T74+—~v b3nF—%F
7213 Base64 *—ZH45ET& 9, PKF F—|, 4096 &' h&E T
EHTE£9, ASANHAR— 4% Base64 JZA (k2048 £
F) TIERETESLF =IOV TIE, PKEEXRZMHH L £,
RO FEASIE LT,
[Configuration] > [Device Management] > [Users/AAA] > [User
Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] > [Users/AAA]
> [User Accounts] > [Edit User Account] > [Public Key Using PKF],
PKF % —JEX DA — M 9.1(2) LAED - TY,
SSH & —22#4® Diffie-Hellman 7 /L — | 8.4(4.1). SSH % —7#Z#4Z Diffie-Hellman 7 /v — 7" 14 2B & E Lz,
714 DY HR— |k 9.12) INETHE, ZA—T17EFRIR— RSN TWE LT,
OB ENEE SFUE L7, [Configuration] > [Device Management]
> [Management Access] > [ASDM/HTTPS/Telnet/SSH],
EHY Yy a VORKREOYHR— [84(4.1), [FAF ASDM, SSH, Telnet v ¥ a » O KBAHRETE 7,
9.1(2 )
@ WOMEHAEAN Z41LE LTz, [Configuration] > [Device Management]
> [Management Access] > [Management Session Quota]s
SSHEX=2U742mEL, SSHT |84(2) 8.4(2) LAR%, pix £zl asax—H—4Lnm s A RNAU— KT

7 /v b 22— —ZiI YR — b I
{7 FE L,

SSH MM L TASAICHHT 2 Z LinT& <72 £ L7z, SSH
ZfE A3 %1213, aaaauthentication ssh consoleLOCAL =2~ > K
(CLI) = 7213 [Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authentication (ASDM)] Z i F L T AAA 783
%%’“T‘ELT#B B—Na—F—ZERTDOILENDY 7,
#95I121%, username =~ K (CLD) % A9 27,
[Conﬁguratlon] [Device Management] > [Users/AAA] > [User

Accounts (ASDM)] Z#IR L £ 7, =m—H/L T —FX—2Db
DIZ AAA P — R —ZFRECER T 2856, m— I BEb Ny
IT v TOFERELTEHRELTBZLEBED LET,

EETIEX .
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HRES 73y |EiHA
TH—L4LY
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EET 7k 7.0(1) ZOWRENEASNE L,

ROBEINEASIE LT,

[Configuration] > [Device Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH][Configuration] > [Device Management]
> [Management Access] > [Command Line (CLI)] >
[Banner][Configuration] > [Device Management] > [Management Access|
> [CLI PromptConfiguration] > [Device Management] > [Management
Access] > [ICMP][Configuration] > [Device Management] >
[Management Access] > [File Access] > [FTP Client][Configuration] >
[Device Management] > [Management Access] > [File Access] > [Secure
Copy (SCP) Server][Configuration] > [Device Management] >
[Management Access] > [File Access] > [Mount-Points][Configuration]
> [Device Management] > [Users/AAA] > [AAA Access] >
[Authentication][Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authorization][Configuration] > [Device

Management] > [Users/AAA] > [AAA Access] > [Accounting],

. EETIEX
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



