AAA FH ) TACACS+ H—/\—

ZDOFETIE, AAA THEDILD TACACS+ — "—DFEEHFIEIZHOW TR L £,
« AAA HH® TACACS+ H—/"—|{Z2WN T (1 =)

« AAA 1D TACACS+ = =D HA KT A4 (33—=)

e TACACS+ H—_—Da%E (3 X—)

s TACACS+ H—_—DFEFEB L FFAIOT A b (7 =)

« AAA D TACACS+ Y —R_R—DE=F J 7 (71 32—2)

« AAA 1D TACACS+ H— —DJEHE (8 X—)

AAA @D TACACS+ H—/\—[ZD\T

ASA X, ASCII, PAP, CHAP, MS-CHAPvl ®#% 7' 1 | 2/l C TACACS+ H— N —FGiE %
AR—FLET,

TACACS+ &t

ASA X, TACACS+ BtEA YA — b LET ., TACACS+ EBIEIX, §8FE, §Fvl. THU T 1
TOMREEDHELE T, e ha L TiE, WAHEA T Va0 2 BEORBEEZ YT AR— ML E
To ==L I TA4T L O THHAREZINTEDLERHY, /o, LABHEIX
A—P—ZHEATIVERHY £, 7 a0t MREIIMEHATE2EE, T
RN ELH ET,

N

GE)

TACACS+ B Z A4 5121, NAS FTAAA b —EANA R—T /IR > TWBH I & & H
EBLTLEEE N,

WDOFRIZ, By b AN— T 0% AEGEITH LTHR— b &N 2D TACACS+HF Al & @t o —E
ZonLET,

AAA F® TACACS+ H—/3— .
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AAA FA O TACACS+H—/3— |

& 1:97R— & B TACACS+ AL EBIE

Rt Gl

acl BERICEMT 5, u— ULV TREFHD ACL ikl L £,

idletime REF A —H— v a VKR T T DRNCIFRI SN D IET 7 7« 7 HFIE]
(43) ZRLET,

timeout PR AL —P =T v a VR T T HRNCRREY LT v Y XY VST 7T

T IRRE TV D AR (4)) ZHREL £

WDOFEIZ, VIR—FEND TACACS+H T v T 4 v Tt —&E&Z R LE T,

o

R2:YR—+SNnB TACACS+ T h oo T 1 VTR

= 563

bytes_in ZOMGETICERE SN DAL MEERELET (R by T La—FRo
) .

bytes_out ZOBEGETICER SN AL MEEIEELET (X by 7 La—FRo
A) o

cmd FATTHa~v U REERLET (A~ R T T 40T DHR)

disc-cause IR AR ET 2T — FERLET (R by 7 La—FRoR) ,

elapsed_time

Rt ORGEEH () 288 LET (Abhy 7 La—Fo#) ,

foreign_ip N RNEGD 7 TA T hDIPT RLAZRBELET, & FMiotExF2Y
TAALHE =T 2 A ATHY hAL— TaxTEHEOT FLAZERZLE
—a—o

local_ip U RNEGR LT AT FDIPT RLAZIRELET, it F=
VF A4 AV E—T 2 AATH Yy NAAL—FaXx 80T NLARERLE
7

NAS port BhiotyarIDRNEENRE T,

packs_in O TPICIRIE S ND AT NN NERE L ET,

packs_out ZOERICEIRIE SN DO NNy MRERE L £,

priv-level A R T T 4 v TEROEGEIT—F — DR L~ 2SN 0
AL LICRESNET,

rem_iddr PIAT L RDIPT FLRAZRLET,

. AAA Fi®D TACACS+ H—/\—



| AAA B @ TACACS+ H—/3—
AAA A3 TACACS+ H—i—DH 4 K512 [

B ZtEA

service T A —ERERBELET, a~vr R THTUT 4 v T OBREITDI,
HIZ Tshell) ICREESNET,

task_id THIT 4 NI g CEEDZ AV ID #EELET,

username 2—HF—DA4FTERLET,

AAA D TACACS+ H—/I\—DHA K54 >

ZZTiX. AAA HD TACACS+ —NR—% R ET HHNMER T IMLEDOH LA KT 1408
FOHIRREHEIC DWW TR L £,

IPv6
AAA P —X— L, IPv4 £721LIPv6 7 L AZFEHCTE £,

FOMDAA K542
e VI NTE— RTHRR200EDOY— =TV —F FI~LFE—RTarTHFA D
L4 oD —R— T N —TF o LR TXET,

e KT N—TITiL, VTN E—RTHEKRKI6E, SVFE— RTHRRKSEDY—"—%25
OB ENTEET,

TACACS+ H—/N\—DEZTE

Z ZTiE. TACACS+ H—R_—%RET D HIEICHOW T LE T,

FIE

AT 91 TACACS+ —_— I —TDFHE 32—) .
ATy T2 T)—T~D TACACS+ H— _"—DBEI (5 2—)
AT F3 (FFvay) BirFu 7 roBEN (5_—2)

TACACS+ H—/\— S )L—TDEE

SREE. Al T AT 4 7T TACACS+ v ——% i 79 2854815, £ TACACS+ ¥ —

W= T N—T %M EHTOER L, £ N—T 121 BULEOY—R—ZBINTH0LERD
D £4, TACACS+ Y —_— L — 134 R Tkl S E7,

AAA F® TACACS+ H—/3— .
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B meacs: v—i—s—JoxE

ATy T
ATv T2

ATFvFT3
ATvT4
ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

TACACS+ ¥r—/3— ) —T"%BINd 5120%, ROFNEEZFEITLET,

FIE

[Configuration] > [Device Management] > [Users/AAA] > [AAA Server Groups] % i8R L £ 77,
[AAA Server Group] 83 C, [Add] =27 U v 7 LET,

[Add AAA Server Group] A 7 R VR v 7 ANFRINET,

[Server Group] 7 A —/V RIZ T N—T" D4 FiE AT LET,

[Protocol] K2 v 7 #7 URA MG, [TACACSH] Hh— "— X A4 T HBRLET,
[Accounting Mode] 7 «# —/V R"C, [Simultaneous] F 7= [Single] %7 UV v 7 L %7,

[Single] E— RDEA. ASATIET AT T 427 T—=2N 100 — "= IR EEINE
7

[Simultaneous] E— RDGA, ASA TET I U LT 4 T T—E N T N—THNOTXTDOH—
N=ZEFEENET,

[Reactivation Mode] 77 « —/L K C, [Depletion] £ 7213 [Timed] %7 V v 7 LE T,

[Depletion] & — R OHA, BEENHEAE LIV ——L, 2 —TNOVP— =3 FCIET 7
T A TNl EIZRY . BT 77 4 L& E T, depletion E— KT, H2DH— 31—
T 7T 4 TNl oG E . TOV— =L, TN —TDOMOT XTOY—R_—=NIET 7T 4
TWRDETHT VT4 70FEF LRV ET, TXTOV—N=NRIET T4 7D L, 7
N—THNOTXTOY—=N"=0NH{T 77T 4 7ENET, ZO7 Fr—F Tk, BEENREEL
Toth— =T R T D R IE DR A % Fe/ MRICEI 2 HIvE T,

Timed & — FClE, BEENREAE LI — "~ 330 BOEIHOB THT 77 0 7
R

[Depletion] 7" 7 7 ¢ 7{bE— N2 @R L71235513, [Dead Time] 7 4 — /L FIZRERHHEIFE 2 A7)
LET,

7w REFIZIZ, V=T NOREDOY — =T 4 =TIl >ThbH, TXTOH—
N=BHFOA, X =T V5 ETORMMREZ B TRHRELET. 7y REALIE, v—7
NT =B R AND T F =)V 7 R E LG AICorEASNE T, Bk, T v R¥A
LADRET D E Cu—h A CTRITENRE T,

P R—THAEND AAA b T T a VORMOREREEZEMLF9,

COF T a s TRET IO, IWEDOR WY —R—%IET 7T 4 T L EET IO AAA b
SW g roREEE T,

[OK] %7 Vw27 LET,

[Add AAA Server Group] Z# A 7 1 778w 7 AWM T, #Hi LW F—3— 7 /L—7"7% [AAA Server
Groups] 7— 7 /MBI ESVE T,
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ATy 710

5 n—F~0 TacAcs+ H——nsem [

[Applyl 27 U v 7 LTERNREZFITay 74 Fab—rva VIR FLET,

S I)L—T~®D TACACS+ H—/N\— BN

[t

ATy T
ATvT2
AFvT3

ATv74
ATy Th
ATy 76

ATy T1

ATvT8

ATvT9

ATy 710

BErOo> 7

TACACS+ Y —"—% F N —FTBINT 5121, OFIEEZFEITLET,

FIE

[Configuration] > [Device Management] > [Users/AAA] > [AAA Server Groups] %8R L £ 97,

P R—2 BT == N—T%2 7 V7 LET,

[Servers in the Selected Group] fEJK T, [Add] =27 U v 7 LET,

= TNk D [Add AAA Server Group] A 7 R 7R v 7 ARNFIRENET,

RAE — =T oAV F—T = A AL ZRRLE T,

IN—=TIBMT oY —=_=DF == ETIP T FLAZIEBMLET,

YR DBEGRITO S A L7 Y MEEHRE L ET

Specify the timeout interval (1-300 seconds) for the server; the default is 10 seconds. For each AAA
transaction the ASA retries connection attempts (based on the retry interval) until the timeout is reached.
e L CRILTZ R T W7 v a COED AAA — =T L—THNORE S iz
maximum-failed-attempts HIfRIZEET 5 & AAA — —F3IET 7 7 1 7{L S 4L, ASA IEHID
AAA F—ri— (BESHTOBHE) ~OEROERFZ ML ET.
P—=N—R—FEHELET, == FR— ML, A= FEF 139, £ITASAICL-T
TACACS+ Hr—"— L OBFITHH S5 TCP R— FDFF T,

YN X—ZHE L E T, ASA TTACACSH Y — S —Z&BGET 2 BICHEH S5 AT R
FX—EHELES, I TRELLEY == F—I13, TACACS+ H—"—TREI N
Y= N—REx—L BT DLEND Y £T, b= —REX =B AHDOHEIT. TACACS+
= N—DEHEINEDE T EEN, &K 4 —/V FRIX, 64 LFTT,

[OK]Z7 U > 7 LET,

[Add AAA Server Group] % 4 7 a2 77K > 7 AL, AAA T — 3= AAA H—/"— T L—"F
WZBME k7,

[Apply] 27 U v 7 LTERERNEZFITa L 74 Fab—ra VITRFELET,

OBEN

AAAFTFETF ¥ Lo Y 7 ADOETHIC2—Y —IZERTHTF A MNERETEET,
TACACS+ Y — 5 O 2 —WFRFENLIE /2 HEE1C, ASA #H @ HTTP, FTP. Telnet 7 7 &

AAA Fi®D TACACS+ H—/3\— .
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ATy

ATy T2

ATvT3

ATvT4

AAA F? TACACS+ H—/3— |

AHADAAA T ¥ LoV TXARERETEET, ZOTXFA NIV OLI DT, 22—
P—u A U, 2= —ZTa T NENRRAT R Fa T O RICFERINET,

EET 0 7 M ERRTE LARWVWEES . TACACSt ¥ — N—TORIERF I 2 — Y — |25 L THERE
NARNRIZRD X 5120y 1,

ConnectionType |FIA4J) +bDTOLT F

FTP FTP authentication
HTTP HTTP &3
Telnet 2L

o nIE7 o7 h&EiA 7][]?‘6 Ix. &0)%“@\%%?? bij‘o

FIE

[Configuration] > [Device Management] > [User SAAA] > [Authentication Prompt] OJIHIZEIR L
i ‘j‘o

27 VRIL— P —ICRIREN D 2R LR T— RO T a7 RO RICRRT LT X
A NZEBMLUET,

WD, BIET 0 7 b OTFHHIRZ 7R L ET,

TIVr—ay TR T rOXF
IR

Microsoft Internet Explorer 37

Telnet 235

FTP 235

[User accepted message] 7 - —/b K & [User rejected message] 7 « —/b RIZA v&—T&BIML
£

Telnet 7> D — W —BEEE FITT 55 [User accepted message] 47" = > 3 LY [User
rejected message] 47 3 = /’&fﬁﬂq'@“ﬂ FARERRATY AAA I — =2 L =ZiF Ahvb iz,
iﬁiﬁféﬂﬁ_k%ﬁﬁéiéiﬁﬁ EDT T NERRTEET,

INHLDA Y=V THXMZNENHEE LIS E. ASA TiE, AAA Y —"—IZ L VR
éﬂf_:f—*—“f (2%t L TI& [Useraccepted message] 7 & A M BE/R S, FRRES N Mo Tz —

—{Z%F L CiX ASA |2 &£ ¥ [User rejected message] 7 ¥ A hRF/RrINET, HITP Y v =
/%iUﬂTﬁ//a/@mﬁfﬁ T MNITF LoV THRARNDREBFRRSINET,
=P —IHKGEA v =V TFAPNBLO—HF—EHA - TF A MIERSINTERA,

[Applyl] 27 U v 7 LTEERNFEZFITa L 74 F 2 b—va VIREFELET,
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| AAA FIO TACACS+ 4 —/3—
TACACS+ H—"\—oRi s L UHa0TR I

TACACS+ H—/N\— DL L VEFRIDT R

ASAMNTACACS+H — \— T8 L Ca— YV —2GEE 72 I3AGRTE D20 E 9 2 HilT 512
T, WOFNEEZFEITLET,

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [AAA Server Groups] DJIEIZEIN L F
D

RT9T2 b—NRN=PFET LY== T N—T% V7 LET,

ATYT3 TALNTHY—N—%27 Vv LET,

ATy T4 [Test)] 227V v 7 LET,
HR L 72— R —Z%fIia T D [Test AAA Server] A 7 0 7R v 7 ANFREINET,

ATw TS FE7+ 5T A DX A7 ([Authentication] F 713 [Authorization]) %727 U v 7 L%,
RAT9T6 22— —LE AN LET,

RTvT1 BikeT AT 25813, 2—F—HDRRT—FE2 AN LET,

ATy 78 [OK] &7 U7 LET,

RAEETNTGRAIDT A N A v =V N ASA O —"—~FEFINET, 7 PREKRKLE
LBald, =7 — Avb—UnRERINET,

AAA D TACACS+ H—/I\—DE=H21) Y

AAA D TACACS+H—"—DFE=F U 72O TIE, ROa~wy REZRLTIEEN,
* [Monitoring] > [Properties] > [AAA Serverg|
Z DA T, BRE ST TACACS+ — — O RHERA TR I E T,
* [Toolg] > [Command Line Interface]

ZORL LT, SFIERFEA L HFTIT 4T a~r RERITL, BREERTLHZ L
MNTEFET,

AAA F® TACACS+ H—/3— .
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AAA FIO) TACACS+ #—/3— |

AAA A TACACS+ H—/\—DERE

£ 3: AAA D TACACS+ H—/\—DERE

L 73y k B
T+ —L1)
)—X
TACACS+ #—3 7.0(1) AAA 17 TACACS+ H— " — % R IET % FIEIC Wit
HLET,
ROBEHEAZEASINE LT,
[Configuration] > [Device Management] > [Users/AAA] >
[AAA Server Groups]
[Configuration] > [Device Management] > [Users/AAA] >
[Authentication Prompt],
AAA [T D IPV6 7 K L A TACACS+ H—r3—19.7(1) AAA Y — =T IPv4 £7213IPv6 7 RL A EEATE S
Kol FELL,
TN—TZ L DAAAY—N— 7 —TF L —19.13(1) FVZLDAA Y —N— T N—TERETEES, &

N—DHIRBIE 2 £ LTz,

YINAT XA RNE— RTIE, 200180 AAA H— 31—
TN—T%eETEET (LETOHIRIZ 100) , v /LvF
AT XA ME— T, R ETEET (LRI
[RiZ4) .

IHIZ, AT THFRARNE—RTIE, FA—7T¢
W8 BEDY—N—%FETZET (LRIOHIRILZ L—
FTEIWTAEBEDY—R—=) [ TNV aryT R AN E—
ROTN—TFTLDOHIRD 16 ITEF SN TWERA,

IHNHDOEH LWEIRZZ T ANDT20I2, AAA WA
EHEINFE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



