NAT D4 & S Ha

VAT A ERICOWVWTHBLET,
e Xy NT—7 ATV =7 FNAT O] (1 =)
« Twice NAT O] (15 ~—)
=T RE—FLE T UAXT LY F T—RONAT (28 X—)
e NAT X7 v bD)L—F 47 (31 =)
« VPN & NAT (35 2—7%)
cIPV6 % U — 7 DL (42 —3)
*NAT i L7 DNS 7 = V) LISEDEZHz (54 2—)

2y bT—=0 T2 ~ NAT DY

WIZ, Ry NU—7 7027 FNATORER 2~ LET,

RNE Web H—/N\—~DT7 O XADEH (X274 v NAT)
WORFITIL, W Web F— N2t LTAZT 4 v 7 NAT #ET LET, EBEOT KL ALY
FGAR—hK Xy NT—7 EIZHDTD, NTVwr T RUVANKLETT, AXT 4 7 NAT
i, BHET RLAIZHD Web b —_"—~D T 7 4 v 7 HBRANNHBTE DL IICT D72
DITHETT,

NaTosie 3R ]



NAT OBl E SR |

B wiiweh 5—i—~07 s £ 20IRE (R8T 1 v NAT)

1: &L Web H—/"\—DRX 32T 499 NAT

L|

E 209.165.201.12

’

T
( Outside

\‘_2/09‘165.201 A

Security
Appliance

Undo Translation
10.1.2.27 —» 209.165.201.10

FIE

AT w71 [Configuration] > [Firewall] > [NAT] Z &R L £,

AT w72 [Add] >[Network Object NAT Rule] ZB&R L, FHLW Ry NV —27 7 V=7 MIARTZT
TWeb —/"—DHKARN T RLAEZEFRLET,

T0) Add Network Object =]
Namea: my'WebSary
Typa: Hast :l

IF Address: 10,1,2.27
Dascription: | Inside Weh Sarver|

s

=

4
240707

RAFYT3 TV FDAET 47 NAT R EL £,

. NAT O & S8R



| NATOflE B

M8 Web H—/\—~D7 s £ 20 (2471 v4 NAD ]

L£00 uddcbstvar Ohjeck
Mame: ?thServ [
Type: L Host :J
IP Address: [10.1.2.27 '
Description: ?Inside Web Server ]

(¥ Add Automatic Address Translation Rules

Type: [ Static : ]
Translated Addr: | 209.165.201.10 B8]
PAT Pool Translated Address: iB

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) failif -
Use IPvE for interface PAT

| Advanced... |

Help ] | Cancel ] [ oK |

ATY T8 [Advanced| %27 V v 7 L, EFEOA L H—T 2 A AL v T A X —T oA AGFHELE

jﬂo
SB00 Advanced NAT Settings

|| Translate DNS replies for rule

[_| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface
Interface

ar

Source Interface: [ inside

Destinatiop Interface: | outside

Service

Protocol: | B tep

ar

Real Port: |
Mapped Port: '

[ Help | [ Cancel | [ oK |

AFY TS [OK] %27V v 7 LT [%y hU—2 7= FOfF%E (Edit Network Object) 1 %A 7112

Ry 7 AZZREY, &9 —E[OK]Z7 Vw7 L, [#H (Apply) 127V v 7 LE,

NAT O & S8R .



NAT Dl e B8 |
B wikx FONAT (545395 NAT) &k USHEE Web H—/\—D NAT (57 1 v 4 NAT)

REHRZ LD NAT (%433 v%Y NAT) & & UHHER Web —/3—d
NAT (R3 T 4% NAT)

WOFITIE, TT7AX—F Xy hT—7 LONEZ—F =0T 78 AT D565, 20
=P =X A F I I NAT ZRELET, T2, WEL—F =239 8 Web B — S — (Tt
THHEE., 2O Web b —X—DF7 RLABNE R Y NT—JIZFETDIEIICRADT FL
ANEH I FET,
B2:REDH A F 3 v NAT. 5V88 Web—/S—DRZ T 1 v 5 NAT
I:ll Web Server

% 209165.201.12
.
tai

/_,__r'
 Cu
A, L

~—,

209.165.201 1

Tranzlation
101210 —» 209 18520120

LIndo Translation
209186520112 «=— 10.1.2.20

=5 = e

FIE

AT w71 [Configuration] > [Firewall] > [NAT] Z#K L £,
ATwv 72 [Add]>[Network Object NAT Rulg] Z#38R L, HLWAK Y NT—2 A7 V=7 MIAFTZAHT
THNEER Y NU—2 2 EZRLET,

B NATosiEsE



| NATOflE B

W& R b0 NAT (5453 % NAT) &5 & U525 Web 4 —/\—D NAT (247« v NAT) ||

[2) Add Network Object (%]
Type: [twort: vl
P Adezst 101,20 |
Netmask:  [255.255.255.0 [¥]
Description: | ﬁ
NAT 2 g

ATv T3 Wiy NU—=IDHEAF w7 NAT A F—7 M LET,

800 Add Network Object
Mame: MylnsNet
Type: Metwork S
IP Address: 10.1.2.0
Netmask: 255.255.255.0 v
Description:

(v Add Automatic Address Translation Rules

Type: | Dynamic ]
Translated Addr: B
__| PAT Pool Translated Address: [3

Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
__| Fall through to interface PAT(dest intf); | failif
Use IPvE for interface PAT

Advanced...

| Help | Cancel | oK |

ATy 74  [Translated Addr] 7 1 —/V T, W7 RLADEBIEL 254 AF v 7 NAT V' — V& KT
HLWRy hU—27 377 NeBINT 512, 2AX 270 v 7 LET,
a) [Add]>[Network Object] Z#ER L, Hr LA T V=7 MZARTZAHT TNAT 77— LD 7 K
LVADOHFHEZEFRL, [OK] 227V v 7 LET,

NAT O & S8R .



NAT OBl E SR |

B wikx FONAT (545395 NAT) &k USHEE Web H—/\—D NAT (57 1 v 4 NAT)

[ Edit Network Object E3
Name: myMatPoal
Type: :Ranpe El

Start Addre... |209.165,201.20
End Address: | 209.165,201.30
Description:

NAT ¥

Lo [ coned J[ b |

240793

b) FHILWRYy NT—I AT V= N TNT )7 TERBRLET, [OK]Z7 U v 7 LT,
NAT 2> 7 4 F¥alb—3 3 0RY 9,

Selected Trarslated Addr

o

Lo J[ conce |

240704

ATFv 75 [Advanced] 7V v 7 L, EEDOA L X —T 2 A AL~ BT A H—T o AEFRELE

hj‘o
ann Advanced NAT Settings
| Translate DNS replies for rule

Disable Proxy ARP on egress interface

Lookup route table to locate egress interface
Interface
Source Interface: inside
l:les.'tinatiui Interface: | outside =
Service
Protocol: B TEp
Real Port:
Mapped Port:

Help | Cancel | OK

ATw 76 [OK]%Z7 Y v LT[EditNetwork Object] ¥ A 7 R 7Ry 7 ZIZREY, 95 —E[OK]ZZ7 U v
27 LC [NAT Rules] 7—7 /VIZR D £9°,

RT7w 771 [Add] > [Network Object NAT Rule] R L, i Web Y—"—DA 7 V=7 M &R L %
—éAO

. NAT O & S8R



| NATOflE B

W& R b0 NAT (5453 % NAT) &5 & U525 Web 4 —/\—D NAT (247« v NAT) ||

8086
Name: %DutWehSEr\r |
Type: Host s
IP Address: 209.165.201.12 ]
Description: | |

ATFYyT8 WebH—R_R—DREFT v 7 NAT ZHELET,

Mame: |outWebServ |
Type: Host :]
IP Address: 1209.165.201.12 !
Description: | |

E Add Automatic Address Translation Rules

Type: | staric i)

Translated Addr: | 10.1.2.20

PAT Pool Translated Address:

@]

Round Robin
Fall through to interface PAT(dest intf): inside -

: Adwvanced... J

[ Help | [ cancel | [ENOKES

ATFv 79 [Advanced] 7V v 7 L, EEOA v X —T 2 A AL~ BT A H—T o AEFRELE
7

NAT D6l & S8R
|



NAT Ol & S8
B s#40< ooy 7RLR (REF 492 NAT, 182) £RORHBO— K /5245

Blansa mn.n'l'_rahf.n:u
73 Advanced NAT Settings
[ Transiate DNS rapbes For rule
Interface
Saurca Intarfaca; autsids [ |
Destinakion Interface: | Inside vl
Sarvice
Presacol: 5 tep ¥]
Feal Port:
Mappad Part:
[ o ] [ Cancal ] l Help |
- =
[ ok |[ concal |[ mp | g
]

ATFvTF10 [OK]Z27 Vw7 LT [*y hU—2 7= hOfFEME (Edit Network Object) ] %4 7 1/
RNy 7 AZREY, 9 —E[OK]Z27 Vv Z L, [#H (Apply) 1227V v 7 LET,

BEOIYET 7ERLR (RE3T4v%27 NAT, 1x%) #HDOAER
O— K /NS Y
KON, BEDIP 7 L RAIZEBRINDINEHE — K RXZ7 P 2Rm LET, AR R
TN E L TIPT RLRACT Z7EBATAE, ZOF7 RLRATHEH—OE— R AT % 7
R RIS ET, BEREND URLIZJSUT, 774 v 7 ZIELV Web T —32 U
AL 7 MLET,

B NATosiEsE



| NAT OISR

BEOTYELT FRELR (R2T 499 NAT, 1%4%) £fommo—k 1504 [

H3:RAEHA—F NS YIRS D IRHEDRE T4y NAT

Host

Undo Translation
209.165.201.5 = 10.1.2.27

Undo Translation
209.165.201.3 = 10.1.2.27

Undo Translation
209.165.201.4 > 10.1.2.27

Load Balancer
10.1.2.27

v

Web Servers

FIE

ATw 1 [&E (Configuration) |>[Z 74 724+—JL (Firewall) ]>[NAT] ZR L 7,

ATw 72 [EM (Add) ]>[RY bT7—9 FTT x5 F®D NAT JL—IL (Network Object NAT Rule) ] %
BIL, Ly hT—27 A7 V=7 MIARIZMT T, B— R ANF 307 RLAEZE

% ]\/ i —éAO
{3 Add Network Object - |
4 Hame: MylBHaost |
Type: Host ]
[P Address: 10.1.2.27
Description:
g
NAT & g

ATFYTI 0= R RITUYDRAET 47 NAT A 12— M LET,

NAT O & S8R .



NAT OBl E SR |

B s#40< ooy 7RLR (REF 492 NAT, 182) £RORHBO— K /5245

{3 Add Network Object &
{
{| reame: MyLBHst |
Type: Host ﬂ
P Address: | 10.1.2.27
Descripbion:
NAT %
Add Automatic Address Translation Rules
Type: [stane v
Translated Add: | E]
Lok J[ concel || nep

248700

AT v 74 [Translated Addr] 7 4 —/V R T, B — K RXT % 7 KL ADERIE LD AXT 4 v 7 NAT
T RLVAITN—T52RTH LRy NU—T FT7 V7 FEBMT120F, 2RAZ %7
Uy LET,
a) [Add] > [Network Object] Z®IR L, ZFINL, HLWAT V=7 MIARTEFTTT KL
ZO#MEEEFL, [OK]Z27 Y v 7 LET,

/2 Add Network Object B
Hame: myPubicIPs
Tope: |Range el |

Start Addre... | 209.165.201.3
End Address: 209, 165,20 1.8
Description:

HNAT

“

O —

ok [ conctl |[ heo | %

b) FHLWRy NI —2 ATV bE2FZTA7 Y v TR LET, [OK]Z27 Y v 27 LT,
NAT 27 4 FXF a2l —aIlREY 9,

— | -

Selected Translsted Addr
Transiatad Addr -2 rryPubkcIPs

(o Jle= )3

AT T5 [Advanced]| 227V v 7 L, EEOA VX —T 2 f AL~y BT A X —T 2 AR ELE
7

. NAT O & S8R



| NAT DfIE SR
FIP, HTTP, 5&USMIP OB —7 KLR (R— rE#ERELEZ 274 v o NAD ]

= YT R m..w.ﬁhq.l-u ks
7 Advanced NAT Settings
[ Translate DNS rephies for rule
Interface
Source Inkerface: Inide %]
Destinstion Interface: | Bubside 1|
Service
Protocol: I tep V_]
Real Port:
Mappad Port:
o) Come ) v
2
[ ok || cance || tep | 5
=¥}

ATvT6 [OK] 227 Vw7 LT[y b= A7V =7 bO#FEE (Edit Network Object) ] %A 71 2
Ay 7 AR, ©H—FE[OK|Z27 Y >Z L, @A (Apply) 1227 Vv 7 LET,

FTP. HTTP. B&XUSMIPDE—7 FL X ((R— FE#RZFHREL=X
2T 4% NAT)
IKDOPR— "NEWZRE LTZAZT 4 v 7 NAT OfFTlE, VE— b =—H%—» FTP. HTTP.
BIOSMTPIZT 7B ATAHEHDOHE—DT7 FLAZRELET, 5D — S—|TEEEIC
X, TNEFNERDT XA AL LTEBEOR Yy N —7 FICIFELETH, RN— NEWEZHRT

L7eAET 47 NAT V=V ERET D E, AT~y 7 IP T FLAIERIL T, £
EFNROR— M EEHTEET,

NaTosie 3R ]



NAT Dl e B8 |
B ore wTIP. BEUSMIPOB—7 LR (R— FEBERELERST 1 v NAT)

4:R— FEBERELIZRET 1499 NAT

Host
—
S,
Undo Translation Omsff/
209.165.201.3:21 —>» 10.1.2.27

Undo Translation
209.165.201.3:25 —>» 10.1.2.29

Undo Translation [
209.165.201.3:80 — 10.1.2.28

HTTP server
10.1.2.28

FIE

ATwF1 [&E (Configuration) 1>[Z 74 74 —JL (Firewall) ]>[NAT] Z3#RL F7,

ATV T2 FTPh—"N"—DFR— NEBN—NVERELIZAZT 4 v Xy NT—0 7=/ K NAT %
BRELET,
a) [BH (Add) ]>[Rry bT—2 F T s FDNAT JL—JL (Network Object NAT Rule) ]

FERLUET,
b) HLWVWXRY NU—2 TV MIARTEMITCTFTP 4—"— 7 RLAZEFZL, AH
T4 v NAT A X —7 ML TEHBEINTZT FLAEZ AN LET,

B NATosiEsE



| NAT DfIE SR
FIP, HTTP, 5&USMIP OB —7 KLR (R— rE#ERELEZ 274 v o NAD ]

MName! FTP_SERVER
Typa: Hos Tl
1P Address: 10,1227
Description:
HAT &

Add Automatic Address Transiation Rules

Typei Statc ]
Translated Addr: | 209, 165.201,3 [
Advanced...
e R
[a¥)

¢) [Advanced|x 7 U v 27 LTCFTPOEREOA L F—T A ABI Ny B T A F—T =
A AER— MEBREHEL, FIPR— b HFICv Y BT LET,

[] Translate ONS replies for rule

Interface

Source Interface: nside :'_]
Destination Interface: | outside >]
Service

Protoool: e top il
Real Port: fip

Mapped Port: fip

—— ) . %

d) [OK]ZZ7 Vw7 LTH9E[OK]Z7 U vZ7 L, L—LZRIFEL T [NAT] X—VIZREY

£,
ATFw T3 HITP — DR — NEBNL—VEFRELIZAZT 4 vV Fv NU—7 7V =2 h NAT &

RELET,

a) [BM (Add) ]>[®*ry bT—2 FT2 x5 D NAT JL—JL (Network Object NAT Rule) ]
EERLE T,

b) LRy NV—2 A7V r MIARTZT THTTP h—"— 7 FLAZERL, A
BT 47 NAT A F—T WM L TEBREINTZT KL AEZ AN LET,

NaTosie 3R ]



B ore wTIP. BEUSMIPOB—7 LR (R— FEBERELERST 1 v NAT)

12} Edit Network Object x|
Name: HTTP_SERVER
Type: Huiosk Tl
IP Address: L3
Description:
HAT 2
[#] Add Automatic Address Translation Rules
Typei Statc ]
Translated Addr: | 209, 165.201,3 [
Advanced..,
=
Co o J[ re ] g
o

NAT OBl E SR |

¢) [Advanced] %7 U >~ 27 L CHTTP DEEDA L X —T 2 A ABI PV~ BT A H—
T oA RALR— NEHRERE

f@ Advanced NAT Setting:

[] Transiate NS replies for rue
Interface

Source Interface: nside
Destinabion Interface: | cutside

SErice

Protocol: e top
Real Port: hitp
Mapped Part: http

L., HTTP A— h2HHIZ~v v 7 LET,

ElE]

o J[ come J[

2408085

d [OK]ZZ7Uv 7 LTHo EOK]|ZZ7 U7 L, W= VERIFLT[NAT] X—TIZRED
9,

ATY T4 SMTP —RDOR— MEHL—VERELT-ALT 4 vV 2y NU—2 7V =2 hNAT %

RIE L

32—’9"0

a) [BM (Add) ]>[Rry bT—2 FT2 x5 FDNAT JL—JL (Network Object NAT Rule) ]
EERLE T,
by HLWRy NT—2 7Ty MIARIZTTSMTP —"— 7 RLAZERL, A

BT 4 v NAT A F—T M L CEBENTZT RLAE AT LET,

B NATosiEsE



| NATofiEBER
Twice NAT 051 |}

12 Edit Network Object
Name: SMTP_SERVER
Type: Host :]
IP Address: 10, L2229
Description:
HAT )

Add Automatic Address Translation Rules

Type: Sta_l:c ﬂ
Translated Addr: | 209, 165.201,3 [
Advanced..,
(e Jle= )= |3
[s¥)

¢) [Advanced] #7 U v 27 L CSMTP DEEDA L X —T 2 A ABI PN~ BT A H—
T ALR—FEHEREL, SMTP R— h2HFICw Yy 7 LET,

[] Transiate DNS replies for rue

Interface

Source Interface: inside \_f_]
Destinabion Interface: | outside >]
Sarvice

Frotoool: fice- tcp ﬂ
Real Port: smip

Mapped Port: P

o J[ come J[ neo ]

240007

d [OK]%#Z7 Uy 27 LT[y hT—2 7Y =7 O (Edit Network Object) ] %A 7 1
IRy 7 AR, b —E[OK] 227 Y vy L, [@EH (Apply) 1227 U v 27 LET,

Twice NAT D43

I TR, ROBEFIERLET,
BEIZIGCTEL AL (547 2 v Twice PAT)

KON, 2 BEORRDZY—NR—=IZT 7 EALTNS 1012024 %> NI —7 DHRA MERL
F9, RA MR —,3209.165201.11 I2T7 72T 5 L. EEOT R L AE 209.165.202.129:

NaTosie 3R ]



NAT Dl e B8 |
B sxcicc®uazm (545399 Twice PAT)

R— MIEHENE T, A MR —,3209.165.200.225127 7B AT 5L EEOT L AT
209.165.202.130: R — MIEH I N E T,

5:R1:55%%7 KLRAEHERAY % Twice NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

g O

— e

209.165.201.0/27 ‘ = 209.165.200.224/27

o

., T

Translation
10.1.2.27—> 209.165.202.130

Translation
10.1.2.27—> 209.165.202.129

Dest. Address:
209.165.200.225

Dest. Address:
209.165.201.11

—

10.1.2.27

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] ~*—"C, [Add]>[Add NAT Rule Before Network
Object NATRules| #27 U v 27 L C KT 7 4 v 7 O NAT b—/L 2N > 8T —2 25 DMZ
Xy FT—7 LITBEMLET,

NAT V—/%ukt 7 v a3 (Ry NT—2 A7V =7 FNAT b—/vDO%) ITENT 555
IZ. [Add NAT Rule After Network Object NAT Rules] % E&fR L £,

[Add NAT Rule] A 7 0 V'R v 7 ANRFRENET,

B NATosiEsE



| NAT OISR

FEICE L TRESEMR (4473 v s TwicePAD ]

{3 Add NAT Rule x|

Match Criteria: Original Packet

Searce Interface: | — Any - w | Destination Interface: | — Any — E

Source Address:  |any [Ei Destination Address: -D
Eervker Ei

Action: Translated Padet

Scurce MAT Type: [Static v

Source Address: | Orignal — [} Destinaton Address: | rignal — [=
Service [ Qriginal =

Dptions

[] Enable rule

[] Trarsiate DNS replies that mateh this rue

Direction: | Both E|

Description:

o J[ come |[ neo |

248813

ATFYT2 FEETALE—T oA ABIOSEA I —T oA AERELET,

2
3

Match Criteria: Original Packet
Source Interface: |inside E Destinabon Interface: |z E|

AT v F3  [Original Source Address] (22T, SR ¥ %2 Y » 27 LT, [BrowseOriginal Source Address]
FATRIT Ry 7 ATHHBRY NI =7 O LRy NU—27 A7V =7 MaBIMLET,

a) [Add]> [Network Object] Z &R L 77,
b) WEH*ry hU—7 7T RLRAZEFRKL, [OK] %7 U v 27 LET,

.ﬁ;dd Network Object E4
MName: .m'!'[ngudeuet'.ml'k
Type: | e bwark ZI
IF Address: ID.II.Z.IJ
Netmask: | 255.255,255.0 v
Description:
HAT ¥
)
o J[ concel J[ teb ] E]
[a¥]

) HLWRY NIT—2 AT V=7 v aXTNr Y v 7 TERLET, [0K]Z2 v 2 LT,
NAT 2> 7 4 Fal— a3 NIRY 9,

Selected Original Source Address
|_ Criginal Source Addrass -> ] myInsidenietwark

[oc J[ comca ]

2488415

NAT O & S8R .



NAT Dl e B8 |
B sxcicc®uazm (545399 Twice PAT)

AT w74 [Original Destination Address] IZ DT, ZMAR ¥ %27 Y » 7 LT, [Browse Original Destination
Address) A 7Ry 7 ATDMZ %y b =27 1 OFLWFy NU—7 TV =7 F&iB
muEd,

a) [Add]> [Network Object] Z &R L 9,
b) DMZ %y hU—27 1 D7 RLAZEFEL, [OK]Z27 Vv 7 LET,

ﬁ Add Network Object
Name: D Zratwaork 1
Type: MNetwork Tl
1P Address: 208,165, 2010
Metmask: | 255.255,255.224 ~|
Desaription:
HAT ¥

] (o ) e

240047

c) HLWRYy NI— AT V=7 b TINr7 ) v 7 TERLET, [OK]Z27 U v 27 LT,
NAT 2> 7 4 Fal— a3 NIRY 9,

Selected Onignal Destinaton Address
|_ Original Destination Address -> _I D Broatwwnrk 1

[ ok J[ cenc |

248818

AT wF5  NAT ¥ A 7% [Dynamic PAT (Hide)] \Zi%E L £,

ﬁ Edit NAT Rule
Match Criteria; Original Padket
Seurce Interface: |inside (| Destnation Interface: | cutside

Source Address: | myinsideMatwark E Destination Address: |DMZretworkl

Service:

GGE]

Action: Translated Packet
Source NAT Type: | Dynamic PAT (Hide) _‘-’]

248849

AT w76 [Translated Source Address] (Z-OWC, BARZ %27 U >~ 27 LT, [Browse Translated Source
Address] A TR VR 7 ATPAT 7 RLADH LRy NT—7 A7V =7 MEBMLE
D
a) [Add]> [Network Object] 23R L 9,
b) PAT7 RLAZEHEL, [OK]Z7 VU v 7 LET,

B NATosiEsE



| NAT OISR

FEICE L TRESEMR (4473 v s TwicePAD ]

‘ﬁ,:;_‘_l a O a |
MName BATaddress1
Type Host TJ
IF Address: 209,165,202, 129
Description:

MHAT ¥

CoJle= )™ ] |3

(Y]

c) HLWRYy NU—I AT V=7 b TNr7 ) v TEIRLET, [OK]Z27 U v 27 LT,
NAT 2 7 4 Falb—a Al RED £97,

Selected Translated Source Address
| Transiated Source Address -> | PaTaddress

248024

[ o Htancd]|

AT wF1 [Translated Destination Address] (Z-OV\T, TTDSEIET KL ADLHTZ AT+ 50
(DMZnetworkl) . F7EBBARLZ 27U v 7 L GERIRLET,

SEHET R L RIIEH L2220, TTO5EET RL R LB IS N5 T FLAICRI LT FL&
ERRETDHDIEICE ST, TA4AT T 47 4 NAT ZRET HHLENRH Y £,

{8 Edit NAT Rule x|
Match Criteria: Onginal Padket
Source Interface: [msice '] Destnaton Interface: |cutside vl
Source Address: | mylnsideMetwork E; Destination Address: .Drdzmt‘.-’.-nrkl [:5
Action: Translated Padet
Source NAT Type: [Dynamic PAT (ride) | w]
Source Address: | PATaddressl (] Destnation Address: |oMznetwork [E}
Service: |~ Orignal - =
Options
[] Enable rule
Description:
o) (o) e ) g
[a¥)

ATFv T8 [OK] %7V v LTNAT T—7 /M —L B £9,

AT 79 [Add]>[Add NAT Rule Before Network Object NAT Rules] & 7213 [Add NAT Rule After Network
Object NAT Rules] #2 Vv 7 LT KT 7 4 v 7 O NAT L— /L EZWNEFR Y FU—27 25 DMZ
F v hT—27 21ZBMLET,

ATYTI0 EETA LV H—T oA ABLOSERA LV F—T = AEHELET,

NAT O & S8R .



NAT Dl e B8 |
B sxcicc®uazm (545399 Twice PAT)

Match Criteria; Original Packet
Source [Interface: |inside v | Destination Interface: |dmz

2
3

AT w711 [Original Source Address] IZ DWW\ T, Wiiry hT—27 A7 =7 NOL4RHTE AT 50
(myInsideNetwork) . £72IZBMA X %27V v 7 L TRIRLET,
AT 712 [Original Destination Address] IZ D\ T, ZHRAR K %27 U » 2 LT, [Browse Original Destination
Address] ¥4 7RV ARy 7 ATDMZ Xy hU—27 2DH LRy NU—7 A7 V=7 FEiB
ML ET,
a) [Add]> [Network Object] ZE4R L 7~
b) DMZ %y hU—2 207 RLA%ZEHL, [OK] 227V w7 Lxd,

f@ Add Network Object
Name: D Znatwark2
Typa: Metwork T‘

1P Address: 209,165, 200, 224
Netmask: 255,255,255, 224

(Elle=)=]

c) HILWRy hNI—I ATVl beXT N0y TERLET, [OK]Z27 U v 7 LT,
NAT 2= 7 4 X2l — 3R £9,

Selected Orignal Destination Address
[ original Destination Address -> | [DMznetwockz

[ ox ma|@

AT w713 NAT ¥ A 7% [Dynamic PAT (Hide)] IZi%E L £,

Match Criteria: Original Packet

Souwrce Interface: | inside :| Destination Interface: | culside :J

Scurce Address: | mylnsideMetwork C Destination Address: | DMInetwork2 C
Service: =

Action: Translated Packet

240004

Source NAT Type: | Dynamic PAT (Hide) v |

AT w714 [Translated Source Address] IZ2W\C, 2R ¥ %27 U v 2 LC, [Browse Translated Source
Address] A4 7 7Ry 7 ATPAT 7 RLADH LWy hU—27 7227 FaEBMLE
R
a) [Add]> [Network Object] Z 3R L 7,
b) PAT7 RLAZEFL, [OK]ZZ7 Vv 7 LET,

B NATosiEsE



| NAT OISR

ATv 715

2TFv 16
ATv 11

FEICE L TRESEMR (4473 v s TwicePAD ]

‘ﬁgj'lu o 2 x|
Hame: PaTaddress2
Type: |Host z‘
IP Address: | 209.165,202.130
Description:
HAT ¥
un
e d)(e=]=] |3
(Y]

o) HLWRy N\U—I A7Vl N7 Nr )y 7 TERLET, [OK]Z2 U v 27 LT,

NAT 27 4 Falb—a IR £,

Selected Translated Source Address
| Transiated Source Address -> | |PATaddress2

l

&) (o] |

[Translated Destination Address] (22T, JLD%ESET KL A DA4RTEZ ANT1T %0
(DMZnetwork2) . £723ZBAZ %27V o7 L CTEIRLET,

SEHET R L RIEH L2280, JTTOSET RL R LB I NT-5EET FLAICR LT FL &

ERRETDHDIEICE ST, 74T 7T 47 4 NAT %

[B Add NAT Rule

Match Criteria; Oniginal Packet
Source Interface: |inside E Destination Interface: | sutside

Source Address: | mylnsidebletwork E’ Destinatbion Address: .Dﬁzmt.’.-u‘kz

Service:
#ction: Translated Padoet
Source NAT Type: [Dynamc PAT (ade) | ]
Securce Address: P.kTadd’Hsz D Destination Address: Dr-'IZnet'.-vu‘n'.Z
Service: — Qriginal —

[#] Enable ruie

T = )

DEE

Do

[OK] %7 VU 27 LTCNAT 7— 7 /LZL— &8I L £,

[Applyl 27 U v 7 LET,

RETOMERDH Y £,

240007

NAT O & S8R .



NAT Ol & S8
B o7 FLRBEUR— MR L TRBAER (F4F3 v PAD

SEET FLABEIUVR— MWL TELGDER (514 F 3 v PAT)

WO, EEILAR— FBLOSER— FOMEAFIZ R LET, 10.1.2.024 x>y T —27 DR
A M Web h—E R & Telnet r—E A DMl 28T 51 DOKRA MNMZT 7 BALET, &

2 R Telnet h—E 2R ZRDTH—R—1c T 72T 5L, EEOT FL 213209.165.202.129:
R— MIEHEINET, FA RN Web —E R ROTCFE LY — =T 7 AT HLE, E

EDT KL A1 209.165.202.130: 8 — MBS ET,

B 6: 2% 555%EHR— ~&EMAT S Twice NAT

Web and Telnet server:
209.165.201.11

Translation Translation
10.1.2.27:80—> 209.165.202.129 10.1.2.27:23 —»209.165.202.130

\

s

( Inside

B d,_}
10.1.2.0/24

Telnet Packet
Dest. Address:
209.165.201.11:23

Web Packet
Dest. Address:
209.165.201.11:80 | ==~

FIE

AFw 1 [Configuration] > [Firewall] > [NAT Rules] ~*—"C, [Add] >[Add NAT Rule Before Network
Object NATRules| %27 U » 7 LT hT 7 4 7 O NAT L—/LEWNEF >~ b T —27 525 Telnet
P _—=ZEML £,

NAT V=Vt 7 a3 (fy NU—2 37V =7 k NAT L—/LDk) ([TBINT 5854
I%. [Add NAT Rule After Network Object NAT Rules] % #&4R L £ 7,

[Add NAT Rule] % 4 70 7' AR > 7 ANRFRSNET,

B NATosiEsE



| NAT OISR

BT KLABEUR— B LTRLESESR (F1+2vspaD [

D Add NAT Rule

Match Criteria: Original Packet

Source Interface: |~ Any v| Destaton Interface: |~ any - v
Source Address:  [any (-] Destnation Address: | [=!

Action: Translated Padet
Scurce MAT Type: [Static v
Source Address: —Dm;mal — [ Destination Address: '-;Clnm- . ;I.-—

(o)

Dptions

[¥] Enable rule

[] Trarsiate DNS replies that mateh this rue
Description:

248813

o J[ come |[ neo |

ATFYT2 FEETALE—T oA ABIOSEA I —T oA AERELET,

B Add HAT Rule B
Match Criteria: Origingl Packet s

AT w73  [Original Source Address] IZ 2\ C, AR ¥ %2 U » 7 LT, [BrowseOriginal Source Address]
FATaT Ry 7 ATHHR Ry NT—2OFH LRy NU—27 A7V =7 MeBIMLET,
a) [Add]> [Network Object] Z &R L 7,
b) WERy hT—2 7 RLAZEFEL, [OK] %7 U v 7 LET,

.ﬁ;dd Network Object Ed

Name: 'm'!'[ns-deue‘mﬂl'k

Type: | Metwork E‘

IF Address: lD-._l.Z.IJ

Netmask: | 255.255,255.0 >

Description:

HAT B
!
[ oc J[ conce J[ reo ] 3

[at}

Q) HLWRY NIT—0 4T V=7 b e TNr )y 7 TERIRLET, [OK]Z27 U v 27 LT,
NAT 207 4 X2 b—3 g UREY £7,

Selected Orignal Source Address
|_ Criginal Source Address -> ] mylnsidetetwark

o< J[ concs ]

248815

NAT O & S8R .



NAT Ol & S8

B o7 fLRBEUR— PR L TRBATH (F1F 3 v PAD

ATvT4

ATy Th

[Original Destination Address] (ZDW\TC, &A% 27 U v 2 LT, [Browse Original Destination
Address] ¥ A 7 a2 7R v 7 AT Telnet/Web ¥ — S—DFH LNF v NU—7 T V=7 M&EiB
muEd,

a) [Add] > [Network Object] &R L £,

b) —"—=T KLAZEHFL, [OK]ZZ VU v LET,

Name: TelnetiebServer
Type: Host V-I

IP Address: 208,165, 201, 11

o] (o ) e ) |

) HLWRy NI—I AT V=l baXZTNr ) v 7 TERLET, [OK]Z27 U v 7 LT,
NAT 2> 7 4 Fal— a3 NIRY 9,

Selected Orignal Destnation Address

[ Criginal Destination Address > ] TelnetWebServer

o J[ conce |

240004

[Original Service] (Z DWW T, &fAR X %27 Y v 7 LT, [Browse Original Service] # A 7 2
Ry 7 AT Telnet DFF LWV —ER A7 V=7 FE2BIMMLET,

a) [Add] > [Service Object] Z IR L £ 7,

by YmbharbR—rEEHRL, [OK]ZZ Uy T LET,

MName: Tednetby
Service Type: e top v

Destination PortfRange: telnet

Scarce Port/Range:
Descripbion:
Ce)=Il=1 3

¢) MLV —EAATVxs hEFTAT Y v 7 TRRLET, [0K|%Z2 Y »2 LT, NAT
AV 74X lb—a UICREY ET,

B NATosiEsE



| NAT OISR

ATvT6

ATy T1

ATvT8

BT KLABEUR— B LTRLESESR (F1+2vspaD [

Selected Orignal Senace
Criginal Service - Tekwet0b)

NAT % A 7% [Dynamic PAT (Hide)] \Z7% & L £,

(@ Add MNAT Rule

Match Criteria; Original Packet
Source Interface: inside T| Destination Interface: | cutside

Source Address: | mylnsideietwork D Destination Address: | Teinet\ebServer

mEmin

Service: TelnetOby

Ackion: Translated Packet
Source MAT Type: |Dynamic PAT (Hide)

240054

|

[Translated Source Address] (Z2W T, AR Z %27 Y » 7 LT, [Browse Translated Source
Address] #A4 7 7Ry 7 A TPAT 7 RLADH LWy hU—27 727 F&EBMLE
7

a) [Add]> [Network Object] Z 4R L 7,

b) PAT7 NLAZEFL, [OK]ZZ7 Vv 7 LET,

[B Add Metwork Object

Name: PATaddress1

Typa: Host Tl

IP Address: | 209,165,.202.129

Description:

HAT ¥
e =1 [§

[at}

) HLWRy "= 47V baXTNr ) v 7 TR IRLET, [OK]Z27 Y v 7 LT,
NAT 27 4 X2l —va IR 9,

Salected Translated Source Address

[ Transiated Source address -> | PaTaddress

240024

[oc J[ cma JJ

[Translated Destination Address] {Z-D\\T, JtD3E4ET N L ADA4RTE AT 50
(TelnetWebServer) , EIFBMWA L %27 ) v 7 LTERIRLET,

SESET R L AITEW L2, JEO5E%T RUA L BRI NT-560ET RUAIZRI LT RLA
EHRETDHZELICE ST, TAT T 47 4 NAT ZRET DHLERH Y £,

NaTosie 3R ]



NAT OBl E SR |

B o7 FLRBEUR— MR L TRBAER (F4F3 v PAD

AFvT9
ATy 710

ATvINn

AT T12

ATy 713

ATV 7T 14

Match Criteria; Original Padket
Source Interface: | insids || Destination Interface: | cutside |
Source Address: | mylnsidebletwork C Destination Address: | Telnet\WebServer C
Service: TeinetCbi =
#ction: Translated Padet
Scarce NAT Type:! | Dynamic PAT (Hide) v
Source Address: | PATaddress! C Destination Address: | TelnetWebServer C
Service: Telnetob =
Dptions
[¥] Enable rule
Descripiion:
o Lo ) 2
]

[OK] %7 U w7 LTNAT 7—7 M2 — v &BIMLE9,

[Add] > [Add NAT Rule Before Network Object NAT Rules] & 7213 [Add NAT Rule After Network
Object NATRules] #7 U v 27 L CKhT 7 1 v 7 O NAT )b—/LZ N > b T —27 235 Web
P N—lZBMLET,

EEOAL A =T oA ABI N~V BT A U F—T oA AEFRELET,

ﬁ. dd NAT Rule

Mateh Criteria: Onigingl Packet
Source Interface: |insids

7| Destination Interface: |cutside v |

240014

[Original Source Address] (ZDWT, Wiy NV —2 7V =7 SOL4HTZANT)T 50
(myInsideNetwork) . £7IZBMA X %27V v 7 L TERIRLET,

[Original Destination Address] {Z- 2 C, Telnet/Web h—/X—D x> NT—2 FT7 V=V D4

AiZ ATIT 5D (TelnetWebServer) | E7/IFZBAZ %27 U v 7 LTRINLET,

[Original Service] (ZDOW T, MR Z %27 Y » 7 LT, [Browse Original Service] # A 7 7 7
Ry 7 ZTHITP OF LW —E R A7V =7 F&2BILE 1,

a) [Add]> [Service Object] Z iR L £,

by YmbharER—FrEERL, [OK]Z2Z U v 7 LET,

B NATosiEsE



| NAT OISR
BT KLABEUR— B LTRLESESR (F1+2vspaD [

@ Add Service Objec B
Name: HTTPOb)
Service Type: Ter top El
Destination Part/Range: hitp
Source Port/Range:
Description:

240005

R =

) HMLWY—ERAFT V=l h2XTNT ) v 7 TEIRLET, [OK]ZZ VU 7 LT, NAT
a7 4 FXalb—a AR Y F9,

Ssiected Original Service

et

240005

[ ok  J[ conce |

AT 7F15 NAT ¥ A 7% [Dynamic PAT (Hide)] {232 E L £,

B Add NAT Rule &

Match Criteria: Original Packet
Seurce Interface: |inside E Destination Interface: | cuttide _:]
Source Address: | mylnsidaMetwork G Destination Address: | TeinetWWebServer [B
seruice: HTTPOBY =

Action: Translated Padket
Source MAT Type: | Dynamic PAT (Hide) 3

240007

AT 716 [Translated Source Address] (Z DWW T, &A% %27 U » 27 LT, [Browse Translated Source
Address] A4 7 7Ry 7 A TPAT 7 RLADH LWy hU—27 77 F&BMLE
R
a) [Add]> [Network Object] Z 4R L 9,
b) PAT7 RLAZEFRL, [OK]Z7 Vv 7 LET,

‘ﬁ.:t_'-:_i Network Object x|
Name: PATaddress2
Tiypa: |Host :_‘
1P Address: | 209,165,202, 130
Description:
HAT ¥
[Te}
e
&l

NAT O & S8R .



NAT OBl E SR |
B r—5ore—rersozx7Lor 2— RO NAT

) HMLWRy NU—I ATV b TN7 )y 7 TRIRLET, [OK]Z27 Y v 7 LT,
NAT 2> 7 4 Fal— a3 NIRY 9,

Selected Translated Source Address
L Translated Source Address -» J PATaddress2

(o) (o) |3

AT F11 [Translated Destination Address] (2O TC, DT KL ADL4HTE ASI$ 50
(TelnetWebServer) . £7213sA X %227V v 7 U TERLET,

SEHET R L RIIEH L2220, TTOSEET RL R LB I NT-56ET FLAICRI LT FL&
ERETDHDIEICE ST, TA4AT T 47 4 NAT ZRET HHLENRNH Y 7,

Match Criteria: Original Packet
Source Interface: |nside ll Destination Interface: | sutside r_j
Source Address: | mylnsidebletwork E; Destinabion Address: | TelnetWWebServer C
Service: HTTPOb =
Action: Translated Pacet
Source NAT Type: |Dynamic PAT (Hide) | »|
Scurce Address:  |PATaddress2 C Destination Address: | TelnetWWebServer C
Service: HTTPOb) =
DOptions
[] Enaiblix ruie
Description:
o o) i) ]
o

ATy T18 [OK] %27V v 7 LTNAT 7—7 /L —v&EBILET,
ATV 719 [Applyl 227V v 7 LET,

W—TYRE—FERSUVRARTLY M E—FODONAT

NATIX, ' =T v RE—FBLRF T AT LU N 77 AT 04—/ E— RO GICRE
TXFET, WOHETIE, 77 AT T4 —I/LE— RO HFIEICOWTHB LET,

JL—T v F E— K@ NAT

WORIE, NEIZ T T A X—hk Ry hU—T ZEFD, L—T v K E— RO—HRH72 NAT D4
R L TWET,

B NATosiEsE



| NAT DfIE SR
FSURRTLY bk E—RERETY v S T 0—TRo NAT ]

7:NATOH : Lb—F v FE—F

Web Server
WWW.Cisco.com

\_l

\|

73
a (

A
\

209.165.201.2

I

Originating Responding
Packet Security Packet
- gl Appliance -
Translation ——1} Undo Translation
10.1.2.27—> 209.165.201.10 '1' 209.165.201.10 =10.1.2.27
10.1.2.1

T
|n5|de>

il

\|

-t
o
-t
M
3"
-~

1. NERAR A R 10.1.2.27 28 Web — 8287w R EEETDHE. v NOEBOXETLT
KL 210122713~y 27 7 KL A 209.165.201.10 I S E T,

2. = RMEEFTBL, v LT T R 2209.165.201.10 125K % 1%E L. ASARE DN
oy MESZELET, ZiUI. ASABNTEXFTARP #FEITL TNy y NEERT AT
<7,

3. ASAIZZED%, Ty NERA MIFEFTHRNC, vy BT 7 KL 2209.165.201.10 %
T . EREOT FL R 101227 R LET,

— o > S o~ » O
FSURARTZLIU N E—FFRIETY YD JI)L—TAHD NAT
NAT % Fh T VAT LV b = RTHEHAT DL, 2y FU—T TNAT ZFEITTHZODT v
FPARY =L =B EFIIF T A RN =L —EZRNERL D ET, Uk r—F
RE—FTTY v VL —FNTREOMEELZ ZITTEET,
T AXT LY P BE—RERFRALTY v T —T DA R—[D)—F v K E— D
NAT (Zi%, A FOEAL I ORIBERH Y F7,
A UH =T 2 AR ENTWVWBIP T RVARRWED, ~v BT ENET KL A
NIV TN—T A RNR—DA B —T x4 ATHHEELE, A FZ—T A XPAT %
BETHZ LT TEERA,

ARPA VAR v a A3V FR—FENTWHWERTAL, T, MENOBBAT, —HFDASAD
RARDE 9 —FHDASADR A M ARP ZRZHEEF L, BMBER A NOFEEOT KL AR
FUYT7xy NOBIOT RLRIZw vy B 7 ENDH84, FEBEOT KL AT ARP R T
RO FFICRY £,

NaTosie 3R ]



NAT OBl E SR |

B 's5oxx7L0 b 2= FEEETU 9D H—TRO NAT

cIPv4d BELEOIPYV6 % N T — 7 ORI R— FENTHEREA, 22D IPv6 X v b
U—JM., £ 2 00 IPvA Ry U= R OEENR Y HR— N ENET,

ROBNZ, A F =T = A AN ENBIZRIC Ry NV —27 %8>, FTUAXT L hE—
RO—fRHZENAT DY F V) A Z R LET, ZOTFIVADRNT VAT L N T 7 AT U4 —
JEINAT —ERAEFITLTNDETD, 7Ty 7T AR —A )L—HF I NAT & FITT 5 LEN
HoFEHA,

R 8:NATDH) : S VARFTLY N E—F

www.example.com

=

L

— e

/’
f Internet }
\‘\__

P
P]’ Static route on router:

Source Addr Translation
10.1.1.75—>»209.165.201.15

Dest: 209.165.201.0/27 send to 10.1.1.1

\
Static route on ASA:
7Dest 192.168.1.0/24 send to 10.1.1.3

Management IP i
10.1.1.1

\'I
J

I
)

Source Addr Translation
192.168.1.2—>209.165.201.10

192.168.1.1 /

192.168.1.2

1. AR A B 10.1.1.75 23 Web r—_"—128r » NEEET D L. 7y NOFEBOREEIT
7 RLA101.1L751F~ v BV Y 7 KL A 209.165.201.15 ICEE SN ET,

2. H—RWMEEFT AL, v LT T FL2209.165.201.15 1TI6Z 2 EE L, ASABF DS
oy bEZELET, ZHE Ty 7 ARN)—A =X |ZiE, ASADEHIP 7 N1 X(T
EENDAAT AT — DD~ Ry NI — I WNEEND 2D TT,

3. FOH%, ASAlZ~ v B Z 7 R 2 209.165201.15 ZZ2H#a L CTEROT KL 10.1.1.1.75
WRLET, EEOT7 FLRATEEREFE SN TWASTZH, ASAITZDOT R L AL EHER A
MZEFELET,

. NAT O & S8R



| NAT OfilE B

NAT S5y ko—T7 425 |

4. FAF192.168.120845, VE—2 o7 4w 7 &EE, AU e 2AR8RELET,
ASAIN—TFT 4 7 T—T N TNh— 2B L, 192.168.1.024 DASA AKX T 4 v 7 Jb—
MZHEASNWT ATy b&2 10113ICHDIF T AR —A N—ZIZEEFLET,

NAT /Ny FDIL—TF 4 25

ASA X, v B 7 7T RLVAIZEEINDGNNT v FOSHETHLILENHY £7, ASA 1L,
Ty BT T RUARGE TR E SNDAT X TOZENNTy h\OHNA v 2 —T = A4 A RET
HHEHHY ET, TOHETIEH, ASA B NAT ZHEHA LT/ v O L OWEE &2 083
% HFEICOWTEH L £,

RYEVT 7 RLREL—T 1Y

EEOT RL Ay BT T RURAIZERTAG6F,. BRLAEy L7 7 RLRIZE-
T, ¥~V BT T RLVADNL—T 4 7 (MEREE) ZRETHHENMESNET,

vy BEUTIP T RLVRIZEATHZEDOMD T A KT A4 2O TiE, NAT ODZFDMD A K
AV EBRLTLIES D,

WKDORE Y7 TlE, ~v T T RLADH A FIZTOWTHHALET,

TYELT AR —DT A RERMUEURYNTI—OEDT KL R

e (o) AVE—T A ALEFRLRY NT—2 EOT RLAZFEHTHHE, ASA
7B X ARPZEHALTCY vy B 7 7 RLZAD ARP ERIZSE L, v~ v L7 7T RL A
STCHORNT 747 #RITZELET, ZOFHETIEH, ASABZEOMOR Yy hT—7 D5 — K
Uz A THLUEN WD, V—T 4 IIREREENET, 2OV a—Ta i, AN
Iy MU= D7) —T7 RUARGENLTWDLEAICKRbE L TBY, 17y
Z NAT £7203AZ T 4 v 7 NAT 72 8D 111 BEEER L CWDIEEITBENLETT, XA
F w7 PAT TIET FLAER D72 THHEMATE 2EROEDBKIBITILEES NS 720, 4+
Wty hT—7 THEHATE AT FLABND LLMRWSEATYH, ZohEesATE £7,
PAT Tli, ~ v BV T AL B —T A ZADIPT RLALHTX £,

\}

GE)

T A =T 2 A AEEEDA A =T oA AL LTHREL, v v BT U H—
T2 ADIHDELTCRILAY hT—2 LD~y BT T RLVRAZEETDHE, TDO~Y v E YV
7T RLAD ARP BREZR DA v 2 —T = A ATZETHHE, AMA 2 —T A ATE
DFy NT—VDARPZV N ZTFEITHEL, TOMACT RLAZIEETHHLENDH Y £
T, B, vy BT A =T oA RAMEEDA =T 2 A AERELT, vy 7
T RUVADEAOR Yy NU—27 2T L. ZORWITHEAELEEA, [EE
(Configuration) 1> [T/\4/ R B (Device Management) | >[5%# (Advanced) ]>[ARP] >
[ARPRAZ T 4 w4 T—T )L (ARP Static Table) ] DIEICEIR L, ARP ZREL £,

NaTosie 3R ]


asdm-720-firewall-config_chapter8.pdf#nameddest=unique_169
asdm-720-firewall-config_chapter8.pdf#nameddest=unique_169

NAT Ol & S8
B —=oxvro—sto7rLz

— 2Dy FI—U DT FLR

e (o T) =T A ADFXy bU—7 ETHEAARREIVE DT RLAN
MEREAST, AoV 7%y  ETT FLAZIEETEES, 7y 7F A MY —LL—F 21,
ASAZHEL TWAT Y EL T T RLADAZT 4 v 7 Jb— NBRHUETT,

Fio, =T v RE—FROEHE, s8EFry NI—2 EOIPT RLVAES— b U= A LT
LT, =Y BT T RVADASAICALT 4 w7 — b EREL, V=T 47 7a o
NWEER L TLV— MHEMTL2ZENTEET, &, WERy bV —2 (10.1.1.0/24)
WIENAT ZH LT, v~ v BV 27 IP 7 R L% 209.165.201.5 24 4 554, 209.165.201.5
255255255255 (RA R 7 KL A) IZH LT, 101197 — T = ~DAET (v 7 Jb—k
EREL, IhEamificE T,

route inside 209.165.201.5 255.255.255.255 10.1.1.99

T ART L b T— FOBAIL., EBEOR A DN EBESEG SN THHAIEL. ASA 2R A
VETALENCT YT ARNI A INV—EDAET 47 —  NEFRELET, 83 TE, 7
0= LR RIP 7 FLAZEELET, 84() UETIE, 7V vy ZA—7DIP 7 FL X
ERELET, FTUAXRT LY N EF—ROVE— K AR MOHEIE, RRICMET HL—
BDABT 47 — KT, ROVIZTWMAL—FDIP T RLAZRETEET,

EEOT7 FLRERLT7 FLAR (FATT 4T 4 NAT)

TAT YT 4T 4 NAT OF 7 4 /v NEIET, 7’03 ARP AN /->TEY | o
NAT b—/b & —F L E4, LEILSLTTrH ARP 2RI TE £9, SLEIZS U TS
ABT 47 NATDO7aF L ARP N CTEET, TOHAIE. Ty T AR —L)—X
WY — E B D I L EHERT DLENH Y FT,

TAT T 4T 4 NAT DA, @HEIZ 723X ARPIIARETT, WAIC X > CldEkofiE
DECLHZERHVET, 21X, HEE] OIPT RVADJRFART AT 7 47 4 NAT
N—NERELISGA, 7R ARPAAOEFIZL THEL L, vy BV I AU ¥—Tx
A ACESEER SRRy V=7 EOKRA FORBEEIERITZERHY £, 20
B, vy Xy VT =7 DOFRAIPRRICR Y NT—27 OfMDFRA N EHEEFETHE. ARP
FRNOT FL A ( EE] OT FLALE—EHT5) NATL— Lt —HLET, ZDLx,
FERETIFIASA T D3y R TRWEETH, ASAIZZOT RLADARPZ 7 X LET
(Z ORI, twice NAT L— A BERE SN TV DL HAICHIEELET, NAT L—/WFkE T
ESSEDT RUAMGIC—ET HHLERHY 30, FeX ARPHIEIL #Ex) 7 ML
AWK L TOIRITONET) . EBEDOR A LD ARP JHEEDHTIZ ASA O ARP J&EZ2E LT
A, N7 74 v 73R o TASAIZEESNET,

B NATosiEsE



| NAT OISR

EREOT7 FLRERLT7 FLR (T4

B9:7ATT 14T« NATIZEES 570+ ARP DREIRE

209.165. 200 230
ARP Response
Too late

209.165.200.231

(o) —

ARP for 209.165.200.230. | (1)

} 209.165.200.225

Identity NAT for
“any” with Proxy ARP

Proxy ARP for 209.165.200.230. @

Traffic incorrectly sent to ASA. @

FNUZ, TAT T 4T A NATIZR LT 7 X ARP BAMEIZAR Y F3 (A8 Telnet 72 &)

T4

4 T 4 NAT)

AAA Ry NU—7 T RAMERATHE, A NI, ZOMO T 7 4 v 7 RN @I 55
IZ, Telnet 72 EDOH—E A ZMHH LT ASAIZK L CRGET AL ENH Y £7, M xa /A
VERMT D7D, ASA IZEHE Telnet r— AR ETE 9, HED HATE Telnet 7 K L

AT VAT LH5EIE. TrX T ARPHREFTHT RLADT AT 7 47 4 NAT L— /L%
RETHLENH D 3, (AR Telnet DNER 7 1 22X, 7% ARP Tl ASA 1T NAT
)48 Telnet

NI CTCREETA VE—T 2 A AND T T 4 v 7 ZEETHOTITRL,
T RUVABTDO NI T 4w 7 2R TEET ROKESRLTIEEIWY)

10: 7O ARP & {738 Telnet

Virtual Telnet:
209.165.200.230

8 ..o @3

Server
Ider‘ltlty NAT for Telnet to 209.165.200.230. @
209.165.200.230
between inside and outside
with Proxy ARP Authenticate. @

Communicate with server. @

NAT O & S8R .
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B =297 005 RRFLU N 2= FOL—F 1 LU EH

JE—FRYET—IDESVRRTLY N E—FDIL—T 42T
=14

oo AXT LY N E—RNTNAT 2EHT 56, —HOXATDNT 7 4w 7121F, AH
T A 7 — BB 9, FERICOWTIL, —RERBEORTEN A R 1L L

72 &0,

HAOA 3 —T A4 RADRE

NAT ZEH LTV T, ASARV vy BT T RLVAD NT 7 4 v 7 %57 584G, ASA I
NAT /L= V> THHET R AZ WAL, EBROT FLRIIATy FE2RELET, ASA
I, ROFETTy NOWA v 2 —T A4 A% PFELET,
¢« NTUART LU N = REREFAN—T v RE—FDOT ) v T N—T A H—T = A
A ASA I NAT L— L2 L CEBEOT RLAOH A v H—T7 = AP ELE
T, NAT L— /L DO—f & LCEEIE, 58D T Vv T N—T A R_R— (o H—T = A
AEBETHLENRHY 3,
=T v RE—ROEHFA =72 A : ASAIL, ROWT LD FIETHIA v 4 —
Tz ABPRELET,
*NAT V=V CA U F =T oA AZGES D ¢ ASAIEINAT L—/L & L CHiTIA v~
=T xA APELES. (83(1) ~84(1)) Me—DPIIMIT AT T 47 1 NAT
TY, 74T 2T 47 4 NAT TiE, NAT 227 Fa b—a TR, #HIiC
N—=h 7Ty TRMERENET, (84 (2) LK) TA 77 47 4 NAT D
By T 7 ANV FEMEINAT OREZFEHTHZ L TT, 272, RbvictH 7=
YELTHICN— My 2Ty 7EMEATHZ b TEET, —HOT T U AT
N—hK NV 7T 7 OEEERLEIIRDIGERDHY £7,

e NAT V=L TA UV H—T 2 A ABRELRW t ASA TNV —F by T o7 m@AL
THHA LV E—T oA ABRELET,

WO, V=T v RE—=RTOHINA L H—T 4 AOFTRNFEEZRLET, ZEAEDY
HEL = bV I T TIENAT L= DA v Z—T 2 A ZALRILTT, 72720, —E DR

=N

TIE, 22O FERRLDHEERH D 7,

B NATosiEsE
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M:NATIZEBIL—Tv KR E—FTOHAMVE2—T 14 ADFEIR

Packet
Real: 10.1.1.78 =
Mapped: 209.165.201.08 < Dest. 209.165.201.08
e ——— L :
I:l,—."' Inside — — Outside EI
E— i ! i ! S—
S < SN o I v
<Send packet out Inside interface. 209.165.201.08 to 10.1.1 .?E'-|
A Lntranslation

¢ Where to send 10.1.1.787

(;\/ MAT rule specifies interface?
Yfes
Mo

MNAT rule specifies route lookup? Look up 10.1.1.78 in routing table.j L
Yes | 2

£

Lo}

(3

VPN @ NAT

WD Ry 7 TlE, SE8FERZA 7D VPN Z 7= NAT OfF BN W TEH L £,

NATEUE—F 72 EXVPN

WOz, WNEY—3— (10.1.1.6) LA H—F > MITZ7®ATHVPN I 747 b
(209.165.201.10) DOz~ LET, VPNZ FA T "VHDOAT Y v b horxlV 7 (BE
L7 hT7 747 DHBVPN Fr L ETROD LY D) ZRELRWVIRY, £ ¥ —F vy
MARAL U RESNIZVPN R T 7 497 H ASA ZREBTHXLERHVET, VPN hT 7 4 v F
DASAICHESND &, ASA TNy FEEFLL, o737y MdxEEx s LTVPN
7747 ha—hLT KLA (1033.10) BDEENTHET, NEExry RV —2 & VPN 7
TAT M= Ry NI =T DMl FT, A2 —Fy MIT 7 EATHT2DITNAT IZ
KXo THRESND AT Y v 7 IPT RUARKETT, ROBITIX, A X —7 = A A PAT
N—NVEFHLTHWET, VPNI T T4 v I B, AoTERA L F—T oA RALRTA U Z—
T2 A AN TITIT DL 22T DI, A& —T7 =14 ANEE Bl [~78Y xv b
=X 7)) ZARX—TNMCTEHLERHY £,

NaTosie 3R ]
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B weve—r7ot2ven

12: 48—y FEVWN S T4 IDALAE—TTARXPAT (A V3 —T 24 XA)

2. ASA decrypts packet; src address is 1. HTTP request to www.example.com
ow local address “.

w S suc 209.165.201.10

209.165.201.10 = 10.3.3.10 -

L =
ASA Outzide |P: 203_'_?'11 131 VPN Client
2091 65 20110

'Src 203.0.113.1: ﬁnru )4 HTTF"F-ILImH

S~ w.example.com

3. ASA performs ||'|t-—|f:|, PAT for outaoing traffic.

Intra-inte face config req'd. wmu.example.ccm
A HTTP to
www.example.com

@n’.‘: 203.0.1131 :Gﬂ?9

|1ﬂ.l.1.6 —» 203.0.113.1:6075 |

B. ASA performs interface PAT for
outgoing traffic.

JTIHE2

C. HTTF request to www.example.com

WOENZ, WHD A=V H—=N"—=|ZT7 7V ERXTDHVPNI TAT v bR LET, ASAIL. K
Hry hT—27 02y NO—0DREID N T 7 4w TN, A X —Fv b T 7B AHIZETE
LA v B —T 2 A APAT —MZ—EFT 52 2 ]FT5DT, VPNZ Z4 7 b
(10.3.3.10) 735 SMTP #— 83— (10.1.1.6) ~D b T 7 4 v 7%, U _N—R NAEENFERK
THEIEINET, 103310205 10.1.1.6 ~D F T 7 ¢ v 7 iE, NAT L— LI —F L EHAN,
10.1.1.6 225 10.33.10 ~D Y X —> " 77 4 v J7X, EENT T4 DA B —T oA A
Hﬂwww WC—HTHVERH Y £, TEHFRBLOW GO 7 a—Rn—& LD, ASA

ZERHC Ty N Ruy X LET, ZOEEZBERBETHI2IE,. FRb0xRy NU—Z RO
7’4’7/7474 NAT L— /L Z2FH LT, £ Z—T A APAT L=V 5 VPN 7 547
YEINED ST T 4 v RN T HAMLERDY ET, TAT T 4T 4 NAT XRICT FL R
W27 RUVAEEHRLET,

. NAT O & S8R
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naT & U1 rrtven [l

1B:VPNI S AT D7 ATT4T 4 NAT

2. ASA decrypis packet; src address is

now local address

209.165.201.10 = 10.3.2.10

3. ldentity MAT between inside and YFMN Client WWs
i

Src: 10.3.3.10 - 10.3.3.10 1. SMTP request o 10.1.1.6

Dst:10.1.1.6 —> 10.1.1.6 (o i 11:-.~ \

4. SMTP request fo 10.1.1.6 ) I:l_
-_;!'_-‘ur-c. 10.3.3.10 | ‘ *"”:_——-

LS &

= —

— VPN Client

W 209.165.201.10
Inside !— it f @st: 209.165.201.10)
T 8. SMTP responze to

VPN Client

Sre: 10.1.1.6 —» 10.1.1.6
Dst: 10.3.2.10 =» 10.3.3.10

Dsi: 10.3.3.10

5. SMTP responseto 8- |dentity NAT
VPN Client

| 10.3.3.10 — 200.165.201.10 |

303453

7. ASA encrypts packet; dst address is now real address

FEORY NT—I DD DY TV NAT OREEZZR LT EE W,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside_nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static inside nw inside nw destination static vpn_local
vpn_local

NAT & & U4 ~fE VPN

WO, R—NE—bH o ) BOFT7 4 AT 294 MY —F A b horLaRLE
T, A H =Xy MIET T 74 v 71250 T (2L 2 IER—VF—D 10.1.1.6 > 5
www.example.com ~) | A LV H—F vy h~DT I HADZDIINAT (2L » TRt SN 587
Vo Z IPT7 RUVABRKETT, ROFITIE, /> F—T = APAT L—/LEEHLTNE

NAT O & S8R .
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B wissuss rmven

9, 7272L. VPN h o V& RBTH T 7 4 v 7i2o0nTik (& z2iE, R—AZ—n
10.1.1.6 >HH% > /D 102278 ~) . NAT 2 F(TLEXHA, TDOD, TAT T 4T 4
NATV—/VEAERR LT, DT T 4 v 7 BN T HRERHY £3, 74T 7 47 1 NAT
EFRILY RLAIZTY RLAZEHRLET,

B 14:94 Y=Y~ IPNDT-ODA v E—T A X PATEEUVTATT 4T 4 NAT

2. |dentity NAT between NWs connected by VPN

Src: 10.1.1.6 —» 10.1.1.6
Dst: 10.2.2.78 —> 10.2.2.78

3. IM received

Src:10.1.1.6

1.IMt0 10.2.2.78

FW Outside IP: 203.0.113.1

el

va Internet
|:|! L) = f% inside ). ]
L | i
. . San Jose —
— — s —— —
10.1.1. ke Firewall1 MBSt VPN TUNOELy 1 et wm.z.z.?s

‘ 10.1.1.6 = 203.0.113.1:6070 '

www‘example.com

/fﬁi

@rc: 203.0.113.1 :607@

C. HTTP request to www.example.com

B. The firewall performs interface PAT for
outgoing traffic.

A.HTTP to
www.example.com

WD, Firewalll (R—/L%—) (8T 5 VPNY 74 7 > b & Firewalll & Firewall2 (%
> 8) MoV A Ny —H Ak hRNVETT 7 ARRER Y — 3= (102.2.78) ZxT 5
Telnet xR AR L ET, ZHUINT EUVERR THDHT-D, VPNIZ T4 T2 ENHDIEATY »
MRV DA L E =Ry NENT T 4 v ZICHRER A 2 —T = A ANEEZANET
HMBNH Y F, BIENAT L—ILInHZD ST 7 4 v 7 RIS 5720, VPN IZE S h
7oA %y NU—JRITITHO DO LRERIZ, VPNZ A4 T hER— N A —BLOY > EDFRy
ND—ZRICTAT T 47 4 NAT ZiRETLHLELH Y 7,

. NAT O & S8R
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15: 94 b Y—H A CVWPN~DVPNY SAT7 U TOER

naT & U1 rrtven [l

2. Firewall decrypts packet; src address is 1. HTTP request to 10.2.2.78

now local address

| 209.165.201.10 > 10.3.3.10 |

- ™
(Src: 209.165.201.10 )
% /

—— Internet ~—

Inside @ d

Rt

£ Theige Y

Boulder Fr 1 : San Jose | s
10118 “~—___— Firewall{~ Steto-Site VPN Tumnel g op ‘102278
Sre:10.3.3.10~» 10.2.3.10 P s
Dst: 10.2.2.78 & 10.2.2.78 k\-SEL': 10.3.3.10 )
iy
3. ldentity NAT between VPN Client & 4. HTTP request received

San Jose NWs; intra-interface config reg'd

2 % B OFID Firewalll (R—/v4—) 12OV TIE, RO NAT O%EFIZZH L TS 7E 30,

! Enable hairpin for VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:

object network vpn local
subnet 10.3.3.0 255.255.255.0
nat (outside,outside) dynamic interface

! Identify inside Boulder network, & perform object interface PAT when going to Internet:

object network boulder_ inside
subnet 10.1.1.0 255.255.255.0
nat (inside,outside) dynamic interface

! Identify inside San Jose network for use in twice NAT rule:
object network sanjose_inside
subnet 10.2.2.0 255.255.255.0

! Use twice NAT to pass traffic between the Boulder network and the VPN client without

! address translation (identity NAT):

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static vpn_local vpn_local

! Use twice NAT to pass traffic between the Boulder network and San Jose without

! address translation (identity NAT) :

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static sanjose_inside sanjose_inside

! Use twice NAT to pass traffic between the VPN client and San Jose without

! address translation (identity NAT):
nat (outside,outside) source static vpn_local vpn_local
destination static sanjose_inside sanjose_inside

Firewall2 (> / B) 12250V Tid, D NAT OFEBZ S L T 7ZEW,

! Identify inside San Jose network, & perform object interface PAT when going to Internet:

object network sanjose_inside

NAT O & S8R .

'—IHPN Client
4-’/) , 209.165.201.10

303260
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B wrssvvengmzo £z

subnet 10.2.2.0 255.255.255.0
nat (inside,outside) dynamic interface

! Identify inside Boulder network for use in twice NAT rule:
object network boulder_inside
subnet 10.1.1.0 255.255.255.0

! Identify local VPN network for use in twice NAT rule:
object network vpn_local
subnet 10.3.3.0 255.255.255.0

! Use twice NAT to pass traffic between the San Jose network and Boulder without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static boulder_ inside boulder_inside

! Use twice NAT to pass traffic between the San Jose network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static vpn_local vpn_local

NAT 5 KU VPN EET7 I £ X

VPN 23 556, ASA Bt LTI-A v X —T oA RALUSNDA o F—T 2 A4 ZA~DEHRT
JRAEHATHIENTEET, eI, NS F—T = A X5 ASA AT 555
B, BHT 7 AREBETIZ. ASDM. SSH. Telnet, £7-1ZSNMP Z{EH L THEA >4 —7 =
A AT H Z EMFRETT, £, WA ¥ — 7 = A AT ping ZFEITTEET,

WOBNZ, ASA DNERA » #—7 = A AT Telnet #5545 VPN 7 S A4 7> baRrLET, &
BT IV A A A —T A AEMFHL, NAT L VE—F 727 A VPN (353—) £7/-%
NAT B LA hRE] VPN (37 =) I~ CT AT T 47 4 NAT 2% €T 5854
N—h I 2T o7 7 a2l LU TNAT Z2RETHVLENHY £, L—h Ly’
Ty TWRIRNGAE. ASA X, V=T 4 T T NVONFICERR L, NAT 2~ RTHRE
SINTA L E—T A AN N T 74 v 7 EBEEFELET, ROFITIE, WA H—T 4R
NS 2 —T7 = A ATT, ASAT, WHXy NV—ZIZEBR N7 7 4 v 72 XELER
Joo THUE. WEA v X —T7 oA ADIP 7 RLAIZIFEY A, V— M Ao I T v FF
varuEERATDHE, ASAIL. NERy hU—27 OO VICHNEIA > F—T =4 ADIP T K
VAWCHEE N T 74 v 7 2RETEET, VPNZ IA TV ENERERFR Yy hU—27 EDFRA K
DT T4 I DOBFE V= I T v T arBiboTHLIELWHEIIA V¥ —T7 =
A A (NEB) (272D, BHEDNT 7 4 v 7 7a—3E8rZbE¥A, V=V I T v
T F T a rOFEMCONWTIL, A v 2 —T oA ZDRE (344—) ZBRLTLE
=YAN

B NATosiEsE
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NAT VPN RS TLva—F 12 ]

16: VPN EET7H R

-

2. ASA decrypts packet: src address is now local address
209.165.201.10 = 10.3.3
3. |dentity MAT between inside &

VPN client NWsz: route-lockup req'd 1. Telnet reques t - X
: m inagement-acces: :-:-

Src: 10.3.3.10 =2 10.3.3.10

Dst: 10.1.1.1  —2 10.1.1.1 Slc 209.165.201. Il}
4. Telnet request to 10.1.1.1
(Sre:10.3.3.10 )

\

ASA Inside IP:10.1.1.1 N | '

— '__'-_._.____———-" K" ".FP‘N Cllent
: : — 209.165.201.10
Inside . I_ Internet

e : @51 209.165.201. w)

T E 8. Telnet response to
VPN Client

Sre:10.1.1.1 = 10.1.1.1
Dst: 10.3.3.10 & 10.3.3.10

T
6. |dentity NAT

Dst: 10.3.3.10

'
i

5. Telnet response
to VPN Client

| Dst: 10.3.3.10 > 200.165.201.10 |
7. ASA encrypts packet; dst address is now real addreas

303461

FEORY NT—7 DD DY TV NAT OREZZR LT EE N,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Enable management access on inside ifc:
management-access inside

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn_ local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT), w/route-lookup:

nat (outside,inside) source static vpn_local vpn_local
destination static inside nw inside_nw route-lookup

NATEVPND ST a—T400

VPN 2 L7 NAT OfEZ b T TNV 2 —T 4 7 T57-D12i. IROBEHRY — L 25 MR
LTLEENY,

NaTosie 3R ]
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NAT Ol & S8

e Ty b hb—H  ELLER LGS, N7y b bb—WE, Ty EREELTn
BHNAT L—/LE2F i LET,

« shownat detail : FFEDNAT L—/L Dbt v F By B LOEHEERINTE NS 74w
FFRRLET,

sshowconnal : Ry 7 A +F 7 4 v LOWOEREETT 7T 4 THEEFRLET,

EMEICBIFR D 2 WERTE L BET 2720 O EZ & BT 21213, ROFIEEZIATLET,

1
2.
3.

4,

TATUT 47T 4 NAT 2 L72WV VPN 2% E L £,
show nat detail & showconnall Z AS) L £,
TATF T 4T 4 NAT OFEZEBML £,

show nat detail & show conn all Z#: VKL £7,

IPv6 v kD — 0 DEHR

IPv6 AR Yy FU—27 L IPVA XYy NU—Z7 DM TR I 74 v 7 ZBB S 0LERNH D
e, NATZEHLTT RUR XA T2 BT H0ERNHY E£F, 2 OO 1Pv6 * NV —7
DHEATH, HMHBH Yy NI NENEHT RLAZETHENHIEENH Y £,

IPv6 % b U —27 TIIROEW S A T AT E T,

* NAT64, NAT46 : IPv6 /X7 v b & IPvd (BXOZOK) ICEBRLET, 220K Y >—
EEFETDHVLENHY 9, 121X IPv6 5 IPvd ~OEHH, © 9 1 DX IPv4 /25 IPv6
~OLEHA T, ZHiL, 1 D0 twice NAT /L—/L TEITTEX FE 47, DNS H— 3—734}
Hxry hT—2 EIZHH%5E, DNSIREEZ Y 74 NI HMERDHY £3, SiLEEET S
& X IZtwiceNAT L—/LTDNS U 74 FEFNTTHZ ENTERNZH, 220 Network
Object NAT /L— L ZAERRT D Z E N K VY72 Y U 2—3 3 »TF,

\}

GE)  NAT46 XV R—FTDHDIE, AXT 4 v 7 <o TOHTT,

* NAT66 : IPv6 /37 > F&BID IPv6 7 RV AICEH L FE T, AXT 1 v 7 NAT Off % HE
[LET, 14T I v NAT £20TPAT A TEE 328, IPv6 7 RL A IKEILH D
72, BAFT v NAT AT HXEETHY TH A,

\)

GE)

NAT64 35 L OVNAT 46 1%, MR —T v KAV H—T 24 ATOREHATE 7, NAT66
X V=T Y R A B —T A RET VI TNAN—F A N— f B —T = AD T T
Hcaxd,

B NATosiEsE
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NATE4/46 : IPv6 7 KL R0 IPva ~ i [l

NAT64/46 : IPv6 77 kL A D IPv4 ~DZ

N7 7497 BIPV6 Xy T —7 b IPVAERR Yy NU—27IZBET 554, IPv6 7 RL-X
ZIPVA BT DVNENH Y 3, /2, N T 7 4 v 7 ZIPvAID IPVO IR T HLENH Y £
T, 2O00DT KLA =)L (IPvd %y hT—27IZIPv6 7 KL A&ZNRA LV R4 5IPvA T RLA
T & IPV6 Ry T —ZIZIPvA T RLAZ AL RT5IPv6 7 KL A F—)L) ZiERH
HMENDH Y FT,

s NAT64 /L — VD IPv4 7 R LA F—)UFa@F I/ <, —BRIICZIPY6 7 94T N 7
RLAZFEHALTIAN I Oy BT EFETDHITINET FRLABRRE D 2 0WGERH D £
T, EAFTI VI PAT X, #AFT I v 7 NATRAZT (v 7 NAT L% &L Z¥D
IPv6 7 7 A7 7 RLARSH LA TEH, HEIIEHEICKHE TE £77,

e NAT 46 L —/LDIPv6 7 LA T —)LiL, ~v BT ENDHIPvET KL ADEEE LW
M, FNEVELL0ET, ZHICE-oT, KIPvAT FLRAZBIDIPv6 7 KL A|IZ~< >
U TEET, NAT46 1A Z T 4 v/ v v B T DR EYR— T 5720, ¥A4F
Ry PAT T2 2 L IXTEEHA,

EEITLIPV6 X FU—7 L5aSEIPvd F v b U =27 D2 ODKRY U—%2ERXTIHLENH Y £
T, ZAUE, 120 twice NAT b— /L CEITTE ETMN, DNS b — =245 x v U —7 k
WZHDH%E. DNSIEEE U T4 MT2MERHY £7, 562 HET D & &1 twice NAT /L—
JLCDNS U T4 FEFANZTH I ENTERNZD, 2 DD Network Object NAT /L— /L% {F
D2 ENEVEYR YY) 2a—2a TT,

NAT64/46 D5 : RERIPV6 R~y T —0 ESERIPVA A B2 —F Y

WIZ, WERIPV6 R RU = RBHALAIC, AV F—Fy MIEEENE N T T 4 v
Z IPvA ST A ER2 AR LET, ZOFIOE TIL DNS BN RER7-D, 1 OD
twice NAT /L—/L T NAT64 & NAT46 Dl 57 DEM A FEITTE £,

. 209 165 EDCI 22527

oufside
_2EIQ 1652011127

2001:db8:: 100 — 208.165.201.1
209.185.200.225 — 2001:db3:D1AG5:CBE1

inside:
2001:db8::1/85

E Inside client

2001:db3::100

ZOFITIE, A v E—T 2 A ZADIPT RLAZEDZA T I v T A F—T = A A PAT
AL T, NEDIPV6 %y N U — 27 Z IPVAICEHL L E9, AN IPvA FT 7 4 v 71X

NaTosie 3R ]
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B natesiss o - paBIPG Ry FT—5 ESMERIPA A VB —R oy b

ATy T

ATy T2

2001:db8::/96 % v U —J DT RV RAIZAZAT 4 v 7IZEH S, Wity hU—27 TOREE
MNATREIZ 72 0 £,

FIE

WEBIPV6 > b =27 DIedDRy NT—7 7V =7 MEERLET,

a) [Configuration] > [Firewall] > [Objects] > [Network Objects/Groups] % &K L £,
b) [Add]>[Network Object] 7 V v 7 L £,

) WO7TuaNRXTF 4 EZHEHLTAT V2 hERELET,

« Name : 72 & %1, [inside v6] T9,
« Type : [Network] Z3&R L £,

« IP Version : [IPv6] Z &R L £,

« IP Address : 2001:db8:: & AL £,
« Prefix Length : 96 & A/J L £,

Add Network Object >
Name: inside_v6

Type: Network

IF Version: (1P (@) IPve

IP Address: 2001:db8::

Prefix Length: 96

Description:

[NAT

d) [OK]%7YUvs LT,
IPV6 R b U —2 Z IPv4 ([ZEH L TR T 72 D Twice NAT /L—/L 2 ERL L £7,
a) [Configuration] > [Firewall] > [NAT Rules] ®JIEIZER L £,

b) [Add] >[Add NAT Rule Before “Network Object” NAT Rules] #2 U v 7 L$79,
¢) K@ [Match Criteria: Original Packet] 7> a2 VR E L £7,

» Source Interface : [inside] Z 2R L F 7,
» Destination Interface : [outside] % i%&4R L £ 7,

* Source Address : inside v6 X NV —27 A7V =/ FEERIRLET,

B NATosiEsE



| NAT DfIE SR
NATG4/46 (O] : S28 IPvA £ > 5 —% v b & DNS Zi £ A L P = v k7—5 [

* Destination Address : inside v6 %> NU—27 47 V=7 M ERINL E7,

« Service : 7 7 # /L h D [any] ZHERF L £,

d) YR® [Match Criteria: Translated Packet] 47" a » #HE L E7,
« Source NAT Type : [Dynamic PAT (Hide) ] ZE&R L £,
« Source Address : MHA v H —T = A AEFEIR L ET,

» Destination Address : [any] Z 3R L £ 77,

FOMDOF T g NFTF 7N MEOEFIZLET,
EATa TRy 7 ZIROLHITHRY F1,

Match Criteria: Original Packet

Source Interface: inside ~| Destination Interface: outside
Source Address: inside_vt ~| Destination Address: | inside_wé
Service: any

Action: Translated Packet
Source NAT Type: Dynamic PAT (Hide) ~

Source Address: outside -~ Destination Address: any

e) [OK]%27VUvZ” LET,

ZON—=ITED, NERA v H—T = A AD 2001:db8::/96 VT % v RINBANEA K —
Tz A RZANITXTDO T T 4w 7B, IMEA X —T 2 A ADIPvAT KL A%
L C NAT64 PAT Z#a S4LE T, #IZ, WA ¥ —T7 = A RAZADIMNBR Y NT—27 D
IPvd 7 R L 23T, fAIAI IPvE 7 FL AR Z#H LT 2001:db8::/96 % v kU —
7 ED1oOOT RLRICEBRINET,

NAT64/46 D15 : SV &R IPvA 4 32—y F& DNS ZH#aZEAL=NER IPv6 v kD —%

WORKIE, WEIOIPV6ELA R v U — 7 NIFEE L, Wl —F —NNFE L T 50 < 20D IPv4
B —ERABIEDOA X —F > b EIHFET DR E T3,

NaTosie 3R ]



NAT Dl e B8 |
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

=
Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside R
IPvd 209.165.201.1/27
- DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
33311228201&}22_5" iugal[]{;”lsﬂzt?;tLAE'CBH gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db8::1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
/ \ 2001:db8::100
——

ZOFTIX, AMBA L E—T A ADIPT FLAZFSOEA T I v 4 FZ—T A X PAT
ZEEFA LT, WNERD IPv6 kv U — 27 Z IPv4 ([ZEBa L £9, B IPve b T 7 4w 714,
2001:db8::/96 %> NI —27 DT RLAIZAZT 4 v 7 |\ZEHBIL, WKy NV —27 TOEEFE
AREIZ 72 © £9°, NAT46 /L—/L"CDNS OEEHZ ZHMIT 5 & FMEE DNS — 3—7
LOIREZ A (IPvd) L a— R2v5H AAAA (IPv6) L — RICEHATE, 7 L A2 IPv4d D>
D IPV6 ICEBE S E T,

wix, WNERIPV6 > b7 —2 £ 2001:DB8::100 I2H 5 7 74 7 > b www.example.com %

BIZ 9L LTWDHHED Web RO —iiy 2 — 7 o A TY,

1. 7947 O3B a—%732001:DBS8::DIA5:CA81 |23 % DNS ¥—/3—|Z DNS ZKk %
PELET, NAT L—/LZ LY, DNS ZROEEIC L5058 MRD K ) ITEBRSNET,

«2001:DB8::100 % 209.165.201.1 FO—F DO R— MNIZEH (NAT64 A > Z—T =1 A
PAT /L—/L) |

«2001:DB8::D1A5:CA81 % 209.165.202.129 (ZZ5# (NAT46 /L — L, DIA5:CA81 X IPv6
@ 209.165.202.129 IZAHY LE£3) .

2. DNS #—/ 3—73 www.example.com 73 209.165.200.225 TH % Z & &R A L 22— N{T&
ZLUET, DNS OEXHZ WA/ > T D NAT46 L—/LZ LD . A L— K3 IPv6
DEED AAAA L a— RIZE# I T, AAAA L 22— R 209.165.200.225 A3
2001:db8:D1AS:C8El IZA#Ha I L E T, 7285, DNSIGEDEEILT RL A LT RLA
IS NER A,

*209.165.202.129 % 2001:DBS::D1AS5:CA81 [ZZE#

*209.165.201.1 % 2001:db8::100 |ZZE

B NATosiEsE



| NAT DfIE SR

NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

T, IPV6 7 7 A7 2 DX Web —_"—D 1P 7 F L A& Hf5 L, www.example.com
(2001:db8:D1AS5:C8E1) Z HTTP E:RkZX{ET&xE£7, (DIAS:CSEL IZ IPv6 D
209.165.200.225 IZAHS LE9) . HTITP ERODFETL L 4EENTH I N E T,

«2001:DB8::100 % 209.156.101.54 FO—E DO HR— MIZEH (NAT64 A F—T =1 A
PAT /L—/L) |

«2001:db8:D1A5:C8E1 % 209.165.200.225 {ZZ5#a (NAT46 /L—/L)

WOFNATIE, ZOFIOBRETIEZOWTHALET,

FIE

A7 w71 [Configuration] > [Firewall] > [NAT Rules] DJEIZER L F 7,
ATY T2 NHIPV6 X h T —27 O NAT64 ¥ A F I v 7 PAT L— N a ik ELET,

a)
b)

d)

[Add] > [Network Object NAT Rule] DNEIZIER L F 7,
AW AT V=2 N TanT o 2ZELET,

* Name : 72 & 213, [inside_v6] T,
* Type : [Network] Z &R L £,
« IP Version : [IPv6] Z %R L £,
o IP Address : 2001:db8::) & AL ET,
* Prefix Length : 196 & AJ)L 7,
NAT D% A 7°1Z)& L C [Dynamic] % 7213 [Dynamic PAT (Hide)] Z &R L £,

[Translated Address] CiZ, ZHARZ %227V v 7 L, BN A & —T7 oA RGBT
£

MName: |ins-de_v6
Type: [Nelwurk
IP Version: P4 TPvE
IP Address: [2001:dbs::
Prefix Length: |96
Description: |
™ Add Automatic Address Translation Rules
Type: [Dynamic PAT (Hide) ¥ |

Translated Addr: |outside

NaTosie 3R ]



NAT Dl e B8 |
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

e) [Advanced| ZZ > %27 Vw7 L, ROXAT > a r ZRELET,

» Source Interface : [inside] Zi®R L £ 7,

« Destination Interface : AV £ v X —7 = A ANT TIBIR SN TWVET,
f) [OK]ZZ7 U v 7 L CHMBREZRTLET,
g) [OK]%Z7 VU 27 LTNAT b— L& B L ET,

TDON—NITEY . NERA v —T = A AD 2001:db8::/96 YT %y RINBAERA v H—
T2 A RZMMNITRTCDNT T 4 v I B, A H—T A ADIPvAT R L A &EH
L T NAT64 PAT ZHa S £,

RATFw T3 HEIPvE Xy NT—T DAZT ¢ v 7 NAT46 L— L AR ELE T,
a) [Add] > [Network Object NAT Rule] DJIEIZER L £ 3,
b) AW A T2y N TaNT o ERELET,

e Name : 72 & 2%, [outside v4 any] T,
* Type : [Network] Z &R L £,

« IP Version : [IPv4] Z33#R L 97,

« IP Address :  [0.0.0.0] & AJJLFET,

* Netmask :  10.0.0.0] &AL ET,

¢) FEAMRNAT 7o T 4 ERELET,
« NAT Type : [Static] 2R L 7,

« Translated Address : [2001:db8::/96] & AL F T,

& Add Network Object

Name: |outside_v4_an',f
Type: INetwork

IP Version: * IPvd  IPv6
IP Address: IIJ.IJ.0.0
Netmask: 0.0.0.0
Description: |

¥ Add Automatic Address Translation Rules

Type: | static =]
Translated Addr: |2001:db8::/96
[ Use one-to-one address translation

d) [Advanced| "NZ > %27 Uy L, ROF T a 2R ELET,

B NATosiEsE



| NAT DfIE SR
NATES : IPv6 7 KL 2DE% 5 1P 7 FLR~0ZH [

« Translate DNS Replies for Rule : Z DA 7> g VA RINL £,
* Source Interface : [outside] Z R L £ 77,

« Destination Interface : [inside] Z 4R L £,

& Advanced NAT Settings

¥ Translate DNS replies for rule

™ Disable Proxy ARP on egress interface
Interface

Source Interface: outside
Destination Interface: |inside

e) [OK]Z7 U v 7 L MR ELIRTELET,
f) [OK]%Z7Z7 U w27 LTNAT L—VZBMLET,

TON—NEFEHTDLE, WA 2 —T =2 AZ@< N x Yy 8T —27 OFTXTOIPv4
T RUAN, fHBABD IPva 7 R L2 R ZMHEH LT 2001:db8::/96 % T —27 DT R
VAICEBIET, F72, DNSILEZ A (IPv4) L 22— K)vH AAAA (IPve) L =2— R
WCEH SN, 7 KL AN IPvA 6 IPV6 ICEH S E T,

NAT66 : IPv6 7 KL ADEXL B IPv6 7 FLAANDZE L

IPv6 % T =27 DBERID IPV6 % v b U — 7 ZBET 5854, 7 RLAZNBFR Y N U—7
DORIDOIPV6 7 KL AEM|TEET, AXT 4 v 7 NATOMHEZHRELES, ¥4 F+Iv7
NAT £ 721X PAT 2 CTE £, IPv6 7 KL AT KEICH D720, A4 F v 7 NAT %
FEHTHIMLERH Y T A,

BI2DT RUA XA TR TOELTIZIRNTZD, NAT66 BHLOH —D/L—) LN T, =
B D —/LiX, Network Object NATZfli [l L TR HIZET /ML 2 N TEEd, 72720,
VE—=V T T 47 2R LIRWEEIE. twiceNAT DA EHH L TAZ T 4 v 7 NAT L—
NEHGRICTEET,

NAT66 Dl : v FT—O DR R T4 v K}

Network Object NATZ i L C, IPv6 7 RV AT — LMD AX T 4 v 7 EWEFZRETE T,
WOFITIE, 2001:db8:122:2091::/96 % v b T —27 ONELT KL A % 2001:db8:122:2999::/96 % v
NI —27 OAET BV RIZERRT D HFIEIC OV TR LET,

NaTosie 3R ]
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B s on: xo ro—sMOREF v s TH

=
=
[

IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
\ 2001:db8:122:2091::121
—

F

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] DJEIZER L £,
ATFwT2 NEIPV6 2 NT—2 DAZT (w7 NAT b— V&R ELET,
a) [Add] > [Network Object NAT Rule] DJIEIZEIN L £,
b) AR A T2 N TuT o ERELET,

e Name : 72 & 2%, [inside v6] T,

* Type : [Network] Z &R L £,

« IP Version : [IPv6] % i%&{R L £ 7,

* IP Address : [2001:db8:122:2091::] & AJJLE T,
s Prefix Length : 196 & AJJLE7,

¢) [NAT Type] |Z [Static] 28R L 9,
d) [Translated Address] {Z [2001:db8:122:2999::/96] & AL F T,

B NATosiEsE



| NAT OISR
NATEs Ol - &> Tz IPve A 5 —7 x4 2 PAT ]

& Add Network Object

Name: ||nside_v6

Type: |Network

TP Version: CIP¥ < Pvé

IP Address:  |2001:db8:122:2091::

PrefixLength: |96

Description: |
NAT
I Add Automatic Address Translation Rules
Type: [static =]

Translated Addr: |2001:db8:122:2999::/96

e) [Advanced| "NZ %227 Uy L, MOFT a2 ELET,
« Source Interface : [inside] % &R L £,
» Destination Interface : [outside] % %R L ¥ 7,

f) [OK]Z7Z7 VU v 7 LR EERITELET,

g) [OK] %7 V27 LTNAT Lb— /L ZEIMLET,

ZON—Z LY NE A E—T =4 A D 2001:db8:122:2091::/96 %7 % v k1> B FRER
ABE—=T 2 A RZWANITXTORNT T 4755, 2001:db8:122:2999::/96 % v kT —27
FOT RUVRIZAZT 4 v 7 NAT66 B E T,

NAT66 Dl : > TIL7iEIPv6 1 > 2 —T =14 X PAT

NAT66 % EHEFT A DE T 7a—Fik, A X —T7 =24 ADIPv6 7 RL A LDR
2B HR— MIWERT R LA ZEAIZEIY 4 TEHHETT,

NAT66 DA > Z—T = A APAT V—IVERETDHE, TDOA U F—T A RAIREIILTW
BETRTOITa— L T RLABPAT D v BV IR ENEST, Ao ¥ —Tx2AZADY
vrma—han T RUAEREIY A ha—bb 7 FLUAL, PATIIIERASNLET A,

NaTosie 3R ]



NAT Dl e B8 |
B natesoni oo TumiPe 428 —T x4 2 PAT

IPvG web server

L

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b
rr

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
2001:db3:122:2091::121
—)

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] DJAIZER L £,
RATv T2 NEIPV6 X N —Z7 DL A F v 7 PAT b—/LERELET,
a) [Add] > [Network Object NAT Rule] DJIEIZEIN L £,
b) AR A Tz N TuT o ERELET,

* Name : 72 & 2 /L, [inside v6] T,
* Type : [Network] Z &R L £,
« IP Version : [IPv6] Z3&IR L £,
* IP Address : [2001:db8:122:2091::) & AJJ L,
s Prefix Length : 196] & AJJLET,
c) NAT O % A 7|Z)i U C [Dynamic] % 72 1% [Dynamic PAT (Hide)] ##R L £,
d) [Translated Address] Tix, ZHAX %27 Vv 7 L, DNB) A ¥ —T A ZAEEIRL

£7
e) [UseIPv6 for Interface PAT] A7 a > #BIN L £,

B NATosiEsE



| NATOflE B

g)
h)

NATEs Ol - &> Tz IPve A 5 —7 x4 2 PAT ]

& Add Network Object x|
Name: |inside_ve
Type: [metwork =]
IP Version: " IPvqd = IPVE
IP Address: |2001:db8:122:2091::
Prefix Length: |06
Description: |

i+ Add Automatic Address Translation Rules

Type: IDynamlc PAT (Hide) ¥ I

Translated Addr: [outside =

[T Use one-to-one address translation

[T | PAT: Pool Translated Address:: | =l
I” Round Robin
I~ Extend EAT uniqueness to per; destination instead of per; interface
I~ Translate T.CP and UDP ports inta fiat ranae 1024-65535 I~ Incude range 1-1023
I~ Enable Black Allocation

Block size of 512 and maximum block allocation per host 4 has been configured.
To change click here

I~ |Fall thraugh to interface PAT(dest intf): [dmz =l

[¥ Use IPv6 for interface PAT

[ ok || concel | Help |

[Advanced) RZ %27 U w7 L, IROAT v a raikiE LET,
» Source Interface : [inside] Z 3R L ¥ 97,
* Destination Interface : [MH#] A > ¥ —7 = A4 ANT TITBBIR SN TWET,

[OK] %7 U w7 LCiFMREZRTFELET,
[OK] %7 U w27 LCNAT L—/LZBINL 7,
D=V TR, NEA v Z—T = A Z0D2001:db8:122:2091::/96 %7 % F D BAMNRA

R =T 2 A~D ST T 4w 71F, A F—T oA AFITERESNTZIPV6 7 o —3)L
T R L ADUWT 0N NAT66 PAT ZHa S vk 4,

NAT O & S8R .



NAT D4 & S8
B vwrzsmLrons sy emEoBSBA

NAT ZER L7=DNS U T ) LIGEDETHA

IWENDOT L A% NAT RE L — ﬁz?é?bvx BEEHz T, DNSISEEEETH LI
ASAZRET D Z ENNIET/ DY HVFEFT, DNSEEF, £ T AL —v g )b—
NERETDHEXITRETEET, DNS EIEIXDNS S AL bIFEEN £,

Z OMEREIX., NAT L—/UiZ—E T A DNS 7 = U LJSEDT KL AZEXHZ £+ (L2
X, IPv4 D A L o— K, IPv6 D AAAA L 22— K, £7/2135/DNS 27 =V D PTR L =—
R) . =v BT AU F =T ADBMDA U F—T7 = A4 RZBENT 5 DNS IGE Tl A
La— NI~y 7SN ENOFEEOHE~EZBmZ bNET, HIZ, [EEDA U F—T A A
MOy A F—T oA ABEIT 5 DNS A TiE, A La— REEEREOEN S~ v 7
SNTE~EEHRZONET, ZOMKEEIL. NAT44, NAT66. NAT46, 11 ONNAT64 & iEE)
L9,

PLITFIZ, NAT L—/)L CDNS OEX#Z 2R ET DLENEL D ERRNERLET,

o JL— LI NAT64 F 721X NAT46 TH VY . DNS b — N34 x>y hU—2712H Y £9, DNS
Al a—TF (IPvdffl) & AAAA L a— I (IPv6 ) 224 57- 912 DNS OE X #ix 2
‘JZ‘%:VG—?,—O

* DNSH—NIINRIZHY . 7747 > MINFICHY £, 7747 FPEMRT L8
ERERT N A A A DPMDONERAR X MRk S ET,

¢ DNS —NFHNEIZHD , T4 RXR—=FIPT FLAZFEHALONELET, 7794 T
MIANTICHY . 7T A4 T2 MIWNETHRA P ENTWAB T —"ZIEET 5 522ERM B A
AT 7B A LET,

DNS DEZHMZ DHIREIF
KIZDNS OEXH 2 OFIRFEEZ R LET,

e flx D A FT-IE AAAA L 22— RIZEE D PAT /I/%/l/%i_ﬁﬁ'C% 5Z & T, AT 5 PAT
JL— VIS AHATEIC /2 B 78, DNS OEXHZ X PAT IITEA SN ET A,

o twice NAT L— /L &5 ET D6, LT FLAB I U%ELT L RAEZHET 5 &, DNS
BEZHECEXEHA, JNLOFEEONL—LTIE, AL BIZANSTEAIZ1IDOT R
L ACxT L TR D EBRPTOND AREMENH Y £9°, L7z -> T, DNSISEND IP 7
R L A %) 72 Twice NAT /L—/ Ll —E &HE 5 Z LN TE £ A, DNSIHEIZIE,. DNS
PFORZRDT Ty NADOERFITLT RUAR LT R LU ADOMAE ORI T 2 H®NE
EFNFEH A,

«DNS 7V L SE A EEHZ 5121, NAT /L—/L 2% L CAH%N72 DNS NAT O3 & #i
ZHWEDNS 7 ) r—yar A VAR a U EAENCTALERHY £, T 7 4
U R TliE, AIC ST DNSNAT ODEEHZIZL D DNS A U AXRT g i/ m—n
VICHEA SND720, A VAR a VREEAEFT L0 TH Y 8/ A,

B NATosiEsE



| NAT OfilE B

DNS /& EE1E

DNs BT : s+#0 ONS H—— [

o EEXZIL, DNS OE X Hi 2 |3 NAT L—/LTiE7e< xlate = b U TEITENET, L=
MoT, XAT I w7 — i xlate BRWGA, EXBWZNELSETINERA, A
2T 47 NAT DA, U XD RBEPEELEEA,

*DNS DEXHZIZL ST, DNSH¥AFTIv I T o7l T—r DA vE®—Y (AL —T37
v a—FRs5) FEXBIONETA,

WD 7T, NAT L—/LTOD DNS ODEXHZ Ol %27~ LET,

. 5V &R DNS H—/\—

WO, A v F—T = A ZABT 7B AA[EE/R DNS — & R LE ¥, fip.cisco.com &
W) —SISNEA v F—T = A 2 RIZH Y £F, fip.cisco.com DEFEDOT KL A (10.1.3.14)
. MRy NU—2 ETHERTE 5~ v BV 27 7 RLA (209.165201.10) IZAXT 4 v 7
(AT 5 X DI NAT 2% E L £,

ZOHE, TOAXT 4 v — )L TDNS IGBEELEZANTILERHY 3, AT
HE, EBEOT RLUAZMEM LT fip.cisco.com (27 7 B ATE AN —Y—E, v~ v
T RURATIHARLSEROT FL A% DNS U — "= b2 ETE5 L5120 £9,

A A B 28 ftp.cisco.com DT KL A %R 5 DNS ERAX(E9 5 &, DNS — _—jI~ v
BT RLA (209.165201.10) ZIELET, VAT AL, WEY—"ORZT 4 v 7 L—
NEZBIL, DNSIGENDOT KL A% 10.1.3.14 IZ8# L £9, DNS JSBEEZHNZ LN
A, PERAR R M fip.cisco.com IZEHET 7 & 2T A DVIZ, 209.165.201.10 12 T 7 1

7 DEEERRET,

NaTosie 3R ]
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B onsiessE  si880 oNs 5 —/ 31—

DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

{d
User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Request
10.1.3.14

FIE

AT w71 [Configuration] > [Firewall] > [NAT] Z3&R L £7°,

AT w72 [Add] > [Network Object NAT Rulg] DJIEIZEIR L £,

ATV TI LRy NT—0 A7V =7 NZARTEMT CTFTP— =T RLAZEHZL, A¥T (v
7 NAT A R2—T WM L TEBENTT FLAZ AT LET,

. NAT O & S8R



| NAT DfIE SR
DNS 5T : IR0+ y bT—5 LD DNS H—i—, Kz k. s&U¥—1— [

[0 Edit Network Object
Name: FTP_SERVER
Type: Host Tl
IP Address: 10,1314
Description:
HAT &

Add Automatic Address Translation Rules

Typei Statc ]
Translated Addr: | 209, 165.201, 10 [
Advanced...
e lle=JC=]
[n¥]

AT T4 [Advanced]|Z7 U v 7 L, EBEOA L X —T 2 A ABI O~ T A2 —T A AL DNS

BIEZRELET,
Eﬁ. dvanced NAT Settings
[i#] Translate GS replies for rule
Interface
Source Interface: | nside ~]
Destination Interface; | cutside ~|
CEFAE
Protoool: fice- bcp £|
Real Port:
Mapped Fort:
) o) ) :
(=]

AFY TS [OK] %27 Vv 7 LT [Xy hU—2 7 V=7 FOfFEE (Edit Network Object) 1 %A 712
Ry 7 ZZREY, HH)—E[OK|Z27 Uy 2 L, @A (Apply) 127V v LET,

DNSIGEIEIE : Al RDRy FT—9 EDODNSH—/A—, KRRk, B&
UH—\—
WORIT, M DNS H—/3—/26 DMZ Ry FU—2Z& % fip.cisco.com D IP 7 R L A & B
KF2WEHx Y b= Da—HF—ZRLET, DNS h——%, =—F =R DMZ X v k
U—7 PICAFELRWSEA T, ML DMZD A2 T 4 v 7 =Wt > TULE Ty v v

V7T FLUA (209.165201.10) &3 LET, ASAIE, DNSIEEMNOT KL A% 10.1.3.1410%4
HLET,

Z—P—NEEOT R AZMHH LT fip.cisco.com (7 7 ¥ AT HMLE NS H5E. 2l
OREFMLEDH Y FHA, NHEDMZBICHAZ T 4 v 7 V—ABbLHEIT. ZDL—L

NaTosie 3R ]



NAT OBl E SR |

B onsssEE kR Ry FT—5 0 DNS H—/8—

2%t L TDNS IBEBTEL A 2—T7 T AMERH Y £3, DNS/HEIL. 2BEFINE T,
ZO%A. ASAIINELE DMZEID AR T 4 v 7 — U ZiE>TH 9 —FE DNS IGENDT K

L A% 192.168.1.10 IZ 8 L £ 4,
B 17:DNSISEBIE : BlRDFy bT—9 LD DNSH—/3—, KRR b, BELUH—/—

DNS Server
@ S —

Static Translation 1
f DNISDUEW? on Cutside to:
tp.cisco.com? e 209.165.201.10

DNS Reply
209.165.201.10 Static Translation 2
on Inside to:
@ Security Device  192.168.1.10
- et

DMS Reply Modification 1
209.165.201.10 —=10.1.3.14

® \

DMS Reply Modification 2
10.1.3.14 = 192.168.1.10

=~ SE - Hon
¢ @

P Translation
{ Inside 192.166.1.10 — 10.1.3.14

DNS [EEMEE : RRA kb Ry FT—% £®D DNS H—/3—

WORNZ, IBO FTP $—/3& DNS — 2R LET, VAT A2, SN —SHDO A X
TA v ITERPHY ET, ZOGE. Wl ——72 fip.cisco.com DT R L A % DNS H#—/3—
ICESRT % L. DNSH—N—3EEOT FLZ (209.165.20.10) ZI5E LEd, NEa—HIC
ftp.cisco.com D~ v B 7 7 LA (10.1.2.56) ZEHIE 212X, AZT 4 v 7 EHHAO
DNS JSBMEEZRET DMENH D 7,

. NAT O & S8R



| NAT OISR

DNS ST : K2 &y k7—2 Lo oNs 4—i— [

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

Security Fenl
Appliance O\

DNS Reply Modification
209.165.201.10 > 10.1.2.56

FTP Request
10.1.2.56

Inside

FIE

AT w71 [Configuration] > [Firewall] > [NAT] Zi&R L £7°,

AT w72 [Add] > [Network Object NAT Rulg] DJIEIZEIR L £,

RT9T3 HLry NT—0 AT V27 MIARTET TFTP Y — =7 RLRAEZEHRL, AX¥T (>
7 NAT Z A F—T WL CEBMENTZT L AZ AT LET,

NAT O & S8R .



B onssssser

Name: FIP_SERVER
Typa: Hosk »
IP Address: 2049.165. 20110
Description:
HAT £

Add Automatic Address Translation Rules
Type: Stabc V]

Translated Addr: | 10.1.2.55

Advanded..,

o [ coce J[ bep |

2408040

NAT Ol & S8

ATY T4 [Advanced]| 27 U v 7 L, EBEOA L X —T 2 A ABI O~ T A2 —T A AL DNS

BIEZBELET,
B Adva

[i#] Translate GS replies for rule
Interface

Source Interface: outside v!

Destination Interface: | nside :_I

SeErnce

Protoool: fice- bcp
Real Port:

Mapped Part:

[oc J[ concet J[ bep |

240044

AFY TS [OK] %27 Vv 7 LT [Xy hU—2 7 V=7 FOfFEE (Edit Network Object) 1 %A 712

Ry 7 ZIZREY, 9 —FE[OK 227V v 7L,

DNS64 & E{E 1E

EMH (Apply) 1227V > 27 LET,

WO, HERD IPvA % BT —2 LD FTP #—3% DNS H—RZRLET, VAT A

I AN —SHDORZ T v 7 EBBDHY £, ZOHA,

B IPv6 —— 4 — ) fip.cisco.com

DT R A% DNS Y —_—|Z8RT5H L. DNSHP—R—[ZEEOT FL- 2 (209.165.200.225)

ZISELET,

B —H—IZ ftp.cisco.com D~ v B> 7 7 KL A (2001:DB8::D1AS5:C8E1 : D1A5:C8E1 (%

IPv6 O 209.165.200.225 1Z4HY) AfEH I ® 5|

WL, AXT 4 v 7 ZEHH O DNS JREEE & 7%

TETHVENHY £9, ZOFNZIE, DNS H—_"—D AKX T ¢ v 7 NAT B, L OWE

IPv6 R A R @D PAT L— L b EFENTWVET,

B NATosiEsE
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onses i E |

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1

Static Translation on Inside to:
FTP Request
_/l\ 209.165.200.225
IPv4 Internet

2001:DB8::D1A5:CO0F El!
Dest Addr. Translation

2001:DB8::D1A5:C8E1—> 209.165.200.225

FTP Request
2001:DB8::D1A5:C8E1

_—

Security Device %

DNS Reply
209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1
User:

DNS Reply
2001:DB8::D1A5:C8E1
2001:DB8::1

PAT Translation on Outside to:
209.165.200.230

IIM

IPv6 Net

. i

-

-

FIE

AT w71 [Configuration] > [Firewall] > [NAT] Zi&R L £,
ATV T2 FTPH—"—ODNSEEZHELIZAXT 47 Fv hT—2 F TV b NAT Z%EL
£7
a) [BM (Add) [>[#vY FT—9 AT2 x4 D NAT JL—JL (Network Object NAT Rule) ]
BERLET,
b) LRy hT—2 A7 V=7 MZARTZMT CTFTP —"— T RLAZEHRL, A
T4 NAT A X —TWIZ L TEBREINTZT KL AZ AT LET, ZHIULNAT46 O 1
%t 1 BHLTH D728, [Use one-to-one address translation] % B4R L £ 97,

NAT O & S8R .



NAT OBl e8|

B onssssser

£.0.8 ddisbuock Dhject
Name: | FTP_server I
Type: Haost i)
IP Version: (o) IPvd () IPVE
IP Address: (209.165.200.225 !
Description: | I

@ﬂ Add Automatic Address Translation Rules
Type: [ Static = ]
Translated Addr: | 2001:DB8:D1A5:CSE1 -

O

Round Robin

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf): management S
Use IPvE for interface PAT

'_ Advanced... |

[ Help [ Cancet | [ ok |

) FBEOA LU E—T ARy BT A B —T 24 AB L ODNSEIEZRET HITIE,
[Advanced] 27 U v 7 LET,
L0080 Advanced NAT Settings

@ Translate DNS replies for rule
|_| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

ar

Source Interface: | ourside

=]
m
w
=3
=
£
[=]
3
5
El
4
A
®
i
|5
.
(=%
'm
ak

Service
Protocel: | BB tcp

ar

Real Port:
Mapped Port:

[ Help | [ Concel | (ORI .

. NAT O & S8R
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onses i E |

d) [OK]% 7 U v 27 LTC[NetworkObject] ¥4 77 Ry 7 AZED, $9—E[OK] %7 VU v
I L TA— LV ERELET,
ATYT3 DNSH—N—DRET v Ky NT—2 7V 7 FNAT ZRELET,
a) [Add]> [Network Object NAT Rule] % E&4R L £,
b) LWy NU—2 A7 V=7 MIARTEFIT TDNS h—_"— 7 RL A& EHRL, AHX

T4 NAT A RX—7 ML TEHBRINTZT FLAZ AT LET, ZHLE NAT46 D 1
*f 1 ZHaToh 572, [Use one-to-one address translation] % 3R L 9,

8ano Add Network Object
MName: DMS_server
Type: Host |
IP Version: ® 1Pva () IPvE
IP Address: 209.165.201.15
Description: [

NAT O’
@ Add Automatic Address Translation Rules

Type: | Static +

Translated Addr: | 2001:DB8::D1AS:CS0F L‘_
™ Use one-to-one address translation

Round Robin

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) management
Use IPvE for interface PAT

Advanced...

[ Help [ cancel | [kl

) EEOA L F—T oA Ry BT AU H—T oA AR ET HITIX, [Advanced] & 7
Vw7 LET,

NAT O & S8R .
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ATv74

d)

NAT Ol & S8

800 Advanced NAT Settings

Translate DNS replies for rule
Disable Proxy ARP on egress interface

oute table 1o IocCate egress interface

Interface
Source Interface: outside
Destination Interface: | inside
Service
Protocol: e tep
Real Port:
Mapped Port:
Help Cancel Ok

i

[OK] %7 U v 27 LT [NetworkObject] ¥4 7R 7Ry 7 AZRY, 9 —E[OK] %7V >
7 L= VERGFELET,

NEBIPV6 Ky R — 27 D= D PAT ZHELET,

a)
b)

©)

d)

e)

[Add] > [Network Object NAT Rule] %3 L £,

LRy NT—7 7V MTARTZMTTIPVe *y N —27 T RLAZERL,
HAF I v NAT iR L F7,

[PAT Pool Translated Address] Zi#{R L, [..] (M) R¥ %7V v 27 LTPAT /' —/L 7
TV =7 MEERLET,

[Browse PAT Pool Translated Address] %1 7 & 2 78 v 7 A C, [Add] > [Network Object] % i3
RLET, LA T V=7 MCARTZMT TPAT 77— VD7 KL A&iHZ A S L, [OK]
7 Vv LET,

f# Add Network Object

Name: [Pva_PooL
Type: IRange

IP Version: « IPvd 1 IPVG
Start Address: |209.165.200.23U
End Address: I2EIQ.165.20EI.235
Description: I

[Browse PAT Pool Translated Address] % 7 = 77K v 7 AT, {Ek L7=PAT 7' —/)L A7 =
J hEXTNT Yy LTEIRL, [OK] 227V v LET,

B NATosiEsE
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800

Browse PAT Pool Translated Address

onses i E |

& Add - [ Edit [ij Delete

Filter:

Narme

¥ Network Objects
= DNS_server
S FTP_server
a8 IPv4_POOL
af obj_any
a# test

¥ Interfaces

Q, Where Used

Selected PAT Pool Translated Address

a1 P Address Mermask Description
209.165.20...
209.165.20. .
203.0.113....
0.0.0.0 0.0.0.0
2001:dbl: 96
IPv4_POOL

Ohject NAT &d.,

2001:dba::d...
2001:db8::d...

outside (P)

Cancel | | 0K

f) FEEOA L X —Tx2Af AL~ BT A H—T oA AERET DI, [Advanced] & 7

Vw27 LET,
8no

Advanced NAT Settings

| Translate DNS replies for rule

Interface

Source Interface: | inside

Destination Interface: | outside

ar

g) [OK] %7 U v 27 LT [Network Object] ¥4 7 2 /Ry 7 AZED £7,

NAT O & S8R .
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B rrozE. w2k xy ro—5 0 DNS H—/3—

[ HaNs] Add Network Object
Name: IPvG_INSIDE
Type: Metwaork H
IP Address: 2001:DBSE::

Prefix Length: 96

Description:

- NAT %
|21 Add Automatic Address Translation Rules

Type: Dymamic
Translated Addr:

E PAT Pool Translated Address: | IPvd_POOL

(2]

Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535

Fall through to interface PAT(dest intf):
Advanced...

Help Cancel | oK.

SEET

AT9 75 [OK]Z27 U7 L, EHIZ[Applyl 227 U 7 LET,

PIROZEE., KXk vy kT—% D DNS H—/\—

WOKNZ, IO FTP —/3— & DNS — "—%Z R L £ 9, ASAIZiX, M — S—H D=
BT 4w P ERNHY T, ZOHA, NEOZ—F—7310.1.2.56 D5 & DNS /L > 7 T v
TEFATTLH5E . ASAITEREOT RUAZMEH L Tig| & DNS 7 =) —%Z % L, DNS
PRI — =4 fip.cisco.com ZEH L TSE L ET,

B NATosiEsE
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PIROZEE, K2k *v k7—200NS H—— [

18:PTRODEE. RA b Ry FT—2U D DNSH—/3—

fip.cisco.com
209.165.201.10

Static Translation on Inside ta:
1.2.56

209.165.201.10 i !
Device

Reverse DNS Query Modification
10.1.2.56 — 209.165.201.10

Reverse DNS Query
10.1.2.567

b
=
o
ro
fa
|
304002
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