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: Access lists used in class maps.
In ASDM, these map to call-out 3, from the Match to the Time fields.
access-list inside mpc line 1 extended permit tcp 10.100.10.0 255.255.255.0 any eq sip
access-list inside mpc 1 line 1 extended deny udp host 10.1.1.15 any eq snmp
access-list inside mpc 1 line 2 extended permit udp 10.1.1.0 255.255.255.0 any eq snmp
access-list inside mpc 2 line 1 extended permit icmp any any
SNMP map for SNMP inspection. Denies all but v3.
In ASDM, this maps to call-out 4, rule actions, for the class-inside policy.
snmp-map snmp-v3only
deny version 1
deny version 2
deny version 2c
Inspection policy map to define SIP behavior.
: The sip-high inspection policy map must be referred to by an inspect sip command
in the service policy map.
In ASDM, this maps to call-out 4, rule actions, for the sip-class-inside policy.
pollcy map type inspect sip sip- hlqh
parameters
rtp-conformance enforce-payloadtype
no traffic-non-sip
software-version action mask log
uri-non-sip action mask log
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state-checking action drop-connection log
max-forwards-validation action drop log
strict-header-validation action drop log
Class map to define traffic matching for the inside-class rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-class
match access-list inside mpc 1
Class map to define traffic matching for the sip-class-inside rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map sip-class-inside
match access-list inside mpc
Class map to define traffic matching for the inside-classl rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-classl
match access-list inside mpc 2
: Policy map that actually defines the service policy rule set named test-inside-policy.
In ASDM, this corresponds to the folder at call-out 1.
pOlle map test-inside-policy
First rule in test-inside-policy, named sip-class-inside. Inspects SIP traffic.
: The sip-class-inside rule applies the sip-high inspection policy map to SIP inspection.
In ASDM, each rule corresponds to call-out 2.
class sip-class-inside
inspect sip sip-high
Second rule, inside-class. Applies SNMP inspection using an SNMP map.
class inside-class
inspect snmp snmp-v3only
Third rule, inside-classl. Applies ICMP inspection.
class inside-classl
inspect icmp
Fourth rule, class-default. Applies connection settings and enables user statistics.
class class—-default
set connection timeout embryonic 0:00:30 half-closed 0:10:00 idle 1:00:00
reset decd 0:15:00 5
user-statistics accounting
The service-policy command applies the policy map rule set to the inside interface.
This command activates the policies.
service-policy test-inside-policy interface inside
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ano Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule.

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level. If a service policy already exists, then you
can add a new rule into the existing service policy. Otherwise, you can create a new service policy.

: Interface: nside = (create new service policy
Policy Name de-palicy
Description

Drop and log unsupported IPv6 to IPvE traffic

() Clobal - applies to all interfaces
Policy Mame: global_policy "
Description:

Drop and log unsupported IPv6 to IPv6 traffic

*Only cne service policy is allowed. Existing service policy names cannot be changed.

< Back Mexi > Cancel Help g
a8

AT w 72 [Create a Service Policy and Apply To] FEIK TR DEAEEI TV E T,
a) RY—ZEDA VA —T A RTHHAT L0, TXTOA 0 F—T A AT B—N
JVICHEHT 205 RN E7,
b) [Interface] Z IR L7=HAIE. A v X —T oA ADAHIZEIRLET, A X —T A A
T TIEARY =NRESN TS HAE, BEFORY ==Lz BNl TS Z &

2720 7,
) AU E =Tz A RZELEI—EARY —NHEINTWRWIGEIL, LAY —0
AR AT LET,

d) (LR RV —op#Ez AN LET,

e) ({EE) [Drop and log unsupported IPv6 to IPv6 traffic] 47> a &4 12 LT, IPv6 ~ 7
T4 7Y R—bFLWT TV r—var A VAT v avilioTRayrans
IPv6 7 7 4 > 7 @ syslog (767001) ZALET, 77 4/L FTIL, syslog BAERK S 4L
FHA,

f) Next]ZZ7 U7 LET,

R T 73 [Traffic Classification Criteria] 23— C, IROWTNNDAT > a VEFRLTRY > — T2

VarxEHT AN 74 v 7 ERREL, Next] 227 U v 7 LET,
* [Create a new trafficclass], N7 7 4 v 2 7 7 ADL4HIZAS L, {EETHHAE AT LE
R

FEEONTNNEHEHAL TN T 74 v 7 &R ELET,
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[Default Inspection Traffic] : Z D727 7 AX, ASADBRERIGE/LRT X TOT SV r— 3
Lo THEHEND, T7 4/ FOTCP BLOUDP R— hZ A& LE7, [Next]
BV ITHE TOVTATERINTNDLI—ERER— EBRERRINET,

T74NE Ta— L R —THERENDZOF TV a i, V— AN THEAS
nNoE. 77497 D3R — MIESNT, Ry hTEIZIE LW A #EH &
NBHEICLET, FHIZOWTIE, TIANV DI TART (KT T 400 7
FZA) (10=—=2) ZZRLTIIEIW,

TI7HNVEBR—=FDIVARNIONTIE, T4V A AT g 28 NAT IZBT
LHREHFEEZZR LT EESW, ASAIZIE, T 74NV DA VAT gy bT
T4 I —H LT, TRTDOA L EZ—T =2 A LD T 7 ¢ v 7 2 H@E %
THT7ANE T a—r LR =3 E EivE T, Default Inspection Traffic 7 7 A (Z
A= FREENTVWBETRCOT I r—ra RN, R)v—<o 7 IZBWCT 7 %
JVETAR—=T NIl TNDH DT TIEDL Y T8 A,

Source and Destination IP Address (ACL % fi 1) 77 7 A % Default Inspection Traffic 27 7
AL —HEIHREL T, MESND M T 7 4 v 7 2KV AL Z L3 TE £, Default
Inspection Traffic 7 7 A x—#H T HHR—h& 7o haLziEETH0DT, 77EA Y
ARDOR—=FrETm bV T_RTERINET,

[Source and Destination IP Address (uses ACL)] : Z D7 7 AIPET 7 A U A hTHe
ESNTWDL 774y 72 BELET, [Next) 227 Vo7 35E, 778X av
fa— = N DREMEEZATT DX RO B, 7Y — KIS ACL ZER L %
T MENTG U T, BEFD ACL 2R T £,

ACE ZE#HFET5H &L XIT [Match] 77> a v ARIRTLE, 7TRLAI—HT5 T
T4 7T v arEiEiT a0 — W BER S iVE T, [Do Not Match] 47> = >
TlE. "7 4wV ERIELET 7 a O SHRELES, 28 21E, 10.1.1.25
ZFRWLT, 1011024 D R T7 7 4 v 7T _RTERAEL, TDORT 7 4 v 7 [ THEHHIR
ZHEMATHELET, ZOBAIE. 2 o0/— (Match) 47> a 2 Lz
10.1.1.0/24 (Z%9 % /L—/ 13 X OV [Do Not Match] 473 2 > Z# ffl L7= 10.1.1.25 (2%
T 25—/V) EER L EJ, #7. DoNotMatch /L —/L73 Match /L — LD 2725 X
IITHLE L CL &V, HFZHICT 5 & 10.1.1.25 DS A)IZ Match b — L & G
HZ TN ET,

GF) ZDHEATDOHFH LN ST T 4 w7 7T ABERTDHEAIE. &ONCT 7t
A ayha—) b (ACE) % 1 DR ETEET, L—LEiE
MU7Z#%IE, FICA v H =T 2 AEIE7 e — L R —IZH L
=V BN L, Zi)> 5 [Add rule to existing traffic class] Zf5ET 5 2 &
IZE>T, ACEXBINTEET (UUFEZH) .

[Tunnel Group] : 2D 7 T A%, QoS Z##HT D Fo v Z—7 (7w 7 7 A
V) DT 74y 7 2RELET, TOMITEI 15D T 74 v/ REFT T a
ERELTRINT 7 4 v 7 BEXNSRE S HITHIAF, [Any Traffic], [Source and Destination
IP Address (uses ACL)], = 721X [Default Inspection Traffic] Z PR CT& 97,

Next]Z 27 Vw27 925E, brrrNIN—TE2ERT 5L ROLBNET (MBI
JECTH LW 7 V— T AR CE ET) . &7 r—%ARY 73 25I121%, [Match

v—ezxkys— i
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flow destination IP address] & A4 2 L ET, EADIPsELET RLAIZAND N T 7 4 v
7%, TRT7u—ELRARENET,

+ [TCPor UDP or SCTP Degtination Port] : 7 7 A% 1 DR — ~ 2 1LEk 425 — &
HPFHOR—FERELET, [Next] 227 Vv T25&, v haLz@RLTR— |
FHEEANNTTDHE RO LN ET, ASDM T TIZER SN TV DHHR— b &N
L2, [L1E 27V vy LET,

Evk B OIEHGEAR— N 2T 27 7Y r—3 3 DAL, [Source and
Destination IP Address (uses ACL)] ZfiH L THA— MEHAE L ET,

*[RTPRange]: 7 7 A~y 71X, RTP h 77 4 v 7 ZWELET, [Next] 227V v 7
95 L, 2000 ~ 65534 OO RTP A— FFHEZ AN TH LY IkROENET, #H
WO RA— Mk, 16383 TT,

« [IP DiffServ CodePoints (DSCP)] : Z D27 7 A%, IP ~v & —D i K 8 50 DSCP i %
BAELET, Nt} 227 VU v 27 95L, BOMEZRIREZIIANTE (ERHOHE
% [Match] ¥ 721X [DSCP] U A MIBENT25) LolckobohEd,

o [IPPrecedence] : ZD7 T A< v 7iE, IP~y X —DTOS/ A MIL-TEINDB,
K 4 DD Precedence AL ET, [Next] 227 Vw7958, HEAITHED
RO HILET,

s [Any Traffic] : ¥ XCTO N7 7 4 v 7 ZRELET,

* [Add rule to existing traffic class], T CTIZRI LA v Z—T7 = A AZH—E A RY o — b—)b
EEELTCWAEA, i3 7/e— L —E 2 K —2EBNT25481F. 2o
YaL Lo THGFDOT 78R VA MIACEZBINTEEST, 2O H—T 2 A AD
P —E R R Y — JL—/ L T [Source and Destination IP Address (uses ACL)] 'L = > % i
WRUTSEEIE, FANAER LT R TOT 78R YA MIACE Z#BINMTEEY, 2Dk
7747 77 ATE, BEDACE ZBNT 556 ThoTh, 1By FOAL—L T
arEETEE A, TOFIREEREZHEV KT Z LICL > T, #5D ACE #[F U
NTZT7 40 7T RTEBMTEET, [Next] 27 Vv o35, 778RX a ba—
T N DOBEEEATT DI ITRDENET,

» [Usean existing trafficclass], BlDA > X —T7 = ADNL—LVTHAEIND N T 7 4 v 7
I T AR LTS EE, TORNT T 4 w7 T AR E ZONV—LTEEHTE £,
1 2O2DONV—NDKNTT 47 IV ITRAEERTLHE, ZOEREFRE NI T4 v 7 7T A%
T DT RTONL—IHEAINET, a7 X2l —2 a3 I CLI TAN L
cassmap 2~ RBREFENTVWDLGEIT, TNO6DO NI 7 v 7 77 AL BMEHTEE
T (L, EDONT T4 v 7 I T ADEREFR AT DITIE, EON—)VEAENT DB
NHYET) ,

» [Use class default as the traffic class], Z DA 7T 3 Tk, ITXTDO T 74 v I ERET
% class-default 7 7 A% L ¥ 9, class-default 7 7 A1, ASAIZ L > THEIIZIER S
., RV —ORZBICEEISNET, 2OV 7R, 77 varEbifLRnEET
H ASA I K > TERC SN E T, WEICTOMHICRONES, BHEIZSLT, 207 T
AT varyEEATEET, ZhUE, TNTORN T T4y 2BETHH LW ET
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T4 7T ARERT D LD BERRGERH Y £97, class-default 7 7 A & fHEH LT,
IOV —ERARY ==& 1 OFEFHERTEET, it ST 709 7T
2ZHEEEMT DI ENTELIDE, —ERRY —TL 121D — LT THDHT=D
‘@TO

ATy T8 BIRENRLER NT T v 7 —BHEZRIR U551, BO/XTZ 2—4% A7) LT [Next]
7 Vw7 LET,

AT v 75 [RuleActions] X— T, 1 OF-IFEHON—LT 7 a 2R ELET, BWHTX 5HRER
KXOT7 7 vay GERER~DY 7 25T) IZOWTE, h—EARY U —CTREINDHHE
HE 3X—Y) 2L TIEEN,

ATFYF6 [T (Finish) 1227V v 27 LET,

EErS T4 vINDYH—ERFRYS— JL—ILDKRTE

BEHHBMTASAIZMITOND b T 7 4 v 7 DY —EAKRY — b— L E&BINT HI21E, [Add
Service Policy Rule] 7 4 '— RZHEH L ET, AU —OmHGH & L TREDA v ¥ —T =
ARAENTT B =S DONT NN ZRINT 5 L DI RO BILET,

A H =T A AP —ERXRY =L, FEOHERICHT L7/ a— L —E xR
v—XoEEENET, & xIE RADIUSTH U LT 4 T A4 VAR v a w2 ERT
L7 = R = EGHIIR AR T 24 02 —T 2 A AR =B bL5EE.
RADIUS T H T v T 4 v 7 EHEGHIIRDOE N E DA X —7 oA AZHWHINET, 7=
727U, RADIUST AU T 4 v 7 aEfA+T 270 — LR Y) —ERADIUST AU VT 4
VI EMHTAA A =T 2 AR =B DA, A X —T A AR L —RADIUS
THIT 4 TTETREDA L H—T oA ATHEHINET,

e S — L P —E R R —F, TRTDOA L HF—T =2 AT 7 /L~ P—E X%
HLET, f o F =T AFHDORY O —TLEEXINRWED, Ja—rLRY o—
NEHENET, 774V T 7V r—var A VAT a O —E AR —
N—NEEte 7 a—r LR —ik, T4V N THEELET, Va4 P—FRE2#HALT
=N 7 a—sL R —ZIBITE $9,

FIE

AT w71 [Configuration] > [Firewall] > [Service Policy Rules] Z %R L. [Add] % 721% [Add] > [Add
Management Service Policy Rule] 227 U v 7 L £,
AT w 72 [Create a Service Policy and Apply To] FEIK TR DEAEEI TV E T,
a) RUT—ZREDA VA =T A RTHEHT 50, TXTOA L F—T = A A2 B—/N
JWZEHT 200218 £ 7,
b) [Interface] ZFIR L7=HEIE. A v X —T = A ADLHIZTRLET, /1 F—T AR
WP TIERY =P RESNTWDHHEEE, BFEORY U —Z—nZBML TS Z &
2720 £,
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) AVH =Tz RAZEEYF—EARY V—RNEESNTORWNEEE, HILWARY —0
ZATE A LET,

d (EE) RNV v—oBda A LET,

e) [Next] %27 Vw27 LET,

AT w 73 [Traffic Classification Criteria] ~X—C, ROWTNNDOA T a VEBEBIRLTHRY o— T 7
armwMT AN T T4 v VB EL, [Next] 227V v 27 LET,

s [Create anew trafficclass]l, N7 7 4 v 7 7 7 ZAD4FIZ# AL, AEETHZ A LE
R

KEOWTNLZEH LTI T 7 4 v 7 2RELET,

* [Source and Destination IP Address (uses ACL)] : 2D 7 7 A XHEET 7 & A U A Tl
ESNTWL F 774 v 7 #RELET, [Next|Zz27 ) v o 95E 778X av
fa— =y N OEEEANTDEIIERDBN, 74— R ACL Z1Ek L £
T BEIIG LT, BEFD ACL 2R TE 7,

ACE ZE#HFTH L XIT [Match] 7> a v ARIRTLE, 7TRLA—HT5 T
T4y 7T v arEEiT 20— RMER S iVE T, [Do Not Match] 47> = >
TlE. "I 74wV EELLET 7 a OB SHRERLES, 28 21E, 10.1.1.25
ZFRWLT, 1011024 D R T7 7 4 v 7T _RTEBRAEL, TDO KT 7 4 v 7 [ ZHEHHIR
ZHEMATHELET, ZOBEEIE. 2 o0/— (Match) 47> a 2 Lz
10.1.1.0/24 (Z%9 % /L—/ 13 X OV [Do Not Match] 473 2 > Z{#i ffl L7= 10.1.1.25 (2%
T BH0—) EAER L E£T, %7, DoNotMatch /L —/ L7 Match L —/L D EiZ72 % X
IICHLE L CLE W, HFZHICT 5 &, 10.1.1.25 B3I Match b — /L & G
LI ET,

« [TCPor UDP or SCTP Destination Port] : 7 7 A(x 1 DO AR — F 7= 1308E k425 &
FPHOR— M EZRELET, [Next] 227 Vv 7 95L, 7 halz@RLTKA— b
FEEANTHEOICKRDONET, ASDM TT TICEZ SN TWVAHR— F 28I
L2, [L1EZY 7 LET,

Bk B OISR — NEEHT L7 7Y r— 3 U OYATE, [Source and
Destination IP Address (uses ACL)] Z i/ L T&EA— FZ2AE L ET,

* [Add rule to existing traffic class], T CIZRI LA v X —T = A AT —E A RY — b—/b

EEELTCWAEEA, i3 7/e— L —E 2 K —2EBNT5481F. 2047
avilEk o THFEDT 7 8A VA MIACE ZBINTEET, 2OV H—T A AD
P —E R 7R Y — JL—/L T [Source and Destination IP Address (uses ACL)] ' = > % i
WRUTSGEIE, FANAER LT R TOT 78R YA MIACE Z#BINTEET, 2Dk
7747 77 ATE, BED ACE ZBNT 556 ThoTh, 1By FOAL—L T
TaryEETEEYA, TOFIREEREZHEVIETZ LICL> T, 5D ACE Z#F U
NTFT7 40 7TRTEBMTEET, [Next|] 27 Vv o35, 778X ar ba—
T N DOBEEEATT DL ITRDENET,

» [Usean existing trafficclass], BDA > ¥ —T7 = ADN—LVTHAEIND N T 7 4 v 7
I T AR LIZGAE, TORNT T 400 7T AERE ZONL—/LTCHEHTE T,
12DONV—=NDKNTT 47 IV ITRAEERTLHE, ZOEREFIRENT T4 v T 7T A%
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AT AT RTOL— A SISNET, 27 4 X2l —2 a2 CLITANLE

classmap 2~ > RREEN TV DHHAE, TNODO N T T4 v 7 7 TALBEHTEE

T (L. ZFONT 7 497 7T ADERERRT DHITIE. TON— VEAERT D405
HVET) .

RATv T84 BNRENPLERNT T v 7 —EBEELBIN L5613, HIO/XT A —% % A7) LT [Next]
7V vy LET,
AT w75 [Rule Actions] X— T, 1 DEIFEEONV—LV T 7 v a v aZELET,

*RADIUS 7 H U VT 4 7 A VAT v a & ET HITIE. [RADIUS Accounting Map]
Fay7HZo L VA NP VAR gy <y %@?ﬂ@‘éﬁ\ ¥ 7213 [Configure] %
7Yy LTy 7 HBMLUET, FMIZONTIE, H—EARY v —TRIE SN DHHE
BB B—2) ] 2ZRL TSN,

cHERARTET DI, BEDNT T 4 v 7 7T ADEERORTE (TXTOY—ER) &5
LT,

ATFw 76 [T (Finish) 1227V v27 LET,

H—EXR)O— IL—ILDIEFDEE

Ao H =Tz ALFEFITTa— LR —NTOY—E R R — L—LOJEFIZ, k
FGITA T ~DT 7 a OB ECEBLES, Xy b3 —E AR o —DL—L%
AT HEICOWTIE, ROTA FIA 0 ZBRULTLLEEN,

Xy NI RS A T LI —E R RY =D — L& | DRETRETEET,

e Xy M, I DODEREX A TDT Vg EteV— NV ERET DS, ASAIX., 0D
MeRE 2 A4 TG, BDEDNL— LI LTHLZEDO Ny hERELEE A,

s T2 L. ZDONRT Y NIRRT DEEEEX A T ORFGEDO N — IV ERET D5A . ASA XK
— DT gyl LET,

7=l 2. 7y "REGEIBOL—LERBE L, TV r— g A VAT g D—
AEBAETHESIT. MFOT 7 arNElHEShET,

Ny NRT TV r—va s A AT aryOL—LeREL, 77V r—var A A
Ry varvEERON—NVERET DA, 2FEBOL—LT 7 aidEAShEREA,
=T D ACE DSHLIAENT=T 782 U A MR EENL AL, ACEDIEF G 7 >
b 7o =T L ES, ASAIL, VA MO MY DIEFICHES T, % ACEICK LT 87 v
FeT A RLET, —ERRONSE, ACEIXZNU EF=v 7 SNERA, 728 20X, T
TDO T 7 4w 7 ZWREIZEHTTT 5 ACE % ACL OSEFEICIER L= a1, BV O AT — |
AU PMNITF v ENEEA,

J—ILE - 13— LN TD ACE OIEF A2 ZEE 51215, WROFINEZEFT L E1,
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AT w71 [Configuration] > [Firewall] > [Service Policy Rules] <A > C, EFEx Pz 1—nrEi

13 ACE i8R L £7,

AT w72 [MoveUp] £721% [Move Down] R¥ > %7V v 7 LET,

@ Add ~ [ Edit [ Delete

1=l @lobal; Policy: globaljolicy.

inspection_defau

Traffic Classification
Marne #  Enabled
1=l Interface: DMZ; Policy: DMZ-policy
testl 1 [ Match
z [y Match
=l Interface: outside; Policy: outside-policy
testt M By Match @B dmizl-networki24 & any ®. ip ﬁ*
2| T (s veh |E =Y | .

Configuration > Firewall > Service Policy Rules

4— b 3 L - 0 Find 3 Diagram o7 Packet Trace

Rule Actions

Source Destination Setvice Tirne

il drizl-network/24 @ any I®-ip 8 Max TCPY
ol 10.10.11.0/28  m@10.132.1.0/24 = 0p

=i

global-dass 1 By Match @l 192.163.2.0/24 & any ®.ip % Embrryonic

B Match @ any @ any 0, default-inspe. .. 0, Inspect [

O, Inspect E: §
{12 more insp o
=

G¥) HEDOY—E AR O —TCTHHEINDTI7E®A VU ANCTACEZIW_HR2HE, £+
DOEFITTRTOHF—E R R o —CHERINET,

ATY T3 N—)LFEITACE 22 725,

H—EX R —DERE

[Applyl] 27 U v 7 LET,

HERER )1y—2 B

FVaT Ry — T L— AT — 7.0(1) FVa2T R U= T =L U= NEAINE LT,

RADIUST B U T 47 NT7 47 Tffi | 7.21) RADIUST WU T 4 7 NT7 4 v CHEMT 5EH

HT2EH I A~ 7 IA Ry TREANSILE LT, classmap type
management =~ > R X Ninspect radius-accounting =
~ U RPEAINE LT,

AVART gy R v— <y 7.2(1) A ARTary R v— <y TRNEASHE L,
class-map typeinspect =~ > RN E A S E L7z,

EHREHRBIORY) v— vy~ 7.2(1) AVART v a R v— vy TSNS ERER

BHEBLIORY v— <~y 7 MEAIIE LTz, classmap
typeregex =~ R, regex 2~ > K, I X U'match regex
avy RPEASNE LT,
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HEES Jyy—= SR BA
LA gy RY — <7D match | 8.02) A LUART R — <y P THH &5 match
any any ¥—U— RpNEAINELE, T 74097 % 1D

IEDOHEMEIIBE LTI TRy AT —FKIEDZ R
TxF4, LAENE. matchal 7713 EHTIRET LT,

I #—eEx Ky — [}
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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