e

B a% IE

TOETIL., ASA ZRMET AN, E7001%. ASA FSESC L T A MG T Ok AR E
B IFEICHOWTIBH L7,

o IR EICB T A (1 X—)
R ORE 2—)
DT =H ) T (25 8—)
« PG TEDIERE (26 X—)

rIl+

EICEET 515

et DR EIL. ASA ZRATDHTCP 7u—72 D T 7 (v 7 Hg0OERICEET 58 &
FRERE TR SN E T, —HOMEEIX. FFEOT —E A ERMT D7D ET D4R X
I AR—R N TT,

R OBEITIE, PG ENTNET,

cIFEITFHTOPIAILDTA—NILEBALALT I T_RTOT =)L XA LT 7 MZ
F T4V MERH B0, R OBEG O ARAE LTZAIC ORI a—r L 2 A DT T
FNEEETHLEND Y 17,

RS TUVI VSR EDEHGIALT O : P—EA R —%HAL T, BHFEDH
A TDNTFT T4 DT a—NRN)VEZA LT e bLEXTEET, T XTOINTFT T 407
TITADEA LT 7 NIT 7/ MER S D720, TNODOMEERETHLIEIIH Y £
Ho

cERHIRE TCPRITRIE : 7 7 4/V M TlX, ASA 295 (F72idsit e 45) B
OEICHIFRBIZH Y FHA, Y—ERARY— L— L EFHLTEED NT T4 v T 75
ZNCHIRBEFRET HZ & T, B—E2A0E (DoS) WENLV— "—2{f#ETEET, &
W2y WIEERE (TCP N> Ry = A 7 &5 T L CW WD) (CHIfRERE T £,
ZHUCEY, SYNT7 T vT 4V ITRENGLRESINE T, PIHBRORIREZE L5 &
TCPRATZAE 2 AR — v ME, 7o X EFICHEG L TEOHERIH SN TnD Z &
AR LET,

gwnzE B
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« Dead Connection Detection (DCD; T FIEfRIRE) 71 NV XA L7 U FOREEE
ZTI2Te O NA T O D X 912, HBIZT A RVIRRBIZ e > TH AN e 2 HEfF 7
5354, Dead Connection Detection %1 % —7 /W LT, 7T A FVIKEETH AR 29560
AL CENEMERF T 22N TEET BEROTA NV EA~—% Uy N5 8
ko) o TA FARRABZ 572N, DCD IZEEEOMMIC 7o —7 2% E LT, #
BWRAENTHLZ L EZHUTEELTHDNE I nEMEE L E3, show service-policy =
~ v FHINZIE, DCDMODT 7T 4 BT 4 BERTT2ODA T U ZREENTNET,
show conn detail =~ > REZMEHT 5 &, BEMEZEMOREHRL LT 7 —7 DEEH
EErBGTEET,

TCPY—H U RAMS VA LIE : ZNFEND TCP #H##1213 2 DD ISN (FIH> — 4 v 2%
) NEDEToENTEY, ZOH25D 12037 947 FTEMIS., b 12030 —
N—THEREINET, T 74V FTIE, ASAIL, EE & RIEDM JFH TiHEiE+ % TCPSNY
DISN#T7 X AMELET, T X AMUIZE D BEEEH UWERLICEH S b ko
ISNZTFHILTH LWy Y arvia MYy vy 7 3T50%MIELET, LEILUT, b
T4 PITARATEWE T MMEET 4 =T NMITHIENTEET,

TCPIEFRIE : TCP / —~ T A Wik, BEHR ATy "I OIRELET, —HDX A T DX
ey NRERENT T 4 v 7T ATUET L HIEEZRETXET,
TCPRT—FINAIIXR : X2y NI =7 TN —T 4 VT HEATINE I e T =
735D TCP AT — F &R RATEET,

SCTPRAT— kR /N8R : SCTP 7' b 2 VIRFEMN M E 72171, Stream Control Transmission
Protocol (SCTP) DAF— KT LA L AT g L A /XA TEET,

728—0OA78—F: 7e—MANICHE TV EX SN BE#E/ SAIZAF7e—Rand
N7 4o 7% CEBIRCTEET, 72— RIZLkoT, KEET 71 VOfRER
E.F—RERKT TV r— g ORI —w o ARB ESEBE I ENTEET,

IPsec 7A—®D#A 7HA—F : IPsec ¥ MNE VPN £721FVE— 727 EA VPN EFX = U
T4 T YvE—ray (SA) OPHERER., PsecEftlIT A ADT7 4 — )V KT a3
~ TN —KT LA (FPGA) ([ZA7u—RENDHTD, T/ AD/RT f—~ 2 AN
ELET, ZOMEEZYVFR— Ty N7+ —ATlX, 774V FTHEDRS>TH
SN

PegehllR, %A A7 v b, TCPIERML, TCP Y —7 v ZAD T & MMk, 1kt rlRERRE] (TTL)
DT 7 VA ML, FEAEDX Yy NT—Z (82T 740 MERH Y F3, ZnbH0R:
DR ENMLI L 720X, MEAOBEHERNH D, *y NU—TIZRED X A TDORENH H Y
B FRTERMOT A RV XA LT T M X DB RPERYIIA A LTS A DR TT,

Z DOM OB BRI 2> TWET, Zhb0h—ER L, e —EeRE LT
TIERL, HED NI T4 w7 7T ACDHRELET, ZIOOEEIZITRO bOREEN
TWET : TCP AT, TCP A7 — bk 7341 XA Dead Connection Detection (DCD; 7 v K%
fefRH) . SCTP A7 — K NA XA, T —F47a—FR,
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ATy T

ATvT2
ATv73
ATvT74
ATvT5
ATv76

ATy T1

ATvT8

go—nn a1 67y roBzE ]

RO—RZ2FIATIZ, BAONLD TN TOHEROBREIC OV THALET, LEIIS L THE
EFDOREZEALTIIZEN,

FIE

Ja—r) BA LT T ROEE =) , INOLOREF. T A& T 59T
DT T4 7K LTESESERT T FAaLDT TNV DT A RV EZA LT 7 NEEEL
F9, FHOX A LT MIEY Uty NSNSERICHERS 551X, 3 7a— L X
ALT T MEELTLTI N,

SYN 77 > K DoS B b O — " —Dfi# (TCP I7%1E) (6 X—) , ZOFIA%E
FHLT, TCPIATZEEZRELET,

FLH 72 TCP /X7 MLEED A X <A X (TCP~ >/, TCP /—~T7 A4 %) (83—)
FEEDNT 7 47 7T ARTDNTT 74 /0 b TCP EFULOENEEREF T H5E) .
RN —T 4 T DTCP AT — b F = v 7 DA INZ (TCP AT — h3A /82) (11 2—
V) (ZDEATDON—T 4 TBREND DHE) .

TCP v —F L AD T X 2MEDIERL (14 =) (T 74V DT o Z DMEDFEE DHEfE
F—=BE AT TILLTODHEER) .

K7 n—nF 70—k (15—=) (arta—T 4 TENNOT =2 Z—D
TA = AERET HLERDHLE)

BEDRNT T4 v 7T ADEEROBE (TXTOY—ER)  (20—2) , ZiuE, B
OFREHOWHTIATYT, ZNOLOHFEF, V—EARY >— — L Z&HHLT, FED b
TI74w 0 IITADTa—= VDT 7V Mk EEXTEET, b0 — LA L
T, TCP /) —~TFA VDI AX~A X, TCPY—4 L ADT o H IMUEDEFE, 7y N Ok
AR OT 7 U A b BLOZFOMOFT > a VEEREOFEE LTV E T,

TCP A 7> a L OfERL (24 ~—2) (fMOEHERNZ2 TCPEEZ Y By M EITERE T 205
B HGE) .

78—V B3A LT DEFE

&
ATvT2

IFESERT e baroEREAT Yy PEEHRAT Y b — NV T A RV E AL LT T N
MlaRETEET, MELET A RABOR A e v NBMEA SN2 T2546, U Y —RE
7Y — TR ENET,

Ta—\)V AL LT NeERETLHE, P—EA R —IZRDEDNT T4 v Tu—
M EFBEETELDH LT 74V FDIA LT U FPRRESNET,

FIE

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] &R L £ 7,
%Eﬁ—%)&{bT'j ]\0)71:“/yx%j‘:/@:bf%ﬁbb\fﬁ%]\jjj—éz&T\ &/])ATW ]\%?ﬁ
ELET,

wmmne W
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FTARTOHMIE hhmmss [EATERR S, 1ZEAEDORE RKRBIMIK 1193:0:0 T,
[Authentication absolute] & [Authentication inactivity] &< T X TOLAIZEBNT, F= v
Ry P AeHd 72T 5L, FALTUMRT 74 MEIZRED £F, ZHH20085ICF = v
IRy 7 A A T7ICTH T 813, BLWERZ LICHRREST D 2 L2 R L £,

AA LT NeT 4 B—=T 02T 5120, 02 AN LET,

* [Connection] : it A 12 v NP SIND ETOT A PR, ZO#IZs Ll Bz 5
VERHY ET, T 740 T 1T,

s [Half-Closed] : TCP/~—7 7 v — Xk 2 A U5 FTOT A F/LHE, FIN & FIN-ACK O
W ENTHE. HEiI N —T7 7 n—XREEL R ShET, FINOARKRE S
TS EE, WEOEG S A LT U MBEAINET, RAMEIZ 30 TT, 7740 ME
£ 10 3T,

[UDP] : UDP #ft & Pl U % £ TOT A FAWEH, ZOBMIZ 10U EICT 288 R H Y
T T 74N NME25TT,

[ICMP] : &7 ICMPIRIENSHL T2 ETOT A RAFEM, T 74/ 8 (B I U
28T,

[ICMP Error] : ASA 7 ICMP = =2 — 5% 37w b & %5 LT ICMP £ & HIFRT % %
TOT A RVEFET, 0:0:0 205 0:1:0 O, F721% ICMP timeout fED VT FLAMEV T
T T7ANNMI0 (T oE—TN) TT, ZOXALT T MHPEFHT, ICMP A > A~
7 arEANCTHE. ASATIE, =a—iENZEIND &3 ITICMP#fi & HIbR
LET, LER->TED (TTIZHAL b)) BHICERSNTETXTOICMP =7 —
TSN E T, ZDOXA LT T MIICMP B OHIREZ B HE 50T, HE/R ICMP =
T—EZETEET,

[H.323] : H.245 (TCP) }XUVH.323 (UDP) AT 4 THH & T35 ETOT A RILEF
Mo 74/ (Dof/ME) (X545 TF, H245 & H323 DWTFND AT 4 THHEIC S
B U7 7 VR ESNTWA T2, H.245 (TCP) % H.323 (RTP ¥ X O RTCP)
AT 4T ETA RV 2 A LT MeHFLET,

[H225]: H225 7V v F#g 2D £ TOT A RVEER, 7740 M 1 BT
T TRTOFERH LAY VT SN ZICEREZ T I/ —XT 51203, #A4LT7 T b
EE 1R (0:0:1) 12T D2 & EHMRELET,

[MGCP] : MGCP * 7 ¢ THGE N HIBREND £ TOT A FAKRE, 7740 MEI 55 TT
N, RN TIRICRETEET,

[MGCP PAT] : MGCP PAT B & HIbR9 5 £ TOT A RAK, 7 4/L M55 TT,
B/ MBI 30 BT,

[TCP Proxy Reassembly] : LD/ 7 7 N TREL TWH /X7y b & Ky 745
FTOTA RV EALLT 78 (0:0:10 ~1193:0:0) , &7 #+/L MZ, 14 (0:1:00 TT,

[Floating Connection] : [f] U v NU—27 ~OEH DN — EBFIEL, TNENA Y v 7
MBI DG, VAT AIEGHEIRRTA M) v I B RBEOLV— A LES, LY
WY e — MERATREIC R o T2 A1, ZOXA LT U ML o THEREAH L LN D
T, TOR— N L CTERAFMELCEET, 7740 MI0TYT Hkids
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0= A LT FDERE .

ALTURNLERA) , LVEWL— R EHHATEDXO2T2ITE, ¥4 LT7 7 MiEE
0:0:30 ~ 1193:0:0 DI THEL E 7,

* [SCTP] : Stream Control Transmission Protocol (SCTP) ##ki%& P U 5 £ TOT A K/LHERH

(0:1:0 ~ 1193:0:0) , T 7 #/L MiE 2%y (0:2:0) TY,

* [Stale Routes] : v\ /b— R & /L— & DIEFHRS— A0 HHIBRT 2 ANCARFF T DR/, 2 b

D/— "I OSPF R EONE S~ U =A v ha/VHTYT, T 74/ MIT708
(00:01:10) T, $HE T H#HPHIL 00:00:10 ~ 00:01:40 T,

« [SUNRPC] : SunRPC A2 v M BRILEND ETOT A FVERE, ZOHFEIE 1550 icd
HUENHY F9, T 74V MEIT 10 4TI,

«[SIP]: SIP> 7 F VU 7 iR— %%ﬁ%%béif@?%kwﬁﬁo_@%ﬁis UL R
THLERHY T, T 74/ MEL305TT,

mmMmm SIP A7 47 R— MNE A LD E TOT A RO, o1 5k
T DMERHY ET, T 74N ME25TT, SIP AT 7 XA ~—IL, SIPUDP A

T AT Xy NEMFEHT S SIPRTP/RTCP C, UDPIET 77 47 A4 L7 0 bV
WER S ET,

* [SIP Provisional Media] : SIP & & X 7 4 7D X A L7 7 ME (1 ~3043) o 774/

I 25T

« [SIP Invite] : %*mﬁwfyf~w&f?47mm%%Eéi?@?%Pwﬁ%(&m

~00:30:0) ., T 7/ it 347 (0:3:0) TY,

« [SIP Disconnect] : CANCEL A vt —F 721X BYE A >t —T 200 0K #3215 L7275

A, SIPEy Y a v EHIBRTAETOT A RAER (0:0:1 ~00:10:0) ., &7 /b
M* 24 (0:22:0) T,

* [Authenticationabsolute] : FRAEF ¥ v > 2N Z A LT U MIRD | 22— =258 LW %

HASRET D MENEL D ETOMM, ZDFA~—IF, AAADL—VTHDHA v hANL—
TuX ToOREHSNET, ZOMEIE, ZfRAn Y XA LT T LD BEOMBLED
HYVET, VAT AT, 2R LOERZRGT D ETHELET, TTOH LWL
Beft TRBAEZ IRH T o F v v U VAN T HENS, ROFIRFHAZZE L TS 7ZS
A

P TNy VT FTP AT 25415, ZOMEE 0 IZHELRNTL &N,

o [FRFEHE%E 2 A 57 7 & (Authentication Absolute) 17230 D354, HTTPS #RGEIFEME L
RN ENH Y ET, HTTPS FBiEEIC. 77 7Y MEED TCP #kt 2 Biih L T Web
N—=TUEr— RNT5H L, Eﬁ%ﬂﬁ%ﬁ iLF‘JLiﬁ“# D% OB CIXFRFEN R Y

ﬁ~éhi¢o:@t®\l~$ 1%, RAEDRINE b FIFRAER— VU DRRREN
9, INEBEHET LTI, umuE@fﬁﬁ&%AY? M 1RMZERE L ET, Z Ok
REMHT DL, mﬁénfw&ma%# NREICEETLIP T RLANLT 7 A
THTIBMET 77 A7 9+ — A EZ BB TXHBEARH Y 1,

[Authentication inactivity] : RBAEF ¥ v 2B A LT T M7 —HF =238 LBk
HET D LEBEC D ETOT A AR, ZOHRIE, L2y MELY ED

wmmne W
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B swosorpesxgncny——0RE (TCP 1T

ATvT3

VERHDET, ZOXA LT YU MIT 74V FTEDNR>TWHWET, ZOXA~—
1. AAADL—LTHE Iy AL — Tax TCoOMEAINET,

* [Translation Slot] : NAT ZZ#t 21 > MRS D ETOT A RAVEE, ZOHFIX 14
BT 20BN HY £F, 77 +/0 ME3 R TT,

«PAT 22Oy b (8.4(3) LUK, 8.5(1) BLUN8.6(1) ZFr<) . PAT A 1 MRk
SNDHETOT A RVEEHE (0:0:30~ 0:5:0) . 7 7 A4/L ME30FTT, AIOHERNT »
TARNY =LA TNAATHEEBANTWDAEENENR S D728, Bk &7z PAT A — k
ERHAT D8 LW EIRICAE T DV — 2 DMEGRT 558, 20X A LT U MBS
FTZENTEET,

» [Connection Holddown] : #&f5t CHEA STV DB — F23H S TFEE L TWRV, F233ET
JT 4 TR ole L ZND, VAT AR AR T DR, ZoFR—1 RE T UHIRNIC
= RBT I T 4 T BRWEE, BRIEInET, Bt — NV Ko XA ~<—
DOEMIE, — IR ELTTSIF T THREERS 2L, V— b7 Ty T
DRBZWOT LTI, L—FDIWEREP b o ERFEETLLIICHF— NV NE T XA
~—HWOTIENTEET, T 740 ME IS TT, 5ETE 2HPHIX 00:00:00 ~
00:00:15 T3,

[Applyl 27 U v 7 LET,

SYN 75 k DoS WEMN L DY —/\—D{RFE (TCP K1T7%21(3)

| iR

BEEFEN—HD SYN X7y hEFRAMIEETLE SYNT T ovT 4 v 7 h—ERAE
(DoS) WA LET, TNHDORTry MIBE, A7 =74 7ENTIPT RLAND
FRIEESNET, SINXT Y DT T 9T 4V IREFNTAEL D L SYN F 2 —0n 27
AR E . EH 2 — =00 ORI L T — 22 c& 22 £,

SYN7 T w7 4 7B T DIC I E HIIR T & 37, FIEkt & 1%, ¥5r &%
DM CTHEN /2D N Rz 7 HBFTT LT WEERERD Z & TF,

B OB LS WMEEZB XD L, ASA TV —"—D7 X L LTEIEL, Z0EEN
H—27 s IR A RO SYN F 22— |[ZIBIE N7V 912, SYN Cookie i ZHEHA LT IA4 7
> b SYN ERIZx9 5 SYN-ACK & & AR LET, SYN 7 v — %, HARMITFE % 1ERL
TH72DIT, MSS, A LAZ T BEOZEOMOIER OFHI NNy o bR IND
SYN-ACK CIRENHHEMD T —0 LV AFFTT, ASAIX, ELW—F U AFK B THE RN
M4 FOWNICZ IAT b BIRENTZACK 2%ETHE., 7I9ATV MRAMTH S
ZEEFGEL, VO AR TEET, X v EETTH I A - ML

TCP RAT5AF LTI E T,

SYN 75 v RIKBENS Y — R—2 R T A0 R —x o R ot 2Tk, #HEH IR
ZREL. TCPRAITZIEDORHRERE A 2 —T ML, REZET=F—TALERNHY £,



| #Ese
SYN 75 K DoS Bsehh 5 D —i— g (Tep k72 |

1R BHHIIZ

AT DY —R—=D TCPSYN Ny 7 11/ % 2 — K DRV IR HIR 2% E L T\ 5 2
EERMERLET, ZNLYEWIIEERHIRERET D L. AR T4 7T R, SYN
WY — =27 7B A TE 72720 9, Pk RICEY) 22 R ET S I
X, =R —DOFE, *v hT—27 == R E NSO LT 7ZE,
« ASA E7 /L E®D CPU 22 7T L - T, FIREEERLE X ORI O e KBy, &2 7
L8 OEBRITENRR T, RESINTWAEEZBZH5E6013H0 £9, EDHA.
ASA VTR n-1 BB S L OWIIE i 237 LE 9, 22T, nid=7o Ty, =
EZIE BT AOODITRDHY . 6 ORI L4 >OWIBR 2% E LT-5
Alx, 4 A4 T TIO0BMEREFHATE£T, ZHEHAOTT VO a7 HEHRT DI
%, showcpucore =~ R&EAHLET,

FIE

A7 w71 [Configuration] > [Firewall] > [Service Policy] Z &R L £ 7,

AT w72 [Add] >[Add Service Policy Rulg] 227 U v 7 L%,

FX, RET L —R—DNL—ARNTTICHIHGE, VNV ERELET,

ATYT3 V= NEREDA L H—T oA AT D0, TXTOL U H—T =4 AT 11—
T2 20 EEIRL T, [Next] 27V v 27 LET,

AT T4 NT77 4 v 5FEOEATL, [Source and Destination IP Addresses (uses ACL)] Z 3841 L T, [Next]
Vv LET,

AT 975 ACL/V—/LDEAIL, = =D IP 7 KL A% [Destination] (ZAH LT, h—"—D7 1 K
IVERBELET, BHIX, [Source]iZany ZfEHALET, KT LAEDL, Next] 227 U7 L
£
72 & ZIE, Web H—/3—10.1.1.5 B L 10.1.1.6 ZR#ET 2 5A1E. RO X HITATLET,

* [Source] = anyl
* [Destination] = 10.1.1.5, 10.1.1.6

* [Destination Protocol] = tcp/http

AT v 76 [RuleActions] ~*—3 T, [Connection Settings] ¥ 7427 U v 7 L, ROA T aruEANLE
—g—o

o [#1#1HEE (Embryonic Connections) | : A8 A kT & O TCP #5t D e K& % 2000000 F
TOFPHATHELET, 774/ MEO T, AWMMERENTISNDHZ LE2RLE
T, 72 ziE. ZhE 1000 ICRRETE £,

(7 T4 T T EOWHIEE (Per Client Embryonic Connections) 1: 7 74 7> FZ & D

[l RE R TCP £2ft D e KA (2000000 £ T) . 7 74 7 v b T & O KW OB
ZASAMNLTTIZAWTND Y 747 2 "ARH LW TCP B & Bk 925 &, ASA 138kt
ZRIELET, =& 213, ZhE SOICRETEET,

gwnzE B



wawaE |

BELTCP /Ny FMUEBDHRETAX (TCP YT, TCP / — 54 ¥)

« TCP Syn Cookie M SS—#J#figafe Bl [RIZ 2 L 7= & & ICHI B D SYN cookie &£k %
k@@ﬁ%ﬂ%QWﬁﬁffVFﬁ4f(M$)(8“%%%)0?7ﬁw%iB%T
T ZOREIL, DEEGEREIZI 54T M HYOMEERRAHELT 25512
HEHRBDH Y £7,

A5 w771 [Finish) 27 U v 7 LCA— A ERIFL. [Applyl 27 U v 7 LCF AL A& EH LET,
AT w 78 [Configuration] > [Firewall] > [Threat Detection] %z %R L T, 472 < & % [Threat Detection
Statistics] 7 /L —7"® [TCP Intercept] #EitiEh 2z 1 F—7 M LET,

TRTCOFFEHRE A F—T NI LY, TCPRITZGELE T2 A X—T M L7eDT5Z &N
TEFET, o, TE=XV 7 v Kb b— 2T L TEET,

A7 79 [Home] > [Firewall Dashboard] %R L, [Top Ten Protected Servers under SYN Attack] % > > =
e }\%Eﬁ%}‘d LT%%%—’E:?*‘ LiTo

[Detail| h ¥ %227 Vw7358, BEY TV T F—2RERINET, ASAITL— MH
WEORICHBOHK Z 30mY 7Y > T 50T, 7740 EO305HETIE. 60T &i2Hk
FHERSINE SN E T,

WaHE# A 7 U 79 5121, [Tools]>[Command Line Interface] % f# i L C clear threat-detection
statisticstep-intercept =~ > K& A L %7,

EELTCP /A7y FLEBOHRETA X (TCPTvF, TCP/ —< 5
4 5)

TCP / —~ZAYix, B¥e Sy FEBILET, Tk, ASA X DfMHEFCEE (X
o NEHFRL, Fuey 7 £RE7 0 7) SELZENTEET, TCP ERbIT. KBNS
ASA ZIRF#ET D DOIEN B E T, TCP IEBULITEIZA R—T W72 > TWETR, o —
HOEMEE AL~ A4 X TEET,

TCP /) —~ T AT HAE~<A AT HITE, T, TCP~y 72HEHL TRELZTEELET,
wIiZ, = AR —%2FHLTC, BRLEZINT 740 v 7 7T R~y T HEHATEET,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [TCP Maps] Z &R L £9°,

RT9T2 ROWTNERITLET,
c[Add] %27 Vw27 LT, HILWTCP~ v 7 BIMLET, v~ v 7D4HI AT LET,
e~y TEBINRLCIEdt) 227 Y v 7 LET,

AT 73 [Queue Limit] 7 4 —/b RIZ, /N 7 7 (THHH L T TCP #Ht DIE LWIHFICRETE 5, 2
IRy S DRI 0~ 250 737w P OFEPHTAS LET,

| RS



| #Ese

RTv74

ATy T5

ATvT6

BEGTCP /v MUEOHRETA X TPy T, TP/ —35144) |

FI7 X MEDOIX, TORENTAE—TLTHY, "I T4y I DEAL TS LT 7+
VDV AT A Fa—flRREHESNDZEEERLET,

T TV —va A ART g, 1IN TCP check-retransmission D2 D % = —iill
[Ri%3 /%7y T, ASADNRRD T 4 R Y4 XD TCP /N7 v b %BZAZ LA
X, T RRFARXEINTERELE—FHTHEOICF2—HIBR XA T I v 7ICEFINE
ﬁ‘o

o o> TCP i DGAIE. BE RNy MIZOE BB L ET,

[Queue Limit] Z 1 DL FIZERET D &, TXTCDOTCP N7 7 4 v 71Tk LTI SN D By 7
Nry NOBERZOREE—HLET, LExX, 77V r—TarvAorAxAxrvay, B&
UXTCP check-retransmission D b7 7 « ~ 7 OFE, TCP /N7 > RIS T RAZ A4 XX 7-3
TORENF 2 —HIRREEZEL LT, BESIET, TOMDTCP N7 7 4 v 71220 T
E BER ATy NIy T 7SN T, ZOFEE@EBT HDO TR, EELWIEFITK
EINET,

[Timeout] 7 4 —/V KT, "R N7y bRy 7 7 ICERETE DRAYEEZ 1 ~ 20 PORT
e LET,

INHOATy PRSI ENT, 24 L7 0 MIMAICESR R 5/, Fry7Sh
£9, 774/ MI4FTT, [QueueLimit] 23 0 IZRE S NARWIGEIL, $XTORT 74 v
JIZEALTHA LT U NeERTEEWH A, [Timeout] DA/ D121, #lREA 1 LA EIZER
ETDHUNENSY £7,

[Reserved Bits] Ti&, TCP ~v ¥ —ICTHKIEAE Y Nnd 537 v S OBEF1E ([Clear and
allow] (X7 NZEFFA[T5ENICE > F&2HIBRT %) | [Allowonly] (B> hEEE L7 (7
T4 R) ) . E£7E [Drop] Uy REFIBRT ) ) BEIRLET,

WONFNINDOF T a @R £,

* [Clearurgentflag] : /X7 > M ZFFR[T LRI/ Yy hOURGZ 77 %27 U7 LE7, URG
777%, ARV —AHOMOT =2 L0 ETTAF VT 4 OEWVERNZ Dy BT
FENTNDZ L ARTIDIHERALET, TCPRFC TliX, URG 7 7 7 O IEMEZ2fiFR A
HIEICSNTWERA, ZOD, TV RV AT ATIRAS 7y F 2 SEEERFGIET
WML TR, ZHDNKBICKHT MR 2 RN £7,

« [Drop connection on window variation] : PHSD 7 1 o FT Y XDOIETAFEAE L 72 Hefi
Ry 7 LET, VAV R A X AD=ALITE ST, TCPIIRER Y 4 FU %
T RNBAXTE, fg T, BREIREOT =X E2ZIFANTIC, 1ZD0hsho 4K
TET RNFAXTEET, TCPHARICL Y, T[T 42> RUDHIN I EET 52 &0
RSN TVET,

* [Drop packets that exceed maximum segment size] : £ 7 T /E L 7= MSS Z i L7z 37 v b
ey 7 LET,

* [Check if transmitted data is the same as original] : —E D 72\ TCP FF4(5 Z Bh 17~ 5 FFk
BTF—4% Fov 7 EAMMLET,

» [Drop packets which have past-window sequence] : ¥ 4 > R ¥ —/47 U AR FEZBZ TWD
Ny b DED, TCP ATy kDY —7 U AFFNTCPZIE Y 4~ RUDLNE Y b

wmmne W
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B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

ATy 71

| iR

REWGEIZ, Xy b Rey 7 LET, 2ROy NEFRIT512F, 2047
Vg U AERERMEERE L, [Queue Limit] 2 0 (F=—HlfRZ2T 4 E—70I2d3) ICRELFE
7T

* [Drop SYN Packets with data] : 7 —# 2 &t SYN /X7 v h& K v LET,

* [Enable TTL Evasion Protection] : 6t DK TTL & ) D37 > N CTTLIZ X » THRE X
HET, %l Ty FOTTLIFHETE £32, 0T 223 TEETA, VAT A
TTL %% OO LIFTOFK/NTTLIZY By P LET, ZHUT X > T, TTL Z[ELEE L 72X
BrORELET,

ol 2, WEBFIITTL ZIEFICHLS LR —2@mifd 537 v hEEETE £,
TTILA Bl b &, ASAL =Y RARA Y NOMONL—H1F37ry ha Fay 7 LET,
COBNT, WBHEITIL 2R LEEEOHDH Ny v F2RETEET, 207y
NI, ASAIZE > THEROLIICRZ D0, EwELES, —FH, =V RFRA > b &
A NMZESTHEH, 2Oy "BRBBEEIZL > TG ENTZRY O/ v M) 7,
ZOWE, WBFITEX 2V T A ICEDHBO 22T, BRI LET,

* [Verify TCP Checksum] : TCP F = v 7 H A& MEEL . BEEICKR L2 Ty b2 Fa v
LET,

* [Drop SYNACK Packets with data] : 7 — % % & ¢e TCP SYNACK /X7 v h& K v 7 L&
‘a‘o

* [Drop packets with invalid ACK] : f4%h72 ACK &t N7 hE Fuy 7 LET, KOLXD
IR R T ACK MR S 2 WIRBMED & 0 F 37,

« TCP #2575 SYN-ACK-received 27— & A Tlx, Z{E L7 TCP %4~ v F® ACK F=
RO TCP /N MEED Y —r  AKH ER U TRWEA, 0 ACK TS T
T

EWVGEAIIEIT, £ ACK (TS TH,

GE) Mmf7n ACK &1 TCP /37 » ME, WAAS Bt CHEIICHF T SN E T,

({ER) [TCPOptions] ¥ 7% 7 Vw7 LT, TCPA T v avagle/Nry MIRT5T7 73
VEBRELET,

Ny NEFFATHRNCA T a2 VT L0, ANy NMIEBEDX A TOHE—4 73
UEENTWDGEII Ty NEFFRILTED . Ty NMIFFEDZ A TOF 7> a U BMEEK
EENTOTHERT Y hEFALEZDTHZENTEES, T 74/ FTlE, Lo+ _XCToA4
Taror VTR, BEOA T a oy y T EIZIRIEZETEREINDGA (FRL
HOGET Ny MRy 7E3NET) [Z5O04RFINEA T v a vadFaLEd, Fi-,
MD5 £ 7213HB B MEF T a vonThunzdagie X ry hE2 Ry 7725 L5108 RTSH 2
EHTEET, TCPHHfA A L ANT v a T 056, REICHEFBRIMSS A7 a b
REYSEMRS (SACK) A7V a v &RE, 3TX_XTOF T arnz V7 EhET,

a) [Selective Acknowledgement] . [TCP Timestamp]. ¥ J OF[Window Scale] 4 7°Y 3 /Zkd
LHT7 0 v arEERLET,
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ATvT8

ATvT9

b)

d)

BN —T 1 VIO TP XT— b Fx v o012 TP 27— biq52) [}

BADNAR T T arw2HETDHE, PAWS & RIT AT 4 B—7 L2 0 £,
[MSS] (B KEZ A b VA R) AT aiiddTH7 7y arz@RELET,

WEOHFFAT 7 ary, BEGAT 7 vary, BIXOZ VT 77 a Az, [Specify
Maximum] ZJ®R LT, Ktz A b A4 X (68 ~65535) ZANJTEXET, 774 /b
k@ TCP MSS %, [Configuration] > [Firewall] > [Advanced] > [TCP Optiong] ~<— ¥ T
SNET,

MDS5A T2 avEEL/N\Try FEHFRITEINE I DA BRIRL 7,

F v IRy I RAEERERTHE, MDS A7 a v a2 a5ty MIRey F7a8nE
T, AT a L EBBIRTL L, WET v ay FF. BEER. £330 7) M
TEFET,

B OFHEMNCA T a izt A27 7 a s aw@RILET,

6~7. 9~18. BLR20~255FDA T a IF 74NV RTrZ I TEINTHWET, £
OO A T arBHATAHEN, FREA T varEaEtery e Ry 7 TEET,
SFEXERA T avEHIFTEICR AR T 7 a rEEETEXES, BICEHBEO L To
FHEANNL, 773 a % FRL, [Add| 227V v 7 LET, B—F4 T a i+ 57
JiarvEBRETAHAICE. EToOEEICR URTEEZ A LET,

BOE L7cfi 2 HIBR T 25613, To®MEAZ R L, [HIFR (Delete) 1227 U v 7 LET,

[OK] B LW [Applyl 7 U v 7 LET,

P—bE R RY L —CTCP~ v ZE2HHTERL IRV ET, ~ v TR NT T 4 v 7D
TLH0E, = A RY —2@ L THEHSNTSEEZITTT,

P—E AR —%FHLTC, TICP~y 7% o774 w7 77 AZ@EHLET,

a)
b)

<)
d)

[Configuration] > [Firewall] > [Service Policy Rules] DJIEIZE4R L £ 5,

N— T BMETIIRELET, V—A &2 a— ULIZEH LY, A8 —T x4 Z|T
WALV T2 EMTEET, e T XTORT T 4 v 7ITRLTRE AT
FORIRE AL <A XTHITIE, TRTDOIN T T 4 w7 I—HT 57 a— v )b—v%
YER L £4, [Rule Actions] ~X— 2R £ T,

[Connection Settings] % 7% 27 U v 7 LET,

[Use TCP Map] Z R L, fEp L7~ v 7 &I L £,

[Finish] £7-1Z [OK] 227 U v 7 LThb. [Apply] 227 U v 7 LET,

ERFIL—T 4 VITDTCP R T—rF Ty D/INA /AR (TCP RT—
WA WAV.S

Fv T =7 THAN—T 4V TREEZRE L., FEOEHRORE 7o —LEREFE 7o =212
DDHEID ASA T NA A BB TX 5513, BEBEZTDNT 7 4 v 7IZTCP A7 — kA
A NRRERETAIVERHY 97,

gwnzE B
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B sm—7/oromE

72720, TCPAT — b A NRRZE > TRy U= DX 2 U T 4 BNgIRLT 5720, IEF
WCFEHNZIRE SN N T 7 4 w7 VT ATHNA NRAZEATLHILERH Y £97,

T TIE, BB ERREICOWT L EEICERBA LE T,

EXRIL—T 4« > T DREIRE

T 74V F T, ASAZ BB T 5T XTCHO T 7 4 v 71E, @At T 0 713Y X a%
EHLTHRESN, EX=2VT7 0 R —IZESWTHFAIERIT Fry 7S ET, ASA T
iE, K37y hOREE (FREERCTH L0, ERIIMNIFEAER TH D) BT = v 7 S,
FONRTy Nty v a UEBHNZ (BB O SYN Xy b)) mIE SR (NI A DR
W) . FllFarbr— AT L= R (@ERA VAT v ay) [ZEVETHZ EITE
T, T7AT I3 —NVDRT F—< 2 ANERIEENET,

B S A DR ORI —ET D TCP X7 v M, EX =2 VT 4 RV —0bH 5P HHEOH
BEEZITHZ LR ASAZ BB TE £, ZOMEBICE > T RT7r—< RTHKKITRD £
T, 2L, SYNAXT Y bEFERALTTZ 7 A MRy v a VENST 5 5E, BXOT 7
A RNRATITFPNDF v s (TCP L —A v AERRY) B, EdHAL—FT 47V ) a—
avORELRDLIGENDY T, ZhiX, BROBE T —LERET e —OM ML
ASA TNA A BT D MENR B H T2 TT,

Tl ziE, BDOIFH LA VT A T T IAT U ACEET D E LET, SYNXT
MIty v a UEEH SR Z@EE L, o=y MU REBEAR T =T WBNESRET, 20
B D%y bk X2 VT 4 TFIAT A1 BB LSS, EEAZANOT S R
=BT H5OTZONNTy MIEEFEENET, LrL, BTy vBeXa V74777
AT VAICBFETDE, SNy bRty v g VEHSZAZ@IE L T aWnzdls, &l
INANZFZE O O N R X7y MERe y7anEd, ROKIX, FERFRL—
TAVTORERLIESDT, TURMUY RN N7 4973400 R N7 T7 097 &
ITH72 % ASA ZiEiE L CUVET,

B 1L —TF 12

— e —r .
il ™~ J_/ “\J
( I1sPA ) ( 1sPB )
I\"“—x__ —|— / S sese P s

Security Security
appliance 1 appliance 2
Outbound?Traffic —L =
Return?Traffic ' Inside } 2
. network J =
s — &

| RS
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TP 27— k 131 k20 H 4 F54 v enpEm [

T T AR) =B N—FIZHERFIN—T 4 T RRESINTEBY, T 7 4 v 7 B2O0DASA
FRA A BEBETHZENHLIBRIT. BED T 7 4 v 71Tk LT TCP AT — h /34 /82
ERETEET, TCP A7 — F NANRF, MEASATOY Yy v a VO FEEZER L,

ERNADA VAR v ar BT 4 =TI LET, I OEEETIZ. UDP#G DOAER & [FEE
DHETTCP T 7 4 v 7B SET, fEESNTZRXy hU—27 L —F L7 SYN X

s RS ASA T AT A TR TEBi S A B U BNELE LR WA, ml S 2 T
EWESITAHIOIC, FOry NIty v a UBEAZZBEBRBLET, WolmAmiE S22 A
HE, NI T4 TIIEERADA L ART v a v ESNANALET,

TCPRTF—h INAIRADHA K54 2 LEIREIE

TCP R F— k INA INATHR— b S iU VEERE

TCP A7 — b RNANRREFEHT D & XL, ROMEIZTFR—FINERA,
TN =g A VAR A VAR g TR, BEN T T v 7 ERRE T
T 747 DOWGTNEL ASA @B T HIMNERNH L0, A4 AT 3 L TCP A
T—h XA RR T T4 w7 EASNERE A
CAAARIEFE v gy a—F—2h 5 ASA TRIFSN LS. o ASARHTES
T4 v 7iE, FDO ASA TL—HF—=RFEFES N TN RN D, ERSNET,

« TCPYATAE. B RWIIBEEEHEIIR, TCP L —4 v AHKE T 4 IMb : ASATIIHE DR EE
DB SN0, b OREITEHA S ET A,

« TCP IEHUV : TCP /) —~F A FIIT 4 E—7 L TT,

¢« AT — KT ) T z— A —N—,

TCPRTF—k NNAINRADHA KS4 >

Bl v a L ASA T EIMEBNCHESL S NS T2, TCP AT —F XA NRR T 7 4 v 7 H
W DTNARATAET 4 v 7 NAT iR ET DMENRHY £, ¥4 7 v 27 NAT ZfEH
THE THNARATITOEYy Y a VITERIRSNDT RLAX, T34 A2 TOR Yy v a ol
RENDT FLARE TR 5,

TCP R 57— k N /IRADERTE

RN —T 4 VTBRETTCP A7 — = v 7 A N HIE, BEEZITHBRA R
Fl3RY NV—V ORTHENT DT 74 v 7 7 T A EERSERLTHL, —E AR
Vo—%HLTINI 747 7T ATTCP A7 — MNANRNRAERIZLET, A /3R
Lo TRy NV =2 0EF2 VT A BMETT D70, ZOT7 7V r—va a2 TE LT HIR
LET,

1R BRI

FEEDHERUZ 2B N T 7 4 v I R WGE . #RtixZ A 27U R LET, ZOT 740 ME
TCP AT — K NANRR NT T 47 TTAD[TA KVEHREZ A L7 7 & (Idle Connection

| gwnzE B
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B oo zos s nommit

Timeout) | #ZEH T2 A — =T 4 RTEETEHE O TCP #ftix. 7 7 4/L KT 60 1%l
ZALT T NLET,

FIE

AT w71 [Configuration] > [Firewall] > [Service Policy] Z &R L £,

AT w72 [Add] >[Add Service Policy Ruleg] 227 U v 7 L%,
FiE. AR FOAL—ARTTICHLIGE, V=V ERELET,

ATVT3 V= NEREDA L F—T oA AT D0 TXTDA o F—T oA AT 10—V
HT o0 EIMERIRL T, Next] 227U v 27 LET,

ATY T4 T 7 47 EOEAIL, [Source and Destination IP Addresses (uses ACL)] % 3#R L T, [Next]
27y LET,

ATvF5 ACL/L—/LDOEAIE, [Source] & [Destination] |2/ — h DHGEDHR A FDIPT KL A& AS L
T, 7B bhavzTCP ELTHRELET, KT LEL, [Next] 227 U v 7 LET,

10.1.1.1 ~ 10222 DEITTCP AT — bk Fx= v 7 NNA NRATHEEILZ, ROLHIICATLE
7,

* [Source] = 10.1.1.1
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

AT 76 [Rule Actions] ~—”C, [Connection Settings] % 7 %~ U »» 7 L, [TCP State Bypass] &R L
£

ATy ST [Finish] 27 U v 7 LTA—VERTFL, [Applyl 27V v 7 LTT A A HH LET,

TCP > —4 2 AM 5 3 LAEDESHE
B TCP #5#5ti2l%. 7 9 A4 7 P THEREIND ISN &Y —_R—TARKENSD ISN D 2 DD ISN
BHYFET, ASA L, EELREOW G R THEIET S TCPSNY DISN 27 7 2L L E7,

PRFIBEDRA FDISNE T VA2 THZ L8, WBERENH LWERICHERA S D %RD
ISNZFHLTHLWEY Y a v E2 ATy v 7T 50%FHIEL F9,
R, TENRARI T T NENDTED, LESUTTCP Il —r v AFEBT 4
MbET 4 =TT B ENTEET, RIHIZRLET,
BB SN2 T 7 AT U — A THOUM L —r V AZZNT XS, N T
T A IWHBETL L3N bOD, WMEDT 74T U4 —/LTIOEMEEZFITT DM
ENR72 NG,

*ASA TeBGP v~V F Ry 7Z2MHLTEY, eBGP 7 TMD5 #fiH L TCWAHA, 7
UHELMMEIZED . MD5 F =y 7 NI ENE T,

| RS
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xgon—orrn—r |

e ASA THEE DL — L A% T U A LME LWL DICT BULENH D WAAS T34 A& fif
AT 255,

¢ ISA 3000 D/N— R T =7 NANRZEFT L ET, ISA 3000 3T —F /NAD—E T <
bHE . TCPHHRII R vy FENET,

\}

GE) 7922V EEHTLIHEAIE. TCPY—4 v ADT 2 MEEEGICT 5 2 L3R SR
FHA, SYNACK X7 v b R vy 7 ENDAREMNRH D720, —F D TCP & v a )
NENRWAREME N H D £,

FIE

AT w71 [Configuration] > [Firewall] > [Service Policy] Z &R L £,

AT w72 [Add] >[Add Service Policy Rule] Z#7 U v 7 L £,
FF. A=Y DRI T 4 I D= AN TTITH LGS, V=L ERELET,

ATV T3 V= VEREDA LV E—T =2 RAZWMAT 50, TXCOA X —T oA A7 a2 —rVLT0H
AT 2E2NEIMEBIRL T, Next] 27 Y v 27 LET,

RTYT8 NI T 4w I BEOLRIZ. VT T4 v —BOXATEFNLET, 7T A~y T IE, TCP
N7 4y ZRIZLET, TCPAR— F—EEITOREDRA &l L7 (ACL ZfEH L

T) fEBEON T 74w EBAELIZVTHZENTEET, [Next]#27 U2 L, ACL TR
A NERET DN, A—b2EFL T, [Next] ZHEZ V27 LET,

728 20E, 10222008 ET 2T _XTCOTCP F 7 7 4 v 7 I LTCTCPV—7 LV A/ ET &
MMbET 4 =TT DA, ROXHICATILET,

* [Source] = anyl
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

AT 75 [Rule Actions] ~*—""C, [Connection Settings] % 7 %~ U >~ L. [Randomize Sequence Number]
EATICLET,

AT w76 [Finish) #7 U 7 L CA—LERIFEL, [Applyl] 7 V v 7 LCT A AEFHHFLET,

RKRE 70—+ 78—F

T — 4 & > % —® Firepower 4100/9300 * ¥ —3 (FXOS 1.1.3 LAFE) TASA % BT 285413,
77 4y 7 BNICHBETEID R bNDBEBENACA 7 — RIND NT 7 4> 7 Zik0
LTEBBIRTEET, A7 —RICEoT, RKERT 7 A NVDIRERE, T —FEKNMT 7Y
T—=1a DRI =AM ESED T ENTEET,

| gwnzE B
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. 70— 4 70— FOFIREE

e NANRT F—< A a—TF 47 HPC) fHEYA b, T2 T, ASAIZA ML —
Vimarta—7 47 AT —va VTR ESNET, | DOFAEY A 23 NFS #%
HOFTP 7 7 A MIZEE I T 7 7 ANFREFERH L TRy 7T v 7 %75 &, REDT —
2 NTT7 4 I NASA EOTRTOa TR MIEB%Z 52 %9, NFS #7125 FTP
T ANMEBEEBIOR 7 7 ANLVRMOF 70— RickoT, D T 7 4 v 7 ~DEENIR
WEnEd,

« BlZar T T4 7 A BB T &4 5 High Frequency Trading (HFT) . Z Z TiX, ASA
XV —2 27— 3 L Exchange M CIRIHSNE T, BF =V 7 ¢ J@EF IIREICITZR
DEFAN, BIEITRKERRMETT,

F7u— RENDHNT, ASANTEEREDFESLIFCT 72 A — oA VAT ¥ g 72 YDl
WOBX2 )T AP EYNICEALET, ASADE vy arbiianxd, 27-L, —H
BN SN D L. A7 — RENDIERNHIE, & B HMPEN ASA Tlid7Ae < NIC T
fThonEd,

Fr7ue—REhiz7ue—x, EERNRTCP 77747 ardF=vr, FELEEI
EF = v 7V LAOMERRED, HIRSNIZAT— M TNV A VAT Va2 E LT ET,
VAT MIMLBEIE U TELRDUBEDTDITT 7 A T U4 —)b VAT Lh~DR7 BB TRIR
IR o e TE £,

F7u— KRR 7 e —%2@nT 5120k, 7r— 47— R $—b2XZ@EHAT L5 —EX
WY ==V EER LET, —ET 57 n—320%, ROFMEWZTHEICA7n—R
SNk,

«IPv4 7 R L 2D 7x,

* TCP, UDP, GRE D,

cIEHEF 7213 802.1Q ¥ I EA —H Ry b T L— LD,

c (FZUART LU N EF=RDH, ) A F =T =2 A% 2DOEFELT I v ¥ JL—
TORNVFFRY AL TH—,

Frua—RENFE7a—0 ) N N—X 7Ja—bAt 77— REnFEd,

JO0— A 70— FOFIREIE

TRTCHOT7u—%F 70— RTEE2bITTCIELY EFA, 72— KOHTHL, 7u—%25E
DEMETTOF 7 — RnoBAT o2 enTEES, Wi, FIRFHEO—EE2RLET,

Foo—FkKTELGLNWoOo—
WKDOEA T DT a—{IA7ua— RTEEHA,
cIPV6 T KLy Ty IPVAT KLy v iR L nwr a—,

« TCP., UDP., GRE US> 71 fajLicktd+ s 7m—,

| iR
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JO0—F 70— RFOHIREE .

Y

G¥)  PPTPGRE ¥4 7 — R T& ¥ A,

s A UANRT aryNERTe—, FIPREGARIZE T, v hr— 2 F v 3L
34 70— R TCEERAREI U F) T—% Fr Wit 7n— RKTE 9,

o TNA A THET D IPsec 18 L T TLS/DTLS VPN #5#t.
R LELIIEEELE LTS TR —,
=Ty RE=ROVLFHFY AN TH—,

3OLLLEDA =T 2 A ANMBDT Y oY TN—TFIIHT DT ART LB
EF— ROV TFFHF¥ AN Tu—,

eTCP A X —tT7 s 71—,

eTCP AT — XA X2 7u—, LM77 4wl 7u—F7a— K& TCP AT —
MRANRRERETDHZ EIFTEERA,

cAAA Dy AL —T R T o —,
* Vpath, VXLAN Bf#HD 7 1 —,
et X2 UT 4 FN—TTHEITFTENTZT a2 —,

o 7 T AL TIERIT 0 —DRAELICGAEITA T, o7 T A% ) — RnbERES L
HUN—=R Tra—,

c IS AFZAO—TALENT-T7u— (Za—0F—F—nHHo=y FTRNEE) |

Z DO FIREIER

s 7un—F7nu—RK&Fy NERHE (DCD) IZAEHBEMERH Y ¥ AL, A7 —RTE
DEIZ DCD 3% E L2V TL 2 &0,

e Tu—F 70— REEICBTAERDO 7o —RXa—A( S ENT, "R =T
LR CGEFTZFERICA 7 — RSN 5E, VD72 —DHNA 71— RILE
T, o7 e —TEE EBVICUEEINET, Thzalvar () LVnE
T OO E &2 ERT DL, CLI T show flow-offload flow =< > RZ&ff L
£7,

e F 77— RENZT7 2 —IIFX0SA VX —T = A ZAZWBLETHN, FNHHDTo—
DMEHTRILT NSA A VX —T oA AZIFFRRENFERA, LEBN-T, TN
AARAAL B =T 2 A ADR T H LTy FL— ML, A7 —Rank7re—%
LS uE A,

Fo0—RFEENZTHEH

To—RnFT7o— RENEE, 7a—NORr Yy MIROSM 272935512 ASA 1T
I, BT ENET,

| gwnzE B
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B oo—Ao0—rozz

e XA LABZLTLSND TCP A7 > a U BNEENTWA,
« 7T A MEEINTWD,

e INBIFE A N wALF N (ECMP) V—TF 4 T OMETHY . A3y ME
12D v H—=T 2 A AMBRDA L Z—T = A AKBENT 5,

JO0—A 70— KFKDEFE
Tu—FTu— RERET LI, F—EREA F—T M LTinh, A7 a— 2554 b
5T 4 v BT B —E AR B ERT B UERSH Y £, F— R BEHE L
T BICIEY T — FARETT, 2L, PR R S m BN E I RET BT, Y
T T BLEEH D EH A,

7 u—O% 7 vu— KL, SecureFirewall 3100 (FXOS1.1.3 LAED &) D ASA. ¥ & O Firepower
4100/9300 > v —3 (FXOS 1.1.3 LIf&) DA TEHFTRE T,

\}

CE) T 2 FR— FOFEIC OV T,
http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/compatibility/fxos-compatibility.html %
ZHLTZSN,

FIE

ATYvI1 7Je—F7r—RKH$—ER%&EA X—T VLI LET,
a) [Configuration] > [Firewall] > [Advanced] > [Offload Engine] Z#R L £7,
b) [Enable Offload Engine] 23R L £79°,
c) [Applyl %7 U v 7 LET,
d) [Save]zZ7 Vv /L, BENFEAL— T v 7 ar74X¥alb—va AR FELET,
e) [Tools] >[System Reload] ##R LT, 751 A& U7 — kL LET,
ATYT2 F7u—=FTLHLD 77 4 v 7 %l T2 —E A R = — L EERLET,
a) [Configuration] > [Firewall] > [Service Policy] %#i#R L 9,
b) [Add]>[Add ServicePolicy Rule] #7 V v 7 L£7,

F70E. AR FDOL—ARNTTIZHLBEE. V— L ERELET,

) N IERHEDA UL —T oA AEAT DI, TRTOL v F—T = R 2T m—rL
VAT M EIDERIRLT, [Next] 227V v 7 LET,

d) b7 v IHEOBAEX. 77 A U AL ([Sourceand Destination | P Addresses (uses
ACL)]) F721ZA—F ([TCPor UDPor SCTP Destination Port]) (2 X 2 MR& 2 5 b —HxAY
AT ar T, AV a v ERIRL T Next]) #27 U v 7 LET,

e) ACLE/IIAR—FDOFBEZANILET, KT LEL, Next] 227 Uy 27 LET,

7= & z21E. 10.1.1.0/255.255.255.224 %7 %~ b EOFT_XTHOTCP VT 7 4 w7 47—
RO LT H5E1E, WOLIICANLET,

L
I


http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/compatibility/fxos-compatibility.html
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IPsec 7A—MOA 70— F .

* [Source] = 10.1.1.0/255.255.255.224 (F 721X 10.1.1.0/27)
* [Destination] = any
* [Destination Protocol] = tcp
f) [Rule Actions] ~—3""C, [Connection Settings] % 7 % 2 U w7 L. [Flow Offload] % & L

iﬁ‘o
g) [Finish] #7 U v 27 L CTL—NLEHRAFL, [Applyl 7 U v 7 LTCT A RAEFHH L ET,

IPsec 7A—NDA 70— F

IPsec 7R —DA 7 — REMEHATLLIIC, YR—FT 57 A AETVERETEET,
IPsec 1 P VPN 72XV E— 77 EAVPNEX 2 U T 4 7V m—3 3 2 (SA) DX
RIEW ., IPsec HEFIZT NASA ADT 4 —/)LV K T/ F<T N 7 — K 7 LA (FPGA) 124 7 11—
RENBTZD, T/, AD/IRT —< L ANMAELET,

F7 v — REEIL, Bro, AJTOERME 53 L OME 5403 & H ) o FRIT 2k L O 5k
FUZEHE L CWET, YATAY 7 b =TiE, EX2 )7 4R —%2@mHATH72D0ONE
Ta—ZAEE L £9,

IPsec 70— DA 70— RIT 74 /V b THNI 2> TEBY, ROT A RAZAFIZHA SN
F9,

* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

Psec 7 —F 70— RiE, FRAZADVTIN—TF Ny 7 4B —T A ARG >TH
HHEAICHEHAINET,

IPsec 7O—NA 70— FIZE3 548518

WD IPsec 7 —liA 7o — RINFEHEA,

¢ IKEvl Fy b, IKEV2 R RV DH ™A 7 — RENET, IKEV2 X, LV RfehEs
PR —FLTWET,

AR 2= bR =2DF —HERPRESNTND 71—,

« EMERRRE SNTND 71—,

s FTURAR=FE—FDTR—, FURNLE—ROT R —DHPA 70— FENET,
« AH 3, ESP/NAT-T ERDHR3 YR — kI Ed,

cRARNT T T AT =V a v RRESLTWDH 7 r—,

c64 B NUSNOT U F VT LA U R YA Xafih, 7o F V7 A BRI -
TVl 7 m—,

gwnzE B
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. IPsec 7O0—74 70— FDERE

e T AT T —IVT 4 IVENFEII o> TNDB T I —,

IPsec 70—A 70— FDERTE

ATvT1

ATy T2
ATvT3

IPsec 7a—DA 7 — RiZ, ZOMEZYVR—F T2 N—KFK7=27 77y N7+ —ALTIEET
T4V N THEDI o TWET, 7272 L, HAOREIZT 7 40 hTIEEDT /> Tz
B, ZOMBENVEIRIGEIIHR T ALENH Y £,

48 HHEIIZ

IPsec 70— A 70— R/ o— Ui snEd, BIRLE NS 74 w7 7a— 2% LT
RETDHZLIXTEERA,
ZOEEEENCT DI, Zoavwr RO no EREHEHL £,

BEOREIREE FRT 5121, show flow-offload ipsecinfo =~ > FZ&f L £,

FIE

[#mk (Configuration) 1>[Z 74 724 —JL (Firewall) | > [E£#z%E (Advanced) ] > [IPsec
ZA278—F (IPsec Offload) [DIEIZEIR L E T,

IPsec 70— A7 10— RE2HANIT 520, [IPsecA 70— F (IPsecOffload) | &% L £,
[IPsec7 O—# 70— FOHHREIE (EgressOptimization For |PSec Offload) 1% 34K L T,
T=E N2 E gL L, B— horRx 7 e —0RT7 =~ A% EEEET,

HAREIEORERIZ, 7uo— 47— K& iEhlcd, 72720, Btz Eac LT,
IPsec 72— F 70— RHEEMMILRNNE D HEHRTT,

BEDRSI T4 9T U3 RADEHEDHRTE (TXTOHOY—ERX)

P—EA R —2fHLT, HED LT 7 4 v 7 77 AT LTS ESERBEHOREL
THO2eMTEES, =X RV =ML T, KONEELFEITLET,

*DoS 'L SYN 7 7 v 7 o v VKN GRS D OITH N S 2 BEfe il IR & £ & A L
T RNERNALZA ALET,

o T A RWVIRRETH H 27285 2 #EFF 95 £ 912, Dead Connection Detection (DCD; 7 » K
Pepitait) 9L ET,

*TCP ¥ =7y AF G T MENARER GG, ThET 4 t—7 /M LET,
*TCP / =~ T A FBREREIRTCP N7y S OIRET D HEE DAL~ A ALET,

XN —T 4 T DORBTHD VT 7 4 v 72X L TTCP AT — hXA NREEAL
F9, SRR ST T 4w TIFAART T a ORBITRD FH AL

| RS
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BED ST 190 9520EHEDEE (TATtoy—tR) ||

*SCTP AT — F 7))V A L AXRYT v a A 7124 %IZIE, Stream Control Transmission Protocol
(SCTP) AT — ks A NRZAEZFEELF1,

e PR—=FHBRDN—RT 2T 7Ty b 74— T p—~  A%H EIE5I120E, 7
o— 4 7no— ReFEELET,

cASAN FL—RA Jb— MIZFEREIND X O, N7y MO lReEREf (TTL) %25
U X MLET,

\}

GE) Ny NERiFER (TTL) 2727 VA R 95&, TTL 23 1 O3
o MIFR Yy FENETH, BEEICTILA LY K&V v b
PELHESND Ty a o TiE, AL ET, OSPF
hello /X7 > MR EDO—HF D/ >~ MEITIL=1 THEIND 7=
W, FT U AT LY bE— KD ASA T3 AT, X7 v b
fifeRefilZ2 7 7 U A2 M2 & TR L2 WEER D T84T 5 ArRedE
N FET, ASANP/NL—T v RE— RTEIEL TV AEEIE, N
7y MEREREE OF E%Tﬁ)%/FLT%OWF®7D?XQ
WEBEEZ2FEA,

FIRHCEH TERWTCP A7 — h S, RRETCP /) —~<FA VDN AR~ A A &hx, FiE
DRTFTT 497 JTAIKH LTINS DREDEEDHMAEOEEHRETEET,

Je

Evbt ZOFEZ. ASAZEBRTL NI 74 v 70— R RY —ZRLET, EH (tothebox)
N7 7 4 v 71Tk L THR O R RE E IR O R K2R ETH LB TEET,

1RO BRI
TCP /) =~ A Y a W AT <A AT L5613, HtdTT 2ANCLER TCP ~ » 7 &2 L T<
ZEu,

FIE

AT w71 [Configuration] > [Firewall] > [Service Policy] # R L C, L —/L &R & £,

o LWL — L EERT D11, [Add] > [Add Service PolicyRule] #7 V v 27 LE3, v«
P — KD [Rules] *— £ THAET,

R ORTELELEETTIHINL—IANHLHEEE. TNEERLUC[Edt) 227 ) v 7 LET,

AT 72 [RuleActions] 7 1 ¥'— K ~_X—F 721X ¥ 7 ¢, [Connection Settings] % 7 & #4R L 7,
ATv T3 KR EZRET 5I120E, [Maximum Connections] fEIE TR Dl 2R E L £,
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B s=z0r57/v5 v35208808E FTRTOF—ER)

T 740 P T #EHRITIH 0 TR, fIREZFEET D L. AT ATEN L OB AR
THULENHY T, ZHUTED, CPUE AEY OMEHENREINL, FRZ7 7 XX TILEAM
I Ty AT DZEME LOREDR LT D RN H Y £,

+ [Maximum TCP & UDP Connections][Maximum TCP, UDP and SCTP Connections] : (TCP,
UDP, SCTP) 774> 27 7T ADTXTDY T4 7T v b TRIKHZEER S 45 i K
(2000000 £T) , 774/ MIOT, FANFREERBNF TSNS Z L 2R LET, TCP
Pt D% e, TAUTRENL SN O AT SV E T

* [Embryonic Connections] : " A k Z & O] TCP Bt D Fc K E % 2000000 F TOHiFH T

ELET, P &1L, FEIC LSO TUREIZR DI NY R oA 7 &25E T LTV
WEERELR D Z & T, T 740 M0 T, ARSI SN2 L2 LE
T 0L OHIREZRET HZ & T, TCPIITZEEAMCLET, ITZFEICL-T,
TCPSYN X7y "R LAV X —T A A% T T vT 4 7T % DoS W) &N
VAT L ERELET, o, VIAT U RITEDOF TV a v ERELT, SYNT T v
TA T DORELET,

* [Per Client Connections] :  (TCP, UDP, SCTP) 7 7 A 7 k Z & O[RIEHEG D Kk %
FRELET (FHK2000000) . 7 T747T 2 hdic O KERBE OB A 3 TITBHVTW
D50 T7A4AT 2 BRF LW ERAD & ASAIL, FOERAIESEL Ny he Ry
T LET, TCPES DG, TIITITMESLE A Efe. N—T A —7 i, ~N—7 71—
RN E ENTVET,

* [Per Client Embryonic Connections] : 7 7 A 7 > k Z & Dlrllk TCP #1i45#5E D e K&
2000000 £ COFPFATIHRE L ET, 7 747 » b T & ORRYIBIBERE OB A ASA D5
FTTICBANWTND 7 T4 7 & R3S LU TCP B5fii & 2ok 975 &0 ASA (T8t A LIk L £
R

« TCP Syn Cookie M SS—#J i 5 fR 12 L 7= & & ICHI#IBEBE D SYN cookie &£k %
72DV —R—=Dig K7 A b A X (MSS) (48 ~ 65535) , 5 7 4/ hiX 1380 T
T ZORTEIX, MEEGHE IS4 Ty M HzY OMEIERRAE R T 25510
HEENDHD 7,

ATy Th  BEHAA LT T bEFEET HITIE, [TCP Timeout] fHIK CRDEEZFHE L £,

« [Embryonic Connection Timeout] : #J#] (\N—74—7"2) TCP #fki A1 v MRS 5
ETDOT A RVEEH, B ZA LT U M7 4 B—7 0T DITiE, 0:0:0 AL E
T T 74N ME30OBTT,

* [Half Closed Connection Timeout] : /~\—7 7 0 — X4t 2L HETOT A RV FA LT U
AR (0:5:0 (9.1(1) LARTOHEE) £7215 0:0:30 (9.1Q2) LAEDOHE) ~ 1193:0:0) ., T
7 v MEIZ0:10:0 TY, N—T7 7 m— X DI DCD DL =T EH A, 72, ASA
. N—T7 7 —XEgEREU T LI By FEXELEREA,

» [Idle Connection Timeout] : (TCP 72} T7< ., HHWA T a fhasd) A v v NHMiE
MENDETOT A RAREE, DX A LT U NeT 4 8—7 T 5121, 0:0.0 &
ANLET, ZOMBIES SUEICT 2 0ERHY £9, 774/ ME1RHTY,

| iR
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ATvTH

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

BED ST 190 9520EHEDEE (TATtoy—tR) ||

* [Send reset to TCP endpoints before timeout] : ASA 73, i A v v b &R DRI HEED
T RARAMITCP Uy b A=V ZXETL00E I D,

* [Dead Connection Detection (DCD)] : Dead Connection Detection (DCD; 7 ~ R %
AR=T T DINE DD TA FABEGROMIRMNEIN DA, ASAIZT 2 B ARX MZ
T —T7EFE LU THERPA TOHLNE DDA LET, MGFORA MBISE LY
Bl B R SN E T, ENLBNOGEE, SRR S N E T, RREITER (7
7 AV ME 5T, FPHIZ 1 ~255) &, DCD 7 — 7\ nE N WA 0T —T %
EET D E TRHIET 2HIM ChHLITHIRE (77 4/ MZ0:0:15 T, #iFHIE0:0:1 ~24:0:0)
ERELET, NTVART LU N 77 AT U4/ E— RTEEL TV DAHAE, =
RARA LV MZAET 4 v 7 V—  NeBRETDHIMNERHY 3, 7 a— RbiTbh bk
IZIZDCD AR ETEX RN, DCD L 7 u—F7ua— KD KT 7 4 v 7 7 5 ANEMEL
RNE T LTLEEN, BIEHEZEMTEE SN DCD 7' v —7 Offi$k Z B84 %
\Z1%. show conndetail =~ R&EMHHALFET,

7 T AR FITE AT HMAER CEMEL TWAD T AT AT, kRE 14 (0:1:0) KiGZE%
ELRNWZ 2R L LT, e v AT AMTBEIT O LEND D56, LERETIC
E30 LAY | EEMTONDENHERDNHIREN D55 08H D £7°,

VIl U ABEDT X DML ET 4 £ —T7 VT 5I21E, [Randomize Sequence Number] & 4~
IZLET,

RN RORA FDISNZ T X 2T 52 L1280 BOREDH LW S D kD
ISNZFPHILTH LWy Y a e Py v 7 F 50 LET,

TCP / —~ T A VOEMEE I A X~ A XF 5HITIE, [Use TCPMap] 42 L, Kry 7 XD
YU R NHBYAFOTCP~ v 72 IR 57 (BIRARERSEE) . New]Z 27 U v 7 LTHL
WTCP ~ v 7 Z&BML £,

7T AT BNy MMk alReREf] (TTL) %27 27 U A F 3 %121, [Decrement time to
live for a connection] &4 2 L ¥,

TILD7 7 VAL MEL ASAR FL—A b= MRy 7D 1 2L LTERREINDZOITLE
T9, F7=. [Configuration] > [Device Management] > [Management Access] > [ICMP] C ICMP %
EREA =YL — MlRZELTVLELH Y 7,

TCP A7 — b NANR %A X —T7 VT F HIZIE, [TCP State Bypass] &4 2 L £,

SCTP A7 — ks /A NR %A F—T MZF HITIE, [SCTP State Bypass] A4 2 LET,

SCTP AT — IV A LV ART 2 g &L 723521, SCTP AT — h XA RZZEE L £
4, BRI OWTIE, SCTP AT — R 7V L VAT v a v BB LTSN,

(Firepower 4100/9300 ¥ % —3 ™ ASA, FXOS 1.13 LIfED A, ) 7u— 47— REHFHIC
95 I2I%, [Flow Offload] &4 12 L %7,

70 —/3NIC HIRTUI D B2 DN HBEEE AR ACA 7 o — RENLWUR N T 70 w7, A7
0— K —ERE2EMITHH4ELH Y £9, [Configuration] > [Firewall] > [Advanced] >
[Offload Engine] Z 34 L £ 9,
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B et omm

ATv 71N [OK] £/ [Finish) 227 V v 7 LE T,

TCP A 7S 3 DERK

BHEA TV a BB LT, TCP#EOW OOl ZHE CExEd, ZNHLOREDT
TV MEIZ, ZEAEDR Y PU—ZIZE L TWET,

FIE

ATv 71 [#K (Configuration) [>[Z7 74 72+—JL (Firewall) 1> [5¥# (Advanced) |>[TCP# 7
23> (TCPOptions) | DIEIZEIR L 9,

ATFYT2 AL B =T A ATLDTCP Vty NEIWERRERL L 1,
Q) EETDHA L HF—TxoA A%RIRL, [WE (Bdit) 1227V vr LFET,
by HHT LA T ara@mRLET,

FEEINFA NI RTCPIN Ty LDty FIEEEEIELET . ASA Ol
R, TI7HAY A MERIZAAAFREIZIESOTASAICL > THEE ST TO
ERETCP Yy a  ZTCP Uy hEFELET, ASAIL, 77 ERY X NERIZ
AAAIZE > THFAIESNTH, BEFOERICE L TELT, AT — 7V 7747

VA=l Lo THEGINT ATy Fo Yy FHEELET, ACEXF2UT 1 L
NNDA B =T 2 AABD NT T 4 v 7 b EEBEZTET, ZOF T armA

F—T I Lo 256 ASAITIER SN r v M E b EMmEICHEIE L £

7T

AEBEEINTF=T ORI ETCP/ATy rD Yty MEEFEZEELET., ASA OFEilH
ik, TRV A MELIZAAABRTEICHE SV TASAICE > THESNZT T
DFHETCP Y a ZTCP VY FEXELET, ASAIL, 77XV A NEL
X AAA IZ L > TEFATENTH, BEFOERICE L TELT, AT — 7V T7 A7
VA — ML o TGSy by FHEEFELET, ALEXF=2V T4 b
SN DA B =T 2 A ARD ST T 4 v b EBEZITEST, 2O T ariEA

X =TT Lo To38 . ASA IXIER Sio 7w Ml bilaE IR L &

T, ZOFTvarik, 774NV NTHEBHTT,

) [OK]%27VUvZ7 LET,
ATy T3 ZFOMDTCP &7 a w2 LET,

AEBSINAEBTCP ATy FD) Yy FEEEEELET., bEF=2VT 4 LD
WA v Z—T oA AT L, T7EAY 2 MEFIZTAAA R EICHESNTASAIC L -
THESESNTETCP N7y DYty FEFEELET, ASAIL, 77E8AU X MNELIF

AAAIZE > TEFFAIEN T, BEFOERICB L T, AT —b IV T 7 AT Ut —
MZEsTHEESINEZ Xy ho )ty FOIRELET, ZOF TV arazfRrx—T7 /M
L7ginoTo6 . ASA T ESG Sz N7 > &b laEFICEEL T,

| RS
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A B —T A APATTlE, ZOF T a 2T AHZLA2HRLEST, 20473
CEREHAT AL, AMESMTP £ 721X FTP 3—3—225 @ IDENT % ASA THRIG CTE £9°,
B OERET 7T 4 7Ty NTAHZLIZE ST, 30WDOX A AT T NELE A [ERE
T&EFET,

cTCPIEHDRRET A b A XEBREIZX NS FIZLET, HRKTCP S A MY

A R A NENTHRELET WS~EEOKRK) . 77 4/4 MEIX 138034 FTT,
ZOBREE T 4 E—T T HITIE, bytes & 0 IR ELE T,

TCPEBGDR/NET AV b A XEBFIIZX /NS MZLFET, KRBT AL P AX
Z FEX L, bytes RiiflZ72 B0 9 LFET (48 ~ 65535 31 1) . Z OHEEEI
TNV ETT 4 =T TT (0IZERE) .

TCPD#THE., L &P I5FME. TCP#E#EZE TIME_WAIT KEBIZERHBICHIFLE
T, KRB FEDOTCP 7 0 — XX 7 v —r  ADdH L 4 TCP#ke08 15 LA 455
TIME WAITIREECHEFF S A L9 LET, = RARANT UV r—2a v OF 7+
VR TCP T V= VAN 0 — X THLHEAIC. ZOMEELHHAT D Z & 2 HLE
LET,

TCPRARKRMEBES A Mk, TCP KUY 7 A v OB R A 6 ~24 ITRELET,
T 7 4 v MEIX 6 T3, SIP EaHH%A Call Manager (ZH26i L TNV 2 L 2R LT25
FAELD TCP BV A FOBRKREEESLT Z LN TEET,

ATy 74 [Applyl 227 Vv 27 LET,

BEHmox=421)>2T

RON—=V A LT, izt =F—LE7,

SHI

« show conn [detail]

« [Home] > [Firewall Dashboard] C. [Top Ten Protected Servers under SYN Attack] % >+ =

R—REMR L TTCP RIT%EE2E=4—LET, [Detail| R¥ %227 Vv rT5HL. &
EYy TV TT— &ﬁ%féﬂi?<MAiV%FW%@%KW%@ﬁ%w@#V7
Vo750 T, T740 030 45RETIE, 60T LICHHBERSINESNE T,

« [Monitoring] > [Properties] > [Connections] T, BAED % £ L £7,

» [Monitoring] > [Properties] > [Connection Graphs] T, /X7 4 —~ A2 FE=F—LF7,

. [Tools] >[Command LineInterface] Z{EH L TIkDa~ 2 RE AN TEET,

Rt ae Fon LEd, FEMEERIT. 77 7260 L TRIIREORE2 R LE T, &
LZxIE. Tby) 7F70E, TCPAT— h NARZAOHETHDL T 74 v 7 b LET,
detail ¥ —U— N2 95 &, 7 v Nkt (DCD) 7'm—7 OEWRNFRSNET,
ZOFERIT. BEMEISEMTERE S T —T SN HEELZ R LET, 7L 2. DCD
SIS B DB REMITIR D X 512720 97,
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TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}

BRI AT — 2 AER, A7 — RO CPUBEHE, F7n—RRE&h-7u—D¥ Lt
M, A7e—RFEhlz7e—#EHERE2ETe, 7e—04 70— RCETEHREZ R LE
T,

show service-policy

Dead Connection Detection (DCD; 7~ REEfifai) OftitE#Rs L — A R o—b
WMEHEMAE R L ET,

show threat-detection statisticstop tcp-intercept [all | detail]

W2 T TRE SN AL 10 b —_"—Z KR LET, al ¥—TU— RN, FL—2A31
TWLTRTOY—N"—DEET —F 2K L ET, detail ¥—7— Nix, EEF 7Y
VI T=HERRLET, ASAIXL— MEHRBOBICKBEOH A 30 RV 7 ) 7T 5D
T, T 74/ bD 30 R TIE, 60 72 & ICHFHERNSIUE S ET,

BETEX T D FE R

T3y bT4—
HERES L)) —2R &5 EA
TCP A7 — k /3A /XA 8.2(1) Z OFRENE A S uE L7z, set connection advanced-options
tcp-state-bypass =~ > F2VEA S E L7z,
FTRTOT v f 3Oy A L7 |8.2(2) TA KV HALT D ML TCP7E T, §XCHT 1 bk

v bk

IVICHEHT DX ICEFEEINE LT,

WO BN T XjLE L7z, [Configuration] > [Firewall] > [Service
Policies] > [Rule Actions] > [Connection Settings],

g
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HrE

N

T35y bT4—
L) —R

5158

W P T ART 47 )b— |k
AT D8O X A LT T b

8.2(5)/8.4(2)

FILCAY NI ~OEBDAZT 47 v— FDFELT
BY, ZNFENANY v 7 BRI DAL, ASA (3RS
B CA MY v 7 DN BOL—F2EALET, LA
Jo— EBMERFREIC R S T2 BT, 20X A LT 7 MZE-T
BHEPPA L OND DT, ZOHEU L — Nl L CEREH
WL CEET, T 74N MIOTT BERIIF A LT 7 MLE
BA) o ZOWEERFHTHIZIE. XA LT T b EBLUVMHEIC
EELET,

WROBEHNEEL S4vE L7z, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

PAT xlate (2%} 3 A 3% E Al RE72 & A1
LT 7R

8.4(3)

PAT xlate X% A L7 7 FL (F 74/ hTiX30 ) . ASA
D LWEBHICAR— F2BEEHAT D& —8OT v 7 A B
U—2 =%, BIOBRNRT v 7 A MY — L T3, AT
RE LTBIWTWARIEEMEN S B 720, Z O LW 2R
TAHEENH Y FT, PATxlate DX A LT 7 h&, 30~ 5
S DOFPHANOEICHEETEX DL IRV E L,

OB HAZEE Z4vE L7z, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

Z OFgREIL, 85(1) £721%8.6(1) TIXEHTE £ A,

P—E R R — L— L DR R
ekl & B

9.0(1)

=B R R — =)L D KRR ELD 65535 725 2000000
WZhlE BEiFoivE L,

WOBEMNET XjLE L7z, [Configuration] > [Firewall] > [Service
Policy Rules] > [Connection Settings],

IN—T Ja—R XA LT T Mg/
B % 30 FUIZHI

9.1(2)

Ta—r B A LT NBLOEHREZ A LT 7 SO D N—
7 Ja—RARKAA LT T OR/MEE, £V #ENT DoS ik
AT A 70105 005 30 I EE S E L,

ROBHEPELESNLE LT,

[Configuration] > [Firewall] > [Service Policy Rules] > [Connection

Settings], [Configuration] > [Firewall] > [Advanced] > [Global
Timeouts]
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HrE
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T3y bT4—
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Jb— N OIRIZHRT DA —V K
B BA LT U R,

9.4(3)
9.6(2)

BTSN TOWDL— b3 D fEEL TV, £72133E
TIT 4 Tl oin & EIT, VAT NN AR AR &
WETEDLLIICRDE LT, ZOFR—VRE T HRNIZ
N— RN T I T 4 Tl B WA BRI S vE T,
Jb— R OBCEN S SIS TN D L) ICh— v RE T~
AA—%RMETHIENTEET, L, FEAEDRY
NI —7TlZ, V= D75 T EBIET AT 7
b b D15 BEE)I T,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] &
WRAZEE SVE LT,

SCTP7 A KV ZA LT T FBXD
SCTP A7 — h /XA /XA

9.5(2)

SCTP #fiDT A RV ZA LT U MaRETEET, £/,
SCTP AT — b NANRAEHHZLT, NT 747 DI TR
TSCTP AT — b IV AV ART v a v d 7ICTEET,
WO AT XUk L7z : [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts], [Configuration] > [Firewall] >
[Service Policy Rules] 7 ¢ #— K| [Connection Settings] % 7",

Firepower 9300 =D ASA O 7 1 —
F7r—N,

9.5(2.1)

ASA DA 7 — REh,  (Firepower 9300 0>) NIC |2 E £
U BEZONDIVERDHL 7 —2FETEEY, Zhuck
D, T—HEUF—DLYVRERT =X 70 —D/NRT —~
VARMEELET,

Z OHEREIZIE. FXOS 1.1.3 2S4BT,

WO ANEME 72 13ZH &4 E L7z« [Configuration] >
[Firewall] > [Advanced] > [Offload Engine]. [Configuration] >
[Firewall] > [Service Policy Rules] @ F T/L— L Z BN & 7= (35
9 5454 @ [Rule Actions] > [Connection Settings] % 7,

Firepower 4100 2 — X L@ ASA
D7 u—F 78— ROPR— ],

9.6(1)

ASA /B A7 m— K& 4L, Firepower 4100 Y — X @ NIC T
BB DUERD DL 7 — 2 RETEET,

Z OHERETIE. FXOS 1.1.4 23 ETH,

ZOMBEIZIX, FHloa~ > RELITASDM WHiIdH D £4
/1/0
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ganzorE [

T3y bT+—
HEes L) —R SR BA
NZ AT L b B—RTO~ [9.6(2) 7 AT Lk E— RO Firepower4100 35 L 189300 V) —
NF Xy A MNEFOT7a— AT o — X T NRA AT, NICIZE#EY Y Ex 5Nbd~v/LTFF v A Mz
RO¥FFE— K, ferAT7n— FTEXHE9ICRVELE, vAFF¥ R b A
7a—Kit, A V¥ —T =2 RE2OFEFELT Y vV T —
TR TEET,
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