RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)
AN RN A H—T oA ADFEEFIHE (34—
« VTI b2V DERE (6 4—)

AR R NA B —T oA ADRERERERE (16 2—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

mo(10 ~—) ML TN,
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. REFRILAE—T A RIZDNT

FALFITvINVTI

HAF Iy 7 VILIZ, A M VPN ICEEIZZE TR — T 7 v aRit LES, 41
F 2 7 VILE, KEERGERT AT T v RAKR—7 BETOET O E RS I LET,
NTDEEDALT 4 v 7 VTR EBE—D XA F v 7 VIIZEE A D Z LN TEET,
NT DOREREEFETIZ, FrLWAR—T 2T I0BINTEET, ¥4Iy I VIIT7 /8
U=, XA T I v JVT NS NORNVERNLT DD DE AT I NTTUR
AR—=7 FRICE>TRDDLOTT, BBV X —TiE, 4TI v 7 VININT T KA
A= hARa YOI EYR—FLET,

2 AF w7 VIITIL, Psec A v Z—7 = A ZADEI) oA L A E v 2 kB L OEFLOT- D1

BT 7 L— MR ENET, (REBET 7 L—RE, VPNt v g v T L ICEHADERET
JBAAL B —T 2 A AFEBICAER LET, ¥4 F I v 7 VITIE, BEOD IPsec EX = Y

TAT vy arkEYhR—hL, AR—TICL > TIREINT-EHED IPsec b L7 X —%
ZTANET, ¥4Iy 7 VILIEF A F v 27 (DHCP) AFR—27 HHAR—FLET, ¥ A
FI I VTIA X —T = ZAEERT DI, FAFT I 97 VIIA VX —T = ZADIB
(13 =) ZZHRL TSN,

ASATVPNEYSavDHFAFTIVY VTl bURILEERT BHE

1. ASATHIET 7 L—h&2fELET (4 22— = A Rvirtual-Templatetemplate number
typetunnel) .

IOFUFL— NI, BEOVPNE Y g SEHATEET,

n

2. ZOT T — e bRV TA—FIZHEALET, 1 DOFEET 7 L— FEEED K
VANV TN—FIEATH I LN TEET,

3. AR—TF, N"TEDO MU RNVERERG L ET,
4. /\76\ixhj— 7%muuf£biﬁ—

5. ASA . (RET L —FrE2FEHLT, AR—27 LD VPNt Y a BT RICRE
T IBAALE—T A4 ABRENINHER LE T,

6. "NTiE, RWBT 7 BAAL X —T oA AR LT, AR—T LEDXAF IV VT b
FIVETESL L ET,

7. IKEVRXRHTVTIA V2 —T 2 A4 AP % T KAZ A X345 K 9512, IKEv2 route set interface
av RERELET, 2o+ 7y a itk brxEN LT% £9 %5 BGP £7-13/%
A=Y TOVIIA v Z—T = A ABD =% ¥ A MEEFREMENE N0 97,

8. VPNEtyvI a U BNRTTBHE, P&, NTIdstsd 2487 7 & A A >
H—T oA A&HIBELET,
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FEr L 1va—T420xEFE |

REF O RILSAVEZ—T A RADZEEEIE

AVTFXRARE—KREYSREY VY
s TN E— RTEIFR—FENTWHET,
« JTGRAAZ YU TIFYAR—FEINERF A,

IJ7A4T72+—ILE—F
N—T v R E—ROZLTYFR—FINET,

BGP IPv4 £ & U IPv6 DY 7R—
VTI # 4 L7- IPv4d B LN IPv6 BGP V—F 4 v &H P R— K L%,

EIGRP H7R—
VTI 4 L7 IPv4 B L O IPv6 EIGRP V—F ¢ » 7 &Y AR— L ET,

OSPFIPv4 £ & UF IPv6 D4 7R—
VTI 41 L7= IPv4d B L IPv6 OSPF L—F ¢ » 7 & W HR— s LET,

IPv6 DH7R—
cIPVv6 7 L AN ESINIZVIIZRETE ET,
VTI D > RIVIEEIL & b U RNVEERIE D HFIZIPV6 7 RV AZRETEXET,

e NRT N IP A=V a L EN L VIIIP (703N y hU—=F7 TP X—T 3 ) DR
DHAEDLER Y R—FENTVET,

« IPv6 over IPv6
¢ [Pv4 over IPv6
¢ [Pv4 over IPv4

¢ [Pv6 over IPv4

e hUXINVDOEETB IO L LTHR—FENDIDIE, HAIPV6 7 KL 721 T9,

o NURNWERTA Vv E—T oA AL IPV6 T RLAZHRETEET, horpilz i R
A PELTHEATAT RLRAEZEBETEET, HBELRWEA, 7 74/VFTix, U A
FNDIPID IPv6 70— 3L T RLAN R RV RiRA o b ELTHERHEINET,

s hUFNVE—FRZIPV6 & LTHRETEET, HELLEEA. VIIZALTIPV6 F T 7 1 v
JENRY T TEES, 2L, B—VTIOD bk fbE— R IPv4 F 7213 IPv6 DU
TNz £,
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B rer i os—TrqzoxssE

—REE R ERDTEEE

* LAN-to-LANVPN CH A F I v 7 7 U h~o e H AT v/ VT 2EAT 5613
&4T\/7vnb/zwwﬁﬁtﬁbi?o_®@¢i\7)7%7/7&&4+\/
INTIDOBENT 74N D N ZATNA—T5FHL LD LT 57D ELET,

WONWTNDEFEITTDHZ EEHERLET,
* LAN-to-LAN VPN % % A F 3 v 7 VILIZBITL T,
MED N RNTN—T RO ) T ey TEERHLET,

e VTI iZ IPsec E— ROATREABETT, ASA CTGRE Mo L E K TTLHZ 1TV R—
FENTWER A,

e NUHNA UV E—T oA ZAEFHTH T 7 0 v 7 I1TiE, E). BGP. OSPF., E7-1%
EIGRP IPv4 /L — F ZfEH T £,

CABZT A I RBIONTAFTI v 7 VIIOSGAEIL, HIPA X —T =2 A% VIIA V¥ —
T2 A AD R IV —=ZAIPT RLAE LTHERALAZWTLS &N,

 VTI ® MTU IZ, gL WA v 7 —T7 2 AWK U CHBHICRESNES, 7272
L. VIIZEGNC L% THERA v ¥ —7 = A MTU B H L7=841%. H L MTU
%E%ﬁ%#ékwmvn%ﬁ%mbfm%ﬁﬁﬁﬁmﬁéﬁgﬁ%biTo

cHAT Iy I NTIOSE, BRT I L AL 28 =7 = f AL, BESHE bRV RIETE
A G =T A ADD MTU PHALET, FORAEETLA X —T oA AEEELR
WIS, BT 7 AL X —T = A AL, ASA S VPN & v v a VEDREZ T AN D%
BA v Z—T A A0E MTU k& LE,

« AXT 4 v I NTLOWA, T3 AT K 1024 O VT 5% E T 9, VII & HE
THEIE, ROBREZBBLTLIZE,

enameif V' 7 A4 VX —T =2 A ZAEEGOD T, T/ ATEKETEDVTIOMEAZEEH L
iﬁ‘o

e IR—=hF ¥ RIDA L NR—f L H—T =2 A A nameif # % ETHZ LT TE EH A,
Lo Ty FURIVBITHEBDA A  R—=FF ¥ XL A o H—T =4 ZADOKIET
WAL, ZORAN—A L FZ—T = A4 ZADOFEITHD L EE A

« T N7 A= NN024HEBZ DA A —T 2 A AP R—FLTWDEHETYH,

VTI DEUIXED T T > N7 4 — L TEATAEZR VLAN OFUZHIRE S E T, 72& %
I£. 500 ® VLAN ZH7R—F LTWBETILDOEA, b 1A E01E500 0> Hi%E S
TeWBRA B —T 2 A ADEE I EIT 2 77,

cHAFI v I VTIOBE, AT I v VIHERENTZHRT VA LA v F—T A AD
BRENL, 1024 F213 7T v N7+ —LDOEFHA v Z—7 = A ZAFHIROWT DI
‘(“‘3—0

sVIHZIKED A=V 3 v BEOV2ESR—FLTEY., ML OEETE5E5EDM
TOT —ZEZEIT IPsec ZHFAHLET,
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« NAT ZiE T 20BN B 584, IKEBLWESP 2347~ MM, UDP ~v X —|Zh &L
fLEnET,

°IKEIJ’<JJ:U\IPsec@szF:L)7‘4 TV TZ— g 000, POV DT—Z T T 4y
TIZBR7e < . RIS —OBFAERNITONET, Zck v, VII b RUELEIZ
T LTREIZR Y F9,

e NUFNANTA—FZI1T. ETHAHDIKEVI £/ IKEV2 HAIE#RE L TEETALD
T HMENRDH Y FT,

. ']j‘/]) k Fﬁ b /211/7 /]/*‘7 @D IKEv1 T@i k /Z‘/I/@nu nEjitipT /57/1/.:Efﬁif%éia
B DD/FERIIETRT Iy v T REEHT I )ICRESNTWDIEE, IPT
R RPN DLRT AT ET,

Ry FICERESNLIET T RLAL VII D b RIVSEHEN R DA VIIHRTE L
e~y 7OREER UYEA L X —T oA AHIFEIELZENTEET,

VIIRHED T 7 4 v 7 ZHIfIT 2720, VIIA v Z—T = A AT 78 A/ —/L %A
THZENTEET,

« ICMP ping I%, VTI A > ¥ —7 = A AR CTHHR— I FET,

< IKEV2 "1 Rl VPN b U RILDET T34 A IKEV2 fREERAA b — REEE LY
A ASAITT ARA ALDIKEV2 b RNV EFENL TEEFH A, ASANRET T /A AL D
VPN b > RV EHENIT HI1X, BT 7 /31 AT config-exchange 3K % 5029~ 5 M B A
HFEI,

o XA F I v VILIZFHA BLOIKEV YR — K LFET,

FIAILEERE
e T 74V NTIE, VIIRREDO T 7 4 v 71k, +_XTHEE{LENET,

e VTIA V E—T 2 A ADT 74 DX T 4 L-ULZ0TY, X274 L~L
ERETHZ LT TEEE A,

VTl O HIRE IR

ASA 1T, VIIEEALDOBIZEX 2T 0 Z—F 22 (SGT) 7L —Lb &7y a2 ey
7L ET,

ZAF Iy 7 VILIZU T2 R —F LT EREA,
« ECMP & VRF
c I TAREY T
« IKEv1
* QoS
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A F Iy VII T, PR ELTREESNLTWRWE BHERA X —T (R &
T L F— R f v B —T 2 f ABRELTAAL ADTRTCDOA L H—T = A AT, IKEV2N
B2 £9,

VTI ko RILDERK

FIE

VTI b > RV ERET HITIE, PPsec 7A=Y (FF A7 r—L%v b)) ZEKRLET,
IPsec 7R —PILE BT 5 IPsec 7127 7 A IVEVER LT T, IPsec 7027 7 A LEF>
VTIA v H—T7 = ZA&ERLET, VE—FETI2IE, [ U IPsec 7 2R —H /L5 X N IPsec
T Ty ANNRT A=A ERELET, SAFXITLT— g 0%, TTDO R R NT A —
ANERESIND BB LET,

\)

6=

T, ROBIENFEEL ET

AHE =T 2 A ANNAF 2 JIZE o TREEOEEN N H—Sd e, WA X —T7 =
A ZTONL—FE, FTLWT 75 4 72T & O BGP BERBR A HEL SN A E THIR S

F3., ZOEEZ. BEVIIA ¥ — T oA ZTIFES LER A,

VPNBLIOVTI FA A COmFIZE L, WBlA % —7 = A X T BGP BBERIf% 2 Fi-D ASA

VIIRH D~ 7 v 7 T 5720, VIIA »Z—7 = A AT 72 Al A b %@ H]
THIENTEET, IPsec hr FAMBEFEINDTXTONRT y MR LT, ACL THIE
A B =T 2 A ALFA L E—T oA A% TF =y 7HTIZHATLHITIE, Fr—rLay
7 4 ¥ =2 L — 3 > F&— KT sysopt connection permit-vpn 2~ > K& AL E 7,

ACLZF = v 78 FIZASA 2T HIPsec T 7 4 v 7 A X —TNWITHZHDRD 2
<~ FEfEHTEET,

hostname(config)# sysopt connection per mit-vpn

WA B =T 2 A AL NTIA U H =T 2 A ZADEF 2 VT 4 LUV 0 DFE, VI A
S —7 x A AT ACL N EAH STV T, same-security-traffic 23X E S AL TV 2T uX e » b
LEHEA,

COBREARETAICIE., Fe— L a7 4 X2 L—3 g 2 E— RCintra-interface s | ¥t %
FRE L T same-security-traffic =~ > R&E{TL £7,

I OWTIE, AV H =T 2 A AN T T 4 v 7 OFFF] (AT E=2T) 2ZRLTLES
v,

ATy F1 IPsec 7aiR—H )L (hFv A7 —bL &y ) ZBEIMLET,
RATFw T2 IPsec 7277 A/LEBIMLET,
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IPsec 7OR—FL (F5oRT4—Lty b) oim [

ATw T3 VII o mAZBINLET,

IPsec 7AR—5I)L (FS2URTH—L Ty k) DEN

N AT —bTy bMI, VIIN o RZAVND T 7 4w 7 BT H-OINETT, Zh
X, VPBNINDO N5 7 4 v I 2 R#ET A0t X=2)F 4 Fr halt7iral) A0k vy
FTHY, IPsec 7R 77 A NNLDO—E L LTHHBEINET,

48 H RIS

o VILIZBEHT SN7ZIKE® v g &FREET 5101, FRiaF—F I3 EO WS
NaEHACTE£9, IKEV2 TiE, FERMGREEF R E F—0MEHT& 9, IKEvl & IKEV2
DODELLYE, VINHEHTA o p A —7 O TFICHRi A — 2R ETALERH Y
7,

« IKEv] Zff ] L7ZREEAN—ZADRBREICIE, A == —F THEHSND F T A FARA b
ERETLOMLENHY £7, VAR XIZOWTL, tunnel-group 2~ KT R T A MR
AV hNERETILERDHY EF, IKEV2TIX, /A =T —F L L AR X O FIZO0N
T, REEICMHEHT 25 T A hARA > N % tunnel-group 2~ R CHRETDHDLERH D £7,

FIE

XV T4 TV — g EHENLT AT ODDIKEY] F T AT —AFy M EIXIKE2
IPsec 7R —H L2 EBIML F9,

IKEvl h T v A7 —A vy hEBMLET,

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

51

ciscoasa(config) fcrypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
encryption TiX, IPsec 7—% 70—z Ri&T 5720 DK 5L TR EZHEE L £,
eesp-aes : AES & 128 By b F—ZHAL £,
*esp-aes-192 : AES & 192 By b F—ZHEH L ET,
« esp-aes-256 : AES & 256 £y b F—Z AL £,
e esp-null : BF5{b72 L,
authentication Ti&, IPsec 7 —# 7 u—%& RS 272D DI ST NA R E L £7
« esp-md5-hmac : /Ny ¥ =2 7= U XA E LCMDS/HMAC-128 ZfEf L £,

* esp-sha-hmac : /N ¥ = 732 Y XA E LT SHA/HMAC-160 2 H L F9°,
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B rsec 7007 4 Loiem

» esp-none : HMAC F8FE72 L,

IKEv2 IPsec 7' a2 iR—H /L 2Bl £9,

GE)
I0S 77y b 74 —LIZOWVWTE, IKER 7R 7 7))L a7 4Fab— 3 F—FTno
config-exchangerequest =~ > RZfEH L, REORKMD AT a v a7 18— M LET,
FEREIZ DWW T, Thttp://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280] %S L T 72X 0y,

o [Psec 7R R—HLOLFTIZELET,

cryptoipsecikev2 ipsec-proposal |Psec proposal name

1 -

ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

s crypto IPsec ikev2 ipsec-proposal 2> 7 4 F 2 L —1 3V E— RT, BFX2UT 4 T A —
S EtEELET,
protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

1 -

ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

IPsec 7O 7 74 JLMDIEN

FIE

ATy T

ATy T2

IPsec 7027 7 A LTI, FORBIED IPsec TR AR—VPFILEFIZ N T AT+ —AL By A
WCHHZNEREX2 T 7 baBLIOT AT XAREGENLTWET, ZHITLY, 2
SOH A FE VII VPN B°7 O] TE F = 7 723 lE S A DR SN E T,

TuT7 A NAERELET,
crypto ipsec profile name

51

ciscoasa(config) #crypto ipsec profile PROFILEL

IKEvl £721XIKEV2 7 e R —Y L a2 ELET, IKEVl b7 U A7 4 —A v b EZITIKEV2
IPsec 72 AR—HFLDONTNNEBINTE F 4,

a) IKEvl 7274 —Ahty ha@ELET,

« IKEvl 7' 2R —Y L EET 51X, cryptoipsec profile 2~ K 7 E— K TRD =
Y REANLET,
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| EEroFLA2E8—T4R
IPsec 707 7 1 JLDENMN .

set ikevl transform set set_name
Z OB SETL X, LAENC/ER S 7z IKEvl e ARN—%/1 &y FTT,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7B R—PLE2RELET,
« IKEV2 7' B AR —H /L& ET HITIX, cryptoipsec profile 2~ > R ¥ 7 E— R TRD =
~ RaE AN LET,
set ikev2 ipsec-proposal 1Psec_proposal_name
ZOFITIE, SET1 &, BARMCAER S 7z IKEv2 IPsec 7' 1 AR—H /LT,

ciscoasa (config-ipsec-profile) #set ikev2 ipsec-proposal SET1

ATwT3 (TR tXa2V7 4 7Vv=—varyOffEEELET,
set security-association lifetime { seconds number | kilobytes {number | unlimited}}

1

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

ATy T4 (LE) VI hr ROz VAR L L LCOREET D LI ICRELET,
responder-only

sVTL F o RNV D—iiik VAR X L LTORMETALIICRETEET, LARVAD
BHDHE, PR ELIIF—FAMREEEBELEE A,

IKEV2 ZHHATAHEE. EXa VT 7V x2—2a D534 744 LHIE. A=
T—ZADWPsec 7R T 7 ANDTA TEALMEL YV RELSEBEELET, 295FT52 LT,
A = 2 —HAITCOEFRF—FHERIMEE S, PO T v RENMEZNE T,

« IKEvl 235 &, 10S Bk 7eTF ¥ x /b F— REHFHR— K L TWRW=H, 10S X
IV AR ZDBDE—RIZRY £, ASAlL, A=y x2—% tviar, F—0OH
R £97,

o f =T — A IOF—FHEMRORENTHOES, VARV EDHOE— Rafiifkl T
SA DFENL Z T AN T DB, VAR FZDHDEGDIPsec 7 A 7 X A MEZ BRI LT
AR &2 B & £,

RATvF5 ({LE) PFS /' L—7%48E L £, Perfect Forward Secrecy (PFS) 1%, Bf b S iz 4222
WL, —Botyvary F—Z4ARLET, ZO-HOEy T a Ly I HIT,
#ReDE SN OREIINE T, PFSEERET HITIE, PFSt v a v F—% A3 DRI
¥ % Diffie-Hellman ¥ —3&H 7 /L 3V XL ZRIRT L2 M0E R H Y £3, F—HETLITY X
LiF, PPsecEFXF 2T 4 7Y vxm—v gy (SA) ¥—ZAERLET, £/ 0—7Tid, &7
LA RAOBENMEH S NE T, BERREWVIEEEX 2 U7 o Vb S E T3, BRI
MNE<L 720 £, Diffie-Hellman 7 /L — 7%, Wi FOET T—HIELHILENH Y £,

set pfs { groupl4 }
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1 :

ciscoasa (config-ipsec-profile) # set pfs groupl4d

ATYT6  (EE) VTI b R VEER OB T 2 EL ERT DO R T A MRA V FEIRELE
B

set trustpoint name

51

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI

ATvT1 (EE) ZOIPsec 7077 A NVDYNR=ZA =K fPx2 a2y (RRD ZAML, Y
N—Z2N— R EHAF Iy ZICERELET,

set reverse-route [ dynamic]

1 -

ciscoasa (config-ipsec-profile) #set reverse-route dynamic

VIl 4 22 —2J 24 AMDIEN

HLUWVTIA v Z—T = A Z&AERR LT VTL U RV ZHESLT HI21E. ROFNEEZETLE
ﬂqo

\}

CE) 777472 FRNAAOL—=ZPMERTERNEEIT hrr a7 v 7 LSRR T
B, IPSLA #5324 L 97, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] @™ [Configure Static Route Tracking| #ZM L T 7Z 30,

FIE

ATFYT1 LR R A B —T A4 ZAEEFKRLET,
interface tunnel tunne_interface_number

FoxVID % 0~ 10413 OFFATIHELE T, mAK 10413 D VTI A X —T = A ARV R—
rENET,

&1

ciscoasa(config) #interface tunnel 100

ATFY T2 VIIA v Z—T A X DL4HTIEASTLET,
interfacetunnel =~ > K %7 — KT, kOa~vr KE A LET,

nameif interface name

1 -
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ATy T3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

viiqva—2z4z0iEm

ciscoasa(config-if) #nameif vti

VIIA v # =724 ADIPT RLAEATILET,
ip address |P addressmask

1 -

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254
KRBT T — "R T AA v X —T 2 ADIPvA T RLAFEILIPv6 7 KL A& AT L
F7,

FNRA ACREENTOWBEBEOYHA L X —T 2 A ANV —T Ny 7T L AZ@RTE £
T, BT T — " b EMEINT-TXTORBT 7 8AAL v B2 —T A A%, BLCIPT
RLAZFESZ LI £9,

ip unnumbered interface-name

ipv6 unnumbered interface-name

51

ciscoasa(config-if) #ip unnumbered loopbackl
NNV EETEDOA v H—T = f AEEELET,
tunnel sourceinterface interface_name

FEETLA L HA—T oA AL LT WAL Z—T oA ADN—T N I A F—T = A%
ATx£4,

1 -

ciscoasa (config-if) #tunnel source interface outside
N RNGEHD P T RLAZRELET,

tunnel destination ip_address

1 -

ciscoasa(config-if) #tunnel destination 10.1.1.1
ko RZ bRV FB— K IPsec IPv4 3% EL £ 7,
tunnel modeipsecipv4

51

ciscoasa (config-if) #tunnel mode ipsec ipv4
o RIZ IPsec 70 7 7 A NV EEID Y TEF,
tunnel protection ipsec IPsec profile

1 -

ciscoasa(config-if) #tunnel protection ipsec Profilel

AEF 4 INTIA LV E—T A ADNT T 4w 7B LT ZEE) YK TES,

tunnel protection policy acl_name
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TR A ML, 1 DFRIFEBOY A MLV I EEDDLENTEES, ZDavy
RERELZRWEAE, AXT 4 v 7 VTIA X —7 xA AT any-any B L 7 X ZHEL 7,
BT 7 4V OEHWETT,

51 -

ciscoasa(config)# access-list Spoke-to-Hub extended permit ip 209.165.200.225
255.255.255.224 any
ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

51
ASA & I0S /834 ZADM D VTI oV (IKEv2 Z#EH) DR EH

ASAL]

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prf sha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

10S [J

crypto ikev2 proposal asa-vti
encryption aes-gcm-256
prf sha512
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group 21
!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

BAFIINTIA B2 —T 4 ADIENM

AT Iy 7 VILOERMAT 7 b— M BT 2123, ROFIREZTVET,

\}

s4+zvovmava—7z4z20Emn |

GE)

FIE

&

TIT A TRV RNVNONL—EZPMEATERNWE X RV ET v 7 LIZIREEICR DT

», IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] ZZM L T 72& W,

1R BRI

IPsec 7077 ANEPT T NRN—R AL EZ—T oA ANRRESNTNDHZ & 2R LE

B

HLVERT T L — R EERLET,

interface virtual-Template template_number type tunnel

template_number |%, A7 > 7 L — NMEHF OF ST, #PHIL 0 ~ 10413 TI,
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RErRLAVE—Tz4R |

B s rsvomars—ozqzmeEm

ATy T2

ATvT3

RTv74

AVHE =T 2 AR T T =R NIvy v NETUVRETIIZRWRERSY £, BT 7
L— FOYA/RNT A—=Z IO LB Y TY,

e H—T A RE

e N> /L IPsec E— K

e RV IPsec 77 7 A )L

B -

ciscoasa(config) #interface virtual-Template 101 type tunnel

HAFI v I VNTIFBT 7L —h f o F—T =2 A ADLRIEETLET,
interface 2> 7 4 X2l —L a3y F—RT, kOa~vy REFEHLET,
nameif interface_name

ASA 1T, AT 7B AL B —T7 = A A% <Virtual_Template_ name> va<n> & L CENKICIERL
LET, HE2E BT 7L — hOARINAVTIIO0 OBE, (RIET 7B AL v H—T = A
A1 dVTIN01 val, dVTIIO0l va2 7e Ei272 0 £9°, (KT 7 L— ME AT T 58551%,
shutdown =2~ FEFEH L TERT L —F 2T vy N T UTOILERH Y 7,

1

ciscoasa(config-if) #nameif dVTI101

BT o FL— bR THA B —T A ADIPvAT RLZAEZILIPV6 7 RLAZRIEL
ij—o

ip unnumbered interface-name

ipv6 unnumbered interface-name

AT T L—MI, EEOYEA 2 —T 2 A ZADIPT FLAERIIT A RTREESN

TNV—T RNy 7T RLVAZMKCEET, (KT 7L — M bR EIN-ZT X TORMET 7
YA F—=T 2 AE, FWLIPT RLAZESZ L1220 £,

&1

ciscoasa(config-if) #ip unnumbered loopbackl

(FEE) P ARNVEETA VA —T oA AERELET,

tunnel sourceinterface interface_name

RIEBTXA L E—T A AT, WAL Z—T oA APN—T RNy 7 LB —T x4 ATT,

ASA L, P FRIWIEEILIP T RL AL LTERESINIZA VU H—T A ANDHDH VPN & v
VarEREZITIANET, TOAH—T 2 AERELRWEGA, ASAIIMEEDA X —
T2 AAPBZE LI VPN Yy v a VEREZZITANET, (KT 78RS 2 —T (R
I, RESNIZ M RVIEETTA VX —T = A A MTU 2K LES, Loty a v
EAMILRWEE, IR T 78 A 2 —T =4 ZF, ASA VPN v 3 v ERAEZT
ANNDEETA VX —T = A AEH MTU ZfkK L £,

1 -

ciscoasa(config-if) #tunnel source interface outsidel
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ATy TH

ATvT6

ATy 17

ATvT8

s4+zvovmava—7z4z20Emn |

bR NAREE— R& IPv4 7213 IPve & LTHREL £7,

tunnel mode ipsec {ipv4 | ipv6}

15'] .

ciscoasa(config-if) #tunnel mode ipsec ipv4

kR IPsec 707 7 A NV EEID M TETS,

tunnel protection ipsec profile ipsec_profile

ZDIPsec 717 7 AL, REOR T T — 3 NI ETe IPSec/IKE /3T A — X &% E L
£,

11

ciscoasa(config-if)#tunnel protection ipsec profile Profilel

BT T — e PR N— T LET,

tunnel-group tunnel_group_name type type

tunnel-group tunnel_group_name ipsec-attributes

virtual-template template number

[ UAAET > 7 L— b O R XAV A—TICEAT 5 2 L3 TEET, ASAL, RAET

VAL —FREFEALT, VPNEy g D EIEBORET 7B AL X —T = A AEVERK L
F7,

B -

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121
ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

NN TN—TDEAFT I I N—T 4 T HHAIMLET,
tunnel-group tunnel_group_name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2routeacceptany =~ > RZfEHT 5 &, ASA 1L, IKEV2 &HHIZZ G L72T_XTD kv
INAE =T 2 A AP T FURAZZTAND ZLWARBICRVET, 774/ FT, 2O
FT v a AFANTIe o THET,

ikev2routesetinterface=~ > &+ 2 &, ASA T, IKEV2ASHAFIZ bRV A X2 —T =
AADIPT RLAZRETEDLICVET, 2047 a2k, BGP A bRk
B CHRE T D720 D VTI A v F—T oA A D =F v 2 FNEGERREENAGINC R0 £17,

BGP/OSPF/EIGRP Z i L C, b R TN—TIZ%F L CEIWL—T ¢ > T INEDT 72> T
FT, WAET T L — R ERELILE, VII XV ENLTT A AHOX AT v 7 VTI
N7 4 TN —T 4 T TDBEINN—T 4 TR —%RETHLENDY £,
T BB b SN N T 7 4w VBT A[T AT 7R ay ha— I — L AR IET HMEND Y
£7,
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1 :

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #ikev2 route set interface
ciscoasa(config-tunnel-ipsec) #ikev2 route accept any

RERRILAE—T A4 ADBEBREEFE

DY H— I

HEER 1) 1) — | BBETER
3
EAF I 7R |9 19D | XA F v 7 VITEER L, ZNEEHL T, NI TV RAKR—7 hARe Y TL—h
FNA B —T A A R—=Z2ADH A "Ml VPN ZRETEET, AT v 7 VILIE, KREWEELREZERT A
DY R—k TT Y RAR—VBETOET OREREZICLEST, NTOERDAZT v
VI 2R —D XA F I v 7 VILILEZ I D LR TEET, NTOMRELET
B, FILWAR—Z 2T BNt 1,
FH/AER SN2~ 8 interfacevirtual-Template, ip unnumbered. ipv6
unnumbered. tunnel protection ipsec policy
OSPF IPv4 3 X UV IPv6 | 9.19(1) | VTI #% @ OSPF IPv4 B LV IPv6 L—F 4 77 haLzHR—FLET,
DY HR— K
EIGRP O H 7R — b 9.19(1) | VTI # 1 @ EIGRP IPv4 5 KON IPV6 L—T ¢ >/ 7' b L& R — h LET,
22T 4w I BIOX |91 | N—TF Ry A B —T 2 A AEVTIOEETA L —T 2 AL LTHRETX S L
Ay 7 VTIDNL— ATV FE LT, BHICRESNZIP T RLADORbYIZ, V=T Ry A F—
TRy I A F—T = T2 ANBIPT RLVAZMAT I R—FbBIMENE LIz, V=TT (v
A ADHHR— b H—T A AL, NABEEDOTRIZESLEET, f X —T A ANKX DT LI
B N—T Ny f =T 2 A AZENETOLNZIP T RUAEFEH LTI T
DA LA =T 2 A AT 7 BATEE T,
HFHR/ET SN2~ K : tunnd sourceinterface, ipunnumbered, ipv6unnumbered
a—HL k1D [917(1) | ASA 1%, ASA 7 NAT DF5#%IZHEELD IPsec b F/L%FiH, Cisco Umbrella Secure

Internet Gateway (SIG) IZHft CE 5 L HICT 5, —HOrR—I/L MR ID &4
A—FLTWET, 2—H/LIDIL, TXTHO R RADTa—r0L D TiEARL
IKEV2 Fo kLT EIC—BDOID 2R ETHEDIERENET,

B/ S iz =~ > K local-identity-from-cryptomap .
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wE Lo va—T 1 20ueEE ]

HaE

iy

yy—
S

HEEEHR

ABT 4 v 7 NTITD
IPv6 OV HR— |k

9.16(1)

ASAIZ., BN A v B —T 24 A (VII) OFETIPV6 T RL A &%HHR— KL
TWVET,

VTI bV RNVERETTA U H—T = A ATiE, PRV KRS R ELTHATS
LOIWEETEDIPV6 T FLAEZRETEXET, M RAVEELA VF—T =1 AT
BHDOIPV6 T RLANRDLGEIE. HHT 57 FLAEZIRETEET, HHELRWE
éﬁ\UXb@%@@wm7m%ﬂw7vaﬁ?7ﬁwkfﬁméhi¢o

hy?w%wFﬁ\mﬂitimmwwaﬂTT L, hRLVET T4

2T D121, VIIT TRESNTWDLIPT RLAZA T LERICTHIVLERH D F
TO IPv6 7 RLAE, VIID o RAKETA v F—T = A AFET2I1E b RINVBEA
VH—T 2 RAIZEIN B TCHENTEET,

B/ S 7=~ K : tunnd sourceinterface, tunnel destination. tunnel mode

FTRA AT 1024
HOVIIA v H—T =
A ZADHHR— b

9.16(1)

TN, AR ETE D VIT ORI, 100 H225 1024 Ei2#8gmLE Lz,

TT b7 =N IR4EEBZ DA A —T 2 A AP R—F L TWAHAETH,
VTI OEIZEDT T v N7+ — LA TREATRE’: VLAN OBUZHIR SN E T, 7= & %
X, ASA 5510 1% 100 fHl(> VLAN Z %7K — K LTWAH72H, b2 F80% 100 2 5 5%
ESNTWERA V2 —T oA ADBEBIWEITR D £9,

FRV/AER S Nma~x s Rl

VTI TDDHCP Y L —
P A=Y

9.14(1)

ASAIL, A & — 7:4%%%&?5meuv—%—ﬂ—&bfvn4y&—7i
A RABRETHZEEARERIZLET,

WD~y RPEREINE LT, dheprelay server ip_address vti_ifc_name,

VTI T® IKEv2, LA
ER—-RGEE, BLW
ACL OHR— |k

9.8(1)

AR A Z =T = A X (VID X, BGP (F##H VTD) Z¥R—FrF2 K512
&Dibtox&yF7uy%%Fkﬂ47N4?EJ%4%%PT m&a%ﬁ
FATEET, IPsec 7R 77 A MR TARRAS LV FERETHI LI . RERE
NR—=2DFFEEHEHCEET, £, A b 774/7%74w&)/7¢6
access-group 2~ RZMFH LT, VII EC7 7t A VA 2T TEF
R

IPsec 7277 A)LDary7 4 FXal— 3 F— K|
7z, set trustpoint

RO~ RREASHEL
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7 xzA A (VII) O
R—k

HEBES 1) 1) — | $BETEIR
z
A2 2 —(97.(1) |ASA DS, REB RN A v Z—T A& (VI EFEHINAB LWGHERA ¥ —7 =

A Ao TifbENE Lz, VINZIET ~DVPN b R EFT-OICHH S E
T T, PRV OFHEIRICEEE STV D IPsec 712 7 7 A LV EFIH Lo L—
F _X—ZD VPN ZHHR—FLET, VIIZFEHATLZ LIk, B~y 70
TI7RAVARNERELTA VI —T oA Ry BT TH ENAREIZRD E
R

WD a<y RBREAINE L7z, ayptoipsecprofile, interfacetunnel, responder-only.

set ikevl transform-set, set pfs. set security-association lifetime, tunnel destination.
tunnel modeipsec. tunnel protection ipsec profile, tunnel sourceinterface,
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