BEAN—ZAD7T 7 A HH

JBIEITRRETHHAT IR~ RENT=Fy hT—7 A7V F T, Cisco ASA iRiE
T. VMware vCenter D&%t VMware ESXi BeEE D 1 UL LD~ o BT H 15
N7 490 % 74 NEY U TT5H0IC, BEEERUEHACTEET, BIEICED, 1 2L
roEMEXET OB~ DI N—TNED T 7 4 v 7R —%E Y THT /&
A ayha— Y AL (ACL) 2EFTDHIENTEET, ESXiBBENOEE~ > 2@
ZE ) MCT, HTTPS ZffH L C vCenter £7-1% 1 DD ESXi 5 A MI#HT 5., Bt —Y =
VEERELET, ==Y ME DT TIA <V IP T FLAICHEEDEMEICE
WS 1O EDOAS T 4 o T HERBIOERE L £,

BER—207 7 2HENL, TXTON—RU =T FT7v b7 —2s &, ESXi. KVWMF7=
IZ HyperV /A /RN— A P TEHET DT XTASABFEDO T T > N 73— A THR—FEE
T BYEX, BESXi A =g H ETENET DR~ U b DA TE £ T,
cBHENR—Z2DR Y NI =2 F T2 bOTA RTA Y (13—=)
s BHER—20OT7 7w AHIBEOFRE 2 2—=)
e BMNR—2ADFR Y NT— FT V2 FOE=HY T (10 %—)
e BMER—2DT 7 AfEHOBRE (11 _—)

BUYAR—ADRY cT—=0F T2z FDHA K4V

IPV6DHA K51
«IPv6 7 KL A%, vCenter TiZ, mA DI LTIy E LTHR— N TWERA,

fIPV6 X, (R~ DT FGA<UIPT RLANIPV6 7 KL A TH LM~ DA
FTHHR— b ShET,

ZTDOMOAA F54 2 EFHIRER

e NF AT HA N T NIV AR—-FENRNFERA, BER—ZRDOR Y NU—F ATV
7 M, v NE—FR arT XA NTORYER—FINET,
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BHEA—2OT 7 R4 |
B =ir—zo7sexsmons

s BHER—ADR Yy NT—7 ATV x7 ME, A~ DT T A< T RLASDNA
VROBZBEYR—NLET, H—DOFEE~YT Y EOBEED VNIC ~D 3 A > RigHR— K
INFEH A,

e BMENR—2ADR Y NI = FT V=l NI TV RBRA ITA—TERATHAT V=7 b
IZDOBBRETEET, ZOMOEEE (NAT 2 F) OO0 Ry NU—27 A7V =7 M
PR—hENhEHEA,

evCenter (IZ7 7 A4~V IPT RLAZMETH7=0I120%. IKE~ >0 VMware Y —/L % #E
ITLCWDRERH Y F7, BEOERIX, vCenter A~ D IP T KL A% H- T
WAEETRWE . ASA TSN EE A, ZHL, vCenter DFFIEHIE T,

e BMNR—2D Ry NT—F ATV =7 ML, Amazon Web Services (AWS) % 72 1% Microsoft
Azure D/XT7 V) v 7 757 FBE TR — S EHA,

BEN—ZADT U £ AHHDERE

WOTFNEIE., VMware ESXi BREEN OB R ZOEIE~ v ETRMER—ADT 7 & AH|# % 5
1T 57200 B2zl LE7,

FIE

ATy Tl BHABRORB~Y NCHAZ DB Z A T LEZEN Y B TEF, vCenter IR~ DB
PEORRE Q=) 2B LTI EEN,

AT w 7T 2 vCenter V' —/S"—F /2T ESXi R A M TAHZODEMTZ—V 2 FERELET, VMJE
Mr— 2 PORE A=) 2L T &N,

RATY T3 REAF—DIUERBWUN—2ADX Y NV =2 AT V=27 PERELET, BIEN—20
Iy NT—=7 3727 FORE (63—) 2R LTI,

ATy T4 TR arba— )L UZAREA—LEBRELET, BERX—ZADRY N —7 F 77
FNEFERA LT 7 AHIEORE (8 2—) 2L T EEN,

vCenter (RAET L U DEHDHRTE

B~ NI AL BDOEMES A T EEEED ST, ZNOOREEZ Ry NV—7 AT V=7
MZBEMITET, T2, ZNODOBEHR—2AD%y NU—2 A7V 27 2R LT, 4t
WOL—F —EFZORE A > HORIE~ Y T ACL # BT 52 ENTEET, 22 %
X, BAREDMBE L~ V2T ANV U NBREELEZY , ([~ v a2 7ny=7 FBX
WERIFSEATINA—A LT ENTEET, ASAREMEEZFEHAL T~ %
FE=H—TEDH LT HITIE, vCenter WEFX RO~ U b EMEZEETEH L9
T HRENRHY £9°, 9T 5I121F, vCenter DIRAE~ T > @ [Summary] ~— U2 & % [Notes]
TA— IR T =~y hENTEZTXAN 77 A NVEBALET,
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[Notes] 7 4 —/L FIZOWTIE, ROEESRRL T 2SIV,

1:vCenter DRFET > > @ [Summary] 3 T

Gefting Starled = Summary  Momber  Marage Related Obcts

= WM Hardwars
¢ CPU 1 CPLUs), O MHE imad

¥ Memory L 40048 MB_ 81 MB used
#  Hand dick 1 40,00 GB

¢ Hebwork adaphes 1 WA WLAN 328 [

e COVDVD devwe 1 Dusconnesched v.

= VM Storage Policies

VM Siorage Poloes
WM Siorage Policy Complance

Last Chascload Dhale

veenter 2w > o oEt0HE [

3 Flogpy drred 1

¢ Video casd

O

Compabbility

Advanced Configuration
EVC Mode MA

wApp Details

Adkdkbonal Hardwang

» Tags -

This k=t 12 eemiply

*  Related Objects

AL LEMEEEET 5121, @7 +—~ > h L2 XML 7 7 A V& {F8~ 2 @ [Notes]
T4 = RZav—LEd, 77 A NVOFRITKRDOEEY TY,

<CustomAttributes>
<Attribute type='attribute-type' value='attribute-value'/>

;}éustomAttributes>
FEO2ITRAZBEVIRT &, B~y NIEBROBEZ ERT AN TE LT, K17
12X, —BORMEZ A TEH1IDOULIEETERWVWIZ LIZHEENMKLETT, RUBHY A TE2HE
BOBHMETERETDL L., TOHE, YORBMEZY A TONRL U KT v 7T — Mok, 20
BIOMEN EEX INET,
LFHOBHEEIZOWTIE, A7 V=7 FEFRICEEMTON TV AEIL, <~ D
vCenter [IZHE IN DM EZERIZ—H L TWAMERHY 3, =& xiE, JBEMAE BuildMachine
WX, A~ DT )T —3 a3 UMETH B buildmachinelZiZ—H LEH A, ZOEHEIZHONT
I%. host-map [Z/31 > RABEMESNDZ &1TH 0 A,

1 o077 ANVCEADBIES A T EEERTHZ LN TEET,
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FIE

ATvF1 vCenter £ X U InBAME~ Y @I L £,

ATy T2 ZOFEMB~T O [Summary] # 7 &7V v 7 LET,

ATw T3 [Notes] 74— /L KT, [Edit] V> 7%&27 U v7 LET,

AT v 74 [EditNotes] Ry 7 AIHAX L@EDTHF AN 77 ANVEEVMITEST, 7FA N 7741

[ES

1

XML 77— D7 3 —~<v M TWHBUNENSH Y 7,

<CustomAttributes>
<Attribute type='attribute-type' value='attribute-value'/>

</CustomAttributes>

ATy 75 [OK] &7 Vv 7 LET,

1

WORNE,  Trole] LW lproject] ([ZXf L TH AKX LA@gMEERT D, KA~ >~
OFHARATRELEENC 7 +—~ > FENTZ XML 7F A N 77 A V&R LET,

<CustomAttributes>
<Attribute type='role' value='Developer'/>
<Attribute type='project' value='Alpha'/>
</CustomAttributes>

s, ~ E =
VMEHEITI—2 FDERTE
vCenter £7-1TH—DESXi " A M EBET A2, VMOEHODTZ—Y 2 PERELET,
VMware BENORE~ A2 BEREID S TOHND &, BEZ—Y 2 ME. EOBRMESEK
EINTZNERT A vE— % vCenter (2158 L. vCenterld, —EI 2 EMX A 7 INRE I
TWATRCORE~ T NI T I,V R T v 7S — FTRELET,

VM B —2 = k& vCenter 1X, NA VR T v 75— FORWE RO L HIITWET,

TVl MRFHLWEM XA TGt ) VA NERITTDH L, vCenter 1L, ZDJEM:
AATHRRESNTVDETRTCONA~ T T HEAAAS VR T v 7T — & LE
T, T, BHENBMEZIIEATE I ND &, vCenter DADH LVWSA o REFAT
Li‘g‘o

s B X —XEDOBMN 1 S LR~ ETEREINDE, XAV R T v FF— |
Ay B—UNZEINFET, EXA U F A yv—ViF, BEEZEEST 28~ 0
IP7 RLARICE>TERMIENET,

cHEHDBMHENR1 SO —T 2y ML TE=X—INTWAEES, 1EORL LV R Ty
7T — MIEEBE~ DT R TCOE=HF — R R EEOBRIEDEN G ENE T,
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ATvT1

ATy T2

ATvT3

ATvT4

wEtz—srrozz [

TV MIEOTE=ZH—INTWDER/FEEDEMN, HAEE~ T NUIRESINT
W@P%Q\%@ﬁﬁvyyﬁowfﬁ\N4VFK@;@@@ﬁ#aiﬂi¢o

¢« HOWHES L NIET = H —HROBEMENFE o 72 < REZINLTWRWEE . vCenter 13731
VR Ty FTF— b EERELET A,

KBYET— 2 ME, 190 vCenter 721X ESXi RA R EFIFBELET, 12D ASA T
TEHORET— 2 FEERTE, FNLENE 725 vCenter EBE XD, 2138
BoEto— > F&2FE L vCenter LIBESHAZ N TEE9,

FIE

vCenter L HET 272D VM BT — = > M & fERK L £ 7, attributesource-group agent-name
type agent-type

51

hostname (config) # attribute source-group VMAgent type esxi
agent-name 51413, VM BMET=—Y =2 FOLARIEIRELET. typesldit, BT —Y =
FDZ AT TY,

GH) BUE, YR—baNdo—Y =z h A TILESXi DA T,
vCenter 5 A k 7 LT v ¥ /L& E L E7, host ip-address user name ESXi-username passwor d
ESXi-password
i

hostname (config-attr)# host 10.122.202.217 user admin password Ciscol23

vCenter l{ED X —77 7 A4 TR EZHTE L £ : keepaliveretry-interval interval retry-count
count

51 -

hostname (config-attr) # keepalive retry-timer 10 retry-count 3

TI7HNDOX=TT TAT F A ~—fEF, 30 BREKETORRIT 3 ETT,
VM BT — = MR E X RS L £, show attribute source-group agent-name
£

hostname (config-attr)# sh attribute source-group VMAgent

Attribute agent VMAgent
Agent type: ESXi

Agent state: Inactive
Connection state: Connected
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B cic—z0ryro—s 4700 toRE

ATy TH

Host Address: 10.122.202.217
Retry interval: 30 seconds
Retry count: 3

[Agent State] (X, Xy NV —27 FT7 V=7 FaREL, £OAT V=7 FEBEEMNT T 5720
DRMEEZIRETDETT 77 4 712720 ¥ A,

BEor 74 X¥al—TaryEB—REKTLET, eit
1 -

hostname (config-attr) # exit

BUA—ZADRY NT—=0 T2 FDRE

ATvT1

ATy T2

ATvT3

BIER—2ADXy NU—7 7 V=7 bE, VMware ESXi BrEiND 1 DL LD~ v iz
BEAMT O TOWBEMEICIE LTI 74 v 7 T 42 VT LET, T7E8Aary ba—
LU AR (ACL) ZEHTHIZ, 1 U EOEHEZIEAETARB~Y Y T —TNbD T
T4 IR —EIEETEET,

7= & 2%, engineering B ZFio~ v kL Ceng lab J@MEE RO~ o ~DT 7B RAEFF
WTHT A N—NVERETCEET, Xy NU—IEHERZ L D=T VT v T
RA—_R—=ZB - HIRTE D — T, EXa2 ) T4 EHECL > TEHSND X2 T4
RY—IE, 77 BA =2 FETEH LR TH HEWICHEH S kel £5.

FIE

ATl N TN—TORBEEAI L E T, object-group-search access-control
1

hostname (config) # object-group-search access-control
BER—ADORy NT—2 A7V x7 FERFET DHITIE, object-group-search & H N7 5
ERbHY E£7,

FTV =2 NAEHERL T, BER—ADORy NU—2 7T/ NARRELITREL E
9, object network object-id

&1

hostname (config) # object network dev

F7V 2l MCEEMT D=V b B AT BIOBMELZTEE L £, attribute
agent-name attribute-type attribute-value

1 -
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Br—z0%y k79— #70zs torE i

hostname (config-network-object) # attribute VMAgent custom.role Developer

agent-name %, VM JgMtro—2 2 hAEELET, VMBHT—Y 20 FORE 2SR LT
<TEEW, BESNTWARWEETZ—Y 2 MEEHT LI ICEEN—ADRXy NU—2 F
Tz VERELEGA. ZJVT vy vin/el, T74NNOX—TT T4 TlEEFROT
L—AFRNE === NPHBIMIERESNET, 20—V M, host 7 a~r
REFEHLTHERA RN LT UV AREZ6NHET, [J LT vy UEHRA] OREN
EExET,

F 7=, attribute-type & attribute-value D7 1%, —EOEMEEZEFR L E T, attribute-type |Z(EE
DIXLFHNT, custom. LW ) F LT 4 v I ARFENTOWDORNENRS Y £, RUBEEY A7
EEBOBME CERRBEIERT 5 L. KEICERSNIZETZORIOMMR LHEE SN ET,

1

WOFITIE, BIFE I NV—T%FK L, [Developer] &\9 B — /L& FFOREMES—ZAD
*/ FNO—2 FT7 27 b, dev 2B L TWET, VM EBIETZ— = i vCenter

L@ L. customrole W) BIEIC—EHT DT X COFEE~ I A S v REELE
j‘o

hostname (config) # object network dev
hostname (config-network-object) # attribute VMAgent custom.role Developer

WO TIE, 7A K ZN—7%FK L., TlAutomation] &\ 9 a— L& EDOEMHER— R
DFxy NI =7 FTVx7 b, tetZE L TWET, VMEET— = > MTvCenter
LiE(E L. customrole &9 BIHEIC—HT 5T X TORE~T > DAL RERLE
I, UL, B O ER U~ DY A R THDZ LITHEELTLLEEV,

hostname (config) # object network test
hostname (config-network-object) # attribute VMAgent custom.role Automation

WOFITIX, Yuv=s N ZA—T7%F&L, [Alpha) &) — L EZRORMEN—
ADFy NT—0 7= b, project ZER L TWET, VM EE=—T = ME
vCenter & 185 L. custom.project & V9 BIEIZ—ET 5T X TORME~ DA K
ERLET, —HOYT ANAHEBOBENEEL TWDLZ LIZER LTSN,

hostname (config) # object network project
hostname (config-network-object) # attribute VMAgent custom.project Alpha

ROBNL, T 27T 4 TIRRETEREY 7 =2 FBRETO VM g —2 = > b &R
L/ij‘o

hostname (config-attr) # show attribute source-group VMAgent

Attribute agent VMAgent
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B Eitr—20xy ro—5s 4TS FEERALET Y £ RHBORE

Agent type: ESXi

Agent state: Active

Connection state: Connected

Host Address: 10.122.202.217

Retry interval: 30 seconds

Retry count: 3

Attribute requests pending:
'custom.project'
'custom.role'

BHER—ZADRY b I—9F Tz bEFRLE7 I EXFHIHDE

X

ATy I

BHER—20%y NI =27 A7V NI, 12U EoBEEIET A~ D V—T
MED T T 4w 7 IR LTT VR arybe—n UR L (ACL) 2EHETDHEXfFHT
EET, TI7ERVANMI 1 9FERITEHOT 78X 2 fr— = MY (ACE) TH
MENET, ACEIZT 7R URAMDH—T U M T, L—LOFAEITHES (X7 v b
OEEETIZ Fr v ) ZRELET, B, FaEi3EG LV — L o@EHdgIL, v ha
N, BETLEBIOSEEDOIP 7 RLAE IRy U —2 T, HEIZE U TEEFTE L 06
A— MRS ET,

BHER—2ADORy NI —2 A7V N T DL, BHMELEITSEDIP T RLAZ D
NEOAT Vel MIBEBEZHZAZ ENTEET, KB~ URNEA, BHE), E2EELESR
HE, AR~ FORBMHIIEFR SNETA, Y ToNT 7B RAHIEARY —1%, FHE
AR LR THIR Tk TE 7,

ACL IZfERBEER T _RTOA T a3 LIZoWNTiE, ACL OREEZSHR LT X0,

FIE

BYMR—2ADR Yy NI =7 A7 V=7 FEMEH LT, I ACL = MY (ACE) Z1EAkd &
OREE LE7, accesslist access list_name extended {deny | permit} protocol_argument object
source_object_name object dest_object_name

i)
hostname (config) # access-list lab-access extended permit ip object dev object test
GE) R — BRIV IR L ET,
WROF T a PN ET,
« access list_name : #iBl £ 7 13ZBEF D ACL D4 HI,

A EIIES cdeny ¥— T — REHEETH &, FIHC B LAy RRESR
FLIFMBRENET, parmit X —U— REZHEET D& FHFIC—BELIZGAIT Ty IR
FFAlE R uE EhET,

« 7' k=)L : protocol_argument Tix, IP 7’1 b a LA RELE T,

BHAR—ZRD7 V7 X


asa-919-firewall-config_chapter3.pdf#nameddest=unique_64

| BER—Z07 524l
BHA—20%y kT—0 70z reEALET R HE0RE [

sname £ 721X number : 1 R AV OAFTELIIF S EBELET, ipERETH &
TRTOT e ha/VZEHShET,

« object-group protocol_grp_id : object-group protocol =~ > FafH L CIER S =~7
o hal A7l N IA—TERRELET,

cEHETLA TV =7 b o: objectiZiE, objectnetwork =~ > R &AM L CHERR S iz @i —
ADFy NT—0 F7T =7 M&IEELE T, source object_name (Z1E, /T v FDOEE
ATV NERELET,

«SANEA TV =7 b : object 121, object network =~ RaEfH L CER Sz @it —
ADFy NT—7 A7/ hEEELET, det object namelZix, X7 v b DOEFL
j_j?\/\\l 7 ]\ %jﬂé‘}\dg L/i‘@‘o

ATY T2 ACLEZ1ODA X —T A AINA 2 KT D0, Za— LA L E9, access-group
access list_ name {in interfaceinterface name| global}

&1

hostname (config) # access-group lab-access in interface inside

AVHE—T A AFEGOT VA T A—TOEESE. WOFIEEFEITLET,

JERACLAZIELET, AV F—Tx2A AT EDACL XA 7 Z L1212 access-group
o< }‘\‘%gﬁﬁ;—’c% i—g—o

einF—U—RIZEkoT, ACLRERE N 74 v ZICEAINET,
sinterface 4 #HE L F 7,

7Ia—r VT I AT N—TORAIE, global ¥ —U— RFEZEELT, §XTHOAS ¥ —T =
A ADFEF I NTHEGE ACL Z @M L £ ¥,

1
ROBITIX, JBES—ZADYLIE ACL % 7 10— W3 2 HEE R LET,

hostname (config) # access-list lab-access extended permit ip object dev object test
hostname (config) # access-group lab-access global
hostname (config) # show access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300
access-list lab-access; 1 elements; name hash: 0x62b4790b
access-list lab-access line 1 extended permit ip object dev object test (hitcnt=0)
0x64albe76
access-list lab-access line 1 extended permit ip object dev(2) object test(3) (hitcnt=0)
0x64albe76
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B 20ty ro—s 4700 r0EZRYLY

BUYAR—ADRY NT—=0 XTI FDEZZ) DY
BYER—ADFR Y NT—7 ATVl heE=F—F5H12E, ROa~vy REANLET,
» show attribute host-map
fESNEEEO=—Y 2 b 247 BIOMEICET D@ A A FERRLET,
- show attribute object-map
object-to-attribute /N1 > R&Z R R L ET,
« show attribute source-group

RESNTE VM BT —Y = PRI NET,

151
WRIZ. host-to-attribute /31 > KO~ v 7O~ LET,

hostname# show attribute host-map /all
IP Address-Attribute Bindings Information

Source/Attribute Value

VMAgent.custom.project 'Alpha'’
10.15.28.34
10.15.28.32
10.15.28.31
10.15.28.33
VMAgent.custom.role 'Automation’
10.15.27.133
10.15.27.135
10.15.27.134
VMAgent.custom.role 'Developer’
10.15.28.34
10.15.28.12
10.15.28.31
10.15.28.13

RIZ., object-to-attribute /34 > KD~ > 7T OH| %R L ET,

hostname# show attribute object-map /all
Network Object-Attribute Bindings Information

Object
Source/Attribute Value

dev

VMAgent.custom.role 'Developer’
test

VMAgent.custom.role 'Automation’
project

VMAgent.custom.project 'Alpha'’
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RIZ, BT —Y = FPOREWZRLET,

hostname# show attribute source-group
Attribute agent VMAgent

Agent type:
Agent state:
Connection state:
Host Address:
Retry interval:

ESXi
Active

Retry count: 3
Attributes being monitored:

'custom.role'

(2)

Connected
10.122.202.217
30 seconds

BEN—ZADT Ut XH|HHOERE

HeE

iy

T3y bT+—
L))—R

A

BHENR—ZDF Y N D=2 FT V=
7 Lo HE— b

9.7.(1)

BE, Xy hU—2 772 ZOHIEICIZ, IP T FL A, 71
Fav, R=brREDWROFR Y T —7 Kz z, A8~
VDR LEHTH I ENTEET, FHAY I L, VMware
ESXi BREZICAFE L TV D RLERH Y F7,

WDa~vr REHALE L,

object network attribute

attribute agent-name attribute-type attribute-value

attribute sour ce-group agent-name type agent-type

host ip-address user name ESXi-username passwor d ESXi-password

keepaliveretry-interval interval retry-count count

ASA 5506-X (&2ET V) |

5508-X. 5512-X. 5516-X 7»5 VM
BYER—ADR Y NT—7 F TV x
I MOV R—NEERNALET,

9.10(1)

ASA 5506-X (&FF /L) . 5508-X. 5512-X. 5516-X 77 v b
Tk —ATlE. VMBHER—2ADA T/ FAMERTX72<
W FELE,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



