Network Address Translation (NAT)

ZIZTE, Xy hT—27 T RLUALEH (NAT) & ZOFREHFECHOWTHBHALET,
« NAT ZfEHT 2BH (1 _—)

* NAT DR (2 ~X—2)

*NATDOHA RZ7A v (83—)

« XA F v NAT (18 2—)

« B AF w7 PAT (26 —)

« AHXT 47 NAT (40 =X—)

cTAT T 47 4 NAT (52 3X—7)

eNAT DE=Z VU 7 (57 <—=Y)

* NAT OJERE (58 ~—)

NAT Z 9 ©EH

PRy hNT—ZHDOFZEa L Ea—ZBLRTF AL ZTIE, AR NEBRMTAEEDOIP 7 R
ANED B THENTWET, NXTV T IPAT FLANRRELTWATZD, ZNHDIPT K
VADKEIZIETTAR=FTHY, TITARXR—=F DRERY NT—T DOHEIN—T 4 T
TXFEHA, RFC1918 TlX, 7 RAX A I, WHTHEHTE 2794 X—KIPT K
VABKRD L HICERINTWVET,

«10.0.0.0 ~ 10.255.255.255

« 172.16.0.0 ~ 172.31.255.255

*192.168.0.0 ~ 192.168.255.255

NAT O ERERED 1 DI, TITAX—=FIP Ry hT—I NS X —Fy MR TEDH LD
2T 52 LTI, NAT X, 7ITARX—hKIPT RLAEXRT U w7 IPIZEEHEZ, NHT 71
N— K Xy NT—FTHNDODTFF7ARX—F T RLRAZXXTY o7 4L Z—Fy N THEHBIRERIE
KO, V=T 4 VT RHERT FVAICEBRLET, ZDOLHICLT, NATIIXT U v o7 TR
VAZHFILET, 2, *y NT—7 2RI LTI 20T Y » 7 7 RURATET &AM
B/ IBRIZT RN A XFTBHEIITNAT 2 ETE D72 TT,

NAT OfthOFEREIZ X, DB Y T,
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B vwrozs

cBX 2 UT 4 N7 RLUAZERRR L., BEEREZGIELET,

CIPA—T 47 VU a—al NAT AT 281X, BEEIP T FLAXRMBEIZRY F
A,

o RHRVE C ANERCEATREZR X T Y v 7 T R LA EE 5 2T, NPT KLy
7%%%A%ﬁﬁﬁgifotkzi\4/&wz/%a77th%&#%ﬂ@ﬁA
A=y NRHIZEEIP 7 RUAZHMFFCE ET 0, NEMIZIE— 07 L X%
EHETEET,

«IPv4 & IPV6 UL—T v RE— RDOHK) ORIOZER : IPvd * v hT—7|ZIPv6 > F U —
T PR T HGAIE. NAT 2 AT DL, 20044 7DT7 RUARTEBRTE T,

\)

GE) Mﬂﬁ%ﬁ?ﬁ%@iﬁho%E@F§74V7ﬁy%KMW%§ELﬁW%Q\%@%?
T4 TIIEHBINFEAN, X2V T 0 R =39 X TEFEVICEASNET,

NAT O ER

Z 2T, NAT OFERIZOWTHALET,

NAT 0D FH:EE
IOV T VTEH, ROHEEFEHLTCONET,

s EEOT RVA/KRAMNEXY NI—F /4 F—T xR BEOT KLALE, FART
ERSINTND, BHATOT RLATT, Wy NU—IMNBICT 7 BATH L X
WERR > U —7 29 25 &) ARG NAT O F U ATk, Wk hU—27»
RO Xy NU—2I1Ze 0 ET, ARy N —27 7217 T, T3 RAZER I
TWAEEDOX Yy NU—JIIEHTEDLZLICEELTLEIY, LEX-2T, A7 K
VAZEBT D EDIINAT 2% € Lica. [EEO) 1, /8% b7 —27 BNER >
%U~&K??txbtk%®%%z/%Uw&%%biﬁo

ey BT T RLAIRANMEYy NI—J /A B —T =2 A<y BT T FLAET
EEEOT RUANERINDT RLATY, WHxy NU—703NRICT 7 BATHE X
WCNTE R Y U — 7 BT 5 & ) BRI 72 NAT O U A Tid, Aty T —7
NI~y 7) Xy NU—=2720 £,

\}

GE) T RLRAOEHEB, FSARA AL X —T 2 A AZHZEINT IP
T RUVRAFEHBRINER A,

s WHMODBtE : AXT 4 v 27 NAT TiX, WEHRICERERETEET, 2F0, A B
OB E R A SO OEROM T &G TE £,
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nat 547 |

« EFEIEBLUSEIED NAT : (LB D7 > MZOWT, BEILIP 7 RV AESEEIP T KL
ADW 72 NAT b—/L E e U, 1| DEIEW 2B 5, £ EH#m LR &R
TXFET, AF¥T 4 v 27 NAT DA, V—LENHFHTH AL, -8 213, BEOH
ens 1585e] 7 RUVAMBRAETLHHAETH, 2004 RE@E L Toa~vy REBIUNH
Tix M#EL) BEOY 5658 DMEHINTWAZ EIZERLTLEIN,

NAT 24 7

NAT (&, ROFGiEZMHH L TEETE 7,

e A AF I VI NAT : EBEDOIP 7 FLAD T —TF2, (EEIZ. LV/hEW) =y
TIPT RLAD T NN—FICHEEBIBE T~y B 7T ENE T, EEORANEZTNNT T 4w
I EBMTEXET, ¥4 T I v 7 NAT (18 —) ML TLIF X,

cHAFIvI R—F T RLRAEH (PAT) : EEOIPT RLAD T L—TFR, 150 IP
T RLRIZw v BT ENET, TOPT RLAO—EOEGFILA— MBEA I ET,
A F I w7 PAT (26 2—) 2L T &,

c AXT v I NAT : EEDIPT FL ALy EVTIPT RLALEDRTO—E LIz~ v
vy T, WA T 7 4 v 7 BBMTEET, AX¥T 4 v 7 NAT (40X—2) =5
LTL &N,

cTAFUTF 4T 4 NAT : EBEDT FLANE—T FLRICAZT ¢ v 7 ICEHESh, i

AHNZNAT 34 XA LET, KEBART FLAD V=T 2EHT 5500, /IEWN
T RLZADOY Ty MIGERTI2HEIE. NATEZ ZDOHFETRETEET, 74707«
T4 NAT (52 _%—) BT &N,

Network Object NAT & & U twice NAT

Network Object NAT 33 K TN twice NAT & W95 2 FlEFED HIETT KL AL ez FETX ET,

twice NAT DB NIERE 2 M B & L2 WA 1T, Network Object NATZ# i35 2 L 2 BEID L £
7, Network Object NAT DR EMNE S T, Voice over IP (VoIP) 72 X DT 7V r—3 9 »Tlk
EREMERE OSSN H Y 3 (VoIP T, V— L THEAINTWAAT V7 FOWThIC
bR S RWEEET FUADEBMP KT 52 LR HV£T) .

Network Object NAT

Xy NT—=0 ATVl FONRTA—=Z L LTHESN TS TRXTONAT L—/L1E, Network
Object NAT L— /L & e SnET, Zhidk, Ry hU—27 77V =7 MINAT 2% ET D7
ORISR HFETT, L, FNA—7 477 ML TInGDL—LEER
THZLIITEEREA,

Xy " NT—0 FT V=0 VeRETHE, ZOF TV FOS L T T RLRAEA T
LT RLRAL LT, $EEMOR Y NT—2 AT V=) v o%ky hNT—J AT S = | 7
N—=TDONTNNE LTHITED L2 5,
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B twicenar

NIy MWRA VB =T 2 A RATAD L, HEETIPT RLARESEIEIP T R L ADM 573 Network
ObjectNAT /L—/L L G SN E T, [HBIOMEMTON %G, N7y NNOEELT RLA
LT U, RO —Z L > TEBMRTEET, ZHD—iE, A OMTT
BNLTWERHA, N7 74 v 27060 T, BRbAGDEDOL— NV EMHTEET,

JL— VTN 2725 Z L 1E72 728, sourceA/destinationA T sourceA/destinationB & 1B D25 4
PITOND EOIHEET DI LI TEEE A, ZOMOBEAEIZIE, twice NAT 21+ 25 2 &
T, 1 DOONL— )V TEEILT RUABIOSELET RLUAZFHRBI T ET,

twice NAT

twice NAT TlE, 1 DD/ — /L TCHEETLT RL A LT RL AWM TX 4, %E
LT RUA LT RUADWE FEHRET S L. sourceA/destinationA C sourceA/destinationB &
XD TN D X HICFHRETE ET,

\}

GE)  A¥T 4 v 7 NAT DA, V—VFIRFRTH 570, 7ok 212, FFEOHERN (s 7
RUAMWLRATLHATH, 2004 FEBLTOa~y REBIOHMHATIE I#ET B&
O [5Ee ) DWMEASNTNWDZ LIZEBELTLIERN, HExE A= 7 R AEHEHH
THALT 47 NAT R E L, H#ELT KL A% Telnet — & L THRET 25/,
Telnet — 2N D TXCD T 7 4 v 7 DR— N % 2323 /5 23 1A 51213, B4
DEETLAR—F (FEEE:23, v v 7 :2323) 2ECTH2LERHY £9°, Telneth— "7
RLAZEETLT RLAE LTHELTWATD, FOEETLR— FE2EELET,

ST FLARAT Y a0 TF, 5867 FLAZIET 5546, 5i%7 RLAZAHIC~ v &
YIFTBI (TAT YT 4T 4 NAT) | BIOT RLRICY v B/ TEET, s~y Ev
TE, AR T 4 v ~ vy BT TT,

Network Object NAT & twice NAT O ELER

H B NAT & F8) NAT O E2E WL, kD LB TY,
e ET RLADEFRFIE,

e Xy NU—I FT V=7 ENAT: X NU—7 ATV hORTA—=H L LT

NATZ#E#LET, Fv U= 47 V=7 ME, IPAA N, #iH, 37 %y
NOLFIFIEET DT, EBEOIP 7 RLATIE/AL . NAT2> 7 4 F 21— 3
YADFT V27 NEERTEET, Xy MU= ATV FOIPT R A,

ET7 FLRAELUTHRIELEY, ZOHETIE, REOMOE I TTTIMEM ST
5D THo>Th, v hU—2 7Yz M NAT ZBMTE £,

stwice NAT : EBEDOT KL AL~ BT RLABFIZONWT, *v NI—7 4T
V7 FERIEIFR Y NI ATV N IA—TEELE T, ZOHE. NAT
TRy NI—27 T2 FONRTA—HTEHY FHA, XY NI—7 TV =
I NEFIITNV—T N, NATRED/NT A= L) E4, EEOT RLADER Y
ND—0 F 77 N ITN—TEHEHTEDZ LT, twiceNAT KV A7 —F 7)1
ThHZEEERLET,
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NAT L—ILDJEF .

« (503 L U%ESE NAT D F4E 514,

* Network Object NAT : & /L—/ L%, 737 > FOFEEILE 1T DO WT i@ H <
TET, 20D, FMEILIPT FLA 36 IP T RLAIZENEILL DT D, §F2
OON—NANFEHEINIHBELHVET, 20X 2000 — L& 1DITHEE L,
EETCBEIATIC L CHRED AR ZIRH 5 Z LT TEEHA,

 twice NAT : 1 DDO/L—/LZ X W IXEImEsieDmFnERENE T, 1 2D » |k

1O — M Lh—Fw T, UBEOL— VT F v 7 SnEHA, A7 arD
ST RVAZRELZWGAETH, v~y F 7356237y ME, 1 D0 twice NAT
N—NTEFIC—B L ET, FELB L UOSRITHFHAICHEOTIT 6D 72D, #Erxe
SRS DFMAG OIS LT, BRHIEMAFEH TEET, 2L 21X, FEL A%k
A DT ITIE, BIEITT ABEE B OXT LIZ BB EEATEET,

* NAT /L —/VDJIEFF,
* Network Object NAT : NAT 7 — 7 /L CHBIMIZIAFFAT T S v E T,

* twice NAT : NAT 7 — 7 /L CFE CTIEFAHT L £ 3 (Network Object NAT /L—/L D
F2ITE)

NAT )L—ILDI)ER

Network Object NAT 35 £ O twice NAT /L— L, 1 DOT — T VIR GFESNE T, ZOT—7
MI3 oD 7 v a i EsSnNET, BRIk a1 OL—, RITEZ a3y 2, &
Bz ar3inr ko, BRSNS ETIEFICEASNET, EE &2
varl TEBRROPoTBE, B varv 2tk v ar3diMisnERA, ROK
2, Btz arNOL—LDIEF 2R LET,

\}

GE) kEZvaro0bdbh, o7 ailid, VAT APMERTL7ZOIC/ER IS NAT L—
NINEENTHET, ZbD—E, OTXTOAL—L ) bEBEINET, ZbD
= UE VAT A CTHBIMICER S, HEIZS U Txlate 37 V7 SET, B2 a0
T, A= OBM, e, FIFEFTTEEEA,
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R1:NAT)L—)L F—T L
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F—TILD+t
o3y

L—IL B4 T

o arvHDIL—ILDIER

7 al

twice NAT

RIEIBRG T 2IEIC, HAO—BAN—ATHH SET,
BHIO—ENEAIND -0, — &7 — L ORI E
BHONL—LINkD L H1 ﬁébgﬂﬁbiﬁo%obﬁ
WS, BEAOL— LV EHIRFE B0 IS T X 2RV ATRE
HERHY £9, 7 74/ FTIL, twice NAT L—/Lid&
Jvav IiZBlEnNET,

[EAHOL—LVEFIZ] EiF, ROZEEZERLET,

o RO L— VBN L — LV ORNICELE T 2 LB B Y
F9,

o GRS A G L — UL EEITLEBD LD L — )L
OFNCEET A LERH Y £,

BETCT RUAEFSEET P L RITEESHTEEO L —
SV SN D ATREMEN B 5 BT DL — L AR T &
RVGEEIL. AL OHERFIRIZHE S K O ITRFICIER L
TLEEY,

a2

Network Object NAT

v gl T—ERROVLLRWES, B2 a2
DIL— L BRIRDIAFCEHA SN E T,

1. AET 47 L—Jb

2. XA FIvr L—)b
BIL—ILBATTIX, RDIEFHA KS4 UnMERSH
£¥9,

1 EEOIPT RLAOEE /M HRDIE, 728 %
. T RLABR IO T =27 ME, 7 RLan
WEOATY =7 LY bERICGHES N E T,

2. BELFRIUEESICTIE, IPT RLAEBSE (B0 bE
KET) MEHINET, 7=& 21, 10.1.1.0 1%,
11.1.1.0 L v b eicitis 4,

3. FUIPT RLABEREINAEE. Xy NU—27 F

T2 NOARINT NI 7y METHEEINE
9, 7= & 21X, abracadabra /i catwoman £ U S IZEE
fliEnE7,
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NaT 1> 5—7z42 [

F—TILD+E
A IL—ILBAT a3 vHDIL—ILDIERE
v 273 33 |twice NAT FEE—BRRONLRWEGEA, B a3 D —Rn

AT 4 X2 b—a VCBRGTDIEIC, BHD—E—
ATHAINET, Z20®T7 v allid, &b —KHR
N—NEEDLMENRHY T, Z0kv7 v a ik n
TH, — RN —VORNZEADOL— L0 KD L H I
THULERHY 9, 9 LanEE, &l Lr—iu
DA SN ET,

e ziEErvar 20— TR, Xy NT—27 7V 27 PRIZEBZESINTWAKRD IP
T RUVARHDELET,

©192.168.1.024 (AXT 4 v )
©192.168.1.024 (XA F I v 7)
«10.1.1.024 (A&7 14> 7)
©192.168.1.1/32 (A¥ T 4 v )
©172.16.1.024 (XA F v 7)) (7Y =2 | def)
©172.16.1.024 (¥4 F v 7)) (7T =2 | abe)

ZOfER, FHINDIEFIFRO EEBY T,
©192.168.1.1/32 (RAZT 4 v )

«10.1.1.024 (AF¥T 4 v 7)
*192.168.1.024 (AXT 4 v )

< 172.16.1.024 (¥ A4 F v 7)) (A7T =2 | abe)
«172.16.1.024 (¥ A F v 7)) (7Y =7 | def)
©192.168.1.024 (¥ A F I v 7)

NATA B2 —T x4 R

TV TN—T ANR—= A B =T 2 A AEREMANLEDA L H—T A A (DFD, T
RTCDA B —T A R) ITHEHASNANATLV—LEHRELTY . FEOEEDOA ¥ —T =
AR T A E—T oA AEHBH LT TEET, BEOT RLRIZIHMEEDA
H—T 2 ABEETEET, v BT A F—T o RAI/FEDA v X —T =4 A%E
ETEET, FiE, 2O L AEETT,

723, HEDOA A —T A ATRILTTAX—=FT RLRAEZFEHL, IMB~DT 7 A
BRI _RTDOA v B —T oA AZRR L0 — )L F—) VBT A6, EBEOT L AIZ
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NAT O /i A
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FEEDA v E—T oA AFEEL, v L7 7 RLXZZoutside £ ¥ — 7 = A AEFEE
L/\i‘é—(]

1:EBDA B —T T4 ADIEE

f s &
——— (\Dumde )

A

i

P

10.1.2.0—> 2[]9.155.2[]1.1zxxxx|
Securily
z Appliance
II ,
"1r 10.1.2.0 101.2.0 10.1.2.0
o Ir’-"'__"' I,--—" T
any | Eng ﬂ]: C I".ﬂkt-g_m; { HR :lJ
| '«.__x__._ A 'M,_\h e NEE L 4

=1L, MEE] OA A —T oA ZOWEIE, TV vV I —T AN~ A —T = A
2R SN E A, EE] DAV EZ—T oA RAEHRETDHE, TXTCOT Y vV F—
TAUNR—= A B =T 2 A ARSI SNET, EDTeD, TV ¥ T —T AN —|ZNAT
EEMATHIE, A=A H =T 2 A RAERETHLERH Y £9, ZOFKRE, 1204
VH—T 2 A ADINBEIRDEEO NV — VR SZHIER S ND Z L2720 5, 7V v UEEA
vHE—T x4 A (BVD) BIRICNAT ZRETHIEIETET, AN~ AU H—T A AT
DHNAT R ETEET,

N

ZIZTIE. NAT ZRET D7D DOHA KT A AT HOWTEERNCHA L £9,

NATDOO27AT7 04— ILE—FDHAESA

NATiZ. V=T v RE—KRLETFUVART LU N T AT U4 —)LE— RTHHR—FINT
I/\i—a—o
72720, TV T N—=T R NR—=DA v BZ—=T 2 A A (TP ITNV—TREA L F—T =
AAD—FTHDA v H—T7 A A, BVD) TO NAT ZTEITITKROFHIRBH D £5,
e TNV TN—TDAUN=IINAT ZRET DI, A=A F—T A AEHEE
LET, NAT2 7 U w3 IA—F A #—T x4 A& (BVI) AERICRETAZ LIXTX
FH A,

TV TN—T A N—=DA v H—T A AW TNAT 2 EI77 5 & 12k, EEOR
LU~y BV SNET RUAREET ZMERHY ET, A& —7 = AL LT M
B AEETAZLIITEEYA,

A B—=T 24 AHEHEINTWBIP T FLARRNW=D, < v B 7 ENET FL X
NI D TN —TF A N—DA B —T oA A ThHAIGE. A FZ—T A APAT %
RETHZ LT TEFERA,
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s NAT 07 4 k51> [

CEEITA HE—T A AREFA =T 2 A ADRRI LT v T N—T DA NRN—TH
HYE . IPvA 2y RU—27 L IPv6 v hU—7 (NAT64/46) [Fl 522425 = LILTX
FHA, AXT 17 NAT/PAT 44/66, %A T v 7 NAT44/66, BLORNE A+ v 7
PAT44 DAHPFF R SIVTWDFIETH Y, ¥ AT v 7 PAT66 [TV A — FZivEH A,
7270, BTV v IN—TDAN—[RL, F2E3T7Y) v TN—TDRA R~
GEETL) EHEML—T v RA VX —T oA A (58%E) ORI TIEINAT64/46 21T 5 Z &M
TEET,

IPVe NATDHA K541 >

NAT TlZ. IPv6 DY R— MDD HA KT A4 EHIEBENET,

AEHED N —FT v R E—RDA L Z—T = A ZADOHAIT, IPvd & IPv6 & D THLEHTX
i‘g—o

cFLTV Y TN—=T DAL N—=ToHDHA X —TxA ATE, IPv4 & IPv6 DDA
ILTEEHA, 220D IPv6 F v NT—JRIE 21T 2 DD IPv4 F v U — 7 [ TO R
TEFET, ZOHIRIZ, A F—T2A ARRRD TV v TN—T DAL NR—=ThH DY
By FF TV Y IN—T DR N— EFER IR —T y R A U F—T = ZADRIZ
TS LEEA,

cRCTYV I N—TNDA B —T =2 AW TEMRT D551, IPVoHED X A F X v
7 PAT (NAT66) IfEHTCEEHA, ZOHIRIX. A1 > F—T = A ANRRDHTY v
TN—=TDANR—=THDHGE. TV v TNA—T DA L N— L BN 72V —T >
RAVE—T A ZADOBNITREY LEE A,

« ABTF 4 w7 NAT DEAIE. /64 ETOIPV6e V7 3y FEHRETEET, ZHED HK
EWH TRy NI FR—FINFEHA,

« FTP % NAT46 & & H I HT 28581, IPVAFTP 7 7 A 7 b3 IPv6 FTP H— Tk
THLEXI, VT4 T2 MIPEERRYy T — K (EPSV) F7/23WEER—F £—F
(EPRT) #4204 NH Y £4, PASV 2~ REB LU PORT =2~ RiL IPv6 Tl
TR—bFEINFEHA,

IPv6 NAT DR R TS5 H T4 R

NAT 45 L, IPv6 kv hT—Z7[, EHICIPVABIOIPV6 %y T — 7 O TEHT
xFT MW—TFT v RE—FDHR) , RORXAKNTIF37T 4 AZHRELFET,

« NAT66 (IPv6-to-IPv6) : AXT 4 v 7 NAT i+ 52 L A2HRLES, ¥4 FI v 7
NAT F72X PAT ZfEFH TE £33, IPv6 7 KL RAIIKEIZH D=0, XA F I v 7 NAT
PREATIVNERH Y FHA, VE—2 " T T4 v 7 BT LRWGEARIT. AXT 40
NAT L—/LZE—FEIZTE £7  (twice NAT DH)

e NAT46 (IPv4-to-IPv6) : AZ 5 4 v 7 NAT AT A2 L 2HIEL E9, IPv6 7 KL X
ET. VH—2 FF T4 v I EFALARCEAE, AXT 1 v 7 NAT L—/L & i
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B wozotons ks

IZCEET (twiceNATDA) , IPv6H 7 % v MIEHT H5E (96LLTF) | fERO~ >
BT T RVARET 740 N TIPVAOIAZIPV6 7 KL A LD E5, ZDOT RLAT
1Z. IPVAT7 RLZAD 32 E Y FRIPVv6 S L7 v 7 ZADBIZEDIAENTWET, 2L %
WE.IPV6E T LT 4w T AN T LT 4w 7 ADEE, IPVAT KL AL, 7 L ADOKHE
D32y MIBMENET, =& 2iE, 201b::0/96 12 192.168.1.024 2~ v ¥ 7+ 5
Ay 192.168.1.4 1% 201b::0.192.168.1.4 I~ v B 7S E T (REEFLTER) , /6472

EL K0T LT 4 v 7 ADYE, IPVAT RLART LT 4 v 7 ADOKITIBINS 1L,

P74 AD0s N IPv4 T RLADORKRITBMSNET, /2, BT, *v MEOT K
VAZEBRTEET, ZOHEE. AIDOIPv6 T KL AIZIRAIDIPv4 T KL A, 2% H IPv6
T RUVARIZ2EFEHDIPVA T RL A, OXHIc~vv 7 LET,

NAT64 (IPv6-to-IPv4) : IPv6 7 KL ZADEITKHIETE D158 IPvd 7 R L AR 200
BEnHN T3, KEDIPv4 BHEIRAET H72DI124 A F I v 7 PAT 7—NV2EHAT 5
TEEHERLET,

NAT D ZDMDHA 54>

TN TN—=TDRAN=THI A Z—=T 2 ADEHIF, A=A F—T =
A ZAHDONAT V=NV EFTR LEST, 7V v IREA X —T7 = A 2 BVI) BRIk S
NAT L—/V 3t TE X/ A,

« A MW VPN THEHSNAIE v A v H—T =A A (VTI) O NAT b—/UT/ER
TEXFEHA, VIIOFETLA v Z—T = A ADN—VEERT S &, NAT I VPN ko2
M SNERA, VIITh R Y 7 ENTZ VPN T 7 ¢ v 7 IZHH S5 NAT

N—IVEAERT DI, A v H—T =2 AL LT [any] ZHERATH2LERHY £, A~

F—=T7 =2 A A4 ZWIRIICHRET 2 Z LIXTE £EA,

(Network Object NAT D) , $FED ATV =7 MR LT 150 NAT b—/L721) % 5E
FCEET, A7 V=7 Mt UTHEED NAT V— VAR ET D% 61E, FCIPT R
AEET DR DATOERDO ATV =7 N ERT2RENRDH Y £3, 72& 21, +
Jo1x4 &y FTJ—% 0bj-10.10.10.1-01, T2 =¥ b3y kT —% 0bj-10.10.10.1-02
72 8T

A B =T 2 ATVPN BERINTWEEE, TOAL X —T A4 ADERFESP ~7
T4 ZITIENAT =V SN EF A, VAT AL, FELIEAD VPN k2 Ru Tkt
LTCOHESP b7 7 ¢ v 7 %FFAI L, BEfFO b RVICBHES T 6N TWReW R T 7
ZWE Fey7EanEd, ZofiFE, ESPEBLNUDP O7AR— k 500 & 4500 (2@ H S E
7T

XA F w7 PAT W+ 27 M ADBE#DT /34 Z (VPN UDP A— I 500 & 4500
IEFEBRICHEH SN DA — FTldZewy) THA M VPN 28 L7284, PAT 734 2D
WRIZH DT NA ADLEREGT 20 ERH Y £3, ELWVWEA— FESFRDMNLRN
72, VARV A ZEF2U T4 7Y —ar (SA) #BBTEEEA,

*NAT 227 4 Xab—a v EBHELLL &I, BAFOLEMRNI A LT T b5 & TH
FICHLWONAT 27 f Fa b= a VEEATEL L 9I2T 512, 7734 A CLI
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I Network Address Translation (NAT)
NAT Dz Dt 74 k54> [

Tdear xlate 2~ REMHEH L TCEBRT— 7L 2 HELET, 277 L, BT — 7 L%
ETn L, BHEMEHL QW DBEOERN T XU S E 7,

BEF O (VPN h o 72 8) IC#EAT 58 LW NAT V— L2 1ERCT D54 14, clear
connZfEH L CEEGAK T I 20ENH Y 3, ZD%, BaFEMrIL LY &35 L,
NAT /V—/L 3 H &4, B iE L < NAT Z2# S E T,

N

G¥) A AF I v 7 NAT £721Z PAT L— /L ZHIBR L. B L7z L—b
WCEHEENDT RLALEBET Ly E L IT RLAZELH LW
=V ZBINT 5 L B S Z— W BT BT
DN A A LT 7 b4 5, clear xlate % 721 clear conn =2~
VREHEHALCIZIITENDET, LW L—dER SR EY
oo ZOFTBHFEOBINT T, RILT RLUABREHO KA MIHE
DETHNARNESIZTEET,

*SCTP b7 7 4 v 7 2BWT DHEHRINE. AXT 47 Xy NI —27 77 s NAT D
HEFHLUET, XA T v 27 NAT/PAT IIFFr St A, AXT 1 v 7 Twice NAT %
RETEETN, SCTP 7V v=— g VOB D bR VN REATHDH720, £0
L OB I ETA,

NAT CTHEH SN2 AT7 V=7 FBRUOAT V=l b IV —TH2RERICTHILITTE
EFHA, PT RLAZEOLLERHY £7,

1 ODOF TVl b Z)—TI1Z1IPvd & IPV6 D DT KL A2 EWHZ I TEER
No TV N TN—TI20E, 1 2DXATDT RLADIREEDDLNENH Y £,

(twice NATOD #) , NAT L— /L CEEILT KL AL LCany 2 HT 254, lTany) bk
T7 47 DEFHE (IPvd & IPv6) TN —WZX o TR 3, ASAN Ny MIxL
TNAT ZETT RIS, 737 v S A3 IPV6-to-IPv6 & 721X IPv4-to-IPv4 TH L MLENH Y £
T, ZORHESEMETIL, ASA IE, NAT L—/L® any DIEARETE £, =& 213,
fany| 2B IPVO—"~DN— LV EFRELTED, ZOT— 3R IPv4T RLANLY
B ENTWAES, any i MEEDOIPV6 FT7 7 4 v 7] Z#E%RLET, "any" 05
"any" ~DN— L ERELTEBY, EETLEA L H—T A AIPVET RLARIZw v BT
THHEG, ~ v BT AU H—T 2 ADT FLAIZL->THed IPvd TH D Z L HUR
ENaw, any ik MEEDOIPVE v T 7 4 v 7] ZEWRLET,

R~ BT ATV hRITN—TEEED NAT L— L TR T& £,
ey BT IPT RLA =z, ROT RLREEDHI LT TEEEA,

BT A A =T oA ADIPT RV A, b—/UZ lany] v Z—7 =1 A%&f5
ETDHE, TRTDOAL L F—T A ADIPT RLABNESESNET, 14 —T =
AAPAT V=7 v RE—FRDHR) OHFEIX, A F—T =4 AT FLADORDY
WA B —T oA AL EFEELET,

e Tz V=N A U H =T 2 ADIP T FL A,

e (RFVART LY R FE—FR) BHIPT KL X,
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o (XA v 7 NAT) VPNOERREAIF, AFZ AL A Z—T 2 ADIPT K
LA,

« BEfFD VPN 7 —L D7 R A,

CAAT AV IBIOFATFT IV I NATRY O—TCTIHEET FLAZFEHALARNTLLES
W, TmE T, BET RLAZEHRTHE, PPTPOE D U F VEGENE AT I v 7 xlate
TIERL AZT 4 v 712 v L7254 PPTPESGOMENIIZ R A AlREMER H Y £,

eNAT L — L DEETLT FLAELUE—RT 7 EAVPNT RLATF— )LOEET FL AT
EHTEEHA,

e NAT R PAT IZEEH T 7V r—3 a VIRBEDHIBBIZOWTIE, T 74V 8 A VAT Vg
VL NAT BT 2R FHEZSHR L TS EIN,

T AT YT 4T 4 NAT DT 7 4V NEET, 7B ARP IIA X —T7 /LIS, flid A
BT 4w NAT V= v E—FLET, HBEIZSL T EX T ARP 2T £9, 37F
FNMZDOWTIEL, NAT X7 > b OV—F 4 7B LTI,

- arppermit-nonconnected 2~ > RZGNTTH L, v~ v B 7 INTET RUARER I

TWALH TRy hO—HTIERL, Lhb, Yy BV TENTNWDLAS v H—T oA A%
NAT V— UIZFRE Lie ot (0F 0, lany) A X —7 =A ZA%&FEELE) HAIZ,
VAT AT ARP ERIZISE LER A, ZORBEEMRRT HICIE, vy BT EREA v
H—T A AEFRELET,

V=L TEA VH =T oA ABIEETDHE, V=T 4 T T =TI TI— b BREEN
HDOTIFHRL, ZEOA L E—T 2 AABHNA v F—T =24 R LTERINES, 7272
L. 7AT 7T 47 4 NAT OFEE. bVl — s vy o T v 72 AT H54 73
UIHY FET,

e NFS $r—_R—~ O I &5 SunRPC B 5 7 v 7 T PAT #4554, PAT
DOXG L7 BHAR— RA 1024 LV HRKE W E | NFS — —03 5 &2 5457 5 AlREEN &
BHZEIWTHEELTLEE W, NFSH—"—DF 7 4/ FRETIL, 1024 LV HRE VKR —
FPLOEFIFESINET, =7 — A vE—0, @% [Permission Denied (HEFR2ME
HINELE) | T, TEOR— FBRFHATERWEEIC 177y M) 47> a v
EHALTRERR=IESZHEHTEE, 1024 L0 L REVWKR— DO~y B 7 2%AE
THRREMENH D FF BRI 7 T v MEFIC TLOR— " 2G04 T a U EEIRL T
WRWEE) o PAT 7 — /L DR — MEPHIZ TRIFE AR —F (1 —1023) 259547 3
VEBIRLAAWEGA, 1024 L0 b REWR— DO~y B 7RALET, ZoEEE
BETHIZIE, TR TOR—NEFZEFAITDHEIICNFS —"—DMEREEE L ET,

NATIE, BB T 7 4 v 7O FERHENE T, VAT LI >TERENTZ T 7 4 v
7%, NAT ORRITITZ0 £/ A,

*NATDO rZ oW rvaraliy B BT AVEMERTLE, VAT LONRT 3 —v U R EF
FEVEZ ) ESED 2N TEET, T OWTIE, —RORBIEREN A ROERARE
DFEEZHZW L TL Z &V, ap ruleenginetransactional-commit nat =~ > F&ffiH L %
_aAO
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I Network Address Translation (NAT)
TYEVT FRLRATSY bDFy k7= A 7524 FNATDHA k51> [

e Xy NU—IF TV NERIZT V=T D PAT 7— VT, RIF &N FEEE
DR LAFIE TN TLIEEN,

cHAMA TV a VEEICT A NAHICAZITHY, T_TOT 1 s /L THEET D L ITIR
DEHA, 72&2I1E, SIP T, NAT 2 L TSIP ~y ¥ —42 I 57201271 b
A VAT g VIRLETT N, BEAHEFRIZT D & Z OB TONERE A,

* Protocol Independent Multicast (PIM) L A% DWHEE~NA m— RTNAT 2325 Z &%
TEEHA,

o (twiceNAT) T a7 VISPA v H—T x2A Ay T v 7 Ob—T 4 VTR ETYH—FE
AV T TN —=A N TETI7AVA L H—T 2 A RERY I T T A H—
7 A A) ONATV—VEAERT H5EE. — I THEEREZFRE LR NTI SN,
TIARVA L HE =T 2 A ADV—IVINN T T v A H—T A AD)—)L IV HE]
WChHDZ MR LTIIEIN, ZHUCKY, 7L R, TI7A4~VISPHFIHTE R
WA, BIEDIL—T ¢ PIREBICE S W TIE LW NAT 56551 v % — 7 = A A% 8iR
TEET, AT V=7 FEBET D L. NAT V—Uid, FBE LARWEAICITEEY
BN—NDTFZA<) A H—T 2 A FITERLET,

A B =T 2 RTEFRESNIZNAT L— b —F LW T 7 4 v 71220 TASP K
= v 7 B i nat-no-xlate-to-pat-pool 23R SN LG EIX, HEEAZTDLNT T4 v I DT AT
YT AT ANAT V= VERELT, 774 v PEBSNTITEBETELLOICLE
R

*GRE b /vy RARA PO NAT #RETHHAEIT, = FRRA L N TCHF—TT I 4
THEENZTHMEND D £, ERHCLAWnE, PR EHEITEEFA, =0 FR
A MEI F—TTI7A4AT%TDOT FLAIZEELET,

IVvEVOD 7RLRA IO DAY RID—9 AT x5 FNAT
DHA K54
HAFI v NAT DAL, ~ v BT EINET FLARZXR LT T V=7 FERIF T —
TEFEHTAVERHLYET, MOZ A TONAT OBEIE. 7=V VN EFIZITNAV—T%
ERT D20, AT T RLVREFEHTHZELTEET, Xy NI—7 4TV
kN Z—1%, IEEFARIP 7 R L ADFIPHE 721D R A MW7 %y TR SN S

~ o BT T RURAZERT 2 EA I IR T4, object network =< > K & object-group
network =~ > RE@HHALTAH 7V =27 FEIER L £,

Ry BT T RVADET V27 bEIERT 2HEIE. ROTA R4 2BE LTS
AN

1 ODFYy NT—F ATV b I N—T121F, IPv4 7 RL AL IPv6 7 KL ADWT 1
MN—FHDOFT 2l A TAY T RLVAEZEANDZ ENTEET, IPAT RL R &
IPV6 7 RV ADM S % T N—TI1CAND Z EIXTEERA, 120X A TEINREENT
WAMENRH Y £77,
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B <o r7rL24900 k0RO —0 4TS s FNATOSHA KSA >

HERENDLZTYE LT IPT RLAIZOWTIL, NAT DZFDMDOHTA R4 (10 ~2—
V) BBBLTLLEE N,

e Ry NT—IF Tl NEFII T A—TF D PAT F— i, KICFEL /N LFEEHLE
DOEELAFIEM T RN T N,
« XA )3 w7 NAT :
A VTAV T RVAIIMERATEEYRA, Xy NIV—7 TPy bEREFITNA—T
ERETILLENRD Y 97,

ATV PRI NA=TIE, YT XR Y FeEH5 I LIETEERA, ATV
7 NI, #HEZERTOSLERHY £, Z7A—TNE, AR LHEHAEZEDDL L
MTEET,

vy BT ANy NU—Y TV MIHIPHE R A NPT KL ADM G RNE
FNTWAEES, SHIIA A FI v 7 NATIZH S, &~ A MIP 7 N L A% PAT
D7 F—L XNy 7L LUTHEHAISNET,

« XA F v 7 PAT (i)

ATV VAT ARDVIZ, FETA UV TIA LV ERANT RLURERIET DD,
FEFA L E—T oA AT RLAZEETXET,

ATVl VERATAIHARNE. ATV NERIIITNA—TICY TRy hEEDD
ZEIETERERA, ATV MEL 1 ODOKRA N, FITEFH (PAT S—L 08
B) FERTAVLENRHYET, ZF—7F (PAT S —LDEA) 12iF, B DKRA -
CHIPHEGODZENTEET,

¢« AXT 4 v NAT 7213 R— NEBREFEAT D2 AX T 4 v 7 NAT :

ATV FEMATARDYIZ, AT T RLRERET D0, FhEA
H—=T 2 A AT RVAZEECEET (R— "NEWREEHT LAY T 1 v 7 NAT O

o

o

ATVl NEMHEHTLGEIX, ATV NERFI VTR A N, #@iE, £
Y72y FEAND Z LR TEET,

« TAT T 47 4 NAT
ATV PEFEATHRDOVIC, A T4 T FLRAERETEET,

cH TV MEEATIHAE. ATV NI BRTLEEOT FLR &Y
BRENRDY ET,
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I Network Address Translation (NAT)
FBOT LA TUTH bEEURVELY 7 ELR ATV +O Twice NAT0H A E51> [l

EEDT7 FLRAR ATV FEELEUVIVEVT FRLRATOY
kD Twice NATDHA K514 >

NAT L=/ Z s, WICEAT DRy NIV —27 A7V NETIZINV—T% 4 DETREL
=7,

o 2&f
{

c FEAEDFEEEDOT R LR

I

TOEEOT FL&

il

¥

DYy BT T R A

(ll

e
rved

s D= LT T KL A

TRTOINTI T 4w 7 %RKT any X —T— R AT, FT—HDOHZ A 7D NAT OS5
ZA v Z—T A AT FLAZFR T interface ¥— 7V — RZFEELRWEAIZ, A7V =7 IR
WETT, 2y hU—7 FT7 V=7 b =%, FEGRZRIP T R L A0 FE 71385
DIEA KT T Ry N THERESND~ vy BT T RUARERT 5 ICFHCER T3, object
network =~ > K & object-group network =~ > K& L TAH 7Y =7 b E/ER L £,

Twice NAT DA 7V = 7 M &AERRT 25815, IROTA RTA4 L E2ZBL T EIN,

1 ODFRy NT—F FT V=7 b =12, IPvd 7 KL AL IPv6 7 KL ADWNT i
N—FDOFET =2l AV TAY T RVAEZEANDZ ENTEET, IPV4T KL R L
IPV6 7 RV ADM % T N—TICAND ZEIXTEERA, 1 2OX A TETNREENT
WAHREIMNH D £,

HEEENDLZT VBT IPT RLAIZOWTIL, NAT DZFDMDOHTA R4 (10 ~2—
V) BEERLTLLIEZZ N,

e X NT— I ATVl NEFIZ T N—TD PAT F— W IE. KT /N LT AR AL
DOEELAFIEM T RN TL XN,
s EFETLHF AT I w7 NAT :
CHEIEL. FEBEOT RLADKXWIIL—TRN/ SN N —T Iz B &3 L9
WCRRELET,
BT ENTEF TV 2 VEFRIIINL—TE, TRy FEEDAHZLITTE
FHA, ATV ME, BHETEETILERNHY T, JA—T12F, A RE
FHEEDDLZENTEET,

cw BT ENTEFR Y N =7 FT V2 MCEHBERARNIP T RLADW RS
FNTWAEE, SHIIA A FI v 7 NATIZEH S, &~ A MIP 7 N L &A% PAT
DT F—)L Xy 7 L THERENET,

B[R

JC
ATVl "N ERTAEAIR, ATV VERIIIN—TITY TRy FEED D
ZEIETEERA, ATV MEL 1 ODOKRA N, FITEFH (PAT S—L 08

2 AF 3 v 7 PAT ([Zik)
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B =07 L2470 hBEURYELT FRLRA A TO Y +O Twice NATDFHA K54 >

B BEBRTAHVNERHD T, F—F (PAT 7 — L OHEE) 121X, BEOE A
LEHAGHDDZ ENTEET,

CEBETLAAT 4 v 7 NAT £ — NEHAERE LIZAXT (v NAT :

Ny BT ENTEA TV 2 NERIFT =TI, AR N, #iH, EE TRy
FNaBZbHZENTEET,

AT 4w =y BT, @EIAITY, LERoT, EEOT RLRLE<w o
U7 T RLAOEIIFREILTY, 72770, SHBEIZG U TERRDIEICTHZ LN TEE
‘g—O

< E(GILT AT T 4T 4 NAT
CEBREOAT V2 My BT INIEAT V2 MR BT OMER DY T, M
HZRCATY =27 baEMTLZ L, RALIPT FLARGENRLMERIOAT Y =
7 NEERT Db TEET,

CSEEA R T 4 v 7 NAT 72138 — NEBERE LT A X T v 7 NAT (SEeOEHITE
WZAZT 47 TY)

« Twice NAT D ERKEREIL, 56 P T L A2 &5 Z L TR, 56587 FLRITA
Fra T, SET FVRAZEELESGSG. 2OT RVRIZAZT 1 v 7 B R
ETEDM, BIZTAT T 47 4 NAT 2 CEE4, 5887 RV AEEHES
IZ Twice NAT % E L T, EBEOT FLRAIZHTE %y NIV—2 TV b 7
V=T DA EIZIEFE TON—VONAFT T & 5 Te, Twice NAT O ORFE O —Ef
BT 2 N TE LT, FEMIZ OV TIL, Network Object NAT & twice NAT DLt
B 4X—=2) ZZRLTIIEEN,

*TATYT 4T 4 NAT TiE, EBREOAT V= bevyErrSnlA7 =7
B—BTHUENRDY ET, WHICRALAT V= baflTo2Lb, FLIPT
FUANGENLDWERNOAT V=7 FEERT 2L b TEET,

CAAT 4w vy BT, BEIXN1ITYT, LER-T, EEOT FLRLEwwE
Y7 T RVAOKIER L TY, 2720, REISCTRRIIIT LI LN TEX
R

e AR—FEW M—T v FE—FRDOIH) NREINTZAZT 4T A F—T AR
NAT CTif, v~ v BT T RLVADRYy NT—F AT V=7 NITA—T TR,
interface ¥ — 7V — REfEECE 9,

« www.example.com 72 E DSERER KA A 4%, FiRESh (vy B 7 Ehio)
sEde e LT CTE 9, 5ROV TIE, FQDNSEED T A FT A2 (175—)
LTSN,
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FaoNseED A4 k51> |

FODN 585D HA 54 >

IP7 RLADRDVIZTESEM N A A 4 (FQDN) Xy NV =7 4727 &R LT,
twice NAT L —/VIZEHH 7 (v B ) siexETEET, 72L& 21X, www.example.com
Web Y= —=%4560 L TD b T 7 4 v 7 IZESDTL— L2 ERTE £,

FQDN 235 &, v A7 AIEDNS R A IS L, IRESN7=T R L AIZHE-SVOT NAT L—
N EZALFET, BEDODNS b — "= N —TEFEH L THDLEAIE, 7402 RAL
MBS, 74 VXIS T#EY R 7 —7 057 RUARERSINET, DNSH—/3—
NHBEOT RUAZRGT 256, HHAINST FLRAIKROBERICESETET,
FRELTEA L H—T 2 A AR LY TRy N EIZT RUARSLGAIE. £OT RLARN
HENET, FCH TRy MIFELRWGEEIT, UGS NT RLARER S
e
« BHAL DOEFE T EEBLE DT IO IP XA T~ L TV AXLERHY 3, =& 2L,
P DIFETT KL ANIPV6 DA, FQDNA TV =7 MEIT KL AZ A 7L LTIPV6
ERETOMLEND Y 7, BHEOFEEICH IPvd DA, FQDN 472 =7 MIT R
LAZA T LTIPVE ZFRET HMERD D 77,

FEYNAT SEEIER ENDE XY NV —2 VL —FIZFQDN A7 V=7 "aeah b Z LT T
FH A, NAT TlE, 1 DDA A RETFNZDH A T O NAT L—/LIZi#E L TN D720,
FQDN A7 Y =7 MIBEMTHEMATLIVNERH Y 7,

FQDN Z IP 7 R L A TR T X 7234, DNSHRRNES S5 £ TL—/LI3HERE L £ 8 A,

EEOR—FBLUVITVEVT R—FDY—EXR ATV bD
Twice NATD A K54 >
VEIE LT, WOF—EA 7 V= FEBRETEET,
cEETDEBEOR—F (RET19IDH) F2ITREDERDODKR— F
CRETORYELY R— bk (RET AV IDH) £EREDT Y ELYT K—k

objectservice A~ REFH L TCAT7 V=V FEEKRLET,
Twice NAT DA 7Y =2 M &ERT 25813, ROTA RIA 2B ELTIEEN,

* NAT /X, TCP, UDP, BLUSCTP D&H%EZH KR —hLET, A— FEEHRTIHGEE, T
DOV —ERA ATVl hOTr bartbtvy 7 P— R ATV fOTa han
O GAEFECICLET (ZE2IEM G E S TCPIZLET) . SCTP R— h DA G Te A
AT 4> Twice NAT V—/L AR ETE LT, SCTP 7V = —3 3 U OFEAEES O K
R URARATH D20, ZHEHEEINEY A, SCTPIZK LTROVICAXT v 7
F 7V FNAT ZfEA L £,

« lnotequal (L <72\ | (neq) EEFITVR— RSN THEREA,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B sr=vonar

cTATVT 4T 4 B MERTIE, EROR— b vy B2 F— b OW IR Y-
EAFT V27 FefTEET,

cREILHA AT I w7 NAT : IMEIEH A X v 7 NAT Tid, A— PEBIYR— S

A,

B FETEA AT v PAT (BBl : HExXFAF I v 7 PAT Tk, A— MEHITVH—
FEnFEHA,

CBETLAXT 4 v I NAT, R— "NEWERE LIZAXT 4 v INAT, $72037 AT T«

T A NAT : h—ER AT V=7 MIE, FEILR— N EGER— NOBGEZEDDH T &
MTEET, 2L, WFOF—ERAAT V=7 M, FETLAR— b FEZIFBAER—FD
w#nﬁ%$iﬁézgﬂ%bi#o;ﬁm@77)7—ya/ﬂnm@%mnf k%
T 254G (—H0 DNS $h— =72 &) (ZEETLAR— M X USSR — F O & 15
m#é%%#@@i?# BEDEFE LA — MIbosTmIEH SN ETHA, &2, &
BIARA NDR— NEERT HGHIL, EEICP—EXERELET,

cSEHE AL T 4 v 7 NAT 713N — NEMERE LTI A X T v 7 NAT (S OZEHRITE
01&74/7T¢) D IEARZT 4y 7 IR EIC NAT Tl 58 TOIHR— MK Z T

TCEFET, V—EXA AT V= MUTEFEILR— MR — OB T EZEDDH T LN
f%i##\_@ﬁAi\m%T MEFMERSNET, EETXR— FEfRE LY
a, EBREINET,

A4+ 3w NAT

TIZTIE, AA4F 07 NAT & ZOBREFIECHOWTIH L ET,

A4+ =vY NATIZDLVT

X AF I w7 NAT Tlt, EEOT RLAD T NA—F1F, %kt y NU—2 FCL—F 4 7
e~y BT T RLAO T —VWIEBSNE T, v~ v 7 &Ny —nchb7 KL A
X, EBE, BEOIT V=T X0 FT, BRARORA NP LER Y NU—2I1ZT 7
2T 5L, NATIE, v~ v BT ENET—ANSIPT RLAZZDHRA MIEID Y TET,
T, FERORA MR AR LT & SIS R SV E T, BRIk L T\ b
M7ZTEDTHY, BRREA LTI NT5E, ZO2—FERLCIP 7 RLAZRFFLEYE
ho LIRS T, T7BAN—NVTEOEGDPIFAI SN TWAEATH, sEkExy hT—27 D
a—WE, XA F I v NAT 2T 58 A b~OfER a2 G T A,

\}

GE) TG L T B, 727 8A L—ATHIEINTOHIUE, UET— b FA MIEHF LR
A M~OEHERBGTEE T, 7 RLVRIITHARFETHDH7D, BRA M~OEe LML S
FHA, ZF L. ZTOBEEIE. TI7EBANL—NLDOEXF2 Y T 4 ITKETXES,
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s4+3voNToxEeFE

WO, — IR EAFTI v I NATDOYF U AR LET, EBROKA M2 NAT & v
arEERTE, WE NI T v I BRFRENET,
R2: 444395 NAT

Security

Appliance

10.1.1.1 209.165.201.1

5
10.1.1.2 g 209.1 65.2{11.2}
0

Inside "KDLHEI-:JE @

WORNZ, = v BT T RUA~NOEGERGEERATHNB Y E—F FRAMERLET, 20O
T RU AR, BRSTIRER T — Tz, Xy MIiRay 7 EhET,

B3:XYEVT T RFLAADERFBRERA TS YE—F KRR+

Web Server

wWww.example.com

209.165.201.10

Security

Appliance «*

FA4FITYINATORAEF =
HAF I w7 NAT IZiE, RORENRH Y F97,

BT EINTET DD T RUVAREBED T NV—T L0 i nggEe. TR EIZ R
TIT 4 INENE, T RLUANRRRETHE[REMENDH Y £,

PAT TiX, 1 OD7 RLADKR— FZHH L T 64,000 2 2B WILTX 5720, =
DA Xy SPEBNIFRAT DAL, PAT 72X PAT O 7 3+ — Ao 7 FREEHALE
7,

BT TV TIIN—T 4 VT R[RERT RV AZSEERTH2MENH D DI, —
T A VT RRRRT RURIZHEHABETERWEAERH Y £7°,
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9 ATz kNAT DERE

HAF w7 NAT OFEIE. —So 7 ha /LR PAT #FEHTXR N WS 2 LT, =&
ZIE, PAT IZIRDGAIIHERE L ¥ A,
*GREN—Y a0 EDEIIC, A—="—n—FT5dDOR—FBRRNIP 71 kL
TITHERE L £ 8 A
e —H DN TF AT AT T TV r—2 a0 2EDLHT, 1D20OKR—hHZF—F% 2 MY —
LEFDH, BIOR—F EICHEIAR2 2L, A—7 0 AZ X — RTlxenwWr 7Y r—
varTHHEEREELERA,

NAT B LW PAT OV AR — FOFEMIZONWTIX, T 74/ F A AT 23 L NAT IZEET
HHEIRFEEZSR LTI,

FAFTIVY 2y bT—=9 T2y ~ NAT DERE

&

ATy T2

ATvT3

TOWETIR, FAFTIVINATDORY NT—2 7V =27 FNAT ZHET B HFEIZHONT
FAL £,

FIE

~y BT T RLRIZARA MEREFFEHAOR Y NI —27 4727 & (object network =2~ >~
R) . £23Ry NU—2 F7 Y= b 72— (object-group network 1< > F) ZA{ERL L
si—g—o
ATVl NETIIITN—TIE, VYT Ry bEEHBHILIITEERA, AT V=T b
1T, AP EETAVLERLYET, A —FA20F, FA M EHBEEDAI LN TEE
j—o
vy BT ENTEX Yy VU= ATV =2 MCHEHFAEFARNIP T RLADOBTREEN
TWAEA, ®iHIEIZ AT I v 7 NATIZEH &, RA NPT RLURIZPAT D7 +—
Ry 7 ELTHEHESET,

NAT #RETD2H Y U =7 A7V =7 FEERCETZITHRE L £ 7, object network obj_name
151

hostname (config) # object network my-host-objl

(IELWT R AMRBDIAT V=7 MafRETIHEEEAT v T792) BT 5 FEED IPvd
F71XIPv6 7 FL AR EELET,

* host {IPv4_address|IPv6_address} : H.— DR A D IPv4 721X IPv6e 7 KL R, 7= & 213,
10.1.1.1 F£721% 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_address|Pv4_mask|IPv6_address/IPv6_prefix} : x> U —27 D7 RL X, IPv4
P77 F v FOHA, 10.0.0.0255000D K HIC, AR—ADEAHIZY AT EEDET, IPv6
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I Network Address Translation (NAT)
g4+29y 2w ra—s 470zt oxE |

DA 2001:DB8:0:CD30::/60 DXL HIZ, T RLARAETF LT 4w 7 2 E—Da=y s (&
N—272L) ELTEDET,

« range start_addressend address : 7 K L A DO#ilHl, IPv4 £7-13 IPv6 O#HiPHZIEE T %
To YRIZERITT VT 4 v 7 REEFDRNTIIEE N,

&1

hostname (config-network-object) # host 10.2.2.2

ATVT4 A7V FIPT RLADEALAFTI VI NAT ZRELET, FFEOAT V=27 MIKLTI
DD NAT V— T EERTEET,

nat [(real_ifc,mapped ifc)] dynamic mapped_obj [interface [ipv6]] [dns]
FNENOFAITRD LY TT,

A BT AR (TVP ITN—=T AN=DA U F—T = A ATKLE) EEDOA
YH—T=A A (real_ifc) BLOv v BT A X —T x4 A (mapped_ifc) Z#5ELE
T, AH v aZEZGOIMENRNDLY I, V—T v RE—KNTIL, BEEOA L H—T oA A
B~ BT A F—T 2 AERELRVGAIE, TXTOAL U F—T = A ZADME
fAlanEd, £72. (anyoutside) DL A U F—T = A ADWT I EIZITHFIZHF—
J—FRany ZfRETH b TEET, 2L, anylZ 7V vV TI—T DAL A
H—T A AZFEAINERA,

vy TIPT RLVA i~y BT IPT RLAREGEENDI XY NU—F A7 V=7 bE
xRy NI—2 A7V N IA—TERELET,

e AU H—T A APATDO 7 —/L v 7+ ({EE) interfaced—UV— K, f v FX—T =
AAPAT D7 —v Ny T A X—TMILET, v v ELTIPT RLAEMNEZF
LWV E T A E—T A ADIPT RUAREHINET, ipv6 #fFETH L, A
VHE—=T A ADIPv6 T RLUAREHAINET, ZOF 7T a Tk, mapped_ifc IZFF
EDA LA —T oA AERETHLENHVET, (vybBTENTA L H—T AR
NI oY TN—F A R"—DE X3, interface fEETEXEFHA)

*DNS: (fEE) dns¥—U— RiX, DNSILEAZLEW L ET, DNS A AT T a3 »indg
X =TI TWDHZ MR L TLEEW (F 740 FTlEA =7 TT) , il
oL, INAT ZEA L7 DNS 7 = U LIREoEXHZ | 2B LTSN,

1 -

hostname (config-network-object) # nat (inside,outside) dynamic MAPPED IPS interface

1

WO TIX, AERT R A 10.2.2.1 ~ 10.2.2.10 DFFHDOEFHIZ 192.1682.0 %~ h U —
T EBTHAAFTI v NAT #RELET,
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B 57z %9 r0—54T0zH FNATO

&
iy

hostname (config) # object network
hostname (config-network-object) #
hostname (config) # object network
hostname (config-network-object) #
hostname (config-network-object) #

Network Address Translation (NAT)

my-range-obj

range 10.2.2.1 10.2.2.10

my-inside-net

subnet 192.168.2.0 255.255.255.0

nat (inside,outside) dynamic my-range-obj

WO TIE, A FI VI PAT N I T v T BRELIZLATI VI NAT ZiRE L
7, *v bT7—7 10.76.11.0 NOK A hE, F7 natrangel 7 —/L (10.10.10.10 ~

10.10.10.20) (&~ v B> 7 & E£3, natrangel 7 —/LINDTXTDOT KL ANE Y Y
ToHNzb, patipl 7 FLA (10.10.10.21) ZFHALTHE A 5 v 7 PAT BETEN
F9, H—. PATEBRL TR THEHINTLESHEIE, A X —T A AT

RLAZERALTHEAFI v 7 PAT RETENET,

hostname (config) # object network
hostname (config-network-object) #

hostname (config-network-object) #
hostname (config-network-object) #

hostname (config-network-object) #
hostname (config-network-object) #
hostname (config-network-object) #

hostname (config-network-object) #
hostname (config-network-object) #

nat-rangel
range 10.10.10.10 10.10.10.20

object network pat-ipl
host 10.10.10.21

object-group network nat-pat-grp
network-object object nat-rangel
network-object object pat-ipl

object network my net obj5
subnet 10.76.11.0 255.255.255.0

hostname (config-network-object)# nat (inside,outside) dynamic nat-pat-grp interface

WOBITIE, ¥4 F IV 7 NAT & XA F v 7 PAT Ny 77 v 7 %HH LT IPv6 R
A NZ& IPVAIZEBT D L O ICRELET, WEr Y hY—2 2001:DB8::/96 D78 A
MEAHIZ, IPv4 NAT RANGE 7 —/b (209.165.201.30 ~ 209.165.201.1) 2~ v &>
7 &E T, IPvd NAT RANGE 7 —/VINDOFTRTOT KLAREY ¥ THN-H%IT,
IPv4 PAT 7 R LA (209.165.201.31) Z#fEH L TH A F I v 7 PAT BNIITSNET,
PAT b T X THEHIN T LE LB, MBS v ¥ —T7 A4 A T N A%
LCHAF 7 PAT NEITENET,

hostname (config) # object network
hostname (config-network-object) #

hostname (config-network-object) #
hostname (config-network-object) #

hostname (config-network-object) #
hostname (config-network-object) #
hostname (config-network-object) #

hostname (config-network-object) #
hostname (config-network-object) #
hostname (config-network-object) #

. Network Address Translation (NAT)

IPv4 NAT RANGE
range 209.165.201.1 209.165.201.30

object network IPv4 PAT
host 209.165.201.31

object-group network IPv4 GROUP
network-object object IPv4 NAT RANGE
network-object object IPv4_ PAT

object network my net obj5
subnet 2001:DB8::/96
nat

(inside, outside) dynamic IPv4_ GROUP interface



I Network Address Translation (NAT)

4+ = v % Twice NAT DERE .

B4+ = w4 Twice NAT DERTE

ATvT1

ATy T2

ATvT3

ZOIETIX, AT v 7 NAT O Twice NAT # R ET D HIEICOWTHAL 9,

FIE

EEILOEBEDOT LA, RETXO~ BT T RLA, SiEDEREOT KL A BLO%EE
DYy BT T RLAZ, RAMERBHEBEOR Yy NUV—2 7Y =2 & (object network =
~UR) | FRERY NI ATV s K 7 L—7 (object-group network 2= K) ZA{E
LET, D~y EL T T RLVAIZFQDN *y NU—7 A7V =2/ FEHTLZ LD
TEET,
T RTOKXEIL N T 7 4 v I ZEWRT D56, EETLOEREOT RLAICHT 247V =
7 FOBEMEAX Y7 LT, fbVIZ, nat 2~ RliZany ¥—V— RKEHETETE £,
« R— NEBEFRE LIS DALT 4 v AV H—T 2 ANAT DBREFRET DHAE
X, D~y BT T RL AT HAT V=7 hOBMEAX 7 LT, bViZ,
nat =~ > R{Z interface ¥ — 7V — RZEETE £,

FT 2l NEAERT DAL, ROTA RTA4 0 #EBEBE LT EEN,
CEEIL. EEEOT RLAORENWIT L= NENWTIL—F Il B 7Ensd Lok
’_.E_‘Li—a‘()
cF TVl NERZEFITNA—TITNE, VTR M EEDDHLIFTEERA, ATV b
X, #WHEZERTAILELHV T, J7A—7101F, FA N EEHHEZEDOHLZENTEE
—aAO
BT ENTERX Y N ATV MZEHEFRA NPT FLRADOMEREEN
TWAEA, HFAIIA AT I v 7 NATITEH SN, mRAMIP 7 RVARIZPAT D7 +—
N Ry 7 LTHEREET,

LE) 5EDFEEOR— M BLOSEEDO~ y B 7 A— MY —ERX A7V =7 hE{ERk
LET,
ATy NAT DA, 5 THR— MEROLZFITTEET, P—ER A7 V=7 bC
IXEE A — D LSRR — RO G2 ED D Z LN TEETHR, ZOEEIE, s8%H— M2t
PERSNET, FEIAR— FEEE LSS, EBHINET,
AL+ NAT 2 ELET,
nat [(real_ifc,mapped_ifc)] [line| {after-auto [line]}] source dynamic {real_obj | any} {mapped_obj
[interface[ipv6]]} [destination static {mapped_obj | interface [ipv6]} real_obj] [service
mapped_dest_svc_obj real_dest_svc_obj] [dns] [unidirectional] [inactive] [description desc]
FNENOBRBITIRD L B0 TT,
cAVE =T 2 AR (TN T TN—T AN=DA U F—T = A ANE) FEEEOA
VHE—=T7 x4 R (read_ifc) BLO~v v T A2 —T x4 A (mapped_ifc) ZfEE L E
T, WAy aZEFEDLMERHY 3, V—TFT v RE—RFTIE, EBEOAS L F—T AR

Network Address Translation (NAT) .
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B 5727 wicenaT iz

BLO~v oy BT A F—T oA AEBELRVGEE, TXTOA U Z—T = A AWME
HEnEd, £72. (anyoutside) DL HIZA U H—T A ADWT NN E I HIZH—
U—FRany ZfETHI L TEET, 2L, any 37V v Y FTA—TDRA LN A
H—T oA AZITHAINFEEA,

e/ varBIOYT: ((EE) 774/ T, NAT A, NAT 7—7vDk 7 v 3
Y1 ORRBIGEMENEST NAT L—LDJEFE (53—) #8) , EZ3 31T
17, B2 var3 (R hU—2 A7V FNAT L—LD#%A) IZV— V& BN
T 5846, after-auto ¥— 7 — K& LET, A—/Uid, lines|# &AL T, @72
7 a VOMEEOBICFHEATE £7,

B FEILET KL A

CEBEOT RLA Xy NI—27 AT V= b, FJA—7, £izidany ¥—U— %
RELET,

VBT T RLVA I BRRDFy N~ T V=7 NERIEIINV—T R ELE
T, MEGLC T, ROTZ =Ny 7 FREFRETEET,

e A UH—T A APAT DT F+—/L N7 . ({LE) interface ¥ —7— NiZ, A

VHE =Tz A APAT D7 +— NNy T oA RX—T VI LET, vy ECTIPT
RUARZFEWNRT L, ~ v BT A F =T 24 ADIPT FLAMEA SN
F9, ipve ZFEETHE, A X —T A ADIPv6 7 RLARFEH SN ET,
ZOA T a Tk, mapped ifclZBEED A X —T = A AEFRET HLEN D
NET, (b T ENTEAVE—T2AAINT Y v T—F X R—[C
o TWb E XL, interface ZFEETE EHA)

CSEET FL A (ER)

vy BE VI T RLR Ry NI F TV NEFIIN—T 2B ELET, A—

NEBRREINTAZT 4 v 7 A2 —T A ANATIZFRY . interface ¥ — 7 —
RERELET, ipv6 ZfRETHE, A F—T = ZADIPV6 7 RLANREH S
£9, interface ZHET 2 HAIE. LT service ¥ —UV—FRbRELET, 2047
v a T, real_ifc ICRHEDA U H —T 2 A AERETHLENDH Y £9, B
DNTIE, [AR—MEHERELTLAXT 4 v 7 NAT (41 _—v) | 2L TL
72 &0,

cEEEOT RLA Ry NI—2 AT V27 NERRI VT EELET, 747
T AT 4 NAT Tl EEOT FLAL <y B S T RLAOFICHICHE LA
Yl NERIFIIN—TEHERLET,

cSidER— b (BEE) vy B ENEY—ER ATV FBLOEBROY—E R F
Tzl bbbz, savieeXx—U—RERELET, TA T T 47 4 FA— NEHRT
X, EEOR— e~ v 7 R— b OMFIZFE U —EAAT V2l bEFEHALET,

+DNS : (IE. HETICOREHINAL—IL) dnsF—"7— Rif. DNSIEE A LML F
T, DNSA L ART g v WA F—T NI TWVWAB I L AR LTLEIN (F 741
N THEA =T NTYT) , 3BT RLRAEZRETHHE, dnsF—U— RIIHRETE FH
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544395 wiceNAT 0%z I

Mo FERICOWTIL, NATZ{EHL/ZDNS 7=V L SZ&nExH#z | 28R LT
él/\O

BHAHM : (R 4087 FLANKETT RLA~ND R T 7 4 v 7 ZBETERNE I
4 %1Z1%. unidirectional Z¥E L ¥,

KT T 47 (EE) o~ RE2HIBRT20ERL ZoORAEIET 7T 4 712951
X, inactiveXx—U— REEHALE, BET 77 4 7{bT 5I12iE, inactivex—U— K%
frCa~vy RekEzFALET,

F . (fEE) description ¥ —U— F&fEH LT, f&K 200 LFOHEZ A LET,

1 -

hostname (config) # nat (inside,outside) source dynamic MyInsNet NAT POOL
destination static Serverl mapped Serverl service MAPPED SVC REAL SVC

1

WIT, 209.165.201.127 % v U —27 DY —_"—F L 11 203.0.113.024 X N U —27 D
P—=R—=ZT 7B AT HPEONEHFX Y b T —2 10.1.1.024 DX A F I » 7 NAT %%
ETHHE2RLET,

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname (config) # object network MAPPED 1
hostname (config-network-object)# range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object)# range 209.165.202.129 209.165.200.158

hostname (config) # object network SERVERS 1
hostname (config-network-object) # subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 1
destination static SERVERS 1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 2
destination static SERVERS 2 SERVERS 2

IZ. 1Pv4 209.165.201.1/27 %~ KU — 27 OH— _"—F J 18 203.0.113.024 %~ F T —
T DY —IX—ZT 77 AT DHGED IPv6 NEFR ~ U —72 2001:DB8:AAAA::/96 DX
AFI v NAT #RET HH 2~ LET,

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED 1

Network Address Translation (NAT) .
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B 5rzvoem

545 =
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hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object) # range 209.165.202.129 209.165.200.158

hostname (config) # object network SERVERS 1
hostname (config-network-object)# subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 1
destination static SERVERS 1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 2
destination static SERVERS 2 SERVERS 2

v 2 PAT

WD ME > 7 T, A4 F v 7 PATIZOWCHALET,

SA4FZvY PATIZDLVT

AT w7 PAT TliE, EBOT RLABLOREETLAR— IR 12O~y 7 T RLAB
FOEADOR—MIBBINDZ EICE-> T, BHEHOEBREOT RLAN I DO~y T IP
T RLRICEBREINET,

BRIETCAR— PSEE D LIS 5720, BEERICITRIOL Y v g U BBETT, 2Lk
1E. 10.1.1.1:1025 1%, 10.1.1.1:1026 & 1 IBIOZEHA LB T,

WOKIL, XA v 7 PAT O— k72T ) A2 R-LET, EEORAMZIFNNAT v
arvEERTE, WA NI T4 v I RHFFENET, vy BT RLRAIZEOER TS [HE
LTI, "= BFAFI v 7B L THENET,

R4: 44+ 3 v PAT

Security

Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021 >
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

BHADERE L TV D, 77 BEA L— L TEFAI STV UE, sikery hU—27 ED Y E— |k
BRA MIEHIE AR A b~OEE B TEET, EEOR—F T FLABIVv v
ﬁ—h?vaiE%%%%Mﬁﬂ%f&ét . RA S SOERHIENL SN EY A, 272
L. 2OHEF. 7T78ANL—NLOEF2 )T 4 ITEFETXET,
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s4+svoemmoxseis

B O IRBEIND & A— NEBRLADMREOINIC/R2Y £9, v LvF &Y a3 PAT
Tt PATOX A LT U (74 T30 MEAESNES, By aT& D PAT
TIL, xlate N2 HICHIBR S ET,

\}

GE) A H—TxA AT ELICERRD PAT V=NV EFEHAT L E2BEIO LET, BEDA ¥ —
Tz A A, FFIT Tany) A VX —T = A AR UET—NEFEHTLE T—ABTITHEB L,
FLUWERIZHEHTE LR — <720 £7,

A4+ 2y PATORREFRA

HAF I PAT Tl, 1 D0~ w7 7T RUVAZFERATE A2, V—T 4 » JA[RER
T RUARERENET, S5, ASAAN LV Z—T A AZADIPT RLAZPAT T FL AL L
AT £,

LT Y FNA—THNDA B —T = A AW TEHT AL, IPv6 e DE AT I v
PAT (NAT66) I TE £t A, ZOHIRIL, A X =T 2 A ZARERDLT Y v T N—F
DAUNR—=THDHHEE., F2FTV Y TNA—T DR NR— LRIV —T v N A H—
Tz A ADMICITFZE LEEA,

HAF I w7 PAT I, ISR LI TR DT —2 AN — L &R O O~V TF AT 4T T
TV — g U TITHERE L £8 A, NAT B X UVPAT OV R— FOFEMIZHOWTIE, T 7 4L
h AV AR gl NAT IZBAT DHIRFEAES L TS EN,

HAFT IV PATIZE T, H—DIPT RLANLIRE I L D ICR 2 D8% < ofgn
ERENDZENHV ET, ZOHA, ZO T 7 4 v 71dH—/3T DoS WEB L L TR E
NHREEMENRHV ET, TRLVADOPAT 7= VEFHELT, PATT RLADT U RKrE Y
Bl Y CTEMEHATDE. ZORNEEMTE £T,

PAT =L ATz bDAARZA Y

PAT 7—NVDAy NV —2 FT7 V=2 MR 25813, ROHFA FTA - TLT7E
éb\o

PAT 7—ILDHE

o IN— ML, 1024 — 65535 OFPADOFE A FRE/R AR — N~ v B 7S E T, LEITGLT,
1024 BRI OFHRIAR— P E2ED T, N— MR ELHBICFERT b T,

7T AL TIMETAEE., T RLVAZLIZSRBEOR— b DT a v IR T AED A
NR=ZB Y THN, ZNHOR— T ry/NTYy EVIMTbhEd, 7uvrE
DU THLEMMILEEAE,. 7y 780 Y TH A N> TR— MRS ESNET, =
@?7?»%%5QTTO

sPAT 7'—/UZxt L CT7 vy 7ED B TCEEMITIHE, &— K71 v 731024~ 65535
OHIPFATORE VB TOENET, ZOH., 7V r—a BN/ NnAR— &S (1~
1023) ZMELTHEEE, BREELARWARERMERH Y £3, =& 21, A— K22 (SSH)
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B iAo z0r0hq k540

PYHRTAHTTY A —3 g iE, 1024 ~ 65535 OHIPIN T, AR MZE YV L THRET
oy JHNO, v~ v ENER—FEERELET,

cFUPAT '~ N F T V=V FE2ODRBANL—NLOFTHERTAEAT. WTHEUA
T arEFZLV—MHELTLIEE N, 728 20E, 120/ — LV THEE PAT MEE S
DHEAEIT. IO —FDON— /L THILE PAT WIEESNDILERH Y 7,

o RA M GFOEERH AT, FOFR A M SO OESHIE U PATIP 7 KL X
EHEALET, BHTRERA— FBRWIGE, ST ONSFREERH D £3, 20
FIEEAZERET AT, Ty Raer v a v a2 EHLET,

PAT 7— )L DLk PAT D HE&

AL DT IV r— g A VAR g I, WEEPAT IV R—FERTWER A,
BR— FRIBADA LV ARY ¥ a v DR —EIZONTIE, TTIANL N L ART g
V& NAT [T BHIRHIEAZ SR L TS EE,

« BAF 2 w7 PAT b— W|ZkF L CHERE PAT & A 12— 7 VI T 58E. PAT /—LDO7T K
L A%, "=k FF AL —2 g 0 b= L EEORIDAZT 27 NAT D PAT 7 KL
2L LTCHHTAZ LI TEERA, 728 21E, PAT 77— /M2 10111 WEEN TS
Yite. PAT7 RL AL LTI10.1L.11 ZEHTS, A—bF FT U ALb—va v b—LkkF
DAL T 4 v 7 NAT IIMERRTE £8 A,

ePAT *—NEMEHL., 7+ —NA NN I DA E—T x4 AREETAHEE. JEEPAT %
FHCTE A,

+ ICE %7213 TURN %72 VoIP Bl CTix. $EE PAT 2 L2V TL &, ICE R

FOYTURN (%, T _TO5%EICH L TR L TH D70 PAT N1 U F 4 TIKIEL T
WET,

« VT AAND=y NTIIEPAT 2T L IXTEER A,
LR PAT 1Z. T /8 A TOXAE VAEHARNBML £,

PAT 7—IILDSH > FOEVARDES

o R A MIBEFEOBGN b AEAIE. ZOFRA ML OO IZFE U PATIP 7 KL &
EHEALET (R—FEBERTRETHLEGE) . 2L, 20 DA 1L, 72—
F—NRN—RRETLLEDNET, T, AR T 2 — L F—N"—F5H L KA NDDOH%
BEOPHETIZIREVIDOIP T RLABERA SN WEERH Y F7,

cPAT /— )L L—)L/F T RubE  b— )L Z—T A APATL—ANRELA X —
T AALETRELTHWSE, IPT RLAD [RENE] 8B L2Z7E4, BELEA v
H—T 2 A ATPAT 7—/VETZIEIA V F—T = A A PAT DWTHNZRIRL £, 5d
92 PAT /L—VIIHER L 72NN TL T2 &0,

e 7V R U TIE, FRICHLE PAT A S LRI, REDAETY BNEEINE
T NAT F— M~ B 7 EnNs7a ha/UIP 7 RL AR — NGB = EICfER S b
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I Network Address Translation (NAT)
g4F3vo xvra—s 179 Ltz [

72, T Ru By TiEEE < OFRENAT 77— LB &, AE Y BMEH SN ET,
PEAE PAT Tlt., &I < DEIFF NAT 7 — /L oMERL S E T,

BAFIvO 2y I—0 AT xH kPAT DERTE
COHETIH, FAFTIVIPATORY hU—27 77 b NAT iR ET D HFIEIZHONTHL
HLET,

FIE

AT 1 ({EE) v v BV I T RLAZKRAR MERF®EEOFR Y NU—27 47 Y= b (object network
av U R) | FhERy NU—2 ATV b 70— (object-group network =1 > K)
AR L £,

ATVl NEEAT APV ALETA v TV WA N T RLAZRET 50 &
A =T 2 A AT RLVAZIRETE T,

cF TVl FERERTAEAE. ATV NERIIINN—T R TRy FEANS T L
ITTEERA, 777 MI, 1 ODOFRA M, E7035EHE (PAT F— 1V OBE) »EFH
TAHAVENLY T, ZL—7 (PAT 77—V OHE) 1TIiE, HEOKR A E#HiEE AN
ZERTEET,
ATV T2 NATHRETDHFY NTV—2 A7V =7 alElE-13Mm%E L E7, object network obj_name
1 -

hostname (config) # object network my-host-objl

AT T3 (ELWT RLARHBLAT V=7 bERETIHEIIAX Y 7 T5) BT 25 HEEED IPva
71T IPv6 7 FL AR EHELET,

* host {IPv4_address|IPv6_address! : H.— DR A FDIPv4 £7/2iZIPve 7 KL R, 7= & 213,
10.1.1.1 £ 7213 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_addressIPv4_mask|IPv6_address/IPv6_prefix} : % b7 —27 D7 KL A, IPv4
BT Ry FOBE. 10.0.0.0255.0.0.0 Dk 91T, ARX—ADHBAICY AT BEDET, IPv6
DA, 2001:DB8:0:CD30:/60 D L 52, 7T RLAL T LT 4 v/ AEH—Da=y (A
N—=272 L) ELTEDET,

« range start_addressend address : 7 N L A DO#ilfl, IPv4 £7-13 IPv6 O#HiPHZIEE T %
To YAV ERBT VT 4 v 7 A GHRNTIIZEN,

&1

hostname (config-network-object)# range 10.1.1.1 10.1.1.90

Network Address Translation (NAT) .
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B srzv0xvro—v 30y reaTORE

ART9T4 7027 NPT RLADFALAF IV PAT #RELET, FFEOAT7 V=7 MIxfLTI1
DD NAT V— T EERTEET,

nat [(real_ifc,mapped_ifc)] dynamic {mapped_inline_host_ip | mapped_obj | pat-pool mapped-obj
[round-robin] [extended] [include-reserve] [block-allocation] | interface [ipv6]} [interface [ipv6]]

TNTNOHPITRD LBV TT,

A B =T xR (TVT TN—T AUN—DA U H—T = AINE) EEEDA
vHE—=T7 x4 R (red_ifc) BLO~v LT A2 —T (X (mapped_ifc) ZfEELE
T, WAy azEDHMERHY 3, V—TFT v RE—FRTIE, EEOAS X —T A A
B~ 7 A0 F—T 2 A AEHRELRVGEAIE, TXTOA U F—T = A AWM
HainnEd, £72. (anyoutside) DL INIA U F—T 2 A ZADWT I FEIZIIM T IZF—
U—Rany #EETHIEHTEET, 7L, anyiZ7 U v Y ZA—T DAL A
H—T A AT S EE A,

XY EUVIIPT RLA vy BT IPT RLRAZROBDE LTHRETEET,
+ mapped_inline_host_ip: A > 7 A4 > HFA KT FLA,
emapped_obj : KA KR 7T RLAL LTEHRSNDLIXY hT—27 ATV |,

« pat-pool mapped-obj : #HE DT NV AZ G Xy NTV—7 A7V =7 NEIZT N —
7

sinterfacefipv6] : v~ v B TSN A U F —T 2 ADIPT RLVARS Yy BT T R

VAL LTHERENET, ipv6 2fBELTHE, A VX —7 A ADIPv6 7 KL A
WERINET, ZOF 7T a2 Tk, mapped ifclZfFEDA v ¥ —7 = A A& FRIE
THVLERHY T, (o BT ENTEA VT —T 2 A ART IV v Y T —T X
UR—D L XL, interfaceXEETEEFHA) ZOF—TU— RN, A FZ—T A R
DIPT RVAZMEHAT L& EIMEHTL2RERDY T, £ F4 T, £2iIA
TV e LTANTHZ EIXTEEREA,

¢ PAT 7—LIZHOWT, ROF T ard 1 DL EEIFEETEET,

eround-robin : PAT 7=/ DT 7 Kb 7 RLRED Y CThE A 2—T Mz LET,
TR rERELRTE, 774V FTPAT 7 FLADTRTOKR— M
WD PAT 7 RUAMNMER SNARNICEID ¥ ToNET, JV v Rrber XTI,

BAIOT RUVAIZRS THMEA SNDHIZ, 2EFHOT RLA, 20k E, 7—
JNDFEPAT 7 RLANST RLA/R— FREI0 Y THNET,

« extended : $L3E PAT % A 2 — 7 /WIC L £, JL5E PAT Tix, BHIEROZLET KL
ALR—=FEED, IPT FLARAZTETEHARLS, P—ERZTLIZ65535F DA — kAM#E
MEET, @HE, PATEROERFFIZZ SR — T RLREBE IR0 20,
PAT 7 RL A&7V 65535 DR — MIHIREEET, 72& 21X, IRk PAT &4 H
L. 192.168.1.7:23 IZ[A 7> 9 A0 10.1.1.1:1027 DZEHA, 33 X 08 192.168.1.7:80 (2]
229 A 10.1.1.1:1027 OEWAVER TE £,

cincludereserve: 7 RV AL TX AR — FOBBEICTHELR— F (1 —
1023) &0 ET, ZOF T arERELRWES, 7 KL AIX 1024 — 65535 O
FEHHNOR— FOBRITEHBEINE T,
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g4F395 2y k-0 470z oz

* block-allocation : "—h 7 u v Z7ED ¥ TE A F—TNVIZLET, X VT L—F
F XKL PAT OBA 1L, NAT I —EIZ 1 DT oR— NE#HZE ) Y TEE 5
PO, FFRARNDOR—FOTr Yy 7 EEVYTHIENTEET, F—rDT v
IHEREIVYTEHE, RAINLDFOHOEGTIL, 7y 7D T & LIERE
N IFLWA—IRMEHSNET, BEILELT, RAMBRTOTH v 7HNOFTRT
DR—=PMIELTT 7T 4 72 fomaiBmo 7o v 7 NE0 Y TonE
T A= T E v 7, 1024 ~ 65535 DHIFATOALF Y HTHNES, F— DT
2 7 &) Y TiX round-robin & HHAERH D £33, extended A7 > 3 AT
HLZLIITEERA, e, A VX =T A APAT DT =Ny 7 2T 5 Z
EHTEEEA,

oAU H =T 2 A APAT D7 +—)V v 7 . ({LE) interface[ipv6] ¥—7— KL, 77

A~VUPAT 7 RLADHBIZANENTZEEITA X —T 2 A APAT DT — )R J %
AFZ—TMILET, 7IA~VPATT RL A&V RE-TLE, v~ v B A2 —Tx
AADIPT RUARERSNET, ipv6 ZHEELIZ%LG. A v X —T7 A ADIPv6 7 K
VAMMERSNE T, ZOF 7T a Tl mapped ifclCFrEDA o F—T = A4 A% E
THOMLERHDET, (Fy BT ENTAE—T2AART IV T T)—TF X 3—
DL &L, interface ZFEE TE FHA)

&1

hostname (config-network-object) # nat (any,outside) dynamic interface

1

WOFITIE, 7 FLZ 10222 OFEH%IT192.1682.0 %> NV — 7 2@BF XA FI v 7

PAT %

hostname (config) # object network my-inside-net
hostname (config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) dynamic 10.2.2.2

OB TIE, A v Z—T 2 A AT KL AD12192.1682.0 % v hU — 7 &[Sk
THEALF Iy PAT ZRELET,

hostname (config) # object network my-inside-net
hostname (config-network-object) # subnet 192.168.2.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic interface

WKOFITIE, XA F I w7 PAT & PAT 7 — V&2 H L T IPv6 Ry N U — 7 &4
HIPv4 Rry N —JIZEHBT DL HICERELET,

hostname (config) # object network IPv4 POOL
hostname (config-network-object)# range 203.0.113.1 203.0.113.254
hostname (config) # object network IPv6 INSIDE
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B 7 rz09 wicerat o

hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object) # nat (inside,outside) dynamic pat-pool IPv4 POOL

A4+ = w4 Twice PAT DX E

ATvT1

ATy T2

ATvT3

ZPOIETIX, AT v 7 PAT @ Twice NAT 2R ET 5 FEICOWTHPE L E£7,

FIE

BEITOEREDOT RLA, FEIXOVy B ST RL AR, SEEOERDOT FLA, BLU%EE
DO~y BT 7T RLVAIZ, AANELFHIFAOR Yy NU—27 727 | (object network
a<wR) | FREAY MU= AT V=7 kN ZL—7 (object-group network =< K)
PERLET, 5D~y 7 7T RLAIZFQDN 2y hU—7 7Y/ e+ 52
EHTEET,

T RTCDOEFEIL N T 74 v 7 ZEWT A6, EREILOEEOT RLAIZHTHA 7V =
7 FOEMEAFy 7 LT, K VIZ, nat 3~ RiZany ¥—U— REEETX £,

A UH =T 2 A AT KL AR~y BT T RLALE LTHERT 2548, HETO~ Y
VU7 T RVACKT DA T Y27 hOBMEAF vy 7 LT, fRDYIZ, nat 2~ RIZ
interface ¥ — 7V — N&RETE £,

« = NEWERE LISERDAZT 4 v A H—T = ANAT DR EZET HHE
X, 5D~y BT RLAICKT 24727 FOBMEAXy 7 LT, b0z,
nat =< RiZ interface ¥ — 7V — R&ZfEETE F7,

FTV 2l FEFERATAERIT. A7 27 NERIIINN—T YT Xy FEEDDHZ LIXT
XEHA, A7V 7 MEL 1 OOKRA b, F3HE (PAT 77— L O8E) 2 EFRT HME
NHYFEI, ZF—7 (PAT 7 —/VDOHE) ([ZiE, BEOKRA N EHIAZED DL ENTEE
7,

(EE) 55D EREOR—FBIOEED~ vy B 7 R— MY —E A 47V =7 b Z2ERK
L/i‘é—o

¥4 F v 7 NAT O, 5ik CR— NEROBERFTEET, P—ER AT V=7 biC
HRRIRTEA — b LSS — h ORI S 2 G152 LR TEXETH, OB, siskH— MG
PHRSET, EETH— FERE LSO, BRSnET,
S4FS vy PAT #ELET,

nat [(real_ifc,mapped_ifc)] [line| after-auto [line]] source dynamic {real-obj | any} {mapped_obj
[interface[ipv6]] | pat-pool mapped-obj [round-robin] [extended] [include-reserve] [block-allocation]
[interface[ipv6]] | interface [ipv6]} [destination static {mapped_obj | interface [ipv6]} real_obj]
[service mapped _dest_svc_obj real_dest_svc_obj] [unidirectional] [inactive] [description description]

TNENDOFPFITRD LBV TT,
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5443 v wice PAT0EE [

e AVE—T 2 AR (TVwT TN—T AN—=DA 2 F—T = A AZHE) EEDOA
VH—=T x4 A (real_ifc) BLOW~ v BT A4 —T A A (mapped_ifc) ZHEELE
T, By az2EOLRBENRHY £, L—T v FE—FTiE, EBEOA X —T A
B~ BT A F—T A ZERELRVGEAIE, TXTOAL U F—T = A ZADME
HEnEd, £72. (anyoutside) DL A U H—T A ADNT NN EIZILH HIZH—
U—FRany ZfETHI L TEET, 2L, any 37V v Y FTA—T DAL A
H—T A ATHEASNET A,

e/ varBIOYT: ((EE) 774/ b TIE, NAT HAIX, NAT 7 —7vDk 7 v 3
V1 ORRBIGEMENEST NAT L—LDJEFE (5—) #8) , EZv 31T
72, ¥ var3 (R hU—2 A7V FNAT LV—/LD#%A) [ZV— L& BN
T 54546, after-auto ¥—7— R&EMHALET, AL—/Uid, lines|#EHEH LT, @72
7 a VOMEEOBICFHEATE £7,

B FEILT KL A

CEBEOT RLA Xy NI—27 AT V=2 b, FA—7, £izidany ¥—VU— %
BELET, BEOA L F—T oA ALy BT ENTA L H—T 2 ANDT
RCDO T T4 w7 BERTHEE, any ¥—U— REFEHLET,

BT T RLA L ROWT NN ERELET,
*Fy NT—I ATVl b i RARNT RLREBLF Y NT—2 A7 V=2 |,

« pat-pool mapped-obj : DT RLAEZ Gy NI —27 ATV =7 MERIET
=",

sinterfacefipv6] : UL—7 v RE—RKDH, ) vy BT A FZ—T A ADIP

T RUVANRS Y EL T T RLVAR (L H—T A APAT) L L CHEASNET,
ipv6 ZIEE LA, A v —T =24 ADIPv6 7 RLANEHSHET, 2D
A7 a Tk, mapped ifciZREDA VX —T = A AERETHLENDH Y F
T, (v T ENA L E—T oA ANT Y v TA—TF A RXR—D L x
1L, interface 5 ETX £HA) PAT 7— LV ETRy NU—2 7V =7 |
TIDXF—T—KREHEETDHE, AV X —T A APAT D7 4+ —VNv I PH
0 ET, PATIP T RLAZFEWRET L v~ v BT A ¥ —T xR
DIPT RUANEHASNET,

PAT 7—ZHOWT, IROF T ard 1 DL EEBETEET,

e round-robin : PAT 7—/L®F > RKaby 7 RLRAE Y ¥ CTr A4 R2—T 2L
9, U R UERELRZTIUX, T 74V N TPAT 7 RLADTRT
DOFR— MIKROPAT 7 RUARFEHENHANCEHI VY TonET, JUs Ke
LU AR TR, BHIOT FLRIZRES THOMH SR8, 2FBOT FLA,
FIFOWRE, T—ILHNDOKPAT 7 RLAMNELT RLUA/R— RRED L THR
£7,

« extended : $55E PAT %A 1*— 7 /WIC LE9, $E5E PAT TliE, ZHIERO565ET
RLAER—FZED, IPT RLAZ L TIIARL, —E R LIZ 65535 HD
AR—FAMEHENET, @E. PATEHOIERIFIZSEER—FET FLATEE
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B 7 rz09 wicerat o

SNz, PATT FLAHT=D 65535 DR — MIHIBRENET, =& %
1. VEBE PAT 25 LT, 192.168.1.7:23 1216729 HE D 10.1.1.1:1027 OZEHa
F LN 192.168.1.7:80 (Z[A1> D B 10.1.1.1:1027 DEH A ERETE £,

sincludereserve: 7 KU ALHIHE A TE 28— FOFFAIZ FRFELFR—F (1—
1023) &9 ET, ZOF T a VERELRWGA. 7 KL A1X1024 — 65535
DOFPHN DR — S DI EHENE T,

» block-allocation : "—k 7w Z7EID ¥ TEA F—T VI LET, F¥ VT T
L— RE 21T KRB PAT DA X, NAT I 12 1 TR — FE#HZE ) Y4
TEELZRDVIZ, BERAFDR—FrDT vy 7 2EOYBTHZENTEET,
R—=bDOT oy 72BN YBTEHL, RAMNLDOZTOHOFERETIL, 7y W
DT NMIRIRENDFH LWA— MBEHASNET, SHEIZSCT, A MR
DT By 7NOTXTOR— MIBELTT 7T 4 7k FomaiB o
TuayZREDYTHENET, A— b7 a v ZiE 1024 ~ 65535 O T B E|
DYTHNET, A—bOT7r vy 7E Y Y Cidround-robin & BHMERH Y £
M, extended 47 a VEMEATHEIETEERA, T, AV F—T AR
PAT D7 4 — N\ 7 ZfiHT5H5Z b TEETA,

ST RL A (EE)

YV T T RLA Ry NT—I 3TVl VETIIITN—THBELET, A—
NEMERELTZAZT 4 v A2 —T A ANATIZIRY GEZ Y v 7 n—7
DA A H—=T oA ADH) | interface ¥ —7 — REFEE L £7, ipv6 2T
LIESGE, AV F—TxA ADIPv6 7 RLANMERH ENE T, interface Z$5ET 5
a0, Y9 savicex—U— RLBRELE T, 2047 3 Tld, real_ifc I E
DA VB —T oA RAERET HMLENDHY E7, FMICONTIE, THR— MEHZR
ELIEAZT 47 NAT (41 =) | BB L TIIEEN,

cEBROT RVR Ry b= AT V=) bERRIN—TEEELET, TAT
T4 T4 NAT Tlt, EBEOT7 L2t~y By 7 7 RLAOEGICHIZH AT
Vg VEREI VT EFERLET,

SR —bF . ((FE) v v B ENEY—ER ATVl FBIOEREOYT—E R A4
TV hEEBIT, savicexF—U—REREELET, TAT T AT A4 A— FNEHT
X, EEOR—F e~y BT R R—FOEAFIZRI LY —E R A7 V7 MEFEHLET,

« Hgm . ((BEE) 5887 RUAMEEILT RLASND N T 7 4 v 7 BRI TE 720 K9 (1
4 %1Z1%. unidirectional Z¥E L ¥

HT T 4T ((EE) 2~ REHIBRTAMLERLS ZON—NVEET 7T 4 71T HI
1, inactivex—U— R2EHLEST, BET 77 4 7T 5214, inactive¥—U— K%
frnCa<wy ReREzHEANLET,

M (fRE) description ¥— U — RaffH LT, H&K 200 LFOHE AT LET,

% -
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5443 v wice PAT0EE [

hostname (config) # nat (inside,outside) source dynamic MyInsNet interface
destination static Serverl Serverl
description Interface PAT for inside addresses when going to server 1

il

I, AR Telnet $—/3— 209.165.201.23 ~D T 7 & AWFHZNER A v R T — 7
192.168.1.024 DA > % —7 = A APAT Za%E L. 203.0.113.024 %> NV —27 LDH—
IR—=~DT I B ARFHZPAT 7 — NV ZEHA L CHEAFI v 7 PAT ZRET DB ERL
F7,

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT_ POOL
hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 209.165.201.23

hostname (config) # object service TELNET
hostname (config-service-object) # service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config)# nat (inside,outside) source dynamic INSIDE NW interface
destination static TELNET_ SVR TELNET_ SVR service TELNET TELNET

hostname (config)# nat (inside,outside) source dynamic INSIDE NW pat-pool PAT_ POOL
destination static SERVERS SERVERS

WIZ, A IPV6 Telnet Y-—/3— 2001:DB8::23 ~D 7 7 & AFICHNERR ~ h U —7
192.168.1.0/24 DA X —7 = A A PAT Z5%iE L, 2001:DB8:AAAA::/96 v NTU—7
DY —R—~DT 7 AR PAT 7 — V&2 L TH A F I v 7 PAT ZRET D
BlERLET,

hostname (config) # object network INSIDE NW
hostname (config-network-object) # subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT POOL
hostname (config-network-object)# range 2001:DB8:AAAA::1 2001:DB8:AAAA::200

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 2001:DB8::23

hostname (config) # object service TELNET
hostname (config-service-object)# service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # nat (inside,outside) source dynamic INSIDE NW interface ipvé6
destination static TELNET SVR TELNET SVR service TELNET TELNET
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B & r+onvsavucizszraronE

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool PAT POOL
destination static SERVERS SERVERS

R—b J7Ov V&Y HTIZK S PAT DFRTE

X v U7 ZL— RE7I3RBEL PAT TlE, NATIZ 1 I 1 DOR— NEWAE D Y TEH5
DOTIERL, BERANMIA— b7y 7 EZEVBTHZENTEET (RFC6888 &ML
TLEEY) , R—= DT a7 %E0HTHLE, RAMDOLOZFOROEHRTIX, Vv
NDOZ 2 HLERIRENDF LA — EBFEHEINET, LEZEUT, FARMBIEOT 8 Yy
THDOTRTOR— ML TT 77 4 77k R oL aIZBMo 7 e v 7 3EH 0 ¥ Tohi
F9, Ty OR— FEERTLEED xlate NHIRSN D &, Ta oy 7 MEBESHET,

Kb 7 a7 280 Y THERBHIT, X 7OM/NTT, R—k Tav 704
DRLER S AL, B ek SN E TN, A— F 78 v 7 WTIER S L7z xlate ITFEEk S AL EH A,
—J. m 7T R0 IREIC Y £,

A= b DT 1y 7131024~ 65535 DFFTOREIV B THNET, 2072, 77V r—a
VIVNEWR— R ES (1~1023) ZHLELTH LT, HMELARVIREESH Y £3, L&
ZIE, R—122 (SSH) 2BRTH7 7V r— 3 0%, 1024 ~ 65535 OFPHNT, FA |k
CEDYTOENET By VD, v v BV 7 SRER— MR LET, ROR— R RS2
M 277V r—a A LT7m Yy 27810 TR LARVWER O NAT L—/L & {ER T
= FF, Twice NAT DFAIE, A—AMNEEICT 1y Z7E ) B TL—LORNCES L HICLE
T,

1R BHEIIZ
NAT L— /L OfEH EDOEE :

s« round-robin F—U— KiZ&H 5 Z L 1FTE 973, extended, includereserve, 721
interface (A > ¥ —T7 =2 A APAT 7+ — N Nv 7 H) 2E50HAZ LIXTXERHA, FOI
DEETFTEDT FL A LR — MERGFFTENET,

DN — N EEERZ DAL, NAT 2B HE T 5T _XTCOr— A LAk, BEHzD
= VZBEET D xlate 27 UV 7T HMERH Y £, ZiUL, HLVIL— a2 GRS
LI DICETT, ZNOLEIRIICZ VT 350, REFHEICY A LT U MIRDHET
FbEd, 7 I7AXTOMEDEA., 77 AX 2K Txlate &7 0 —rUZ 7 VT 455
ERb £9,

)

GE) WHEOPAT V— b7 vay 7ED Y TPAT V—L&2E0 X5
e, A7 V=7 FNAT Tk, £T/0— L ZHIERL THD5 xlate
BEIVTTLHMENSY £, ZO%, FiLnAT7 =2 FNAT
N—VEERTEET, £ 9 LewvE, showaspdrop HIiC
pat-port-block-state-mismatch R & v 73 F /R SUE T,
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&

ATy T2

ATvT3

ATvT4

N PE R T L |

 BEED PAT F— L, FOF— NV ZHEHT 5T X TONL— IRt L TTa vy 7ED
BVCERETSD (FRIFHELRY) LERHD ET, | DONL—ITay 7 zED Y
THZEEFTET, BIOAL— BB THZ b TEEHA, EHETDHPAT /—L Y
Fuy 7ED Y TCREEZRESEDLZEIFTEETA, T2, A= E#BL—LEETe
ABZT 4y NAT L — VA EHEIEHZ LIFTEEEA

FIE

(A7Fvay) 7oy 7 8O YTHA XERELET, ZHUIKET v Y 7 OR— METT,
xlate block-allocation size value

FFAIZ 32 ~4096 T3, T 7 A/ MI512TT, T 74V MEIZRERTIZIE, noBXEHEHL E
j—o

T 74V R EHEH L 0GEIE, BIR LA AN 64,5121 EIL TS Z Lo iR L
£ (1024 ~ 65535 DFEHOR— M) , MERERDD & A TERWAR—FBREALET,
72l ZIE, 100 2FRET S &, REORBHR— B H £5,

(EE) RARNZLICEID Y THZ ENTEDORKT ey 7R ELET,

xlate block-allocation maximum-per-host number

FIRIZ 72 ha L T EICRESNHSDOT, HIR 4) X, AAMZED ERN 450 UDP 7
Oy 7 45O TCP7uvy 7, BIOR4SDICMP 70wy 7 ThAZ LEERLET, BET
XLMEOHEPAIZ1 ~8 T, T 74/ MI4TT, 774/ MEIZETIZIE, noEXEHEA L E
j—o

(FFvay) EiEsyslog DEREA X—T M LET,

xlate block-allocation pba-interim-logging seconds

F 740 F T, R—b 7o v 7 OfERB L OHIBRFIZS AT LT syslog A v — 08 RL
SNFET, BERX L T2 X—TNMZTDHE, HELEMBETRO A vEe—URNEKRINLE
T AvE—, FOERETEIYTCOENTWETRTOT VT 47 R—h 7uay s &L
A—FrLET (Fm b= (ICMP, TCP, UDP) . HfE Ttk XO%%A v ¥ —7 =4 A IP
T RLVA, R—b 7oy 7 Eggte) . BEIT 21600 ~ 604800 F (6 R[5 7 HE) ZI6E
TAHZENTEET,

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real _host_ip to mapped _interface:mapped ip_address/start port_num-end_port_num

i -
ciscoasa (config)# xlate block-allocation pba-interim-logging 21600

PAT =D 7 1 v 7E0 Y TEFEHT 5 NAT L— L& B L ET,
A T4 kPAT,
nat [(real_ifc,mapped_ifc)] dynamic pat-pool mapped-obj block-allocation
1 -
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[ Per-session PAT % 7= (& Multi-Session PATO 25

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src_host
host 10.111.10.15
object network src_host
nat (inside,outside) dynamic
pat-pool mapped-pat-pool block-allocation

Twice PAT,

nat [(real_ifc,mapped _ifc)] [line| after-auto [line]] source dynamic real_obj pat-pool mapped-obj
block-allocation

il

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src_network
subnet 10.100.10.0 255.255.255.0
nat (inside,outside) 1 source dynamic src_network
pat-pool mapped-pat-pool block-allocation

Per-Session PAT = 7= (% Multi-Session PATO %

T 74NV ETIE, TXTOTCPPAT 77 4 v 7 BXOTRXTHOUDPDNS b7 7 4 v 7N
Per-Session PAT ZfifH L ¥£9, » 7 7 4 v 7 2 Multi-Session PAT Z i fi3" 521X, Per-Session
PAT N —/V&FHE L FT, #Fa]/L—/L T Per-Session PAT Z {1l L. fE45/L— /1 C Multi-Session
PAT M L £,

Per-session PAT |2 X > C PAT DHEiEMERR E L, 7 T AZ ) U T OEHEITKEA L /N—a2=y
MZME O PAT i 2 TX % L 9127e V) £7°, Multi-Session PAT #&fci, Hlil—=v b
WCHIEE L CHlfll =y FEFTERE L THOXLENH Y £7, Per-Session PAT 7 v ¥ 3 DL THE
2. ASA B U &y MABEE S, HIEIZ xlate BHIBRSNE T, 20V Ey MZLoT, =
v R — IRV S B 2 fif it L. TIME WAIT IREEZ [ L £ 47, XfFRAYIZ, Multi-Session
PAT Ti&, PAT #A A7 U FMMEHENET (T 741 FTIE308)

HTTP°HTTPS 72 8D Tk v v KT T 7 4 v 7 OFA, Per-Session PAT iZ, 12D
T RFLRIZE S THAR— FSNDEEREE KRIBICHECT Z L3 CTE £9, Per-Session PAT % fif
HLZ2WGEEIE, FFEDIP 7’1 b a/uZktd 5 17 R b AD R KREERRITR 2000/ T,
Per-Session PAT Z i T 2 3541%, BFEDIP 71 2 /UZkT 5 17 R L 2O ERIT 65535/
TG T A7 5 A BTT

Multi-SessionPAT D A U » NEIEHATEX A NI 7 4 v 7 7= & 21X H.323, SIP, Skinny (Zxf L
T Per-session PAT %7 1 &—7 /WIZF BH121%, Per-session fE5/L—/V&{ERR L3, 72721,
henFa b a/L TS UDP R— Mot v a VAL PAT HEMT 284813, £h
DIZFFR N — VAR T DR H D 7,
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Per-Session PAT 3 = (% Multi-Session PAT0 3= [

1R BHIIZ
FTITHIL N TIE, ROL—ABA A N—ILINFET,

xlate per-session permit tcp any4 any4
xlate per-session permit tcp any4 anyé6
xlate per-session permit tcp any6 any4
xlate per-session permit tcp any6 any6
xlate per-session permit udp any4 any4 eq domain
xlate per-session permit udp any4 any6 eqg domain
xlate per-session permit udp any6 any4 eqg domain
xlate per-session permit udp any6 any6 eqg domain

INSOL—FHIBRTEEE A, IS ON—EEIT. FEER ST — L D% TEE
LET, V—UIBFRIFHMSNDDT, T 74NV M A— VBT B ENTEET, =
Lz, INLDON— NV EERIINEEIEDHITIE. KOLOEBMLET,

xlate per-session deny tcp any4 any4
xlate per-session deny tcp any4 any6
xlate per-session deny tcp any6 any4
xlate per-session deny tcp any6 anyb6
xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain

FIE

Per-session PAT D#F Al F 7213 EE L — NV EER LET, ZOL—WET 7 /v k —L D EiZ
BEONETN, MOTFEER SN —VEVIXTTT, A—WInd . @A DIEF CTIER
LTL &N,

xlate per-session {permit | deny} {tcp | udp} source_ip [operator src_port] destination_ip [operator
dest_port]

T L BEHIED IP 7 FLZATHOWTIE, RO XS ICHETEET,
» host ip_address : 1Pv4 £721X IPv6 R A b 7 KL AZEE L £,
«ip_addressmask : IPv4 X RV —2 7 RLABIOHY T 3xy b v A7 ZHBELET,
- ipv6-address/prefix-length : IPv6 > RV —2 7T RL AL T VLT 4 v 7 AEBELET,

cany4 B Nany6 : any4 X IPvd N7 7 4 v 7 P EIELE T, any6itanyd T 7 4 v
7 EHRELET,

operator Cif, A3 THEASN IR — "NEBFOFRMEERELET, T 74/ 1
T, TRTOR—bTT, FHEATEXIEE L, KOLEBY TT,

olt: LD/
egt: LHRKEFW
ceg: FELW
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*neq : F L2

s range : fEOWFERREIH, OB F2EHT 254613, 220K — "NEEEZBEELET
(f5] : range 100 200) ,

1

WOBITIE, H323 b7 7 4 v 7 DIZODEGNL—NVEERLET, ZOMT 74>
7121 Multi-Session PAT NMEH SN B L 92T 5720 TT,

hostname (config) # xlate per-session deny tcp any4 209.165.201.7 eq 1720
hostname (config) # xlate per-session deny udp any4 209.165.201.7 range 1718 1719

Iz, SIPUDP AR— hiZt v a VELOD PAT 23] T5 2L T, 7T AZDA LN
o SIP Ooy#aEFHNZT 1% ~R LET, SIPTCP R— hTldt v a Y HALO
PAT T 7 4V b TH DD, T 74V FON—VEEE LIS EZRE, TCPIZ

=T H D A,

hostname (config) # xlate per-session permit udp any4 any4 eq sip

AR T4 v NAT

TIZTIE, AXT 4 v NAT & ZFDFEEFEITHOWTHBALET,

A2 T 49w NAT [ZDLVT

AHBT 47 NAT TlE, EEOT RLANL~ vy BT T KL ASOBEEEBRPER S E
9, vy BV T RUVALEGT HEER CRIL TH D=0, AF¥T 427 NAT Tid, B
MO (FA N~ L R A MO OEEROW ) 2T ET s 75677t
A N—VINFIET D56) o — . X477 NAT BLOPAT Tld, AR A RBLBEDK
EHICH L TR DT RUVAEIFIAR— M2 ERAT 2720, RFMOBBITZYR— S Ed
Moo

WO, —fRHIRAZT 4 v NAT DV F VA E R LET, ZOBHIIEIZT 7T 47T
HHTO, EBEORARNLE Y E— N KA NOWFNEREZBRBECTEET,
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— hER %R

—tzmemELER87 v NaT [

E5:2%7F4v%9 NAT

Security
Appliance ¢

10.1.1.1 209.165.201 1

-«

< >

10.1.1.2 ; 209.165.201.2

Inside »’fﬁailzrde a

\}

(D) REELT, REHET 4 =T M TEET,

SELERE2 T4y NAT

R FNEMAEZRTELIZAXT 4 v 7 NAT TlE, EBEO7 o halrBLlOR—Fevov b7
7 a halBrIOR— MR EETEET,

ABT 47 NAT i L CAR— b EHRETIHHE. A—bEITIP 7 FL A% [E UAEIC
~ o BT EN, BIOMEIC~y B T nEEIRTE £,

WD, RN— FNEMPRE SN — KA ZT 4 v 7 NAT D F U FaRrLET, BE
Iz l:°/7 L7zAR— k&, Bz~ B 7 LA — FOWFEZ L TWET, WTho
r—ATH, IPT RLVATRIOfEIZ vy B 7 ENTWET, ZOEWIIEIZT 7T 47 TH
L, BHENTARAREYE— b RA OGNSR ARG TE £,

R 6:R— FERERELIRET (v NATO—HRMESF Y 7

Security

Appliance ¢
< 10.1.1.1:23 ? 209.165.201.1:23
*1[1.1.1.2:8[18[1 ; 208.165.201.2:60 >
4
Inside f'((f:'lilﬁl-'_iﬂ .:_

N— ML — NV ERELTZAZT 4 v 7 NAT 1%, FRESNTZAR— PSP T KL ADH
L?&ﬁx%%@bi¢0Mﬂwwwﬁ%%®%@fwhfm%m7hvzu77ﬁxbi
FETHE BN Ty SnET, S 5IT, twice NAT DA, NAT L— /LD %[EIC 1P
TRLVAE—FHLARWNT T 4o 7058 IP T LA E T D54, sideh— MR
K ReyZENFET, Lan-oT, 3EHEIPT RLAIZKH L THATINAMOTXTO T
T4y ZIGEIM— NV EBNT HMERHY 9, X, A—MEREETICIPT ML

ANWZART 47 NAT V=L EFREL, R— FEHNL— L DEBAIZEFNERE TE 9,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B xz0x55cv5naT

\)

GE) ®H L FYFxNDT TV r— g A AXT g UGB RT Y r— 9 (FTP,
VoIP 72 &) ZMHHT2BA1L. NAT XAHEICE I XY R— a2 HBm L £,

WIZ, R—= NEBRERE LIZAZ T 4 v 7 NAT OZOMOBEMBIO—EHERLET,
TFATOTATA R—FEBRERELIZRZT 1499 NAT

WY ) —A~ONET 7 2 A% ffHFLTEET, e xiE, BAerFR—FTh—tv 2%
T 53 OOV — N (FTP, HTTP, SMTP72 &) BH LA, T oo —E
AT 7B ATHEODHE—DIP T L AZABL—P IR TE E4, 20k, 74
TUT AT A4 R—=FNEWMEBRELIZAXT A v I NAT ZHEL, T7EALLIELT
WAR— MZESNWT, B—DAEIP 7 FLAZEY—R—DELWIPT FLAIZT Y
vy TcEET, A IEEOR— N (21, 80, BLU25) EAMEHL T
L8, A— NEERTLHLEEH Y A, ZOBIOKEFIEIZOVWTIX, FTP, HTTP,
BEILORSMTP OH—7 KL A (R— NEHERE LIZAZ T 427 NAT) 2B L TL
7ZEW,

EBEUNDR—LOR— FEBREZRELIZRE2 T4 v NAT

N— NEHAEHRELIZAXT 4 v 7 NAT 2T 5 L. TRIBEHAR— N BIEHELSNO
R— b ~OEEL, TOHWOEHEFEITTEET, =& 2L, HNE Web — 33K — k
8080 Z{E T+ 2A. AN— b 80 I+ 5 Z L 24 —VICFFAI L., TD%, BHs
JTEDOR— FOSOIZRERT I EMNMTEXET, FERIZ, EX =2V T 4 23 DIZHEDDHITIE, Web
2P EHELIAN DR — b 6785 128t D L HITHER L., TD%, Bz R— b 80 IR
FTZLEMNTEET,

K FERERE LIRS T 499 V8 —T T4 X NAT

AZT 47 NATIE, EBEOT KL A2 A 2 —T 2 A AT RLRALR—MOELED
v BT THEIICRETEET, 2R, TS ADHEA  F—T = A A
D Telnet 77 B AZWNHHAA MU XA LT NT55A, WEEARDIP 7 KL A/R—
F23 &S A L HZ—T 2 A AT RLA/R—F 23 C~v v B 7 TEET,

1X{HEDRZT 499 NAT

W, AT A7 NATIZ 1 1O~y B TRELET, LrL, HAICL-oTL, 1
DDEBEOT RV AZEE O~y B 7 T RLVRAICHRETHZENRDHY T I x%) . 1%t
ZDALT 47 NAT ZRETHHA. EBEORA NN NT 7 4 v 7 BBGTH L. BTk
O~y 77 RUAMEBENET, LML, SR MIATTHRBEENEZ N T 7 497D
e, FEOS vy BT T RLASND N T 7 4 v 7 ZRMTE, 1DDOFERDT N L AITIFE
BENETA,

WO, — R 1 L DARAZT 47 NAT > F U AZ R LUET, EROFRA N2 EIET
HeEL BIIEHIO~Y Yy E T T RUAMER SN DT80, EBEDKRA NIPHRYIDO~ v BT
IP OZEHIL, BERAIIINT D B3 T E T,
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ovvery orut cegm

B7:1:2DRE2T 199 NAT

Security
Appliance
10.1.227 209.165.201.3
« >
10.1.227 209.165.201.4
-«
10.1.227 209.165.201.5 E
5
3

Inside 7 Qulside

7o ZI1E, 101227120 — R AN U RGFEETLHELET, EREND URLIZIELUT, b7
T4 T EELWWWeb =2V F A L7 MLET, ZOFIORTEFIEIOWVTIEL, HED
v BT T RLR (ARXT 4 w7 NAT, 1 %%) ZEFONEHe— RN XT3 2B LT
72 &0,

B IHEDRART 4 v NAT D)

/ Qtsde Undo Translation
indc Trarsiaion /| 209.165.201.5 - 10.1.2.27
200.165.201.3 == 10.1.2.27 |

Undo Translation
209.165.201.4 = 10.1.2.27

Web Servars

o<y ELT OFUA GEHE)

NATZiE, 131, 12 72T Tidzel, 2xt%, Zxtd, xR SEREOFBEOA LT 4 v
Iy T T VA EREHTED LV FHMERHY EF, 151~y BT EIET 0%
v~y BTG EERNTAZEEBEIOLET., Inboo~ry B AT a0 T
LARWAE RN AET D RHEMERH Y £,
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B to<veos orur Gegm

BEREMIICIX, DRIZIFIX L LR L TT, 7272 L, RENEMEICRY, EEO~ v B 7RO

EHTHOLMNIRLRWAREMERH A7, LB LETHEEOXKT R AR L TIXEZ0%
EEERT 22 L 2BEIO LET, 72& 2T, DRIZDT TV FTiE, PEOERDOT FLX
NEHO~ v BT T RLVALZIERIZCvy B 7E3nET (AX1, Bix2, Cix3) .,
TOEBEOT RUART v B TINTeb, WOy BT T RUANRKEYIOEEOT KA
Wy BT &N, TR TO~ v BT T RLAR v LIS ETEITEINET (AT
4, BiX5, CliE6) . ZOfER, EBEOKT RLAIIx L THEEO~ vy B 7 7 KLU ARTFE
THZLIZRVET, I RHEORED LI, RO~y B TIEFHRRGFRTHY . LED
VBT TR, BEOFRA NSO NTF 7 4y 7 EZHBTEETN, BEOKRA M H03 X
TDOII7 74y 7iE BEILORNDO~ Yy 7 T RVALRTE2ENTEET,

WDKK, —f&EI72 DR ZD AR T 47 NAT >V A a Rk L ET,
9:DREDRET 4 v 4 NAT

Security

Appliance

10.1.2.27 _:f 209.165.201.3
-

10.1.2.28 )? 209.165.201.4
- . LEl g
{1 0.1.2.27 ‘? 209.165.201.5
_{1 0.1.2.28 )‘7 209.165.201.6

10.1.2.27 4 209.165.201.7 3
< 5

Inside £ Culside

Zxt Vb ELIISZ I a7 4 X2 b—a s TE, v BT T RLAED L DEBEOT
RUARGFELET, EEOT FLARARRETHEY BHlZ, v v BT T RULARRELE
T, WHHORGEZERTX 501, K FLOEEDOIPT FL ALy L7 F—ILORT
vy BT BT EEETTT, YO EIOEBEDOT FLRAIZ NI 7 4 v 7 2B TE
TR, INH~D T 7 4 v 7 ERRTEET A, DOV X —2 NTF 7 4 v 7%, B[
HDS5OOHEHE EEFILIP, 56 IP, EEITA— b, sER—F, 7B hanr) ko Tl
U7 ZBE T RLRZik S hE T,

)

G¥)

%5t E 721355 1 O NAT 1L PAT TlEdH W £H A, 2 DDOEROK A FAFE UEETR— b
B uEERH L TR UMY — "B LW U TCP 4556 — MZT 7B AT 584813, miFOR
ARNEICIPT FLRIZEIND L, 7T RLVADOBEANRHD SODOX T NVIN—FE TR
7=, MFOERESYV Yy bILET,

WO, —fRIIRERIDDAZT 47 NAT > F V) A a Rk L ET,
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RBFA9Y Ry RT—H A TS b NAT EER— FERERE LR 274 v o NAT0EE |

10: 2 VDRET 1499 NAT

Security

Appliance
10.12.27 i 209.165.201.3
10.1.2.28 ? 209.165.201.4
10.1.2.29 / 209.169.201.3
10.1.2.30 7 209.165.201.4 )
10.1.2.21 Z 209. .TE':;.::'U.T.H} :

Inside 7 Oulside
ZORITAET 4 v 7 V—NZMHTHOTIT R, REMORGELEETDHNT T 4w
W11 D=V EER L, RO DT RLAZE AT I v —NVEERT D EE2RBEID
L/i‘j‘o

ARETA4YI 2y bT—=0 T2 FNAT FER— EHBRE
ELRAZT 10 NAT DEETE

ATy

ATy T2

ATvT3

ZOWETHEH, Xy hI—27 47727 PNAT ZFEHLTAXT 4 v 7 NAT V— L EZRET
2B DWW T L E1,

FIE

TR v~ Y7 7 RLVARCF Yy NI—2 47 V=7 b (objectnetwork =2~ > K) F72i%
Xy NU—2 F7Vxs ks Zv—7 (object-group network =< > K) Z/ER L £,

ATVl FEMEHTARDVIZ, A TAL T RLAERET DN, 72134 X —
T2A AT RLAEBETEET (K= NEREMGHT 2227 0 v 7 NAT DEH)

cF TVl NEMHTAGAIL, ATV NERF I A=A A N, fiH, EE
THxy NEANDZ ENTEET,
NAT #RETDF Y U —7 A7V =7 FEERCETZITHRE L 7, object network obj_name
i

hostname (config) # object network my-host-objl

(IELWT RLANRBHDIAT V=7 MNaelRETIHEEEAT v 7 95) BT 5 FEED IPv4
F71TIPv6 7 FL AR EHELET,

» host {IPv4_address|IPv6_address} : H.— DR A D IPv4 721X IPv6 7 KL R, 7= & 213,
10.1.1.1 F£721% 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_address|Pv4_mask|IPv6_address/IPv6_prefix} : x> NI —27 D7 RL X, IPv4
YTy FOEE. 10.0.0.0255.000 DX HiT, AR—ZADHBAIIY AT BEOET, IPv6
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. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

DA 2001:DB8:0:CD30::/60 DXL HIZ, T RLARAETF LT 4 w7 2 BE—Da=y | (&
N—272L) ELTEDET,

« range start_addressend address : 7 K L A DO#ilfl, IPv4 £7-1% IPv6 O#HiHZIEE T %
To YRIZERIZT VT 4 v 7 REEFDRNTIIEE N,

&1

hostname (config-network-object) # subnet 10.2.1.0 255.255.255.0

ATV T4 A7V FIPT RLADRRAT A VI NAT ZRELET, FFEOAT V=7 MIKLTI
DD NAT V— T EERTEET,

nat[(real_ifc,mapped_ifc)] static {mapped _inline_host_ip | mapped_obj |interface [ipv6]} [net-to-net]
[dns| service {tcp | udp | sctp} real_port mapped_port] [no-proxy-arp]

TNTNOHRPFITRD LBV TT,

A UH =T 2 A A (TV T TN—T XA N—=DA B —T = A ATNE) FEEEDA
VH—T x4 A (real_ifc) BLIWR~v T A2 —T7 A4 A (mapped_ifc) #HEELE
T, AW v azEOLLERHY 9, V—T v FE—RFTIE, EEOA L H—T A A
BIO~o B T A H—T o2 AERELRWEAIE, TXTOA U F—T = A ADMHE
HainnEd, £72. (anyoutside) DL INIA U F—T 2 A ZADWT I ETZITMH T IZF—
J—FRany ZHETHIEHTEET, 2L, anyiZ7 Vv =T DAL N A
H—T A ATITWAINEEA,

Y EVITIPT RLAR v BT IPT RLRAZROWT N E L THRETEET, @
WX 1Oy BT, EBEOT RLALRIUEO~Yy BT 7 RURAERELE
T, LU, 7 RLVRAOEDR—HLBWGAELHV ET, A¥T 1 v 7 NAT (40 ~—
V) BEZRL TSN,

» mapped_inline host ip: /1> 74 ARARNIPT RLA, ZHICED, FAMETT V=
7 M1 1O~y B IpiiiainEzd, 371y hAT7 V27 FOBEIE, AV
FTAVKRART RLRIZKIL TR LRy h~AZBMER &, v~ v B 731>
FALURA MDY T Xy FNOT RLAICK LT L% 1 OB T £4, &4
TVl POLGAEIE, vy BT EINET RLRIDE, @A TV 27 MZhHDHRELT
BORANNEGEEN, TNHIE~Y Y E VT EINTZEFANT RLANGMBEY 3, 72
xR, EBEOT FLAMR10.1.1.1 ~ 10.1.1.6 OFPHE L CTEFE S, 172.20.1.1 %
Yy BT T RLRAE LTHRET 256, ~ v B Z#iHICIE, 172.20.1.1 ~172.20.1.6
NEFEINET, NAT46 721X NAT66 AHiTliX, IPv6 £ hU—2 7 RLAZIFET
xFT,

mapped_obj : BEfFDOF v hU—2 AT P =7 NERIZZNA—T, IP T KL ADOHH
1M1 O~y BT 2T, FCEOT RLAZGh#il 25472 =7 b
BRI ET,

interface: (RN— FEERELIZAZT 4 v INATDH) ~ v BT A H—T =
AADIPT RLAR v BT 7T RLAELTHERENET, ipv6 ZfHET D &
ALE—=T A ADIPv6T RUANFEHINET, ZOA 7T 3 - Tld, mapped_ ifc
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REF 490 Ry b T—H FTOTY F NAT &3t FERERE LR 274 v o NATORE |

WCHFEDA VX —T 2 A AR ETHLENHY ET, (o773l ¥—
T2 A ANT Y v F)—F A "—D L XL, interface Z4FETE EHA) 20D
XF—U—RE, /X —Tx2AADIPT FVAZMERTL L EIHEATLILER S
DNET, AV TFTAT, FHRIEFIATV2I7 FELTANTDHZ LT TEERA, service

F—U—FNbUTRELET

Xy FY—Xxv k: ({EE) NAT46 O%E . net-to-net ZIHET D &, MO IPv4 T R
VABRKRMOIPv6 7 KL A, 2FAMN2EBIZ, &V XricEfsnEd, o4~

va U ERELZRWEGESE, IPVA DAL SN FEHSET, 151 BHBROLAIT,

DF—=U— REEHTLILERHY 7,

-
—

*DNS: ({EE) dns¥—7U— Rif, DNSILEEZ AL FE T, DNS A AT g UinA
=T NIRRT NAZ L HFER LTS (F 740 FTIEARX—TTT) , M

WIZOWTIE, INAT 2R L7ZDNS 7o LInEDEEWZ | BB LTI EEN,

e IR— MEHL . (R—MEHEZRTELIZAXT 4 v 7 NAT DB) FHET L7 0 hal F—
U—REEEOR—FBLIRw v B R—F e LIl servicezfEELET, A—FE

FELETRERR— FOL4RT (http 72 E) OWTFRE AT TEET,

« 7UXVARPARL : (IEE) wvEUIIPT RLAICEE LN v hOT 1% ARP
BT A B—T T DT, no-proxy-arp ZfRELE T, YEF T ARP DT 4 E—T L
(LI 725 FIREMEDS & DIRIUCO VT, ¥y BV I T KL AL =T (v 7 2B

LTL7Z&W,
&1

hostname (config-network-object) #
nat (inside,outside) static MAPPED IPS service tcp 80 8080

1

OB TIL, NEIZH D EEEDORZ - 10.1.1.1 D, DNS U T A b3 A X —TIVITERE
SHNTAERICH D 10222 ~DAZT v 7 NAT R ELET,

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static 10.2.2.2 dns

WOFITIE, NEIZHHEEOFRZ 101110, ~v T8N 4A 7TV =0 b
FERT AHEINZH D 10222 ~DAXT 47 NAT R ELET,

hostname (config) # object network my-mapped-obj
hostname (config-network-object)# host 10.2.2.2

hostname (config-network-object) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1

Network Address Translation (NAT) .


asa-919-firewall-config_chapter9.pdf#nameddest=unique_190
asa-919-firewall-config_chapter9.pdf#nameddest=unique_206

Network Address Translation (NAT) |

B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

hostname (config-network-object) # nat (inside,outside) static my-mapped-obj

WOHITIE, 10111 DOTCPAR— K21 D, HEiA X —T = A ADKR— k2121 ~D,
R— FNEBERE LT-AXT 4 v 7 NAT & ELE T,

hostname (config) # object network my-ftp-server

hostname (config-network-object)# host 10.1.1.1

hostname (config-network-object) # nat (inside,outside) static interface service tcp 21
2121

WOHITIE, NEFIPvA £ hU—7 ZAWERIPV6 Ry NI —Z 12wy BT LET,

hostname (config) # object network inside v4 vé6
hostname (config-network-object) # subnet 10.1.1.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) static 2001:DB8::/96

OB TIE, NESIPv6 £y hU—7 ZHNEIPV6 Ry NI — 22wy BT LET,

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96
hostname (config-network-object)# nat (inside,outside) static 2001:DB8:BBBB::/96

A2 T4y Twice NAT £ /= FHR— FEBREZERTEL-R I3 T4 v

NAT

o

ax AE

&

ZOETIE, Twice NAT 2 L CTAHX T 4 v 7 NAT b—/L &R ET D HIEIZHOWTHIA L
i—g—o

FIE

FEEILDOEBREDOT RVA HMEILOY Y BT T RUVA, SBEDOEBEOT RLA BILUO%EL
D~y BT T RLRIZ, ARAMNEREFFEHAOR Y NT—27 7 =7 & (object network =
~UR) |, FERY NI ATV k7 —7 (object-group network 1~ K) ZA{E
BLET, BEO~y L7 T RURIZFQDN Xy NU—27 7 V=7 baFERATHZ LD
TEET,
« W= MEMARE LIZKE LD AL T 4 v 7 A F—T =4 ANAT DB ERET D5
. BELOZ Yy BT T RLACHT 247V =2 bOBEME A%y 7 LT, bV
\Z. nat =~ FiZinterface ¥ — U — R&fgECT&x £,

c R NEMERIE LTSI D AL T 4 v 7 A B —T = A ANAT DR EHRET D58
X, 8D~y BT T RLACHTHA TV 27 FoOBMEAX Y 7 LT, bYic,
nat =~ RiZinterface ¥ — 7V — R&RETX £,

FT7V = FERERT D58, ROHTA RI7A 0 2ZBLTIZEN,
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ATy T2

ATvT3

R85 4 v Y Twice NAT 13— FEBRERELER 27 ¢ v NATORE

e BT EINTEA T2 FEIFIN—TTIE, AR M, &, FREY TRy M
GHHTLINTEET,

CAEZT 4w BT, BELIN1ITYT, LERo T, EEOT LAty S
7 RUVAOEIIRI LT T, 72770, LEIUSUTRRDIRICT I ENTEET, FEMIC
DWNWTIX, AX¥T 4 v 7 NAT (40 X—) ZBM LT EE,

(F7Fvay) WO —ERAFTV=7 FEERLET,
o EEILE IS DEBEDO R — b
cEETELIISEDT BT A— b

P—EAFT V= ML, EEILR—FESER—FOWMEZE05Z LN TEETR, M
FOV—EAFT V=l MIEFILEAR— FELITSER— FOWTNUNERET HLERH D
F9, ZHHOT TV r—a UBREEOKRETLAR— FEEHT 225G (—HODNS r—r3—
72E) WTHETLAR— B LSRN — FOM G ZEET D LENH Y £308, FEDHEET
A= MIDoTIEHINET A, 722X, HEILFA FOR— NEE#T 56815, #E
Y —ERERELET,

ARAT4 99 NAT Z#HELET,

nat [(real_ifc,mapped_ifc)] [line| {after-object [line]}] source static real_ob [mapped_obj | interface
[ipv6]] [destination static {mapped_obj | interface [ipv6]} real_obj] [service

real_src_mapped_dest_svc_obj mapped _src_real_dest_svc_obj] [net-to-net] [dns] [unidirectional |
no-proxy-arp] [inactive] [description desc]

FTNENOERBEIZIKR D LB T,

A H—T 2 A A (TV oY TN—T A N—=DA A —T = A ATHE) EEDOA
vHE—TxA A (red_ifc) BL W~y 7 A% —T A A (mapped_ifc) ZfEEL
T, AWy T ZEOIZMERHY ET, V—T v RE—FRKTlX, BEEOS X —T AR
B~y BT A 0 H—T oA ARBELBWVGEAIX, TXCOA X —7 = A AME
HathvEd, £/, (anyoutside) DI A v F—T = A ADOWTIETIELTFIZF—
U—FRany ZfETHI b TEET, 2L, any 37V oY FTA—T DAL A
H—T A AZFEAINERA,

ekt varBIWMT: (EE) T 740 h T, NAT HAIXZ, NAT 7 —7vo® 7 v g
V1OREBIEMENET NAT L—ADlEF (55—) #8MR) , EZ73 31T
<, 827y ar3 (Ry NU—2 A7V =7 FNAT b—L D% A) (20— /LZ&800
T 54546, after-auto ¥—U— R&EMHALET, A—/id, lines|#EfEHA LT, @72
7 a VOEEOEICFHEATE £7,

s EEILT FL R

s EBEDT RLVA Xy NI—I AT V=) NERBFIN—THR/ELET, TAT
T AT 4 NAT IZEHEIND any F—T— REZHHA LRNT &0,

BT T RLVAR ARy NI—F ATV FERFIN—TERRELE
T, "= PMEWMEBRELILAXT 4 v A X —T x4 ANATIZFRY | interface
F—U—RFEEETEET, Ip6ZfEET DL, A VI =T = A ADIPV6 T LA
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Network Address Translation (NAT) |
B <5710 Twice NAT E1-5K— FEBRERE LI R8T 1 v NAT OBE

MMEHASNET, interfaceZ5ET 2355, serviceXx—V — R ELET (DY
G VPR ATVl NIEFIEA— T 2ELMERH ET) , 204
va ik, mapped ifclCHFEDA v H —T 2 A AEFRETHLERDHV T, (vv
BT ENTA v E—T 2 A ANRT N v T—TF A= & XL, interface &
BETEEHA) I VWL, [HR— NEBERTE LAY T ¢ v 7 NAT (41
N=Y) | ZBRLTLIIZEN,

57 FLA ((EE) -

YV T RLA Xy NT—I 3TVl VETIIIN—THRELET, A—
NEBRRESNT-AZT 4 v 7 A B —7 A ANATIZFRY . interface ¥ — 7 —
REHELET, ipv6 ZHETH L. A X —T A ADIPv6 7 FLANER SN
*9, interface ZHET HHE. L ¥ servicex—UV— RFLRELET (Z0HE.
P —bERAF TVl NIFEER— NG EEOCLERHVET) . ZOF TS 3T
I, rea_ifc ICRFEDA v X —T 2 A AERET DILERHV T, (vyEUIFX
NeA B =T 2 A AZANT Y vP T—T A _"—D & XX, interface 215 TX
FHA)

cEBEOT RLA  Fy NI—2 4T V= MR NA—TEIEELET, TA T
T 4T 4 NAT TlI. EBEOT7 R AL~y 7 7T RULAOWFIZEICFE AT
Cxl NERIFIN—TEHEHLE T,

cR—h: (BER) EBEOY—ERAF TVl MBIy BT AN —ERF TV

7 hEL BT, savicex—U—RERELET, HEILA— NEHBROLGE, A7V =7 b
FEEL—ECRAZEETHAHLERH Y £, HELA— FMEROa~y FRNOHT—E A
F 7Y =2 FOIEFIL, servicereal _obj mapped obj T, 5ideAR— FNEMDLEA, 4T
P/ MISEEY—EAERRETHOMNERH Y £3, A — NEBROP—E 2 AT Vo
7 M OJERI1L, servicemapped objreal_obj T3, A7 V=V hTHEETLKR— b E5ELAR—
MO HFERETDHZ EIFIEEAELY FHEAN, ZOHAIZIE., VIO —E A 47
Ul MIEBORETLR— M~y B 7 EN5R— g EnEd, 22000 —
EAFT V7 MIX, vy B 7 SNTREILAR— MNEBEOSEEAR— MR EENET,
TATUT AT 4 A— MNEWBOLEITX, EREOR— e~y 7 R—bFOWMG (2>
T4 X2 b= a IS LT, BETEA— N R — b, FFFOWS) IZFR U —
VR AT V= NeERAT AT T,

Fw MY —Fv b (fEE) NAT 46 O4 . netto-net #f5ET D&, KWDOIPvA T R
VANRMDIPV6 7 KL A2, 2FBAN2FBIZ, EWH EHicEBEnEd, Zot7
Ta EBELRWEGAIX, IPVA DAL FANMER S ET, 131 BHROBEIX. 2
Dx—U— REMHTL2HERNH Y £7,

DNS : (fEE. RETICOAEM END/L—/L) dnsF—T — Fid, DNS/OEZZH L E
Jo DNSA VAT g ViInA F—T Mo TNDH I EEMHERLTLLZEW (F7 40
N CHEA X =TV TT) , BBET RLAZRETH%HE, dnsF— U — RIERETE EH
Mo FERIIZOWTIX, INAT 2 L7ZDNS 7 = U LInE0ESHZ | 28R L TR
I,
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I Network Address Translation (NAT)
R8T 14 v Twice NAT £ 113K — b EERE L5 7« v o NaToEE [l

cHFGM : (BE) 5T RLAREEILTT RLA~D T 7 4 v 7 BB TE W E DT
+ %121, unidirectional Z¥5E L7,

« 7OXFTARPRL : (FE) v~ v VU IPT RLARICHER LNy b7 1% ARP
T 4 B—=T T HITIE, no-proxy-arp ZFEE L E T, FEMICOVWTIE, vy
T RLVRENLN—TFT 4 7] BEBRRELTIEEN,

HET T 4T (ER) 2~ FEHIRTAMNERLS ZORAEIET 77 4 72T 51T
1. inactivex—U— R&EHALET, HET 77 1 7{bT 5214, inactive¥—U — K%
frovCa~vy RekzZH A LET,

« W . (fEE) description ¥—U— R&MEH LT, K200 XFOFBHEATILET,

1 -

hostname (config) # nat (inside,dmz) source static MyInsNet MyInsNet mapped
destination static Serverl Serverl service REAL SRC SVC MAPPED SRC SVC

1

Wi, R— NEBREFEHT DAL T 4 v 7 L2 —T A ANAT OERFIZRLE
T, AMERIZ B B AR A RS, sEAEAR— b 65000 ~ 65004 ZHEE L CHE A v H—T = A
ZIPT RUVRIZEEHRET 52 &Ik, WENIZH D FTP Y —"—IZT7 7 BALE T, b
Z 7 4 w71, 192.168.10.100:6500 ~ 65004 DN FTP — N— I SN EH A,
O RCHRELZFETLT RLALER— v 2EHRT IO, h—EX 4TV b
\IZEE oA — MEaPH (BESeR— FTlEe<) ZHETDZ LICEELTIEE N,
sEJeAR— ME Tany] T3, A¥T 4 v 7 NAT IR R CTHDH7=0, [EEx) BX
O Iy AL TR~y RE—U—FR2®HH> b0 THY, /X7 FHNOD
EEORE TR LOEBEOLHROT FLALER— KL, 7y hEEETIHRA M
Ko TRV EF, ZORITIE, I LNTA~OERNIEEL TWDHT2H, FTPY—
N—=D EEIL] 7 RUAER— M, EBRICIFRETL 7y PATIESEET FL&
ER— N FT,

hostname (config) # object service FTP_PASV_PORT_RANGE
hostname (config-service-object)# service tcp source range 65000 65004

hostname (config) # object network HOST FTP_SERVER
hostname (config-network-object)# host 192.168.10.100

hostname (config) # nat (inside,outside) source static HOST_FTP_SERVER interface
service FTP PASV PORT RANGE FTP PASV PORT RANGE

WIZ, IPV6 Ry T =T ~DT 7B AREDH 5 IPv6 DHHID IPV6 ~DAZX T 4 > 7

I, BEIORIPVA Ry NT—27 ~DT 7 & ZAEED [Pv4 PAT S — L ~DEAF I v 7
PAT DW= R L £7,

hostname (config) # object network INSIDE NW
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hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED IPv6 NW
hostname (config-network-object)# subnet 2001:DB8:BBBB::/96

hostname (config) # object network OUTSIDE IPv6 NW
hostname (config-network-object)# subnet 2001:DB8:CCCC::/96

hostname (config) # object network OUTSIDE IPv4 NW
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname (config) # object network MAPPED IPv4 POOL
hostname (config-network-object)# range 10.1.2.1 10.1.2.254

hostname (config) # nat (inside,outside) source static INSIDE NW MAPPED IPv6 NW
destination static OUTSIDE IPv6 NW OUTSIDE IPv6 NW

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool MAPPED IPv4 POOL
destination static OUTSIDE IPv4 NW OUTSIDE IPv4 NW

7AT 4 T« NAT

\I
ol

IP7 RLAEHFICEBRTALEDOHANAT 20 7 4 X2l — g VERETCXET, &

ZIE, NAT 2% 32y NU—ZIZETH5H0D, 1 DDOFy hT—27 % NAT »HEEAT D &

S IREIRN— VBT A, AXT 4 v 7 NAT V=L ZER LT, 7 RLAZHFIZE

BCEET, TATT 4T A NAT X, Z2T7AT b bT77 497 % NAT 59854
EOHHYE— K T2 EAVPN ODBESICHETT,

WO, — 72T AT T 47 4 NAT DV F VA ERLET,

M:7A4T>T4T4 NAT

»

Security
Appliance /
209.163.201.1 7 2098.165.201.1
209.165.20n .2 ; 209.165.201.2
) 4
Inside ”/:'L!lﬂid&.‘:

ZIZTIE. TATF T 4T 4 NAT OB EFIEICHOWTHEHBE LET,

TATOTAT4 2y T—5H

ZOHETIE, XY NU—27 A7V FNAT 2 EH LT AT T 45 4 NAT L—/L %3

7219 b NAT DERTE

ET D HFECOWTHHLET,
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ATy

ATy T2

ATvT3

ATvT4

FA7FoT14T4 2y rI—0 #7500 Tz [

FIE

(EE) ~v 7 T RLVARICHRY NU—27 7Y x7 | (objectnetwork =2~ > F) F£721%
Xy NI—2 A7 =7k Z)—7 (object-group network =2~ > K) Z{ERRL £,

AT V= bEEATIRDYIC, A TA Y T RLAERECTE T,

ATVl FEEHTIRAE. ATV MR BRTDEREOT LA L KT D44
ERHYET,

NAT #RETDHH Y U —7 A7V =7 FEERCEZIT#RE L £ 7, object network obj_name
KA T2 NOa T Y PRE-THLINERHLHETH, A7V NIvy 7T
RLAICHERATINEEITRR DA T V27 MCTHMERDH Y £7,

i :

hostname (config) # object network my-host-objl

(ELWT RLARH DA T V=7 NefRETIHRIIAXT v I T2) B3 5O IPvd
FIEIPV6 7 RL AR ERLET,

* host {IPv4_address|IPv6_address} : H.— DR A D IPv4 721X 1IPv6 7 KL R, 7= & 213,
10.1.1.1 £ 7213 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_addressIPv4 mask|IPv6_address/IPv6_prefix} : v kU —27 D7 KL A, IPv4

H 7%y FOA. 10.0.0.0255.000 D K HIZ, ARN—RADEZEAILY AT HEDET, IPv6
DA, 2001:DB8:0:CD30:/60 DX 52, 7 RLALT LT 4 v 7 A H—D2=y | (A
N—R7pL) LLTEDET,

« range start_addressend address : 7 N L A D#il, IPv4 £7-13 IPv6 O#iPHZIEE T %
T, AT ERIZT VT 4 v I RAEEDRNTLEEN,
1 -

hostname (config-network-object)# subnet 10.2.1.0 255.255.255.0

T2 FIPT RLADTATUTATANAT #RELET, BEDAT V=7 MTHL
T12ODONAT V— AP EEFZRTEET,

nat [(real_ifc,mapped_ifc)] static {mapped_inline_host_ip| mapped_obj} [no-proxy-ar p] [route-lookup]
FNENOHBIIKRD LB Y TT,
cAE =T 2 AR (TVT TN—T AUNR—=DA U H—T A RZE) EEOA
vHE—=T7 x4 R (red_ifc) BLO~v LT A2 —T A4 X (mapped_ifc) ZfEELE
To WAy 22 EOLLENRDHY T, V—T v NE—RTHE, EEOAS L H—Tx AR
BB T A F—T oA ZAERELRWGEIT, TXTOAL U Z—T oA AME
MEnET, £/, (anyoutside) DL IITA L F—T = A ZADWT I ETZIETM ST ITF—
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B 7770 xvro—0 4700 rNATORE

U—FRany ZfETHZ b TEET, 2L, any 37V oY I A—TDRA LR A
H—T oA AZFEHAINETA,

VY EVIIPT RLR vy BT T RLREEEOT RLADREGIZFECIP 7 KL A
ERETHEIICL TSN, ROWTIrEHEHALET,

» mapped_inline host_ip: A > A4 RARNIPT KLVA, RAMFT V=7 bOBHE
E, FL7 FLRAZEELET, MH4A 7Y =s FORAIE, EROMEICHT 5%
WIOT RLAZEIEELET @EHENORUEOT RLAMERA SR ET) . 7%y
FET Y27 bOBAIE, EEOF TRy PNICHIEBEDT FLARRELET
(7Y FRNOTRTOT FLARMERSRET) |

smapped obj : BEDOA T V=7 FERILT RLAZGL Ry NU—F7 7P/ bE
72X n—7,

s 7UFTARPAL : ({FE) v~ v EUJIPT RLAZERE LNy hO7 %2 ARP
BT A4 E—TWICT HITIE, no-proxy-arp ZHEELET, TRFTARP OT 4 E—T L
{ENREL L 22 B ATHEEDR H DRI O TR, ~ v BT T RLRAEN—T 4 v T B2
LTLEEEN,

N—h NI T =Ty RE—FRDHR, A F—T7 A A%EE) NAT a~

RIZHE LA v X —T = AT 5RDVIC, v—b Ly 7T o7 E2EH LT
AU H—T oA AZPET HITIE, routelookup ZHEE LET, FEMICHOWTIE, TH
AVE—=T oA ADRE] 2ZHLTITEEN,

1 -

hostname (config-network-object) # nat (inside,outside) static MAPPED IPS

151
OB T, A ITAD~v T T RLAZEHL T, "A T KL AZBHHIZ
~ v LET,

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static 10.1.1.1

WROBITIE, Fv "= 3T V=7 AL T, RARMT RLAZHHIZ vV
VI LET,

hostname (config) # object network my-host-objl-identity
hostname (config-network-object)# host 10.1.1.1

hostname (config-network-object) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
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745727 47 1 Twice NAT 0 ]

hostname (config-network-object)# nat (inside,outside) static my-host-objl-identity

7AT>2T 4T+ Twice NAT DEETE

ATy

ATy T2

ZDIETIE, Twice NAT 2 L CT AT T 47 4 NAT b— LV Z R ET B IFEICHOWV TR
Eyq L/iﬁ‘o

FIE

BEITOEEOT KL 2 (@HE, #MEILO~Yy Y7 T RLRAIZEALA T V=7 FEMH) |
SEAEDEBEOT FL A BLUOYEEDO~ vy B 7 7 RLRIZ, AA MEIFHAOR Y hU—
7 A7 =7 b (object network =< R) | FFRXy NIV —2 FT7 V2T N I A—TF
(object-group network =~ K) Z{E L ¥£9, D~y B 7 7 R AIZFQDN % » k
V=0 7= FaflilT52LbTEET,
cTARNTOT FVRZH L TTAT YT 47 4 NAT 2FATT 55613, BREITOEEOT
RVADAT V=7 bOERREAF 7 LT, RbVIZ, nat a2~ RTanyany ¥—7 —
RNEfHLET,

e IR— NEMAERTE LIS DAAT 47 A H—T 2 4{4 ANAT DA EZHRTET HHE
X, SEED~ v B ST RLRICHTAHE TV =27 FOBMEAX Yy 7L T, Kbz,
nat =~ RiZinterface ¥— 7V — R&ZEETEXET,

FTV 2l FEAERT 258 ROTA RTA BB LTSN,

v BT EINTEAT V2 PERIFIA—TITIE, AR, #@i, 23V T xy bR
BHLENTEET,

CcRBEDOAT V2l Py BTSN E LA TV =7 PR BT OMERD Y £,
WHICFACAT V=27 balT252 86, RLCIPT NLABRZENLM@BHIOLT YV =
7 Mt 52 &b TEET,

EE) ROV —t 2 477 NEERALET,
« EEILFEIISHDFEEEDR— b
cXERELII D~ v BT R— b

P—EAFT V=7 ME, FEILR— b ESER— PO GE2E0L ZLNTETETN, M
FDOY—ERAAT V=7 MOXEILR— b EZIISER— FOWNTNNEIEET H2LERDH Y
£, THEHOTZV r—a YBREEDKRETR— FEEHT 525G (—EODNS —s3—
72 E) ICEEILAR— B RUSER— FOMGERET H2LEN DY £975, EHEDHEET
R—MIDoIH SN ERA, 2L T, FELFR FOR— M2 Z]|T 55613, &1E
T —EREZRELET,

ATYT3 FATUOT4 T4 NAT 2 ELET,
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B 77277« wiceNATOBE

nat [(real_ifc,mapped_ifc)] [line| {after-object [line]}] source static {nw_obj nw_obj | any any}
[destination static {mapped_obj | interface [ipv6]} real_obj] [service real_src_mapped_dest_svc_obj
mapped_src_real_dest_svc_obj] [no-proxy-arp] [route-lookup] [inactive] [description desc]

TNENDOHPFITRD LBV TT,

AV HE—T xR (TN TN—T AUN—=DA L H—T = ANE) DA
vHE—T AR (red_ifc) B~y b7 A7 —7 1A (mapped_ifc) ZF8E L F
T, WDy azEOLLERHY ET, V=T v RE—RFTlE, EEOAS X —T = A R
By BT A H—T 2 A AEHBELBRWESIEL, TXTOA X —T = A ADBHE
HEhxd, £72. (anyoutside) DL A U F—T = A ZADWTIUNETILT HFIZF—
J—FRany #fETHZ L TEET, 2L, anyiZ7 Vv Y IA—T DA LN A
H—T oA AZITHAINEEA,

e/ varBLOYT: ((BE) T 740 b T, NAT HANX, NAT 7—7vD& 7 v =
Y1 OREBIEMENET NAT V=L DlEF (55—) #8MR) , EZ73 a2 1T
72, B2 a3 (Ry hU—27 37V x27 FNAT V=L D#%A) ([ZV—VEB
T 546, after-auto ¥ —U— K& LE T, A—/Uid, lines|&&HEH LT, @72
7 a VOEEOEICHEATE £7,

CEETLT RLA 1 EEDOT FL AL~y BT T RUVADH IRy NI —7 T V=
7 b, IN—T7 Flidany X¥—U—FEfEELET,

ST RLA (EE)

WYV T RLVA Ry NI = ATVl NERIEIINA—TEBELET, R—
FNEHINRESNTIZAZT 4 w7 A B —T7 A ANAT IZ[RY . interface ¥ — U —
RERELET, ipv6 ZfHETHE. A v F—T A ZADIPV6 7 RLANRFH S
£, interface Z#HET DA, KNP serviceF—U— FHRELET (ZDHEA.
=R ATV MIFEEFR— MNET 2B ERHY ET) . ZOF T a T
&, rea _ifclZFEDA v H—T 2 A AERETHLENRD D £3, (EBEOA ¥ —
T A ANT N wT T)—T A N"—=ThoA, interface #15ETH T LIXTE
ES)

cEBEOT RVA Ry NI —I AT V= NERIIIN—TERELET, TAT
747 4 NAT Tlt, EBROT FLAL~y Y 7 RLADMGICHEICH AT
Vxl NERIEIIA—T A LET,

e R—h: (BB EBEOV—ERXF TV FBLO v LS ENE—E R AT V=
7 hE LB, savicex—TU— RERELET, #MEXHR— NEBOLE, 72 =7 b
FEE L —ECAZEETHAHLERH Y £, HMELA— MO a~y RROH—E X
F 7Y =2 FOIEFIL. servicereal_obj mapped obj T, siSeR— FEMDLA . 4T
P/ MISEEY—EAZEETHALERDH Y £, AR — NEHBROI— 2 4TV =
7 M OJEFFIL, servicemapped objreal_obj T3, A7 Y=/ M THEEILAR— N E5EEAR—
FNOW G EIEETDHZLIFIEEAEHY FEAN, ZOBHEITIE. IOV —E R 47
UVl MIEBOREITR— Ny B Inimbiri— bREENnET, 22000 H—
EAFT V7 ML, vy B INFEILR— NEBEOSEIER— MR EENET,
TATYT 4T 4 B— NEBROGEIZ, BEEOR—FE~vy BT R— il (v
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naroe=5y>5 I

T4 X2 L= a IR LUT, FEILAR— M, SR — N ERIEEOS) ICFECY—
A ATVl NeEHT 50T,

« 77XV ARPARL : (fEE) wvEVIIPT RLAICEE LN v hOT 1% ARP
BT 4 B—T T HITIE, noproxy-arp #HEE L ET, FEMlcOWTIX, vy
T RLVRAENVN—T 47 ZBZRLTITEIN,

=t NI T (B N—T v RE—RDOIR, X —T7 A A%EE) NAT
av Y RIHE LA V8 —T = A ZA%EATHRDVIC, V— b vy I T v TEBERAL
THHA v Z—T = A Z&PET DT, routelookup Z4657E L9, ZEMICHOWTIL,

A 2 =T 2 A ZADHRE] ZBRL TSIV,

HET T 4T (FR) 2w FEHIRTA2MERLS ZORAEIET 77 4 72T DI
1. inactivex—U— R&2EHALET, HET 77 4 7T 5214, inactive¥—VU — K%
fryCa~y RefEZ2H A LET,

« Wl . (A7 3 ) description ¥ —U— R&fEH LT, &K200 CFOFHE AT LE
ﬁqo

1 -

hostname (config) # nat (inside,outside) source static MyInsNet MyInsNet
destination static Serverl Serverl

— ~ »
NATOE=HR1)>D
NAT ZE=#—3 521, ROa~v REEHLET,
 show nat
ZNAT L—/L Dt v F&ETe NAT OFEHEREZF R L E 7,
« show nat pool

FOLHTHNLET FLRERRA M BIOHEY 4 TEHEEZZTe, NAT 7 — /L OHFLEHE
ZFRRLET,

« show running-config nat

NAT 27 4 F a2 b— 3 2K R LET, show running-config object &/ L TA~
VxZ PNAT V=V EFRT DI LT TEEHA, EAfi1%H5E® 712 show running-config
av U REMEHTLE, NAT V= AREENLIAT V=7 MR 2EIERRSNET, &)
IZHEART FLAREEL L HIT, ZOH%, RETNAT L—/LE& L HITAT V=7 FBRERR
INFET, BERATT V27 MI, TRLVARAENAT V=L EBita=y b E L TER
SNER A,

 show xlate

BIEONAT B v v a UEREFRLET,
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B woe=

NAT O & &

Network Address Translation (NAT)

F3v b
TH+—L1)
Hees J—=x EBA
Fy NU—27 77 b NAT 8.3(1) Iy NT—27 F 77 FOIP T KL ZAD NAT % 3%
ELET,
nat (A7 Ry hU—2Z a7 X2l —3x
v %®—F) . shownat, show xlate, show nat pool =~
VERNEAFELIIEEINE L,
Twice NAT 8.3(1) Twice NAT Tlt. 1 DL — /L TEETT RLAB IO

ST RV ADM ;T E# B TE £,

nat, show nat, show xlate, show nat pool ==~ > R723Z
BEZITEASNE LT,
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nat oEE

HaE

iy

TS5y bk
T4 —L
y—2

B

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U —ATlE, Fax
VARPIIT 4 =T M EN, A2 —T = A R
DOWEIIEFIZNV— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q)
Pk, TAT T 4T 4 NAT OF 7 /L FEMEIZfh O
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNnNE Lz, Zhucky, 77400
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valiZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFERITLLTEETL, @A x—7
NEREIT =TT DL TEET, BEDOXA
2T 4 v I NATOTF xS ARPET 4 B—7 T 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT ik
JL—/L (natOaccess-list =~ F) OBITICIE, 7 1%
YV ARP %7 4 £— 7 WIZT HF— T — R no-proxy-arp
BIONV—=F VoI T vy T a2l T5%F—U—F
route-lookup 23% 0 £9°, 8.3(2) B L 8.4(1) ~DFAT
(A &7z unidirectional & — 7 — Ri%, BITICfE A
SN0 E L, 83(1). 83(2). 8.4(1) 75 8.4(2)
Ty I 7= T 5L, B R T 5720,
RCDTAT YT ATANAT 2L T 4 Falb—Ta
(\Z no-proxy-arp % — Y — K & route-lookup ¥—7— R
NEEND LI/ >TWET, unidirectional ¥ — 17—
RIZHIBR SV E LT,

nat static [no-proxy-arp] [route-lookup] =~ > RPN ETE I
F L7,
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B wors
73wk
TH—L4LY

HEER IJ—2 e

PAT 7’—VEBLOTZ v Rrey 7 R XA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5248
ETEDXHT20E Lz, £72, A7 3T, PAT
7 RLVADOTRTOR— M EHFEHLTHL S —LNOK
DT RVAEERTZDOTIZRL, PATT KLAD T
T ReE B Y CEALS RX—TMITHIELTEE
T, ZHDHOKEEIZ. 1 DD PAT 7 FL A TEH D
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERIETADICENLLET, R OREICLY, £
BDOPAT 7 LA Z IR ETE ET,

nat dynamic [pat-pool mapped_object [round-robin]] =~

>~ R LU nat source dynamic [pat-pool mapped_object
[round-robin]] =<~ RBREEINE L7,

S Re by PAT F—/VE0 YT T, BE
FEDORAMDEICIP T RLAZEHRT 5

8.4(3)

T R bEVE Y Y CTPAT '~V afifd 5 L &
2. AR MIBEGFEOHER N H D56, TORA MNLD
B O TlX, A— MAMEHATEE TH VLR U PAT
IP7 RUABRMEHINET,

EHEIN-a~vr Fidd o £HA,
Z OFgReIEL, 85(1) £721% 8.6(1) TIXfEHTE £H A,

PAT 7—/L D PAT R— F D7 T~ 72l

8.4(3)

EHTE 256, FBEOFEILR— NETR~v Yy LT
A—MILTERAINET, 2L, EEOR— A
FERTERWERIE. T74V T, vy BT R—
MIEBEOR— FEE LR UA— MG (0~511, 512
~ 1023, BLU1024 ~ 65535) MHBRENET, £
D=, 1024 £ H TFOFR— ML, /NE WV PAT 7'—
NDOBRBRHY FT,

TALAR— NG EERT 2 N7 7 4 v I BB H DY
Al PAT 7= ZfEHT 5 L &0, A AR D
3O0BOMRDLYICT Ty MR — M AEHT 5 &
INHRETE ET, 1024 ~ 65535 £721F 1 ~ 65535 C
o

nat dynamic [pat-pool mapped_object [flat
[include-reserve]]] =~ > K3 & UF nat source dynamic

[pat-pool mapped_object [flat [include-reserve]]] =~
MEEINE LT,

Z OFEREIX. 85(1) 721X 8.6(1) TIXEHTE A,
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nat oEE

TS5y bk
TA—L1Y)
HERER )—= ELE)
PAT 7 — /L D HLEE PAT 8.4(3) A PATIP 7 KL A TIE, K 65535 oA — k&2 fEH

TE X1, 65535(HD AR — h TEHN AR5 78581,
PAT 7 — %t U CTHEIR PAT 2 A X — 7 /LT H 2 L
NTEET, JEIE PAT Tix, BHEHROEET KA
EIR—IEED, IPT RLATETIIRL, H—E X
T LIz 65535 fHOKR— FAMEH SNE T,

nat dynamic [pat-pool mapped_object [extended]] =~ >~
N3 & TF nat source dynamic [pat-pool mapped object
[extended]] =~ > RREH S E L,

Z ORI, 85(1) £721%8.6(1) TIXEHTE EH A,
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B wors
TS5y bk
TA—L1Y)
HEeS )—2=R Bz
VPN ET7DOua—h/LIP T KL ZA&2H8 L T |8.4(3) Fhiz, WEry hU—27 T, By Y Ton/-ue—h

BT DOEEEO P 7 R L AT H#) NAT
JL— )

IP7 RLATIZRL, VPNETOEEDIPT KL A%
AT 2BE1/H Y £4, VPN CTldds. WNEx > b
U— T 78 AT HD, BoYTobni-a—nb1
IP7 RLABRETIHEESNET, 272 L, N —
NR=BIOFRy b= X2V T 4 NET DEED
IP7 RLRIZESIGAEREIL, a—BIP T R &
EEBLCETOEBEONRTY 7 IPT RLAIZREY
BENRHY F9,

ZOBEREIX, hU RV TA—T T LT DDA U H—
T2 ATARX—TINZTHIENRTEET, VPNt Y
Va UNESLETIRUIBI S NS & AT Y27 R NAT
JL—LISENIZIE NG K OHIBR SV E T, /L—/bidshow
nat 2> REMHL TR RTEET,

N—T 4 T DORIED TS, T OFREN ML TRV
X, ZOMREOMITHER LA, THEHOX Y b
U — 7 L OMERED AN A i3 5 1TIE, Cisco TAC I
BREWEDOELIZEI W, ROFIRFHEZMRL TS
A

*CiscolPsec BX XX T 74T~ ODHNY
A—hrZNET,

*NAT RV —BLOVPNRY >—REHINS X

AN, XTI IPT RLVA~NDY X —2 bT
T4 TIZASACNV—T 4 VT EINDEVLENH Y
T,

e — FRT v IFYR—-FahEEAL Ob—
T4 T OMEDD)

em—3ILF (RTV vy IPER) THR—NEh
EFHEA,

nat-assigned-to-public-ipinterface =~ > K (b > 1 7
/l/\—70¥ﬁ§)§'r$:l 74 3’\':1_ Lr—32 F— }\) ﬁ)gr‘
AShFE LT
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nat oEE

TS5y bk
TH—LY
HEeS IJ—= Bz
IPv6 D NAT ®DHR— | 9.0(1) NAT 3 IPv6 b7 7 4 v 7 YR —RTBL51T70,

IPv4 & IPv6 DREIOER LR — SIS Ed, IPv4 &
IPv6 O OLERIL., FTF L AT LY b T— RTIY
R—FrEnhEHAiA,

nat (global and object network configuration modes), show
nat. show nat pool, show xlate D% =~ > RRZEH Sh
F L7z,

W5 & DNS/V v 7 7w 7 O NAT O 7R — | 9.0(1)
S

NAT L—/L 3 A F—T T ENTZDNS A » A7 v 3
VAT B IPv4 NAT, IPv6 NAT, B X TUNNAT64 %
T 556, NAT [ZiF51& DNS /Ly 7 7 v 7 HO
DNSPTIR LV a— ROE#EYR— N T5 L9120 F
L7,

Per-Session PAT 9.0(1)

Per-session PAT ¥%BEIZ L > T PAT OHLIEMED ] L,
TIGABEY) T DOGEITE A N —2 =y MNIME D
PAT #&fe 2 T& 5 X 91272V £4°, Multi-Session
PAT #fici%, #ilfEl~= > Mzt L CHlfEl~=v b %
FTEEETDHMNENDYD £7, Per-SessionPAT v =
VORTRHZ, ASA S Y &y MG S, RIEIC
xlate BHIRENET, 2OV &Y MZLo>T, =R
J— RIXRNE I C B 2 i it L. TIME_ WAIT IR HE % [A]hE
LE1, XFREAYIZ. Multi-Session PAT T, PAT Z A
LT MBMERENET (F 74 FTIE300) .

by by KTV RT7T7 4w 7, T2& ZIZHTTPR
HTTPS D4 1%. Per-session REIC L - T, 1 7 KL A
THR— N INDERRDKIEIENT L2 E08HD £
J, Per-session #REA EH L 72 WE1E, FFED IP 7
B IIRT D 17 R b A DR REEGERITHY 2000/8)
C9, Per-session e Z 3 2551%. FFEDIP 7
0 R IUCKRIT S 17 R L2 DOEHERIT 65535/ 455 A
THA LTT,

T 74/ M TIE, TRTOTCP M7 7 v 7 B XOUDP
DNS k< 7 ¢ w7 73, Per-session PAT xlate Z i L &
9, Multi-SessionPAT 2B L $TDH T 74w 7 T2k
Z ¥ H.323, SIP, Skinny {Z%} L T Per-session PAT %7 1
=TT B ITIL, Per-session fE 15 /L — /L & 1ERL L F
e

xlate per-session, show nat pool M%< > RAVE A X
nWE LT,
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HaE

iy

TS5y bk
T4 —L
y—2

B

NAT/L—)L =D RT3 g0 a
Ty hETH

9.3(1)

A FZ—TINDOEPA . NAT L— /LD EHFITL—/L 2%
ANDFETHRICEH S, V—IVRBEDNT y—< R
WCHBRRIFTZL1TIH 0 FHA,

asp rule-enginetransactional-commit, show running-config
asp rule-enginetransactional-commit, clear configureasp
rule-enginetransactional-commit 4% =2~ > F{Z nat &% —
U— R EMSE L,

[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] il NAT 2B S E L,

X¥ T 7L — K NAT OYLIE

9.5(1)

Xx U7 7 b— FEITKRBUE PAT TiL, NAT T1 &
[Z1ODOR— NEHEEI D Y THOTIE L, FHA B
WCAHR— b7y 7 2B YK THZ ENTEET (RFC
6888 ML CTL &)

xlate block-allocation size 35 & X xlate block-allocation
maximum-per-host =~ > R2VEI & E L7z,
block-allocation & — 7 — K nat =2~ > RIZBIMSNE
L7,

SCTP IZ%F3 % NAT R — k

9.5(2)

ABT 4w Ty NT—7 ATV =7 FNAT L—/LIZ
SCTPAR— hZfRETEH LIV E LIz, AFT 4>
7 Twice NAT T? SCTP DfEIFHEE I EH A, ¥
A F 3 v 7 NAT/PAT I% SCTP Z ¥R — F L T+
oo

natstatica~ > KWEEINELE FT7V=7 B)

NAT OFR—k 71y 780 LTIt 58
=274

9.12(1)

NATOFR— 7y 7 OEDSETEAENTDHE, A—
k7w 7 OIERE L OHIBRFIZ S AT L Csyslog A
U ERINET, BER SO E AT D
L EELEMBTA vE—305017 M ER SN £,
AvE—UF, TOREETED B TOENATHDTRTO
TIT4 7 R"—bhT7ay LR —FLET (I
=)L (ICMP, TCP, UDP) | ##{ELi LU%EEA & —
TxA A IPT RLA, R—F Tayraate)

xlate block-allocation pba-interim-logging seconds =~
YRpEmMEnE L,
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Nt oEE |

TS5y bk
TA—L1Y)

HaE )—R

iy

B

I AR T TOPAT 7 RL2E 0 T |9.15(1)
DT, PAT F—LDflat 7> 3 VBT
T AN NTHEBIRY, RETERIRDE
L7,

PAT 7 RLANRT T AL DA L X— TG &N D 7k
NEFINFET, LA, 7 RV RIZTZ TAZD A
IN—IZEAT ST W72, PAT ' —)WZid T T A X
A= b 1 DOT7 RUVARMETL
7o ML= MIFK PAT 77—/ 7 FL ZZH LY
ARXDR— T a7 8L, TNbET TAZ AL
N=ZEAATH LD E LTz, HFA L —IZiE, [A
CPAT7 RLADR— T av 73 b0E4, Lizdo
T, J#E PAT (SR HEE & (TG UC, PAT 7' —/L D
B A XE 1 ODIPT RLAKETHOLT I ENTEFE
9, RN— b7 v v ZiE, 1024~ 65535 OHFIPHTS512 R—
fo7wvy 7 BEMTHYYTONET, A7 a T,
PAT 7 — W —VERETHEXIZ, 20Ty 7E
DY TICFRIR—F1—1023 %505 2 ENTEET,
7 z1E, B~/ —RTIXPAT 77—V IP T KL A&H 7=
0 65535 HOBHGT X CEMHET LD L, 4/ —FK
JIAZTIH, K/ — NI RBoOTa v 7 285 L.
PAT 7—/VIP 7 R L A 720 16384 fH DHEf: 2 WL ¢
xFET,

IOEFEO—BRELT, AX L RTarFl3r TAHX
WCTOEMEICEID V72, T XTD T AT LADPAT 7' —
IV, 7T MR — MEPH 1023 — 65535 i T&
HE DT F LI, LENL, flat 72 3 % PAT

TN NN EDDHZ LT, 77 v N E A4
varyCERATEELE, flaaF—U— KiZVR— K&
N0 EL, PAT 7—/VITHEIC T Ty M2 D

¥, includereserve % —7 — K%, LLEI flat Y7
F—U— RTLZA, PAT 7 — /LN OANT L 72 % —
J—RIZRVELE, ZOFTFvarz2Eif+se.

PAT 7 —/LNIZ 1 — 1023 DR — MEHZ G D H Z &N
TEET,

A= 7oy 7EYYTEEET S (block-allocation
PAT —nNA7var) &, T 740D 512 HK8—h
Tuy 7 T, EOT vy Z7EY Y TH A XM
AEnEd, £/2. 79 RAFZHNDY AT LD PAT F—
JVIZPEBR PAT X ET H Z L TE £ A,

PR Suf-a< > F @ nat. show nat pool
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B woe=
AN
2+—L4L1)

HEER 1) —X BEL]

VAT LTEFED NAT L—/LOFT Lkt 7
a0,

9.16(1)

FLnvkEZ >3 08 NAT b— LT — 7 LZBINS
Flic, Zok®Z v aid, VAT LOMERICRES R
FT, VAT ANEFITHEET 272D E R T XTO
NAT /L= Z D7 v a AZBmEh, Zhboi—
JUFIERC Lo — v K0 b S E T, DL, v &
TAEFRDONL—NLNE T v a v HBNE, 22— —
EFDN—)VINT AT KOO BERE & 15T 2 "TRetE
HOVELE, B a3 000 — V%8B0, HWE, £/
WEHIBRT 5 Z 1T £ ALY, show nat detail =~ >
NHICR R ESNET,

Ltk (<> 71%) OsEst L L TOEESR
KA A 4% (FQDN) A7 2= b® Twice
NAT Y74 — h,

9.17(1)

www.example.com Zf§E % FQDN * v U —27 A7
YV FE. TwiceNAT /L— /L OB (= 71%) O
ST L AL LT TEET, A7 A TIE, DNS
P R—=PHIRINZIP 7 KL AIZE SN TL— R
BRESIVET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



