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j"o

MGCP £ VAR 3 RYO— T v TDHETE

&

ATy T2
ATvT3

ATvT4

ASA DR UVHR—ILEZBES BEOHLa— )L 2 —V 2 N e A= T oA Nxy NT—7 T
B 585615, MGCP~ v 7 Z1Ek LET, ERL7=MGCP~ > 71X, MGCPA A7 L 3
VEAR—=TNICTHEMATEET,

FIE

MGCP A Y A7 v a v R — vy 7 %/Ef L ET, policy-map typeinspect mgcp
policy_map_name

policy map_namelZi%, RV v — <y 7 OARIZIEELET, CLIFAR Y > —~vv T ar 74
Fal—rarE—FRIAYET,

(EE) BiHERY v— ~» 7B L £9, description string
NRIGA—=F ar7 4 Xalb—arE—RFEMBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

V| DFENTEBDONRTA—FERELET, ROFT v a v ERETEET, A7 varv a7 g
=TT HIE, avr RonoERXEHEH LT ZE0,

» call-agent ip_addressgroup_id : 1 2L LD — by = A #EHTELHa—)L =—V = b
IN—THFBELET, a— L o—V =2 O A—TFERITZ, FOoa—n o—I
FBINEZEETEDL LT, ZV—TAHND (F— U= ABa~vr REEET 55040
D) A=) === MIHERABL ZOIEH S ET, FU group id 2>z —1
T—VxzrME, RCIZA—TIZBLET, 120 — L z—V =y MNIEED I NV—T
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RTsP A v z2xsvay [

W CTX EJ, group id 47T 3 IZid, 0~4294967295 DT %57 L £ 7, ip_address
FFa i, a = o=V FOIPT RLAEIEELET,

G¥) MGCP 22—/ =— = ME, AUEP A v E—IZEEL T, MGCP = R
RA Y SPFETENEIDNFHELET, UL T, ASAZ @RI A7
0T S, MGCP =2 KA Vv haa— L =— V= MO TEE
j‘o

+ gateway ip_addressgroup_id : HED T — bV =/ ZFH L TWHa— /L =—T = bD
TN—T%FEELET, ip address 77> a v EHFHALT, Y= T =ADIPT KL A%
FRELE T, group id A7 ¥ 3 NTIL0~4294967295 DT HME L £7, Z DETFIX
F= R Uz ZEHL TS a—L=—Txr hO group id IZxG L TWDRENRH D
I, 1O = T =A1X 1 OO NA—TFFEFICBETXE1,

« command-queuecommand_limit : MGCP 21~ > K F = —THA SN D a~ > FOR K (1
~ 2147483647) ZRELET, T 74/ ME200 T,

451
WOBENEL, MGCP <~ v 7 EHRT D HEEZRLTVET,

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map type inspect mgcp sample map
config-pmap) # parameters

config-pmap-p call-agent 10.10.11.5 101
config-pmap-p)# call-agent 10.10.11.6 101
config-pmap-p)# call-agent 10.10.11.7 102
config-pmap-p)# call-agent 10.10.11.8 102
config-pmap-p) # gateway 10.10.10.115 101
config-pmap-p) # gateway 10.10.10.116 102
config-pmap-p) # gateway 10.10.10.117 102
config-pmap-p) # command-queue 150

) #
)
)
)
)
)
)
)

RDEARY
T EREHTAEODA AT g R —2RETELEICRVELE, 77V

r—varv A Ta hal 4 AR g VORE SR LT EEN,
~ (o) ~
RTSP 1 AN <3
RBP%VXN&yaVﬁ%7¢wkﬁ4*%fwmﬁofwi¢o?7¢w%u%@ﬂ@ﬁ

VERBEAICORRETHVLERNHY £, 22T, RISP 7 AUV r— gy f VAR
! /Lob\fuﬁﬁﬂ LET,

gELETHOTorarns o zRsvay ||
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RTSP f VAR 3 VDHE

RTSP A Y AN var 2o P il T25 281280, ASAIZRTSP /N7 v i st 2
Z LA TEFET, RTSP I, RealAudio, RealNetworks, Apple QuickTime4, RealPlayer, ¥ X
Cisco IP/TV O CTHH Sk §,

)

GE)  CiscoIP/TV TiZ., RTSPTCP /"— k 554 B X 1N 8554 A L £,

RTSP 7 7'V /r— 3 i, #ilfllTF v e LTO TCP (FIFMAIZ UDP) & &SI THITE
AR— b 554 2 LEF, ASA L, RFC2326 [ZHELL T, TCP 2 & HR—FLET, 2O
TCP #l#HF v x L, 7 74T b ECHRESNTND F TV AR— K E—RISLT, &
FIETA N7 4 v 7 ORFEIEHAINDGT—F Fr oI vm—ra A IE
R

HAR—FEINTWADRDT ~ 7 AAR— M, rtp/avp, rtp/avp/udp, x-real-rdt, x-real-rdt/udp.
x-pn-tng/udp T3,

ASAX, AT —H A 22— K200 D SETUP L& A vt — Y %M LET, SETUPILE A »vE—
U, BEFAICBE L TV DA, — 3—X ASA & O ERIR CHMBICAFET D 2
LR DT, == bEET IR L TH AT Iy Ty rm a2 2 ENREIC
RVET, ZORERAvE—URT T IR R THLIES., ASAIL, AT v 7 F¥
FNERLSLETIHY XA,

RTISP A VAT g 0%, PATE/-IET 27V NAT Z AR —F L TWERA, £7-. ASA
1. RTSP A v E—U N HTTP A v —VHNICEIILDHTTP 7 o —F o 7 #ii i T Fd A,

RealPlayer %€ Z 4

RealPlayer i[9 2% & %, #EE— REZIELSHET HZ ENEETT, ASA TIHE, ¥—
IN=I6T TAT v MZ, E£213Z O access-list 2~ R&BII L £, RealPlayer D%

4. [Options] > [Preferences] > [Transport] > [RTSP Settings] 27 V v 7 L CThnikt— R&2EH L
£

RealPlayer C TCP &— K% 3 5554 1%, [Use TCP to Connect to Server] = v 7 /R v 7 A%
L UV [Attempt to use TCP forall content] = v 7 AR 7 A% A N2 LET, ASA T, A LAY
Vary ZUVVERETHDLETDY FHE A,

RealPlayer C UDP & — R &9 %354 . [Use TCP to Connect to Server] 33 2 UY [Attempt to use
UDP for static content] = v 7Ry 7 A% AN LET, AT Fx¥ X N TOFEHANRTE 20
TAT AT VIOV TIE, ASA T, inspectrtsp 2 v 2 RZEEM L E T,
o ~
RSTP 4 VARY 3 VDHIREIE
RSTP A & A7 &g AZIIROBIR P EH S k4,
« ASAIX, ¥/VFF ¥ A FRTSP £72/XUDPIZ L HRTSP A v —V & YR —FLEHA,
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RISP 1 v 2 X5 a3y Ky v— vy 0%z |

«ASA IZ1E. RTSP A v E—U 2 HTTP A v E—VHICBENTWS HITP 7 u—XF o /%
R AR D AL

 HDIABIP 7 RV AN HTTP A v —VF 72X RTSP A v E—YO—f & LTSDP 7 7
ANNIZEENTND7Z0, ASAIL, RTSP A v E—TIINAT 2 LT TE EHA, X7y
M7 T 7 A METEETA, ASA TIET7 77 A2 MEERT=37 » BTk LT NAT
BEFITTDHIEILITEERA,

« Cisco IP/TV TlE, A v E—0 SDP #B4512%F LT ASA 2NEFTT 5 EH DL, Content
Manager (ZH 270 7T 5 UA NOICHBILET ({70 7T 5 02 ME, 7l
CH GHOHDARIP T RLRAEZEHHZ ENTEXET) |

* Apple QuickTime 4 ¥ 7= (% RealPlayer 1 NAT Z#%E C& £9, CiscoIP/TV X, B a—7
& Content Manager 3MHBR > hT—2Z1ZH Y | h— =R NH Xy NU—7ZhHbH L X
(2721 NAT 2 T& £,

~ o ~ O = ]
RTSP A VARG 3R o— Ty ITNETE
I FT—=JIZk L TCT 74V hDA AT g VEWEDR 143 TRWEEIL, RTSP A VA
Ny var R — <o T EERLTCRISPA VAR L a DT VrarbehAZ<AR
T&EFET,

1R BRI

—EDO N T T 4 v IREAT T a TR, BEDOTEOICERFRAEA LEST, b7
=IO 1 OEEATLIEHEIE. AW ERZREZIFZEREHRO I J X < 7 E2ERLE
7,

FIE

2TFv 1 (EE) WOFEIHES>T, RISPA VAT a DI TFTA <y TEERLET,

JIARTIIBEDO T T 4 v EOREE I NL—LET, £201E, matcha~r K%
BRI — vy IHRETEET, V7 7AY T BERT O LA AT v a R
V=TT T4y EOMBEEEERT DL OEWVL, 7 7R vy S TIIEMR
MEEELERTE, /7 7A vy 7EEAHTEL W) Z L TY,

JIA=y T ERELRWNT 7 0 v 7 BEET D21, matchnot =<2 REFALET,
72 & Z21%. matchnot =~ K CTXF4| lexample.com] ZFEET S &, lexample.com) 235
FNDBTRXTONT T4 v TIZ7 TRy T ERESNTEEA,

DI TASYTTHRETDIN I 74 v 7 LTI, A VAR vary R v— <y 7T
N7 7497 LTEITTDHT 7 a v ERELET,

match 2~ > RZEIZRR DT 72 a v x94T 556, R —~yAICHEN T 747
ERETHMLENRD Y 7,

gELETHOTorarns o zRsvay ||
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a) 7T A=y 7 EMERKLET, classmap typeinspect rtsp [match-all | match-any]
class map_name

class map_name lZi%, 7 7 A v T OA4RHIZHEE L ET, match-all ¥—7— NiZx7 7+
WRTT, NI T4 v I TA~y T t—8T 22, T _XTORMEL KT HHLER
D extEELET, match-any ¥—U— KX, FF77 4 v 7 nba b EED 1
=B LTI TR~y e —HTHLEEELET, CLIN TRy a7 4
Fal—varyET—FRIZAY, 1 2l kD match 2~ KEANTEET,

b) (LR 77 A~y 7ICHPIZEMLE7, description string
string 121, 77 A <= v 7 OFHA%E 200 XFLUNTHEELET,

) OWTH O matcha~> REFEHLT, 773 a v 2R 77568774 v 7 H#EEL
¥4, matchnot =~ > R&ZEHT 25 &, matchnot =~ ROIEHEZ—FH L2\ XTO
rNS T4 IZT 7 arpPEASNET,

« match [not] request-method method : RTSP kK 5 0ABA L9, ZRkFAL,
announce, describe, get parameter, options, pause. play. record, redirect, setup.
set_parameter, teardown T,

« match [not] url-filter regex {regex_name| classclass name} : f8/& L 7= EHFH 7213 1E
MEH 7 7 A Zxt LT URL AL ET,

ATFY T2 RISPA v AT v ary R — <~y 7&EHRLET, policy-map typeinspect rtsp
policy_map_name

policy_map_name(ZiL, RV P —~v 7DOA4HIZHEELET, CLIIZARY v—~<y S a7y
Xal—TarE—RIADET,

ATwT3 (TR #iERY — <y 7IEML £, description string

ATV T —H LI NT T4 w777y araElEAT oIt ROFIEEFETLET,
a) ROWTNPOFEEFER LT, 77vava2F775 b7 70 v 7 &2BELET,

*RTSP 7/ 7 A v v T HAFM L1285 E1E, kOa~ > FEANLTERERELET,
classclass map _name

eRTSP 7 T A ~ v il &N match =2~ RO 190 &FEHL T, RV —~<v
FTCrT 74 v 7 R EERTELET, matchnot 2~ > R&fEHT % L. matchnot =
< ROEMEZ—H LW T R CO N T T 47T 7 varyRNEEInNEST,

b) KOaA~L FOWTNUNEANILT, —EHT DT 74 v 71 L TCEITTEHT 7 v a v
EHRELET,

« drop-connection[log] : /X7 v h& ke v 7 L, 8z L, (EE T AT LS Ay
t—VEFRELET, ZOF T aE URLOV Yy F U7 TEET,

clog: VAT AL BT AvE—VEEELET,

s rate-limitmessage rate : 1 B&H7=0V DA v -V DL — b EFHIRLEST, ZOF T3
A, BRI GROBEGIEHTE X7,
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RISP 1 v 2 X5 a3y Ky v— vy 0%z |

R v — <o 7L, BEddass 2~ KE/-id match 2~ REHEETE £4, cass
o< K& match 2~ ROIEFIZOWTCIR, HEO N T 7 4 v 7 77 ADONHE FiEES
LT &0,

ARTVTE AV AR a Ly P UNBDS 5T A= ERET HIIE, ROFIEEFEITLET,
a) NIA—HF a7 4 Xal—arET—R2RBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFELITERDONRTA—FEZHRELET, ROF T a  ERETCEET, A7 ar
T4 —T T BICE, 2w RO noBREFH LTS EEN,
« reserve-port-protect : A7 4 7 F AL T —3 a3 RO TRIR— FOMEHEHIRL £,

- url-length-limit bytes : 2 v & — Y CfliHT& % URL OE S % 0~ 6000 /XA k THE
Liﬁ—o

151
WOFE, RTSP A v A7 ary R — v FEEETAFEEZRLTWET,

hostname (config) # regex badurll www.urll.com/rtsp.avi
hostname (config) # regex badurl2 www.url2.com/rtsp.rm
hostname (config) # regex badurl3 www.url3.com/rtsp.asp

hostname (config) # class-map type regex match-any badurl-list
hostname (config-cmap) # match regex badurll
hostname (config-cmap) # match regex badurl2
hostname (config-cmap) # match regex badurl3

hostname (config) # policy-map type inspect rtsp rtsp-filter-map
hostname (config-pmap) # match url-filter regex class badurl-list

hostname (config-pmap-p) # drop-connection

hostname (config) # class-map rtsp-traffic-class
hostname (config-cmap) # match default-inspection-traffic

hostname (config) # policy-map rtsp-traffic-policy
hostname (config-pmap) # class rtsp-traffic-class

hostname (config-pmap-c) # inspect rtsp rtsp-filter-map

hostname (config) # service-policy rtsp-traffic-policy global

RDBERY

< T EREHAT AL AT g R —2RETELLHICRVELE, 77V
—ar A IR FaL AL AR a Ly DHRTE SR LTL IV,

gELETHOTorarns o zRsvay ||


asa-919-firewall-config_chapter12.pdf#nameddest=unique_285
asa-919-firewall-config_chapter12.pdf#nameddest=unique_269
asa-919-firewall-config_chapter12.pdf#nameddest=unique_269

B srozxxsoay

EELETADTARALDA YRRV a Y |

SIPA VAN 3y

SIPIE, A2 =%y bEH, TV 74=—, TLEUVA, AV MBH, BIXORA v AZ
F A= SIELFERHENTWS 7 a ha/L T, T2 M_—2DOMWE & F D ZikiE
LD, SIPRy h— 2138 EL< D2 T4 BBICEb SN ET,

SIP7 7V r—var A VAT ary TR, AvE—V Ao X —BIOALOT KL AL
e, R— oW A—7 0 BLOEAWNREEET = v 7 B3MThivEd, SIP A vE—Y
DOREEMEZFEBT L7 7V r—rartXa V70 B8L07 0 hab~OHEjLE | SIPX—2A
DHEEOKRH LY R—rEnEd,

SIPA VAT a  NET 740 s TAR—=T N> TCWET, Zhid, T 74V Moo
WEBLERG A, RI@E RSN N T T4 v I DA L ART v a v F =T MIT B
TZOIZTLS 7 a ¥ Y 2R ET DL BICOHRET HMENRH Y T, T T, SIPA AN
72 a Al OWT R FENCEHB L £,

SPA VARG S 3 VDBME

IETF TEZRINTWVWDHSIPICL Y, FRIC2 FROBFTFRFE R EOa— VAl y v a &
i Ta— ) BMEHFEEIC/2 Y £4°, SIPIZSDP & i U CEEELF 247 E4, SDP X, A
FTAT AR —2bHOR—FEEELET, SIPZHEHTLZ L1250V, ASA L SIP VoIP 7 —
F72ABLOVoIP 7' F v —_—%H7R— FTXEJ, SIP & SDP DEFIL, KD RFC
IR S TVWET,

 SIP : Session Initiation Protocol, RFC 3261

» SDP : Session Description Protocol, RFC 2327

ASARRHIDSIP 22— L& R— F T 258581, 7TV 07 X o=V PREAD5EIER—
I (UDP/TCP 5060) fEH CEEIIN, AT 4T ANV —A@FXAFI v 712D ETHERD
72O, AT A4TERT SLAOY 7TV T Aotbv—U AT 47 A—b, BIXOAT 47T
DO 2 RETHILENH Y £3, 72, SIPIX, IP X7 v hO2—PF—F —F 3T IP
7 RUAZHDIAALET, ASA YA — h3 5 SIP Ek URI D KE1E 255 TH 5D Z & ITiE
BELTLEEN,

AVAB U N A= (M) 77V r— 3 Tk, SIPYLIEMERE (RFC3428 CIEFE S
NTn3) BIOSIPEADA X M@ (RFC3265 TEHFESNTWD) bEHLET, =—
P—NFx v btvyiary BRiIP7270)Far) ZBBLEE, 2—F—=RNHENIC
Fx v bTHEEIC, IMT 7V 7r—3 3 > Tld, MESSAGE/INFO 53202 Accept Jix % % i H
LET, 2ExE, 2 N0 —F =3O TH AU T4 TR DAREMENRH U 923, {aTHEH
LT vy bETHZEEFHV FEEA, TDD, SIPA VAT v ary T PUd, RESN
TWASIPHA LT 7 MEIZHESTHA LT U N THE R EHEET, ZOMix, B
MR L 0 & S DU ERSEET H2HENH Y 3, BEAKFEHF R 1X Contact Expires i C/E
FL, % 304 TY,

MESSAGE/INFO ZxRk i, #% . A— b 5060 LA OFAIZEI W Y ToHN /oA — F&FH L Tk
EENAH7H, SIPA VARV gy TPV BRBTAVLERLY £9,
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\)

sIP 1 v2<s 3 avnsrEE ]

6=

SIP A VAT v aid, Fyv v MEREDHLEZYR—MLET, TUA MR—FK, 77 A /L5
¥, TV A= g AR R— N ERTWER A, RTC Client 5.0 (%A — F &R TWE
A,

SIPA U ARY S 3 VDHIEEIE

SIP A > A7 3 =3 1%, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, ¥k
V105 TT A h&f, PAR—=FSNTHET, CUCMES £/2iT9x.THH A —FshEHA,
SIP A Y AT vad, o) ) —2 /- THRET 2560800 £7°,

SIP EEGEH3 Call Manager (28t L TV W2 L 2R LD, IROCLI 22~ > REFEH LT
KRALFED TCP & 7 A v D R AT Z L3 TE £7, sysopt connection
tcp-max-unprocessed-seg 6-24, 7 7 AL NI 6 THDHT=H, L R&EpHEE2RHA L TLEE
AN

SIP A AR ¥ g 0%, TASMIMEA v #—x v k77273 7u hai (IFP) ZHAR—
FLTCWERA, SIPA A7 ¥ a i, T38MIME 4 —F « 4% 7 % A 7 &4 5 SIP
B Ray 7 LET, ZOXATEFATOILERD DAL, SIPA U AXRT Vg VU a ik
ZL T, RTP A R Y — A &ZFATH57 7R 2 ba—L )b—L&ERLET,

SIP A4 > AR%S S 30 NAT $HIREIE

SIP A > A7 g vid, HOAENTZIP T FLAICNAT @A LEd, 2770, &#Exs
SEHETH T OT RV AEEHT HEIIINAT R E L TWDHIEA, /ME7 KLU A ( Ttrying) &
BAE—VDSIP~y X —KHNO [from] ) FEZHEZONEFA, TOD, 58T RLXA
DOEWAERET HEIICSIP b T 7 4 v 72 EH L TWDEAEIZ, 7Y =2 b NAT 2 H
TOHOMERDHY 7,

X2 VT4 VRABREICAS F—T = A, FRHEEX2T T 0 LUV GHETL) 5
EEFa T4 Loyl BEd) ITEBEAL L F—T oA ZZK U TIENAT 7713 PAT 2R E L
BRNTL SN, ZOREFTR—FInERA,

PAT % SIP T 2546, IROFIBEBHFEEHH S ET,

cASA TIREINTWVWARY NT—ZDSIP 77XV E—F =2 RRA > FEREEL
koLt L, MOLEIBR—EDLRMET TRENFMLET,

*PAT Y E—hF = FARA U FPHIZRESNL TS,

*SIPL YA NT == %y hT—2 12D,

e TV RARA LV BT ¥y $— /N — |35 &7z REGISTER X v & — Y O
7 4 =)L RIZAR— FBFEE S TR0,

* SDPE Iy DET A EMERRE 7 4 —V K (0=) DIPT RUANREERHR T 4 —/L K (=) DIPT
KU ARERL DR bESIPTAAAREETDE, =7 4=V FDIPT FLANIE
L EHEINZWEENHY 9, L, o=7 4 —/V FTHR— MEZRML L 722\ SIP 7

gELETHOTorarns o zRsvay ||
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B 7orrrosprozrosay

1 ha/LOFIRIZE D HDTT, PATTiE, BT 572D — FORRERDT, BT
LWL E T,

«PAT i+ 28H81%. N—FEFE2VWHNEBIP T RLAEZET SIP ~y X — 7 (—/)b
RIZEHENARWVATEEMER H AT, NEFIP 7 R AR E T, = OfFH %8
T AI1Z1%, PAT Db VIZNAT & EL £9,

KRBT T 47T A (DFEV | inspection default ISD ~T T 4 v F T R)

\ZSIP A Y AT v a U ERET H%E1E, MI7m ACL 2 L, 5060 585640 — kDA
ERETDHIEIICLTLIESY, £HLARNE, IP Xy ERELLEBEINTY, SIP
Ny Z—=DIP T KL ANEH SN0 NAT ORIEN AT D AN H Y 97,

FTIAILEDSIPA VAR 3 Y

SIPA VAT g NET 74NV R TAX—T MR- TEY, REEGLT 74V DA A
Ry var R v—~<~v 7 BERALET,

«SIP A L RAZ vk Ayt —Y (IM) OYLEHERE : 1 *—7 v
«SIP b7 7 ¢ > 7 LSO SIP R — MER : 251k,
¢ P—NR—=L U KRSV FDIPT FLADIEETR : T4 =TI
VT MU =TDNR=Ya L SIPUSND URIZ~VYRY « T 4 E—T )L
1L EDSESEAR 7 AT FERGE A R —T L
« RTP YEHL « Ji F 5 L7g
«SIPHEHL : AT — F Fxov 7 by X —RFEEFAT L2
WEbSNTZ N T T4 v I DA UV ART v a VIR F—T U5 TR W I EICHIEE LT

KTZEV, BEbSNTZ T 74 v 7 AT HI2E. TLS 7R X L aRET L LERH Y F
j—O

SPA ARG I RYO—T Yy TDHRTE

Xy RT—=JIZk L TT 74V bDA AT Vg VEIWER 4 TRWEEIL. SIP A A
73 ay RV — <o TEERLTSIPA AN S ayDT 7 arb AR A AT
F9,

1R8O BRI

—EDO N T T 4 v IVREAT T a TR, BEDOTEOICERFRAFEA LEYT, b7
=7 D1 OEFHTLIHAIR. RUICEREHELIZEREHO 7 I X v~y 7P 2B LE
7,
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ATy

SIP A v2xsvav Ky v—vyInEE [

FIE

UEE) WOFIEEFITL T, SIPA L ARI gy VTR <y TEERLET,

IIASy TIIEERDONT T 4 v 7 EOREE I V=T LET, /X, macha~» K%
EHER) o=~y FIHRETEET, VIRA vy T a2 T o2 M AT a0 KR
Ve y TR T4y LORBEZERLEERT DL LOEWNT, 7T A vy 7 TIIEMER
WERELERTE, V7R~ TE2HAHATEDLENS 2T,
JIAXyTERELRWNT 7 4 v 7 Z48ET D121, matchnot =~ FZEH L £,
72 & 21X, matchnot @~ R TIFH] Texample.com] ZHEET H &, Texample.com] 235
FNOEDTRTCDODRIN T T4 v PII I TR~y T ERAEINER A,

DI ITARYTTHRETDIN I 74 v 7R LTUE, A AT v ary R vy— <y 7T
N7 4 7R LTEITT O 7 v aramELET,

match =~ > RZEIZR R LT 72 a v 234775656, RV —~vy ACEENT 747
ERETHDMLENRH Y FT,

a) 7T A~y 7 EEHRLET, dassmaptypeinspect sip [match-all | match-any] class map_name

class map_name 2%, 7 7 A v v 7 OA4RHIZIEE LET, match-al ¥—7V— RiZ7 7 +
WETT, T T7 4 I NI TA~y T E—ETHITNE, TRTOEEL —FTHHLEN
HHZLEBELET, match-any ¥ —V— RiX, b7 74 v 7307 < L H 150 match
AT —=hMAVNE B LB TA~y T —HTDHZLERELET, CLINY 7 A
v~y arZ4Xalb—aryE—RIAD, 1 DL EDO match a2~ REANTEE
7,

b) (LE) 77 A~y M AZBIML £, description string
string 121X, 7 7 A = > 7 Of % 200 CFLUNTHEEL £,

) WoOWFTnLOmacha~y REFERLT, 773 arvx#RTT5 8770 v 7 #EEL
9, matchnot 2~ R&EHT 5 &, matchnot 2~ ROIEHEIZ—F L2V TD
N T4 ZT v arpREAIhET,
« match [not] called-party regex {regex_name | classclass name} : & S 7= EFFEH F
TAXIEHERB 7 7 ATk LT, To~y ¥ —THRESNTZEERUERAE L ET,

« match [not] calling-party regex {regex_name| classclass name} : i€ SN 7= EFREH E
TATIERFBL Y 7 A% LT, From ~y ¥ —THEINTZREMUZRE LET,

« match [not] content length gt bytes : SIP ~ > % —®D = 7 Y DR S PMHEE SN Te A
M (0~ 65536) A TCNHAyE—VERELET,

 match [not] content type {sdp | regex {regex_name| classclass name} : =7 Y # A
T SDP & LT, EIITRE SN IEHRELETITERRE Y 7 AT L THRE L E
R

« match [not] im-subscriber regex {regex_name| classclass name} : & S 7- IEH R £
TAXIERRBLZ 7 AKX LCTSIPIM 7 227 T4 NERELET,

gELETHOTorarns o zRsvay ||



EELETADTARALDA YRRV a Y |
B osriozxxovavkys—<yTiomE

« match [not] message-path regex {regex_name| classclass name} : f&/& S L7 IEFEH F
TAXIEMTBL 7 7 212xt LCSIPvia~y ¥ —%BELET,

» match [not] request-method method : ack, bye, cancel, info, invite, message. notify,
options, prack, refer, register, subscribe, unknown, update ™ SIP E:R 5 & A L £
R

« match [not] third-party-registration regex {regex_name| classclass name} : f5€ S 7=
EREREZITERRELY 7 225 L THh— RX—7 ¢ BEROBEREFZRE L E T,

« match [not] uri {sip | tel} length gt bytes : f§iE 7K S (0~ 65536 /31 k) Lz
TW5b, BIRLIZZ A7 (SIP £721X TEL) @ SIP ~v & —® URI A& L £,
d) 79A =~y 7 ar74¥al—ary ®—R2KTT512E, lTexit) EAHLET,
AT T2 SIPA VAR v ay R v—~y 7 /Eilk LE7, policy-maptypeingpect sip policy_map_name
policy map_namelZix, AU v — < v 7 O4RIZHEELET, CLIIZARY) v—~v S a7y
Fal—raryE—RNIAYET,
ATvF3 (LR #ERY v— vy 7IZBIMLEF, desription string
ATV T4 —H LI NT T4 w777y a vt oIt ROFIEEFETLET,
a) ROWTNILOFEEFERLC, 77y ava2F735 b7 70 v7 &2BELET,

«SIPV T A~ TEAER LIESHAIX, kOa~vr RE AN LTEREHRELET, dass
class map_name

oSIP 7 T A~ Tk E& N7 match 2~ RO 155 FEHL T, RY > — < T
N7 4y 7 HEPEREELET, matchnot =2~ > R&HEHT 5L, matchnot =2~
ROFEEZ L WT R TCDO N T 74w 72T 7 arPEiEanEd,

b) KO~y ROWTNLEANLT, —BETHMNTF7 74 v 7 IR LTEITTHT 7V a
EHRELET,

edrop: =T 5T _XTORTy MERryFLET,

« drop-connection : /X7 > & K v 7L, #iafA U ET,

ereset : Ny hE Ry 7L, e, ==L T4 7 hOMEEZiF0
FTHMNIZTCP Uy FEEELET,

slog: VAT LT Ayb—VERMELET, 2047 a VIFREIMTHERAT 50,
FrihoT 7y a ronFant —fHEIEATE £,

e ratelimitmessage rate: A vE—Y 0L — FEHIRLET, L— MHIBRIX,  linvite
BLO Tregister] I[Z—HT2ERFKXOGAICOAMEHTE LT,

R — = AL, B O das a2~ REiI match =~ REFEETE£7, dass

a<y Kématch <2 RONEFIZOWTIE, BEONT 7 4 v 7 7T ADWNRHEE S
BLTLEEN,
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SIPA AR L3 RYP— Ty TOHRE II

RATFYTE AL ART a2 DB B DT A— B ERET DI, WOFIEEZFETLET,

a)

b)

RGA—HF a7 4 Fal—aryET— 2B LET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

| DEFITEEDONRTA—FERELET, WOA TV aERETCEET, A7 var
BT 4 =TT A, avr FonEREFEHAHL T &N,

ciMm: A VAZV N Ave—V LT AA 2 —T NI LET,

eip-address-privacy : IP7 KL AD T T A Ny —% A4 x—T ML, ==Lz K
RALRDIP T L RAEIEFRIZLET,

 max-forwar ds-validation action {drop | drop-connection | reset | log} [log] : ZAUZ XY,
FESCICRIZET D E TOWCT 52 &N TE ARV Max-Forwards ~v # —DENF = v 7 &
NEF, £, REARIFN 774 v 7R LTETTLT77vay Oy FOR
w7 o Ry Uy b Flidny) L uaX v A x—T7 N ERIE
TAE=TNDOELLICT 20 ERIRTHIMLELH Y 7,

« rtp-confor mance [enfor ce-payloadtype] : £ F— L E&§EiL5 RTP /N7 v b7 1 b
a VLR F = v 7 LET, 47 3 D enforce-payloadtype F— U — K& fRET D
L VTV T REIIHASNTRA v — K XA TGRS T A L E
j—o

« software-version action {mask [log] | log} : Server 35 &2 (8 User-Agent (=2 RaA5A > k)

Ny B—=T 4=V REFHTEY T b =T R—=Ta U EHBBILET, SIP A vE—
DY T R T NV arEIAY L TCA T varcaX s L, By
TDRFETTHIENTEET,

- state-checking action {drop | drop-connection | reset | log} [log] : JREEER T = v 7 & A
RX—TMILET, £l FREER NI 74 v ZICRHLTIFEITTDHT 7 ar (8
Ty brO Ry o Fey 7 Uty b EEeY) L vnX v R—
TNEET 4 =T NDELLICT 0 EEIRT HILELH Y 9,

« strict-header-validation action {drop | drop-connection | reset | log} [log] : RFC 3261 {Z
WS TSIP A v =YD~y H— T 4 —)V ROBERGEE A F—7 M LEd, &
Tos RERR N7 74 v 7R LTEATTLT 73 ary (RXry b Ru vy
Orry 7 Uiy b, EEwY) & aX T EARX—TNVERLETT =TV
DELBIZT LN ERIRT DLELH Y £77,

s traffic-non-sip : BEENO SIP > 7+ VU > 7 AR— N TSIPUAND b T 7 v 7 ZFFrl L&
‘é‘o

« trust-verification-server ipip_address : {E#fRFEY —E A —_—ZFFEL £ T, B
MRFEY— B A Y— X—(%, HTTPS O} (Z Cisco Unified IP Phone 37 7'V &7 —3 3
VYN ZFRETEDL LI LET, mR4Eav S FEASIL T4 DD — 3 —
FIRETEET, SIP A VAT g VTR INTZEIFIE D &I — " —2kd
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HEVR—NLVEE, B ENEHERAT I NERELET, CUCM Y — 3 —T(F
FEMRFEY —E R ==& E L £,

» trust-verification-server port number : [FHERGEY —E A R— hEfEELET, 774
JU b AR— ME 2445 T, LR T, b= _"—RER LK — M AT 256120
F, DAy REMEHLES, A TE 58— FOH#PHIT 1026 ~ 32768 T,

« uri-non-sip action {mask [log] | log} : Alert-Info 33 & O¥ Call-Info ~ v %' — 7 4 —/)L R|Z
&% SIP LSO URL ZikAll L £7, SIP A v b=V DiFHE~A7 LA a T
BX T L0, BIIrX L TORETTLHIENTEET,

1

WOHNL, SIPEFERA LAV AZ L N Av—VhT 42— WIT D HiEEZRL
TWET,

hostname (config) # policy-map type inspect sip mymap
hostname (config-pmap) # parameters
hostname (config-pmap-p) # no im

hostname (config) # policy-map global policy
hostname (config-pmap) # class inspection_default

hostname (config-pmap-c) # inspect sip mymap

hostname (config) # service-policy global policy global

ROBNE, 4 SOEEMGEY — X H— =2kl T 262" LET,

hostname (config) # policy-map type inspect sip sample sip map
hostname (config-pmap) # parameters

(

(
hostname (config-pmap-p) # trust-verification-server ip 10.1.1.1
hostname (config-pmap-p) # trust-verification-server ip 10.1.1.2
hostname (config-pmap-p) # trust-verification-server ip 10.1.1.3
hostname (config-pmap-p) # trust-verification-server ip 10.1.1.4
hostname (config-pmap-p) # trust-verification-server port 2445

RDEZRY

~ o TEERAT DDA AR gy R =R ETEDEIICRVELE, 77V
r—ay AV TR AL A AR g DR E EZBRBLTLIEE N,

Skinny (SCCP) £ AR 3V

SCCP (Skinny) 77V —var A ATy arTlE, 7y b 5F—4%, B h—L0H)
BB DIAENTWADIP 7 L AL R—FEFEEBRLET, £/, Bl m han
WPLT = v 7 E AR AT — K T X 7 HiTnET,
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scep 1 o2~y v avoiz

SCCP A VAT v a ET 74V hTlEA X—T VT, ZHiE, T 7 4/ FEIADOIEEMR
WMBRBE  FRIIREILENTE N T T4 v I DA AR g AA F—T T BT
TLS 7 u XV A RET AL AICDORRET HLEND Y 3,

ZIZTE,.SCCP TN r—v g A VAR Vg T OWVWTEA L 97,

SCCP A4 VAR O 3 VDOME

Skinny (SCCP) (X, VoIP *v NV —27 CEH SN A5 7' v k=2 T4, SCCP M+ 2%
Cisco IP Phone (%, H.323 BRIZECHAEHA T £ 9, Cisco CallManager & fJFfH3 5 &, SCCP 7 &
A7 2 X, H.323 #EiLGR & FIRERA TE £,

ASA IZ, SCCPIZxt L CPAT & NAT #¥AR—hL &7, IPEFTHEATEL 72— UL P
7 RLAXD G IP ERENZ WAL, PAT 3B TY, Skinny 7 7'V 7r— a3 v AV ARY
T a . SCCPY 7 F V7 34 RONAT & PAT R — b4 52 LT, +TDSCCP
VIFVT Ny NEAT 4T Ny RIS ASA IR TE DL I LET,

Cisco CallManager & Cisco IP Phones D@ H D 87 7 « » 71X SCCP = FEH L CTE Y, Fhl
REH L2 TH SCCP A Y AR v g VNI Ko TR SNET, ASAIX, TFTP #—/"—0D
it % Cisco IP Phone & = Didd DHCP 7 7 A 7> MIZEFET5HZ & T, DHCP A 7T = 150
BLOV66 AR — LET, CiscoIP Phone TiX, 7 7 4/ b /b— M&FET H DHCP 4~
Tar3EERIIEHLHIEHLTEET,

N

(GE)  ASA X, SCCP~7'u kaL X" — 3 > 22 IR EEME L TV 5 CiscoIP Phone 6D F T 7
IDA AR g Y R—FLET,

Cisco IP Phone MDY HR— k

Cisco CallManager 75 Cisco IP Phone & Wb X TEEXF 2T 4 A VX —T =2 A AZHD FARu Y
TlE. NAT 78 Cisco CallManager D IP 7 R L ACHERIFE, ~ v BV TIIAZT 4 v 7 Th
HRERHY 9, ZHL, Cisco IP Phone Tl Cisco CallManager D IP 7 KL A% a7 ¢
Fal—va r CTHRNCHEET DMERDHDT-OTT, AT 4y TAT VT 4T 4 =
YRV ED, BEX 2T 4 DEWA U H—T = A A LD Cisco CallManager {Z Cisco IP Phone
MODBEREZITAND Z ENTEET,

Cisco IP Phone Tld, TFTP ¥—/3—|Z7 7 & A LT, Cisco CallManager —/\—|Z$%#i 9 % 7=
DIHLERBREFRE L a— RTH50ERH Y £,

TETP Y —/3— & it U T CiscoIPPhone D itdt X 2V 7 4 DI, X —T = A4 A EIZH D
YA, ACL Zf/H L TUDP A — bk 69 DG I 417 TFTP r— —ZHfi T D2 BN H 0 F
9, TFTP Y —N—ZX L TCEAZ T 4 v 7 = NURKETTN, #BAZYT v 7 = b
JIZTH0EEIHY ¥ A, NAT AT 256, @227 4> 7 = MVIEECIPT R
LAYy B 7 ENET, PAT AT 5561E. RICLIPT RLRER— vy BT
SNET,
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Cisco IP Phone 73 TFTP ¥ —/3—33 J. (* Cisco CallManager & tb_XTEF o2 U T 4 DEWA U F—
7z A AEIZHDLYE . Cisco IP Phone 23MEfi 2 BlAG T & 5 L 12T H720IZ, ACL A X
TAy 7 T NV IFREDHY FE A,

SCCP 4 VAR L 3 VDHIEEIE

SCCP A » A~X7 + 7 &, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, 3
FO105 TT A bE, PAR—bFSATHET, CUCMS.S5 £72iF 9x. TIEY AR —hSh it
hve SCCP A Y AN g d, DY U —20/ i THRIET 256016 0 £,

8D Cisco CallManager D7 R L A 73 NAT % 7213 PAT HIIZHID IP 7 R U AR — R &3 E
LCWAHE, ASA X TFTP Zf%H L Tk T 5 7 7 A L ONFIZHT LT NAT £ 7213 PAT %
FAR—F L TWRW28, A CiscoIP Phone D& ERIF R L £7, ASAILTFIP A vt&—
CONAT ZHR—1r L, TFTP 7 7 A A HICE R — A2 X 5725, ASA B OB
IZ TETP IZ K » CTHEEE N7~ CiscoIPPhone D27 4 X2 b — 3 77 A VIZHDIAEN
72 Cisco CallManager D IP 7 LA AR — FEZEHTAHZ LIXTEEHA,

)

GE)  ASAE, z2— L By T v 7HOa—LEREX, SCCPa2—/LOAT— 7))L 7 =—/ LA —
N—%HPHR—FLET,

FIAILEDSCCPA VAR 3y

SCCP A VAR v a ik, WOT 75/ MEZFHALTT 74/ b T, X—T NI ->TW
F9,

o BRER  EIRE L 722

« Ayt —TDRKID : 0x181

TV T4y I ADREOE/ME : 4
AT 4T ZA LT Tk 1 00:05:00

« ST FY T BA LT T B 01:00:00
« RTP ¥EHL - 38 JH5RE L 72w

Skinny (SCCP) 4 Y ARY L 3V R)I— Ty TDERE
AvB—=UNRTA=HIER LT EDT 7V a v EEET HITIE, SCCP A v AT g
VAR —wy PEER LET, B LA AT g RY — =y %, SCCP A
AT g A =TT AL EATEET,
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ATy

ATy T2
ATvT3

ATy T4

Skinny (SCCP) 4 Y ARH L 3V RYI—I v TOHRE .

FIE

SCCP A v AT v a v R vr— <~y 7 &2{EH L £ : policy-map typeinspect skinny
policy_map_name

policy map namei(Zif, RNV v —~v 7 OLREIZHELET, CLIIZIRY v—~y T a7
X2l —vgrET—RIIAYET,

(LE) 9iERY v— <> 7 IZBMLEJ, description string

(EE) SCCP A vt —VDAT— g Avt—VID 74—V RICESWT T T 4 v 7

ERuevy 7 LET,

a) 0x0~ Oxffff D 16 D AT — 3> A vE—TID DEIZESNT N T 7 ¢ v 7 Zikh
L %9, match [not] message-id =~ R LT, H—@ ID £7213 ID OFiPHZF5E T
%9, matchnot =~ > KZflifH9 % &, matchnot =~ > ROFEAEZ —E LW
DT T4 w7 T 7 varBnEHEanEd,
match message-id {value | range start_value end_value}

B -

hostname (config-pmap) # match message-id 0x181
hostname (config-pmap) # match message-id range 0x200 Oxffff

b) —EL7ERTy MCHLTETTAET 7 va vy BELET, Ny b2 Ruey 7L, &
IS L TCu Zicisk e £, drop[log]

c) FEvy795T_RTOAyE—VIDEBRETHET, 2070 RA&E#0IKLET,

AVART T ay T VNGB HNRT A= ERELET,

a) NIA—HF ar7 4 Xal—arET—FElBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFELIFEEBONRTA—FEHRELET, RO TV ar ZFETCEET, A7 ar
EF =TT AIE. 2w FOnoERAEHEH L T EE N,

- enforce-registration : = —/L & F&(5 3 2 RIS HREIIBRERZ EIT L E T,

« message-1D max hex_value : #F A S5 K SCCP A7 — 3 v A v E—VID % E
LET, AvbE—YIDIEI6ERTIHRELET. 774/ hORAMEIL0xI81 T,

« rtp-confor mance [enfor ce-payloadtype] : &' > 7 — L EZ& AL D RTP /X7 v D71 K
aHERLEF = v 7 LET, A7 3 D enforce-payloadtype ¥ — U — K& fRET D
L VTV T RIS TS, B— R A T EEHICEFESCE T AT LE
j‘o

« scep-prefix-len {max | min} length : FFrf SN 5K E 7= iﬁ%d\@ SCCPF V7 4 w7 A
DEIZHRELETRMEL RRMEOW S 2R ET HI2E, ZO0a~vy Fa 2B AT)
LET, 74/ hOfK/IMEIL 4 T, 772“/1/F0)Hij<1ﬁ IHD EFHA,
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- timeout {media|signaling} time: A7 4 7R X 7TV U IHHOZ A LT U N
RELET (hh:mm:ss TE) . A LT 7 FEHRELRVGAIL, FHIC0EZHE
LET, T7A4NVNDAT AT ZBALT U NIS . 774NV MOV T F I T &
A LT U ME1EFTT,

51
WOHNE, SCCPA VAR ay R — <o R EHRTHHFEETRLTOET,

hostname (config) # policy-map type inspect skinny skinny-map
hostname (config-pmap) # parameters

hostname (config-pmap-p) # enforce-registration

hostname (config-pmap-p) # match message-id range 200 300
hostname (config-pmap-p) # drop log

hostname (config) # class-map inspection default

hostname (config-cmap) # match default-inspection-traffic
hostname (config) # policy-map global policy

hostname (config-pmap) # class inspection default
hostname (config-pmap-c) # inspect skinny skinny-map
hostname (config) # service-policy global policy global

RDBRY

<y TEERATEEDDAL AT g R —ERETED LRV ELE, 77V
r—a A Y TR NI A ART g DRTE SR T I,

STUN A AR 23y

RFC 5389 TEFE X411 CV 5 Session Traversal Utilities for NAT (STUN) (X, 77 74 V3 RHE
DI, TIUHFR—RADYTNEA L ala=r—a  HIZWebRTC 7 747 >
ML THEHENET, WebRTCZ 74 7> ME, £ OBEAE, 757 KSTUN ——%
EHLTRT Yy Z7IPT RLABEIOR— FE5H LET, WebRTCIE, Interactive Connectivity
Establishment (ICE, RFC 5245) Z{EH LTV 74 7 > MO E+HBELET, oD
TA TV ME, TCPREDOMOD T v havzEHT25Z b TEETN, BHE. UDP 2fEH
LT,

T7AT U —E, L OEE, BEUDP VT 7 4 v 7T vy 7T 578, Cisco Spark
728D WebRTC B NG AT T TERNWZ ENH Y 9, STUN A AT ¥ 3 Tl
STUN = RARA > MO E U AR—/L BN HL, STUN & ICES OFEARZ 7T AT 2 A
AEnEd, kv, W CTERT = v 7 BHERISESNTHBAICT 747~ hO#EEN
T EnNFEd, 20D, N7 TV r—val kA RX—TNMITDHEOILT 7 EZAL—
JTHT LWAR— b BER R R £,
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restogorarqrvacsvarorE [

FIH IV DAL AT a7 T ATSTUNA VAT Vg v A 32— M9 5L, STUN
NZ77 4728 L TCTTCP/UDP R — b 3478 MEEH ENFE T, Z DA AT 3 0%, IPv4
7 KL A& TCP/UDP L% ¥R — Tk LET,

STUN A > A7 2 g NI NAT [T 520 < D0 DOfilRA & Y £9°, WebRTC F 7 7 1 v
TIZHDOWTIL, AXT > 7 NAT/PAT44 )3 7R — K Z3LE 9, Cisco Spark |L B > R — /L%
L LRWDT, Spark [ZIBMD X A 7D NAT 2V HR— s T&ET, £/, ¥4 FIv7
NAT/PAT % & ¢r NAT/PAT64 % Cisco Spark T4 252 L L TE £,

EUR—ABNEE NS L&, STUNA VAR Vg i =— VA —N"—F— KL T T RH
T— FTHHR— b é:h?i@“ =L, oo sy arIDiE/ — FEITER SN ERA,
STUN ERDZF#1C RIZREENFEA L, B/ — RSTUNIGE &2 %15 L7246 . STUN
I A=A éhifo

A\

6=

STUN A VAT 23 T, BEREISEEZRAETHIDIC T o7 v a v IDBMERHI
FI, TRV ITEHEHAL RO Ry 72 NI TNV a—T 4 T HEGEE, VAT AR
TNy THMNDID O (T 4 TR R) ZEET L7, peap TRARINDID & EHEE
SN2 LIZHEBE L TLE &V,

STUN A » AT g DA F—T ULDOFEMZ DWW TIE, 77V 7r—vary LA¥ 7 bk
) A UANRNT g VORTE SR L TR,

EEEETAOTORIILA VARG I VDER

HEBESR )1)—2 BERETRR
SIP. SCCP. BLNTLS 7m2 X Th IPv6 |9.3(1) SIP, SCCP, BLTLS u x> (SIP F7-1% SCCP %
DY R—k EA) Z2EHALTWBEAE, IPV6 T 7 4 v 7 ZRET
XHLHIITEL,
ETHRINFZa~r Niby EFHi,
SIP COEMEMEE—E A, NAT66. CUCM |9.3(2) SIP A > AT v a o CEHBGEEY — AV — %%

10.5, BELOET /L8831 &R

HEDHR— k, FETEDLLIITARD E LT, NAT66 HEH T £,
SIP A > A~<Y 2 3 L CUCM 10.5 TF A2 FEHTT,

trust-verification-server /X7 A —% o< KBNS H

* L7,
WO a7 Z8HEH L7~ ASA TD SIP 1 > % |9.4(1) BEELD 27 T ASA @il T HSIP VI F VU TF T
Ry a ORI f—2 AN F, DEIGIET AEEDSIPA L AR g R T 5 —=

VARMELE L, 277U, TLS. EEHFE. £7-1X IME
TuaX U EEATIHEE. X7~ ADN EITRS
NEHE A,

EHEINTa~r FiEdb b A,
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IJ IJ—X

HAETRER

ASAZ T AEZY T THDSIPA A7 23 (9.4(1)
DY R— |

ASA Y TG AR TSIPA VAR L a U EARETEXET,
HE 7 v —ix, [FEO2=y FTERTEEID (n—
RARZG o Toied) | 2017 —4% 7a—XFR T
2=y MIFETLIHENRS Y £9, TLS 7 B X Vi E
T FR—FSnTWERA,

show ssh sessionsdetail =~ > RO EA SN FE L=,

B 7 1 X 2B L OVUC-IME 7 12 & 2%k | 9.4(1)
BSIPA VAR g v OFR— NI X
FE L=,

SIP A VAR ¥ a R ETHEE, By mx v E7
IZUC-IME 7' u % 3T <720 9, Wb
NI RNT77 4 w7 BRETDHITIE, TLS 7V v X &2 ffi
LT,

phone-proxy. uc-ime ™42~ > RAHIBRENE LT,
inspect Sip =~ > K> 5 phone-proxy ¥— 7 — K & uc-ime
F—U— RBHIBRSIVE LT,

H.460.18 H.#t: |2 Bi5d#4 % H.225 SETUP £ » | 9.6(1)
Y — T DOHINCEET 5 H255 FACILITY * v
T = ICKkTHHI2IA AT g DY
AR— b,

H.225 FACILITY #* v ¥ —3 7% H225 SETUP A v & —
DOHNZEET D (Zhux, =2 RARA > F23H.460.18 |
WL DGR ETHHENRH Y £3) L2
HEIHICHI A VAT varyR)vr— <y T hR
ETEDHEoICeE L,

WD~y RPEASINE L7, early-message,

Session Traversal Utilities for NAT (STUN) - |9.6(2)
VAR Va

Cisco Spark % & T¢ WebRTC 77U &7 —3 a3 > @ STUN
N7 74y mETELEIITRVELL, £ AR
JvarTiE, VA=V 8T 74y JIThERE VR —
IUBE £,

inspect stun, show asp drop, show conn detail, show

service-policy inspect stun M4 1~ > RANBINE 721348
HINnFE L,

TLS 7'z % 2 T TLSv1.2 & Cisco Unified |9.7(1)
Communications Manager 10.5.2 D% 7R — k,
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