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Traffic Clossification

Wome | # | Enabled | Match | Sowrce | StcSecumy Group | _ Destnetion | Det Securty Grovp|__Senvice | Time | e Adons
1 2l Interface: ingide; Policy: test-inside-policy -
| sip-dass-in... 1 P OBmotch f 10.100.10.0/24 @ any i sip G, Inspect SIP Map sip-,
inside-class 1 F  @po.. 101115 @ any e snmp G, Inspect SHMP Map 5.
F F  Daymatch off 10.1.1.0/24 @ any e samp

inside-clossl 1 R 05 Match @ any P any o lcmp Q, Inspect W[
dass-default Oy Match @ any @ any % any traffic 5 send reseito TCP e
* class-default 45 Dead Cor[sction Det.

(1 mare conction acti..

83 Aceount fo| User sen.

= Globa| Policy: global_policy
inspesfion_... 0y tatch @ any @ any € default-insp... €4 Inspect D}|3 Map pre

Q, Inspect ES|4TP
il

13 morelns; ot actions ¥
KD CLIIE, EOKINZIRTA— X > TERIIVET,

373059

: Access lists used in class maps.
: In ASDM, these map to call-out 3, from the Match to the Time fields.
access-list inside mpc line 1 extended permit tcp 10.100.10.0 255.255.255.0 any eq sip
access-list inside mpc_ 1 line 1 extended deny udp host 10.1.1.15 any eq snmp
access-list inside mpc 1 line 2 extended permit udp 10.1.1.0 255.255.255.0 any eg snmp
access-list inside mpc 2 line 1 extended permit icmp any any
: SNMP map for SNMP inspection. Denies all but v3.
: In ASDM, this maps to call-out 4, rule actions, for the class-inside policy.
snmp-map snmp-v3only

deny version 1

deny version 2

deny version 2c
: Inspection policy map to define SIP behavior.
: The sip-high inspection policy map must be referred to by an inspect sip command
: in the service policy map.
: In ASDM, this maps to call-out 4, rule actions, for the sip-class-inside policy.
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policy-map type inspect sip sip-high
parameters
rtp-conformance enforce-payloadtype
no traffic-non-sip
software-version action mask log
uri-non-sip action mask log
state-checking action drop-connection log
max-forwards-validation action drop log
strict-header-validation action drop log
Class map to define traffic matching for the inside-class rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-class
match access-list inside mpc 1
Class map to define traffic matching for the sip-class-inside rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map sip-class-inside
match access-list inside mpc
Class map to define traffic matching for the inside-classl rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-classl
match access-list inside mpc 2
Policy map that actually defines the service policy rule set named test-inside-policy.
In ASDM, this corresponds to the folder at call-out 1.
pOlle map test-inside-policy
First rule in test-inside-policy, named sip-class-inside. Inspects SIP traffic.
: The sip-class-inside rule applies the sip-high inspection policy map to SIP inspection.
In ASDM, each rule corresponds to call-out 2.
class sip-class-inside
inspect sip sip-high
Second rule, inside-class. Applies SNMP inspection using an SNMP map.
class inside-class
inspect snmp snmp-v3only
Third rule, inside-classl. Applies ICMP inspection.
class inside-classl
inspect icmp
Fourth rule, class-default. Applies connection settings and enables user statistics.
class class—-default
set connection timeout embryonic 0:00:30 half-closed 0:10:00 idle 1:00:00
reset decd 0:15:00 5
user-statistics accounting
The service-policy command applies the policy map rule set to the inside interface.
This command activates the policies.
service-policy test-inside-policy interface inside
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class—-map ftp
match port tcp eq 21
class—-map http
match port tcp eq 21 [it should be 80]
policy-map test
class ftp
inspect ftp
class http
inspect http

512 HTTP /345w FDEEETFE FIPA VARSI L3 VEBESINATINDS)

class-map ftp
match port tcp eq 80 [it should be 21]
class-map http
match port tcp eqg 80
policy-map test
class ftp
inspect ftp
class http
inspect http
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class—-map

inspection default

match default-inspection-traffic
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message—-length maximum 512

dns-guard

protocol-enforcement
nat-rewrite

policy-map global policy
class inspection default

inspect
inspect
inspect
inspect
inspect

dns preset dns map

ftp

h323 h225 default h323 map

h323 ras default h323 map
ip-options default ip options map
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inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp default esmtp map
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inspect tftp

inspect sip

service-policy global policy global
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BRICA VAR Vg v EEATE £,

class-map inspection default
match default-inspection-traffic

TN a7 4 Xal—ailhHbns T A <y I, class-default & FEIEAL, T
TORI T4y 7 E—HLEY, ZOZTASyTIE TRXTOLAYIMARIP—~vT
DEBIRESN, FRAMIZ, hoT_RTORT T4 v 7 TEDE I RT 7 v a v bFTLrn
KO ASA @ LET, HETHIUX, ME O matchany 7 7 A ~ v 72 ERT 51800
IZ. class-default 7 7 2 ZAEH T&E 9, FEEE. —HOBEERIL class-default TLAMEM T &
Ao

class-map class-default
match any

B—ERX R —DERTE

FEV 2T R — T —AU—T AL CY—E X R —2RETDHITE. ROFIEE
EITLET,
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FIE

o749 708E (LAYV34T7TA <) (143—=2) OFPICHEST, LAY 3/4
A=y T ERERLT, BIENSFEO NI 7 40 v 7 BEELET,

722 ASAZBIRT DT R CDO N T 747 TP 7 varw 2 70770, 10.1.1.024005
EBEDWHET FLAETD NI 74 vV THEDT 7 v a P ad T L0 T FET,

L
<j
VEIZRL T, DA AT gy b T 7497 TBMOT 7 arz2FTLET,

FATT2T7 73 arDIORT IV r—yvar A VAR gy T, oA AT g
N7 4y 7 TBINOT 73 ar2FTT 056, A VAR ary R)v— vy P EEk
LET, 1A varyRIo—<ov I T 740 v 7 BBEL, TDONT T 4 v 7 T
EIAnERELET,

72& Z2E, ARXOEZIN 1000 31 & B[S TTOHTTP ER% Fu vy /T,
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(DDD
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“\\DDD
i
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mmim

Inspection Po

cy Map Actions

Inspection Class Map/
Match Caor

match 2~ R ThT7 7 4 v 7 BEERET LHIMNL LTI VAR v ary R v— <~y 7%
ERL L= 0 . FAIHOT=OIC, £ RV EMERBEDTDIIA VAT v ay VT A <y
TEAER LD TEET, e 2, ERRBLELITERKRBO 7 v—7 (EHEBZ 7 A
~v ) BHEALTHRENGO 7y NNOTFA MERA L, X 0RE S AL SH
TT77varORBERETEET, &2, Texamplecom] EWVWHTFA MRFENT
URL Z 23 _XTOHTTP ExR% Fu v 7 T& £,

Inspecton Folicy Map Actions

Inspection L

Regular Expression Stalement/
Regular Expression Class Map

TV = ary A TR NI A AT g DOREEFSZR LTSN,
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ATFYT3 7 arDEHE (LAY RI— <o) (183—) OFPIHEST, LAY 3/4
RV =~y T EER LT, FLAYIMI TR~y T TEITTART /v a2 E#ZLET,

Layer 3/4 Policy Map

Service Policy

% Connection Limits

‘0on
| 000
00O

2241508

ATFYTE A F—T 2 A A (P—EARY =) ~OT 7 a0l 202—) ORI
T, RV =<7 H2MlATHIA L H—T oA ABRET D), R o—~v T a7 a—r3L
WA LET,

S T4 ODEE (LANVIBHISRTY D)

VAY34 T TA<y LN, 772avaEElTadvAY3IBIR4DNT 7 4 v 7 & 4F
FLET, 100U A YR — <o FIEHEDOLAY 34T TR~y THIERTXE

B

BRI IT4VIRADLANIAYI TR ITY TOER

VAN34 7 TA<y TR, Irbanr, R—h IPTRLVA, BELRLAV3ELTLA
Y 4 OMOBMEICESNTC NI 7 4 v 7 ERBELET,
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BBLS T voADLAY ISR Ty Ttk [

Je

EXh FITUIT AR aR, TV r—vary NI T 4y I REAETHR— T
11952 LET, machany R EZBHLTINTORNT 7 ¢ v 7 Z2AETH L, ASA
DINT == P ACEEBR DGR H Y £,

FIE

ATV TN LA¥347TA~yT%EkLET, cassmap class map_name
class_map_name (X, K 40 LFDLFFTT,

lclass-default] & WIHZFNITRINTWET, T _XTOX A TDY TR <7 TR ULRI
AR—ANMEREIND 2D, BIOX A TDI T A<y 7 TTTIHHA I T DLBINIEERRE
HATEERA, CLIIZZ 9AR Yy a7 4Fal— g E— FIIBITLET,

&1

hostname (config) # class-map all udp

ATv7T2 (LR #E7 7R~y FITBMLET,
description string

&1

hostname (config-cmap) # description All UDP traffic

ATy T3 ROWTIrOa~<wy FEFERL TN 74 v 72 BAELET, BT ERRWES, 7 T2
o N EODHZ ENTE D match 2~ 2 Kidk 1 27207 TF,

ematchany : T _XTHO 77 4 v 7 ZRELET,

hostname (config-cmap) # match any

« match access-list access list_name : JEiET 7 B A U A N THRESN TS N T 74 v 7 %
BAELET,

hostname (config-cmap) # match access-1list udp

» match port {tcp | udp | sctp} {eg port_num|rangeport_numport_ num} : f§EE S N/=7 v k=
KL, sisEAR— b (B—0AR— bk 25O R—F) Z2RELET, #H
DIEHEFR— N2 HTHT 7 r— 3 2% LTI, matchaccess-list =~ > K i
LT, BR—FL—ETDHACELZELLET,

hostname (config-cmap) # match tcp eqg 80

I #—eEx Ky — [}



H—ER K o— |
B zerso vomoLavamssz <y Tons

» match default-inspection-traffic: f > A7 v a VHAOT 74V K v T 7 4 v 7 #REL
9 (ASAVBAFER T XTOT T r—ra Al ko THHAESNST 7 41 h D TCP
BLOUDP R— 1) .

hostname (config-cmap) # match default-inspection-traffic

TI7HNE Ta—r LR —THEHEND ZDa~v 2 N, RV v— <y THEAZ
nos&. 87749705 — MIESHWTE Ty MTIELWA VAXRT Vg Vil
AT 28572 CLLIY a— by F T, 72& 20E, 5iEnR—F69DUDP hF 7 4 v 7
7N ASAICEIET D L. ASAILTFTP A v AT g & L, 568568 — K 21 @ TCP
N7 4 IRRETHE, ASAIZFIP A LV A7 g 2B LET, 200, =
DGRBS TR LY TA Sy FIEERDA VAR v a v EFRETEET (o1 X
Ry g EBICREFRER WAAS A L AT v a v HREET, 7273 a L OA
BDOBEDFHFMIONWTIL, BEDOMRET 7 a v OIEEMYE (7 °—) ZBRLTL

EEV) , BE. ASAIX, A—FEEZEHEALTEAT A AT v a UERE LR
Tesd, LSO R— F 72 IR ICA VAT g v EHEHTEET,

TNV KR —=FDY A NMIONWTIL, T 748 A AT gL NAT ICET 5|
(R A 2 M LT < 72 &V, match default-inspection-traffic =~ > FIZAR— MR EE T
WBETRTOTFVr— gD, R —<yTFTF T4V N TAR—T > TN
HZOTIEHY FHA,

match access-list =7~ > K % match default-inspection-traffic =~ > K& & HITHRETH &
—HT DT T 4 v ERYIATZ L3 TE 9, match default-inspection-traffic =< >
NIZE o THRETOR— M7 m ha B BEEINDST2H, ACLOR— K 7m haik
FTRTEASNET,

match dscp valuel [value2] [...] [value8] : IP ~ % —® DSCP i (&K 8 {E¢> DSCP i) &
BAELET,

hostname (config-cmap) # match dscp af43 csl ef

match precedence valuel [value?] [value3] [valued] : P~ # —@ TOS /31 ML - THRX
N5, K450 Precedence fE% G L £7, Precedence fEIZ 0 ~ 7 IZHEETE £ 7,

hostname (config-cmap) # match precedence 1 4

match rtp starting_portrange : RTP ~ 7 7t v 7 # & L £ ¥, starting_port (Zi%. 2000 ~
65534 O OHE D UDP 36 4R— M & FRE L £ 9, rangelli, sarting port X0 & ED
IBANUDP R— hO¥% 0~ 16383 THEL £,

hostname (config-cmap) # match rtp 4004 100

« match tunnel-group name : QoS # i35 VPN b F v J—7 N7 7 4 v 7 H#REL
\i‘é—(}
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BELST v AOLI v 5R vy TR [

T4y I REETET ST, matcha~ 2 Ras 95 1 OETEET, Litoa
<2 ROWFNMNZIRETE £9428, match any, match accesslist, 35 & OF match
default-inspection-traffic =~ > NIZFEETE £ A, F72IL. match flow ip destination-address
aAvY REANLT, HFIPT RLASETO NV IT—TD7u—%5BETHZ L H
TEET,

hostname (config-cmap) # match tunnel-group groupl
hostname (config-cmap) # match flow ip destination-address

£l
RIZ classmap 2~ ROFlZRLET,

hostname (config) # access-list udp permit udp any any
hostname (config) # access-list tcp permit tcp any any
hostname (config) # access-list host foo permit ip any 10.1.1.1 255.255.255.255

hostname (config) # class-map all udp
hostname (config-cmap) # description "This class-map matches all UDP traffic"
hostname (config-cmap) # match access-list udp

hostname (config-cmap) # class-map all tcp
hostname (config-cmap) # description "This class-map matches all TCP traffic"
hostname (config-cmap) # match access-list tcp

hostname (config-cmap) # class-map all http
hostname (config-cmap) # description "This class-map matches all HTTP traffic"
hostname (config-cmap) # match port tcp eqg http

hostname (config-cmap) # class-map to server
hostname (config-cmap) # description "This class-map matches all traffic to server 10.1.1.1"
hostname (config-cmap) # match access-list host foo

EBLS T4V IRADLAYIBYI TR Ty TOIERK

ATvT1

ASA~DEBNT 7 4 v 7IZK LT, ZOFED ST 7 4 v ZIZRAEOT 72 a » DFITHRY
T DG ANHY 9, BHI T A~y 7 HEE LT, ACL 7213 TCP X° UDP O — h
EHRAETEXET, RV — o7 OEBI TA vy T TREFWRERT 7 a D471,
EHNT 740w 7EHEHTT,

FIE

B T A~ v FE2MER L ET, classmap type management class map_name
class map_name (X, £ K 40 LFDOLFFHITT,
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lclass-default] EWOARHEITFREINTWET, T _XTOXATDY T A ~ v 7 TR UAH]
AR—APEREINDT=D, BOZATDY 5 A~ X TTTITERHI N TV D LR
HTx%HA, CLIGI A~y a7 4Xal— gy B— RIBTLET,

51 -

hostname (config) # class-map management all udp

ATFv7T2 (R BWE7 7R~y FITBEMLET,
description string

1 -

hostname (config-cmap) # description All UDP traffic

AT T3 kKoOWThhOavry REFHL TR 7o v 7 2BAELET,
« match access-list access list name : JEiET7 7 B A U A N THRESNTWDL N T 74 v 7 %
RAELET,

hostname (config-cmap) # match access-1list udp

» match port {tcp | udp | sctp} {eq port_num | range port_numport_num} : f§E€ SN/=7'm k=2
JAZXF L, aSEAR— b (H—0FR— M EiLEE T 28HEOFR— ) 2RELET, #E
DI R — N EEHT 57 7Y r—3 3 kL CiE,. matchaccess-list =2~ > K % {i#
LT, AR —=bL—ETL5ACEZELLET,

hostname (config-cmap) # match tcp eq 80

T3 vhDEERE (LAVIBERY) O —<T v D)

N7 4w 7 EEATAHLAYIETTA~YTERELEL, LA V3I4AR) V—~v T %
FRHLTHFNLLDYZ FRIZT 7 a w4,

Je

Ervh RV —<=oT7DRKEIT64 TTN, KA X —T A AZE, R v—~<v 7% 127207
WHTEET,

FIE

ATY 1 RV v—~v7%BMLET, policy-map policy map_name
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ATvT2

ATvT3

ATvT4

7ooavoEs (Livmrys—<y) |

policy map_name |, K40 XLFORY v —~ v T4/ TT, TRXRCOXATORY) — <
T TCRICARIAR—ZANFEHENZ 720, BIOZ A TOR) —< v 7 THTIfERIN T
ALFNIHEFHTEXERTA, CLIBRY) Y — <y ar 7 4 F¥al— a2y F—FRIZAD
‘ij‘o

1 -

hostname (config) # policy-map global policy

URNCERE LTV A Y347 T A~y 7T %EEELET, classclass map_name
class map_name 2%, 7 7 A v v T OLAFIZEELET,

TRy T EBMTHIZE, VT 74 v DORE (LAY347TA~yT) (14 3—
V) ABRLTLEE N,

1 -

hostname (config-pmap) # class all http

TDOVGA AT AN DUEDT I a v EEEELET,
P—BE AR —TREINDIHEE (=) 2L T TEIN,

GE) 7 Z A~ 7’| match default-inspection-traffic =2~ > KRR WA, £D 7 T A
IR 1 DD inspect 2~ RERETE LT,

ORIV — = NWCEDDHITAy LI, ZOFEEHREY KL FT,

1

Bt U > —d policy-map =~ > ROFIZRITRLET, ZOa~v2 ik, Webh—
3= 10.1.1.1 ~OEREFF T A IR LU E S,

hostname (config) # access-list http-server permit tcp any host 10.1.1.1
hostname (config)# class-map http-server
hostname (config-cmap) # match access-list http-server

hostname (config) # policy-map global-policy

hostname (config-pmap) # description This policy map defines a policy concerning
connection to http server.

hostname (config-pmap) # class http-server

hostname (config-pmap-c) # set connection conn-max 256

KOBNL, R v— v TOEROREDOEEEZ R L TWET,

hostname
hostname
hostname
hostname

config) # class-map inspection default
config-cmap) # match default-inspection-traffic
config) # class-map http traffic

config-cmap) # match port tcp eqg 80
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hostname (config) # policy-map outside policy

hostname (config-pmap) # class inspection default

hostname (config-pmap-c) # inspect http http map

hostname (config-pmap-c) # inspect sip

hostname (config-pmap) # class http traffic

hostname (config-pmap-c)# set connection timeout idle 0:10:0

WL, T 7 4 v 7 NEVIORARER Y T A~y =B LIGAIC. FUH
BERAL DT 72 arDRESNTWVWAIERBRD I TA vy T ERAEINBRNI LR
A LTWET,

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config) # class-map telnet traffic

config-cmap) # match port tcp eq 23

config) # class-map ftp traffic

config-cmap) # match port tcp eq 21

config) # class-map tcp traffic

config-cmap) # match port tcp range 1 65535
config) # class-map udp traffic

config-cmap) # match port udp range 0 65535
config) # policy-map global policy

config-pmap) # class telnet traffic
config-pmap-c)# set connection timeout idle 0:0:0
config-pmap-c)# set connection conn-max 100
config-pmap)# class ftp traffic

config-pmap-c)# set connection timeout idle 0:5:0
config-pmap-c)# set connection conn-max 50
config-pmap) # class tcp traffic

config-pmap-c)# set connection timeout idle 2:0:0
config-pmap-c)# set connection conn-max 2000

Telnet B2f5¢1%. BHAARFIC classtelnet_traffic & —# L £ 3, [FEEIC FTP #5fci%. BALAR
IZ classftp_traffic & —2t L £9°, Telnet 33 & OV FTP LIS TCP #ki D541E. class
tep_traffic & —# L £9°, Telnet #f5¢ & 7213 FTP #%#¢13 classtep_traffic & —F L £
B, TTICMD 7 T AL =L TWDHTID, ASAILZZDOHEEZITWEE A,

AB—T AR (U—EXRRYL—) ADT7HU 3> nDEA

LAY3AR) o=~ T T 7T 47T DI, 1 2P EDA 2 —T x4 RZWHEHT D
=2 R —, FEITTRTCDOA v EZ—T oA A0 —rYLICEAT 5 —E 2 R
—HERLET, koa~wr REFERLET,

service-policy policy_map_name {global | interface interface_name} [fail-close]
ENENOFRAITRO L BY T,
« policy_map_name (X, RV > — <~ v T DOL4HITT,

e global 1Z, FFEDRY L —% /e \WT_RTCOA U H—T = A AZHEHAT 2V —E 2R
—HER L E T,

WHTE27a— UL R —X1 D720 T, Za—LRY v—2EH0 3585
T, 774N bORY —afRET D TT7ANFORY —&TF 4 =T M LTH
LWRY—ZHLET, 7740V FTIE, T RXTCOTIAHNV R T TV r—var A
VAR gy NI T 4wt A ua— LR —Nar T X2 l— g

B y—cxKkys—
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WEFEN, TRXRTOA AT a BT T4y 727 a— DVl snET, 7
T4 k=B R R Y —I|ZiX, service-policy global_policy global =~ > R23E £ E
R
« interfaceinterface namelx, 1 v ¥ —7 = A AZRY v— < v P2 BHEAT T —E R R
Uo—%&ELET,
e fail-close 1Z, IPV6 N7 7 4 v 7 Y R— b LBRNWT SV r—ar AV ART T g9 0T
Lo TRryZ7ENTIPV6 b T 7 4 v 7 Dsyslog (767001) Z#ERLET, T 74/ KT
I%. syslog DMERRIILER A,

£l
722X, koa<r Rix, B4 ¥ —7 = A A Tinbound policy RV ¥ — < v 7 %A F—
TN LET,

hostname (config) # service-policy inbound policy interface outside

WKOaA~ RiE, 7740 Z7a— LK) =T =72, HILLKRD v—
new_global_policy # A X —7 /WZ L E£T,

hostname (config) # no service-policy global policy global
hostname (config) # service-policy new global policy global

P—EXRYO—DE=ZZVT
=R RY —rF=H—FBHI00F, KOa~vr REANLET,
* show service-policy

P—E 2 R —OfGEHEIREFR LET,

» 0o ~ o~ — (o] ~
Y—EXR)— (Ea2a5HKRYO—TL—LT—)
D
Ok TR, BV 2T R — T L — LU — 7 OHEN D0y LET,
HTTP F S 04 w9 NDA VARG 32 E QSRS TDER
ZOFITI, A v H—T oA A E @R LT ASA ZHAY T 59 _ToO HITP 8k (R—

F8ODTCP NF 74w 7)) DHTTP A v AXRZ g rxt@ e LTHEISNET, A1
B—=T 2 A AEHDTXTOHITP b7 7 4 v I BRARY o r7xtge LT,
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1:HTTP A VAR 3 & QSKY 25

Security
appliance s

[
part 80 " p&l_’m

O .' .
! - port 80 @ <

Host A inside outside

ZOFNZONWT, kOa<wr FESRLTLLIEEN,

hostname (config) # class-map http traffic
hostname (config-cmap) # match port tcp eqg 80

hostname (config) # policy-map http traffic policy
hostname (config-pmap) # class http traffic
hostname (config-pmap-c) # inspect http

hostname (config-pmap-c) # police output 250000

(

H—ER K o— |

L“Dl

I
0
1]
m

hostname (config) # service-policy http traffic policy interface outside

HTTP S 24w I ~NDA VARG 300D T A—/\)L75E A
ZOBITIE, fEBEDOA v HF—T = A A% i LT ASA ICADTXTO HTTP ## (F— b 80
DTCP 57 4w 7)) WHTTP A » AT a vt LTHEEINET, ZoRY > —iF
Ja—/N)VRY =72 D T, A VAT a URRAETAEDIIEA L H—T 2 A RN T T 4

I WAL ETTT,
B2:50—/NLHTTPA YRR a3y

Hosl A

ZOBNZHONWT, RO a<wr REZBLTLEEN,

hostname (config)# class-map http traffic
hostname (config-cmap) # match port tcp eq 80

hostname (config) # policy-map http traffic policy
hostname (config-pmap) # class http traffic
hostname (config-pmap-c) # inspect http

(

hostname (config) # service-policy http traffic policy global
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BFEDY—/N\—~D HTTP
Bl BR B D& A

Z OB, SMEA

BEDF—S\—~DHTIP 57 1 v (20T 54 V2~ v a v gmaREoER [

S T4 9DI2RT A VARND Ok

V=T x4 A%BiE L TASAIZAD Y ——AZ COHTTPHEGE (R—

K8ODTCP N5 7 4 7)) MHTTP A > A7 L a vk L O KGR EOxf 4 & LT
SHEEINET, P R—ADLLREINTEFA NA~DESILZ., 7 F A~y 7D ACL & —
LRWOT, WEBEZITEEA,

WA F—T7 = A

A%iB LT ASAIZAD Y —/"—B3E CHTXTO HTTP #kiix, HTTP

A UART varitGgl L ThanNET, = =B HRIEINTZHEA FB~DOHEGI.,
75 A< 7DACL & —HLR2WDT, EBEZITEEA,

EEDY—/N—ITx

Sary
icip=

Real Addres

Mapped Address: 2 g

T B HTTP A VARG 2 3 U LEEGIRE

Security :
1: appliance a0 {insp)

TRy e 4
I sefconns < (I
]
- O - —
] 1 1 - 2
! ! Hosl A
i p 208165200226
1 1
o 1
) — — &

Mappad Addres

Oz HONWT, I’

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
80

Dawry FzZRLTIIEEN,

config)# object network obj-192.168.1.2

config-network-object)# host 192.168.1.2

config-network-object) # nat (inside,outside) static 209.165.201.1

config)# object network obj-192.168.1.0

config-network-object)# subnet 192.168.1.0 255.255.255.0
config-network-object) # nat (inside,outside) dynamic 209.165.201.2

config)# access-list serverA extended permit tcp any host 209.165.201.1 eq 80
config)# access-list ServerB extended permit tcp any host 209.165.200.227 eq

hostname (config) # class-map http serverA

hostname
hostname

(
(
(
(

config-cmap) # match access-list serverA
config) # class-map http serverB

hostname (config-cmap) # match access-list serverB

hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map policy serverA
config-pmap) # class http_ serverA
config-pmap-c)# inspect http
config-pmap-c)# set connection conn-max 100
config) # policy-map policy serverB
config-pmap) # class http serverB
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hostname (config-pmap-c) # inspect http

hostname (config) # service-policy policy serverB interface inside
hostname (config)# service-policy policy serverA interface outside

NATICEBHTTP b3 T4 v O~ADA VAR L3 VDER

ZOBEITIE, Ry FT—=ZHNDRAZMI2ODT RLARHY 3, 1291%, EEOIPT FL
A2 192.168.1.1 T¥, 9 1 2DiF, WXy NIV —7 TCHEHT L~y 7 IPT RLAD

209.165.200.225 C9, 7 7 A<y 7T DACLOEEDOIPT RVRAEMEATHILENHY £77,
outside 1 % —7 = A AT H5HIC . EROT FLAZMEHL £,

4:NATIZ& B HTTPA VAR a3y

Iu

=

Hosl Sarver
Real IP: 189216811 2081652011 =
Mapped IP: 209165 200225

LTﬂﬂ inside outside '

ZOBNZHONT, kOa~<wy RESRLTIEIN,

hostname (config) # object network obj-192.168.1.1
hostname (config-network-object)# host 192.168.1.1
hostname (config-network-object) # nat (VMl,outside) static 209.165.200.225

hostname (config) # access-list http client extended permit tcp host 192.168.1.1 any eq
80

hostname (config) # class-map http client
hostname (config-cmap) # match access-list http client

hostname (config) # policy-map http client
hostname (config-pmap) # class http client
hostname (config-pmap-c) # inspect http

hostname (config) # service-policy http client interface inside

$—ER K S—DREE

HaE

)1)—x Ll

EVaT KU — TL—AT—F 7.0(1) EV2F R — T L— AT — I REAINE LT,
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HERER J1)—=x A

RADIUST A>T 4> 7 vF 7 4 w7 Tffi | 7.2(1) RADIUST B U T 4 7 NT7 4 v CHERT 58

MTEH T FA v IRy THNEANSIE LT, classmap type
management =+ > N33 X (Vinspect radius-accounting =
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